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1. Introduction

Consistent growth in the mobile technology has led to many
significant features that have improved the quality of services
provided to people from all walks of life. While the need
for a broader and more diverse range of available services
is growing, the multifaceted and deep rooted challenges of
the mobile technology such as security, privacy, efficiency,
coherence, and resilience have to evolve. While most of the
online businesses, social networking, financial transactions,
personal record managements, and so forth are increasingly
being done from mobile phones, it is important that an
appropriate infrastructure capable of handling this data is in
place to keep, handle, update, secure, and make it available
when needed in accordance with national and international
rules and regulations. The quality of life can be improved by
automating a number of tasks that have a direct impact on
day-to-day living. One prominent area of growing interest in
this regard is the support of healthcare provision anywhere,
anyhow, and at any time. Suitable information systems and
the relevant network infrastructures are moving closer and
closer together. There is the need to have security, privacy,
efficiency, robustness, consistency, and availability at all
times. In order to incorporate the said objectives, it is justified
to advocate an information system that can operate on
mobile devices to provide healthcare services, whereby the
service layer and the data transportation layer are moving
increasingly closer to each other.

Healthcare systems are at the cusp of being revolutionized
by advancements in technology, which when appropriately
integrated into existing best practices can enable faster and

safer cure, improved doctor-patient relationships, personal-
ized treatments, and lower costs. Typically this can be mea-
sured and controlled bymonitoring theQuality of Experience
(QoE).

With rapid advances in computing and associated tech-
nologies, we are also seeing steady and seamless integration
of communication, networking, hardware miniaturization,
sensing, cryptography, and a range of algorithmic advances
for smarter and increasingly personalized healthcare. At the
forefront of challenges in emergent smarter healthcare sys-
tems the issues are how tomanagemassively growing amount
of healthcare information and smart devices over a variety of
technologies across different domains maintaining a guaran-
teed quality of service (QoS) at any time.

In the realm of healthcare, while there are clear oppor-
tunities to leverage information management emanating
from today’s computing technologies, additional challenges
include providing information reliability, security, patient’s
privacy, real-time criticality, information fusion, system sus-
tainability, and social interaction, among others. Although
research in the domain of informationmanagement analytics
for smarter healthcare is attracting attention across disci-
plines, critical applications, new opportunities, challenges,
models, and technologies are yet to be explored and inves-
tigated.

2. Contributions

The special issue attracted 19 contributions in total. After an
extensive review period involving the distinguished expert
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reviewers and the guest editors, five papers were accepted for
the special issue, resulting in an acceptance rate of 26%. The
introduction of the accepted papers is presented below.

Thefirst paper, titled “Analysis ofDenial of Service Impact
onData Routing inMobile eHealthWirelessMeshNetwork,”
by S. Alanazi et al., states that wireless mesh networks
(WMNs) are a promising technology that has emerged with
the combination of several wireless networks. These wireless
networks and devices communicate in a mesh network
manner, to provide edge-to- edge, easy, and cost-effective data
communication. Many current and future promising appli-
cations depend on WMNs and one of the most important
is eHealth, where the confidential information is transmitted
with the help of WMNs. The authors state that denial of ser-
vice (DoS) attacks are fatal tomany types of networks, includ-
ing wireless mesh networks, specifically when the network is
utilized in a highly sensitive scenario like eHealthcare. This
paper analyzes three types of attacks that can cause DoS in
static and mobile WMNs and the remedies against them.

The second paper, titled “A Case of Engineering Quality
for Mobile Healthcare Applications Using Augmented Per-
sonal Software Process Improvement,” by S. A. K. Ghayyur et
al., starts with the discussion that mobile healthcare systems
are currently considered among the key research areas in the
domain of software engineering. Modern technologies, for
mobile healthcare systems, are readily available. The authors
present the Architecture Augmented Personal Process tech-
nique in order to enhance the quality of mobile healthcare
systems through the use of an architectural design with an
integration of the personal software process.

The third paper, titled “Integrated Wearable System for
Monitoring Heart Rate and Step during Physical Activity,” by
E. A. P. J. Prawiro et al., proposes integrating a heart rate (HR)
monitoring systemwith a step counter for use during physical
activities. A novel step counter algorithm has been developed
to enable the highly accurate detection of a step.Theproposed
system comprises a wireless wearable device, a smartphone,
and a remote server. Data transmission between a wearable
device and a smartphone is conducted via Bluetooth low
energy (BLE). An indirect contact measurement method has
also been devised to eliminate the need for direct contact
electrodes and the likelihood of skin irritation.The proposed
system is compact, lightweight, and comfortable to wear. A
smartphone application provides the interface for the display
of data related to HR, step count (SC), exercise intensity,
speed, distance, and calories burned, as well as waveforms
related to ECG and step cycle. The ECG peak detection
algorithm achieved an accuracy of 99.7% using the MIT-BIH
ST change database. An accuracy of 98.89% was achieved for
HR and 98.96% for SC at treadmill speeds of 1.8 to 9.0 km/h.

The fourth paper, titled “Automatic Gender Detection
based onCharacteristics of Vocal Folds forMobileHealthcare
System,” by M. Alhussein et al., proposes that automatic gen-
der detection may be useful in some applications of a mobile
healthcare system. In a human voice production system, the
contribution of the vocal folds is very vital. The length of the
vocal folds is gender dependent; a male speaker has longer
vocal folds than a female speaker. Due to longer vocal folds,
the voice of a male speaker becomes heavy and, therefore,

contains more voice intensity. Based on this idea, a new type
of a time domain acoustic feature for an automatic gender
detection system is proposed in this paper. The proposed
feature measures the voice intensity by calculating the area
under the modified voice contour to make the differentiation
between males and females. Two different databases are used
to show that the proposed feature is independent of text, spo-
ken language, dialect region, recording system, and environ-
ment. The experimental results show that the detection rates
for clean and noisy speech are 98.27% and 96.55%, respec-
tively.

The fifth and the last paper, titled “EVFDT: An Enhanced
Very Fast Decision Tree Algorithm for Detecting Distributed
Denial of Service Attack in Cloud-Assisted Wireless Body
Area Network,” by R. Latif et al., states that the detection
denial of service attacks demands an adaptive and incremen-
tal learning classifier capable of accurate decision making
with less computation. The DDoS attack detection using
existing machine learning techniques requires the full data
set to be stored in the memory and is not appropriate for
real-time network traffic. To overcome these shortcomings,
the Very Fast Decision Tree (VFDT) algorithm has been
proposed in the past that can handle high speed streaming
data efficiently. While considering the data generated by
WBAN sensors, noise is an obvious aspect that severely
affects the accuracy and increases false alarms. In this paper,
an enhanced VFDT (EVFDT) algorithm is proposed to
efficiently detect the occurrence of DDoS attacks in cloud-
assisted WBANs. EVFDT uses an adaptive tie-breaking
threshold for node splitting. To resolve the tree size expansion
under extreme noise, a lightweight iterative pruning tech-
nique is proposed. To analyze the performance of EVFDT,
four metrics are used: classification accuracy, tree size, time,
and memory. Simulation results show that EVFDT attains a
significantly high detection accuracy with fewer false alarms.
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Wireless mesh networks (WMNs) are a promising technology that has emerged with the combination of several wireless networks.
These wireless networks and devices communicate in amesh networkmanner, to provide edge-to-edge, easy, and cost-effective data
communication. Many current and future promising applications depend on WMN and one of the most important applications
is eHealthcare, where the confidential information transfers with the help of WMN. WMN devices communicate over a wireless
medium, which opens the system to a number of vulnerabilities; thus, an intruder can launch malicious activities through many
types of attacks that can result in denial of service (DoS). In this paper, the available solutions to overcome these attacks are simulated
and evaluated in terms of data packet delivery ratio, end-to-end delay, and network throughput and under different cases of static
and mobile WMNs, which helps in providing suggestions to enhance existing protocols and mitigate the effect of DoS caused by
such attacks.

1. Introduction

Security is always a major concern in transferring infor-
mation from the source to the destination, whether it is
the manual postal service or data communication in today’s
digitized world, especially, applications like eHealthcare that
are built to provide assistance for a very sensitive purpose.
Over the years, many communication technologies have been
introduced and numerous protocols have been proposed to
handle security issues. One promising and growing wireless
communication technology is the wireless mesh network
(WMN). In eHealthcare, WMN plays a very important role
in transferring confidential information hop by hop until
the required destination. A WMN is a self-organized and
self-configured network, where nodes and networks commu-
nicate in a mesh network manner to provide connectivity
[1]. A WMN consists of nodes that communicate using
wireless technology to provide connectivity. These nodes are
usually mesh clients such as cell phones and mesh routers,
including Wi-Fi access points. A WMN has a decentralized
architecture where mesh clients and routers communicate
in a distributed manner to provide the connection [2]. The

authors of [3] discussed the main design factors that affect
the architecture of a WMN and the selected components
to build the WMN, such as signal transmission techniques,
scalability, connectivity, the quality of broadband services,
security, ease of use, and compatibility. WMN nodes can be
connected and organized in three main ways to form three
types of WMNs: infrastructure/backbone, client, and hybrid
WMNs. The main characteristics and benefits of WMNs
are coverage, mobility, scalability, heterogeneity, and com-
patibility [3] and provide network services such as Internet
access, video conferencing, and voice communication, and
they help in transferring data between networks. This makes
a WMN suitable for many applications in both military and
civilian fields. Public safety and disaster recovery (PSDR)
wireless communication systems are an example where a
WMN is strongly applicable [3, 4]. In such applications, wired
communication may not be possible or risky, so a WMN
is a more suitable solution because it offers easy and rapid
connectivity through a wireless medium.

A WMN can be seen as a group of nodes (clients or
routers) that cooperate to provide connectivity. Such an
open architecture, where clients serve as routers to forward
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data packets, is exposed to many types of attacks that can
interrupt the whole network and cause denial of service
(DoS). Moreover, the mobility factor in the network makes
the security of the network more difficult and challenging.
For this reason, protection against DoS problems is essential
and requires secure routing protocols. These secure routing
protocols must detect, identify, and isolate attacks that can
cause DoS, and they must keep the routing functionality
working.

Very common and serious attacks on WMN routing that
can lead to DoS are selective forwarding, hello flooding, and
wormhole attacks [17, 18]. In a selective forwarding attack,
the packets that pass through malicious nodes are routed by
these nodes inconsistently to distribute the network. In a hello
flooding attack, a malicious node transmits hello messages
with high transmission power to convince the remaining
nodes that it is a neighbor to many nodes in the network. A
wormhole attack is one of the most dangerous attacks in a
WMN network layer. In this type of attack, a malicious node
tunnels messages from one part of the network to another
part and replays them. To make the situation worse, a high-
speed link with low latency is usually used to tunnel these
messages, which makes the link more tempting to be selected
in the routing protocols. All of these types of attacks aim
to disrupt the routing process to cause the DoS problem.
A selective forwarding attack tries to cause DoS directly by
dropping some of the routed packets. In contrast, in hello
flooding and wormhole attacks malicious nodes try to give
themselves a greater chance of being selected by the routing
protocol as a routing path; then they can perform any activity
to distribute the network and introduce DoS.

Even though theWMN is a promising technology, it faces
many challenges, some of which are mentioned above. This
paper studies the impact of three recent and common types
of attacks onmobileWMNs: selective forwarding, wormhole,
and hello flooding attacks. Moreover, this paper will study
existing solutions to overcome these attacks on the mobile
environment. A part of this work was presented previously
in [19] as a preliminary report.

To achieve the objective, the three types of attacks are
simulated using OMNET++ on Ad hoc On-Demand Dis-
tance Vector Routing (AODV). AODV was selected because
it is proposed as a possible routing protocol in IEEE 802.11s
[20]. Moreover, AODV is available in many simulation tools,
including OMNET++. The attacks are simulated on the
OADV routing protocol in two modes. In the first mode,
malicious nodes are stationary, and, in the second mode, the
network contains mobile malicious nodes. In both modes,
the impact of the attacks on the packet delivery ratio, end-
to-end delay, network throughput, and energy consumption
are measured. This will highlight the impact of these attacks
on the network, as well as the effect of mobility on increasing
or decreasing the damage caused by the attacks.

After studying the impact of the attacks on stationary
and mobile networks, the study will concentrate on the
available solutions discussed in the literature to overcome
the attacks. More specifically, the same simulations and
experiments performed on AODV will be conducted on a
security protocol called Position-Aware, Secure, and Efficient

Mesh Routing (PASER).This will measure PASER’s immunity
to the three types of attacks on both stationary and mobile
networks. The research will contribute to the field as follows:

(i) Implementing 28 scenarios that include AODV and
the WMN protocol PASER in OMNET++ for both
malicious and legitimate scenarios.

(ii) Evaluating the AODV and PASER protocols by incor-
porating selective forwarding, wormhole, and hello
flooding attacks in a mobile WMN; to the best of our
knowledge, this study is the first of its kind.

(iii) Evaluating andmeasuring the effectiveness of the two
principle protectionmechanisms, cryptography and a
GPS module, against attacks in a mobile network.

(iv) Providing suggestions that facilitate future research
studies to simulate different WMN scenarios and the
adoption of appropriate security mechanisms.

This paper is structured as follows. Section 2 discusses the
issues and challenges faced by WMNs, reviews the related
and recent literature, and gives comparison of the available
solutions. Section 3 presents implementation and results
of attacks on AODV and PASER. Section 4 exhibits the
discussion and recommendations.The conclusion and future
work are provided in Section 5.

2. Literature Review

The routing layer in a WMN, where packets travel from
the source to the destination in a multihop manner, is one
of the main differentiators of a WMN from other types of
networks. Such amechanismmakes aWMNmore vulnerable
to network attacks, such as black holes, wormholes, grey
holes, and packet dropping. Although many secure routing
protocols have been proposed to address the security vul-
nerabilities, there is still significant room to enhance the
security and usability of WMN secure routing protocols.
In this section, the current state-of-the-art secure routing
protocols are reviewed.

2.1. Issues and Challenges Faced by WMNs. A wireless mesh
network (WMN) is a type of network where nodes coop-
erate and transfer data packets hop by hop. In hop-by-hop
communication, network security is the responsibility of not
only the routers but also each node in the network. When
regular nodes contribute to communication over the wireless
medium, they are vulnerable tomany types of attacks that can
lead to a denial of services (DoS) in the WMN. Moreover,
when mobile nodes are joining or leaving the WMN, the
problem becomesmore complicated because a trust issue can
arise between the mobile nodes and the network.

Still, there are open challenges and issues in WMNs to
be addressed by the research community and industry, as
these challenges affect the usability of WMN technology in
most applications. In [1], the authors discuss the open issues
and challenges of WMNs at every layer. One of these open
issues in the routing layer is the need for a protocol that is
efficient specifically for WMNs. As described in [1], efficient
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routing protocols are distributed and independent of any
traffic profile, and they feature link quality variation and
minimum overhead.

Some of the most important challenges faced by WMNs
are network provisioning and network integration. In net-
work provisioning, there is a need for a sophisticated man-
agement tool to enable mesh routers and mesh clients to
dynamically establish connections and to manage the mobile
nodes. Since a WMN contains various types of technologies
and protocols, it is necessary to have standardmechanisms to
integrate these technologies. For example, somemesh routers
are based on IEEE 802.11, while others are based on different
standards, such as IEEE 802.15.4 and IEEE 802.16.

Security is one of the most important issues that need to
be addressed inWMNs.Unfortunately,WMNs are vulnerable
to multiple types of attacks because of their special charac-
teristics, such as their ad hoc nature and use of a wireless
medium to communicate [4].

In the physical layer, WMNs are vulnerable to jamming
attacks, according to [17], for example, trivial signal jamming
where the attacker transmits a noise signal to disrupt the
WMN radio signal. In addition, a WMN’s physical layer is
vulnerable to reactive jamming, where the attacker transmits
noise whenever it detects that a legitimate node has started to
use the channel. Moreover, in some applications of WMNs,
the installation or usage environment is not secure, such as in
remote areas, which gives attackers the ability to tamper with
the system to extract important information or even destroy
the units.

TheMAC layer in a WMN is vulnerable to many types of
attacks. Some examples provided in [17] are jamming attacks
and MAC spoofing. In jamming attacks, an attacker can try
to disrupt the communication channel by sending complete
MAC frames. An unprompted Clear-to-Send (CTS) attack, a
reactiveRequest to Send (RTS), and corrupt jamming (CJ) are
some examples of possibleMAC jamming attacks in aWMN’s
MAC layer.

The network layer of a WMN is also vulnerable to
multiple types of attacks that may lead to the DoS problem.
In [17], examples of attacks are given that can target the
network layer in the control or data plan. In the control
plan, rushing, routing table overflow, Sybil, wormhole, and
sinkhole attacks are some examples.Themost basic data plan
attack is eavesdropping, where a malicious node tries to learn
the network topology by listing to the traffic.

Many types of attacks can be launched in the transport
and application layers of a WMN. In the transport layer, an
attacker can try to flood the network by repeatedly issuing
connection requests to a specific resource in the network
[17]. The application layer is also vulnerable to many types of
attacks, including viruses, worms, and malicious codes and
application abuse [17].

A great deal of effort has been put into treating WMN
security issues and proposing suitable solutions atmany levels
and in various applications. For example, in [18, 21], the
authors study the security requirements and the impact of
implementing security measures inWMNs in general, while,
in [22], the performance of the routing protocol of an 802.11-
based WMN under attack is studied. Many solutions have

been proposed to handleWMN security requirements, either
to solve a specific challenge, such as the key establishment
mechanism proposed in [23], or by providing a more com-
prehensive solution, as discussed in the next section. The
next section discusses recent security solutions and secure
routing protocols developed to protect the WMN network
layer, mainly against attacks that can lead to DoS.

2.2. Recent Related Work. The authors in [5] propose a
routing protocol to protect WMNs against wormhole attacks
called “wormhole-resistant secure routing for wireless mesh
network (WRSR).” The authors of the paper followed a new
approach that aims to detect the presence of wormhole nodes
and links and quarantine them before using the links. WRSR
depends on the neighbors’ information and the existence of
alternative subpaths to detect the existence of a wormhole.
WRSR uses statistical probability to categorize the paths
as either safe, “wormhole free,” or unsafe, “containing a
wormhole.” In the proposed protocol, WRSR represents the
transmission range of a node and 𝑑 is the distance between
two nodes.The authors use a unit disk graph to prove that the
probability of finding an alternative path where 𝑅 < 𝑑 < 2𝑅
is high, and any path that does not fit in this category is
considered insecure. To implement the protocol, IEEE 802.11s
frames are extended to contain the necessary information
to make WRSR work, which are a flag bit to indicate the
existence of neighboring information and the neighboring
addresses to accommodate various neighbors’ numbers. To
simulate and test the proposed protocol, a strong adversary
model is used where malicious nodes can establish links
with high speed and low latency. Moreover, the attacker can
compromise mesh routers in the network to lunch attacks. In
the simulation, the protocol shows a very high correct rate of
detection of wormhole links when the network is dense and
contains many alternative subpaths.

In [6] the authors have proposed an efficient and secure
routing protocol for a hybrid wireless mesh network (WSR-
PHWM) that depends heavily on public cryptography to
secure routing. First, it is important to mention that WSR-
PHWM is based on a route-on-demand protocol called the
cross-layer secure and resource-aware on-demand routing
protocol (CSROR), where WSRPHWM inherits the routing
metrics used in CSROR.The routing metrics used depend on
three factors to quantify routes: the available bandwidth, node
battery power, and unreliability level. The unreliability level
is based on value assigned by a node’s neighbor to indicate
the past experience of forwarding packets on a particular
route. To maintain security, WSRPHWM uses symmetric
key cryptography, asymmetric key cryptography, and the
MAC function to authenticate and encrypt routing data.
WSRPHWM assumes that the network has a certification
authority (CA) that issues and signs certificates for each node
and router in the network.The first step taken by each node is
to establish a secure session using the Diffie-Hellman elliptic
curve with each of its neighbors to generate a trusted session
key between them. After that, for each message that includes
a route request, the sender node encrypts themutable fields of
the request using the session keys for each neighbor, signs the
nonmutable fields using its private key, and finally generates
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a MAC using the mutual session key. For each neighbor, the
process is repeated. When the neighbor receives the request,
it first validates the MAC and the signature of the packet
and then decrypts the mutable fields to alter them. After
that, it repeats the process done by the source node and then
forwards the request to its neighbors. When WSRPHWM is
comparedwith other protocols, such as SADOV andCSROR,
it shows very good results with respect to the average end-to-
end delay and routing overhead. For the average end-to-end
delay, WSRPHWM shows better performance than SADOV,
but the delay is longer than that of CSROR because it uses the
crypto operations. WSRPHWM causes the smallest routing
overhead among the three protocols.

The cross-layer secure and resources-aware on-demand
routing protocol (CSROR) for hybrid wirelessmesh networks
proposed in [7] uses the history of communication to decide
which route is trustworthy. To do so, the route selection
parameters include a threat level (TL) field in addition to
the power level and available bandwidth. The TL of the
route is the sum of the drop values (DV) of nodes in
the route, while the DV of each node is the percentage
of unacknowledged messages. In CSROR, each node keeps
the drop value of each of its close neighbors (one level).
The DV is calculated by subtracting the number of packets
passively acknowledged by the direct neighbor of the current
node neighbor. When the route discovery process starts in
CSROR, the source node broadcast route request packet
(RREQ) and the destination select the best route according to
the aforementioned parameters. CSROR shows better results
thanAODVandASODV in terms of efficiency and reliability,
particularly in the packet delivery rate and average delay.

In [8], the authors propose a routing scheme based
on the ADOV distance vector algorithm to provide secure
routing, using different control packets for routing requests
and routing request replies. The selection of the route in the
proposed routing protocol is based on two factors: the data
rate and node reputation value (RV). The selection of the
route is done by the destination when it receives routing
request packets. The route that has the highest reputation
and the lowest data rate is selected. The RV of each node
is generated by its neighbors to signify previous successful
communication, and the available data rate is calculated by
exchanging information between the network and the MAC
layer.

Authenticated Routing for Ad hoc Networks (ARAN) in
[9] is another routing protocol that depends heavily on cryp-
tography to provide security. ARAN requires the existence
of a certificate server responsible for issuing, distributing,
and revoking certificates. In ARAN, each node must have
a certificate signed by and trusted by this server to be
considered trusted.The certificate of each node must contain
the IP address, its public key, a time stamp to indicate when
the certificate was created, and the expiry date. In the route
discovery process, the source signs a route request packet
(RREQ) and broadcasts it to its neighbors.The neighbors first
validate the packets and then sign and broadcast them.When
the destination receives the request packet (RREQ), it sends a
reply using the reverse path. Moreover, it signs the reply and
includes its certificate in the reply, and the same sequence of

signing and verifying that took place in the route discovery
is repeated until the reply reaches the source. Finally, when a
certificate is to be revoked, the trusted server will broadcast
a signed request for the certificate to be revoked. Each node
rebroadcasts the request to its neighbors.

The SAODV protocol proposed in [10] aims to secure
AODV using cryptography. In fact, it solves many security
flaws in AODV.The first flaw is the possibility for an attacker
to impersonate an S node by forging route request packets
(RREQ) using its address as the source address. The second
security flaw is that the hop counts in RREQ packets are
reduced to select the best route. The third flaw is the ability
to impersonate a destination node by replying to RREQ as if
it is the destination. To solve these security issues, SAODV
uses cryptography, mainly hashing and digital signatures.
SAODV assumes the existence of a key management system
that is responsible for issuing nodes’ keys and revoking them
if needed. It is important here to mention that these keys
or certificates must associate the key with the address of the
nodes, which is a challenge because of the dynamic nature
of WMN networks. Once all nodes have their public keys
or certificates, they can start communication. In ADOV, the
RREQ hop count is the only mutable field that can be secured
using a hashing chain. The nonmutable fields in RREQ and
RREP can be secured using a digital signature.

A modified version of Secure Efficient Ad hoc Distance
(I-SEAD) vector routing is proposed in [11] based on the
destination sequenced distance vector (DSDV) with the
enhancement of adding security to the routing. I-SEAD uses
a one-way hash chain to authenticate the routing update. To
build the one-way hash chain, I-SEAD uses a cryptographic
hash function; the one-way hash chain is computed by
conducting consecutive hashing, ℎ

𝑖
= 𝐻(ℎ

𝑖−1
) for 0 < 𝑖 ≤ 𝑛,

for some 𝑛 and when the first value in the chain, 𝑥, is ran-
domly generated for each node. This process enables nodes
to determine whether the updates came from a legitimate
node. I-SEAD assumes the existence of trusted distribution
authority to distribute the initial values of nodes.

In [12], the Security-Aware Ad hoc Routing (SAR) for
wireless networks is discussed. SAR includes security as
a parameter in the route discovery process. Moreover, it
provides a security framework that can be adapted by any
application that uses SAR according to the required level
of security. SAR protects the route discovery process by
allowing only nodes that have at least the same level of
security to contribute to the process. The required level
of trust is embedded in the route request packet (RREQ);
nodes that cannot satisfy the required level of security cannot
forward or reply to the route request. Moreover, SAR uses
cryptography to provide message authentication, message
integrity, message confidentiality, and node authentication.

In [13], the designers propose a new methodology to
detect malicious routing activity by colluding nodes in
WMNs. The new methodology is not an independent and
complete secure routing solution; it is a mechanism to be
integrated into routing protocols to detect malicious routing
activities. The proposed solution, called Leak Detector, is
based on graph theory, where the destination node of the
route builds a virtual graph to model the paths from the
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source to the destination. Using this virtual graph, the
destination node calculates the ratio of the incoming and
outgoing traffic for each intermediate node in the path and
uses this information to decide whether an intermediate
node is malicious or not. When the deviation between the
incoming traffic and outgoing traffic is high, this node is
considered malicious.The proposed mechanism detects only
selective forwarding or the complete dropping of packets, and
it assumes the existence of multiple paths from the source to
the destination.

A secure routing protocol against wormhole attacks in
a sensor network (SeRWA) is described in [14]. SeRWA
uses neighbor information to detect wormholes. In terms of
security, SeRWA provides a way to detect wormholes and
provides authentication between neighbors using a pair-wise
key. To detect wormhole tunnel, each node builds a list of its
neighbors and shares this list with all its neighbors. When a
neighboring node exists in the node’s routing table and does
not exist in its routing table of neighbors, the protocol uses
the distance between these neighbor nodes and transmission
power to decide whether the missing node is part of a
wormhole tunnel. A simulation of SeRWA is performed using
NS2 and shows a low rate of false positive detection of less
than 10%.

In [15], the authors propose a secure routing protocol
against routing disruption in MANET networks called CRP.
The proposed protocol is based on dynamic source routing
(DSR) and uses public key cryptography to detect tampering
with packets or fake packets. The proposed protocol assumes
the existence of monitoring nodes to monitor intermediate
nodes between monitoring nodes and collect statistics about
the routing behavior of these nodes to detect black hole
and grey hole attacks. The proposed protocol is simulated
using NS2 and compared to the DSR protocol. For a black
hole attack in which malicious nodes form about 40% of the
network, CRP achieves a more than 70% packet delivery rate,
while DSR achieves less than 50%. For a grey hole attack, CRP
achieves about an 80% packet delivery rate and DSR achieves
about 70% when 30% of the network nodes are malicious.

2.2.1. Position-Aware, Secure, and Efficient Mesh Routing
(PASER). In [16], the authors propose a routing protocol
called Position-Aware, Secure, and Efficient Routing (PASER)
discovery protocol for wireless mesh networks. PASER is a
reactive routing protocol that uses cryptographic operations
to protect the routing of packets in mesh networks. The
designers of PASER stated three main goals to be accom-
plished by PASER.

(i) Protection against External Attacks. PASER uses pub-
lic key cryptography to identify nodes and give the
nodes the ability to take part in the routing mech-
anism. This is accomplished by the existence of a
key distribution center (KDC) that issues certificates
for trusted nodes. This can be compromised only by
compromising the session keys or node certificates.

(ii) Isolate and ExcludeMaliciousNodes from theNetwork.
Even though this is one of objectives of PASER, the
designers did not implement a specific mechanism to

accomplish this; instead, this is done by the route dis-
covery process. The designers of PASER discussed a
variety of options that can be implemented, including
the adoption of a honeypot.

(iii) Reducing the Impact of Malicious Nodes in the Net-
work. This objective is accomplished by using cryp-
tographic functions to limit the operations that can
be performed by malicious nodes in the routing
process. For example, message authentication is used
to prevent malicious nodes from faking or altering
messages. Message freshness is also used to pre-
vent the replaying of old messages. Moreover, origin
authentication is implemented by PASER to verify
the origin of a message. One important protection
mechanism in the routing process is neighbor authen-
tication to ensure that the neighbor is in transmission
range, which is the main defense mechanism against
wormhole attacks. This is done in PASER by associ-
ating the digital signature of the neighbor with the
neighbor’s GPS location.

There is an existing implementation of the complete protocol
that can be integrated to OMNET++, where OpenSSL is used
as the encryption library.

2.2.2. Ad Hoc On-Demand Distance Vector Routing (AODV).
According to AODV RFC 3561 in [24], AODV is a reactive
routing protocol that establishes the route only when there is
data to be sent. AODV has three main advantages that make
it attractive to be used in WMNs:

(i) It is loop-free.
(ii) AODV requires little bandwidth because the routing

table and control data are very small.
(iii) It is very scalable.

In general, AODV uses four types of routing messages.

(i) Route Request (RREQ). This message is broadcasted
by the source requesting the route and forwarded by
the intermediate nodes if the message has not been
processed before.

(ii) Route Reply (RREP). A message is sent to identify
that a route has been found to the destination. This
message is sent by a node; if it receives the RREQ
message, it is the destination node or in the path of
the destination node, and the message has a sequence
number smaller than or equal to the one in the RREQ
message.

(iii) Route Error (RERR).Thismessage is sent by one of the
nodes in the path used, source node, or destination
node. The message is sent when the link breaks
to notify the source to initiate the route discovery
process again by broadcasting an RREQ message.

(iv) Route Reply Acknowledgment (RREP-ACK). This is
used by the sender to ensure the availability of a link
from the destination to the sender.
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2.3. Comparison. The aforementioned reviews of secure
routing protocols for WMN are summarized in Table 1,
which highlights the core differences and limitations. These
protocols vary in many respects, such as the mechanism
architecture, tackled attacks, the technique used to detect the
attacks, and efficiency. Four parameters are considered as
limitations in the comparison below, which are complexity,
requirement of additional resources, overhead, and efficiency
of the protocol in protecting the network against attacks
which might lead to DoS.

The comparison shows us that most secure routing
protocols utilize cryptography [6, 9–12, 14, 16] to provide
data security such as authentication, data confidentiality, and
integrity over the network. Unfortunately, these protocols
do not guarantee the protection of WMNs against the
most important attacks, for example, selective forwarding,
wormhole, and hello flooding [9, 11, 12], which jams data
traffic and thus causes denial of service (DoS). Furthermore,
some protocols [6, 8–10] assume that an authority already
exists in the network tomanage the distribution of certificates
for data encryption.

Aside from cryptography and CA, two other types of
solutions [5, 7, 8] have been proposed to handle the DoS
problem: hardware-based and statistical-based solutions. In
hardware-based solutions, GPS or an antenna is used to
verify the location of a node and validate that it is legitimate
neighbor [9]. In statistical-based solutions, the nodes keep
track of their successful past communication with neighbors
to select the best next hop [5, 7]. In general, solutions against
attacks that target WMNs are still an open issue [2, 4, 17, 18].

3. Implementation and Results

The selection of the routing protocol to be used in the current
research is critical since the study focuses on attacks on the
routing protocol of WMNs.

3.1. Routing Protocols and Attacks. The selected routing
protocol to be used in this study is AODV. AODV implemen-
tation is available for simulation tools, including OMNET++,
which was selected to be used in simulation of these attacks
because of its suitability [25].

In OMNET++, the INET framework facilitates the sim-
ulation and contains modules for wired and wireless com-
munication, including the AODV routing protocol. INET-
MANET is an extension of the INET package that contains
more routing protocols and standards related to mobility and
wireless networks, including WMNs.

The second selected routing protocol is Position-Aware,
Secure, and Efficient Mesh Routing (PASER).The reasons for
selecting PASER for the current research are as follows.

(i) Availability of Resources. The PASER design and
development team has put a great deal of effort into
making the protocol available for researchers as well
as for industry.This is reflected by the implementation
of the protocol in C/C++ and integration for use in
a Linux environment as a complete implementation
where it can be ported and tested on real hardware
or used in OMNET++ as a simulation package. For

the simulation, it is available for OMNET++ for both
Linux andWindows operating systems and integrated
with the INET package. The only missing part of the
resources is the availability of full documentation to
describe in detail the PASER structure and how to use
the protocol with OMNET++ packages.

(ii) Usable Components. The PASER design team used
multiple components in their designs that are parts
of other routing protocols or well-known packages,
which makes the results of the study more accurate
and trustworthy. In regard to routing methodology,
PASER adapted the route discovery process from the
AODV routing protocol. In addition, the route main-
tenance and detection process in PASER is adapted
from the neighborhood discovery protocol (NHPS).
Cryptographic primitives are a building block in
PASER that were adapted from a well-known package
in industry and academia, OpenSSL.

3.1.1. Hello Flooding Attacks. A hello flooding attack [26, 27]
is a very destructive DoS attack. The malicious node tries
to give itself a greater probability to be selected as a route
by making itself more appealing. In wireless networks, this
is usually accomplished by transmitting using a high power
frequency to its neighbors, which causes the malicious node
to cover a larger area and provide a shorter path to the
destination [28]. After being selected as a node in the route,
the malicious node then performs malicious activities on the
received packets, such as altering packets or gain statistics
or simply dropping the packets [29]. In the current research,
the implementation of a hello flooding attack is performed as
follows.

(i) High Transmission Power. The malicious node is con-
figured to have higher transmission power than legit-
imate nodes. This is done by changing the .wlan∗
.radio.transmitterPower attribute in OMNET++ ini-
tialization file.

(ii) Dropping the Packets. The packets that go through
the malicious node are simply dropped; this helps to
gain more insightful information to study the effect
of the attack. To do this correctly, the malicious node
must drop only data packets, not routing and control
packets; otherwise, the malicious node will not take
part in the routing discovery process and will not be
part of the route.Thus, the source code for the routing
protocol in the malicious node must be altered by
dropping the packets rather than forwarding them as
shown in Algorithm 1.

3.1.2. Selective Forwarding Attack. A selective forwarding
attack or grey hole attack is less destructive than a hello
flooding attack because the malicious node has no advantage
over legitimate nodes to be selected in the route. In a selective
forwarding attack, the packets are forwarded inconsistently
according to the attacker’s goal [30], which can cause DoS in
the network [31–33]. In the current research, the malicious
node forwards the packets with a probability of 50%; other-
wise, the packets will be dropped as shown in Algorithm 2.
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Table 1: Comparison of the available solutions.

Reference Mechanism Tackled attacks Security analysis Limitations

WRSR [5]
Statistical based: neighbors’
information and existing of
alternative path

Wormhole
Simulation with
strong adversary
scenario

Inefficient protection due to limited
number of attacks handled

WSRPHWM
[6]

Cryptography based and
past communication
statistics

Spoofed route signaling
Replay attack
Black hole
Wormhole
Grey hole
Routing disruption

Theoretical

(i) Additional resources are required
which is a certification authority
(ii) Overhead due to usage of public
key cryptography

CSROR [7] Past communication
statistics

Wormhole, black hole, and
grey hole Not provided Inefficient protection due to limited

number of attacks handled

E-SRPM [8]
Link’s length information
and random walk route
scheme

Wormhole Simulation Inefficient protection due to limited
number of attacks handled

ARANA [9] Cryptography based Malicious packets
manipulation Simulation

(i) Additional resources are required
which is a certification authority
(ii) Overhead due to usage of public
key cryptography
(iii) Inefficient protection due to
limited number of attacks handled

SAODV [10] Cryptography based

Malicious packets
manipulation of routing
metric and nodes
impersonation

Simulation

(i) Additional resources are required
which is a certification authority
(ii) Overhead due to usage of public
key cryptography
(iii) Inefficient protection due to
limited number of attacks handled

I-SEAD [11] Cryptography based Malicious routing update Simulation Inefficient protection due to limited
number of attacks handled

SAR [12] Cryptography based Route discovery process Theoretical

(i) Additional resources are required
which is a certification authority
(ii) Overhead due to usage of public
key cryptography
(iii) Inefficient protection due to
limited number of attacks handled

Leak detector
[13]

Statistical based: neighbors’
information and existence
of alternative path

Selective forwarding and
black hole Simulation

(i) Inefficient protection due to limited
number of attacks handled
(ii) Complexity due to required
integration in existing routing protocol

SeRWA [14] Neighbor information and
cryptography based Wormhole Simulation

(i) Additional resources are required to
distribute keys
(ii) Inefficient protection due to
limited number of attacks handled

CRP [15]
Statistical based: neighbor
information and public key
cryptography

Black hole, grey hole,
packet tampering, rushing
attack, and collusion attack

Simulation

(i) Additional resources are required
which is a certification authority
(ii) Overhead due to usage of public
key cryptography
(iii) Inefficient protection due to
limited number of attacks handled

PASER [16] Cryptography based and
GPS location

Wormhole and
cryptographic protection
(message and node
authentication, message
freshness, and message
confidentiality)

Simulation

(i) Additional resources are required
which is a certification authority and
GPS hardware
(ii) Overhead due to usage of public
key cryptography
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If (isHelloFlooding)
{

if (dynamic cast<UDPPacket ∗>(msg))
{

delete msg;
return;
}

}

Algorithm 1: Hello flooding attack implementation.

if (MIPs.equals(getAddress( ).getIPv4( )))
{

if (uniform(0,1) < 0.5 & is Selective)
{

if (dynamic cast<UDPPacket ∗>(msg))
{

delete msg;
return;
}

}

}

Algorithm 2: Selective forwarding attack implementation.

3.1.3. Wormhole Attack. A wormhole is a more sophisticated
attack that requires at least two malicious nodes to perform
the attack by building wormhole tunnel [34]. This tunnel
is usually built in wired networks by connecting a wire
from the source to the destination; in the case of wireless
communications the tunnel is built by having high-frequency
overlapping coverage ranges for both the source and the
destination [35, 36]. The source tries to be more attractive as
a path selection for the packets by convincing its neighbors
that it sees part of the network they cannot see which is
a shorter path to the legitimate destination as shown in
Figure 1. In the current research, the tunnel is built by high-
frequency transmission power for both the tunnel source and
destination.

3.2. Network Design and Parameters. This section describes
the network parameters and configuration for the experi-
ment. Table 2 shows the general configuration of the network,
while Table 3 shows the specific network configuration related
to the attack simulations. Tables 4 and 5 show the initial
battery configuration and battery consumption parameters,
respectively.

Figure 2 is the diagram that shows the initial layout and
setup after configuring the above parameters.

The coverage of the radio signal in each node is a critical
parameter in the research for the following reasons.

(i) It is used in routing protocol to find a path to the
destination.

Table 2: General network configuration.

General configuration
Simulation time 70,000 s
Number of nodes 50
Max area (𝑥-axis) 1,000M
Max area (𝑦-axis) 1,000M
Min area (𝑥-axis) 0M
Min area (𝑦-axis) 0M
Network layout for intermediate nodes Random
Position for the source 𝑥-axis 1M
Position for the source 𝑦-axis 1M
Position for the destination 𝑥-axis 999M
Position for the source 𝑦-axis 999M

M1

S A B C D

M2
Falsely tunneled path

Figure 1: Wormhole attack description.

(ii) It is used by malicious nodes to attract other nodes to
forward the traffic through them (in wormhole and
hello flooding attacks).

Figure 3 shows the initial coverage of each node.
One of the goals of this research is to study the effect of

mobility when malicious nodes are generating attacks in the
network. For this reason, the mobility configuration plays a
crucial part.The parameters ofmobility for the twomalicious
nodes, which are numbered 1 and 2, are listed in Table 6.

3.3. Adversary Model. The adversary model and attacks
scenarios as shown in Table 7 are performed on AODV and
PASER protocols.

3.4. Simulation Scenarios with Malicious Nodes Performing
a Hello Flooding Attack. In this section, the effect of a
hello flooding attack on stationary and mobile networks is
measured. The attack is performed by the transmission of
high-frequency hello messages. Packet delivery ratio (PDR),
throughput, and end-to-end delay are calculated and graphs
are generated by Omnet++. After conducting attacks as
described in Section 3.3, the collected results are shown in
Table 8.

As Figure 4 shows, network PDR is strongly affected by
hello flooding attack; the highest drop in PDR happened
when attack scenario number 8 was conducted.This scenario
caused PDR to decrease from 94.4% when the network
does not contain any malicious node to reach 71.15% when
eight mobile malicious nodes were conducting the attack. In
summary, it can be said that the network PDR is strongly
affected by hello flooding attack and the PDR decreases when
the number of malicious nodes increases. Moreover, mobile
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Table 3: Routing protocol parameters.

Network parameters
Communication type Wireless
MAC Protocol IEEE 802.11g
Type of traffic UDP
Routing protocol AODV, PASER
Type of IP IPv4
Source port 1234
Distention port 1234
Packet length 512 Bytes
IP forwarding Enabled
IGMP type IGMPv2
Packet time to live 32
Sending intervals Random
Sleeping duration 1 second
Interface start time 10 seconds
Number of radio interface 1
Wireless NIC bitrate 54Mbps
Wireless NIC frame capacity 10
Maximum queue size 14
Basic bitrate 6Mbps
Sending retry limit 7
Radio maximum transmission power 20mW
Maximum transmission power 6.0mW
Default radio transmission power 2.0mW
Radio sensitivity −90 dBm

Broadcast delay
Random

between 0 s and
0.005 s

Radio carrier frequency 2.4GHz

Propagation model Free space
model

Table 4: Initial battery configuration.

Battery configuration
Battery type InetSimpleBattery
Battery nominal 25
Battery capacity 25
Battery voltage 10
Battery resolution 1 s
Delta value of battery 0.5
Battery publishing time 20 s

Battery consumption factors for
radio and CPU

(i) Module is idle
(ii) Module is asleep
(iii) Module is sending packets
(iv) Module is receiving packets
(v) CPU is active
(vi) CPU is standing by

Table 5: Battery consumption parameters.

Action Cost
Radio, idle 1.3mA
Radio, receive 9.0mA
Radio, sleep 0.06mA
Radio, send 9.0mA

Table 6: Mobility configuration.

Node number Mobility configuration

Node number 1

Mobility Type Circle mobility
Radius 150m
Speed 100mps

Start Angle 120 degrees
mobility.cy 250m
mobility.cx 250m

Node number 2 Mobility Type Constant speed mobility
Speed 50mps

Node number 3

Mobility Type Circle mobility
Radius 100m
Speed 80mps

Start Angle 120 degrees
mobility.cy 250m
mobility.cx 250m

Node number 4 Mobility Type Constant speed mobility
Speed 60mps

Node number 5 Mobility Type Constant speed mobility
Speed 40mps

Node number 6 Mobility Type Constant speed mobility
Speed 80mps

Node number 7 Mobility Type Constant speed mobility
Speed 100mps

Node number 8

Mobility Type Circle mobility
Radius 120m
Speed 90mps

Start Angle 90 degrees
mobility.cy 100m
mobility.cx 100m

Source

Mobile node

Destination

Radio coverage range

Figure 2: Initial layout of the network.

malicious nodes tend to cause more damage than stationary
malicious nodes.

On the other hand, as shown in Figure 4, PASER showed
very high PDR even when the network contained malicious
nodes performing hello flooding attack. The highest PDR
occurred when one stationary node performed the attack.
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Table 7: Attacks’ scenarios.

Attack Scenario description Scenario number

Selective forwarding and hello flooding

Network with one stationary malicious node 1
Network with one mobile malicious node 2

Network with two stationary malicious nodes 3
Network with two mobile malicious nodes 4

Network with four stationary malicious nodes 5
Network with four mobile malicious nodes 6

Network with eight stationary malicious nodes 7
Network with eight mobile malicious nodes 8

Wormhole

Network where the source and the destination are stationary 9
Network where the source is mobile and the destination is stationary 10
Network where the source is stationary and the destination is mobile 11

Network where the source and the destination are mobile 12

Source

Mobile node
Radio coverage range

Key distribution centerDestination

Figure 3: Radio coverage of nodes in the PASER based network.

PDR of AODV without attack
PDR of PASER under attack
PDR of AODV under attack

0
0.1
0.2
0.3
0.4
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0.7
0.8
0.9
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1 2 3 4 5 6 7 8
Attack scenario number

Figure 4: Impact of hello flooding attack on packet delivery ratio
(PDR).

The lowest PDR was in scenario number 8; when eight
malicious nodes were performing the attack, this caused
only about 4.02% decrease in PDR. It can be said that

PASER protocol when compared toAODV showed high PDR
performance and immunity against hello flooding.

The effect of hello flooding attack on network throughput
is not significant as shown in Figure 5. The largest drop was
in the second case, where only one mobile node performed
the attack.This decrease in throughput was only about 0.23%,
which is not significant. The nature of the malicious nodes,
whether they are mobile or stationary, does not affect the
impact of the attack. In the first, second, fifth, and sixth
attack scenarios, the mobile malicious nodes tend to cause
more damage on network throughput. However, in the rest
of attacks scenarios, the stationary malicious nodes caused
greater decrease in network throughput. In general, network
throughput is not significantly affected by hello flooding
attack and mobility factor does not increase the damage
caused by the attack.

The impact of implementing PASER as a security protocol
appeared very clearly in network throughput, as shown in
Figure 5. PASER achieved only about 56% of the throughput
achieved by AODV when the two protocols were under hello
flooding attack. This is because PASER uses authentication
and cryptography to validate the packets, which slow down
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Table 8: Results of hello flooding attacks on AODV and PASER.

Scenario number Results with AODV Results with PASER

1
Packet delivery ratio 84.10% 94.30%
End-to-end delay 0.0038617 seconds 0.007586 seconds

Throughput 9,309.219 bits/second 5,013.218 bits/second

2
Packet delivery ratio 82.86% 93.62%
End-to-end delay 0.003969 seconds 0.007538 seconds

Throughput 9,289.311 bits/second 5,010.701 bits/second

3
Packet delivery ratio 82.65% 92.08%
End-to-end delay 0.004218 seconds 0.007812 seconds

Throughput 9,308.361 bits/second 5,010.19 bits/second

4
Packet delivery ratio 80.85% 92.71%
End-to-end delay 0.005643 seconds 0.007908 seconds

Throughput 9,312.8620 bits/second 5,009.24 bits/second

5
Packet delivery ratio 79.80% 92.42%
End-to-end delay 0.005712 seconds 0.007742 seconds

Throughput 9,310.102 bits/second 5010.46 bits/second

6
Packet delivery ratio 74.13% 92.54%
End-to-end delay 0.005811 seconds 0.007826 seconds

Throughput 9,309.671 bits/second 5011.12 bits/second

7
Packet delivery ratio 72.54% 91.13%
End-to-end delay 0.006105 seconds 0.007691 seconds

Throughput 9,306.418 bits/second 5004.17 bits/second

8
Packet delivery ratio 71.15% 91.31%
End-to-end delay 0.006412 seconds 0.007781 seconds

Throughput 9,308.369 bits/second 4981.71 bits/second
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Figure 5: Impact of hello flooding attack on throughput.

the forwarding of data and routing packets. The mobility of
malicious nodes did not affect the performance of PASER in
protecting the network.

The impact of hello flooding attack on end-to-end delay
is tangible and serious. Figure 6 shows that the effect of
hello flooding attack increases when the number ofmalicious
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Figure 6: Impact of hello flooding attack on end-to-end delay.

nodes increases, which is clear in all eight attack scenarios.
Moreover, the impact of hello flooding attack on network
end-to-end delay was more destructive when malicious
mobile nodes performed the attack. The most significant
increase in end-to-end delay took place when eight mobile
malicious nodes performed the attack. In this case, the end-
to-end delay increased by 91.52%, which is very high. The
lowest increase in end-to-end delay took place when only one



12 Mobile Information Systems

Table 9: Results of selective forwarding attack on AODV and PASER.

Scenario number Results with AODV Results with PASER

1
Packet delivery ratio 87.10% 95.10%
End-to-end delay 0.003495 seconds 0.007532 seconds

Throughput 9,310.12 bits/second 5,012.81 bits/second

2
Packet delivery ratio 86.22% 94.64%
End-to-end delay 0.003550 seconds 0.007698 seconds

Throughput 9,302.11 bits/second 5,009.31 bits/second

3
Packet delivery ratio 86.13% 93.21%
End-to-end delay 0.003701 seconds 0.007721 seconds

Throughput 9,308.88 bits/second 5,011.45 bits/second

4
Packet delivery ratio 85.13% 91.13%
End-to-end delay 0.00446 seconds 0.008101 seconds

Throughput 9,301.356 bits/second 5,012.04 bits/second

5
Packet delivery ratio 83.21% 92.61%
End-to-end delay 0.00529 seconds 0.007915 seconds

Throughput 9,294.21 bits/second 5008.12 bits/second

6
Packet delivery ratio 82.40% 91.84%
End-to-end delay 0.005321 seconds 0.008101 seconds

Throughput 9,300.81 bits/second 5,010.52 bits/second

7
Packet delivery ratio 81.74% 91.72%
End-to-end delay 0.005983 seconds 0.008106 seconds

Throughput 9,276.47 bits/second 5,001.12 bits/second

8
Packet delivery ratio 81.13% 90.82%
End-to-end delay 0.006018 seconds 0.008120 seconds

Throughput 9285.18 bits/second 4,981.87 bits/second

malicious stationary node performed the attack; the increase
in this situation was about 15.3%.

As Figure 6 shows, PASER caused higher end-to-end
delay on the network compared to AODV when the network
was under hello flooding attack. This was not an effect of the
attack since the increase in the number of malicious nodes
was not reflected in end-to-end delay; rather, it was associated
with how PASER selects the optimal path and the time taken
to validate the position of the nodes and to validate routing
packets.

Since, AODV does not contain any protection mecha-
nism and at packet loss performs route discovery.This is good
in terms of throughput and end-to-end delay, but not in case
of PDR. On the other hand, PASER is security protocol which
is based on cryptography, mainly public/key cryptography
that makes throughput and end-to-end delay of each node
low, as each node has to verify the signature of the packet and
then resign and forward it, but provides better PDR and thus
improves the efficiency of theMWMN as shown in Figures 4,
5, and 6.

3.5. Simulation Scenarios with Malicious Nodes Performing
a Selective Forwarding Attack. In this section, the effect
of a selective forwarding attack on stationary and mobile
networks is measured. The attack is performed by malicious
nodes randomly dropping packets. The scenarios described
in Section 3.3 were simulated and the collected results are
shown in Table 9. The collected results then were compared
to the results of AODV under the same attack.
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Figure 7: Impact of selective forwarding attack on packet delivery
ratio (PDR).

As Figure 7 shows, even though selective forwarding
attack is less harmful than hello flooding attack, it still
causes significant decrease in network PDR. The worst case
took place when scenario number 8 was conducted; this
caused 16.36% drop in network PDR. By comparing all
eight scenarios, it became clear that mobile malicious nodes
introduced more damage.
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Table 10: Results of wormhole attack on AODV and PASER.

Test scenario Results with AODV Results with PASER

9
Packet delivery ratio 84.81% 96.23%
End-to-end delay 0.003861 seconds 0.007761 seconds

Throughput 9,303.54 bits/second 5,012.31 bits/second

10
Packet delivery ratio 84.10% 95.71%
End-to-end delay 0.004015 seconds 0.007532 seconds

Throughput 9,289.51 bits/second 5,011.72 bits/second

11
Packet delivery ratio 85.90% 95.03%
End-to-end delay 0.003928 seconds 0.007891 seconds

Throughput 9,313.64 bits/second 5,010.68 bits/second

12
Packet delivery ratio 85.13% 94.21%
End-to-end delay 0.003987 seconds 0.007961 seconds

Throughput 9,301.11 bits/second 5,012.36 bits/second
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Figure 8: Impact of selective forwarding attack on throughput.

When the network was under selective forwarding attack,
PASER still showed high PDR compared to AODV as shown
in Figure 7. The lowest PDR for both routing protocols
occurred when eight mobile malicious nodes performed
the attack. In selective forwarding attack, the impact of the
mobility factor was stronger, especially when eight malicious
nodes performed the attack. This is clear by comparing each
stationary attack scenario with mobile attack scenario for the
same number of malicious nodes.

Figure 8 shows that the impact of selective forwarding
attack and mobility is not significant in network throughput.
The largest drop in throughput was from 9310.891 bits/second
to 9276.47 bits/second when eight stationary nodes were
involved in the attack. This drop was only about 0.37%.

The throughput of PASER network under selective for-
warding attack was about 53.7% of AODV throughput under
the same attack, as shown in Figure 8, which was approxi-
mately the same impact of hello flooding attack. Figure 8 also
shows that the impact of the mobility of malicious nodes was
minor.
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Figure 9: Impact of selective forwarding attack on end-to-end delay.

In case of AODV as shown in Figure 9, the impact
of mobile malicious nodes performing selective forwarding
attack on end-to-end delay is more significant than the
impact caused by stationary malicious nodes. The eighth
attack scenario where the malicious nodes are mobile caused
largest increase in end-to-end delay with about 79.75%
increase.

End-to-end delay of PASER network under selective
forwarding attack is high compared with AODV. As shown in
Figure 9, end-to-end delay of PASER network was more than
the double of end-to-end delay caused by AODV network
under the same attack. In general, even though the difference
was high, the mobile malicious nodes caused higher end-to-
end delay in both AODV and PASER based networks.

3.6. Simulation Scenarios with Malicious Nodes Performing a
Wormhole Attack. In this section, the impact of wormhole
attack on stationary and mobile networks is measured; after
conducting the attacks as described in Section 3.3, the
collected results are shown in Table 10.
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Figure 10: Impact of wormhole attack on packet delivery ratio
(PDR).

Figure 10 shows that the impact of wormhole attack on
PDR was more significant when there is mobility in the
network. The highest decrease in the PDR is about 11.22%
which took place when the source of the wormhole is mobile
and the destination is stationary. Moreover, Figure 10 also
shows that when the source and the destination of the
wormhole were stationary, the impact of the wormhole attack
on the PDR was of slightly less than 10.15% drop. It can be
concluded that the mobility of malicious nodes makes the
impact of wormhole attack more destructive.

Moreover, as shown in Figure 10, PASER showed immu-
nity to wormhole attack because of the usage of cryptography
to authenticate packets and usage of GPS to validate nodes
locations. The PDR achieved by PASER was very high
compared with the PDR achieved by AODV. The highest
difference in PDR between AODV and PASER took place
when the source of the wormhole tunnel was stationary and
the destination was mobile. In this case, PASER achieved
12.8% higher PDR. In regard to mobility, PASER was not
affected by the mobility of the malicious nodes.

As Figure 11 shows, in case of AODV the impact of a
wormhole attack on throughput was not significant. In the
worst case, when the source of the wormhole was mobile and
the destination of the wormhole was stationary, the decrease
in throughput in this case was about 0.23%. Moreover, the
results show that the mobility of malicious nodes did not
increase the damage caused by the attack. This was found by
comparing the first setup, where both ends of the tunnel were
stationary with the fourth setup and where both ends of the
tunnel were mobile.

In case of PASER, the throughput of the network when
a wormhole attack occurs in the network was approximately
the same as that with the selective forwarding and hello
flooding attacks, as shown in Figure 11. AODV still achieved
more than double the throughput achieved by PASER under
the same type of attack. The highest difference in throughput
took place in the third scenario, when the source of the
wormhole was mobile and the destination was stationary. In
this case, the throughput achieved by AODV was 9,313.64
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Figure 11: Impact of wormhole attack on throughput.
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Figure 12: Impact of wormhole attack on end-to-end delay.

bits/second, while PASER achieved 5,010.68 bits/second, a
decrease of about 85.87% in network throughput.

The results presented in Figure 12 shows that the damage
caused by wormhole attack is very significant with respect to
end-to-end delay. The highest increase in end-to-end delay
took place when the source of the tunnel was mobile and
the destinationwas stationary; the increase was about 19.92%.
Moreover, the mobility of malicious nodes made the impact
of wormhole attack more significant. This was concluded
by comparing the increase in end-to-end delay when the
wormhole tunnel ends were both stationary with the scenario
when thewormhole tunnel endsweremobile. In the first case,
the increase in end-to-end delay was about 15%, while it was
about 19% in the second case.

In case of PASER, end-to-end delay in PASER network
as shown in Figure 12 was affected more by wormhole attack
than by selective forwarding and hello flooding attacks. The
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Table 11: PDR of AODV and PASER in large networks.

Number
of nodes PDR (%) with AODV PDR (%) with PASER

50 94.40 94.83
75 93.25 94.41
100 90.21 93.16
125 88.56 92.52
150 76.15 91.08
175 91.3 91.91
200 71.86 90.78
225 80.48 92.36
250 88.14 91.73
275 91.28 92.75
300 75.43 86.31
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Figure 13: PDR of PASER and AODV in large networks.

highest end-to-end delay took place when both ends of the
wormhole tunnel were mobile, which is double the end-to-
end delay of AODV in the same circumstances.

3.7. Performance and Scalability. After studying the impact
and immunity of AODV and PASER against attacks and
the impact of these attacks on performance, in this section,
PASER and AODV routing protocol are tested in larger
network in the same circumstances as elaborated with the
number of nodes being increased from 50 to 300 nodes with
increment of 25 nodes in each experiment. The attributes
to be measured are PDR, end-to-end delay, and network
throughput. Moreover, this section will compare the perfor-
mance and scalability of both AODV and PASER.

3.7.1. Impact on Network PDR. After measuring PDR of
AODV and PASER based networks while varying the nodes
from 50 to 300, the collected results are listed in Table 11.

As Figure 13 shows PDR of AODV protocol varies from
94.4% to 71.86%. In the case of AODV, it can be seen that
when the number of nodes increases, PDR decreases due

Table 12: Throughput of AODV and PASER in large networks.

Number
of nodes

Throughput (bits/seconds)
with AODV

Throughput (bits/seconds)
with PASER

50 9310.891 5200.471
75 9301.413 5112.671
100 9289.21 4981.325
125 9309.77 4627.268
150 9084.18 4489.772
175 9101.46 4413.271
200 9101.83 4106.471
225 9281.93 3819.446
250 9011.71 3528.731
275 8980.76 3187.267
300 9012.14 2967.164
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Figure 14: Throughput of PASER and AODV in large networks.

to the increase of collision between packets when travelling
from source to destination. As shown in Figure 13, PASER
showed very high PDR compared to AODV in all exper-
iments. Moreover, PASER shows very good scalability and
performance of PDRwhen comparedwithAODV.The lowest
reading for PASER was 86.31% when the network contains
300 nodes; the rest of reading shows that the highest network
PDR drop was not more than 4.46%. On the other hand
AODV PDR dropped from 94.4% to reach 71.86% when the
network contains 200 nodes.

3.7.2. Impact on Network Throughput. Network throughput
was measured with different network sizes for AODV and
PASER as shown in Table 12.Themeasured values of network
throughput for routing protocols are listed in Table 12.

When considering network throughput, PASER showed
continuous decrease when the number of nodes increases as
shown in Figure 14.The lowest throughput of PASERprotocol
was 2967.164 bits/second which took place when the number
of nodes is 300. This is due to the increase of routing packets
when the number of nodes increases, which leads to increase
in signing and verification process of routing packets.
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Table 13: End-to-end delay of AODV and PASER in large networks.

Number
of nodes

End-to-end delay
(seconds) with AODV

End-to-end delay
(seconds) with PASER

50 0.003348 0.0074
75 0.003421 0.007501
100 0.003762 0.007513
125 0.003901 0.007978
150 0.003978 0.008102
175 0.003851 0.00821
200 0.004021 0.00861
225 0.004089 0.00887
250 0.004147 0.00916
275 0.004162 0.00971
300 0.004189 0.01073
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Figure 15: End-to-end delay of PASER and AODV in large net-
works.

3.7.3. Impact on Network End-to-End Delay. The measured
values of network end-to-end delay for AODV and PASER
routing protocols are listed in Table 13.

According to Figure 15, network end-to-end delay
increased by 25.11% in the worst case. The lowest end-to-end
delay took place when the network size was only 50 nodes
with value of 0.003348 seconds, while the longest end-to-end
delay was 0.004189 seconds when the number of nodes is
300. Such increase in end-to-end delay is affected by the route
discovery process and number of nodes in the path from the
source to destination.

The collected results of network end-to-end delay showed
that PASER causes increase in end-to-end delay when the
number of nodes increases. As shown in Figure 15, the
increase reached about 45% in theworst case. Comparing this
by AODV results shows that AODV is more scalable and can
deliver better end-to-end delay performance.

4. Discussion and Recommendations

One of the goals of this research is to study the effect of
hello flooding, selective forwarding, and wormhole attacks

on network performance, particularly the effect on PDR,
network throughput, and end-to-end delay. Table 14 shows
the effect of each attack on each network parameter for
both routing protocols under study. The PDR and end-to-
end delay were the most affected network parameters by
the attacks, while throughput was less affected. Moreover,
Table 14 shows the results of using PASER to protect the
network against these three types of attacks. PASER was
successful in reducing the impact of all three attacks on
network PDR. In regard to end-to-end delay and network
throughput, PASER was able to protect the network against
the attacks, but unfortunately it introduced more end-to-
end delay and reduced network throughput as shown in
Sections 3.4, 3.5, 3.6, and 3.7.This is due to the heavy usage of
cryptography by PASER in authenticating nodes and routing
packets, which led to substantial increase in end-to-end delay
and decrease in network throughput.

One of the main contributions of this research is to study
the impact of mobility of malicious nodes in network perfor-
mance. Table 15 shows the association between the mobility
of malicious nodes and level of damage caused by attack.
Here, Yesmeans that themobilemalicious nodes causedmore
damage than stationary nodes, whileNo indicates thatmobile
nodes did not cause more damage than stationary nodes. As
Table 15 shows, mobile nodes tended to increase the effect
of attack on network PDR for AODV protocol more than in
PASER except for selective forwarding attack. In regard to
end-to-end delay, the effect of the attacks on both protocols
increased when the malicious nodes were mobile.

The performance decrease and weak scalability of PASER
protocols reveal the need for a protection mechanism
to detect and isolate malicious nodes without continuous
authentication. Such mechanism can be integrated into the
route discovery process and used in the detection and repair
of broken routes. A statistical-based methodology that uses
routing history to select the safest route is an option to be
considered, but it requires determining how to select the
route for the first time and how the exchanged and saved
routing data will affect network and nodes performance. A
hybrid approach which uses cryptography and communica-
tion statistics is also worth considering. In such approach,
routing protocol can use cryptography to authenticate pack-
ets and nodes to guarantee the connectivity and existence of
an alternative path while gathering statistics to provide the
faster path when required.

5. Conclusion and Future Work

Denial-of-service (DoS) attacks are fatal to many types of
network, includingwirelessmesh networks, specifically when
the network is utilized in a highly sensitive scenario like
eHealthcare. This paper focused on studying three types of
attacks that can cause DoS in static and mobile WMNs:
hello flooding, selective forwarding, and wormhole attacks.
The first step was to study the available solutions for DoS
attacks on WMNs. The literature review indicates that there
is no routing protocol that provides a comprehensive solution
for the DoS problem in WMNs. In general, the proposed
solutions tend to deal with a specific attack or a group of
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Table 14: Impact of all attacks on network parameters.

Routing protocol Attack Network parameter
PDR Throughput End-to-end delay

AODV
Hello flooding −32.68% −0.23% +91.52%

Selective forwarding −16.36% −0.37% +79.75%
Wormhole −11.22% −0.23% +19.92%

PASER
Hello flooding −4.02% −0.94% +6.86%

Selective forwarding −4.10% −0.93% +9.73%
Wormhole −0.67% −0.35% +7.58%

Table 15: Impact of mobility of malicious nodes on AODV and PASER.

Routing protocol Attack Network parameter
PDR Throughput End-to-end delay

AODV
Hello flooding Yes No Yes

Selective forwarding Yes No Yes
Wormhole Yes No Yes

PASER
Hello flooding No No Yes

Selective forwarding Yes No Yes
Wormhole No No Yes

attacks without being able to secure the routing layer com-
pletely.Most of the proposed solutions utilize cryptography to
authenticate routing packets and neighboring nodes, which
assumes that nodes can register with an authority to obtain
certificates and validate themselves. Moreover, it assumes
that these nodes will not perform malicious activities. The
second proposed methodology is to use past communication
statistics to identifymalicious nodes that are trying to disrupt
the network. Hardware-based solutions are also suggested to
solve wormhole attacks.

To implement the attacks and measure their effect, it was
necessary first to select the routing protocol to be used in the
network layer of a WMN. AODV, a very common routing
protocol, was selected to be analyzed, and its immunity to the
effect of these attacks on the packet delivery ratio, throughput,
and end-to-end delay of the network was measured. To
perform this task, OMNET++, a simulation tool, was selected
to implement the three types of attacks and launch them
against amobileWMN. In general, the results showed that the
significantly affected network performance parameters were
the PDR and throughput.

After determining the impact of the attacks on AODV,
the next step was to decide which security protocol to use
as defense protocol against the attacks. One of the mature
proposed solutions selected was Position-Aware, Secure, and
Efficient Mesh Routing (PASER). PASER routing protocol
depends heavily on public key cryptography to secure routing
by authenticating routing packets and nodes. Moreover,
PASER uses a GPS module to validate nodes’ locations to
detect wormhole tunnels and prevent attacks. The results
show that PASER is very effective in protecting the network
against attacks, but, unfortunately, it imposes a performance
cost on the PDR and end-to-end delay because of the
heavy usage of cryptography. Moreover, PASER assumes the
existence of a key distribution center (KDC) to issue keys for

the nodes, which might not always be possible, and prevents
the dynamic enrollment of nodes in the WMN.

During the process of writing this paper, it became clear
that there is room for future improvement and enhancement,
as the literature lacks solid implementation and simulation
modules for all types of attacks to be used in testing and
evaluating new proposed solutions. Providing such a frame-
work will help researchers to provide practical solutions.
Reviewing the proposed solutions reveals that designing
a smart detection mechanism that does not depend on
cryptography to detect and isolate malicious nodes is very
helpful and will help in advancing WMN security research.
In the future, these types of mechanisms and protocols for
detecting malicious nodes can be investigated, and their
effectiveness in protecting the network can be studied.
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This paper integrates a heart rate (HR) monitoring system with step counter for use during physical activities. Novel step counter
algorithm has been developed to enable the highly accurate detection of step. The proposed system comprises a wireless wearable
device, a smartphone, and a remote server. Data transmission between a wearable device and a smartphone is conducted via
Bluetooth low energy (BLE). An indirect contactmeasurementmethod has also been devised to eliminate the need for direct contact
electrodes and likelihood of skin irritation. The proposed system is compact, lightweight, and comfortable to wear. A smartphone
application provides the interface for the display of data related to HR, step count (SC), exercise intensity, speed, distance, and calo-
ries burned, as well as waveforms related to ECG and step cycle. ECGpeak detection algorithm achieved accuracy of 99.7%using the
MIT-BIH ST Change Database. Accuracy of 98.89% was achieved for HR and 98.96% for SC at treadmill speeds of 1.8 to 9.0 km/h.

1. Introduction

Global annual expenditure in the health-related domain is
currently US$5.3 trillion, and this is expected to increase
at an ever-accelerating rate [1]. Evidence supports a strong
link between regular physical exercise and decreased risk of
cardiovascular disease [2] as well as chronic illnesses such as
diabetes [3].

It has been suggested that the volume of exercise required
by most individuals is equivalent to 10,000 steps per day [4].
Pedometers are sensors that are worn on the body tomotivate
one in the pursuit of physical activity and assess one’s
progress. Pedometers are viewed as a practical alternative
to group health promotion because the output (e.g., steps
taken, steps/day) is user-friendly [5]. Unfortunately, most
pedometers give no indication of the intensity of the phys-
ical activity, despite the importance of meeting minimum
exertion thresholds and the danger of exceeding physical
limits. For example, 55–90% of maximum HR has been cited
as an appropriate level for training cardiorespiratory fitness

without leading to early fatigue [6]. This underlines the need
to monitor exercise intensity in real time. HR can be used as
an indicator of exercise intensity [7], according to the formula
outlined by Fox and Haskell [8].

Sun and Yu [9] designed an HR monitoring and fatigue
detection system for drivers. Khan et al. [10] enabled the
monitoring of HR using photoplethysmographics (PPG). He
et al. [11] designed an ear-worn HR monitoring system using
a combination of ECG, PPG, and ballistocardiogram (BCG).
Accelerometers have also been used to monitor activity.
Gupta and Dallas [12] developed an activity monitoring
system using a single triaxial accelerometer. Cheng et al. [13]
proposed a system for activity monitoring and fall detection
using accelerometer signals and Ryu et al. [14] proposed
a step counter using accelerometer data. Nonetheless, a
comprehensive system for the evaluation of one’s overall
physical condition in real time has yet to be developed.

A shift toward technology that prioritizes comfort for
the user has led to the development of systems based on
coupling capacitance for indirect contact ECG in order to
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Figure 1: System architecture.

monitor HR. Oehler et al. [15] first used capacitive sensors
to measure multichannel ECGs. Matsuda andMakikawa [16]
implemented ECG capacitive sensors in driving applications.
In 2012, Baek et al. [17] embedded in a smart chair indirect
contact ECG for the measurement of physiological signals.
Eilebrecht et al. [18] proposed a measurement system using
capacitive multichannel ECGs. However, no previous study
has conducted a comprehensive investigation into the moni-
toring of everyday activities such as walking and running.

Smartphones have recently been adapted to accommo-
date p-health monitoring systems [19, 20] and rapid progress
in this area makes it a particularly useful medium for mobile
monitoring systems. In this study, we developed a wearable
device integrating an accelerometer-based pedometer with
single-channel ECG system for the monitoring of HR, SC,
exercise intensity, speed, distance, and calories burned as well
as the presentation of ECG waveforms and depictions of step
cycle during physical activities. We also developed a novel
step counter algorithm to enable the highly accurate detection
of step. The proposed device is strapped to the chest using
indirect contact to reduce the likelihood of skin irritation.

2. Methods

2.1. System Architecture. The proposed monitoring system
consists of three parts: a wireless wearable device, a smart-
phone, and a remote server. Figure 1 illustrates the archi-
tecture of the system. The wearable device includes two-
electrode circuits for the measurement of ECG signals, a
3-axis accelerometer for the measurement of step signals,
and an ultra-low-power microcontroller (MSP430) for data
acquisition and calculations. Data transmission between the
wearable device and the smartphone is conducted via BLE
[21]. A smartphone application was developed to receive user

data and display the HR, step count, exercise intensity, speed,
distance, and calorie burn information. The sensors data can
be transmitted to the smartphone in real time; the ECG and
step signal waveforms can also be displayed on the screen of
smartphone. If the system detects an instance of overexercise,
the smartphone triggers an alarm (sound and vibration) to
warn the user. At the same time, HR, SC, and GPS location
are transmitted to a remote server (remote health care center)
via a 3Gmobile network, to enable clinical staff tomonitor the
activity status of the user.

2.2. Wearable Device. The wearable device comprises three
parts, sensors and circuits, microcontroller, and wireless data
transmission interface, as shown in the block diagram in
Figure 2. The sensors and circuits include an accelerometer
and ECG circuits that use I2C andADCon amicrocontroller.
Wireless data transmission is achieved using a CC2541 mod-
ule with BLE support. All external circuits are implemented
using SMD to reduce the size of the hardware. Figure 3
presents a prototype of the wearable device, which is compact
(6 × 4 cm) and lightweight (19 g including a 110mAh battery).

2.2.1. Sensors, Circuits, and Microcontroller. The sensors
include POLAR belt electrodes for single-channel ECG
acquisition and a 3-axis accelerometer (ADXL 345) for the
detection of body movement.

The main chip in the wearable device is the MSP430,
which includes an ultra-low-power microprocessor integrat-
ing memory, MCU, ADC, I2C, UART data communication,
and other peripheral functions on a single chip [22]. For the
ECG circuits, wemodified a simple, low-cost circuit using the
two-electrode nondifferential amplifier proposed by Dobrev
et al. [23], a block diagram of which is presented in Figure 4.
The ECG signals first pass through a biopotential amplifier
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and noninverting amplifier with gain of 11, followed by a
high-pass filter and noninverting amplification with cutoff

frequency of 4.8Hz and gain of 48. Finally, a low-pass filter
with cutoff frequency at 48Hz is applied.

We also employed a digital accelerometer (ADXL 345)
with 13-bit resolution and acceleration range of ±16 g. The
sampling rates of the ECG and accelerometer are 200Hz
and 50Hz, respectively. The MSP430 processes the digital
data to calculate the HR and SC, whereupon the processed
data is sent to UART connected to a BLE module for data
transmission at a data rate of 115.2 kb/s.

2.2.2. Wireless Data Transmission. The wearable device uses
a standard BLE 4.0 as a data transmission interface, due to its
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wide compatibility with mobile devices such as smartphones.
We use CC2541 Bluetooth module [24], which is Bluetooth
4.0 that has low power energy and appropriate for healthcare
applications.

2.3. Smartphone Platform. We used the ASUS Padfone S
with an Android 4.4.2 operating system in conjunction with
Android Eclipse for the development of a smartphone appli-
cation, which we entitled “Integrated Monitoring System.”
This applicationmakes it possible to save HR, SC, and related
parameters on a memory card and display it on the screen of
the smartphone. It also initiates call to emergency response
services should the need arise. Figure 5 presents the graphic
user interface (GUI) on the smartphone and the function of
each component.

2.4. HR Detection Algorithm. We developed a heart rate
detection algorithm based on our previous work in [25].
This algorithm is divided into two stages: preprocessing and
decision. Preprocessing includes a band-pass filter, differen-
tiation, absolute function, and moving window integration
(MWI). The output from this stage is then used as the input
for the decision stage inwhichHR is calculated.TheHR value
is used to derive exercise intensity (1) with a corresponding
maximum HR for each subject (2). For example, using 24
years as a default age value, we obtain the maximum HR as
follows:

Exercise Intensity = HR
Max HR

× 100%, (1)

Max HR = 220 − Age. (2)

2.5. Step Counter Algorithm. The step counter algorithm
is based on that of a pedometer, wherein the number of

Band-pass
filter
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removal

Moving 
average Enlarging

Integration
X(n)

Xband(n)

Xsubdc(n) Xma(n)

Xenlarge(n)

Xint(n)

Figure 6: Workflow involved in signal preprocessing.

steps can be determined after one’s cycle is recognized. The
accelerometer is highly sensitive to small motions; therefore,
we applied several preprocessing steps to adjust the 𝑥-axis
data (𝑋(𝑛)) of the signal from the accelerometer, where 𝑛 is
the number of data samples. Preprocessing includes band-
pass filtering, the removal of baseline wandering, obtaining
a moving average, enlargement, and integration. Figure 6
presents the workflow involved in preprocessing the signal,
beginning with the signal passing through an FIR digital
band-pass filter with cutoff frequencies of 0.5Hz and 2Hz.
These cutoff frequencies are in accordance with the method
proposed by Libby [26], with modifications to reduce noise.
Baseline wandering removal (𝑋subdc) is used to remove the
DC offset from the band-pass filter output (𝑋band). This is
achieved by reducing each data sample using the average data
point.The number of Len is 43, and 𝑗 represents data number
from 𝑛−Len−1 to 𝑛−1.Third, we implement an 8-tapmoving
average filter to smooth the signal (𝑋ma).The formulations of
baseline wandering removal and moving average are given in
(3) and (4), respectively. Consider

𝑋subdc (𝑛) = 𝑋band (𝑛) −
∑
𝑛−1

𝑗=𝑛−Len−1𝑋band (𝑗)

Len
,

(3)

𝑋ma (𝑛) =
∑
𝑛

𝑗=𝑛−𝑁
𝑋subdc (𝑗)

𝑁

.
(4)
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The moving average filter is a simple low-pass filter. The
cutoff frequency in terms of moving average is given by (5),
where𝑓

𝑠
,𝑓
𝑐
, andN are the sampling frequency (50Hz), cutoff

frequency, and number of taps (8 taps), respectively. Consider

𝑓
𝑐
= 0.443 (

𝑓
𝑠

𝑁

) . (5)

Equation (5) is obtained from (6), whereN is the number
of filter taps and 𝑓 is equal to𝑓

𝑐
/𝑓
𝑠
. Consider

𝐻[𝑓] =

sin (𝜋𝑓𝑁)
𝑁 sin (𝜋𝑓)

, when 𝐻[𝑓] is − 3 dB. (6)

An enlarging process (𝑋enlarge) is also used to enlarge the
signal characteristics using (7), as follows:

𝑋enlarge (𝑛) = (
𝑋ma (𝑛)

10

)

2

, 𝑋ma (𝑛) ≥ 0,

𝑋enlarge (𝑛) = 𝑋ma (𝑛) , 𝑋ma (𝑛) < 0.

(7)

Finally, an 8-tap (𝑁) integration process (𝑋int) is then
applied to enlarge and smooth, where j represents the number
of data points from 𝑛 − 𝑁 to 𝑛, as follows:

𝑋int (𝑛) =
𝑛

∑

𝑗=𝑛−𝑁

𝑋enlarge (𝑗) . (8)

Figure 7 illustrates the algorithm used in step detection.
As shown in Figure 8(b), a fall is defined as a situation in
which the amplitude of the current input is lower than the
previous input (input(𝑛) < input(𝑛 − 1)). A maximum value
is set when the first fall signal is detected, and a minimum
value is set when current input is lower than previous one.
Themaximum and minimum values are used to detect peaks
and peak amplitudes, which are then used to determine
the interval threshold. After a peak is detected, the peak-
to-peak interval is compared with the interval threshold,
adapted from an experience-based rule (Table 1). Situations
in which the peak-to-peak interval is higher than the interval
threshold are recognized as step, whereupon the maximum
and minimum values are reset and the process is repeated
from the beginning. Remember that the amplitude of the step
signal is associated with the speed walking; that is, a slower
walking speed has a smaller amplitude and longer interval
and vice versa.This adaptive threshold is used to increase the
accuracy of step detection for various speeds.

2.6. Experiment Setup. To verify the performance of ECG
peak detection, we use the open-sourceMIT-BIH ST Change
Database [27] as input data. We also compared the reliability
of the ECG acquisition device using CardioSoft [28]. To
evaluate the performance of the HR and SC algorithm, we
recruited five healthy males to walk and run on a treadmill.
The participants ranged in age from 22 to 28 years (mean:
24 years, SD: 2.4 years), with body mass ranging from 63 to
79 kg (mean: 69 kg, SD: 6.7 kg). Measurements were obtained
sequentially at the following treadmill speeds: 1.8, 2.7, 3.6,

Input = preprocessing output

Peak?

Find max and min

Calculate peak-to-peak
interval (PtP)

Convert peak amplitude to
interval threshold

Peak-to-peak
interval > interval

threshold?

Count step

Reset max and min

Yes

Yes

No

No

Figure 7: Step detection algorithm.

4.5, 5.4, 6.3, 7.2, 8.1, and 9 km/h. Measurements were taken
for a period of one minute at each speed, before increasing
the speed by 0.9 km/h and repeating the process. Subjects
wore thin clothes with the device fastened across the chest
with a belt. The subjects walked for the first six speeds and
ran for the last three speeds. HR data was recorded for two
seconds at each speed using the proposed device as well as
a commercial device (GE Dash 3000) [28] for comparison.
The SC results from the proposed device were compared
with those obtained from two commercial products (Omron
HJ-720 and Yamax SW200), the accuracy and reliability of
which are proven [29, 30]. HJ-720 detects step using dual
accelerometers, whereas the SW200 detects step using a
traditional mechanical method.The subjects and an observer
were also requested to count the number of steps taken at each
speed for use as a standard (actual number of steps).

2.7. Evaluation Methods. To verify the reliability of the ECG
acquisition device, we began by comparing the ECG signal
from the proposed device with that of the commercial device,
CardioSoft. We then applied our ECG R-peak detection
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Table 1: Relationship between peak-to-valley amplitude and adaptive threshold.

Peak amplitude (m/s2) Peak-to-valley
amplitude

Adapt. THR.
(number of samples

(second))
Walking status

<1.25 <50 Resting
1.25∼1.36 50∼200 22 (0.44) Walking
1.36∼1.44 200∼300 20 (0.40)

↓

1.44∼1.50 300∼500 17 (0.34)
1.50∼2.03 500∼650 15 (0.30)
2.03∼2.25 650∼850 13 (0.26)
2.25∼2.61 850∼1100 11 (0.22)
2.62∼2.82 1100∼1600 10 (0.20)
>2.82 >1600 9 (0.18) Running

algorithm to 26 records from the open-source MIT-BIH ST
Change Database. The aim was to identify the number of
beats identified by the proposed algorithm as False Positives
(FPs) and False Negatives (FNs) and then calculate the
accuracy based on Real Beats (RBs) obtained from the
database. The equation used to determine the accuracy of
ECG peak detection is given in (9). We then applied HR
detection to the data acquired from the five subjects in the
treadmill test. HR accuracy was based on the HR from GE
Dash 3000 as a reference. We compared the accuracy of HR
detection using the proposed device and a GE Dash 3000 in
two-second increments over a period of one minute at each
of the speeds between 1.8 and 9.0 km/h:

Accuracy = (1 −









∑ Failed Beat
∑RB










) × 100%. (9)

The accuracy of step detection was evaluated by calcu-
lating the difference (DEFSC) between real step count (RSC)

and detected step count (DSC), as shown in (10), using data
obtained from the five test subjects at each of the speeds.
These values were then compared with those obtained using
the two commercial pedometers. The detection rate (DERSC)
is defined as follows:

DEFSC = RSC − DSC, (10)

DERSC = (1 −









DEFSC
RSC










) × 100%. (11)

3. Results

3.1. ECG Raw Data. Evaluating the accuracy of the devices
began with a comparison of the raw data obtained from the
proposed device and that from CardioSoft. Figures 9 and 10
present the raw ECG data obtained from the two devices at
walking and running speeds, respectively.
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Table 2: ECG peak detection results in MIT-BIH ST Change Database.

Data no. RB (beats) FP FN Failed beats Data no. RB (beats) FP FN Failed beats
300 2558 2 0 2 314 2121 6 1 7
301 2497 4 3 7 315 3274 1 36 37
302 2113 3 0 3 316 3351 1 1 2
303 3005 2 13 15 317 2776 0 26 26
304 1852 1 0 1 318 3531 3 6 9
306 6527 4 0 4 320 3135 0 7 7
307 2469 10 0 10 321 2115 3 0 3
308 2299 14 2 16 322 1508 0 4 4
309 5149 0 0 0 323 5290 5 0 5
310 2410 0 2 2 324 1740 3 0 3
311 3009 1 0 1 325 1465 1 0 1
312 2340 12 4 16 326 2075 2 1 3
313 2701 2 0 2 327 1270 1 0 1
Total 72580 81 106 187

0 2.5 5.0 7.5 10.0 12.5 15.0
Time (s)

CardioSoft

(a)

0 2.5 5.0 7.5 10.0 12.5 15.0

Wearable

Time (s)

(b)

Figure 9: Comparison of raw ECG data under walking conditions:
CardioSoft (a) and the proposed device (b).

3.2. MIT-BIH ST Change Database Test. We applied the
proposed ECG peak detection algorithm to 26 datasets from
the MIT-BIH ST Change Database (except data numbers
305 and 319), which resulted in a total of 72580 beats. The
detection results are listed in Table 2, the sums of which are
divided as follows: FP: 81, FN: 106, and total failed beats: 187.
Therefore, the accuracy of ECG peak detection based on 10 is
99.7%.

3.3. HR Detection in Treadmill Test. Table 3 lists the HR
detection results from one subject in the treadmill test
walking at 1.8 km/h. The graph in Figure 11 compares the HR
values obtained using the proposed device and those from the
GEDash 3000 over the period of oneminute. In this example,
the difference between the HR values from the two devices
never exceeds 3 BPM. Table 4 lists the overall results for all
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Figure 10: Comparison of raw ECG data under running conditions:
CardioSoft (a) and the proposed device (b).
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Figure 11: Comparison of HR values obtained from the proposed
device and the GE Dash 3000.
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Table 3: HR detection accuracy for one subject at 1.8 km/h.

Data no. Our Device GE Err. Acc. (%) Data No. Our Device GE Err. Acc. (%)
1 100 101 −1 99 16 99 98 1 99
2 102 104 −2 98 17 98 96 2 98
3 104 105 −1 99 18 97 96 1 99
4 106 106 0 100 19 98 99 −1 99
5 106 104 2 98 20 99 100 −1 99
6 104 101 3 97 21 100 100 0 100
7 101 99 2 98 22 100 98 2 98
8 100 98 2 98 23 99 96 3 97
9 100 98 2 98 24 97 95 2 98
10 99 99 0 100 25 96 96 0 100
11 99 98 1 99 26 96 96 0 100
12 98 96 2 98 27 96 96 0 100
13 97 96 1 99 28 96 95 1 99
14 98 97 1 99 29 96 94 2 98
15 99 99 0 100 30 96 94 2 98
Average 98.7

Table 4: HR detection results in treadmill test.

Speed (km/h) 1.8 2.7 3.6 4.5 5.4 6.3 7.2 8.1 9.0
Accuracy (%) 98.74 98.67 98.91 98.83 98.92 98.96 98.90 99.06 99.04
Avg. (%) 98.89

Table 5: Step detection results from one subject in treadmill test.

Treadmill
speeds
(km/h)

RSC
(steps)

A
DEFSC
(steps)

B
DEFSC
(steps)

C
DEFSC
(steps)

A
DERSC
(%)

B
DERSC
(%)

C
DERSC
(%)

1.8 144 −6 −6 −3 95.83 95.83 97.92
2.7 155 0 −3 −26 100.00 98.06 83.23
3.6 164 −2 −2 −16 98.78 98.78 90.24
4.5 173 1 −2 5 99.42 98.84 97.11
5.4 184 0 0 −1 100.00 100.00 99.46
6.3 200 −6 −2 −1 97.00 99.00 99.50
7.2 216 −4 −3 1 98.15 98.61 99.54
8.1 225 1 −10 4 99.56 95.56 98.22
9 237 1 1 9 99.58 99.58 96.20
Average 98.70 98.25 95.71
A: proposed device, B: Omron, and C: Yamax.

five subjects walking or running at all speeds, revealing an
overall HR detection accuracy of 98.89%.

3.4. Step Counting Accuracy in Treadmill Test. Table 5
presents the results of step detection for one subject in the
treadmill test. The accuracy values of the Yamax SW200
and Omron HJ-720 and the proposed device were 95.71%,
98.25%, and 98.70%, respectively. Table 6 lists the results of
step detection for all five subjects walking or running at all
speeds, revealing the accuracy of three devices was 92.37%,
94.57%, and 98.96%, respectively.

3.5. Power Consumption. The power consumption of the
device was tested in the four main working modes: (1)
standby; (2) being not connected; (3) execution of HR/SC
algorithm and transmission of calculated data (HR, SC,
speed, and distance); and (4) execution of HR/SC algorithm
and transmission of calculated and raw (ECG and accelerom-
eter) data. The transmission load for calculated data was two
bytes/second, whereas the transmission load for raw ECG
data was four bytes/0.01 seconds and raw accelerometer data
was two bytes/0.02 seconds. The acquisition of ECG and
accelerometer data was, respectively, conducted at sampling
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Table 6: Step detection accuracy for all subjects.

Treadmill
speeds
(km/h)

A
DERSC (%)

B
DERSC (%)

C
DERSC (%)

1.8 98.07 72.04 74.63
2.7 98.19 95.40 76.05
3.6 99.23 98.67 90.56
4.5 99.55 98.94 96.73
5.4 99.32 98.35 98.38
6.3 98.78 98.81 99.04
7.2 98.74 96.08 98.92
8.1 99.22 96.14 99.22
9 99.58 96.74 97.81
Average 98.96 94.57 92.37

Table 7: Current consumption by component in sensor module under various working modes.

Working mode Sensor module status
Current

consumption
(mA)

Mode 1 Standby 1
Mode 2 BLE is not connected 6
Mode 3 Execution of HR/SC algorithm and transmission of calculated data 15
Mode 4 Execution of HR/SC algorithm and transmission of calculated and raw data 19

rates of 200Hz and 50Hz for each channel. Table 7 lists the
consumption of current by the main components in each of
the working modes.

4. Discussion

This study developed a wireless wearable system for the
monitoring of HR and SC in real time as indications of
exercise intensity. The aim was to limit the likelihood of
overexertion and/or underexertion in order to maximize the
efficiency of training.

4.1. Mobility. The proposed device is compact and
lightweight, designed to be attached to the chest of the
user over thin clothes. The proposed system monitors 3-axis
accelerometer signals and ECG signals without the need
to connect electrodes to the subject directly. The proposed
system also facilitates continuous remote monitoring
via a smartphone using systems such as Mobile-Cloud
Telemonitoring [31].

4.2. Accuracy. The detection accuracy of ECG peaks and HR
and the number of steps were verified using the MIT-BIH ST
Change Database and a treadmill experiment involving five
subjects. The average accuracy in ECG peak detection was
99.7%. Detection failures were due to instabilities in the raw
ECG data.The accuracy of HR detection remained consistent
at 98.89% across all speeds.

The accuracy of step detection was determined using
a treadmill test. In most situations, lower treadmill speeds

are less accurate than higher treadmill speeds due to the
associated signal amplitudes. The Yamax SW200 achieved
good performance at walking speeds exceeding 3.6 km/h;
however, the Omron HJ-720 was more accurate at lower
walking speeds. The proposed system achieved an average
accuracy of 98.96%, exceeding that of both commercial
devices, regardless of speed.

4.3. Usability and Practicality. Pedometers are a powerful tool
for motivating individuals to increase their physical activity;
however, unless they are lightweight and easy to use, they will
not be adopted.Theproposed device overcomes this issue and
provides the ability to monitor HR as well as SC.

Furthermore, the power consumption of the device under
full load is only 19mA.The sampling rate could be reduced in
order to reduce power consumption even further.

5. Conclusion

This paper outlines an integrated wearable system for the
monitoring of HR and SC. Novel step counter algorithm has
been developed to achieve the highly accurate step detection.
We integrated an accelerometer-based pedometer with a two-
electrode ECG circuit to reduce the size and weight of the
device. In a treadmill test, the accuracy of the proposed device
was shown to be very high. A Bluetooth interface facilitates
connection to smartphones for the display, recording, and
transmission of data, thereby enhancing the flexibility and
usability of the device for health monitoring applications.
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An automatic gender detectionmay be useful in some cases of amobile healthcare system. For example, there are some pathologies,
such as vocal fold cyst, which mainly occur in female patients. If there is an automatic method for gender detection embedded into
the system, it is easy for a healthcare professional to assess and prescribe appropriate medication to the patient. In human voice
production system, contribution of the vocal folds is very vital.The length of the vocal folds is gender dependent; amale speaker has
longer vocal folds than a female speaker. Due to longer vocal folds, the voice of a male becomes heavy and, therefore, contains more
voice intensity. Based on this idea, a new type of time domain acoustic feature for automatic gender detection system is proposed
in this paper. The proposed feature measures the voice intensity by calculating the area under the modified voice contour to make
the differentiation between males and females. Two different databases are used to show that the proposed feature is independent
of text, spoken language, dialect region, recording system, and environment. The obtained results for clean and noisy speech are
98.27% and 96.55%, respectively.

1. Introduction

The applications of automatic gender detection (AGD) sys-
tem have increased significantly due to the recent devel-
opments in speech/speaker recognition, human-computer
interaction, and biometric security systems including authen-
tication to access data, surveillance, and security. Gender
detection systems limit the search of an imposter to half of
the space in many recognition and security systems, where
the ultimate goal is the identification of a person. Consid-
ering different feature extraction and modeling techniques,
an AGD for recognition and security systems should be
implemented in such a way that it should not increase the
complexity of thewhole system.Moreover, a gender detection
system can be used for automatic transfer of a phone call
of a male/female to the relevant person or department.
Furthermore, the accuracy of gender dependent models is
higher than gender independent models [1].

In a mobile healthcare system [2–5], automatic gender
detection can play a significant role. There are some vocal
folds pathologies [6, 7], which are biased to a particular
gender; for example, vocal folds cyst can be seen particu-
larly in female patients [8, 9]. If there is a mechanism to
automatically detect the gender of the patient, it is easier
for a care giver or a healthcare professional to prescribe the
appropriate treatment. In this system, the voice or speech of
the patient is recorded via a smart device, which is connected
to the Internet. The voice or speech is then transmitted to
a cloud, where a cloud manager authenticates the patient.
The manager distributes the task of feature extraction and
classification to various servers, where a decision of gender
is made. The decision along with medical data is transmitted
to registered healthcare professionals for proper treatment.

In most of the studies [10–16], the acoustic features used
for the gender detection depend on the accurate estimation
of the fundamental frequency.The accurate estimation of the
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fundamental frequency is itself a challenging task. Inaccurate
estimation of the fundamental frequency may lead to a
significant reduction in the accuracy of a gender detection
system. Moreover, various traditional speech features such
as linear predictive coefficients (LPC), linear predictive cep-
stral coefficients (LPCC), Mel-frequency cepstral coefficients
(MFCC), perceptual linear predictive coefficients (PLP), and
relative spectral PLP coefficients (RASTA-PLP) are used in
[10, 12–14, 17, 18] for gender detection.The author in the study
[19] claimed that the features used for speech recognitionmay
not provide good results for gender detection. Therefore, it
is necessary to explore new features for the gender detection
other than traditional speech features, and those features
should not rely on the accurate estimation of the fundamental
frequency.

In this paper, we proposed a new type of feature for
automatic gender detection.The proposed feature considers a
speech signal ofmale and female speakers in timedomain and
provides a single value in the form of area under themodified
voice contour (MVC).The proposed feature does not depend
on the estimation of the fundamental frequency, and it has
provided good results as compared to the existing features.

Automatic gender detection system based on different
types of feature and classifier with varying accuracies are
reported in the literature. The acoustic characteristics of
humans are based on gender due to physiological changes
in glottis, vocal tract thickness, and length. Therefore,
researchers are trying to find out the most discriminative fea-
tures for gender detection. For example, two acoustic features,
pitch and first formant, are extracted by linear predictive
analysis to construct a gender detection system in [17]. The
first feature relates to voice source and the second to the vocal
tract. The pitch and the formant frequencies of females are
higher as compared to those of males. Euclidean distance
and nearest neighbor based classifier has been implemented
to detect genders. In the study of Wu and Childers [10], a
number of the acoustic parameters, such as autocorrelation,
linear prediction, cepstrum, and reflection, extracted from
vowels, and voiced and unvoiced fricatives, performed well
for gender detection. The study concludes that, for a given
gender, the information is time invariant, phoneme indepen-
dent, and speaker independent. In [11], an accuracy of 96%
is attained when pitch is inputted to Multi-Layer Perceptron
(MLP) neural network. Pitch, energy, and 12-dimensional
MFCC are fed to Support Vector Machine (SVM), and the
performance with the gender detection system is 95% [12]. To
perform gender detection using vocal source, different vocal
source parameters are extracted, and detection rate of 94.7%
for male and 95.5% for female voice is achieved in [20].

A comparison between various cepstral features is pro-
vided in [13] when extracted from voiced frames only and
from a running speech. The cepstral features, MFCC, LPCC,
and PLP, are used with their delta coefficients to perform the
experiments under three different conditions. Sigmund [18]
used selected MFCC to classify the male and female by using
short segments of vowels as well as sentences.

A robust gender detection system is developed by Zeng
et al. in [14]. The developed system has been tested for the
noisy environment, and dependency of the language is also

considered for the evaluation of the system. The obtained
accuracy is 95%,which shows the robustness of the developed
system against noise. The experiment shows that the system
is independent of language as well. Relative spectral PLP
features and pitch of the male and female speakers are used
for gender detection. Chen et al. [15] proposed a gender
detection system for children of two age groups of 8-9 years
and 16-17 years. The obtained accuracies are 60% and 94%,
respectively, for two age groups. Different acoustic features,
source spectral magnitude, cepstral peak prominence, and
harmonic-to-noise ratio, are used to implement the system.
Sedaaghi [21] conducted a comparative study for the gender
detection by using two different databases. Various classifiers
and acoustic features are used in [16] for gender classification
system, and the best reported accuracy is 95%. A total of
113 features are used in the study and Bayes classifier is
used for feature selection. The features are grouped into
pitch, formant, spectral, and intensity. 𝐾-nearest neighbor,
SVM, artificial neural networks, andGaussianmixturemodel
(GMM) are used as classifier in [16]. An automatic gender
detection system for Hindi speech is developed in [19]
by using MFCC as features and Euclidean distance as a
classification method. The authors have mentioned in this
study that the same features can be used for gender and
speech recognition. However, use of same features for both
recognition systems cannot guarantee good performance.

An initial investigation of the proposed feature was done
in [22] whenMVCwas used to measure the voice intensity of
the speech sample to discriminate between the genders. The
database used was Arabic digits and manual threshold was
used to classify the males and females. To authenticate the
performance of the proposed feature, TIMIT database was
considered and automatic classification of the genders was
done by the SVM in [23].

In this study, we have investigated the proposed feature in
many aspects, which makes this study different than [22, 23].
The most important factor is to observe the robustness of the
proposed feature against noise. Background/environmental
noise in speech based applications can degrade the perfor-
mance of the developed system and, therefore, cannot be
neglected. Hence, a white noise at different sound-to-noise
ratio (SNR) levels is added in the speech signal of both
genders and, then, performance of the developed system is
evaluated. The results with clean speech are also obtained to
make a comparison between the results of clean and noisy
speech. Moreover, many experiments are performed to show
that the proposed feature is independent of the language,
text, and recording systems. Two databases are used for this
purpose; the first database is in English, and the second is
in Arabic. Both databases are recorded by using different
recording systems, and spoken text is also different. Fur-
thermore, the results of the proposed feature are compared
with the pitch plus RASTA-PLP features which provided the
best accuracy of 95% in [14]. The proposed feature provided
good accuracy and can be used with speaker recognition and
biometric security systems to reduce the system’s complexity
by splitting the search space into two halves.

The rest of the paper is organized as follows: Section 2
describes our proposed automatic gender detection system.
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Figure 1: Block diagram to determine modified voice contour and area under it.
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Figure 2: (a) A speech signal. (b) Peaks in a frame.

Section 3 provides the description of speech databases.
Section 4 explains the experimental setup and results of the
proposed and existing AGD systems. Section 5 analyzes the
results and conclusions are drawn in Section 6.

2. Proposed Automatic Gender
Detection System

In this study, an automatic gender detection system by using
the proposed feature is developed. The proposed feature
determines the voice intensity of a speech signal by using the
MVC. To implement the feature, Simpson’s rule is used to
calculate the area under theMVC.TheMVC is obtained after
adding a factor in a polynomial of degree three that is fitted
through the peaks. The peaks are found from each frame

when a speech utterance is blocked into frames. At the end,
the calculated area is fed to SVM to make the decision about
the type of gender. A block diagram to determine theMVC of
a speech signal is shown in Figure 1. The implementation of
the proposed feature is divided into five major components
and they are grouped in three steps: (1) frame blocking and
peak calculation, (2) fitting and adjustment of a polynomial,
and (3) calculation of area under theMVCby using Simpson’s
rule. To make a decision about the gender, a binary classifier
SVM is used.

2.1. Frame Blocking and Peak Determination. The speech
signal, as shown in Figure 2(a), is recorded at the sampling
frequency of 16 KHz. A speech signal can be considered
dynamic in nature because it changes with time. Therefore,
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analysis for whole speech is not possible due to variation in
a speech signal. It is the reason that speech may be divided
into small frames ranging within 10∼40 milliseconds. The
variation in size of a frame from 10 to 40 milliseconds is
not critical; however, a frame of size 32 milliseconds has
provided slightly better results than a frame of lengths 16 and
25 milliseconds [24].

To determine the MVC, peaks are found after blocking
the whole speech signal into frames.The length of each frame
is 32 milliseconds, and it contains 512 samples. The peaks
higher than a certain threshold value thresh are determined
in each frame. The thresh is calculated for the whole speech
signal by using (1) and kept the same for all the frames of that
signal. A frame showing the calculated peaks is depicted in
Figure 2(b):

thresh = (ampMax − ampMin) ∗ 0.1 + ampMin, (1)

where ampMin and ampMax are 3% and 97% percentiles of
the amplitude in a speech signal, respectively. The thresh
varies from signal to signal. Different words exhibit differ-
ent patterns of the waveform, and, hence, amplitude in a
speech signal is also varied. Therefore, to calculate the thresh
automatically for each speech signal, (1) is implemented. The
relation provided in (1) has also been used successfully in
other applications to determine the threshold [25].

2.2. Fitting and Adjustment of the Polynomial. After the cal-
culation of the peaks in each frame, they are joined together.
Then, a polynomial of degree three, 𝑔(𝑥), is fitted through
these peaks to form a curve as shown in Figure 3; the curve
is composed of diamonds. It can be observed from Figure 3
that the fitted polynomial passes through the peaks points,
hence, not making an envelope over the joined peak points.
Therefore, a factor given by (2) is added in the polynomial
𝑔(𝑥) to get the MVC:

factor = (max (peaks) −max (𝑔)) ∗ 0.70, (2)

where “peaks” is a vector containing peaks of all frames and 𝑔
is a vector containing all points on the fitted polynomial 𝑔(𝑥).
Equation (2) provided a factor to adjust the fitted polynomial
𝑔(𝑥)which is equivalent to the 70% of the difference between
the highest peak and the maximum point on 𝑔(𝑥). To avoid
the biased peaks, the 70% of the difference is considered;
otherwise, the adjusted curve will be misfitted and will not
make an envelope over the peaks. After adding the factor in
the fitted polynomial, the MVC composed of “∗” is shown in
Figure 3 and is obtained as

MVC = 𝑔 (𝑥) + factor. (3)

2.3. Area Calculation. Finally, to obtain the voice intensity,
the area under the MVC is calculated with Simpson’s rule of
numerical integration [26–28], given by (4). The rule divides
the region under the MVC into trapeziums, as shown in
Figure 4, and calculates area for each trapezium.Then, it takes
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Figure 3: The modified voice contour (MVC).
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Figure 4: Area under the curve by Simpson’s rule.

summation of the area of all trapeziums to provide the total
area under theMVC. Simpson’s rule calculates area as follows:

Area = ∫
𝑏

𝑎

𝑓 (𝑥) 𝑑𝑥

≈
ℎ

3
(𝑦0 + 4𝑦1 + 2𝑦2 + 4𝑦3 + 2𝑦4 + ⋅ ⋅ ⋅ + 𝑦𝑛) ,

ℎ = (
𝑏 − 𝑎

𝑛
) ,

(4)

where 𝑎 and 𝑏 are the first and the last points on the MVC.
The number of trapeziums under MVC is represented

by 𝑛. In Simpson’s rule, good approximation for area under
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a curve can be achieved by increasing 𝑛 because error in
approximation of area decreases as the number of trapeziums
increases. The consideration of large value for 𝑛 is also not
feasible because it will increase the computational cost. The
value of 𝑛 is always even in Simpson’s rule and it is set to 50
in this study after trying 𝑛 = 20, 50, 100, and 150.

2.4. Support Vector Machine. SVM was proposed by Vapnik
[29] and it becomes popular due to its good performance
and low computational cost as compared to other classifica-
tion techniques such as GMM and Hidden Markov Model
(HMM). In the developed AGD system, the SVM takes the
area under the MVC to make the decision about gender of
the speaker. SVM constructs a decision surface (hyper plane)
to maximize the distance between two classes, a positive
class and a negative class [30]. The dimension of hyper plane
depends on the dimension of feature vector given to SVM.

In this study, SVM is implemented by using LIBSVM [24]
with a radial basis function (RBF) as kernel, given by

𝐾(𝑥, 𝑥

) = exp (−𝛾 𝑥 − 𝑥



2

) , (5)

where 𝑥 is the training sample, 𝑥 is the testing sample, and 𝛾
is a free parameter. SVM is a linear classifier; however, inmost
of the cases, data is not linearly separable. Therefore, kernel
function is implemented to map the original input space to
higher dimensional space, where features are lineally separa-
ble. During implementation, male speakers are represented
as a positive class and female speakers are represented as a
negative class.

3. Material

To evaluate the proposed feature independent of the text
and language, two different databases are used. The language
of the first database is English, and that of the second
is Arabic. Both databases are recorded by using different
recording systems and environments, and the spoken text is
also different in them.

3.1. TIMITDatabase. TheDARPATIMITAcoustic-Phonetic
Continuous Speech Corpus (TIMIT) [31] is used to perform
the experiments with English language. The database con-
tains 630 speakers of eight different dialect regions of the
United States. Each speaker has recorded 10 sentences at
sampling rate of 16 KHz by a condense microphone, where
sentence 1 and sentence 2 are the same for all speakers. These
fixed sentences are as follows.

Sentence 1. She had your dark suit in greasy wash water all
year.

Sentence 2. Do not ask me to carry an oily rag like that.
Only one utterance of these sentences is available because

each speaker has recorded these sentences only once. Data-
base includes speakers of many dialect regions but, in this
study, we included only those dialect regions in which the
total number of speakers is about 100 and contained at least

Table 1: Number of male and female speakers in different dialect
regions.

Dialect regions Label Number of speakers
Male Female Total

2 D2 71 31 102
4 D4 69 31 100
5 D5 62 36 98

Table 2: List of selected words.

Sentence Word position Word

1

4 Dark
5 Suit
7 Greasy
8 Wash
9 Water
10 All
11 Year

2

2 Ask
5 Carry
7 Oily
8 Rag
9 Like

30 female speakers. Numbers of speakers in dialect regions
2, 4, and 5, labeled as D2, D4, and D5, are 102, 100, and 98,
respectively, while the numbers of male and female speakers
in each dialect region are listed in Table 1.

Twelve words, randomly selected, are extracted from
sentences 1 and 2. So the total number of available samples
for experimentation is 3600 (= 300 × 12). The list of the
extracted words is presented in Table 2. The second column
provides the position of the word in the sentence. For
instance, the first entry of the second column represents that
“Dark” is at fourth position in sentence 1.

3.2. The Arabic Database. The Arabic database [32] contains
speech samples of 71 speakers: 53 males and 18 females. Each
speaker has recorded one utterance of each Arabic digit from
one to nine, as listed in Table 3. Speakers recorded the dig-
its with a professional side-address condenser microphone
(SHURE PG42) connected to a high-quality mixer (Yamaha
MW12CX) at sampling rate of 16 KHz.

4. Experimental Setup and Results

Various experiments are performed to investigate the perfor-
mance of the proposed feature by using English and Arabic
database. Numbers of male and female speakers are not the
same in the selected regions D2, D4, and D5 in the English
database. So, firstly, one experiment for each dialect region
is performed to check the biasness of the proposed feature
for gender imbalanced corpus. Secondly, few experiments are
performed after making the corpus balanced. Thirdly, noise
of different SNRs is added to investigate the robustness of the
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Table 3: List of Arabic digits and their IPA.

Digits
Symbol In roman English In Arabic IPA
1 Wahed ���� wa:- ℏid

2 Athnayn ���	 �
��

� ?i𝜃-ni:n

3 Thalathah ������ 𝜃a-la:- 𝜃ah

4 Arbaah ���� �

� ?ar-ba-'ah

5 Khamsah ��� �� xam-sah

6 Setah ��
� Sit-tah

7 Sabaah ��
�� Sab-'ah

8 Thamanyah ��
	 �� ��
�� 𝜃a-ma-ni-jah

9 Tesaah ����� tis-'ah

Databases

English (TIMIT)

(Words)

Arabic
(Digits)

Male Female

(Different recording systems)(i) D2
(ii) D4

(iii) D5
Clean
speech speech

Noisy

SNR of SNR of
10db 0db

Imbalanced Balanced
= # (female)≠ # (female)# (male) # (male)

Figure 5: The experimental setup.

proposed feature against noise. Finally, some experiments are
performed with Arabic database to observe the accuracy for
another spoken language. The text recorded by the speakers
in English andArabic databases is different.The experimental
setup is depicted in Figure 5.

All results for gender detection are obtained by using
the 5-fold approach. In the 5-fold approach, the database is
divided into five distinct subsets. Each time, one of the subsets
is used for testing, and the remaining four subsets are used
for training of the system. The performance of the proposed
AGD system is carried out by using the following parameters:

True positive (TP): the male speaker detected by the
system as a male.

True negative (TN): the female speaker detected by
the system as a female.
False positive (FP): the female speaker detected by the
system as a male.
False negative (FN): the female speaker detected by
the system as a male.
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Figure 6: Comparison of performancemeasures for differentwords.

Sensitivity (SE): the likelihood that the system detects
male when the input is male speaker,

SE = TP
TP + FN

. (6)

Specificity (SP): the likelihood that the system detects
female when the input is female speaker,

SP = TN
TN + FP

. (7)

Accuracy (ACC): the ratio between correctly detected
files of the genders and the total number of files,

ACC =
TP + TN

TP + TN + FP + FN
× 100. (8)

Area under curve (AUC): the area under the Receiver
Operating Characteristic (ROC) curve.

4.1. Gender Detection with Imbalanced Corpus. In this sec-
tion, the experiments are performed to observe the accuracy
of the proposed AGD system by using each word individually
and all words simultaneously. In all experiments, numbers of
male and female speakers are different.

4.1.1. Gender Detection by Using IndividualWords with Imbal-
anced Corpus. The results of gender detection for each word
listed in Table 2 are summarized in Table 4.The dialect region
D5 is used in these experiments as it has more number of
females as compared to D2 and D4.The highest result for TP
is 93% for word 1, and for TN it is also 93% but for word 2.
The maximum achieved accuracy is for word 2 and it is 90%.
Table 4 provides the analysis of all words in terms of different
performancemetrics so that wemay observe the contribution
of each word to gender detection. A comparison of different
words having good results in terms of TP, TN, and ACC is
depicted in Figure 6.
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Table 4: Results for gender detection with individual words by using the proposed feature.

Performance measures Words
1 2 3 4 5 6 7 8 9 10 11 12

TP (%) 93 86 52 72 72 72 48 55 72 83 59 41
TN (%) 52 93 86 48 41 48 83 69 69 83 69 66
FP (%) 48 7 14 52 59 52 17 31 31 17 31 34
FN (%) 7 14 48 28 28 28 52 45 28 17 41 59
ACC (%) 72 90 69 60 57 60 66 62 71 83 64 53
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Figure 7: Plot of area under MVC for Word 9 of D5.

4.1.2. Gender Detection by Using All Words Simultaneously
with Imbalanced Corpus. Area of all words for each speaker
is calculated and, then, fused before providing to SVM for
gender detection. Twelve-dimensional feature vector is used
for each speaker where each dimension represents an area of
theword.The accuracy of 96% is achieved, where obtained SE
and SP are 94% and 100%, respectively. Twenty-seven times,
out of 28, system detects the gender correctly: 17 out of 18
for males and 10 out of 10 for females. The plot of area under
the MVC for male and female speakers for word 9 of dialect
region D5 is depicted in Figure 7. Dialect region D5 has 98
speakers: 36 females and 62 males.

By analyzing the results of gender detection by using
words individually and all words simultaneously, it can be
inferred that it is better to use more than one word to achieve
high detection rate. Therefore, in the rest of the experiments,
we will use all words simultaneously to achieve better gender
detection rate. With all words listed in Table 2, the accuracy
of 96% is achieved for D5. The number of male and female
speakers in that experiment was 62 and 36, respectively.

It might be assumed that the proposed feature is biased
when numbers of samples are different for male and female
speakers. To provide the answer about biasness of the pro-
posed feature, it is necessary to use the equal number of male
and female speakers for the training and testing of the system.
The only available option is to include the female speakers
of other dialect regions. It will make a balance between both
genders and it will increase the total number of speakers.

Table 5: Results of gender detection by using all words simultane-
ously for all dialect regions.

Dialect region Number of speakers (M + F) Accuracy
D2 71 + 31 94%
D4 69 + 31 96%
D5 62 + 36 96%
M and F stand for male and female speakers, respectively.

However, before doing so, two more experiments for the
dialect regions D2 and D4 are performed to investigate the
effect of dialect regions. The obtained detection rates for D2
and D4 are 94% and 96%, respectively, which show that
dialect regions do not affect the accuracy of the developed
system and the performance of the proposed feature is good.
Hence, speaker of different dialect regions can be grouped
to make the number of male and female speakers equal. The
accuracy for D2, D4, and D5 is mentioned in Table 5.

4.2. Gender Detection with Balanced Corpus. It is concluded
in Section 4.1 that use of all words simultaneously provided
good gender detection rate. Hence, we will continue with
it in the rest of the experiments. In addition, the results in
Table 5 show that the proposed feature is independent of
dialects. Therefore, to make a balance between the numbers
of males and females, we can combine speakers of different
dialects, and the balanced corpus will be used in the rest of
the experiments in this section.

Numbers of female speakers in the dialect regionsD2,D4,
and D5 are 31, 31, and 36, respectively, and the same numbers
of males are taken from these regions to make a balance
between male and female speakers. Now, the total number of
females is 98 (= 31 + 31 + 36) and the same number of male
speakers makes the total number of speakers equal to 196.

A white noise of SNR of 10 db and 0 db is added to the
balanced corpus to check the robustness of the proposed
feature against noise, and the obtained results are compared
with the existing system presented in [14]. The pitch and
RASTA-PLP [33] were extracted in [14] from the clean
and noisy speech, and eight Gaussians were considered to
construct GMM. In this study, to determine the optimized
parameters of GMM, mean, covariance matrix, and prior
probability, the Expectation-Maximization (EM) algorithm
[34] is implemented, while these parameters are initialized
by using 𝑘-means algorithm [35]. In the GMM based gender
detection system, a GMM for both genders is developed. A
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Table 6: Results of gender detection for existing and proposed systems with clean speech.

Performance measures Existing system Proposed system
4 Gaussians 8 Gaussians 16 Gaussians

TP (%) 99.13 99.71 99.71 100.00
TN (%) 91.66 91.66 95.11 96.55
FP (%) 8.33 8.33 4.89 3.45
FN (%) 0.86 0.29 0.29 0.00
SE 0.99 1.00 1.00 1.00
SP 0.92 0.92 0.95 0.97
ACC (%) 95.4 95.68 97.41 98.27
AUC 0.9510 0.9734 0.9795 0.9845

test utterance, for detection of gender of a speaker, will be
compared with both models.Themodel that has a maximum
likelihood with the test utterance will be the gender of that
test utterance.

4.2.1. Gender Detection for Clean Speech with Balanced Cor-
pus. Two experiments are performed to observe the behav-
ior of the proposed feature for clean speech. In the first
experiment, 13 coefficients are extracted per frame in each
word. The first coefficient is pitch, and the rest of the
twelve features are 11th-order RASTA PLP coefficients. The
extracted features are inputted to the GMM to construct the
genders’ models by using 4, 8, and 16 Gaussians for male and
female detection.The first experiment represents the existing
AGD system presented in [14].This experiment is performed
to compare the results with our proposed features.

In the second experiment, the proposed feature provides
one value (area under the MVC) for one word which makes
the proposed system more efficient. Then, calculated area
under theMVC is fed to SVM tomake the decision about the
gender type. The results of both experiments are provided in
Table 6.

The accuracy of the proposed feature is 98.27%, which
is better than the existing system. The proposed feature
dominates in all performance parameters. The true male
detection rate is 100%, and for female, it is 96.55%. Only
3.45% of the female speakers are detected as male, while no
male speaker is recognized as female. The experiment for the
existing system is performed with the different number of
Gaussians to find the best detection rate for that system.

The ROC curve for each system is plotted to analyze their
performance, as shown in Figure 8. False positive rate (1 −
specificity) and true positive rate (sensitivity) are taken along
𝑥-axis and 𝑦-axis, respectively. All unique numbers in the
decision values of SVM are considered as cut-off points to
draw the curve accurately. For existing system, the decision
values of the highest accuracy, that is, 97.41%, are used to plot
the curve. The area under the ROC curve for the proposed
feature is greater than the existing system.

4.2.2. Gender Detection for Noisy Speech with Balanced Cor-
pus. To observe the behavior of the proposed feature in
noisy environment, a number of experiments are performed
with the speech containing white noise of SNR of 10 db and
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Figure 8: ROC curves of existing and proposed systems for clean
speech.

0 db, and results are compared with the existing system. The
results of the systems for SNR of 10 db and 0 db with different
performance parameters are summarized in Tables 7 and 8,
respectively.

By observing the obtained results, it can be inferred that
the feature obtained by calculating area under the MVC can
perform well even in noisy environments for the gender
detection, and, again, it dominates the RASTA-PLP in most
of the performance parameters. The proposed feature has
provided accuracies of 96.55% and 94.82% for the SNR of
10 db and 0 db, respectively, which are better than the existing
system. The ROC curves for both SNRs for existing and
proposed feature are depicted in Figures 9 and 10.

4.3. Gender Detection with Arabic Corpus. To endorse the
truths about the proposed feature that it can achieve good
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Table 7: Results of gender detection for existing and proposed systems with SNR of 10 db.

Performance measures Existing system Proposed system
4 Gaussians 8 Gaussians 16 Gaussians

TP (%) 89.37 97.13 96.84 100.00
TN (%) 83.33 89.66 91.09 89.65
FP (%) 16.67 10.34 8.91 10.34
FN (%) 10.63 2.87 3.16 0.00
SE 0.89 0.97 0.97 1.00
SP 0.83 0.90 0.91 0.90
ACC (%) 95.25 93.96 96.12 96.55
AUC 0.9612 0.9732 0.9721 1

Table 8: Results of gender detection for existing and proposed systems with SNR of 0 db.

Performance measures Existing system Proposed system
4 Gaussians 8 Gaussians 16 Gaussians

TP (%) 89.37 97.13 96.84 100.00
TN (%) 83.33 89.66 91.09 89.65
FP (%) 16.67 10.34 8.91 10.34
FN (%) 10.63 2.87 3.16 0.00
SE 0.89 0.97 0.97 1.00
SP 0.83 0.90 0.91 0.90
ACC (%) 86.35 93.39 93.96 94.82
AUC 0.8867 0.9645 0.9609 0.9893
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Figure 9: ROC curves of existing and proposed systems for noisy
speech 10 db.

detection rate for other spoken languages and it is indepen-
dent of text and recording equipment, few experiments are
performed. This investigation is performed by using Arabic
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Figure 10: ROC curves of existing and proposed systems for noisy
speech of 0 db.

digits from one to nine, listed in Table 3, uttered by 53 male
and 18 female speakers. The area of the MVC is measured by
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Table 9: Results of gender detection for existing and proposed systems with Arabic digits.

Performance measures Existing system Proposed system
4 Gaussians 8 Gaussians 16 Gaussians

TP (%) 92.5 94.3 96.2 100
TN (%) 88.9 94.4 94.4 100
FP (%) 11.1 5.6 5.6 0
FN (%) 7.5 5.7 3.8 0
SE 0.92 0.94 0.96 1.0
SP 0.88 0.94 0.95 1.0
ACC (%) 91.5 94.3 95.7 100
AUC 0.93 0.95 0.97 1.0
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Figure 11: Decision values of the genders for Arabic digits obtained
by SVM.

following the steps depicted in Figure 1 and given to SVM for
detection of the gender.

Area of each digit is calculated for every speaker, so the
dimension of feature vector for each speaker is nine when
it is fed to SVM. The decision values obtained, during the
classification of genders, by SVM are plotted in Figure 11.
The area under the MVC of one or two utterances could
be plotted easily, but in this experiment, areas of nine
digits are fused. The interpretation of such multidimensional
features is not easy to understand by a human mind. There-
fore, studies based on multidimensional analysis introduce
machine learning stage in the systems [36], and decision
values obtained from the classifier can be considered as
discriminate measures between classes. Hence, in Figure 11,
we have plotted the decision values obtained from SVM.

It can be observed from Figure 11 that the values for the
positive and negative classes are perfectively classified. There

is no room for the confusion of the genders with each other as
they are separated by good margin. The obtained accuracies
for the genders are 100%. TP and TN are also 100% while FN
and FP are 0% for both male and female. The results of the
existing system and proposed system are provided in Table 9.
The performance of the proposed system is much better than
that of the existing system.

5. Discussion

A noise robust AGD system by using the proposed feature is
developed in the study. The proposed feature depends on the
voice intensity of a speech signal. In human voice production
system, air pressure generated by lungs passes through the
windpipe, also known as a trachea. The generated pressure
vibrates the vocal folds which reside right on the top of the
trachea. The vibration of the vocal folds, open and close,
produces a voice which travels through human’s mouth and
generates speech. The characteristics of the voice vary from
person to person due to varying shape, length, and thickness
of the vocal folds.Therefore, voices of people feel significantly
different from each other. The length of the vocal folds for
a human usually lies between 12 and 24 millimeters (mm),
whereas the thickness is 3 to 5mm [37].

The size of the vocal folds also depends on the gender of
human beings. The vocal folds length for female is approxi-
mately from 12.5mm to 17.5mm, while for a male, the length
is from 17.5mm to 24mm [38]. Due to longer vocal folds, the
pitch of male’s voice becomes lower, and, therefore, the voice
of a male feels heavier than that of a female. The heavy voice
contains more voice intensity, and it is the main motivation
to propose a new type of feature for gender detection. The
proposed feature measures the voice intensity of the speech
signal by calculating area under the MVC. It can be seen in
Figure 7 that calculated area under MVC for male speakers
is larger than that for a female speaker because the voice of a
male has more intensity than a female speaker.

The proposed feature does not rely on the accurate esti-
mation of the fundamental frequency which is itself a dif-
ficult task. Most of the acoustic features such as formants,
harmonic-to-noise ratio, and pitch estimation depend on
accurate estimation of the fundamental frequency. If funda-
mental accuracy is not determined accurately, the systems
based on such a type of featuresmay affect the results. In study
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[19], the author claimed that traditional speech features may
not perform well in a gender detection system. Therefore, a
new type of feature is proposed in this study for automatic
gender detection.

The developed AGD system has been evaluated in differ-
entways by using clean speech, noisy speech, balanced speech
corpus, imbalanced speech corpus, two spoken languages,
and different recording systems/environments and text.

For the gender imbalanced corpus, the obtained detection
rates are in the range of 94% to 96% for the D2, D4, and
D5. After making the gender corpus balance by including
the female speakers of the three dialects, the true positives
(TP) are 100% and true negatives (TN) are 96.55% for the
proposed feature. For the existing system, the best TP and
TN are obtained with 16 Gaussians, and they are 99.71% and
96.55%, respectively. The accuracy and the area under the
ROC curve for the proposed feature are also better than those
for the existing system.

The gender detection rate of the proposed system for
noisy speech is also higher than that of the existing system.
The TP and TN for both SNRs of 10 db and 0 db are 100%
and 89.65%, respectively. For existing system, the obtained
TP is 97.13% with 8 Gaussians, and the TN is 91.09% with 16
Gaussians for both SNRs. The area under the ROC curve for
the proposed feature is 2.84% better than that for the existing
system for 10 db and 3.45% for 0 db.

The proposed feature has provided promising result with
theArabic digits. Allmales and females are perfectly classified
by the feature and obtained detection rate is 100%.The results
also show that the feature is capable of detection of genders
with any spoken language. Overall, the proposed feature
performed well under different circumstances. The word by
word experiments for gender detection show that proposed
feature can help in finding the words and phonemes that can
provide good detection rate.

To observe the statistical significance, Mann-Whitney 𝑈
test is performed at 5% significant level.The obtained 𝑝 value
for clean speech is 0.10𝐸 − 5, for 0 db noise is 0.12𝐸 − 4,
and for 10 db noise is 0.15𝐸 − 4. All 𝑝 values are less than
0.05 which reject the null hypothesis that decision values of
male and female speakers are from continuous distribution
with equalmedians.TheMann-Whitney𝑈 test shows that the
proposed system can differentiate betweenmales and females
significantly.

6. Conclusion

A new type of feature for the gender detection system is
proposed in this study. The developed system can be used in
the mobile healthcare systems as it provided good detection
rate in both normal and noisy environments. The use of the
proposed system with the mobile healthcare systems may
assist the doctors in assessing and prescribing appropriate
medication to the patient.

The proposed system determines the MVC of the speech
signal and then finds area under the MVC to differentiate
between male and female speakers. The area under the MVC
represents the voice intensity of a speaker.The voice intensity
of a speaker is highly dependent on the vocal folds. The size

of the vocal folds in a male speaker is longer than that in
a female speaker which makes the voice of a male heavy.
Therefore, male speakers have more intensity in their voices
than females.

Many experiments are performed by using two databases
of different languages to evaluate the proposed method and
to test its validity under different circumstances. With the
help of conducted experiments, we can conclude that the
proposed feature can perform equally well in any language.
It is unbiased and independent of language, spoken text,
and recording equipment. Moreover, the proposed feature
is able to provide good detection rate even for the noisy
environment. All obtained results are better than the existing
AGD system.
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Mobile healthcare systems are currently considered as key research areas in the domain of software engineering. The adoption of
modern technologies, for mobile healthcare systems, is a quick option for industry professionals. Software architecture is a key
feature that contributes towards a software product, solution, or services. Software architecture helps in better communication,
documentation of design decisions, risks identification, basis for reusability, scalability, scheduling, and reduced maintenance cost
and lastly it helps to avoid software failures. Hence, in order to solve the abovementioned issues in mobile healthcare, the software
architecture is integrated with personal software process. Personal software process has been applied successfully but it is unable
to address the issues related to architectural design and evaluation capabilities. Hence, a new technique architecture augmented
personal process is presented in order to enhance the quality of themobile healthcare systems through the use of architectural design
with integration of personal software process. The proposed process was validated by case studies. It was found that the proposed
process helped in reducing the overall costs and effort. Moreover, an improved architectural design helped in development of high
quality mobile healthcare system.

1. Introduction

Mobile health technology aids in practice of medicine and is
aided bymobile devices. Google Play andApp Store currently
host nearly 47,000 mobile applications related to health-
care systems and the hits per day exceed 4 million. Hence,
mobile health technology is leaping forward and patients
and healthcare professionals have started to reap its benefits.
Thismeans that the demand of infrastructure and technology
developers is rising day by day. This is only possible when
the information is stored and retrieved from themanagement
information systemsmaintained by hospitals and profession-
als. For better and effective management, it is necessary to
control these heterogeneous working groups and the use
of technology may help in better coordination of different
activities of these groups.

Information Technology and mobile services are consid-
ered as a key feature to improve efficiency of the mobile

healthcare systems due to adequate support of the systems.
Information systems may help in the improvement of the
availability [1] and completeness [2], reduce failures [3], and
enhance the orientation of comprehensive documents [4–
6]. The modern technology has hypnotized the healthcare
providers and its adoption has become a necessity in order
to equip hospitals with modern trends [7] in order to incor-
porate those procedures that may help in effective practices
related to the medication. These advancements are the result
of wireless communications and network technologies in the
previous years [6] and have a significant impact on mobile
healthcare (M-health) systems and these systems are also
termed healthcare systems for mobile computing or medical
sensor and communications technologies [8]. M-health is
one of the “biggest technology breakthroughs of our time”
[9]. Moreover, “M-health technologies have the potential to
change every aspect of the healthcare environment, while
delivering better outcomes and substantially lowering costs
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and at the same time collecting data about healthcare con-
sumers’ health status” [10].The technologies that are involved
in M-health are smart and mobile phones, WiFi, and Blue-
tooth and are used to transmit data in order to facilitate the
health services [11].

The use of mobile devices was also successful in the
United States in order to deliver the healthcare services
and the situation was the same in Europe [12] and in Asia
[13]. In developing countries for primary healthcare the
key technologies that are used in the development of M-
health systems are based on mobile/wireless ICT [14]. Thus,
there is an ever growing demand for healthcare related
software and system application development professionals.
This research paper focuses on quality of work for indi-
vidual software developers working on mobile healthcare
management systems and how they can improve their own
productivity and product quality by utilizing an enhanced
personal process. PSP has been successfully utilized and
implemented in the leading organizations like DEC, AIS,
and HP Corporation [15], Motorola Paging Products Group,
Signal Inc., Union Switch, and Advanced Information Ser-
vices Inc. [16]. Seven competency areas are described in the
current version of PSPBOK [17] including (1) Fundamental
Knowledge, (2) Basic PSP Concepts, (3) Size Measuring
and Estimating, (4) Making and Tracking Project Plans, (5)
Planning andTracking SoftwareQuality, (6) SoftwareDesign,
and (7) Process Extensions and Customization. However,
it lacks in addressing architecture design and evaluation
capability.

Software architecture has significant implications for
mobile healthcare application development. Hence, in order
to manage the complexity related to the development, main-
tenance, and evolution of a critical software-intensive system,
the architectural details must be accurate and traceable
during implementation [18]. Software architecture plays an
important role in contributing towards a software product,
solution, or services. It is like a blueprint or skeleton of a
software system that is to be built [19]. Software architecture
benefits include a tool for stakeholders communication [20],
documentation of design decisions, identification of risks as
a result of design decisions, and basis for reuse [20], pro-
motes scalability [21], enables scheduling which saves time,
cost of correction, or rework, and most importantly helps
avoid software disasters [21]. Therefore, the productivity,
performance, and quality of product for individual engineers
working on mobile e-health applications can be enhanced by
incorporating software architecture support into the personal
software process for software development.

This research paper first explores the effects of adopting
software architecture methodologies into the personal soft-
ware process and later proving the effectiveness of modified
process named Architectural Augmented Personal Process
(AAPP). An AAPP is defined and executed with the help
of a mobile healthcare system case study for demonstration
of personal improvement which in turn results in better
quality software systems. The purpose of this research is
to find the impact of architecture with respect to the risk,
time, cost, and product quality and explore the PSP based
software process improvement (SPI) in light of local industry

constraints when developing specialized healthcare related
software applications.

This paper investigates an augmented process for per-
sonal maturity of developers by implementing a mobile
application in the domain of healthcare related to the hospital
management and patient interaction system for a local
hospital in Pakistan, so better quality systems with better risk
management and with low cost and tighter schedule, while
promoting simplicity feedback efficiency and adaptability,
can be produced by incorporating and adapting software
architectural practices. Four distinct case studies on two
identical systems have been performed and data is recorded
for the mobile e-health applications with the help of two
teams both having equal skill set and experience from the
same organizations. Both are trained in PSP and then the
modified AAPP under study and then the results and yields
are analysed for both teams to come up with a clear conclu-
sion backed by solid data. The results are then analysed with
experience of current system developers who had created
the earlier application for the said system with the help of
different tools.

2. The Proposed Solution

In order to answer the research questions, an architecture
augmented personal software improvement process is pro-
posed which not only does focus on yield of the programmer
but also adds the additional benefits of software architec-
ture incorporation which are early risk identification and
management, quality andbetter communication, and rational
management of the design and modification decisions while
keeping stakeholders in collaboration.This shall in turn result
in better time, cost, and scope management and shall also
reduce time to market for e-health systems. This section
details the activities that resulted in a PSP based architecture
centric methodology AAPP. The method, how to customize
the personal software process to meet the new challenges, is
clearly stated as an 8-step strategy in the SEICMU PSPBOK.
The following is the stepwise explanation of the customized
PSP named AAPP in this text.

2.1. Steps for Architecture Augmentation. There are eight steps
in architecture augmentation in AAPP and their detailed
description is as follows.

Step 1 (determine personal needs and priorities). A process
incorporating the SEBOK software architecture characteris-
tics is required to be incorporated in the current personal
software process which currently as per knowledge area
6 of PSPBOK supports only the detailed design and does
not provide any measures to incorporate the architecture
design for software product development.This incorporating
is required in order to overcome the identified demotivators.

Step 2 (define process objectives, goals, and quality criteria).
The incorporated architecture should be lightweight and in
alignment with PSP principles and practices and should
also encourage simplicity, communication, and feedback for
efficiency of the proposed process. Furthermore, the quality
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Architecture centric
methods selection

Criteria for adaptation

Adaptations and rationale

Architecture augmented
personal process (AAPP)

Figure 1: High level activities performed during the proposed
methodology development.

and effort along with cost and time tomarket are not too high
when compared to PSP. There are effects on basic measures
of time, size, quality (defects), and schedule. Overall impact
should also be positive as a result of this augmentation of
software architecture into PSP.The proposed process adapta-
tions shall improve the process quality by means of early risk
identification and improving overall product quality focusing
on quality attributes of interest. The process is also easily
adaptable and efficient.

Step 3 (characterize the current process). The current PSP in
its present form should be characterized by the PSPBOK.

Step 4 (characterize the target process). Target process should
augment the classical PSP with process objectives defined in
Step 2. It should also improve quality attributes which are
nonfunctional requirements (NFRs). Performance, modifia-
bility, security, andusability are fewquality attributes a system
may have.

Step 5 (establish a process development strategy). The activ-
ities include (1) architecture centric method selection, (2)
criteria for adaptation to PP context, (3) adaptations and
rationale, and finally (4) Architecture Augmented Personal
Process (AAPP). Figure 1 shows key steps involved in the
proposed architecture centric method (AAPP) development.

Step 6 (define the initial process). (a) Architecture Centric
Methods Selection. In our research, SEI QAW [22] and ADD
[23]methods have been adapted to formour architecture cen-
tric methodology (AAPP) since they are in direct alignment
with our research goal for creating an architecture augmented
personal process. Software Engineering Institute’s methods
of quality attribute workshop and attribute driven design are
chosen due to their architecture centric nature and origin
from the Software Engineering Institute and also for their
respective maturity in the area (QAW 3rd Edition, ADD
version 2.0) [24]. Moreover, research literature explicitly
recommends the integration of architecture centric methods
[25] with lightweight software process methodology.

(b) Criteria for Adaptation to Context. To adapt and inte-
grate any process into personal process context, we must
acknowledge the ground on which the personal process is
based which is taken from capability maturity. Any proposed
adaptations must stimulate, have strong grounding in, and be
mapped directly with the principles. The criteria have been

Table 1: Quality attribute workshop (QAW) adaptations.

Sr. number Adaptation to quality attribute workshop
(1) Presentation and introductions (removed)
(2) Business/mission presentation (removed)

Table 2: Mapping ADD adaptations to PP values, principles, and
practices.

Sr. number Adaptation to ADD
(1) More iterative than recursive attribute driven design

(2) Confirm there is sufficient requirements information
(amalgamated)

(3) Define interfaces for instantiated elements (removed)

(4) Verify and refine requirements and make them
constraints for instantiated elements (amalgamated)

(5) Repeat from Step 2 to Step 4 (amalgamated with
iterative adaptation)

used for the proposed adaptations and mapped values that
stimulate such adaptations, practices that achieve those val-
ues, and finally the principles that are key for achieving such
values.

(c) Architecture Centric Methods. SEI quality attribute work-
shop (QAW) [22] and attribute driven design (ADD) [23]
methods were chosen for adaptations according to personal
process context. The following subsections map adaptations
with personal process values, principles, and practices.

(d) Context to SEI QAW. Table 1 shows the adaptations made
to the quality attribute workshop (QAW) [22].

Adapted quality attribute workshop (QAW) consists of
six steps. Figure 2 shows the adapted SEI QAW according to
AAPP context.

(e) Context Adaptations to SEI ADD. Table 2 shows the
attribute driven design (ADD) adaptations mapped to per-
sonal process (PP).

Adapted attribute driven design (ADD) according to
personal process context consists of four steps that are shown
in Figure 3.

(f) Architecture Augmented Personal Process (AAPP) Stage.
Figure 4 shows architecture augmented personal process
(AAPP) and its activities.

Architecture augmented personal process (AAPP)
methodology includesmerged activities from adapted quality
attribute workshop (QAW) and attribute driven design
(ADD) methods as described in [23], respectively. During
the second and later iterations for modular development
within AAPP, it is made sure that requirements are still
consistent with current understanding of the system (Step 1:
system stakeholders collaboration) as system is further
explored or as a result of communication with stakeholders.
Section 3 is about performed case studies in order to verify
and validate our proposed AAAP method.
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Architectural plan

Identification of architectural drivers

Quality scenario brainstorming

Quality scenario consolidation

Quality scenario prioritization

Quality scenario refinement

Figure 2: Adapted QAW according to AAPP.

Choose system element to decompose

Identify candidate architectural drivers

Choose a design concept that satisfies
architectural drivers

Instantiate architectural elements and
allocate responsibilities

Figure 3: Adapted attribute driven design steps.

3. Case Study

Case study has been chosen as a method to carry out our
research since it is a scientific or empirical method used
when we want to test whether our theory holds any weight
in the real world in a specific context while having no
control over variables or context. It is defined as “a technique
for detailed exploratory investigations, to understand and
explain phenomenon or test theories, using primarily
qualitative analysis.” The goal of the case study is to provide
accurate and comprehensive description of the case. In
software engineering, case studies are used for validating
research, for example, evaluation of new tools, processes, or
methods [25]. Case study is described as a research strategy
that comprises design logic, data collection techniques, and
specific approaches to data analysis. The following are the
strengths and weaknesses of case studies described in [26].

3.1. Case Studies Components. Case studies have the follow-
ing essential five important components according to Yin
[26].

3.1.1. Research Questions. Research questions are usually
stated as “who,” “what,” “where,” “how,” and “why.” Case
study is most likely to be used with “how” and “why”
questions; however, exceptions and overlaps are common.
This research will address the following research questions.

RQ1: How can the software architecture centric methods
be effectively incorporated in personal software process?

3.1.2. RQ2. What is the influence of software architecture
knowledge support in context to risk, time, cost, and product
quality for a process engineer developing mobile applica-
tions?

Propositions or Hypothesis. Hypothesis is an educated guess
that keeps the research in the right direction [26]. Hypothesis
for our research is as follows.
𝐻: Adapted architecture centric method will result in

a lightweight quality enhanced approach in terms of effort,
cost, risk, and time and quality of product.

3.1.3. Unit of Analysis. There are two methodologies that
are compared, that is, personal software process (PSP) and
architecture augmented personal process (AAPP) for mobile
and e-health application development.

3.1.4. Determination of How Data Are Linked to Propositions.
Data collected during case study should be a reflection of the
proposition and mapped to it [26].

Validity measures of risk, effort, cost, and quality are key
success factors for mobile application software project [27]
and they have been used along with time to market and
other values’ achievement to evaluate the effectiveness of the
two approaches. Table 3 shows the validity measures used
in this research which reflects our proposition and research
questions.

3.1.5. Criteria to Interpret Findings. Any findings and con-
clusions will be made on the basis of data collected during
case studies keeping in view the research questions and
propositions along with the statistical analysis.

4. Criteria For Judging Quality of
Research Design

Four tests are described in [26] to establish quality of any
empirical social research (case study being one of them).
These steps are as follows.

4.1. Construct Validity. Construct validity ensures correct
operational measures chosen for the concepts being studied.
Effort, cost, time to market, and quality attributes achieve-
ment levels were measured in this research which reflects
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Table 3: Validity measures.

Sr. # Validity measure Measured in
(1) Effort (architecture) Man-hours
(2) Effort (overall) Man-hours for development activity
(3) Cost (architecture) Man-hours × wage/hour
(4) Cost (overall) Man-hours for development activity × pay/hour
(5) Time to market (TTM) TTM = time product delivered − time product conceived
(6) Quality attributes attainment levels Percentage (%) of total score achieved

Table 4: Architecture and overall effort measuring matrix.

Day 0-1 hour 1-2 hours 2-3 hours 3-4 hours 4-5 hours 5-6 hours 6-7 hours 7-8 hours
(1) A/D A/D A/D A/D A/D A/D A/D A/D
(2) A/D A/D A/D A/D A/D A/D A/D A/D
𝑁 A/D A/D A/D A/D A/D A/D A/D A/D

Planning
Architecture

design
Detailed design
Design review

Code

Code review

Compile

Test

Postmortem

Requirements

Plan

Scripts Guide Logs Results

Time
defects

Plan
summary

Finished product
Project and process

data summary report

Stakeholders collaboration

Adapted Adapted
ADD QAW

1 2

345

Figure 4: Architecture augmented personal process.

our research questions as well as proposition.Thesemeasures
have strong architecture literature grounding.

4.2. Internal Validity. Internal validity is inapplicable to case
studies that are not concerned with causal situation. In our
research, each inference is given its due consideration and
rationale during the research design.

4.3. External Validity. Within case studies, it means that
the results can be generalized to similar cases to those that
were studied. In our research, two separate instances of the
same systems were developed to ensure that our results were
repeatable and generalizable.

4.4. Reliability. Reliability means that if the same procedures
were employed on the same case study again (perhaps by
another researcher), the researcher should arrive at the
same results/findings earlier recorded. In our research, these

steps were documented and executed and are described in
Section 7.

5. Measurement Procedures

A day implies 8 working hours while a week is made up of
5 working days. The following were the data measurement
procedures for each validity measure.

5.1. Effort. During the day, how much time (man-hours)
was spent on architecture activity (marked by an A) or
development activity (marked by D) is shown in Table 4.

Effort (architecture) was calculated counting all As and
effort (overall) was calculated counting both A and D as
shown in Table 4.

5.2. Cost. Architecture cost and overall cost were calculated
bymultiplying architecture effort and overall effort with wage
in $/man-hour, respectively.
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5.3. Time to Market. Time to market is the total time taken
from project conception to its completion as shown below:

Time to Market = Time Product Delivered

− Time Product Conceived.
(1)

5.4. Quality Attributes Achievement Levels. Thequality attrib-
utes are described along with their subcategories. Each
software project has its own software quality attributes of
importance in the view of stakeholders. Interviews (client
and developers) were used to calculate quality attribute
achievement score for each quality attribute; these scoreswere
later aggregated and a holistic percentage (%) score for all
quality attributes of importance is calculated.

6. Case Study Execution

The case study was executed in the university lab where
two sets of graduate software engineers were selected as
participants out of a group of volunteers. Both had 3 years
of Management System Development Experience and were
also well versed in system design and implementation. Both
also have experience in maintaining and documentation of
software process data for process improvement. A week of
training was also provided to both of the participants of
the case study that were provided with adequate training
in personal software process and architecture augmented
personal process and small examples were executed before
moving on to the system under investigation. Identical Sys-
tem Vision documents for alternatively developing the same
systems keeping the same lab environment and variables
were provided to both sets of engineers along with details
of software hardware interfaces available and constraints
on the system along with the focused quality attributes of
maintainability, usability performance while promoting bet-
ter communication, simplicity, and feedback for the system.

For comparative analysis and calculation of significance
of the effectiveness of both approaches, a small case of mobile
application was executed first as a pilot study. The results of
themobile applicationwere analysed to come upwith a better
understanding of the effectiveness of the proposed process.
TimeLapseAssistant redeveloped for this study is anAndroid
OS (or framework) based application and is implemented
as part of case studies 1 and 2. Time Lapse Assistant is a
tool for professional photographers to calculate time lapse
photography parameters and save calculated parameters as
part of different projects for later reviewing and other useful
tools to aid time lapse photography such as synchronized
timer, project map, and sun times.

The main health related mobile application system devel-
opment undertaken is the hospital management system.This
is a term that is mostly referred to where management
activities take place residing inside the hospital. The partic-
ular system helps the entire hospital management including
doctors and clerks. The most important entity that is being
focused is the patient. The system is designed to be used on
tablets and mobile phones and runs in parallel with the web
based system.
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Figure 5: Case study 1 versus case study 2, architecture effort, project
size ∼2400 LOC.
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Figure 6: Case study 3 versus case study 4, architecture effort,
project size ∼4700 LOC.

7. Case Study Results

7.1. Findings: Architecture Effort. Figure 5 presents compara-
tive architecture effort for case study 1, that is, by applying
personal software process (PSP), and case study 2, that is, by
applying Architecture Augmented Personal Process (AAPP)
methodology per week as shown in the figure.

Total architectural effort calculated in man-hours for
personal software process (PSP) was found to be 13 hours; on
the other hand, AAPP took 29 hours (2.23 times greater when
compared with PSP) while the project size was approximately
2400 LOC. It was noted that architecture effort for AAPP
was considerably higher during the first week due to com-
prehensive focus on detailed architecture and stakeholder
collaboration.

Figure 6 presents comparative architectural effort for case
study 3, that is, by applying PSP, and case study 4, by
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Figure 7: Case study 1 versus case study 2, overall effort.

applying Architecture Augmented Personal Process (AAPP)
methodology per week as shown in the figure.

Total architectural effort calculated inman-hours for PSP
was found to be 27 hours; on the other hand, AAPP took 32
hours (1.18 times greater when compared with PSP design)
while the project size was approximately 4700 LOC. Once
again, it was noted that design effort for AAPP was higher,
but this time not as much significant as with case study 1 and
case study 2 comparison, that is, 2.23 times. Furthermore,
during case study 3 and case study 4, the project size is
greater (4700 LOC) as compared to case study 1 and case
study 2; the architecture effort for PSP versus AAPP became
less significant, that is, from 16-hour (or 2.23 times greater
during AAPP) difference during case study 1 and case study
2 to 5 hours during case study 3/case study 4 (or 1.18 times
greater during AAPP).

7.2. Findings: Overall Effort. Figure 7 presents overall effort
spent (man-hours) for the implementation of system during
case study 1, that is, by applying PSP, and case study 2, that
is, by applying Architecture Augmented Personal Process
(AAPP).

During case study 1 (PSP), it took 171 hours, while
during case study 2 (AAPP), it took 185man-hours of overall
effort. Case study 2 with AAPP took 14 hours more as
compared to case study 1. This suggests that investing in
architecture effort 2.23 times greater during AAPP saved
considerable time during later stages, that is, code, test,
and refactoring, and resulted in nonsignificant difference in
overall time. Furthermore, there were 4 refactoring activities
performed during case study 1 (PSP) suggesting little system
understandability and more rework.

Figure 8 presents overall effort spent (man-hours) for
the implementation of system during case study 3, that is,
by applying PSP, and case study 4, that is, by applying
architecture augmented personal process (AAPP) as shown
in the figure.
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Figure 9: Case study 1 versus case study 2, architecture and overall
effort spent.

During case study 3 (PSP), it took 297 man-hours of
overall effort while case study 4 (AAPP) took 303 hours. The
project sizes for case study 1/case study 2 and case study
3/case study 4 were approximately 2400 LOC and 4700 LOC,
respectively. It was found that overall effort or hours got even
less significant for AAPP with increased project size, that is,
from 14 hours during case study 1/case study 2 to 6 hours
during case study 3/case study 4.

7.3. Effort Comparisons for Case Studies. Figure 9 shows ar-
chitecture as well as overall effort difference for case study 1
and case study 2 between PSP and architecture augmented
personal process (AAPP).

Architectural effort in case of AAPP in case study is more
than twice but the difference in overall effort is insignificant.

Figure 10 shows architecture as well as overall effort
difference for case study 3 and case study 4 between PSP and
architecture augmented personal process (AAPP).

With increased project size during case study 3 and case
study 4, the difference between both architectural effort and
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Table 5: Average architecture and overall effort per day for case studies.

Case study # Mean architecture effort/day (man-hours/day) Mean overall effort/day (man-hours/day)
(1) Using PSP 13/28 = 0.4642 hours/day 171/28 = 6.1071 hours/day
(2) Using AAPP 29/38 = 0.7631 hours/day 185/38 = 4.8684 hours/day
(3) Using PSP 27/48 = 0.5625 hours/day 297/49 = 6.0612 hours/day
(4) Using AAPP 32/51 = 0.6274 hours/day 303/51 = 5.9411 hours/day
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Figure 10: Case study 3 versus case study 4, architecture and overall
effort spent.

overall effort gets insignificant. This suggests that design
or architecture activity for smaller projects may provide its
benefits but at doubled architecture effort when architecture
augmented personal process (AAPP) was applied compared
to traditional architecture activities in personal software pro-
cess (PSP). However, with increased project size (2400 LOC
to 4700 LOC in our case), we notice the effort difference
getting less significant between PSP design activities and
AAPP. This is because during PSP case studies 1 and 3 more
refactoring and rework efforts were made as compared to
AAPP case studies 2 and 4 and least planning or architectural
effort. Such approach provided good results in terms of less
effort spent for PSP architecture for smaller project but with
larger project size PSP resulted in even more refactoring and
rework effort where the difference between both approaches
got even less significant. In otherwords, the least architectural
effort for larger projects resulted inmore rework as compared
to the smaller projects canceling out any effort saved in the
first place.

If we take average for architecture and overall effort, we
get the results as shown in Table 5 and Figure 11.

Case study 1 (PSP) resulted in average daily architecture
effort of 0.4642 man-hours a day while with case study 2
(AAPP) we get average daily architecture effort of 0.7631
man-hours a day. AAPP requires significantly higher effort as
compared to PSPwith project of small size. Case study 3 (PSP)
resulted in average daily architecture effort of 0.5625 man-
hours per day while case study 4 (AAPP) resulted in average
daily architecture effort of 0.6274. With an increased project
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Architecture effort: man-hours/day

Mean architecture effort per day: case studies 1 versus 2
versus 3 versus 4
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Figure 11: Average architecture effort per day during all case studies.
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Figure 12: Mean overall effort per day during all case studies.

size, we see that average daily architecture effort became
insignificant between PSP and AAPP, which is due to higher
cost of replanning in case of larger project (case study 3) due
to lack of extensive system understanding.

During case studies 1 (PSP) and 2 (AAPP) which repre-
sent a small sized project, we get overall daily average effort of
6.1071 and 4.8684 man-hours a day, respectively. This means
that with AAPP methodology we saved 1.2387 man-hours
on average per day; as more time on architecture was spent
during AAPP, this resulted in a better understanding of the
system and less rework. However, case studies 3 (PSP) and 4
(AAPP) were conducted on significantly larger project size
and the results show an average daily effort of 6.0612 and
5.9411man-hours, respectively.This difference is insignificant
but with AAPP we saved 0.1201 man-hours of overall effort
per day. See Figure 12 for further details.
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Figure 13: Case study 1 versus case study 2, architecture and overall
cost.
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Figure 14: Case study 3 versus case study 4, architecture and overall
cost.

8. Findings and Discussions

8.1. Architecture and Overall Costs. Figure 13 shows architec-
ture and overall cost for PSP and architecture augmented
personal process (AAPP) approach applied during case study
1 and case study 2, respectively.

During case study 1 and case study 2 with smaller project
size (∼2400 LOC) it costs more than twice for architecture
with AAPP while overall cost is slightly higher as compared
to PSP.

Figure 14 shows architecture and overall cost for PSP and
architecture augmented personal process (AAPP) approach
employed during case study 3 and case study 4, respectively.

As cost is directly proportional to the effort, that is, the
more the hours invested in an activity, the greater the cost,
AAPP resulted in twice the cost as compared to PSP design
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Figure 15: Time to market (TTM).

during case study 1 and case study 2 but the overall cost
difference was not much significant ($66 greater in case of
AAPP) as it reduced the amount of rework due to better
planning and system understanding that saved time during
the later stages (coding, testing, and refactoring). As project
size was increased with case study 3 and case study 4, the
architecture and overall cost difference between PSP and
AAPP became even less significant as compared to case study
1 and case study 2.

8.2. Time to Market. Time to market (TTM) is the total time
taken for a product as a concept up till when the product is
delivered. TTM for case study 1 (PSP Design) was 38 days
while for case study 2 (AAPP) it was 45 days. Figure 15 shows
TTM for both case studies.

TTM for case study 3 (PSP) was found to be 59 days while
TTM for case study 4 (AAPP) was 64 days. The difference
between the first and second case study in terms of TTM
is 7 additional days in the case of AAPP, that is, case study
2. When compared with overall effort in hours as explained
earlier which was 171 and 185 hours for PSP and AAPP,
respectively, the difference was found to be 14 hours or less
than 2 days of work. Difference between both approaches in
terms of overall effort may not be very significant but TTM
difference between the two approaches is more significant as
compared to overall effort as it also includes the whole week
including nonworking days and not just effort spent during
working hours. During case study 3 (PSP) and case study 4
(AAPP), TTM difference was found to be 5 additional days
for AAPP. Hence, TTM for larger project size (case study
3 and case study 4) was less significant when compared to
smaller project size (case study 1 and case study 2) when
AAPP was employed.

8.3. Quality Attributes Achievement Levels. Performance/
efficiency, modifiability, and usability were found to be
common quality attributes for our case studies. Stakeholders
were interviewed and data from code was analysed. Each
quality attribute achievement score is converted to percentage
for ease of understanding.
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Figure 16: Case study 1 versus case study 2, performance score.

95.83

64.58

Performance (%)

Performance score: case study 3 (PSP) versus
case study 4 (ACPSP) 

Case study 3 (PSP)
Case study 4 (AAPP)

Figure 17: Case study 3 versus case study 4, performance score.

8.3.1. Quality Attribute: Performance Score (%). Performance
is the degree to which system or its component meets
its required functions within defined constraints, that is,
speed, accuracy, or memory usage. Time economy is one
of the subfactors of performance and is used to measure
performance in our case studies as response time(s). Final
score is converted into percentage for better understanding.
Figure 16 showed the results found for performance quality
attribute for case study 1 and case study 2.

Figure 17 showed the results found for performance
quality attribute for case study 3 and case study 4.

8.3.2. QualityAttribute:Modifiability Score (%). Modifiability
is the ease with which system or component can be modified
for corrections of faults, improved performance, adaptations
to new environment, or any other attribute. Cohesiveness,
correctability, and extensibility subfactors are used tomeasure
modifiability. Final score has been converted into percentage
for better understanding. Figure 18 showed the results found
for quality attribute modifiability for case study 1 and case
study 2.

Figure 19 showed the results found for quality attribute
modifiability for case study 3 and case study 4.

8.3.3. Quality Attribute: Usability Score (%). Usability is the
ease with which a user can learn to operate, prepare inputs
for, and interpret outputs from the system. Subfactors of
learnability and satisfaction are used to measure usability.
Final score for usability is converted into percentage for better

73.76

35.13

Modifiability (%)

Modifiability score: case study 1 versus case study 2

Case study 1 (PSP)
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Figure 18: Case study 1 versus case study 2, modifiability score.
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Figure 19: Case study 3 versus case study 4, modifiability score.
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Figure 20: Case study 1 versus case study 2, usability score.

understanding. Figure 20 showed the results found for quality
attribute usability for case study 1 and case study 2.

Figure 21 showed the results found for quality attribute
usability for case study 3 and case study 4.

8.3.4. Mean Quality Attribute Achievement Score for All
Case Studies. Overall results were found for quality attribute
achievement levels for case studies 1, 2, 3, and 4 by taking
mean of the earlier quality attribute scores in percentages as
shown by the following formula:

Mean QA score for Case Study 𝑋
= QA% Score 1 +QA% Score 2 . . .

+
QA% Score 𝑛
Total QA (𝑁)

,

(2)

where QA is the quality attribute.
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Table 6: Mean quality attribute scores for all case studies.

Case study # Mean QA score (%)
(1) PSP 48.93%
(2) AAPP 87.50%
(3) PSP 51.30%
(4) AAPP 91.92%

97.5

51.67

Usability (%)

Usability score: case study 3 versus case study 4

Case study 3 (PSP)
Case study 4 (AAPP)

Figure 21: Case study 3 versus case study 4, usability score.

48.93 87.501 51.3085 91.92

Mean quality attributes achievement scores (%)

Mean quality attributes achievement scores: case studies 1
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Case
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Figure 22: Case studies 1, 2, 3, and 4, mean quality attributes
achievement scores.

Simply by adding all quality attributes score within a case
study in % and dividing by total number of quality attributes,
we get mean quality attribute achievement score for a case
study.Themean quality attribute scores are shown in Table 6.

Figure 22 shows mean quality attribute scores for case
studies 1, 2, 3, and 4 as shown in the figure.

As shown in Figure 22, the mean quality attribute
achievement scores for case studies 2 and 4 by applyingAAPP
were found to be significantly higher as compared to case
studies 1 and 3 by applying PSP.

8.4. Project Values Achievement Score. Project values of
simplicity, feedback, and communication were measured
by interviewing project stakeholders. First, we presented
individual PSP value results and finally looked at the mean
PSP values scores achieved during each case study.

8.4.1. Value of Communication Score. Figure 23 shows the
results found for the impact on PSP value of communication
for case study 1 and case study 2 when PSP and AAPP were
applied, respectively.

Figure 24 shows the results for the impact on PSP value
of communication for case study 3 and case study 4 when PSP
and AAPP were applied, respectively.

75.83
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Communication (%)

Communication score: case study 1 versus case study 2

Case study 1 (PSP)
Case study 2 (AAPP)

Figure 23: Case study 1 versus case study 2, communication value
score.

Communication score: case study 3 versus case study 4
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Communication (%)
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Figure 24: Case study 3 versus case study 4, communication value
score.
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Figure 25: Case study 1 versus case study 2, simplicity value score.

8.4.2. Value of Simplicity Score. These were the results found
for the impact on PSP value of simplicity for case study
1 and case study 2 when PSP and AAPP were employed,
respectively, as shown in Figure 25.

Figure 26 showed the results found for the impact on PSP
value of simplicity for case study 3 and case study 4 when PSP
and AAPP were employed, respectively.

8.4.3. Value of Feedback Score. These were the results found
for the impact on PSP value of feedback for case study 1
and case study 2 when PSP and AAPP were employed,
respectively, as shown in Figure 27.

Figure 28 showed the results found for the impact on PSP
value of feedback for case study 3 and case study 4 when PSP
and AAPP were employed, respectively.

8.5. Architecture Benefits Score. Architecture benefits were
measured using interview for personal software process
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Figure 26: Case study 3 versus case study 4, simplicity value score.
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Figure 27: Case study 1 versus case study 2, feedback value score.
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Figure 28: Case study 3 versus case study 4, feedback value score.

(PSP) and architecture augmented personal process (AAPP).
Figure 29 shows stakeholder communication architecture ben-
efit as percentage score for all case studies.

Figure 30 shows documentation of design decisions archi-
tecture benefit as percentage score for all case studies.

Figure 31 shows identification of risks architecture benefit
as percentage score for all case studies.

Figure 32 shows scalable solutions architecture benefit as
percentage score for all case studies.

Figure 33 shows scheduling architecture benefit as per-
centage score for all case studies.

Figure 34 shows mean architecture benefits score as
percentage score for all case studies.

Case studies with architecture augmented personal pro-
cess (AAPP) showed significantly greater mean achievement
of architecture benefits score individually as well as mean,
that is, over 20% for project with small size and over 30% for
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Figure 29: Stakeholder communication score for all case studies.
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Figure 30: Documentation of design decisions score for all case
studies.
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Figure 31: Identification of risks score for all case studies.

larger sized project as compared to personal software process
case studies. It was also noted that team with AAPP had
better understanding of the system and as a result created
simple solutions that took less time with little or no rework in
some cases. This also helped team schedule their tasks better.
Table 7 showed the scores recorded for values and quality
attributes during case studies 1, 2, 3, and 4; scores are out of
100 and represent percentage (%) as shown in the table.

From the data shown in Table 7, we get a correlation of
0.9923 which means a highly positive correlation and that for
its set of data if we increase goal compliance scores, quality
attributes scores also increase. In otherwords, if we stress goal
compliance during a project, it has positive impact on quality
attributes of that project.

Although the addition of software architecture has
induced some additional cost time and effort, the over-
all advantages outweigh this burden. The results clearly
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Figure 32: Scalable solutions score for all case studies.
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Figure 33: Scheduling score for all case studies.
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Figure 34: Mean architecture benefit score for all case studies.

show that the augmentation of architecture knowledge has
enhanced the overall process output and also impacted the
overall product quality. The early risk identification and
mitigation also proved to be a handful which reduced the
rework time during M-health system development process.
Similarly as the size of the project and complexity increases
to a certain limit the cost, effort, and time values effect would
get reduced for architecture work.

9. Conclusion

Thenewly proposed processAAPP enhances the overall qual-
ity of themobile healthcare systems in terms of consideration
of the architecture with the software process.The case studies
were performed in order to compare the proposed process
AAPP. The research results show an improvement in terms

Table 7: Defined process goals and quality attribute scores for all
case studies.

Sr. # Case study Process
goals score

Quality
attributes
score

(1) Case study 1 (PSP) 61.5125 48.93
(2) Case study 2 (AAPP) 86.325 87.501
(3) Case study 3 (PSP) 59.5125 51.3085
(4) Case study 4 (AAPP) 93.125 91.92

of architectural benefits that are achieved using AAPP as
described in the findings.The application of AAPP is initially
a bit costly in terms of time and effort but the performance
of the personal process is improved by augmenting the
architecture with personal software process. The proposed
AAPP is applied in the domain of healthcare in order to get
an utmost benefit of the proposed process. Initially, AAPP is
applied on a simple healthcare project. In future research, we
will apply AAPP on more domains and complex projects in
order to better generalize and validate the proposed process.
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Due to the scattered nature of DDoS attacks and advancement of new technologies such as cloud-assisted WBAN, it becomes
challenging to detect malicious activities by relying on conventional security mechanisms. The detection of such attacks demands
an adaptive and incremental learning classifier capable of accurate decision making with less computation. Hence, the DDoS attack
detection using existing machine learning techniques requires full data set to be stored in the memory and are not appropriate for
real-time network traffic. To overcome these shortcomings, Very Fast Decision Tree (VFDT) algorithm has been proposed in the
past that can handle high speed streaming data efficiently. Whilst considering the data generated by WBAN sensors, noise is an
obvious aspect that severely affects the accuracy and increases false alarms. In this paper, an enhanced VFDT (EVFDT) is proposed
to efficiently detect the occurrence of DDoS attack in cloud-assisted WBAN. EVFDT uses an adaptive tie-breaking threshold for
node splitting. To resolve the tree size expansion under extreme noise, a lightweight iterative pruning technique is proposed. To
analyze the performance of EVFDT, four metrics are evaluated: classification accuracy, tree size, time, and memory. Simulation
results show that EVFDT attains significantly high detection accuracy with fewer false alarms.

1. Introduction

Nowadays, cloud-assisted WBAN for patient health mon-
itoring have attracted researchers’ attention. Besides other
open issues inWBAN environment such as energy efficiency,
quality of service, and standardization, security and privacy
are the key issues that need special attention. Among these
security issues, data availability is the most nagging security
issue.The Distributed Denial of Service (DDoS) attack is one
of the most powerful attacks on the availability of patients
health data and services of health care professional. DDoS
attack severely affects the capacity and performance of a
WBAN network if not handled in a timely and appropriate
manner [1].

For detecting a DDoS attack in cloud-assisted WBAN,
there is a need for a defensive approach that understands the
network semantics and flow of traffic in the networks. When
a victim node is flooded with huge amount of packets that

exceeds its processing ability, the excessmust be dropped.The
packet based dropping strategy helps in distinguishing the
legitimate traffic from the flood traffic and is used to avoid
the impact of attack traffic on legitimate users. Observing
the network traffic flow shows that there is no regular
structure of patterns existing in the network and therefore
statistical pattern identification techniques are needed. Inte-
grating existing attack detection and defense mechanism
in a resource constrained WBAN network increases the
computation and communication cost [2].

The network resources are not enough to mitigate the
huge amount of traffic generated by DDoS attack. Therefore,
there is a need for an approach that is lightweight and capable
of handling real-time streaming data. For this research, data
mining techniques have been studied and explored. Among
the data mining techniques, VFDT is proved to be the
most prevalent due to the simplicity and interpretability
of their rules and thus considered as more appropriate for
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low-power sensor networks. The underlying reasons for the
selection of VFDT are as follows: (1) it lightweight; that
is, it does not require a dataset to be stored in memory,
thus making it suitable for resource constraint WBAN; (2)
it can progressively build decision tree from scratch which
helps in detecting DDoS attack at any stage; (3) each time
a new segment of sensor data arrives, a testing and training
process is performed over it keeping the stored data up to
date; (4) it does not require reading full dataset and yet
adjusts decision tree according to the newly incoming and
gathered statistical attributes, thus consuming less memory
space; (5) it is appropriate for huge amount of nonstationary
and streaming data obtained from WBAN sensors; (6) it
provides a transparent learning process. These features make
VFDT a suitable candidate for implementing an autonomous
decision maker for DDoS attack detection in cloud-assisted
WBAN.

In this paper an improvement of VFDT [3], namely,
enhanced VFDT (EVFDT), is proposed which differs from
the existing algorithms in terms of classification accuracy,
tree size, memory, and time. Our proposal is to build a deci-
sion tree based classification algorithm capable of handling
noisy data and detecting a DDoS attack efficiently with high
accuracy and low false alarm rate while allowing legitimate
requesters to access the resources. The proposed algorithm is
deployed at the victim node.

The contributions of this paper include the following:

(1) It proposed a novel EVFDT classification algorithm
that is capable of classifying network traffic and
detecting DDoS attack with high accuracy and less
false alarms. EVFDT has achieved classification accu-
racy of about 96.5% with 0% noise and 81.5% with
20% noise in dataset.

(2) It is analyzing the effect of noise on stream data and
its impact on the accuracy and false alarm rate while
detecting a malicious behavior in the network.

(3) It highlights the shortcomings of the existing DDoS
detection techniques.

(4) For simulation experiment, a DDoS attack algorithm
is written and simulated in order to generate attack
traffic for evaluation.

(5) It presents evaluation of the proposed algorithm and
results.

The remainder of this paper is organized as follows:
Section 2 discusses the existing data mining and stream
mining techniques for detecting DDoS attack along with
their limitation when applied in resource scarceWBAN envi-
ronment. Section 3 elucidates the proposed system model
and proposed algorithms. Section 4 presents the simulation
experiment with proposed algorithm for generating DDoS
attack strategy. At the end of Section 4, a detailed perfor-
mance analysis and results comparison are given. Finally,
Section 5 concludes the paper with recommendation for
future work.

2. Related Work

2.1. Distributed Denial of Service (DDoS) Attack. A Dis-
tributed Denial of Service (DDoS) attack is defined as an
explicit attempt by an attacker to exhaust the resources of
a victim node. Multiple nodes are deployed to launch an
attack by sending a stream of packets towards the victim,
thus consuming the key resources of victim node andmaking
them unavailable to legitimate nodes.These resources mainly
include the network bandwidth, computing power, andmem-
ory resources [4].

DDoS attack is mainly divided into two classes [5],
bandwidth depletion attack and resource depletion attack.
In bandwidth depletion attack, the goal of an attacker is to
flood the victim node with huge amount of traffic in order to
prevent the legitimate traffic from reaching the victim node.
It is further divided into flood attack and amplification attack.
In resource depletion attack, the goal of an attacker is to
degenerate the critical resources (processor andmemory) of a
victimnode in order to prevent the legitimate user fromusing
these resources.

A detailed analysis of DDoS attack in cloud-assisted
WBAN environment and its implication shows that DDoS
attack has following characteristics:

(1) During an attack, the packet length, sequence num-
ber, and window size remain fixed.

(2) Source IP and destination IP address along with port
numbers are spoofed and generated randomly.

(3) Packet throughput decreases for legitimate users,
which is defined as the number of bytes transferred
from source to destination per unit time.

(4) Packet loss increases for legitimate users, which
occurs due to the interaction of legitimate traffic with
attack traffic.

(5) Packet delay increases as network congestion builds
up.

(6) Traffic jitter may also increase significantly to impact
especially real-time traffic.

Taking into account these characteristics, the key chal-
lenge lies in identifying the attack traffic from legitimate
traffic of incoming data stream.

2.2. Data Mining Techniques. In the recent past, data min-
ing techniques have been considered as one of the most
promising solutions for identifying the malicious behavior
of nodes in the network. For this research, data mining
techniques have been studied and evaluated for the detection
of DDoS attack in cloud-assisted WBAN environment. From
the perspective of DDoS attack detection, existing data
mining techniques (Subbulakshmi et al. [6], Wu et al. [7],
Lee et al. [8], Arun and Selvakumar [9], and Thwe and
Thandar [10]) can be broadly classified into source-based
and destination-based detection techniques. Source-based
detection techniques are deployed near the source of an attack
whereas destination-based detection techniques are deployed
near the victim of an attack.
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Subbulakshmi et al. [6] proposed an Intrusion Detection
System (IDS) based defense mechanism to counter DDoS
attack. The IDS is trained using the datasets obtained from
the extraction of attack traffic features. To strengthen the
detection process, weights are added with these datasets at
regular intervals.

Wu et al. [7] proposed a destination-based DDoS attack
detection technique. In this technique, a decision tree is
deployed for attack detection and a traffic pattern matching
technique for attack identification and its traceback. For the
classification of network traffic, fifteen different network and
packet features are selected. C4.5 classification algorithm
is deployed to classify the network traffic on the basis of
identified packet features.

In [8], a source-based attack detection technique is pro-
posed based on an enhanced traffic matrix approach. Traffic
matrix parameters are optimized using a genetic algorithm
(GA). To construct a traffic matrix, two features of the IP
header are used, namely, the packet arrival time and source
IP address. From the resultant traffic matrix, variance is
calculated and used to classify the traffic as normal (high
variance) or a DDoS attack (low variance). Finally alerts are
generated upon the detection of an attack.

In [9], the author explores the ensemble based neurofuzzy
classifier. The author contributes to existing classifier by
including a weight update distribution policy, error cost
reduction, and ensemble output combination approach. For
performance evaluation, training and testing datasets are
separately maintained. The result shows that this scheme
efficiently detects DDoS attack.

Thwe and Thandar [10] proposed a statistical anomaly
detection technique based on 𝐾-Nearest Neighbor (𝐾NN)
deployed at the victim node. A user specified threshold is
defined.When the current state of the system differs from the
defined model by a specified threshold, an anomaly is raised.
At this stage 𝐾NN is used to detect an attack.

A detailed comparison of these techniques along with
their limitations can be found in [11]. The major drawback
of data mining techniques is that they are not suitable for
real-time data mining of network traffic and require a huge
amount of memory to store the datasets. In recent past,
stream mining techniques have been proposed to overcome
the limitations of data mining techniques.

2.3. Stream Mining Techniques: Very Fast Decision Tree
(VFDT). Taking into account the resource constrained
nature of WBAN sensors, VFDT proves to be a lightweight
data mining technique that is able to process a large amount
of high speed streaming data consuming less memory space.
It turns out to be efficient in the detection of DDoS attack
at any stage due to its ability of building decision tree from
scratch. In [11] VFDT is applied for detection of DDoS attack
and objective based comparison is done. The results show
that the VFDT proves to be an accurate tool for DDoS attack
detection. Therefore, VFDT is selected and improved for
detecting DDoS attack efficiently.

2.3.1. Variants of VFDT. VFDT is a stream-based data classi-
ficationmethod that learns using a complete set of𝑁 training

samples expressed as (𝑋, 𝑦), where𝑋 is a vector of 𝑛 attributes
given as {𝑋

1
, 𝑋
2
, . . . , 𝑋

𝑛
}. The aim is to construct a model

of a mapping function 𝑦 = 𝑓(𝑋) that will predict the
classes of subsequent samples 𝑥 with maximum accuracy. To
design a VFDT for DDoS attack detection, the mathematical
preliminaries used for the classification are first discussed (see
[3, 12]).

Hoeffding Bound. This gives a certain level of confidence
about the best attribute to split the node. Suppose we have𝑁
independent observations of a real-valued random variable 𝑟
whose bounded range is 𝑅. The Hoeffding bound states that,
with confidence level 1 − 𝛿, the true mean of variable 𝑟 is at
least 𝑟 − 𝜖, where 𝜖 can be calculated using

𝜖 = √
𝑅
2 ln (1/𝛿)
2𝑁

. (1)

Information Gain. VFDT uses the information gain as heuris-
tic evaluation function to find the upper and lower bounds
with high confidence. The upper bound 𝐺(⋅)

+ and lower
bound 𝐺(⋅)

− are calculated using

𝐺 (𝐴, 𝑇)
+
= ∑

V∈𝐴
𝑃 (𝑇, 𝐴, V) + √

ln (1/𝛿)
2𝑁

𝐻 (Sel (𝑇, 𝐴, V))+

𝐺 (𝐴, 𝑇)
−
= ∑

V∈𝐴
𝑃 (𝑇, 𝐴, V) + √

ln (1/𝛿)
2𝑁

𝐻 (Sel (𝑇, 𝐴, V))− ,

(2)

where 𝐴 is an attribute in the 𝑇 set of training samples.
𝑃(𝑇, 𝐴, V) is a fragment of the training samples in set 𝑇 that
holds the value V for attribute 𝐴. Sel(𝑇, 𝐴, V) selects all the
training samples having value V for attribute 𝐴 from set 𝑇.

Although VFDT classifies stream data efficiently, it has
limitations like the fact that it cannot handle noisy data
and classification accuracy decreases with the increase in
noise. In recent past, few variations of VFDT have been
proposed. In this section, variants of VFDT are discussed
and briefly analyzed for their feasibility long with their
limitations when employed for DDoS attack detection in
cloud-assisted WBAN. The variations of VFDT are analyzed
on the following parameters: attack detection accuracy, time,
memory, and tree size.

Domingos and Hulten [3] proposed VFDT based on
Hoeffding bound (HB) using (1) to control over error in
the attribute splitting distribution selection. Information gain
𝐺(⋅) given in (2) is used as heuristic evaluation function
(HEF) in order to decide the split attribute to convert the
decision nodes to leaves. Δ𝐺 = 𝐺(𝑋

𝑎
) − 𝐺(𝑋

𝑏
) defines the

difference between the two best attributes 𝑋
𝑎
(highest 𝐺(⋅))

and𝑋
𝑏
(secondhighest𝐺(⋅)). IfΔ𝐺 > 𝜖, then𝑋

𝑎
is considered

as highest value attribute in 𝐺(⋅). At this stage, the splitting
occurs on attribute𝑋

𝑎
and the decision node is converted into

leaf node. The major drawback of this technique lies in the
fact that there exist certain cases, when the two information
gains have very small differences and are equally good to
become a leaf node. At this stage, a tie condition occurs
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and the process gets stuck. Resolving the tie-breaking is a
computation intensive task that increases the processing time
and decreases the overall accuracy of decision tree. At the
same time, it is considered to be inappropriate for resource
constrained WBAN.

To overcome the limitation of VFDT, Hulten et al. [12]
proposed a fixed tie-breaking threshold 𝜏. Whenever the
difference between two information gains is very small, 𝜏 acts
as a quick decisive parameter to solve the tie condition. The
node splitting occurs on the current best attribute regardless
of how good the second best attribute might be. The value
of 𝜏 is chosen randomly and remains fixed throughout the
process. An excessive tie-breaking condition reduces the
performance of VFDT-𝜏 significantly on noisy and complex
streaming data, even with the use of parameter 𝜏. VFDT-𝜏
does not support pruning as the tree size itself is very small.
While improving the accuracy, the tree size explodes. There-
fore, a suitable pruning mechanism is required at this stage.

To overcome the limitation of fixed tie-breaking thresh-
old, Yang and Fong [13] proposed an algorithm based on
adaptive tie-breaking threshold computed directly from the
Hoeffding bound mean. The value of HB mean fluctuates
intensively with the increase in the noise percentage thus
reducing the accuracy of attack classification.

Concept Adaptive VFDT (CVFDT) [12] maintains two
trees simultaneously in memory. The tree with the shortest
depth is retained and the other one is discarded. The main
drawback of this technique is that it consumes more memory
and time tomaintain two trees. Also CVFDT does not handle
noisy data efficiently.

2.4. Effect of Noise in Streaming Data. Noisy data is consid-
ered asmeaningless or extraneous data that makes the identi-
fication of data patterns more difficult. As the noise increases
in data stream, the number of outliers also increases. In
sensor networks, noise arises due to the changes in system
behavior andmalicious activity in the network.There are two
major sources of noise [14].

Error. An error is defined as a noisy value coming from an
erroneous sensor. Outliers caused by such errors have a very
high probability of occurrence.

Event. An event refers to a particular phenomenon which,
in this case, is an attack occurrence event that changes the
state of a system. Outliers caused by events occur with small
probability but they are lasting and modify the historical
patterns of sensor data.

In both cases, the presence of outliers due to noisy data
decreases the attack detection accuracy and increases the false
alarm rate. At the same time, the tree size increases which
results in addedmemory consumption.The goal is to remove
these outliers from the sensor data in order to ensure the high
detection accuracy while keeping the resource consumption
of the network minimal.

Figure 1 shows the detrimental effect of noisy data on clas-
sification accuracy (Figure 1(a)) and tree size (Figure 1(b)).
The experimental data is synthetic and supplied as input

to VFDT-𝜏 algorithm with 𝜏 = 0.05 [12]. The error rate
significantly affects both the accuracy and tree size of decision
tree when the number of instances increasesmanifold. Even a
small error rate leads to increase in tree size by several times.

3. Proposed Model

3.1. System Architecture. The proposed Distributed Denial of
Service (DDoS) attack detection system studies the network
traffic behavior and classifies it as a normal ormalicious traffic
based on the observed traffic patterns. The proposed system
architecture is shown in Figure 2. It consists of following
phases starting from data collection phase up to response
generation phase.

3.1.1. Data Collection Phase. In this phase, the incoming data
stream is captured online and stored in database for training
purposes. The captured data is supplied as an input to the
preprocessing phase for feature extraction. Each instance of
an incoming traffic is defined by a collection of features and
is represented in feature vector space.

3.1.2. Preprocessing Phase. Preprocessing phase is further
divided into the packet feature extraction phase followed by
the labeling phase. In feature extraction phase, the real-time
packets are captured from the network traffic in order to
construct the new statistical features.These statistical features
are listed in Table 1 and are used for DDoS attack detection
and analysis.The identified features are important in defining
the quality of service (QoS) of the network and to classify the
network traffic pattern under DDoS attack. In labeling phase,
classes are assigned to these statistical features. The entire
dataset is divided into two classes labeled as “1” for attack and
“0” for nonattack packet. After labeling the resulting dataset
consists of both attack and nonattack data and is used for
training the classification tree.

Mapping the preprocessing phase to feature vector space
is given as follows:

(i) Let “𝑥” be the 𝑁-dimensional vector of extracted
features; that is, 𝑥 = {𝑥

1
, 𝑥
2
, 𝑥
3
, . . . , 𝑥

𝑛
}, where

{1, 2, 3, . . . , 𝑛} are the individual packet features.

(ii) Let 𝑃
𝑥
be the packet of 𝑥 features.

(iii) Let 𝐶
𝑥
be the vector space of labeled packets of

dimension 𝐶
𝑛
.

3.1.3. Attack Classification. In this phase, the incoming traffic
is classified as attack or nonattack by building a classification
tree using the preprocessed data defined in feature vector
space. For building the classification tree, we have proposed
an algorithm, which is discussed in the next section.

3.1.4. Attack Response. The goal of attack response module
is to minimize the impact of DDoS attack on the victim
node while allowing the legitimate traffic to move forward.
When a DDoS attack is detected, an appropriate traceback
mechanism is applied to trace an attacker and block his traffic.
The traceback technique will be explored in future work.
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Figure 1: (a) Effect of noise on accuracy. (b) Effect of noise on tree size.

Table 1: List of features.

Features Description Formula for calculation

Packet loss (PL)
percentage

Number of packets lost due to the interaction of the
legitimate traffic with the attack. It is the presence of
congestion in the network due to DDoS flooding
attacks.

Loss = [
∑PL
∑PS

] ∗ 100.

(i) PL is the packet lost.
(ii) PS is the total number of packets sent towards
the destination.

Delay or latency The time taken by the packets to reach from source to
destination.

Delay = ∑(PATime
𝑖
− PSTime

𝑖
).

(i) PATime
𝑖
is the packet arrival time.

(ii) PSTime
𝑖
the packet start time.

Jitter (delay variation)
The variation in the time between packets arriving
within a particular window. Jitter is used as an indicator
of consistency and stability of network.

Jitter =
𝑛

∑

𝑖=0

[
(Delay

𝑖
− Delay)
𝑁

].

(i) Delay
𝑖
is packet duration.

(ii) Delay is the last packet delay.
(iii)𝑁 is the difference of packet sequence
number

Throughput (TH)
Bytes transferred per unit time from source to
destination. The DDoS defense mechanism ideally
increases the throughput for the legitimate users.

TH =
∑
𝑛

𝑖=0
PacketReceived

∑
𝑛

𝑖=0
(PacketStartTime − StopTime)

.

3.2. Enhanced Very Fast Decision Tree (EVFDT): A Proposed
Classification Algorithm. The proposed classification algo-
rithm is an enhancement of original VFDT-𝜏 [12] to make
it efficient for the detection of DDoS attack in resource
constrained cloud-assistedWBAN.TheEVFDT classification
algorithm simultaneously trains and tests the decision tree
based on learning traffic patterns and classifies malicious
behavior based on these learned patterns as shown in
Figure 2.

Considering the severity of DDoS attack, the scarce
resources, and missing protection mechanism of WBAN, the
EVFDT improves the existing VFDT algorithms in terms of
following parameters: (1) accuracy; (2) tree size; (3) time; (4)
memory.

3.2.1. EVFDTTree Building Process. EVFDT is based on origi-
nal VFDT-𝜏 [12] and is improved in two aspects: accuracy and
the tree size. Algorithm 1 presents the pseudocode of EVFDT.
It is divided into four subprocedures as described below.

(A) Procedure for Tree Initialization. In this procedure, the tree
is initialized using a single leaf node, which is a root node.
The tree grows as a new data stream arrives at the root node.
Algorithm 2 shows the pseudocode of Tree Initialization
Procedure. The procedure is executed when the first data
stream arrives and it is the same as VFDT-𝜏 [12].

(B) Procedure for New Stream Sample. In this procedure, data
from the stream is traversed starting from the root node.
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Figure 2: Proposed system architecture.

Each time a new data stream arrives, this procedure traverses
the stream from root node to the leaf node and at the same
time the tree statistics are updated. Algorithm 3 shows the
pseudocode for traversing a new sample. This procedure is
same as tree traversing of VFDT-𝜏 [12].

(C) Procedure for Accuracy Improvement. Algorithm 4 shows
the proposed pseudocode for EVFDT, that is, enhancing the
accuracy of VFDT-𝜏 [12]. VFDT-𝜏 takes a fixed value of 𝜏
to break the tie as discussed in Section 2.3, which can be
deviating because of presence of noise. To overcome this,
optimized VFDT (OVFDT) takes the mean of Hoeffding
bound (HB) values for tie-breaking. As noise ratio is high
in sensor data, a simple mean does not depict the true
mean of HB because of the presence of outliers. To cater for
such outliers, EVFDT incorporates a procedure for accuracy
enhancement as given in Algorithm 4 and explained as
follows.

Let𝑋𝑆 be the sorted list of HB values,𝑚 the total number
of HB values in𝑋𝑆, and 𝑛 the new HB value seen at the node.
Starting with 𝑚 ≥ 3, the mean of difference between HB
values in 𝑋𝑆 is calculated. This mean is stored as threshold
𝑇
𝑟
. Let 𝑋𝑆

𝑛
be the position of 𝑛 in 𝑋𝑆 and the PrunedMean

is calculated with new value 𝑛. If this PrunedMean is less

than the threshold 𝑇
𝑟
, then 𝑛 is added to 𝑋𝑆; otherwise, 𝑛 is

discarded as an outlier.

(D) Procedure for Tree Pruning. Algorithm 5 shows the
pseudocode for the proposed tree pruning and explained as
follows.

Let HT be the Hoeffding tree to be pruned and 𝑆 the
stream of examples belonging to 𝑆

0
and DataSeenAtLeaf𝑛

0
is

the number of samples seen at leaf node. For every example
𝑆 in 𝑆

0
is passed through the tree starting from the root

node. If 𝑆
0
is filtered to the leaf node 𝑛

0
, then increment

DataSeenAtLeaf𝑛
0
otherwise continues growing the HT.

If DataSeenAtLeaf𝑛
0
is less than 𝜏, where 𝜏 is the

threshold for checking the eligibility of a node to be part of
HT, then prune the tree by deleting the leaf node 𝑛

0
and

updating theHT.The eligibility of the node to be part ofHT is
checked by comparing the number of samples seen at the leaf
nodewith 𝜏.The comparisonwill tell us that this leaf node has
less contribution towards classification as a smaller number
of instances are filtered to this leaf node on the current
HT.

4. Simulation Experiments and Evaluation

In this section, we evaluate the performance of proposed
EVFDT in detectingDDoS attack from incoming data stream
in cloud-assisted WBAN environment. EVFDT is compared
with VFDT and its variants in terms of the following param-
eters: accuracy, time, tree size, andmemory.These evaluation
parameters are important for comparison. Analysis shows
that a higher classification accuracy produces a bigger tree
size which in turn consumes more memory space and takes
more learning time. Similarly, a faster learning speed brings
a smaller tree size, which results in less memory space but
lower classification accuracy.

The proposed EVFDT algorithm has been implemented
using Very Fast Machine Learning (VFML) libraries [15].The
experiments are run on windows7-64-bit workstation with
2.8GHz CPU and 8GB RAM with all background processes
switched off.

4.1. Synthetic Datasets. The Low Energy Adaptive Clustering
Hierarchy (LEACH) protocol [16] was implemented in NS-2
for generating the synthetic data stream containing 1 million
data values, which are divided into five datasets. Each dataset
contains different number of instances and noise percentage.
LEACH protocol is selected because it is lightweight and
closely reflects theWBAN scenario. Cluster heads act as body
control unit (BCU) and all other nodes as sensor nodes as
depicted in Figure 3. LEACH is responsible for transferring
the data from WBAN sensor node to BCU. The simulation
runs for 900 s, 1200 s, 1500 s, 1800 s, and 2000 s to generate
the data streams. Other simulation parameters and network
configurations are shown in Table 2.

The resulting dataset includes both attack and nonattack
data. The DDoS attack code is attached to sensor nodes to
make themmalicious.The number of malicious sensor nodes
varies with different attack dataset.
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Input:
𝑆: a stream of examples
𝑋: a set of symbolic attributes
𝐺(⋅): heuristic evaluation function for node splitting
𝛿: one minus desired probability of choosing the correct attribute at any given node.
𝑛min: number of samples between estimation of growth
𝑋𝑆: sorted list of Hoeffding bound values
𝑚: total number of values in𝑋𝑆

𝑛: new Hoeffding Bound value seen at the node
𝑇
𝑟
: adaptive threshold

𝑆
0
: subset of 𝑆 → 𝑆

0
∈ 𝑆

𝜏: 5% of examples in 𝑆
0
. Threshold for checking the eligibility of a node to be part of HT

Size of 𝑆
0
= 𝑛min

Output:
A decision tree HT

Procedure EnhancedVFDT(𝑆,𝑋, 𝐺, 𝛿, 𝑛min)
BEGIN:
A stream of examples 𝑆 arrives

IF (HT = 𝜙), THEN TreeInitialization(S, X)
Get an Initialized HT with a single root node

IF (HT ̸= 𝜙), THEN NewStreamSample(S, X)
Label 𝑙 with the majority class among the samples seen so far at 𝑙
Let 𝑛
1
be the number of samples seen at 𝑙

IF the samples seen so far at 𝑙 are not all of the same class and (𝑛
𝑙
mode 𝑛min) = 0

THEN
Compute 𝐺

𝑙
(𝑋
𝑖
) for each attribute𝑋

𝑖
∈ 𝑋
𝑙
− {𝑋
𝜙
} using 𝑛

𝑖𝑗𝑘
(𝑙)

PrunedMean = AccuracyEVFDT(𝑋𝑆,𝑚, 𝑛, 𝑇
𝑟
)

Let𝑋
𝑎
be the attribute with highest 𝐺

𝑙
and𝑋

𝑏
be the attribute with second-highest 𝐺

𝑙

Compute 𝜀 using (1)
Let Δ𝐺

𝑙
= 𝐺
𝑙
(𝑋
𝑎
) − 𝐺
𝑙
(𝑋
𝑏
)

IF ((Δ𝐺
𝑙
) > 𝜀 or (Δ𝐺

𝑙
) ≤ PrunedMean) and𝑋

𝑎
̸= 𝑋
𝜙
, THEN split𝑋

𝑎
as a branch

FOR each branch of split
Add a new leaf 𝑙

𝑚
and let𝑋

𝑚
= 𝑋 − {𝑋

𝑎
}

Let 𝐺
𝑚
(𝑋
𝜙
) be the 𝐺 obtained by predicting the most frequent class at 𝑙

𝑚

FOR each class 𝑦
𝑘
and each value 𝑥

𝑖𝑗
of each attribute𝑋

𝑖
∈ 𝑋
𝑙
− {𝑋
𝜙
}

Let 𝑛
𝑖𝑗𝑘
(𝑙
𝑚
) = 0.

END-FOR
END-FOR

END-IF
ELSE Pruning(𝑆, 𝑆

0
, 𝑛min, 𝜏, HT)

Return HT
END:

Algorithm 1: EVFDT procedure: enhanced EVFDT.

Procedure TreeInitialization(𝑆,𝑋)
BEGIN:

Let HT be a tree with a single leaf 𝑙
1
(the root)

Let𝑋
1
= 𝑋 ∪ (𝑋

𝜙
)

Let 𝐺
1
(𝑋
𝜙
) be the 𝐺 obtained by predicting the most frequent class in 𝑆

FOR each class 𝑦
𝑘

FOR each value 𝑥
𝑖𝑗
of each attribute𝑋

𝑖
∈ 𝑋

Let 𝑛
𝑖𝑗𝑘
(𝑙) = 0

END-FOR
END- FOR
Return HT

END:

Algorithm 2: EVFDT procedure: tree initialization.
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Procedure NewStreamSample(𝑆,𝑋)
BEGIN:
FOR each new instance (𝑥, 𝑦) in 𝑆

Sort (𝑥, 𝑦) into a leaf 𝑙 using HT
FOR each 𝑥

𝑖𝑗
in𝑋 such that𝑋

𝑖
∈ 𝑋

Increment 𝑛
𝑖𝑗𝑘
(𝑙)

END-FOR
END:

Algorithm 3: EVFDT procedure: new stream sample.

Table 2: Simulation parameters.

Parameters Values
Sensing field 50 × 50
Topology Star
Simulation time 900 s, 1200 s, 1500 s, 1800 s, 2000 s
Packet size 1000 bytes
Radio communication range 2m standard, 5m special use
Number of nodes 50
BAN coordinator Directional mode
Sensor nodes Omnidirectional mode
Routing protocol LEACH
Transport protocol TCP

4.1.1. DDoS Attack Strategy: Generation and Analysis. In this
section, an attack dataset is generated and analyzed at TCP
layer. In ongoing simulation experiment, first the normal
TCP traffic was considered for analysis. Secondly, the attack
was generated and its intensity under flooding attack with
TCP traffic was analyzed. An attack algorithm was written
and generated online. The resulting dataset (attack dataset)
is stored in database at base station for preprocessing. The
proposed EVFDT algorithm was applied on the prepro-
cessed dataset. The DDoS attack algorithm is presented in
Algorithm 6.

Java code is written to randomly add noise in the dataset.
For this purpose,𝑁-dimensional feature vector is multiplied
with vector of random variables taken from the Normal
Distribution 𝑁(0, 𝜎2), where 𝜎2 is noise variance adjusted
according to the percentage of noise added.

To evaluate the performance of EVFDT, noise is attached
to datasets in order to compare the result of EVFDT with
VFDT and its variants under different noise percentage. Each
dataset contains different number of instances and divided
into 20% testing data and 80% training data to learn the
classifier. The performance is evaluated using the following
parameters.

(1) Attack Detection Accuracy. In general, the accuracy of
EVFDT is directly proportional to the number of data stream
samples. With the increase in data stream samples, the
EVFDT becomes more and more accurate as long as there

is noise-free data. But as soon as the noise is injected, the
classification accuracy starts decreasing as shown in Figure 4.

For the conducted simulation experiments, attack detec-
tion accuracy was calculated using

Detection Accuracy =
True Positives + True Negatives

Total number of Tested Examples
, (3)

where True Positive (TP) is number of samples correctly
classified as attack class, True Negative (TN) is number of
samples correctly classified as nonattack class, False Positive
(FP) is number of samples incorrectly classified as attack
class, and False Negative (FN) is number of samples incor-
rectly classified as nonattack class.

Figure 5 shows the accuracy comparison of EVFDT
with existing VFDT and its variants on datasets with noise
percentage of 10% and 20%. On all experimental datasets,
EVFDT maintains higher accuracy with less false alarm rate
and more sensitivity.

Table 3 shows the sensitivity, specificity, and false alarm
rate (FAR) of algorithms with respect to different noise
percentages. These can be calculated using (4) (sensitivity),
(5) (specificity), and (6) (FAR)

Sensitivity =
(True Positives)

(True Positives + False Negatives)
, (4)

Specificity =
(True Negatives)

(True Negatives + False Positives)
, (5)

FAR =
(False Positives)

(False Positives + True Negatives)
. (6)

Results show that the average accuracy of EVFDT is
greater than VFDT and its variants. VFDT-𝜏 has lowest
accuracy among all algorithms.

(2) Tree Size. A significant characteristic of EVFDT lies in
its ability to build a decision tree with reduced tree size
and increased classification accuracy simultaneously.The tree
size gets bigger with increase in noise percentage as shown
in Figure 6. Although VFDT-𝜏 obtains smallest tree size in
our simulation, it results in increased classification error.
As shown in Table 4, notably, EVFDT maintains a smaller
tree size. In few cases, EVFDT and VFDT-𝜏 produce same
tree size, but the average tree size of EVFDT is smaller than
VFDT-𝜏. The tree size is the depth of the decision tree. The
simulation experiment shows the tree size (TS): TSEVFDT <

TSVFDT-𝜏 < TSCVFDT < TSOVFDT.

(3) Computation Time. Early detection of an attack is a
desirable property of any algorithm. A detection mechanism
should be fast enough in detecting an attack. Computational
time is the total time taken in seconds for processing a full
set of data stream. Computational complexity of proposed
algorithm is proportional to 𝑂(𝑙𝑝𝑑V𝑐), where 𝑙𝑝 is the length
of a pruned tree, 𝑑 is the total number of attributes, V is the
number of values per attribute, and 𝑐 is the number of classes.
VFDT-𝜏has a small running time due to small and fixed value
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Procedure AccuracyEVFDT(𝑋𝑆,𝑚, 𝑛, 𝑇
𝑟
)

BEGIN
IF (𝑚 == 1)

𝑇
𝑟
= ∑

𝑋𝑆

𝑚

ELSE-IF (𝑚 == 2)
𝑇
𝑟
= ∑

𝑋𝑆

𝑚

FOR (𝑗 = 1)
𝑋𝐷
𝑗
= 𝑋𝑆
𝑗+1

− 𝑋𝑆
𝑗

Increment 𝑗 = 𝑗 + 1

𝑗 < 𝑚

END-FOR
ELSE // Calculate mean difference of 𝑋𝑆 without 𝑛
FOR (𝑗 = 1)

𝑋𝐷
𝑗
= 𝑋𝑆
𝑗+1

− 𝑋𝑆
𝑗

Increment 𝑗 = 𝑗 + 1

𝑗 < 𝑚

END-FOR
𝑇
𝑟
= (∑
𝑚

𝑖=1
𝑋𝐷
𝑖
)/𝑚 //UpdatedThreshold

Let𝑋𝑆
𝑛
be the position of “𝑛” in sorted list

PrunedMean =
(𝑋𝑆
𝑛
− 𝑋𝑆
𝑛−1

) + (𝑋𝑆
𝑛+1

− 𝑋𝑆
𝑛
)

2

IF (PrunedMean ≤ 𝑇
𝑟
)

THEN
Add 𝑛 in sorted list𝑋𝑆

𝑋𝑆 ← 𝑋𝑆 + 𝑛

ELSE
Discard 𝑛 as it is outlier
𝑋𝑆 ← 𝑋𝑆

Return PrunedMean
END

Algorithm 4: EVFDT procedure: accuracy EVFDT.

Procedure Pruning(S, 𝑆
0
, 𝑛min, 𝜏, HT)

BEGIN:
Let DataSeenAtLeaf be the number of samples seen at leaf node 𝑛

0

FOR each example 𝑆 ∈ 𝑆
0

IF the sample 𝑆 traverses to the node 𝑛
0
which is a leaf node

THEN
Start counter on node 𝑛

0

Increment: DataSeenAtLeaf 𝑛
0

ELSE
Continue growing EVFDT

END-FOR
IF (DataSeenAtLeaf < 𝜏)
THEN

Prune the tree: Delete 𝑛
0

UPDATE HT
END:

Algorithm 5: EVFDT procedure: pruned EVFDT.

𝜏. EVFDT takes slightly more time than VFDT-𝜏 because of
pruning and threshold computation as shown in Figure 7.
The computation time (CT) is compared as CTVFDT-𝜏 <

CTEVFDT < CTOVFDT < CTCVFDT.

(4) Memory. Taking into account the resource scarcity of
WBAN environment, the proposed mechanism should con-
sume lessmemory resources as shown in Figure 8.The advan-
tage of VFDT over existing machine learning techniques is
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Input:
SN: Set of sensor nodes for cluster head selection
𝑅: Number of rounds
Simulation Parameters of LEACH protocol

Output:
DDoS Attack Dataset

Procedure DDoSAttackAlgorithm(SN, 𝑅)
BEGIN:

IF (𝑟 = 0)

Initial round 𝐶𝐻 selection
FOR maximum number of rounds “𝑟”

Choose 𝑟 rounds 𝐶𝐻 randomly
𝐶𝐻 announces schedule time 𝑇 to all SN

END-FOR
Attach attack code with random nodes𝑁

𝑟

Randomly initiates malicious nodes towards victim node 𝑉
Malicious nodes start and stop randomly according to time 𝑇 during formation

Malicious nodes start compromise victim node 𝑉
Malicious nodes forward flooding packets to 𝑉 with high rate to overflow and consume resources available to victim
Victim node 𝑉 receives packet with high rate

More malicious nodes start compromising victim at their schedule time 𝑇 causing DDoS flooding attack
END:

Algorithm 6: DDoS attack algorithm.

Table 3: Sensitivity, specificity, and FAR of the algorithms.

Noise VFDT-𝜏 (%) CVFDT (%) OVFDT (%) EVFDT (%)
SN SP AC FA SN SP AC FA SN SP AC FA SN SP AC FA

0% 90.8 98.4 92.2 5.4 89.8 99.4 94.6 5.1 97.6 94.9 96.2 2.4 97.9 94.7 96.5 1.1
5% 79.2 91.7 87.4 5.9 78.9 91.7 87.5 5.7 79.2 91.7 87.6 2.7 82.3 90.0 89.8 1.3
10% 78.2 88.8 82.3 6.8 69.2 90.8 79.6 6.2 77.0 90.7 83.6 3.2 80.2 88.4 84.2 1.7
15% 76.3 88.3 81.2 7.3 67.7 88.9 78.0 7.0 76.9 86.8 80.4 3.5 79.2 86.8 83.0 2.2
20% 77.7 81.3 78.2 7.9 66.9 79.1 76.9 7.8 79.9 81.0 79.3 4.1 78.1 83.4 81.5 2.7
Avg. 80.4 88.9 84.2 6.7 74.5 89.1 83.3 6.3 82.5 89.0 85.4 3.2 83.6 88.6 87.0 1.8

Table 4: Tree size comparison with different noise percentage.

Dataset Noise VFDT-𝜏 CVFDT OVFDT EVFDT

Dataset-10

0% 4 5 6 3
5% 6 7 8 6
10% 9 9 11 8
15% 9 10 13 9
20% 9 9 15 8

Average 7 8 9 6

Dataset-10

0% 5 6 5 5
5% 7 7 8 7
10% 8 9 10 6
15% 10 11 11 8
20% 10 11 13 8

Average 8 9 10 6

that it does not require a full dataset to be stored in memory.
Memory required for running EVFDT is proportional to

𝑂(𝑛𝑑V𝑐), where 𝑛 is the number of decision nodes in a tree,
𝑑 is the total number of attributes, V is the number of values
per attribute, and 𝑐 is the number of classes.The total amount
of memory required to run EVFDT is the sum of memory
allocated for learning and memory allocated for training.
EVFDT consumes less memory than existing algorithms and
is compared as (𝑀): 𝑀EVFDT < 𝑀OVFDT < 𝑀CVFDT <

𝑀VFDT-𝜏.

4.2. Comparison of EVFDT with VFDT and Its Variants.
Comparison of EVFDT classification algorithm with existing
VFDT and its variants is shown in Table 5. Only OVFDT and
EVFDT can handle noisy data. At the same time, OVFDT
handles noisy data to some extent and becomes inaccurate
with the increase in noise percentage due to the presence of
outliers. VFDT-𝜏, CVFDT, and IVFDT do not provide tree
pruning. They maintain small tree size from the beginning
but with increased error percentage in classification. Only
proposed EVFDT algorithm efficiently handles noisy data
and at the same time maintains small tree size with less
resource usage.
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Table 5: Comparison of existing machine learning techniques with VFDT.

Features VFDT-𝜏 CVFDT OVFDT EVFDT

Detection accuracy Very low Very low Good; does not
handle outliers Excellent

Resource usage
(time/memory)

Less time; more
memory

More time in
building two trees;
requires additional

memory

Less time; less
memory

Having same time
as VFDT but

consuming very
less memory space

Noisy data
handling

Does not handle
noisy data

Not appropriate
under noisy data

HB fluctuation
intensifies under

noisy data;
accuracy decreases

Handles noisy data
efficiently

Tree size/pruning Small tree size; no
pruning

Same tree size as
VFDT; no pruning

Small tree size;
incremental
pruning

Small tree size;
iterative pruning

Computational
resources

Consuming less
resources

Consuming more
resources by

maintaining two
trees

Consuming less
resources

Consuming very
less resources by
cutting of HB

outliers

Body control unit (BCU)

Sensor node

SN

SN

SN

SN

SN
SN

SN
SN

SN

BCU BCU

Base station

Figure 3: Illustration of LEACH protocol.

5. Conclusion and Future Work

Nowadays, zombies-based DDoS attack occurs with legiti-
mate flow of traffic. Therefore, it is very difficult to detect
such attacks even with the presence of stored attack traffic
signatures. The challenge is to distinguish the legitimate
traffic and DDoS attack traffic. Data mining techniques for
data classification fail for real-time streaming data and also
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Figure 4: Accuracy in different noise percentage.

they require a sufficient amount of memory for data storage.
On the other hand, stream mining techniques handle high
speed streaming data originating from WBAN sensors and
are efficient for resource scarce WBAN network. An algo-
rithm based on VFDT is proposed in this paper. Our main
contributions include a novel enhanced Very Fast Decision
Tree (EVFDT) classification algorithm and it differs from
existing algorithms in terms of attack classification accuracy
and tree size. The performance of EVFDT algorithms is
evaluated on the synthetic dataset generated by implementing
a LEACH protocol. An attack code is written to generate
DDoS attack. Experimental result shows that the proposed
algorithm is able to detect an attack with high classification
accuracy (96.5%) and low false alarm rate (1.1%) with less
memory overhead.The proposedmodel is deployed at victim
node and is deployed in real-time network environment. In
future, the proposed architecture is deployed on real WBAN
test bed to evaluate the performance of proposed algorithm.
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Figure 5: Accuracy versus number of instances in different noise ercentages.
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Figure 6: Tree size comparison with different noise percentage.
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