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Smart cyber-physical systems (CPSs) include Internet of
things (IoT), smart grids, smart cities, smart transportation,
and smart “Anything” (e.g., homes and hospitals). �ese
systems require different levels of security and protection
based the sensitivity of their data. Nonetheless, we are living
in a world where cyber attacks, privacy violations, phishing
scams, and data breaches have become commonplace. Smart
CPSs are also subject to security violations and privacy
breaches, which stem from the vulnerabilities of existing
computers and communications technologies. In addition,
as smart CPSs get more complex, more vulnerabilities will
emerge. Hackers will be able to launch increasingly sophis-
ticated attacks in the future due to the ever-shi
ing cyber
physical landscape. Hence, innovative research is needed
for security assurance and privacy preservation in smart
CPSs for new architectural models, system designs, and
cryptographical protocols.

In this special issue, we received 29 submissions from
both academia and industry in the relevant fields. Following
a strict review process, we accepted 12 papers for this special
issue. Each of the papers was peer-reviewed by at least three
experts in the field. In the following, we provide a brief
introduction to each paper.

�ere are four papers aiming to design and analyze secu-
rity schemes and privacy preserving strategies for IoT appli-
cations. �e paper titled “Function-Aware Anomaly Detec-
tion Based onWavelet Neural Network for Industrial Control
Communication” proposed a function-aware anomaly detec-
tion approach to detect these cyber intrusions and anoma-
lies. Next, the authors of the paper titled “A Compatible
OpenFlow Platform for Enabling Security Enhancement in

SDN” proposed a unified, lightweight platform, called the
open security-enhanced compatible openFlow platform, to
enhance the security property and facilitate the security
configuration and evaluation. And in the paper of “User
Presence Inference via Encrypted Traffic of Wireless Camera
in Smart Homes”, the authors proposed a system (HomeSpy)
that infers user presence by inspecting the intrinsic pattern
of the wireless camera traffic. �is system revealed that
attackers are able to infer whether users are at home or not
by eavesdropping the traffic of wireless cameras. Finally, in
the paper titled “An Effective Integrity Verification Scheme of
Cloud Data Based on BLS Signature”, the authors improved
the previous privacy preserving model and proposed an
effective integrity verification scheme of cloud data based
on Boneh-Lynn-Shacham signature. �is scheme can ensure
public audition and data privacy preserving.

Intelligent transportation systems, also known as vehicu-
lar ad hoc networks (VANETs), are an extended application
for cyber-physical systems. Privacy preserving is also one
of key issues of VANETs. Automotive intelligence is built
on the dynamic data collection and application of vehicles.
Vehicle driving data, collected without owners’ knowledge,
may be regarded as a big data gold mine so as to sale to third
parties. �is special issue included three papers in this topic.
�e paper titled “Towards a Novel Trust-Based Multicast
Routing for VANETs” designed a novel trust-based multicast
routing protocol to defend against multiple attacks and
improve the routing efficiency. And in the work “Research
on Trajectory Data Releasing Method via Differential Privacy
Based on Spatial Partition”, the authors discussed disclosure
of trajectory data and exploited differential privacy to publish
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and release trajectory data so as to ensure privacy and
availability. In addition, because vehicles in VANETs can be
treated as edge nodes, the authors of the paper titled “ANovel
Differential GameModel-Based Intrusion Response Strategy
in Fog Computing” studied the optimal intrusion response
strategy and formulated a mathematical model based on
differential game theory.

�ere are five papers focusing on privacy preserving
in mobile social networks (MSNs). In the paper titled
“Differentially Private Recommendation System Based on
Community Detection in Social Network Applications”, the
authors proposed a novel recommendation method that
provided a list of recommendations for target attributes
based on community detection and known user attributes
and links. Secondly, the work in the paper titled “RPAR:
Location Privacy Preserving via Repartitioning Anonymous
Region in Mobile Social Network” investigated the problem
of location privacy preserving in MSNs and minimized the
traffic between the anonymous server and the LBS server
while protecting the privacy of the user location. �irdly,
the authors of the paper titled “Privacy Preservation for
Friend-Recommendation Applications” analyzed the privacy
leakage of friend-recommendation applications in social
networks and put forward a privacy protection mechanism
based on zero knowledge without any privacy leakage to the
application server. Fourthly, different fromadding noises into
the original data for privacy protection, the work “GANs
BasedDensity Distribution Privacy-Preservation onMobility
Data” studied the problem of privacy-preservation of density
distribution on mobility data for location-based services in
MSNs. Lastly, in the paper titled “Achieving the Optimal 𝑘-
Anonymity for Content Privacy in Interactive Cyberphysical
Systems”, the authors suggested using k-anonymity solutions
based on two content privacy metrics to formulate the prob-
lem of achieving the optimal content privacy in interactive
cyber-physical systems.

We would like to thank all the authors for their great
contributions to the Special Issue of Security and Privacy
for Smart Cyber-Physical Systems and thank all anonymous
reviewers for their valuable comments which help the authors
to further improve their papers. It is an honor for all of us
to serve as Guest Editors at Security and Communication
Networks.
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With the development of mobile devices and GPS, plenty of Location-based Services (LBSs) have emerged in these years. LBSs can
be applied in a variety of contexts, such as health, entertainment, and personal life.The location based data that contains significant
personal information is released for analysing andmining.The privacy information of users can be attacked from the published data.
In this paper, we investigate the problem of privacy-preservation of density distribution on mobility data. Different from adding
noises into the original data for privacy protection, we devise the Generative Adversarial Networks (GANs) to train the generator
and discriminator for generating the privacy-preserved data. We conduct extensive experiments on two real world mobile datasets.
It is demonstrated that our method outperforms the differential privacy approach in both data utility and attack error.

1. Introduction

With the increasing popularity of mobile devices and GPS,
plenty of Location-based Services (LBSs) have emerged in
these years. LBSs can be applied in a variety of contexts, such
as health, entertainment, and personal life. People can report
their locations anywhere and anytime. For example, people
release tweets with their current locations on social networks;
users share their running routines with their friends on the
Internet. The location based data which includes significant
personal information is often published for analysing and
mining.

The mobility data implies valuable personal information,
such as home addresses, occupation, social relations, and
interests. Attackers can discover the privacy information of
users from the published dataset. For instance, the identities
can be interred from the locations where people often
visit over a period of time, even their home addresses or
occupations.

In order to protect the personal information, there has
been some research on the privacy-preservation of mobility
data. One of them is proposed in [1], which aggregates
the users in each location and publishes the aggregated
results (density distribution) instead of the original location

distribution. However, attackers can recover the users’ mobile
trajectories from the density distribution for a period of
time. As shown in Figure 1, there are 3 location samples of
6 users {𝑢1, 𝑢2, . . . , 𝑢6} at timestamp {𝑡1, 𝑡2, 𝑡3}. The whole
space is divided into 3 blocks {𝑏1, 𝑏2, 𝑏3}. If we aggregate
the users in each block, we can get the density distribution
from times 𝑡1 to 𝑡3. While this aggregate result is vulner-
able to reconstruction attack [2], therefore, it is crucial to
propose a new method for the density distribution privacy-
preservation. As shown in the figure, we can generate similar
density distribution under privacy-preservation to publish. It
is hard for the adversaries to recover the users’ trajectories
from the published distribution.

Alternatively, there are other methods by adding noises
into aggregated results for privacy-preservation. For example,
differential privacy (DP) [3] is proposed aiming to provide
means to maximize the accuracy of queries from statistical
databases while minimizing the chances of identifying its
records. However, the utility of the privacy-preserved data
produced by DP method becomes worse significantly.

GANs are a class of algorithms in unsupervised machine
learning, which have been widely used to produce samples
of photo realistic images for the purposes of visualizing new
interior design. Motivated by this, we try to utilize GANs
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Figure 2: Architecture of GANs.

for generating privacy-preserving data with high utility. In
this paper, we propose the density distribution privacy-
preservation onmobility data based onGANs. By training the
two neural networks, we can generate the privacy-preserved
data which can achieve high data utility and low attack error.
The main contributions of this paper are as follows.

(i) We investigate the privacy-preservation of density
distribution on mobility data against the aggregation
attack. Different from adding noises to the original
data, we propose a deep learning method based on
GANs to solve the problem.

(ii) Motivated by the applications of GANs on image
processing, we train the generator and discriminator
in GANs by random data and the original data and
publish the data generated by the generator instead of
the original data. To the best of our knowledge, this is
the piece of paper employing GANs on data privacy-
preservation.

(iii) We conduct extensive experiments on two real world
datasets. The experimental results demonstrate that
our method outperforms the differential privacy in
both data utility and attack error.

The rest of this paper is organised as follows. Section 2
introduces the preliminaries. Section 3 introduces the pro-
posed methods. Section 4 presents the experiment results.

Section 5 describes the related work. Section 6 concludes the
whole paper.

2. Preliminary

In this section, we start with the introduction of GANs, which
is the basic architecture of our method. Then we describe
the recently proposed attack model that recovers individual
users’ trajectries from density distributions, which will be
adopted to measure the privacy-preservation ability of our
method.

2.1. Generative Adversarial Networks. Generative Adversarial
Networks (GANs) are a class of artificial intelligence algo-
rithms used in unsupervised machine learning, which are
composed of two neural networks contesting with each other
in a zero-sum game framework. GANs were introduced by
lan Goodfellow et al. [4] in 2014 as a novel way to model data
distributions. The architecture of the general GANs is shown
in Figure 2.

Specifically, the two neural networks are a generator 𝐺
and a discriminator 𝐷. In the original GANs, the generator
𝐺 accepts a random distribution 𝑃𝑧 and generates synthetic
data from 𝑃𝑧. While the goal of the discriminator 𝐷 is to
distinguish the synthetic data generated by 𝐺 from real data
𝑥, the optimal 𝐷 would distinguish synthetic data from real
data exactly. While the optimal 𝐺 would generate synthetic



Security and Communication Networks 3

t1

t2

t3

t1

t2

t3

t3

b1

b1

b1

b1 b1

b1

b1

b2

b2 b2

b2

b2b2

b3

b3 b3

b3

b3

b3

b3b3

g11 g12 g13

g21 g22 g23

g31 g32 g33

b1b1

b1
b1

b3

b3

u1 u2 u3

Recovered
Trajectories

Cost MatrixEstimated 
Location

Transformed
Location-time Records
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data that are indistinguishable from the real data for 𝐷, in
the training phase of the original GANs, both the generator 𝐺
and the discriminator𝐷 are iteratively optimized against each
other in a minimax game with the value function 𝑉(𝐺,𝐷),
which can be formalized as

min
𝜃𝐺

max
𝜃𝐷

𝑉(𝐺,𝐷) = E𝑥∼𝑃𝑑𝑎𝑡𝑎 [log𝐷 (𝑥)]

+ E𝑧∼𝑃𝑧 [log (1 − 𝐷 (𝐺 (𝑧)))] ,
(1)

where 𝜃𝐺 and 𝜃𝐷 are the parameters of 𝐺 and𝐷, respectively.
To handle the privacy risks of releasing density distribu-

tions datasets, we generate the synthetic distributions with
GANs as a protected version of the original data.

2.2. Attack Model. Many researches have been done on
inference of sensitive information [5]. In order to protect
the location information, some researchers aggregate the
users in the same locations over a period of time and then
publish the density distributions [6].However, Fengli et al. [2]
propose that releasing aggregated results does not preserve
users’ privacy, since a user’s mobility pattern is regular while
different from others’. Based on the characteristics of human
mobility, they transform the density distribution to a location-
time format and propose the trajectories reconstruction
attack that iteratively associates the same users’ mobility
records in the neighbouring time slots. They exploit the
regularity of mobility data to estimate the next location of
the user and choose the location in the transformed dataset
with the largest similarity to the estimated next location as
the reconstructed next location according to the uniqueness
pattern of human mobility data.

To recover trajectories from the density distributions,
the first step is to transform the density distribution 𝑃𝑡 =
[𝑝𝑡1, 𝑝

𝑡
2, . . . , 𝑝

𝑡
𝑖 , . . . , 𝑝

𝑡
𝑛] into a location-time record 𝐵𝑡 =

[𝑏𝑡1, 𝑏
𝑡
2, . . . , 𝑏

𝑡
𝑗 , . . . , 𝑏

𝑡
𝑚], where 𝑝𝑡𝑖 represents the number of

users at location 𝑖 during time slot 𝑡, 𝑏𝑡𝑗 represents the location
of the 𝑗𝑡ℎ user at time slot 𝑡, 𝑛 represents the total number of
possible locations, and𝑚 is the total number of users. To link
the location-time records that represent the same users across
different time slots, the reconstruction attack is modeled as a
Linear Sum Assignment Problem [7], which can be solved in
polynomial time based on Hungarian algorithm [8].

Specifically, we assume a set of recovered trajectories
until time slot 𝑡 as 𝑆𝑡 = [𝑠𝑡1, 𝑠

𝑡
2, . . . , 𝑠

𝑡
𝑘, . . . , 𝑠

𝑡
𝑚], where 𝑠

𝑡
𝑘 =

[𝑏1𝑘 , 𝑏
2
𝑘 , . . . , 𝑏

𝑡
𝑘] is the 𝑘𝑡ℎ recovered trajectory and 𝑏𝑡𝑘 is the

recovered location at time slot 𝑡. For the adversaries, with
the abundant kinds of social networks, such as WeChat and

MoMo, it is effortless to get some background information
of the individuals, such as trajectories in a shot time. To
recover the next position 𝑏𝑡+1𝑘 from the location-time records
𝐵𝑡+1 = [𝑏𝑡+11 , 𝑏𝑡+12 , . . . , 𝑏𝑡+1𝑚 ], an estimated location �̂�𝑡+1𝑘 is first
generated based on the continuity feature of human mobility,
and then the location in the location-time record 𝐵𝑡+1 with the
largest likelihood to the estimated location �̂�𝑡+1𝑘 will be chosen
as the recovered next location, i.e., 𝑏𝑡+1𝑘 . In the daytime,
users move frequently, and their locations are continuous,
whichmakes it possible to estimate the next location with the
current location and the velocity. Formally, for the 𝑘𝑡ℎ(1 ≤
𝑘 ≤ 𝑚) recovered trajectory, the estimated location is

�̂�𝑡+1𝑘 = 𝑏𝑡𝑘 + (𝑏
𝑡
𝑘 − 𝑏
𝑡−1
𝑘 ) . (2)

To quantify the likelihood between the estimated location
and those in the location-time records, Fengli et al. [2]
formulate the cost matrix 𝐺𝑡 = {𝑔𝑡𝑖,𝑗}𝑚×𝑚, where 𝑔

𝑡
𝑖,𝑗 is the

distance between the estimated next location �̂�𝑡+1𝑖 and the
actual location 𝑡+1𝑗 .

Figure 3 presents the process of recovering the trajecto-
ries. There are three possible locations and three time slots.
We assume that trajectories until time slot 𝑡2 have been
recovered, and then the estimations of the 𝑡3 locations are
generated based on the continuity feature of mobility data.
The distance between the estimated locations and those in
location-time records is formulated as the cost matrix. In the
last step,Hungarian algorithm is applied to minimize the cost
matrix and find each trajectory’s associated location in the
location-time record. The right part in Figure 3 demonstrates
the recovered trajectories.

Generally, the adversaries may have different kinds of
background knowledge based on various sources such as
social networks. However, in our specific attack model, to
ease the presentation, we assume that the adversary has the
target users’ location information in the first two time slots as
the background knowledge.

3. Method

In this section, we first give an overview of our proposed
method using GANs to generate private-preserving density
distributions. Then, we describe the architecture of dis-
criminator and generator network, respectively. Finally, we
introduce the loss function of our method.

3.1. Overview. In GANs, the generator network𝐺 accepts the
random data and generates the synthetic data that are similar
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Figure 4: The training process of GANs.

Input: The real dataset 𝑃; The learning rate 𝑙𝑟;
Output: The privacy-preserved version of the real dataset �̂�;
1: Build discriminator network D;
2: Build generator network G;
3: 𝑍 = 𝑟𝑎𝑛𝑑𝑚(𝑠𝑖𝑧𝑒(𝑃));
4: while 𝑙𝑟 ≤ 𝑙𝑜𝑠𝑠 do
5: 𝐷 = 𝑡𝑟𝑎𝑖𝑛(𝐷);
6: 𝐺 = 𝑡𝑟𝑎𝑖𝑛(𝐺);
7: 𝑙𝑜𝑠𝑠 = 𝑒𝑚 𝑙𝑜𝑠𝑠(𝐺(𝑍), 𝑃);
8: end while
9: �̂� = 𝐺(𝑍);

Algorithm 1: Pseudocode of the proposed privacy-preservation
method based on GANs.

to the real data, while the discriminator network 𝐷 tries to
distinguish the generated data from the real one. At the start
of the training phase of GANs, the synthetic data generated
by 𝐺 is easy to be distinguished by the discriminator 𝐷
as 𝐺 has not learned the features of the real data, which
could be regarded as achieving high privacy-preserving
ability, while, with the increase of the training steps, the
synthetic data generated by the generator network𝐺 becomes
indistinguishable for the discriminator 𝐷, as 𝐺 has learned
the features of the real data, which could be regarded as
having less privacy-preserving ability but high utility. Based
on the above observation, we propose a framework based
GANs to generate privacy-preserving density distributions.
We also summarize our proposed method using pseudocode
in Algorithm 1.

We assume the real density distribution is 𝑃𝑛×𝑚, which is
the protected target containing 𝑛 blocks, i.e., {𝑏1, 𝑏2, . . . , 𝑏𝑛}
during 𝑚 time slots, i.e., {𝑡1, 𝑡2, . . . , 𝑡𝑚}. We use 𝑝𝑖,𝑗 to denote
the number of users in block 𝑏𝑖 at time slot 𝑡𝑗. To protect
the real density distribution 𝑃, we build GANs to learn the
potential features of 𝑃 and exploit the generator network

𝐺 to generate the privacy-preserving version of the real
dataset that includes most of the real features and excludes
the sensitive information (e.g., the individual users’ mobility
trajectories).

We introduce the training process of GANs in Figure 4.
We show the training flow of discriminator and generator
with green and red lines, respectively. When training the dis-
criminator, we input the real data and update the parameters
in 𝐷 based on the loss value. Then the generated data is fed
into 𝐷, which trains 𝐷 to learn the features of the generated
synthetic data.

When training the generator network 𝐺, we first provide
a random integral matrix 𝑍𝑛×𝑚 with the same size of the real
data 𝑃.Then the synthetic data is generated by𝐺 and fed into
the discriminator network 𝐷. After that, the discriminator
𝐷 computes the classification of the generated data as the
decision value and sends it to the loss function to compute
the loss value. Based on the loss value, the generator𝐺 adjusts
its parameters via backproppagation.The generated synthetic
data becomes more and more similar to the real data with
the number of the training rounds increasing. We train the
GANs for 𝑘 rounds and store the synthetic data generated
by 𝐺 as �̂� = {𝑃1, 𝑃2, . . . , 𝑃𝑘}, where 𝑃𝑖 is the synthetic
data generated in the 𝑖𝑡ℎ training round. The difference
between the generated and real data is computed as the
utility loss. With the increasing of training rounds, the utility
loss experiences a downward trend via backpropogation, and
the generated data becomes more and more similar to the
real data. In other words, the utility of the synthetic dataset
changes with each training round, and the datasets contained
in �̂� can satisfy different utility requirements.

3.2. Discriminator Network. We design the discriminator
network 𝐷 with 4 layers. The first 3 layers are designed
to learn the features of the input data, and the last layer
is designed to compute the decision value. As the density
distribution is one-dimension integral matrix, we set all the
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layers in discriminator network to be fully connectedwith the
adjacent layers and choose Relu as the activation function for
the first 3 layers.We choose Sigmoid as the activation function
of the last layer, so that the output is limited from 0 to 1.We set
0 as fake and 1 as real. When the input of the discriminator is
the real data, the goal of the discriminator is to output a value
as close to 1 as possible, and when the input is the generated
data, the output should be as close to 0 as possible.

The training stage of the discriminator is composed of 3
parts. (1) Learn the features of the real data. (2) Learn the
features of the generated data. (3) Learn to distinguish the real
and fake data.

3.3. Generator Network. The input of the generator is a
random intergal matrix 𝑍. We set the size of 𝑍 the same as
the real data. The output of the generator is the synthetic
density distributions data. The generator is trained to learn
the features of the real data.Thegenerated data becomesmore
and more similar to the real data. In the early training stage,
the generated dataset is of high privacy-preserving ability as
the generator has not learned the features of the real data.
With the training rounds increasing, the generated data is
more similar to the real data, but less privacy-preserving.

We design the generator network𝐺with 4 layers. In orig-
inal GANs, the generator and discriminator are opponents,
so we reverse the first 3 layers in the discriminator network𝐷
as the first part of the generator. Similar to the discriminator
network, we fully connect all the adjacent layers and choose
Relu as the activation function. For the last layer of the
generator, we set its node number the same as the block
number of the real data. All nodes are fully connected with
the third layer’s nodes. So the output of the generator has the
same size as the real data.

We first train the discriminator𝐷with the real data 𝑃 and
the generated data �̂� from 𝐺 for a certain training rounds.
Then we train the generator by combining the generator 𝐺
and the discriminator 𝐷. In this stage, the parameters in 𝐷
are fixed, while𝐺 adjusts its parameters based on the decision
value computed by 𝐷 via backpropagation. The generator’s
goal is to cheat the discriminator, so the generator tries to
adjust it parameters that could receive the decision value from
the discriminator as close to 1 (which means real data) as
possible, which means the discriminator cannot distinguish
the generated data from the real data.

At each training round of generator, we save the generated
data �̂� and compute the mean square error (MSE) between �̂�
and 𝑃 as the utility loss, so that we can provide the suitable
generated privacy-preserving data satisfying different utility
requirements.

3.4. Loss Function. We employ the Wasserstain distance [9]
𝑊(𝑞, 𝑝) as the loss function, which measures the difference
between the decision value and the real classification value
(1 for real data and 0 for fake data). 𝑊(𝑞, 𝑝) indicates the
minimum cost of transforming from the distribution 𝑞 to
𝑝. The classification value of the real/generated data is 𝑌 =
[𝑦1, 𝑦2, . . . , 𝑦𝑚], where 𝑦𝑖 is the classification value of the 𝑖𝑡ℎ
record and 𝑚 is the number of records in the dataset. The

corresponding decision value computed by discriminator is
�̂� = [𝑦1, 𝑦2, . . . , 𝑦𝑚]. The loss value is

𝑒𝑚 𝑙𝑜𝑠𝑠 (𝑌, �̂�) = 1
𝑚

𝑚

∑
𝑖=1

𝑚

∑
𝑗=1

𝑦𝑖 ⋅ 𝑦𝑗. (3)

In the training phase of the discriminator, when the input
is the real data, we set the classification value as 1, and
when the input is the generated data, we set the classification
value as 0. In the training phase of the generator, we set the
classification value of the generated dataset as 1 to cheat the
discriminator.

4. Evaluation

In this section, we evaluate the performance of our method.
We also introduce another two privacy-preserving methods:
geo-indistinguishable and exponential mechanism-based
methods. Finally we compare our method with them on the
trade-off between the utility loss and privacy-preservation,
which is measured by the attack model.

4.1. Evaluation Metrics. In the privacy-preserving research
area, the trade-off between the privacy and utility is the focus
attention. In this part, we demonstrate the performance of our
method on privacy-preservation under the attack model and
utility loss compared with the real world datasets.

We quantify the privacy-preservation performance by
the reconstruction error under the attack model, which is
defined as the Euclidean distance between the reconstructed
individual users’ trajectories and the ground truth. A larger
reconstruction error indicates that the density distributions
protected by our method are not vulnerable to be attacked
and our method achieves a better privacy-preservation per-
formance.

We employ the mean square error (MSE) to measure the
difference between the generated density distributions and
the real world dataset. We quantify the utility loss by MSE.
A smaller MSE means the density distributions generated by
our method are more similar to the real datasets.

4.1.1. Reconstruction Error. The attack model introduced in
Section 2.2 aims to reconstruct the individual users’ trajec-
tories from the density distributions. We compute the aver-
age Euclidean distance (reconstruction error) between the
reconstructed trajectories and the ground truth to measure
the privacy-preservation performance.

We assume the number of users in the real density
distribution is 𝑢, and the trajectory of the 𝑖𝑡ℎ(0 ≤ 𝑖 ≤ 𝑢) user
is 𝑠𝑖 = [𝑙1𝑖 , 𝑙

2
𝑖 , . . . , 𝑙

𝑚
𝑖 ], where𝑚 is the number of the time slots

and each element is the location block of the user at a specific
time slot. The corresponding reconstructed trajectory of the
user is 𝑠𝑖 = [𝑙𝑖1, 𝑙𝑖2, . . . , 𝑙𝑖𝑚]. We compute the reconstruction
error as

𝑅𝑒𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑖𝑜𝑛 𝐸𝑟𝑟𝑜𝑟 =
∑𝑢𝑖=1

(𝑠𝑖 − 𝑠𝑖)

2

2

𝑢
, (4)
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where ‖(𝑠𝑖 − 𝑠𝑖)‖22 is the Euclidean distance between the
reconstructed and ground truth trajectories. A larger recon-
struction error indicates the attack is unsuccessful, while the
privacy is protected better.

4.1.2. Utility Loss. We measure the utility loss of protected
version of the real world dataset by computing the mean
square error between the real world dataset 𝑃 and its privacy
protected version �̂�.

Formally, we denote the real density distributions as𝑃𝑛×𝑚,
where 𝑛 is the total number of the location blocks and 𝑚 is
the total number of the time slots. We use 𝑝𝑖,𝑗(0 ≤ 𝑖 ≤ 𝑛, 0 ≤
𝑗 ≤ 𝑚) to represent the number of users at block 𝑖, in time
slot 𝑗. We denote the corresponding protected version of the
real density distributions as �̂�𝑛×𝑚 with the same size of the
real world dataset, and 𝑝𝑖,𝑗 represents the number of users in
block 𝑖 at time slot 𝑗 in the protected dataset. The utility loss
can be computed as

𝑈𝑡𝑖𝑙𝑖𝑡𝑦 𝐿𝑜𝑠𝑠 =
∑𝑚𝑖=1∑

𝑛
𝑗=1 (𝑝𝑖,𝑗 − 𝑝𝑖,𝑗)

2

𝑚 × 𝑛
. (5)

A smaller utility loss indicates the data in the protected
dataset is more similar to the real dataset and better practical
usability.

4.2. Compared Methods. In this part, we introduce another
two privacy-preserving methods commonly used in the
recent research: the geo-indistinguishability method [1] and
exponential mechanism [3] based method.

Geo-Indistinguishability Method. This method is proposed
by Andrés et al. to protect the location-based data with a
differentially private mechanism. In this method, Laplacian
noises [1] are employed to generate a radius, and the real
location data is remapped by the radius with a random angle.
We call the dataset protected by this method Geo-MDA.

Exponential Mechanism Based Method. The exponential
mechanism [3] is one of the most renowned tools used in
differential privacy. The general idea of exponential mecha-
nism is sampling an output from the output space according
to a utility function. In our experiments, we employ the
proportion of users in each location block as the utility
function and sample the user numbers of each location under
different parameter settings. We call the dataset protected by
this method Exp-MDA.

4.3. Datasets. We use two real world mobility datasets,
MoMo mobile app dataset and San Francisco cabs dataset.

MoMo Mobile App Dataset (MoMo) [10]. MoMo is a mobile
social networking application in China. This dataset was
collected from the GPS of the mobile devices using MoMo
from 21 May, 2012, to 26 June, 2012, in Beijing, China.
Each record in the dataset contains the user ID, timestamp,
latitude, and longitude.

San Francisco Cabs Dataset (SFC) [11]. This dataset contains
the mobility trajectories of taxi cabs in San Fancisco, USA.

This dataset was collected over 30 days in the San Francisco
bay area. Each record has four attributes: cab ID, timestamp,
latitude, and longitude.

After the preprocessing of the raw datasets, we choose
198 users’ trajectory records from MoMo dataset and set
the spatial resolution 2km and the temporal resolution 30
minutes. For the SFCdataset, we choose 127 users’ trajectories
and set the temporal resolution 2 minutes, as the mobility
speed of human beings is much slower than the taxi cabs.
The size of the area for both the datasets is 50𝑘𝑚×50𝑘𝑚, and
the location blocks number is 625. In the preprocessing stage,
we transform the individual users’ mobility records into the
density distributions 𝑃, that is, counting the users number in
each location at each time slot.

4.4. Privacy-Preserving Performance against the AttackModel.
We first apply the attack model on the real density distribu-
tions datasets of MoMo and SFC.The average reconstruction
errors obtained by the reconstruction attack on MoMo and
SFC are 4.32kmand 1km, respectively. We regard these recon-
struction errors as the baseline in our evaluation experiments
and represent them as horizontal lines in Figures 5 and 7.

We evaluate the privacy-preservation ability of the Geo-
MDA against the attack model. The results are shown in
Figure 5. The 𝑥-axis shows the parameter 𝜖 of this method,
which controls the noise level, and the 𝑦-axis stands for the
reconstruction error. We evaluate the Geo-MDA with the
parameter 𝜖 from0.2 to 1.6. As the results show inFigure 5, for
both the MoMo and SFC datasets, the reconstruction error
decreases when 𝜖 increases, which indicates that when the
value of 𝜖 increases, the privacy-preservation ability of Geo-
MDA becomes weak.

Then we evaluate the privacy-preservation ability of the
exponential mechanism method (Exp-MDA).The results are
shown in Figure 6. In the exponential mechanism, we test the
value of 𝜖 from 0; however, for MoMo dataset, when we vary
𝜖 from 0 to 5, the reconstruction error is stable, and for both
datasets, when 𝜖 is larger than 13.2, the reconstruction error
starts to increase. We only show the results with 𝜖 ranging
from 5 to 13.2 for MoMo dataset, and for the SFC dataset, we
show the results with 𝜖 ranging from 5.8 to 13.2.

Figure 6 shows that the reconstruction errors of both
datasets are decreasing when 𝜖 value is increasing. And the
minimum reconstruction error for MoMo is about 19.2 km
and for SFC is 5.3 km; both are larger than the baseline of
the real dataset. Besides, we observe that when the value
of 𝜖 is around 6 and 7, for MoMo and SFC, respectively,
the reconstruction error remains stable, because, in the
exponential mechanism, the output changes slowly when 𝜖 is
small, and with the increase of 𝜖, the changes become quicker
as shown in Figure 6.TheExp-MDAcould provide protection
to the real dataset.

In our method, we save the generated dataset at each
training time. To evaluate the privacy-preservation perfor-
mance against the attack model of our method, we conduct
the reconstrction attack on the fake datasets generated by
each training time, and the results are shown in Figure 7.

In Figure 7, the 𝑥-axis represents the training times,
and the 𝑦-axis is the corresponding reconstruction error.



Security and Communication Networks 7

Geo-MDA
Baseline

4

4.5

5

5.5

6

6.5

7

7.5

8

8.5
Re

co
ns

tr
uc

tio
n 

Er
ro

r (
km

)

0.4 0.6 0.8 1 1.2 1.4 1.60.2


(a) MoMo dataset

Geo-MDA
Baseline

0.4 0.6 0.8 1 1.2 1.4 1.60.2


0.5

1

1.5

2

2.5

3

3.5

4

Re
co

ns
tr

uc
tio

n 
Er

ro
r (

km
)

(b) SFC dataset

Figure 5: The reconstruction error of Geo-MDA under different noise factor 𝜖.
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Figure 6: The reconstruction error of Exp-MDA under different noise factor 𝜖.

We observe that the shape of the results is wavy; that
is, because the training phase of GANs is adversarial, the
generator and discriminator are trained in turn. However,
the trend of the results is decreasing, which indicates that
the privacy-preserving ability is decreasing with the training
time growing. For MoMo dataset, the reconstruction error is
limited within 10 ∼ 12km (larger than the baseline 4.32km)
when the GANs are trained more than 220 times. And for the
SFC dataset, when the training time is larger than 180, the
reconstruction error is constrained between 2km and 3km,
which is also larger than the baseline value (1km).

We cannot compare our method with Geo-MDA and
Exp-MDAbynow, because their parameters are different, and
we need to consult the utility-preservation ability of these
methods as well.

4.5. Performance on the Utility-Preservation. In this section,
we evaluate the utility-preservation ability of the Geo-MDA,
Exp-MDA, and our method. The utility-preservation per-
formance is quantified by the utility loss, which has been
introcduced in Section 4.1.2. A smaller utility loss indicates
that the difference between the protected dataset and the real
dataset is small, and the protected dataset generated by the
privacy-preserving methods is of high practical usability.

The utility-preservation performance of the Geo-MDA is
shown in Figure 8. The 𝑥-axis represents the parameter of
Geo-MDA, 𝜖, which controls the noise level of this method.
And the 𝑦-axis is the utility loss. We observe that when we
vary 𝜖 from 0.2 to 1.6, the values of the utility loss for both
MoModataset and SFC dataset represent a downtrend.When
𝜖 is equal to 1.6, the utility loss for MoMo and SFC datasets
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Figure 7: The reconstruction error of our method.
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Figure 8: The utility loss of Geo-MDA under different noise factor 𝜖.

is 2.5 and 0.92, repectively, which shows that the utility-
preservation ability of bothMoMo and SFC is improvingwith
the growth of 𝜖.

We then evaluate the utility-preservation ability of the
Exp-MDA under different parameter settings. The results are
shown in Figure 9.

The 𝑥-axis is the parameter 𝜖 of this method, and the 𝑦-
axis indicates the utility loss of the protected dataset under
different parameter settings. For both the MoMo and SFC
datasets, the utility loss decreases with the increase of 𝜖.
For MoMo dataset, when we increase 𝜖 from 5 to 12.8, the
utility loss decreases from 4 to 1. The condition of the SFC
dataset is similar to that of the MoMo dataset. Similar to the
Geo-MDA, the utility-preservation ability of the Exp-MDA
method improves with the increase of 𝜖.

We then evaluate the utility loss that existed in our
method under different training times. The results are shown

in Figure 10. For both MoMo and SFC datasets, we train the
GANs 500 times and save the generated datasets every 10
training times.We observe that as the training times increase,
the utility loss decreases and becomes stable. For the MoMo
dataset, the utility loss stays about 0.4 when the training times
are larger than 130. On the other side, the utility-preservation
ability will not increase when the train times are larger than
130 and 170 for MoMo and SFC datasets, respectively.

In Figure 11, we present some actual examples protected
by our method to illustrate the utility loss value and the
protected dataset in practice. We use colours with different
gradations to show different numbers of users on the map,
and the lighter the colour is, the larger the number of users
in that location is. Straightforwardly, we can observe that
when the utility loss is 2.25, the practical usage of the dataset
generated by our method is weak and when the utility loss
decreases to 0.4, the dataset generated by our method is very
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Figure 9: The utility loss of Exp-MDA under different noise factor 𝜖.
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Figure 10: The utility loss of our method.

similar to the real dataset, which achieves better practical
usage.

4.6. Privacy-Utility Trade-Off Comparison. We compare the
performance of our method with the Geo-MDA and Exp-
MDA by the privacy-utility trade-off in this part. The com-
parison is conducted by combining the privacy-preservation
evaluation and the utility-preservation evaluation.The results
are shown in Figure 12.

The 𝑥-axis represents the reconstruction error, which
denotes the privacy-preservation ability, and the 𝑦-axis is
the utility loss. We observe that, for both the MoMo and
SFC datasets, under the same reconstruction error, the utlity
loss of our method is smaller than the other two methods.
For example, in Figure 12(b), for the SFC dataset, when the
reconstruction error is 2.8km, the utility loss of the Geo-
MDA and the Exp-MDA is 2 and 1.5, respectively, while
the utility loss of our method is only 0.5 under the same
reconstruction error. Besides, in Figure 12(a), even when the

reconstruction error is as high as 12.5km, our method still
preserves the utility loss less than 0.5.

5. Related Work

In this section, we start with the introduction about the
services of the mobility dataset. Then we present the appli-
cations of GANs. Finally, we summarize the existing privacy-
preserving methods for mobility datasets releasing.

5.1. Services for the Mobility Datasets. With the fast devel-
opment of the mobile smart devices and the Internet tech-
nology, a huge number of services are developed based on
the mobility datasets to provide useful information to the
users. These services support human daily life by studying
mobility patterns from trillions of trails and footprints [12].
Urban planning [13], face recognition [14], classification [15],
traffic forecasting [16], marker campaign [17], prediction of
epidemics [18, 19], latent data privacy [20], and designing
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Real dataset, utility loss = 0; Training time = 50, utility loss = 2.25;

Training time = 90, utility loss = 1.88; Training time = 300, utility loss = 0.4;

Figure 11: Actual examples of our method and the corresponding utility loss.
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Figure 12: The privacy-utility trade-off comparison.

of mobile network protocols [21] are all powered by human
mobility trajectories. Some other services exploit the users’
daily mobility datasets finding the mobility patterns and
mining users’ activities to provide useful extensive services
[22]. Gonzlez et al. [23] discovered that the human mobility
has spatiotemporal regularity, which indicates people are very
likely to return to a few frequently visited locations. However
these services [24] endanger users’ security and privacy as the
datasets mining algorithms can link the mobility datasets to
a variety of sensitive information as studies in [25, 26].

5.2. Applications of Generative Adversarial Networks (GANs).
Researches on GANs are mainly in two directions. One
direction is about the variants of GANs, which is aiming
to solve the problems of the original GANs. For example,
WGANs [27, 28] and DCGANs [29] are proposed to improve
the stability of training and to alleviate mode collapse.

The other research direction of GANs focuses on the
applications of GANs, and most of such researches are in the
area of image processing. Radford et al. [29] use convolu-
tional neural networks to improve image processing capacity.
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The authors in [30–32] design the GANs as a conditional
architecture to generate higher quality images. Reed et al.
[33] combine GANs with the natural language processing
technology and propose the text-to-image generation.

5.3. Privacy-Preserving Methods for Mobility Datasets Releas-
ing. Researches on privacy-preserving mobility datasets
releasing [34, 35] are becoming popular, as the mobility
datasets contain sensitive individual information [36–39].
One popular method in solving the privacy issue is releasing
the statistics of the mobility datasets instead of the individual
trajectories. For example, the French XData project [6] only
reports the density of each region in the area, which could
conceal the individual information. However, the recently
proposed attack method in [2] shows that such aggregation
method is not safe, and they propose an approach that could
recover the individual trajectories from such aggregation by
exploiting the uniqueness and regularity of human mobility.

Encrypting or encoding the mobility datasets before
releasing is another research direction to protect the datasets.
In [1], the authors add Laplacian noise to the data, which
achieves 𝜖-differential privacy. There also have been many
researches following other principles [40]: position dummies
[41], rumor spreading [42], data aggregation [43], spatial
obfuscation [44], coordinate transformation [45], and posi-
tion sharing [46]. Approaches following these principles
could provide privacy protection, but the trade-off between
the privacy-preservation ability and the utility loss is another
main focus for them.

6. Conclusions

This paper investigates the density distribution privacy-
preservation on mobility data. We design a deep learning
framework based on GANs. To the best of our knowledge,
this is the piece of paper employing GANs on data privacy-
preservation. We train the generator and discriminator in
GANs by random data and the original data and publish the
data generated by the generator. Adversaries cannot easily
recover the users’ trajectories from the published density
distribution. We conduct plenty of experiments on the real
world datasets. It is demonstrated that our method performs
better than the compared approaches on data utility and
privacy-preservation.

Data Availability

The San Francisco Cabs data have been deposited in the
CRAWDAD dataset and can be downloaded from https://
crawdad.org/epfl/mobility/20090224 (2009).TheMoMomo-
bile application data are frompreviously reported studies and
datasets. The prior study has been cited at relevant places
within the text as [10].
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Cloud storage services allow users to outsource their data remotely to save their local storage space and enable them to manage
resources on demand. However, once users outsourced their data to the remote cloud platform, they lose the physical control of
the data. How to ensure the integrity of outsourced data is the major concern of cloud users and also is the main challenge in the
cloud service deployment. Limited by the communication and computation overheads, traditional hash-based integrity verification
solutions in the stand-alone systems cannot be directly adopted in remote cloud storing environment. In this paper, we improve
the previous privacy preserving model and propose an effective integrity verification scheme of cloud data based on BLS signature
(EoCo), which ensures public audition and data privacy preserving. In addition, EoCo also supports batch auditing operations.
We conducted theoretical analysis of our scheme, demonstrated its correctness and security properties, and evaluated the system
performance as well.

1. Introduction

Recent years, cloud storage services are getting more and
more popular, which allow users to outsource their data
remotely to save their local storage space and enable them
to manage resources on demand. However, once users out-
sourced the data to the remote cloud platform, they lose the
physical control of their data. Some cloud service providers
(CSPs) may remove users’ data that are less accessed to gain
more profits. In addition, the loss of data may also be caused
by system crashes or operation errors [1, 2]. In this situation,
CSPsmay conceal the fact that users’ data have no longer been
stored correctly. How to ensure the integrity of outsourced
data is a major concern of cloud users. Being limited by
the communication and computation overheads, traditional
hash-based integrity verification solutions for stand-alone
systems cannot be directly adopted in remote cloud storing
environments. For example, a strawman solution is to com-
pute and keep the message authentication code of the file
before outsourcing and then retrieve the whole file from the
cloud server and checkwith the message authentication code.

However, this will introduce unacceptable communication
and computational overhead.

To verify the integrity of cloud data without retrieving
the whole outsourced files, Ateniese et al. [3] proposed a
provable data possession (PDP) scheme, which provides
remote integrity verification based on homomorphic tag
and sampling techniques. Their improved approach supports
public audition but cannot ensure the privacy preserving
property. Juels et al. [4] proposed a proof of retrievability
(POR) protocol to audit and ensure the correctness of remote
data once data corruption happened. Nevertheless, the
scheme only supports limited rounds of verification without
privacy protection of public audition. The scheme proposed
by Shacham et al. [5] cannot protect data privacy either.
Although many other public auditing solutions have been
proposed [6–12] that preserves privacy during the integrity
audition, some schemes [6, 8, 9] only prevent the data leakage,
rather than provide rigorous privacy guarantee.The solutions
proposed byWang et al. andWorku et al. [6, 9] fail to achieve
reliable data protection under their security models.
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In this paper, we propose an effective verification of cloud
data integrity scheme, EoCo, based on BLS (Boneh-Lynn-
Shacham) signature with strong privacy protection. Besides
efficient remote data integrity verification, our scheme also
supports public auditability, privacy protection, blockless
verification, and batch audition. We formally define a new
integrity protection model based on the work proposed by
Worku et al. [9] and prove that dishonest server cannot
bypass the verification based on the CDH (computational
Diffie-Hellman) problem. We also introduce a ZK-privacy
(zero knowledge privacy) model and prove that our scheme
is secure against CMA (adaptive chosen messages attack)
attacks and CPA (chosen plaintext attack) attacks under the
security assumption of the cryptographic primitives.

Contributions. Our contributions can be summarized as
follows:

(i) Wepropose a remote data integrity protection scheme
that ensures public auditability, privacy protection,
and blockless verification. Besides, our scheme may
also support batch auditing operations.

(ii) We introduce and formally define a ZK-privacy
model, where the adversary obtains zero knowledge
from the auditing interactions. We prove the privacy
preserving property of our scheme under the ZK-
privacy model.

(iii) We evaluate the performance of our proposed scheme
through mathematically analysis and compare it with
related schemes in communication and computation
overhead. The communication overhead of EoCo is
only 𝑂(1).

Paper Organization. The rest of this paper is organized as
follows. In Section 2, we discuss the related work and the
key challenges; Section 3 presents the preliminaries of the
proposed scheme; in Section 4, we describe the system
model and the security goals; in Section 5, we propose our
publicly auditable integrity verification scheme; we conduct
theoretical analysis with security proof in Section 6; in
Section 7, we evaluate the performance overhead of our
approach; and Section 8 concludes the paper.

2. Related Works

2.1. Provable Data Possession and Proof of Retrievability.
Ateniese et al. [3] first proposed a remote auditing system
using a provable data possession (PDP) model to ensure
data integrity in untrusted storage services. To deploy RSA
(Rivest-Shamir-Adleman) digital signature, the scheme splits
data into small file blocks. The high probability guarantee
of data integrity is achieved by randomly selecting some
blocks and check the correctness by using the attribute of
RSA homomorphic linear validation. Ateniese et al. [13]
introduced the retrievability property on the basis of PDP
using error-correcting codes. However, as the linear combi-
nation of sample file blocks is exposed to external auditors
in the public auditing process, the above two solutions

cannot achieve provable privacy protection. Juels et al. [4]
proposed PORmodel to construct data integrity verification.
The scheme ensures data integrity and retrievability through
spot-checking and error-correcting codes. Spot-checking is
to randomly embed special check blocks, sentinels, into the
data file, and then randomly select a number of sentinels
to verify the file data’s integrity. However, this scheme has a
critical problem that once the times of validations is beyond
a certain number, these fixed sentinelswill be exposed and the
data integrity will not be guaranteed. In addition, the scheme
cannot support public audition. Bowers et al. [14] improved
the POR model, and Shacham et al. [5, 15] also proposed an
improved POR scheme base on BLS signature [16]. However,
these schemes cannot ensure privacy protection for the same
reason as the scheme proposed by Ateniese et al. [3]. Shah et
al. [12, 17] introduced a third party auditor (TPA) and sent
a number of precomputed symmetric-keyed hashes over the
encrypted data to the TPA. Nevertheless, this scheme can
only be applied to encrypted files and used in a limited way.
When the keyed hashes are used up, this scheme will give
the user additional online burden. Worku et al. [9] redefined
a new integrity protection model that ensured a stronger
definition of integrity by adding a second query phase and
also proposed a scheme that claims to be able to acquire
provable security under the model. However, Liu et al. [11]
proved that the scheme in [9] does not satisfy the definition
of its own security mode. Worku’s scheme cite 10 selects a
unique identifier 𝑛𝑎𝑚𝑒 for each file, but the 𝑛𝑎𝑚𝑒 cannot be
well embedded into the scheme and is not tightly connected
to the scheme.Therefore, the adversary can extract important
knowledge in the second inquiry phase of the security model
[18].

2.2. Public Audition. Wang et al. [6] proposed a public
audition scheme with the privacy protection property that an
adversary cannot obtain the information of data in the PDP
model. Worku et al. [9] presented that the Wang’s scheme
[6] is not secure against the attacks from malicious servers
and proposed a privacy preserving scheme. Wang et al. [8]
proposed an improved scheme to achieve the property of
privacy protection. However, these schemes [6, 8, 9] cannot
satisfy the definition of the strict privacy protection model,
IND-privacy (indistinguishability-privacy), presented by Fan
et al. [10]. The IND-privacy model achieves privacy protec-
tion by proving the indistinguishability of responses in the
auditing process to external auditors. The general idea and
design of Worku’s scheme [9] and Wang’s scheme [8] are
similar. The former uses 𝜇 = 𝜇 + 𝑟ℎ(𝑅) to hide the linear
combination 𝜇 of the blocks, while the latter is implemented
by 𝜇 = 𝑟+ℎ(𝑅)𝜇, where 𝑟 and𝑅 are the randomnumbers andℎ stands for hash function. These two ways can only ensure
that external auditors cannot obtain the relevant information
of the data, but for the malicious auditors, it is easy to
distinguish the different information to obtain the relevant
knowledge of the cloud users. The protocol proposed by Fan
et al. [10] is inefficient and its symmetric external Diffie-
Hellman assumption can be solved in the presence of bilinear
mapping.
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Table 1: Schemes attribute comparison.

Ateniese-[3] Juels-[4] [5] Wang-[6] Wang-[8] Worku-[9] Our scheme
Data integrity protection Yes Yes Yes No Yes No Yes
Public auditability Yes No Yes No Yes Yes Yes
Privacy protection No No No No Yes Yes Yes
Blockless verification Yes No Yes Yes Yes Yes Yes
Batch auditing No No No No Yes Yes Yes
Retrievability No Yes No No No No Yes
Audit times Unlimit limit limit Unlimit Unlimit Unlimit Unlimit
Communication 𝑂(1) 𝑂(𝑛) 𝑂(𝑛) 𝑂(𝑛) 𝑂(𝑛) 𝑂(1) 𝑂(1)
2.3. Dynamic Maintenance. In practical settings, supporting
dynamic maintenance is desired in remote data attesta-
tion. Ateniese et al. [19] proposed the concept of dynamic
operation and built a scheme that does not require batch
encryption based on a symmetric cryptosystem. However,
this scheme is limited to the number of queries and does not
support full sense of dynamic scenarios. Wang et al. [7, 8]
supported full dynamic operations by using Merkle hash tree
(MHT) structure. Erway et al. [20] developed a skiplist-based
scheme to enable the integrity of data with full dynamics
operations. Sookhak et al. [21] also proposed a dynamic
scheme. Xin et al. [22] proposed an effective and secure access
control approach for multiauthority cloud storage systems.

In addition, the communication and computational over-
heads are also critical metrics to evaluate the efficiency
of cloud services [23, 24]. Among the schemes above, the
communication overhead of [8] during validation is 𝑂(𝑛),
while [9] is more efficient in computational overhead. We
illustrate the comparison of the relevant solutions in Table 1.

3. Preliminaries

3.1. Bilinear Map and GDH Groups. Let 𝐺1, 𝐺2, and 𝐺𝑇 be
multiplicative cyclic groups of the same large prime order 𝑝,
where |𝐺1| = |𝐺2| = |𝐺𝑇|. Let 𝑔1, 𝑔2 be the generators of𝐺1, 𝐺2, respectively. 𝑒 : 𝐺1 × 𝐺2 → 𝐺𝑇 is a bilinear map
if it satisfies the following properties:

(i) Bilinear: ∀𝑢 ∈ 𝐺1, V ∈ 𝐺2 and ∀𝑎, 𝑏 ∈ 𝑍𝑝, 𝑒(𝑢𝑎, V𝑏) =𝑒(𝑢, V)𝑎𝑏 holds.
(ii) Nondegenerate: ∃𝑢 ∈ 𝐺1, V ∈ 𝐺2, such that 𝑒(𝑢, V) ̸=𝐼𝐺𝑇 , 𝐼𝐺𝑇 is the identity element of the cyclic group 𝐺𝑇.
If there exists an isomorphism 𝜓 : 𝐺2 → 𝐺1, with𝜓(𝑔2) = 𝑔1, (𝐺1, 𝐺2) is a Gap Diffie-Hellman (GDH) group

pair. We can set 𝐺1 = 𝐺2 = 𝐺 and 𝑔1 = 𝑔2 = 𝑔 and take 𝜓 to
be the identity map.

(a) Computational co-Diffie-Hellman (co-CDH) on GDH
[16]. Given 𝑔2, 𝑔𝛼2 ∈ 𝐺2 and ℎ ∈ 𝐺1 as input and 𝛼 ∈ 𝑍𝑝,
compute ℎ𝛼 ∈ 𝐺1.

(b) Decision co-Diffie-Hellman (co-DDH) on GDH [16].
Given 𝑔2, 𝑔𝛼2 ∈ 𝐺2 and ℎ, ℎ𝛽 ∈ 𝐺1 as input, if 𝛼 = 𝛽 the output
is yes; otherwise, the output is no. When the answer is yes,
we say that (𝑔2, 𝑔𝛼2 , ℎ, ℎ𝛼) is a co-Diffie-Hellman tuple.

When 𝐺1 = 𝐺2, these problems reduce to a standard
CDH and DDH problems. The co-DDH problem is easy to
be solved but co-CDH is hard on the GDH group [16].

3.2. BLS Signature. The BLS signature [16] includes three
functions, KeyGen, Sign, and Verify. Let (𝐺1, 𝐺2) be a GDH
group where |𝐺1| = |𝐺2| = 𝑝. It makes use of a full-domain
hash function𝐻 : {0, 1}∗ → 𝐺1.

(i) KeyGen. Randomly choose 𝑥 ← 𝑍𝑝 and compute
V ← 𝑔𝑥2 . The public key is V ∈ 𝐺2 and the private key
is 𝑥.

(ii) Sign. Given a private key 𝑥 ∈ 𝑍𝑝 and a message 𝑀 ∈{0, 1}∗, compute ℎ ← 𝐻(𝑀) ∈ 𝐺1 and 𝜎 ← ℎ𝑥. The
signature is 𝜎 ∈ 𝐺1.

(iii) Verify. Given a public key V ∈ 𝐺2, a message𝑀 ∈ {0, 1}∗, and the signature 𝜎 ∈ 𝐺1, computeℎ ← 𝐻(𝑀) ∈ 𝐺1 and verify whether (𝑔2, V, ℎ, 𝜎)
is a valid co-Diffie-Hellman tuple. If so, output valid;
otherwise, output invalid.

4. Approach Overview

4.1. System Model. Our scheme, EoCo, is built on the system
model presented in Figure 1. The model consists of three
entities, Users, CSP Servers, andTheThird Party Auditor.

(i) Users. Cloud users own the data andwant to save local
storage and computing resources by uploading them
to the cloud.

(ii) CSP Servers. The CSP servers have a large amount of
storage space available for users. At the same time,
CSP servers provide effective cloud operations such
as data update and queries and retrieve requests from
the customers.

(iii) The Third Party Auditor (TPA). The TPA has more
ability and expertise than the clients. Users could ask a
TPA help to audit the integrity of the outsourced data
on behalf of them.

In our system model, our remote data integrity pro-
tection scheme consists of five critical operations, KeyGen,
TokenGen, Challenge,Response, andCheckProof. A cloud user
runs KeyGen to generate her/his public key 𝑝𝑘 and private
key 𝑠𝑘 (with a security parameter 𝑘 as its input). The user
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Figure 2: Integrity protection game.

runs the TokenGen algorithm to generate a token for the
file and outsources the file with corresponding token to the
CSP server. When the user wants to check the correctness
of her/his data, she/he may delegate the integrity audition
to a TPA. The TPA creates 𝑐ℎ𝑎𝑙 using Challenge and sends
it to the CSP server. The server runs Response and returns
the proof 𝑃 to TPA. The TPA runs CheckProof to check
whether it is correct, and if it is correct, the output is 𝑠𝑢𝑐𝑐𝑒𝑠𝑠;
otherwise, the output is 𝑓𝑎𝑖𝑙𝑢𝑟𝑒.

In the system shown in Figure 1, we mainly take two
threats in to account, the threat to integrity, and the threat to
privacy [25]. Accordingly, we classify attackers into two types
based on the knowledge𝐻 that they processed.

(i) �reat to Integrity. The attacker observes the data𝐷𝐴, the authentication identifier 𝑇, and the public
key 𝑝𝑘, i.e., 𝐻 =< 𝐷𝐴,𝑇, 𝑝𝑘 >. The purpose of such
attacker is to produce a legitimate proof for the forge
DA.

(ii) �reat to Privacy. The attacker observes only the
public key 𝑝𝑘 and the proof 𝑃, i.e., 𝐻 =< 𝑃, 𝑝𝑘 >.
The purpose of such attacker is to acquire additional
knowledge, such as the content of data or the type of
data.

4.2. Integrity Protection Model. We improve the integrity
protection model proposed by Worku et al. [9] and through
this model, we demonstrate two objectives.

(1) If the data are not stay the original state, an adversary
cannot successfully construct a valid proof in polyno-
mial time with nonnegligible probability.

(2) If the adversary can always pass the verification, then
it can be shown that the data remains intact.

Our integrity protection model allows an adversary to
query large files𝐹𝑖 .The adversaryA, may be a dishonest cloud
service provider who interacts with a challenger C (users or
TPA). The integrity game consists of the following steps and
we illustrate the details in Figure 2.

(i) Setup. The challenger C runs the algorithm of key
generation, sends the public key 𝑝𝑘 to the adversary
A, and retains the private key 𝑠𝑘 secret.

(ii) Query1. The adversary A adaptively makes tagging
queries: it selects a file 𝐹1 and sends it to C. The
challengerC then computes the token 𝑇1 and sends it
back toA. The adversary A continues to queryC for
the token𝑇2 , . . . , 𝑇𝑞 on the files of its choice𝐹2 , . . . , 𝐹𝑞.
In general, the challenger C generates 𝑇𝑖 for some1 ≤ 𝑖 ≤ 𝑞.
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Figure 3: ZK-privacy game.

(iii) Challenge. The challenger C generates a challenge𝑐ℎ𝑎𝑙 and requests the adversary A to provide a proof
of integrity for the file 𝐹∗ (note that file 𝐹∗ must differ
from the 𝐹𝑖 in query phase).

(iv) Query2. Repeat Query1, the challenger C generates𝑇𝑖 for some 𝑖, 𝑞 + 1 ≤ 𝑖 ≤ 𝑛.
(v) Forge.The adversaryA computes a proof of integrity𝑃 for the file 𝐹∗ according to challenge 𝑐ℎ𝑎𝑙 and

returns 𝑃 toC.

If the 𝑃 can pass the verification, the adversary A wins
the game.

Definition 1. An EoCo scheme guarantees data integrity if for
any polynomial time adversary A cannot win the game with
nonnegligible probability.

4.3. Privacy Protection Model. In this subsection, we define
a new privacy protection model, the ZK-privacy model, and
prove that the scheme does not have any information leakage
by showing that the attacker has zero knowledge during the
audit process. The ZK-privacy model takes place between a
challengerS such as cloud server and an adversaryA such as
malicious TPA. The game model includes the following steps
and we summarize the critical operations in Figure 3.

(i) Setup. The challenger S runs the algorithm of key
generation to generate key pair (𝑝𝑘, 𝑠𝑘) and sends the
public key 𝑝𝑘 to the adversary A.

(ii) Phase 1 (Steps 1–3). The adversary A adaptively
makes queries: it selects a file 𝐹 and sends it to the
challenger S, then the challenger S generates the
token, 𝑇 = (𝑡, Φ), for the file 𝐹, and sends it to the
adversary A.

(iii) Phase 2 (Steps 4–7). The adversary A chooses two
files 𝐹0, 𝐹1, and 𝐹0 ̸= 𝐹1, which are different from
the files in Phase 1. Then the challenger S generates
corresponding 𝑇0 = (𝑡0, Φ0), 𝑇1 = (𝑡0, Φ0). Next, the
challenger S randomly selects 𝑏 ∈ {0, 1} and sends t𝑏
to A. The adversary A generates a challenge 𝑐ℎ𝑎𝑙 to
S. The challenger S generates proof, 𝑃𝑏 = (𝜎𝑏, 𝜇), to
the A. Finally, the adversary A outputs a bit 𝑏 as a
guess of the 𝑏. If 𝑏 = 𝑏, the adversary wins the game.

Definition 2. We define the advantage of the adversary A as

𝐴𝑑VA (𝜆) = 𝑉𝑖𝑒𝑤A (𝑏 = 0) − 𝑉𝑖𝑒𝑤A (𝑏 = 1) (1)

The 𝑉𝑖𝑒𝑤A(𝑏 = 0 𝑜𝑟 1) indicates the probability
distribution of the view of A in the case of 𝑏 = 0 or 𝑏 = 1.
An EoCo scheme guarantees that there is no an information
leakage if 𝐴𝑑VA(𝜆) = 0.
5. Our Schemes

5.1. Definition and Framework. Our scheme mainly consists
of five polynomial time algorithms: KeyGen, TokenGen,
Challenge, Response, and CheckProof. The cloud user is
represented by 𝐶, the cloud server is represented by 𝑆, and
the third party auditor is represented by 𝑇𝑃𝐴.

(i) KeyGen(1𝑘) → (𝑝𝑘, 𝑠𝑘). 𝐾𝑒𝑦𝐺𝑒𝑛 is a probabilistic
key generation algorithm, which is set up and initial-
ized by 𝐶. It takes as input a security parameter 𝑘 and
outputs a pair of key (𝑝𝑘, 𝑠𝑘).

(ii) TokenGen(𝑠𝑘, 𝑝𝑘, 𝐹) → 𝑇. 𝑇𝑜𝑘𝑒𝑛𝐺𝑒𝑛 is a determin-
istic algorithm to compute tokens. It takes as inputs
a private key 𝑠𝑘, a public key 𝑝𝑘 and a file 𝐹 =(𝑚1, . . . , 𝑚𝑛). The output is the token 𝑇 = (𝑡,Φ ={𝜎𝑖}1≤𝑖≤𝑛), where 𝑡 is a file tag which includes a file𝑛𝑎𝑚𝑒,Φ is an ordered collection, and 𝜎𝑖 is the unique
authentication identifier corresponding to the blocks𝑚𝑖 in the file 𝐹.

(iii) Challenge(1𝑘) → 𝑐ℎ𝑎𝑙. 𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒 is a deterministic
algorithm. It takes as input a security parameter 𝑘. It
outputs a challenge 𝑐ℎ𝑎𝑙.

(iv) Response(𝑝𝑘, 𝑐ℎ𝑎𝑙, Φ, 𝐹) → 𝑃. 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 is to create
the proof of the data integrity corresponding to the
received challenge. It takes as inputs a public key 𝑝𝑘,
a file 𝐹, a challenge 𝑐ℎ𝑎𝑙, and an ordered set Φ. The
output is an integrity proof 𝑃 of the file 𝐹.

(v) CheckProof(𝑝𝑘, 𝑃, 𝑐ℎ𝑎𝑙, 𝑡) → (𝑠𝑢𝑐. or 𝑓𝑎𝑖𝑙.).𝐶ℎ𝑒𝑐𝑘𝑃𝑟𝑜𝑜𝑓 is the function to verify the returned
proof 𝑃. It takes as inputs a public key 𝑝𝑘, a challenge𝑐ℎ𝑎𝑙, and a proof 𝑃 as input. It outputs 𝑠𝑢𝑐𝑐𝑒𝑠𝑠 or𝑓𝑎𝑖𝑙𝑢𝑟𝑒.
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Table 2: Notation list of symbols and parameters.

Symbols Description𝑝 a large prime𝑍𝑝 a group of integers with order 𝑝𝐺 a cyclic group𝑔 an element of G𝐻 a hash function, {0, 1}∗ → 𝐺𝜋 a pseudo-random permutation, {0, 1}log2(𝑛) × 𝐾 → {0, 1}log2(𝑛)𝑓 a pseudo-random functions, {0, 1}∗ × 𝐾 → 𝑍𝑝𝑆𝑆𝑖𝑔(⋅) an additional BLS signature𝐹 = (𝑚1, ..., 𝑚𝑛) divide a big data file 𝐹 into 𝑛 small file blocks and𝑚𝑖 ∈ 𝑍𝑝
A EoCo scheme can be summed up as two processes:

one is the setup process to initialize the scheme, and the
other is the verification process to confirm whether the data
is integrity.

(i) Setup. The cloud user C has a file 𝐹 and runs the
algorithmKeyGen to generate the key pair (𝑝𝑘, 𝑠𝑘). C
then stores the key pair locally and uses it to run the
algorithm TokenGen to generate a token, 𝑇 = (𝑡, Φ ={𝜎𝑖}1≤𝑖≤𝑛). Finally, C sends 𝑇 and 𝐹 to S and deletes 𝐹
and 𝑇 from its local storage.

(ii) Audition. TPA runs the algorithm Challenge to gen-
erate a challenge 𝑐ℎ𝑎𝑙 corresponding to the target
files. TPA sends 𝑐ℎ𝑎𝑙 to the server 𝑆. After receiving𝑐ℎ𝑎𝑙, 𝑆 computes the proof 𝑃 accordingly and returns
the TPA the proof 𝑃 and 𝑡 by using the function𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒. The TPA validates 𝑃 and 𝑡 using the
function CheckProof.

5.2. Notations. In this subsection, we illustrate the parame-
ters and notations used in our scheme. As listed in Table 2, 𝑝
is a large prime and the EoCo scheme is built on the group𝑍𝑝 and supports a cyclic group 𝐺 with a bilinear setting.
Let 𝑔 be an element of cyclic group. In the setup phase, the
date owner splits the file 𝐹 into 𝑛 small file blocks, that is,𝐹 = (𝑚1, . . . , 𝑚𝑛), and for 1 ≤ 𝑖 ≤ 𝑛, every block 𝑚𝑖 ∈ 𝑍𝑝.𝐻 : {0, 1}∗ → 𝐺 is a secure hash function. The additional
BLS signature used in our scheme is represented as 𝑆𝑆𝑖𝑔(⋅). In
addition, we take advantage of a pseudorandom permutation
(PRP) 𝜋 and a pseudorandom functions (PRF) 𝑓 with the
following parameters. We write 𝑓𝑘(𝑥) to denote 𝑓 keyed with
key 𝑘 applied on input 𝑥.

(i) 𝜋 : {0, 1}log2(𝑛) × 𝑘 → {0, 1}log2(𝑛).
(ii) 𝑓 : {0, 1}∗ × 𝑘 → 𝑍𝑝.

5.3. EoCo Scheme

(i) KeyGen(1𝑘). The algorithm first generates a secure
BLS signature key pair (𝑠𝑝𝑘, 𝑠𝑠𝑘). Next, the algorithm
randomly selects an element in the 𝑍𝑝, 𝑥 ← 𝑍𝑝,
and computes V ← 𝑔𝑥 ∈ 𝐺. Then, the algorithm
randomly selects an element in the 𝐺, 𝑢 ← 𝐺, and
computes 𝑤 ← 𝑢𝑥. Finally, the algorithm returns
public key 𝑝𝑘 = (𝑠𝑝𝑘, 𝑔, V, 𝑢, 𝑤) and private key 𝑠𝑘 =(𝑠𝑠𝑘, 𝑥).

(ii) TokenGen(𝑠𝑘, 𝑝𝑘, 𝐹 = (𝑚1, . . . , 𝑚𝑛)). The algorithm
randomly selects an element in the 𝑍𝑝 as a unique
identifier of file 𝐹, 𝑛𝑎𝑚𝑒 ← 𝑍𝑝, and calculates file
identification tag by BLS signature, 𝑡 = 𝑛𝑎𝑚𝑒 ‖𝑆𝑆𝑖𝑔𝑠𝑠𝑘(𝑛𝑎𝑚𝑒). Next, the algorithm generates unique
authentication identifier for each block 𝑚𝑖 in the file,𝜎𝑖 ← (𝐻(𝑊𝑖) ⋅ 𝑢𝑚𝑖)𝑥 ∈ 𝐺. For 1 ≤ 𝑖 ≤ 𝑛,𝑊𝑖 = 𝑛𝑎𝑚𝑒 ‖ 𝑖. The algorithm then outputs token𝑇 = (𝑡, Φ = {𝜎𝑖}1≤𝑖≤𝑛).

(iii) Challenge(1𝑘). The algorithm first determines the
number of file blocks 𝑐. According to the security
parameters 𝑘, the algorithm randomly selects key 𝑘1
for 𝜋 and key 𝑘2 for 𝑓. Finally, the algorithm returns𝑐ℎ𝑎𝑙 = (𝑐, 𝑘1, 𝑘2).

(iv) Response(𝑝𝑘, 𝑐ℎ𝑎𝑙,Φ = {𝜎𝑖}1≤𝑖≤𝑛), 𝐹). The algorithm
first selects a secret random value 𝑟 ← 𝑍𝑝. For 1 ≤𝑗 ≤ 𝑐, the algorithm computes 𝑖𝑗 = 𝜋𝑘1(𝑗) and 𝑎𝑗 =𝑓𝑘2(𝑗), and the algorithm then computes aggregated
authentication identifier 𝜎 = 𝜎𝑎1𝑖1 ⋅ 𝜎𝑎2𝑖2 , . . . , ⋅𝜎𝑎𝑐𝑖𝑐 ⋅ 𝑤𝑟
(note that 𝜎𝑖𝑗 is the 𝑖𝑗-th value in Φ). 𝜇 = V𝜇

+𝑟 ∈ 𝐺,
and 𝜇 = 𝑎1𝑚𝑖1+, . . . , 𝑎𝑐𝑚𝑖𝑐 . Finally, the algorithm
outputs proof 𝑃 = (𝜎, 𝜇).

(v) CheckProof(𝑝𝑘, 𝑃, 𝑐ℎ𝑎𝑙, 𝑡). The algorithm first veri-
fies whether the file tag 𝑡 is correct. If 𝑡 is incorrect,
the algorithm outputs 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 and quit; otherwise the
algorithm extracts 𝑛𝑎𝑚𝑒 and for 1 ≤ 𝑗 ≤ 𝑐, the
algorithm calculates 𝑖𝑗 = 𝜋𝑘1(𝑗), 𝑎𝑗 = 𝑓𝑘2(𝑗) and𝑊𝑖𝑗 = 𝑛𝑎𝑚𝑒 ‖ 𝑖𝑗. Finally, the algorithm verifies the
following equation:

𝑒 (𝜎, 𝑔) = 𝑒( 𝑐∏
𝑗=1

𝐻(𝑊𝑖𝑗)𝑎𝑗 , V) ⋅ 𝑒 (𝑢, 𝜇) (2)

If (2) holds, 𝐶ℎ𝑒𝑐𝑘𝑃𝑟𝑜𝑜𝑓 returns 𝑠𝑢𝑐𝑐e𝑠𝑠; otherwise,
it returns 𝑓𝑎𝑖𝑙𝑢𝑟𝑒.

6. Scheme Analysis

6.1. Correctness. In this subsection, we discuss the correct-
ness of our scheme; that is, the CSPs will definitely pass
through the audition if they follow the protocol honestly. By
signing the 𝑛𝑎𝑚𝑒 of a file with an additional BLS signature,
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we can prevent an adversary from tampering with the 𝑛𝑎𝑚𝑒.
We use a hash function to ensure that the file tag, 𝑛a𝑚𝑒, is
perfectly embedded in the authentication identifier. Wemake
use of a PRP function and a PRF function to ensure the
randomness of the challenge content and the security of the
response. If the data is kept properly, the correctness of the
verification equation (2) can be shown as follows:

𝑒( 𝑐∏
𝑗=1

𝐻(𝑊𝑖𝑗)𝑎𝑗 , V) ⋅ 𝑒 (𝑢, 𝜇)

= 𝑒( 𝑐∏
𝑗=1

𝐻(𝑊𝑖𝑗)𝑎𝑗 , 𝑔𝑥) ⋅ 𝑒 (𝑢𝜇+𝑟, 𝑔𝑥)

= 𝑒( 𝑐∏
𝑗=1

𝐻(𝑊𝑖𝑗)𝑎𝑗 𝑢𝜇 , 𝑔𝑥) ⋅ 𝑒 (𝑢𝑟, 𝑔𝑥)

= 𝑒( 𝑐∏
𝑗=1

𝜎𝑎𝑗𝑖𝑗 , 𝑔) ⋅ 𝑒 ((𝑢𝑥)𝑟 , 𝑔) = 𝑒( 𝑐∏
𝑗=1

𝜎𝑎𝑗𝑖𝑗 𝑤𝑟, 𝑔)
= 𝑒 (𝜎, 𝑔)

(3)

6.2. Integrity Protection. The integrity protection of EoCo is
based on the symmetric co-CDH problem or standard CDH
problem.

�eorem 3. Under the CDH assumptions, EoCo guarantees
data integrity protection in the random oracle model.

We first propose a simplified scheme, S-EoCo. By proving
the security of S-EoCo, we can prove the security of EoCo.
S-EoCo and EoCo differ only in the KenGen and Response
algorithms as follows:

(i) KeyGen(1𝑘). The algorithm first generates a secure
BLS signature key pair (𝑠𝑝𝑘, 𝑠𝑠𝑘). Next, the algorithm
randomly selects an element in the 𝑍𝑝, 𝑥 ← 𝑍𝑝,
and computes V ← 𝑔𝑥 ∈ 𝐺. Then, the algorithm
randomly selects an element in the 𝐺, 𝑢 ← 𝐺. Finally,
the algorithm returns public key 𝑝𝑘 = (𝑠𝑝𝑘, 𝑔, V, 𝑢) and
private key 𝑠𝑘 = (𝑠𝑠𝑘, 𝑥).

(ii) Response(𝑝𝑘, 𝑐ℎ𝑎𝑙,Φ = {𝜎𝑖}1≤𝑖≤𝑛), 𝐹). For 1 ≤ 𝑗 ≤ 𝑐,
the algorithm computes 𝑖𝑗 = 𝜋𝑘1(𝑗), 𝑎𝑗 = 𝑓𝑘2(𝑗). Then,
for 𝐼 = {𝑖1, 𝑖2, . . . , 𝑖𝑐}, the algorithm computes aggre-
gated authentication identifier 𝜎 = 𝜎𝑎1𝑖1 ⋅ 𝜎𝑎2𝑖2 , . . . , ⋅𝜎𝑎𝑐𝑖𝑐 ,𝜇 = V𝜇

 ∈ 𝐺, where 𝜇 = 𝑎1𝑚𝑖1+, . . . , 𝑎𝑐𝑚𝑖𝑐 . Finally, the
algorithm outputs proof 𝑃 = (𝜎, 𝜇).

Proof. We reduce the security of our S-EoCo scheme to the
security of the CDH problem. We model hash function 𝐻(⋅)
as random oracle.

If an adversary A can break the integrity protection of
the S-EoCo scheme, we show how to construct an adversary
C that usesA in order to break CDH problem.

For theCDHproblem,C is given (𝑔, 𝑔𝛼, ℎ) ∈ 𝐺 andneeds
to calculate ℎ𝛼. Then C will play the role of the challenger
in the integrity protection game and will interact with A as
follows.

(i) Setup. The challenger C selects a secret key pair(𝑠𝑝𝑘, 𝑠𝑠𝑘) and gets 𝑝𝑘 = (𝑠𝑝𝑘, 𝑔, V, 𝑢), where 𝑢 =𝑔𝑎ℎ𝑏, 𝑎 ← 𝑍, 𝑏 ← 𝑍𝑝, V = 𝑔𝛼. ThenC sends public
key to the adversary A.

(ii) Query1.The adversary A adaptively presents queries
in the way that it selects different files 𝐹1, . . . , 𝐹𝑛 and
sends them toC to create 𝑇𝑜𝑘𝑒𝑛s. In order to answer
queries, C simulates in a random oracle machine as
follows:

(1) For 𝐹 = {𝑚1, 𝑚2, . . . , 𝑚𝑛}, randomly selects an
element in group 𝑍𝑝 as the unique identifier
of file 𝐹, 𝑛𝑎𝑚𝑒 ← 𝑍𝑝, and calculates file
identification tags 𝑡 = 𝑛𝑎𝑚𝑒 ‖ 𝑆𝑆𝑖𝑔𝑠𝑠𝑘(𝑛𝑎𝑚𝑒).

(2)
(a) When A queries 𝑗 for hash value, C first

checks whether 𝑗 is in the hash tuple list(𝑗,𝐻(𝑗)). If it is in the list, C sends 𝐻(𝑗)
toA as the answer; otherwise,C randomly
selects and replies C an elements in 𝐺,𝜔 ← 𝐺, as𝐻(𝑗), and adds𝐻(𝑗) to the hash
tuple list (𝑗,𝐻(𝑗)).

(b) When A performs the identifier query, C
calculates 𝑊𝑖 = 𝑛𝑎𝑚𝑒 ‖ 𝑖. If 𝑊𝑖 = 𝑗, C
announces failure; otherwise, C randomly
selects 𝑟𝑖 ← 𝑍𝑝, calculates 𝐻(𝑊𝑖) = 𝑔𝑟𝑖 ⋅𝑔−𝑎𝑚𝑖 ⋅ ℎ−𝑏𝑚𝑖 , and builds a list of identifiers(𝑊𝑖, 𝑚𝑖, 𝑟𝑖,𝐻(𝑊𝑖), 𝜎𝑖). C can compute 𝜎𝑚𝑖
using the formula below.

𝜎𝑚𝑖 = (𝐻 (𝑊𝑖) ⋅ 𝑢𝑚𝑖)𝛼 = (𝑔𝑟𝑖 ⋅ 𝑔−𝑎𝑚𝑖 ⋅ ℎ−𝑏𝑚𝑖 ⋅ 𝑢𝑚𝑖)𝛼
= (𝑔𝑟𝑖 ⋅ 𝑔−𝑎𝑚𝑖 ⋅ ℎ−𝑏𝑚𝑖 ⋅ 𝑔𝑎𝑚𝑖 ⋅ ℎ𝑏𝑚𝑖)𝛼 = (𝑔𝑟𝑖)𝛼
= (𝑔𝛼)𝑟𝑖

(4)

(3) C sends the file identifier 𝑇 = (𝑡, Φ = {𝜎𝑖}1≤𝑖≤𝑛))
toA.

(iii) Challenge. For files 𝐹∗ = {𝑚∗1 , 𝑚∗2 , . . . , 𝑚∗𝑛 }, C sends
challenge 𝑐ℎ𝑎𝑙 toA, and 𝐹∗ is different from above 𝐹
that have been query.

(iv) Query2. Repeat the Query1, but A cannot query the
file blocks included in 𝑐ℎ𝑎𝑙.

(v) Forge. A creates and returns 𝑃 to C according to
challenge 𝑐ℎ𝑎𝑙. If 𝑃 can pass through the verification,
A wins the game.

Suppose that an honest cloud server computes a proof,𝑃 = (𝜎, 𝜇), then the following verification formula should be
satisfied:

𝑒 (𝜎, 𝑔) = 𝑒(∏
𝑖∈𝐼

𝐻(𝑊𝑖)𝑎𝑖 , V) ⋅ 𝑒 (𝑢, 𝜇) (5)

Suppose that the adversaryA wins games with nonnegli-
gible probability. The proof output byA is 𝑃∗ = (𝜎∗, 𝜇∗) that
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can pass the verification with nonnegligible probability, thus
formula (6) is satisfied.

𝑒 (𝜎∗, 𝑔) = 𝑒(∏
𝑖∈𝐼

𝐻(𝑊𝑖)𝑎𝑖 , V) ⋅ 𝑒 (𝑢, 𝜇∗) (6)

According to the game, 𝜇 ̸= 𝜇∗. Let Δ𝜇 = 𝜇∗ − 𝜇.
Because 𝐺 is a multiplicative cyclic group, we can find an
inverse element of 𝜎 in the group. We substitute 𝜎−1 for 𝜎 in
formula (5) to get the deformation of formula (5).

𝑒 (𝜎−1, 𝑔) = 𝑒(∏
𝑖∈𝐼

𝐻(𝑊𝑖)𝑎𝑖 , V)
−1 ⋅ 𝑒 (𝑢, 𝜇−1) (7)

Wemultiply 𝜎∗ by 𝜎−1 and obtain the following equation:

𝑒 (𝜎∗𝜎−1, 𝑔) = 𝑒 (𝑢, 𝜇∗𝜇−1) = 𝑒 (𝑢, V𝜇∗−𝜇)
= 𝑒 (𝑢, VΔ𝜇) = 𝑒 (𝑢Δ𝜇 , V) (8)

Because 𝑢 = 𝑔𝑎ℎ𝑏, we replace 𝑢 in formula (8).

𝑒 (𝜎∗𝜎−1, 𝑔) = 𝑒 ((𝑔𝑎ℎ𝑏)𝛼Δ𝜇 , 𝑔)
= 𝑒((𝑔𝑎)𝛼Δ𝜇 (ℎ𝑏)𝛼Δ𝜇 , 𝑔)
= 𝑒 (V𝑎Δ𝜇 (ℎ𝛼)𝑏Δ𝜇 , 𝑔)

(9)

The above equation can be further deformed as follows:

𝑒 (𝜎∗𝜎−1V−𝑎Δ𝜇 , 𝑔)−𝑏Δ𝜇 = 𝑒 (ℎ𝛼, 𝑔) (10)

It can be derived from formula (10) that ℎ𝛼 =(𝜎∗𝜎−1V−𝑎Δ𝜇)−𝑏Δ𝜇 . C takes back 𝜇∗ from the adversary A
and calculates Δ𝜇 = 𝜇∗ − 𝜇. It means that as long as𝑏Δ𝜇 ̸= 0 mod 𝑝C can solve the CDH problem. As Δ𝜇 ̸=0 mod 𝑝, the probability that 𝑏Δ𝜇 ̸= 0 is 1 − 1/𝑝, which
is nonnegligible. And the probability that simulation failure
possibility ofC is 1/𝑞 is negligible. So if the adversarywins the
game with a nonnegligible probability, the CDH problem can
be solved with a nonnegligible probability. Aggregation tags
inResponse in the EoCo scheme is that 𝜎 = 𝜎𝑎1𝑖1 ⋅𝜎𝑎2𝑖2 , . . . , ⋅𝜎𝑎𝑐𝑖𝑐 ⋅𝑤𝑟 and 𝜇 = V𝜇

+𝑟 ∈ 𝐺. We add 𝑤𝑟 on the basis of S-EoCo that
makes scheme stronger.

Here we proved the Theorem 3.

6.3. Privacy Preserving

�eorem 4. According to Definition 2, an adversary is com-
pletely zero knowledge if, for any polynomial time algorithmA,𝐴𝑑VA(𝜆) = 0.
Proof. To prove Theorem 4, we construct a simulator S to
interact with an adversary A following the steps below.

(1) A selects two different files 𝐹0 = (𝑚(0)1 , . . . , 𝑚(0)𝑛 ) and𝐹1 = (𝑚(1)1 , . . . , 𝑚(1)𝑛 ), for 1 ≤ 𝑖 ≤ 𝑛, which satisfy𝑚(0)𝑖 ̸= 𝑚(1)𝑖 .
(2) The simulator S generates 𝑇0 = (𝑡0, Φ0) and 𝑇1 =(𝑡1, Φ1) for the files 𝐹0 and 𝐹1, respectively. Then S

randomly selects 𝑏 ∈ {0, 1} and sends 𝑡𝑏 toA.

(3) When A received 𝑡𝑏, A randomly generates a chal-
lenge 𝑐ℎ𝑎𝑙 = {𝑐, 𝑘1, 𝑘2} and sends 𝑐ℎ𝑎𝑙 to S request
proof of 𝐹𝑏

(4) The simulator S calculates and sends response proof𝑃𝑏 = (𝜎𝑏, 𝜇) toA.

(5) The identifier in 𝑃𝑏 is that 𝜎𝑏 = 𝜎𝑎1𝑖1 ⋅ 𝜎𝑎2𝑖2 , . . . , ⋅𝜎𝑎𝑐𝑖𝑐 ⋅ 𝑤𝑟,𝜇 = V𝜇
+𝑟 ∈ 𝐺, and 𝜇 = 𝑎1𝑚(𝑏)𝑖1 +, . . . , 𝑎𝑐𝑚(𝑏)𝑖𝑐 , and it

satisfies

𝑒 (𝜎, 𝑔) = 𝑒(∏
𝑖∈𝐼

𝐻(𝑊𝑖)𝑎𝑖 , V) ⋅ 𝑒 (𝑢, 𝜇) (11)

From the perspective ofA,A can only see (𝑃𝑏, 𝐹0, 𝐹1, 𝑝𝑘).
Since A cannot know the value of 𝑟 (unless A can solve
the discrete logarithm (DL) problem) and 𝑟 is randomly and
uniformly distributed, for the adversaryA, 𝑃0 and 𝑃1 also are
uniformly distributed.

Since𝑝𝑘 is public, so𝑉𝑖𝑒𝑤A(𝑃0, 𝐹0, 𝐹1, 𝑝𝑘) and𝑉𝑖𝑒𝑤A(𝑃1,𝐹0, 𝐹1, 𝑝𝑘) have the same probability distribution. The advan-
tage of the adversary A is as follows:

𝐴𝑑VA (𝜆) = 𝑃𝑟 [𝑉𝑖𝑒𝑤𝐴 (𝑃0, 𝐹0, 𝐹1, 𝑝𝑘)]
− 𝑃𝑟 [𝑉𝑖𝑒𝑤𝐴 (𝑃1, 𝐹0, 𝐹1, 𝑝𝑘)] = 0 (12)

The above equation shows that the protocol is strict zero
knowledge to the adversaryA, and thus, the adversary cannot
get any information through the auditing process.

Here we complete the proof.

6.4. Batch Auditing. Sometimes, a TPA will audit multiple
files on behalf of different users. While one by one validation
is too tedious and inefficient, it is desired that the TPA could
parallelly audit the integrity of multiple cloud user data.
Suppose that 𝑄 cloud users are entrusted with the same TPA.
We slightly modify our scheme by using BLS signature to
aggregate different signatures and thus provide the effective
verification for all 𝑄 users/files simultaneously. In fact, our
attribute of batch auditing is to enhance the audit efficiency
of TPA. Therefore, in EoCo scheme, we only need to make
minor modifications on the CheckProof algorithm.

(i) CheckProof(𝑝𝑘, 𝑃, 𝑐ℎ𝑎𝑙, 𝑡). For 1 ≤ 𝑙 ≤ 𝑄, the
algorithm first verifies whether the file tag 𝑡𝑙 is
correct. The algorithm then outputs 𝑓𝑎𝑖𝑙𝑢𝑟𝑒 if it is
wrong; otherwise, the algorithm extracts 𝑛𝑎𝑚𝑒𝑙 and
continues. Next, for 1 ≤ 𝑗 ≤ 𝑐, the algorithm
calculates 𝑖𝑗 = 𝜋𝑘1(𝑗), 𝑎𝑗 = 𝑓𝑘2(𝑗) and (𝑊𝑖𝑗)𝑙 =𝑛𝑎𝑚𝑒𝑙 ‖ 𝑖𝑗 and computes aggregate authentication



Security and Communication Networks 9

Table 3: Communication complexity comparison.

SW-[5] Wang-[8] Worku-[9] Our scheme
Challenge form and the
number of bits required

{(𝑖, ]𝑖)}1≤𝑖≤𝑛 {(𝑖, ]𝑖)}1≤𝑖≤𝑛 (𝑐, 𝑘1, 𝑘2) (𝑐, 𝑘1, 𝑘2)2𝑛|𝑝|bits 2𝑛|𝑝|bits 3|𝑝|bits 3|𝑝|bits
Response form and the
number of bits required

(𝜎, 𝜇) (𝜎, 𝜇, 𝑅) (𝜎, 𝜇, 𝑅) (𝜎, 𝜇)2|𝑝|bits 3|𝑝|bits 3|𝑝|bits 2|𝑝|bits
Entire Overhead 𝑂(𝑛) 𝑂(𝑛) 𝑂(1) 𝑂(1)

identifier 𝜎𝑄 = ∏𝑄𝑙=1𝜎𝑙. Finally, the algorithm verifies
the following equation:

𝑄∏
𝑙=1

{{{𝑒( 𝑐∏
𝑗=1

𝐻((𝑊𝑖𝑗)𝑙)𝑎𝑗 , V𝑙) ⋅ 𝑒 (𝑢, 𝜇𝑙)}}}
= 𝑒 (𝜎𝑄, 𝑔)

(13)

We validate the correctness of batch audition scheme
below and show that the honest CSPs will pass the audition
successfully if they follow the protocol.

𝑄∏
𝑙=1

{{{𝑒( 𝑐∏
𝑗=1

𝐻((𝑊𝑖𝑗)𝑙)𝑎𝑗 , V𝑙) ⋅ 𝑒 (𝑢, 𝜇𝑙)}}}
= 𝑄∏
𝑙=1

{{{𝑒( 𝑐∏
𝑗=1

𝐻(𝑊𝑖𝑗)𝑎𝑗𝑙 𝑢𝜇𝑙 , 𝑔𝑥𝑙) ⋅ 𝑒 (𝑢𝑟𝑙 , 𝑔𝑥𝑙)}}}
= 𝑄∏
𝑙=1

{{{𝑒( 𝑐∏
𝑗=1

(𝜎𝑖𝑗)𝑎𝑗𝑙 , 𝑔) ⋅ 𝑒 ((𝑢𝑥𝑙)𝑟𝑙 , 𝑔)}}}
= 𝑄∏
𝑙=1

{{{𝑒( 𝑐∏
𝑗=1

(𝜎𝑖𝑗)𝑎𝑗𝑙 , 𝑔) ⋅ 𝑒 ((𝑤𝑙)𝑟𝑙 , 𝑔)}}}
= 𝑄∏
𝑙=1

𝑒( 𝑐∏
𝑗=1

(𝜎𝑖𝑗)𝑎𝑗𝑙 ⋅ (𝑤𝑙)𝑟𝑙 , 𝑔) = 𝑒( 𝑄∏
𝑙=1

𝜎𝑙, 𝑔)
= 𝑒 (𝜎𝑄, 𝑔)

(14)

7. Evaluation

In this section, we evaluate the performance of our proposed
scheme in the following three aspects:

(1) Computational complexity: the cost of the setup
phase, the cost of producing response proof by S, and
the cost of verify response proof by an auditor.

(2) Block complexity: S needs the number of file blocks
to be accessed according to the challenge.

(3) Communication complexity: the data size and band-
width of communication between an auditor and a
CSP.

Suppose that the EoCo chooses 𝑐 file blocks for audition
and the security parameter is 𝑘. The large prime number 𝑝

should be 2𝑘 according to the analysis by Shacham et al.
[5]. If the security level is 80 bits, then |𝑝| = 160 bits. This
determines the required block size to achieve the desired
security level. We compare the EoCo with the scheme in [5,
8, 9] in terms of computation complexity and communication
complexity in this section.

7.1. CommunicationComplexity. Wecan see fromTable 3 that
the number of bits required of SW-[5] is 2𝑛|𝑝| + 2|𝑝| bits. The
number of bits required of Wang-[8] is 2𝑛|𝑝| + 3|𝑝| bits. The
number of bits required of Worku-[9] is 6|𝑝| bits. The EoCo’
the number of bits required is 5|𝑝| bits. From this, we can
see that the EoCo has the smallest communication overhead,
which can greatly reduce the I/O burden of cloud providers
and increase bandwidth utilization.

7.2. Computation Complexity. In order to calculate the cost
of computing on both sides of the auditor and cloud service
provider, we detail the operations on the basic computational
symbols inTable 4.We can see comparison of several schemes
from Table 5 in three aspects.

(i) Server computation overhead: for cloud service
providers, we see that the Worku-[9] is obviously less
than Wang-[8]. While the EoCo is compared with
the Worku-[9], the EoCo adds one more exponential
operation, but reduces one hash operation. Generally
speaking, one hash is more time-consuming than
the exponential operation, so that the EoCo is more
efficient on this side.

(ii) Auditor computation overhead: for the auditor, Wang-
[8] and Worku-[9] are only slightly different in effi-
ciency; the latter uses one-time exponential operation
less than the former. Although our scheme uses one-
time bilinear mapping more than Worku-[9], our
scheme uses one-time hash operation, three-time
exponential operation and two-time multiplication
operation less than Worku-[9]. In this respect, the
EoCo has a great promotion.

(iii) Setup phase overhead: because the schemes are based
on BLS short signatures, the computational overhead
of the setup phase is equal.

According to the theoretical analysis above, our scheme
ensures the desired security properties with relatively low
performance overhead.
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Table 4: Notation of cryptographic operations.

Operations Description𝐻𝑎𝑠ℎ𝑡𝑍𝑝 t map-to-𝑍𝑝 operations𝐻𝑎𝑠ℎ𝑡𝐺 t map-to-G operations𝑀𝑢𝑙𝑡𝑡𝐺 t multiplication in group G𝑀𝑢𝑙𝑡𝑡𝑍𝑝 t multiplication in group 𝑍𝑝𝐸𝑥𝑝𝑡𝐺 t exponentiations in group G𝐵𝑀𝑡𝐺 t bilinear mappings among elements of G𝐴𝑑𝑑𝑡𝐺 t additions on group G𝐴𝑑𝑑𝑡𝑍𝑝 t additions on group 𝑍𝑝𝑐 −𝑀𝑢𝑙𝑡𝐸𝑥𝑝𝑡𝐺(𝑙) t c-term exponentiations in group G,𝑙 ≤ |𝑝|
Table 5: Computation comparison.

Our scheme Wang-[8] Worku-[9]

Server
computation
overhead

𝑀𝑢𝑙𝑡𝑐𝐺 + 𝐸𝑥𝑝2𝐺+ 𝑀𝑢𝑙𝑡𝑐−1𝐺 + 𝐵𝑀1𝐺+ 𝑀𝑢𝑙𝑡𝑐−1𝐺 + 𝐸𝑥𝑝1𝐺+𝐴𝑑𝑑𝑐𝑍𝑝 +𝑀𝑢𝑙𝑡𝑐−1𝑍𝑝 + 𝐸𝑥𝑝1𝐺 + 𝐴𝑑𝑑𝑐𝑍𝑝 +𝑀𝑢𝑙𝑡𝑐+1𝑍𝑝 + 𝐴𝑑𝑑𝑐𝑍𝑝 +𝑀𝑢𝑙𝑡𝑐+1𝑍𝑝 +𝑐 − 𝑀𝑢𝑙𝑡𝐸𝑥𝑝1𝐺(𝑎𝑖) 𝐻𝑎𝑠ℎ1𝑍𝑝 + 𝑐 − 𝑀𝑢𝑙𝑡𝐸𝑥𝑝1𝐺(]𝑖) 𝐻𝑎𝑠ℎ1𝑍𝑝 + 𝑐 −𝑀𝑢𝑙𝑡𝐸𝑥𝑝1𝐺(]𝑖)
Auditor
computation
overhead

𝐻𝑎𝑠ℎ𝑐𝐺 + 𝐵𝑀3𝐺 +𝑐 − 𝑀𝑢𝑙𝑡𝐸𝑥𝑝1𝐺(𝑎𝑖)
𝐻𝑎𝑠ℎ𝑐𝐺 +𝑀𝑢𝑙𝑡2𝐺 + 𝐸𝑥𝑝3𝐺+ 𝐻𝑎𝑠ℎ𝑐𝐺 +𝑀𝑢𝑙𝑡2𝐺 + 𝐸𝑥𝑝2𝐺+𝐵𝑀2𝐺 + 𝐻𝑎𝑠ℎ1𝑍𝑝+ 𝐵𝑀2𝐺 + 𝐻𝑎𝑠ℎ1𝑍𝑝+𝑐 −𝑀𝑢𝑙𝑡𝐸𝑥𝑝1𝐺(]𝑖) 𝑐 −𝑀𝑢𝑙𝑡𝐸𝑥𝑝𝑡𝐺(𝑙)

Setup phase 𝑀𝑢𝑙𝑡𝑛𝐺 + 𝐻𝑎𝑠ℎ𝑛𝐺+ 𝑀𝑢𝑙𝑡𝑛𝐺 + 𝐻𝑎𝑠ℎ𝑛𝐺+ 𝑀𝑢𝑙𝑡𝑛𝐺 + 𝐻𝑎𝑠ℎ𝑛𝐺+
overhead 𝐸𝑥𝑝2𝑛𝐺 𝐸𝑥𝑝2𝑛𝐺 𝐸𝑥𝑝2𝑛𝐺
8. Conclusion

In this paper, we proposed a secure and effective cloud data
integrity verification scheme with privacy protection, EoCo,
which is based on the BLS short signature. We presented
a more practical data integrity protection model and intro-
duced a ZK-privacy model to ensure the privacy preserving
property in public audition. We theoretically analyzed our
approach and prove the security of EoCo based on the CDH
problem.We also demonstrated that our scheme ensures zero
knowledge leakage through indistinguishable views of the
attacker. We evaluated the performance of EoCo and made
the comparison with related solutions. The analysis results
show that our approach has relatively small communication
and computational complexity.
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Software-defined networking (SDN) is a representative next generation network architecture,which allows network administrators
to programmatically initialize, control, change, and manage network behavior dynamically via open interfaces. SDN is widely
adopted in systems like 5G mobile networks and cyber-physical systems (CPS). However, SDN brings new security problems, e.g.,
controller hijacking, black-hole, and unauthorized data modification. Traditional firewall or IDS based solutions cannot fix these
challenges. It is also undesirable to develop security mechanisms in such an ad hoc manner, which may cause security conflict
during the deployment procedure. In this paper, we propose OSCO (Open Security-enhanced Compatible OpenFlow) platform, a
unified, lightweight platform to enhance the security property and facilitate the security configuration and evaluation.Theproposed
platform supports highly configurable cryptographic algorithm modules, security protocols, flexible hardware extensions, and
virtualized SDN networks. We prototyped our platform based on the Raspberry Pi Single Board Computer (SBC) hardware and
presented a case study for switch port security enhancement. We systematically evaluated critical security modules, which include
4 hash functions, 8 stream/block ciphers, 4 public-key cryptosystems, and key exchange protocols. The experiment results show
that our platform performs those security modules and SDN network functions with relatively low computational (extra 2.5%
system overhead when performing AES-256 and SHA-256 functions) and networking performance overheads (73.7Mb/s TCP and
81.2Mb/s UDP transmission speeds in 100Mb/s network settings).

1. Introduction

Recent years, cyber-physical systems are widely adopted in
areas such as personal healthcare, emergency response, traffic
flow control, and electric power management. CPS uses
emerging technologies such as 5G and Edge computing as
its building components. As one of the core technologies in
5G network [1] and Edge computing [2], software-defined-
networking (SDN) is applied as a basic networking infras-
tructure in the cyber-physical system (CPS), which is a col-
lection of interconnected computing devices interacting with
the physical world with its users. Being a representative next
generation networking technique, SDN decouples the data
plane from the control plane and supports programmatically
initialization and dynamic network behavior management.

Its good performance in flexibility and scalability brings
advances in CPS deployment and configuration.

Figure 1 shows the classic SDN architecture which
includes three virtual layers, control plane, data plane,
and application plane [3, 4]. The application plane invokes
software-based logic in the control plane via REST-APIs
(Representational State Transfer Application Programming
Interface), which is also called Northbound Interface. The
deployed logic decisions are executed by the data plane
through Southbound Interfaces, e.g., OpenFlow, a widely
adopted implementation architecture of SDN. The network
control traffic is transferred from the infrastructure (data
plane) to the controller (control plane). With the help of SDN
apps, network operators achieve distinguished properties of
network control, automation, and resource optimization.
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Figure 1: The three planes in SDN architecture.

Table 1: Comparison of SDN attack types.

Attack Type Targeted SDN Layer
DDOS Control, Data
DOS Control, Data
Hijacked Controller Control, Data, App
Malicious Applications App
Man-in-the-middle Control, Data, Control-Data link
Black-hole Control, Data, Control-Data link
Eavesdropping Control, Data, App

Although SDN provides a new solution for the network
architecture, it exposes many security problems [5]. Since a
centralized controller is responsible for managing the entire
network, any security compromises of the controller may
cause the whole network to crash. Furthermore, security
lapses in controller to data plane communication may lead
to illegitimate access to network resources. SDN applications
enable the users to access network resources, deploy new
rules, and manipulate the behavior of the network through
the interaction with the control plane. Meanwhile, securing
the network frommalicious applications or abnormal behav-
ior of applications is a serious security challenge in SDN [6].

Table 1 shows different attacks and the affected layers in
the SDN architecture. The security vulnerabilities in SDNs
aremainly distributed in application plane, control plane, and
data plane. For instance, communication channels between
isolated planes might be attacked by other compromised
planes. Because of the visible nature of the control plane, it is
more attractive to attacker and vulnerable to DoS and DDoS
attacks [7]. The lack of authentication and authorization
mechanisms is another security limitation in the application
plane. The data plane is vulnerable to fraudulent flow rules,
flow rule flooding, controller hijacking, and man-in-the-
middle attacks.

Many security solutions, targeted at the exposed secu-
rity vulnerabilities of SDN, are proposed. FRESCO [8]
is proposed to enable development of OpenFlow security
applications. The control plane security solutions consist of
defending malicious applications, optimizing load balancing
policies, DoS/DDoS attack mitigation, and reliable controller
placement. In order to provide an ideally secure SDN control
layer, Security-Enhanced (SE) Floodlight [9] adds a secure
programmable northbound API to operate as an intercessor
between applications and the data plane. The fine-grained
security enforcementmechanisms such as authentication and
authorization are used for applications that can change the
flow rules. FortNOX [10] is a platform that enables the NOX
controller to check flow rule contradictions real-time and
authorize applications before they can change the flow rules.

However, rather than focusing on specific types of attacks
or planes, it is desirable to develop and deploy security
countermeasures in a more general manner to guarantee
data and network resource security. Besides, how to system-
atically test and verify the deployed security mechanisms
is another challenge. The current hardware deployment or
software simulation are mostly focused on network function
implementation and verification. None of them target the
security perspective.

In addition, SDN switch hardware is too expensive
to deploy massively and it is also difficult to modify
the embedded protocols. Furthermore, commercial SDN
switches cannot support customized protocols and interfaces.
The software simulation (e.g., Mininet [11], NS3 [12]) is
able to support large size SDN network topology but it
lacks various hardware interfaces to enable hardware-based
security schemes, e.g., TPM, special encryption chip, and
random number generator.

To address the above problems, a lightweight security
development platform—that supports security countermea-
sure implementation, deployment, and testing in a uniform,
extensible, and economical mode—is desired. In this paper,
we propose OSCO (Open Security-enhanced Compatible
OpenFlow) platform, a uniform testing platform based on
Raspberry Pi Single Board Computer (SBC) hardware and
SDN network architecture, which supports highly config-
urable cryptographic algorithm modules, security protocols,
flexible hardware extensions, and virtualized SDN networks.
(An earlier version of this manuscript was presented in
International Conference on Wireless Algorithms, Systems,
and Applications (WASA), 2018 [13].) We systematically
evaluate critical security modules, which include hash func-
tions, stream/block ciphers, public-key cryptosystems, and
key exchange protocols. Furthermore, we verify the scala-
bility of the platform and the corresponding system over-
head.

Contributions. In summary, we make the following
contributions in this paper:

(i) We proposed an extensible security-oriented SDN
network experiment platform, OSCO, allowing var-
ious security design schemes to experiment in SDN
environment. Our scheme provides an open frame-
work with flexible hardware interfaces and extensible
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software modules that fully support standard Open-
Flowprotocol and its security enhancement solutions.

(ii) We implemented the OSCO platform in a Raspberry
Pi hardware, which is acting as the OpenFlow switch.
It supports physical SDN network deployment and
simulation. In addition, we present a case study
for switch port security enhancement to illustrate
the extensibility and usability of OSCO platform
functions with relatively low computational (extra
2.5% system overheadwhen performingAES-256 and
SHA-256 functions) and networking performance
overheads (73.7 Mb/s TCP and 81.2Mb/s UDP trans-
mission speeds in 100Mb/s network settings).

Paper Organization. The rest of this paper is organized
as follows: Section 2 presents the overall architecture and
critical components of our platform with implementation
details; Section 3 describes the case study for port security
enhancement; Section 4 evaluates performance of some
critical security modules; Section 5 discusses related work;
and Section 6 concludes the paper.

2. Overall Architecture of OSCO Platform

In this section, we present the overall architecture of OSCO
platform and describe its core functions with auxiliary com-
ponents in detail.

2.1. Security Threats in SDN. As we discussed previously, the
security threats of SDN exist in the application layer, control
layer, and data layer, respectively, as well as the control-data-
link and application-control-link interfaces. The application
plane enables SDN applications to manipulate the behavior
of SDN devices through the SDN controller. The variety of
SDN applications allows the SDN network to be managed
in the flexible and diverse ways via the centralized SDN
controller. Because most of the network functions can be
implemented as SDN applications,malicious applications can
spread devastation in the whole network as well, specifically,
attacks on authentication, access control mechanisms [6, 14–
16], etc.

The control plane holds the abstract view of the entire
network and provides the information of network resources
to SDN applications. The control plane is implemented as
a logically centralized module which separates the SDN
application and data plane. Concrete implementation of
control plane is the Network Operation System (NOS),
which collects network information via APIs to observe and
control network. NOS provides a uniform and centralized
programmatic interface to the entire network. For instance,
the controller is responsible for flow formation, management,
and distribution in data-path elements via OpenFlow pro-
tocol between control and data plane. As the control plane
is a centralized control entity, it is an attractive target to
attackers. The main security challenges and threats existing
in the control plane are unauthorized application access, e.g.,
DoS/DDoS attacks.

The data plane holds the SDN forwarding devices such
as routers, switches, virtual switches, and access points and

manages configurable device entity using OpenFlow protocol
to control plane. The SDN device can be (re)configured
for different purposes, including traffic isolation, data-path
modification, and device virtualization via a remote proce-
dure call from the SDN controller using an optional secure
communication channel in data-control link. The flow rules
are installed in the OpenFlow switch’s flow tables according
to the controller’s decisions. The security challenges of data
plane are compromising SDN controller and recognizing
genuine flow rules and distinguishing them frombogus rules.
And it is also vulnerable to saturation attacks, man-in-the-
middle attack, and TCP-Level attacks.

2.2. Objectives. The goal of our proposed OSCO platform
is to provide a uniform, open, extensible, and economical
environment for security countermeasure implementation,
deployment, and test in different SDN planes. In the appli-
cation plane, OSCO is able to support deployment of SDN
applications and its corresponding security countermeasures
for authentication, authorization and access control, and
accountability security risks. In the control plane, OSCO is
capable of supporting various security-enhanced controllers
via a standard interface to prevent unauthorized application
access, DoS/DDoS attacks, etc. In the data plane, it functions
as an OpenFlow compatible switch that forwards packages
between switches and hosts, and plays an important role in
the security countermeasure for saturation attacks, man-in-
the-middle attacks, and TCP-Level attacks. OSCO is a testing
environment for security schemes in all the three SDNplanes.

2.3. Architecture of OSCO Platform. Figure 2 shows the
overall architecture of the OSCO platform, which con-
sists of central part enclosed by the dashed rectangle and
peripheral system. The central part consists of OSCO core
function modules. The peripheral system consists of the
REST-API formatted SDN security applications, diversified
peripheral security hardware, SDN controllers, and the
security-supported network simulator. The OSCO central
part functions as an OpenFlow switch by using embedded
OpenFlow protocol under the SDN architecture. The SDN
controller communicates with applications and OSCO core.
TheOSCO is able to extend the security function through the
peripheral security hardware. The SDN network simulator is
available forOSCOplatform to simulate a large scale complex
SDN network topology with an internal or external SDN
controller.

(a) OSCO Core Function Modules:The central part of the
OSCO platform includes core function modules, such as the
hardware interface, the Linux kernel, the OpenFlow module,
the cipher algorithm library, and protocol stack. The core
function modules act as a multifunction OpenFlow switch.
The security hardware is supported by the hardware (HW)
interfaces, such as the secure chip, random number gen-
erators, biological information acquisition, and recognition
devices. The security hardware provides better encryption or
decryption performance than software implementation. The
OpenFlow module is implemented above the Linux kernel,
which is one of the most important protocols in an SDN
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Figure 2: Overall architecture of OSCO platform.

architecture. OpenFlow is used for the interaction between
a data plane constituted network switch and a control
plane constituted controller. The cipher algorithm library
contains the mainstream cryptographic algorithms, e.g., hash
function, stream ciphers, and public-key cryptosystems. It
provides rich algorithms and the latest implementation from
different libraries. The key management, key distribution,
and authentication protocols are loaded in the protocol
stack module. In addition, other extensible modules such
as package capture and package analysis modules can be
employed in OSCO platform.

(b) Peripheral System: The peripheral system in OSCO
platform supports the core function modules to fulfill their
designed functionalities. The peripheral systems include four
parts: (1) the SDN security application module, which imple-
ments and invokes the security solutions; (2) the peripheral
security hardware module which provides hardware-based
security solutions; (3) the network simulation module, which
enables the simulation of the complex network topology and
SDN network functions; (4) the SDN controller module,
which makes packages forwarding decisions, maintains the
SDN network topology, coordinates network resources, etc.

2.4. Implementation. (1) System Hardware:We select the Sin-
gle Board Computer (SBC) hardware Raspberry Pi3 model B
[17] as computation and HW-interface platform used in core
modules implementation. TheRaspberry Pi is an open source
hardware with a 1.2 GHz 64-bit quad-core ARM Cortex-
A53 processor and 1 GB of RAM. It supports 10/100 Mbit/s
Ethernet, 802.11n wireless, Bluetooth 4.1 On-board network,
4 USB2.0 ports, and 17 general purpose input-output (GPIO)
connectors including I2C, SPI, UART, PCM, and PWM
interfaces. We set up three external USB Ethernet adapters
(10/100Mb/s) as OSCO physical ports. The Ubuntu MATE
[18], which is a Linux-based implementation, is chosen as
platformoperation system (OS).The rest of the core functions
modules are deployed above the Linux level. The Open
Virtual Switch (OVS) [19] is installed as the implementation
of OpenFlow protocol. OpenSSL [20], Crypto++ [21], and
PBC [22] libraries are integrated as the cryptology algorithm

Figure 3: The hardware environment of OSCO platform.

module in the platform. Additionally, we use the Wireshark
[23] as OpenFlow packet inspector and monitor. Figure 3
presents the hardware environment of our OSCO platform.

(2) Network Configuration: We implemented the
POX/NOX [24] and Floodlight [9] SDN controllers in our
platform, and a Floodlight controller based topology is
shown in Figure 4. We chose Mininet [11] to create/simulate
the SDN virtual network infrastructure. We discussed the
implementation details of security enhancement based on
OSCO platform by using a case study in Section 3.

3. Case Study: Port Security Enhancement
on OSCO

3.1. System Configuration. As shown in Figure 4, in our case
study, the experiment system consists of two parts, a virtual
network and a physical network. We use Mininet to simulate
a virtual SDNnetworkwith two switches and two hosts on the
workstation (Intel i7-4770 CPU, 8G RAM, Ubuntu 16.04 64-
bit OS).The host1 connects to the switch1, the host2 connects
to the switch2, and the switch1 connects to the switch2.
The Mininet configuration allows switch2 to connect to the
controller (installing on the workstation with Intel i5-4570
CPU, 4GRAM,Ubuntu 16.04 64-bit OS) via a physical OSCO
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Figure 4: The system configuration.

switch (Cortex-A53 CPU, 1G RAM, Ubuntu MATE 16.04 32-
bit OS).

TheOSCO switch3 physically connects to OSCO switch4,
the virtual switch2, and a controller.The host3 connects to the
OSCO switch3, and the host4 connects to the OSCO switch4.
The host3 is a HTPC with Intel Atom D2700 CPU, 2G RAM,
Ubuntu 16.04 32-bitOS and the host4 is a serverwith Intel E3-
1230v5 CPU, 16G RAM, Ubuntu 16.04 64-bit OS. The OSCO
switch includes one original Ethernet port fromRaspberry Pi
and three USB Ethernet ports. The unified physical Ethernet
interfaces are ensured by the core function modules of the
platform.

OSCO switch runs OVS to support OpenFlow proto-
col and logical and physical ports mapping for OpenFlow
connection. All switches connect (physically or logically)
the controller via the OSCO switch3 and switches work in
OpenFlow-only mode with OpenFlow 1.3 protocol.

3.2. Port Security Enhancement. The OVS software module
is concrete standard implementation of OpenFlow proto-
col. It maps the physical port to the OpenFlow logical
forwarding port and supports Spanning Tree Protocol to
prevent broadcast storm in the loop network. For instance,
in the implementation topology shown in Figure 4, the OVS
port os1-eth1 in OSCO switch3 is used to connect os2-eth0
port in OSCO switch4 by connecting two physical ports
with setting OVS bridge name and port mapping at both
sides. The openness of the OVS makes it easier to extend
the OpenFlow protocol. The OpenSSL library is used to
add OSCO switch port encryption/decryption function by
modifying OVS software module.

OpenFlow protocol processes packets through flow tables
and actions in the OpenFlow pipeline. OpenFlow port

receives and sends data to controller or switches. The flow
tables hold the package forwarding rules and the actions
apply the rules that include flowmodification, deletion, addi-
tion, and forwarding. The process of the OpenFlow packet
receiving and forwarding is conducted in the OpenFlow
pipeline.

In this case study, one of the requirements is to enable
OSCO switch to execute encryption/decryption operations in
a specific port. To achieve this, the source code of OpenFlow
pipeline part needs to be modified to enable os1-eth1 and
os2-eth0 ports to perform packages encryption/decryption
actions between them. The datapath.c file located in the
OVS project data-path directory holds the implementation of
OpenFlow pipeline. It contains the most important function
calls and processing logic for the package forwarding. Pseu-
docode 1 presents the OVS original code and the key part of
modified code for the implementation of port encryption.

Pseudocode 2 list is developed for package encryption,
which is put in line 27 before the dp xmit skb function in
original code.

The dp output put function processes the flow packages
and sends them to the corresponding ports, which include
the flood port, table port, controller port, and physical port.
Only the os1-eth1 and os2-eth0 port encrypt or decrypt the
packages. The check port function checks the output port
before a series of encryption efforts. The package needs
to attach its hash value for the later integrity verification.
The do hash function calculates the package hash value by
using SHA-256 implementation in OpenSSL library. The
add md to tail function adds the calculated hash value to
the end of the package. To facilitate the implementation
and evaluation, the encryption key and the initialization
value are hard code inside the do encrypt data function.
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1 int dp output port
2 (struct datapath ∗dp, struct sk buff ∗skb, int out port, int ignore no fwd)
3 {
4 BUG ON(!skb);
5 switch (out port){
6 . . .
7 . . .
8 case 0 . . . DP MAX PORTS - 1: {
9 struct net bridge port ∗p = dp->ports[out port];
10 if (p == NULL)
11 goto bad port;
12 if (p->dev == skb->dev) {
13 /∗ To send to the input port, must use OFPP IN PORT ∗/
14 kfree skb(skb);
15 if (net ratelimit())
16 printk(KERN NOTICE ''%s: can't directly ''
17 ''forward to input port\n'',
18 dp->netdev->name);
19 return -EINVAL;
20 }
21 if (p->config & OFPPC NO FWD&& !ignore no fwd) {
22 kfree skb(skb);
23 return 0;
24 }
25 skb->dev = p->dev;
26
27 return dp xmit skb(skb);
28 }
29
30 default:
31 goto bad port;
32 }
33 . . .
34 . . .
35 }

Pseudocode 1:

1 if (chech port (out port,''os1-eth1'',''os2-eth0'') {
2 int32 t p size = get ksb package size (skb);
3 unsigned char package [p size] = get package data (skb);
4
5 unsigned char md[33] = {0};
6 do hash (package, p size, md); // do SHA256
7 add md to tail (md, skb); // to add hash value
8
9 int32 t size = get data size (skb);
10 unsigned char data [size] = get data (skb); // get data from skb
11
12 int32 t padding size =0;
13 encrypt buff = (unsigned char ∗)malloc (padding size);
14 do encrypt data (data, &encrypt buff, padding size);
15 put encypted data (encrypt buff, skb);
16 free (encrypt buff);
17 }

Pseudocode 2:
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Figure 5: Package capturing in port os1-eth1.

Figure 6: Package capturing in port os1-eth3.

The do encrypt data function encrypts data via invoking
OpenSSL library to implement AES-CBC algorithm with
256-bits key size. Finally, the new package with encrypted
data is sent to output port buffer via the dp xmit skb function.

Pseudocode 3 indicates the do port input function that
handles the package receiving process in the OVS original
code. The decryption action should be executed at line 10
before fwd port input function. The decryption action code
is shown in Pseudocode 4.

The do port input function is responsible for retrieving
the packages from input port in OpenFlow pipeline. The
encrypted packages need to be decrypted before any further
processing. It needs to check the input port before per-
forming decryption action, because it only encrypts package
that goes through os1-eth1 or os2-eth0 port. The get data
function gets a package from a network device buffer, and
the do decrypt data function decrypts package with hard
coded encryption/decryption key and initialized value. Next,
it needs to calculate a hash value of decrypted package
via calling do hash function. The check not the same md
function verifies the integrity of decrypted package by
comparing two hash values. If two hash values are equal,
it will call fwd port input function for the further pack-
age processing; otherwise it drops this package. The port
encryption/decryption function is only available between the
connection of OSCO switch3 and switch4 in our case. By
doing this, the different block/stream encryption module can
be easily tested and verified in OSCO platform.

Figures 5 and 6 represent the packages capturing on
os1-eth1 and os1-eth3 ports in OSCO switch3. They show

packages that contain some text data going through the
physical port os1-eth1 and os1-eth3 in OSCO switch3, respec-
tively.

Figure 5 indicates that the encrypted data is sent from
OSCOswitch3 toOSCO switch4 via port os1-eth1. 192.168.1.13
and 00:0e:c6:c5:92:5b are the IP address and the switch
logical MAC address (it is also the ID of OpenFlow Data-
Path) for OSCO switch3. The IP (192.168.1.14) and MAC
(00:0e:c6:c5:92:a2) address are used by OSCO switch4.

As shown in Figure 6, the nonencrypted data (plaintext)
are sent out from OSCO switch3 via port os1-eth3. The
package will not be encrypted when using other port rather
than the port os1-eth1.

All ports of OSCO switch3 are listed by SDN con-
troller in Figure 7. It shows OSCO switch3’s MAC address,
IP address, OpenFlow version, and five registered ports
in SDN controller. There are one OpenFlow logical port
(local:os1) and four physical ports, but only one port (os1-
eth1) allows encryption function. In addition, OpenFlow
local port contains all physical ports, and its MAC address
is the switch/OpenFlow Data-Path ID.

In this section, we present a case study for OSCO switch
port security enhancement and illustrate the details to imple-
ment the port encryption/decryption function in OSCO
switch. We evaluate the system and network performances in
Section 4.

4. Performance Evaluation

In this section, we evaluate theOSCOplatform in two aspects,
computational overhead caused by the cryptographic security
modules and its network performance. Table 2 indicates
the hardware and software configuration of cryptographic
algorithms performance testing.

We adopted the benchmark in OpenSSL project for
the cryptographic algorithms performance testing, which is
the most widely used in cryptographic evaluation. Besides
Raspberry Pi-based OSCO platform, we also conduct the
performance evaluation on two other hardware platforms
deployed in our experiment (as shown in Figure 4). The
HomeTheatre PC (HTPC) has a duel core Intel AtomD2700,
2GB of RAM and running 32bit Ubuntu 16.04 OS.The Server
platform has a quad-core Intel Xeon E3-1230 V5 processor
with 16GB RAM and 64bit Ubuntu 16.04 OS installed.
The experiment results disclose the hardware preference for
different crypto settings. It could be a reference for SDN
hardware selection according to the network and system
performance requirements.

We mainly conducted the performance evaluation on
four kinds of cryptographic operations, hash functions,
symmetric encryption, public-key encryption, and digital
signature, which are the basic primes of most SDN security
solutions.

4.1. Hash Algorithm Performance. Hash function is used to
ensure the integrity of transmitted data.We test performances
of five widely used hash functions on three different hardware
platforms. Table 3 shows the hash function parameters such
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1 static void do port input (struct net bridge port ∗p, struct sk buff ∗skb)
2 {
3 skb = skb share check (skb, GFP ATOMIC);
4 if (!skb)
5 return;
6 /∗ Push the Ethernet header back on. ∗/
7 skb push (skb, ETH HLEN);
8 skb reset mac header (skb);
9
10 fwd port input (p->dp->chain, skb, p);
11 }

Pseudocode 3:

1 if (chech bridge ports (p,''os1-eth1'',''os2-eth0'') {
2
3 int32 t size = get data size (skb);
4 unsigned char data [size] = get data (skb);
5 // get data from skb
6 int32 t padding size =0;
7
8 decrypt buff = (unsigned char ∗)malloc (padding size);
9 do decrypt data (data, &decrypt buff, padding size);
10 // do AES CBC 256 decryption
11 put decypted data (decrypt buff, skb);
12 free (decrypt buff);
13
14 int32 t p size = get ksb package size (skb);
15 unsigned char package [p size] = get package data (skb);
16
17 unsigned char md[33] = {0};
18 do hash (package, p size, md); // do SHA256
19 unsigned char oldmd = get hash value (skb, 256);
20
21 if (check not the same md (md, oldmd)) {
22 kfree skb (skb);
23 return;
24 }
25 }

Pseudocode 4:

as output message size, maximum input message size, input
processing block size, basic word size, and the number of
processing steps.

Figure 8 shows the testing results of Message-Digest
Algorithm (MD5) [25], Keyed-Hashing for Message Authen-
tication (HMAC) [26], Secure Hash Algorithm (SHA) [27],
and SHA-256 and SHA512 hash functions, which are executed
by single threadwith 16-byte input size in three platforms.The
x-axis indicates the amount of processed data per second.The
y-axis labels the five hash functions. The performance metric
is defined as the parameter 𝑝1, 𝑝1 = 𝑑𝑘/𝑡, where 𝑑𝑘 denotes
the size of data being processed with input buffer size 𝑘 and 𝑡
denotes the processing time.

For instance, we run MD5 hash routine in a loop for 3
seconds with a 16-byte input in OSCO platform. It performs

over 1.7 million iterations after 3 seconds, that is, about
26.7 million bytes processed. Because of the use of Xeon
E3 processor, the server has the best performance in three
platforms; especially SHA1 has the best score in all five hash
functions. The rest of the results also indicate that SHA1
is designed to perform better than MD5 when handling
small input data size (16 bytes). The Server platform is the
only one which runs 64-bit implementation of OpenSSL.
Because of less number of steps, SHA-256 is the fastest
hash function in both HTPC and OSCO platforms when
handling 16-byte input data in 32-bit OS. HMAC generates
a message authentication code by performing an embedded
hash function. Its performance is close to embedded hash
function (MD5 in our case). Figures 9, 10, and 11 show the
hash function performances with different input data sizes
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Table 2: Testing environment of cryptographic performance.

Platform OSCO Server HTPC
CPU Quad-core ARM Cortex-A53 Quad-core Intel Xeon E3-1230 V5 Quel core Intel Atom D2700
RAM 1GB 16GB 2GB
OS 32Bit Ubuntu-mate 16.04 64Bit Ubuntu 16.06 32Bit Ubuntu 16.04
Benchmark OpenSSL 1.0.2g OpenSSL 1.0.2g OpenSSL 1.0.2g

Figure 7: OSCO switch3 ports in SDN controller.

Table 3: Hash functions parameters.

Algorithm MD5 SHA1 SHA256 SHA512
Message digest size (bits) 128 160 256 512
Message size (bits) unlimited < 264 < 264 < 2128

Block size (bits) 512 512 512 1024
Word size (bits) 32 32 32 64
Number of steps 80 80 64 80

on the three platforms, respectively. The x-axis indicates the
different size of input data. The y-axis shows the amount
of processed data per second (same as Figures 10, 11, 13, 15,
and 14). According to Figure 9, on the OSCO platform, the
performance is influenced by the input size, that is, the bigger
the input size, the better the performance.

Furthermore, MD5 is somewhat less CPU-intensive than
SHA1 in 32-bit OS [28]. The result shows MD5 getting better
performance with input data larger than 64 Bytes (512 Bits) in
Figures 9 and 10, because the additional block size padding
operations reduce when input data size is larger than block
size (it means larger than 512 bits). The similar result (large
input size with better results) is presented in Figure 11, which
is acquired from the Server platform. The 64-bit SHA-512
implementation is the only function among those four which
benefits from a Streaming SIMD Extensions 2 (SSE2, Intel
processor supplementary instruction sets) implementation
[28]. Thus, it explains SHA512 performing better than SHA-
256 in Server platform.

4.2. Stream/Block Ciphers Performance. Stream/block
ciphers operate as important elementary components in
many cryptographic protocols and are widely used to
implement encryption of bulk data, for instance, RC4 [29],
Blowfish [30], International Data Encryption Algorithm
(IDEA) [31], Data Encryption Standard (DES) [32], and

Advanced Encryption Standard (AES) [33] stream/block
ciphers algorithms.

In this section, we evaluated the implementation perfor-
mances of Blowfish, IDEA, DES, Triple DES (3DES), and AES
in the Cipher Block Chaining (CBC) mode. Table 4 shows
the block cipher parameters such as block size, key size, and
round of iterations.

Figure 12 indicates that the RC4 is the fastest algorithm of
all five algorithms in three platforms with single thread and
16-byte input size. RC4 is stream cipher; it simply uses bitwise
exclusive-OR (XOR) operation between pseudorandom key-
stream and plaintext stream for encryption. The decryption
requires the use of the same key-stream and XOR operation.
The RC4 only needs the hardware to perform XOR operation
and to generate a pseudorandom key-stream. The simplest
operations and less system hardware overhead guarantee the
highest execution efficiency. The x-axis indicates the amount
of processed data per second. The y-axis shows the type of
algorithms.

DES is the deprecated data encryption standard. Its key
size is 56 bits long, which is too short for proper security.
3DES is a security-enhanced version of DES.The 3DESmod-
ule uses Encryption-Decryption-Encryption mode imple-
mentation, which applies two keys (𝑘1, 𝑘2, 56-bits for each
key) for each data block. 3DES provides a relatively simple
method of increasing the key size of DES to protect against
brute-force attack, but it increases the system overhead and
reduces the speed of encryption and decryption. 3DES is the
slowest algorithm of all cryptographic modules on all three
platforms.

The DES has been superseded by the AES. AES supports
128, 192, or 256-bit key size with 128-bit block size. Recently,
new processor hardware has been optimized for AES and
SHA algorithms. For example, Intel’s AES-NI and ARM’s
ARMv8-A instruction sets can provide faster hardware accel-
eration when using AES encryption. Intel XEON E3-1230
V5 and ARM Cortex-A53 processors support AES-NI and
ARMv8-A instruction set, respectively. This explains why
AES has better performance than DES in both server and
OSCO platforms as shown in Figures 13 and 14.

Blowfish and IDEA are two commonly used symmetric-
key block cipher algorithms with 64-bit data block size
and 128-bit key size in our implementation. Blowfish has a
variable key length from 32 bits up to 448 bits and employs
16-round interactions with key-dependent S-boxes. Blowfish
provides a good encryption rate in software implementation
on three platforms. IDEA consists of a series of 8 identical
transformations and an output transformation, and the pro-
cesses for encryption and decryption are similar. Blowfish
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Figure 8: Hash functions performance in the three platforms.
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Figure 9: Hash functions performance in OSCO platform.

Table 4: Block cipher parameters.

Algorithm Blowfish IDEA DES 3DES AES-128 AES-192 AES-256
Block size (bits) 64 64 64 64 128 128 128
Key size (bits) 128 128 56 112 128 192 256
Rounds 16 8 16 48 10 12 14
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Figure 10: Hash functions performance in HTPC platform.

Table 5: Key parameters used in the experiment.

Algorithm Modules size or size of n in bits
RSA 2048, 4096
DSA 1024, 2048
ECDSA 192, 224, 256, 384, 521
ECDH 192, 224, 256, 384, 521

and IDEA both show much better performance than DES in
OSCO and Server platform.

HTPC platform has an old AtomD2700 processor which
cannot support any new security instruction set such as AES-
IN or Intel SHA extensions. This is the reason that AES is
slower than DES in HTPC platform, as shown in Figure 15.

The performance of IDEA is very similar to AES-128 on
HTPC platform. Blowfish also shows a good performance
(the second best performance) on HTPC platform. In par-
ticular, longer key size leads to lower performance in AES.
The performance of block cipher algorithm (Blowfish, IDEA,
DES, 3DES, and AES) is not significantly affected by the size
of input data on the three platforms.

4.3. Public-Key Cryptosystems Performance. The public-key
cryptosystems are widely used for key distribution, confiden-
tiality, and authentication. Table 5 shows the key parameters
used by the algorithm in the experiment.

RSA (Rivest-Shamir-Adleman) [55] is one of the first
practical public-key cryptosystems. In the RSA scheme,
the parameter 𝑛 is the block size and also participates

in generating the public key and the private key. A
typical size for 𝑛 is 1024 bits. In our experiment, the
length of the parameter 𝑛 is set as 2048 bits and 4096
bits.

As a commonly used digital signature algorithm, DSA
scheme [56] provides similar performance in signing and
verifying operation as shown in Figures 16 and 17.The signing
and verifying operation performance metrics are defined as
𝑝2 = 𝑂𝑠/𝑡 and𝑝3 = 𝑂V/𝑡, where𝑂𝑠 and𝑂V denote the number
of executed signing operations and verification operations,
respectively, and 𝑡 denotes the time cost of the operation.

Figure 16 shows that ECDSA-192 [57] has the best sign-
ing result and RSA-4096 has the worst signing operation
in all platforms. The RSA-2048 has the best verification
performance and ECDSA-521 shows the worst performance
in verification in Figure 17. The Server platform is the
fastest one running both signing and verifying operations.
The OSCO platform is better than HTPC platform in both
operations. The x-axis indicates the amount of accomplished
operations per second. The y-axis represents the type of
algorithms with different key size (same as Figures 16, 17, and
18).

In our platform, we did not deploy the classic textbook
RSA scheme due to its insecure features. Instead, our imple-
mentation supports the probabilistic encryption by using the
RSA-PKCS1-PADDING padding mode to satisfy the desired
security requirements. The RSA-PKCS1-PADDING padding
mode adds randomnonzero data to each data block to ensure
that the result differs each time.The similar technique is used
by other algorithms such as DSA and ECDSA.
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Figure 15: Stream/block ciphers performance in HTPC platform.
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Figure 16: Sign operation performance in the three platforms.

4.4. ECDH Key Exchange Performance. The ECDH (elliptic-
curve Diffie-Hellman) [58] is a key agreement protocol
that allows two parties to establish a shared secret over an
insecure channel. The ECDH key exchange performance is
influenced by the size of key as shown in Figure 18. ECDH-
192 has the best performance in OSCO platform, while on the
Server platform, ECDH-224 is much faster than ECDH-192.

ECDH and ECDSA-224/256 implementation are optimized
in 64-bit OpenSSL after version 1.0.0h [59]. ECDH-192 and
ECDSA-192 only have 32-bit portable implementation. The
ECDH operation performance metrics are defined by 𝑝4 =
𝑂𝑖/𝑡, where 𝑂𝑖 denotes the number of executed ECDH
operations with key size 𝑖 and 𝑡 denoting the time cost of the
operation. The benchmark runs a standard NIST (National
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Institute of Standards and Technology) implementation of
elliptic-curve with different key lengths, such as P-192, P-224,
P-256, P-384, and P-521.

4.5. OSCOPlatformNetwork Performance. TheOSCO acts as
anOpenFlow switch in the SDNnetwork topology with some
enhanced security abilities. Its data forwarding performance,
which influences the whole SDN network performance, is
one of the key factors besides the computation power of the
cryptosystem.

The experiment uses IPerf, a Linux network tool, to test
the max bandwidth and minimum response time of two
hosts, which use the TCP and UDP network connection,
respectively. The UDP connection testing applies -ub 100m
as the input parameters and the other part keeps using the
default setting; e.g., UDP buffer size is 160Kbyte and port
is 5001. The TCP connection uses all default parameters for
setting; e.g., TCP windows is 43.8Kbyte, etc. The network

performance metrics are defined by 𝑝5 = 𝑑𝑝/𝑡, where 𝑑𝑝
denotes the number of data being transmitted under protocol
𝑝mode and 𝑡 denotes the transmission time.

Figure 19 shows two different network connections in
TCP and UDP mode. The first connection (the virtual host1
to the physical host3) is indicated by lined bar, and the second
connection is the link between two physical hosts (host4
to host3), indicated by dotted bar (the network topology is
shown in Figure 4 ). The solid bar indicates the maximum
theoretical network connection bandwidth (100Mb/s). Both
connections get pretty good results comparedwithmaximum
theoretical bandwidth. In addition, the minimum response
time of the 1st connection is 7.902ms, and the 2nd connection
gets 0.029ms (both use UDP connection).

Figure 20 compares network performances between
two OSCO switches when they enable or disable real-
time encryptions. Based on the reviewed results of different
cryptographic algorithms, AES-256 and SHA-256 algorithms
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Figure 20: Network performance with security function enabled/disabled in OSCO.

are chosen to build a custom real-time encryption protocol
on the OSCO platform. The experiment shows that the
encryption overhead is relatively low (around 2.5%) via a
UDP connection between two switches.

In this section, we evaluate the performance of most used
cryptographic algorithms in different platforms. Moreover,
our experiments confirm that OSCO platform is not only
capable of carrying out the various cryptographic algorithms
but also able to support good network bandwidth and
speed requirements. Furthermore, the OSCO platform has
the lowest power consumption of 4W (system power con-
sumption) comparing to HTPC and Server platform which

approximately consume 15Wand 80Wonly for the processors
(Thermal Design Power from Intel), respectively.

5. Related Work

With the rapid development of SDN, more and more studies
are carried out to improve SDN network performance and
security. The centralized SDN architecture makes network
management much more easier and flexible than before, but
it introduces new security challenges too. Therefore, many
security-oriented solutions are proposed.The proposed solu-
tions focus on the security challenges in the data, controller,
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Table 6: SDN security solutions.

Solutions Type SDN Plane Interface
Data Ctrl. App. App-Ctrl Ctrl-Data

PERM-GUARD [15] Cross-layer protection framework x x x
VeriFlow [34] Verify and debug flow rules x
CPRecovery [35] Controller response framework x x
FortNOX [10] Controller framework x x
FlowChecker [36] Configuration verification tool x x
FRESCO [8] Anomaly diction and mitigation framework x x
PermOF [37] Permission control system for Apps. x x
Flover [38] Flow policy verification x x x
OFTesting [39] OF Apps testing and debugging x
SE-Floodlight [40] Conflict resolution, authorization, audit system x x x
Mini-Cut placement [41] Controller reliability, switch-controller connectivity x x x
Monitoring [42] Data plane connectivity monitoring x x
POCO [43] Controller resilience and failure tolerance x x
DCP [44] Dynamic controller provisioning, scalability, availability x x
Resonance [45] Access control and dynamic policy enforcement x
AVANT-GUARD [46] Controller plane security enhancement framework x

Table 7: Platform solutions.

Platform solutions Software
environment

Hardware
environment

Mininet [11] x
NS3 [12] x
OpenNet [47] x
OMNET++ [48] x
EstiNet [49] x
Donatini et al. [50] x
Ariman et al. [51] x
OpenSample [52] x
Mercury [53] x
XSM [54] x

and application plane of SDN as well as the interfaces in
between. For instance, AVANT-GUARD [46] protects the
control plane from a variety of attacks. The authors in [10]
propose FortNOX, a mechanism which monitors the flow
rules states from application plane to data plane in the
SDN network. PERM-GUARD [15] protects all the three
SND planes through management of flow rule production
permissions. Gao et al. [60] proposed CPSTCS, a cyber-
physical systems testbed based on cloud computing and SDN
in Industry 4.0. Yoon et al. [61] proposed a fault-tolerant
mechanism that responds to controller failures in CPS that
have multiple controllers for resilient control of physical
objects. Piedrahita et al. [62] proposed a solution that detects
and responds automatically to sensor attacks and controller
attacks in industrial network based on SDN. Han et al. [63]
proposed a dynamic route strategy to decrease the delay and
congestion in cyber-physical power system based on SDN.

Table 6 shows more SDN security solutions. The software
simulation or the physical device deployment are used to test
and verify those proposed theories or prototypes.

Generally speaking, there are two ways to verify a newly
designed protocol or mechanism in a computer network
system.One is software simulation verification, whichmodels
a real-system or hypothetical situation on a computer soft-
ware so that it can be studied to see how the system works.
The other way for physical device deployment verification
deploys a designed protocol or mechanism to a real hardware
environment. Table 7 shows more platform related solutions
for the networking system.

Software simulation. As the network environment of
SDN is different from the traditional network, the challenge
of SDN network simulation has drawn a great attention
in recent years. Lantz et al. [11] proposed the Mininet, a
lightweight tool simulating the SDN networks by using OS-
level virtualization features, including processes and network
namespaces to scale hundreds of SDN nodes. Riley et al.
[12] introduced NS3, a powerful tool for network simulation.
Chan et al. [47] proposed OpenNet, which is an open source
simulator for wireless network simulation. OpenNet is a
combination of Mininet and NS3 and it supports various
SDN controllers by using Mininet and wireless modeling
through NS3. OpenNet also supports wireless channel scan
mechanism. Wang et al. [49] introduced EstiNet, an SDN
network simulator, which enables external SDN controller to
control simulated OpenFlow switches.

Physical device deployment. Donatini et al. [50] intro-
duced an approach to develop a SDN network measure-
ment platform by using NetFPGA under the LTE network
infrastructure. The SDN implementation part is based on
OpenFlow and OpenSketch [64] projects. Ariman et al. [51]
implemented a real-time testbed for software-defined wire-
less networks (SDWN) by using Raspberry Pi as OpenFlow



18 Security and Communication Networks

(OF) switches. The implementation provides a practical
development and testing environment for SDWNs. Suh et al.
[52] proposed and implemented a sampling-based measure-
ment platform which decreases the latency to gather accurate
measurements of network load by using sFlow [65] samples.
Hu et al. [66] proposed an SDN based big data platform
for social TV analytics. It provides three main components,
distributed date crawler, big data processing, and social TV
analytics. Skowyra et al. [67] introduced an SDN-Enabled
application verification platform which verifies composed
applications and SDN system models to assure their safety,
security, and performances.

Unlike the related work mentioned above, we do not just
focus on simulating some specific SDN network functions.
Instead, we are interested in exposing the new security
challenges introduced by SDN deployment and verifying
corresponding countermeasures on an extensible customized
platform.

6. Conclusion

In this paper, to effectively integrate security countermea-
sures and systematically verify and test developed secu-
rity mechanisms in the SDN environment, we propose a
lightweight security enhancement and security testing plat-
form, OSCO (Open Security-enhanced Compatible Open-
Flow) platform. The design of OSCO is based on Rasp-
berry Pi Single Board Computer (SBC) hardware and SDN
network architecture, which supports highly configurable
cryptographic algorithm modules, security protocols, flexible
hardware extensions, and virtualized SDN networks. We
prototyped our design and present a case study for port
security enhancement to illustrate the details of the OSCO
platform implementation and deployment. We evaluate the
prototype system, and the experiment results show that
our system conducted security functions with relatively low
computational and networking performance overheads.
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Applying the proliferated location-based services (LBSs) to social networks has spawnedmobile social network (MSN) services that
allow users to discover potential friends around them. While enjoying the convenience of MSN services, the mobile users also are
confrontedwith the risk of location disclosure, which is a severe privacy preserving concern. In this paper, we focus on the problem
of location privacy preserving in MSN. Particularly, we propose a repartitioning anonymous region for location privacy preserving
(RPAR) scheme based on the central anonymous location which minimizes the traffic between the anonymous server and the LBS
server while protecting the privacy of the user location. Furthermore, our scheme enables the users to get more accurate query
results, thus improving the quality of the location service. Simulation results show that our proposed scheme can effectively reduce
the area of anonymous regions and minimize the traffic.

1. Introduction

Internet of Things (IoT), a trend of future networks, is im-
mersed into many aspects of our personal and working lives
and provides more comprehensive intelligent service. Social
networks widely used in mobile Internet catalyze mobile
social networks (MSNs), and users in MSN can not only
acquire their own location information and sign in a location
but also find nearby friends and access to location-based
services (LBSs) such as finding the nearest hotel, finding
directions, sharing action tracks, obtaining information of
body area networks, and so on [1–7].However, whenwe enjoy
the convenience of LBS and MSN services, the mobile users
also are confronted with the risk of location disclosure, which
is a severe privacy preserving concern [8–12].

MSN services (MSNS) have a wide range of applications
in people’s daily life, where location-aware information plays

a very important role [13]. In addition to supporting real-
time services, location-based applications can predict the
behavior of the users by analyzing the user’s position traces to
obtain the user’s interest preferences and make user interest
recommendations. With the development of MSNS, location
privacy issues are gradually attracting more and more peo-
ple’s attention. The location information includes the user’s
identity information, location coordinates information, time
stamp, and other sensitive information. Although analyzing
the users’ locations and trajectories can better supportMSNS
and recommended services, it is easier for attackers to attack
the user’s location information so as to expose user’s privacy.
With the use ofMSNS, mobile users are increasingly aware of
the risk of privacy disclosure when enjoying location services
[14–18].

Location-based privacy protection based on LBS is
designed to prevent malicious attackers from gaining access
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to the mobile user’s location (ormotion trajectory) to prevent
user information frombeing compromised. Since the concept
of LBS has been proposed, location-based privacy protection
has quickly been raised and developed into academic research
hot spots.Theuser’s location privacymainly includes location
privacy, trajectory privacy, and user identity privacy. Aiming
at these three aspects, quite a few privacy protection methods
have been proposed, including commonly used dummy loca-
tion technology, temporal and spatial anonymous technol-
ogy, pseudonym technology and other methods protecting
the users’ location privacy, trajectory privacy, and identity
information privacy [19–21]. Although the existing location
privacy protection methods that apply to MSN can resist
common privacy attacks [22], there are still some weaknesses
to be resolved.

In this paper, we focus on the location privacy preserving
in MSN aiming at larger communication overhead, larger
range, and inaccuracy of query results for traditional anony-
mous schemes. The main contributions of this paper are
summarized below.

(1) We propose a repartitioning anonymous region for
location privacy preserving (RPAR) scheme based
on the central anonymous location. The anonymous
region is divided into several subregions, users’ real
locations are replaced by the central location, and a
repartition is carried out to solve the tail anonymity
user set after the anonymous region partition.

(2) We analyze the superiorities of RPAR algorithm.
RPAR minimizes the communication traffic between
the anonymous server and the LBS server while pro-
tecting the privacy of the user location. Furthermore,
our scheme enables the users to obtain the more
accurate query results, thus improving the quality of
LBS.

(3) We simulate RPAR algorithm in extensive experi-
ments. Simulation results show that our proposed
scheme can effectively reduce the area of anonymous
regions and minimize the traffic.

The rest of the paper is organized as follows. Section 2
reviews the related work. In Section 3, we give the pre-
liminaries of location privacy preservation. Following that,
in Section 4, the anonymous region repartition algorithm
is proposed. In Section 5, simulations are given to verify
the effectiveness of our proposed models and algorithms.
Finally, we draw our conclusions and give the future work in
Section 6.

2. Related Work

Recently, there have been considerable interests in the
research of privacy preservation technologies for location-
based services (LBSs) [23].

The 𝑘-anonymity scheme was first proposed to be
Sweeney’s application in a relational database [24] to protect
sensitive properties by generalizing some of the nonsensitive
properties in the database in case of stealing by adversaries.
The generalization process makes the correlation between

user information and their related record fuzzy, and every
record in data table published is indistinguishable from other
𝑘 − 1 records. The scheme hides the link between the user
and its corresponding information, guaranteeing the user’s
privacy information security.

To protect location privacy, researchers like Gruteser first
proposed to apply the 𝑘-anonymity model to the location
privacy preservation [25]. By constructing a location region
composed of a query user and 𝑘 − 1 common users, the
𝑘 users’ geographical position information is generalized
to be a 𝑘-anonymity region. The users being generalized
cannot be distinguished from other 𝑘 − 1 users in terms
of identity information, geographical position information,
and so on. Even though the adversaries can access a user’s
location information in the anonymous region, they cannot
identify the correspondence between the locations of the
query information issued and the relevant user, protecting
users’ privacy information. The location anonymity scheme,
proposed in [26], splits a contiguous anonymous region into
several scattered subanonymity regions and demonstrates its
effectiveness.

The privacy preserving scheme covers not only 𝑘-
anonymity technology with strong applicability but also
location privacy preserving scheme based on fake informa-
tion. Bamba adopts virtual location information to hide real
information in order to achieve location privacy preserving
effect in [27]. Its main idea is as follows: Firstly users put
forward location service requests and privacy requirements;
then central anonymous servers send their fake position
information and the real one to LBS servers; at last the
LBS servers return query results back to anonymous servers,
and the anonymous servers calculate the correct results and
return them back to the corresponding users. Due to mixture
of true and fake information, it is difficult for adversaries
to distinguish the users’ actual query information; thus the
users’ privacy information is protected.

Duckham et al. proposed to use obfuscation technique as
an effective location privacy preserving mechanism [28] as
well as position fuzzy region to process fuzzy query, satisfying
the needs of privacy protection while sacrificing the quality of
the service. Hence, how to strike a balance between location
privacy preservation and service queries deserves our further
study.

Ni et al. studied location privacy neighbor query based
privacy preference in [29]; both the contradiction between
the location protection and personal privacy preference
and the balance between location privacy protection and
query service quality problems are analyzed and summarized.
Xu et al. proposed the location privacy region generation
algorithm, centroid migration method [30], based on the
spatial confusion location privacy protection technology;
thus a certain deviation of centroid in the location privacy
region was made. Ye et al. put forward a kind of location
privacy protection scheme [31] based on active sharing
mechanism; the main idea of this method is actively shar-
ing the user’s location information by sharing mechanism,
so as to reduce the users’ dependency on LBS servers
and enhance the protective effect of the location privacy
information.
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Figure 1: Architecture of our system model.

In recent years, domestic and foreign researchers and
institutions have widespread attention on location-based pri-
vacy preservation; increasingly in-depth studies are carried
out in location-based privacy. Besides the above-described
location privacy preserving technologies, there are a wealth
of methods such as location data randomization [32], fuzzi-
fication of space or time data [33, 34], methods based on
strategies and encryption [35–37], and sensitive semantic
based security anonymity mechanism [33, 38–40].

In [41], we have proposed a preliminary location privacy
preserving scheme via repartitioning anonymous region in
MSN. However, this scheme did not elaborate the design
motivation and the algorithm analysis. Also, this scheme did
not implement the simulations to verify its performance.

3. Preliminaries

The 𝑘-anonymity privacy preserving schemewas first applied
to data releasing; extensive research and application are
carried out after the application on the fields of location-
based privacy preservation. Thereafter, anonymous region
segmentation method is proposed to solve the insufficiency
on large communication overhead of 𝑘-anonymity. However,
in many cases, anonymous regions that are partitioned once
cannot achieve ideal effect; therefore we put forward the
repartitioning anonymous region scheme for location privacy
preserving (RPAR).

3.1. System Model. At present, although there are many
communication modes that are unsuitable for the central
anonymous servers, current location privacy preserving
schemes mainly adopt the central server mode [42, 43].
Our scheme uses the classic central server mode, and the
anonymous queries are processed through both the central
anonymous servers and the LBS servers. As shown in Figure 1,
the principles of the model are as follows:

(1) When the user requests the location query service,
all the query contents, location information, and
parameters needed to be set are sent to the central
anonymous servers.

(2) After receiving the query information sent by users,
according to certain rules, the central anonymous
servers will generate an anonymous user set which

meets the requirements, figure out the number of
subanonymity regions, and then partition them; a few
scattered subanonymity regions are yielded. When
the subanonymity regions meet the requirements,
their central location is computed to replace corre-
sponding subanonymity regions to send requests to
the LBS server.

(3) The LBS server handles the query information sent by
the central anonymous servers and returns the query
results.

(4) After the refinement process, the central anonymous
servers return the corresponding results to the users.

3.1.1. Relevant Definitions. To describe RPAR scheme, it is
necessary to introduce some relative knowledge of loca-
tion anonymity in the division process. According to the
requirements of the scheme, we refer to the relevant defi-
nitions like location 𝑘-anonymity, nearest neighbor princi-
ples, etc., and several definitions such as central anonymity
region location and the tail anonymity user set are also
proposed.

Definition 1 ((location 𝑘-anonymity) [44]). Suppose that
there exists amobile userwhose location coordinates is (𝑥, 𝑦).
If the user and at least other 𝑘−1users cannot be differentiated
by location information after the generalization for this user,
we can say that the 𝑘 users’ locations satisfy location 𝑘-
anonymity.

The 𝑘 users’ information forms a user anonymity set.
Note that the least rectangular region which includes all
the location 𝐾-anonymity users is called the location 𝑘-
anonymity region. It is not difficult to see in Figure 2 that
the rectangular box is an anonymous region with anonymous
user set where 𝑘 = 12.

Formally, we use 𝐴𝑅 to represent a location 𝑘-anonymity
region. Thus, according to certain rules, 𝐴𝑅 can be divided
into 𝑛 discrete rectangular anonymity regions, represented
by 𝐴𝑅 = {𝑠𝑢𝑏𝐴𝑅1 , 𝑠𝑢𝑏𝐴𝑅2 , . . . , 𝑠𝑢𝑏𝐴𝑅𝑛}. It should be clear
that these small scattered anonymity regions 𝑠𝑢𝑏𝐴𝑅𝑖(𝑖 =
1, 2, . . . , 𝑛) are all the subanonymity regions of continuous
anonymity region 𝐴𝑅. Figures 2 and 3 depict the status
before and after the anonymous regions are repartitioned,
respectively.
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Figure 2: Before partition of 𝑘-anonymity region.

Figure 3: After partition of 𝑘-anonymity region.

Definition 2 (central location of anonymous region). The
location of the two diagonals of a rectangular subanonymity
region is said to be its central location, which is represented
by coordinates (𝑥, 𝑦).

We will take central location as a fake location to issue
location service requests by replacing the subanonymity
regions.

Definition 3 (tail anonymity user set). After partitioning the
location 𝑘-anonymity region𝐴𝑅, if 𝑘/𝑛 is not an integer, then
the supernumerary 𝑘 mod 𝑛 users form a tail anonymity
user set.

Definition 4 (nearest neighbor principle). Take a location
point as the center, and find other location points in accor-
dance with the priority principle of the nearest Euclidean
distance from the center point.

4. Location Repartitioning Anonymous
Region Scheme

In order to overcome the drawbacks of the exiting schemes,
including the oversized subanonymity regions and the inac-
curacy of query results during the anonymous region par-
tition, we propose the repartitioning anonymous region for
location privacy preserving (RPAR) scheme. The oversized
subanonymity regions are further partitioned, and the central
locations of the subanonymity regions replace those sub-
anonymity regions to issue queries to the servers, so as to

reduce the communication overhead and achieve relatively
accurate query results.

4.1. Motivation. According to the traditional anonymity
schemes, when the users request LBSs, their true locations
will be replaced with anonymous region and issue requests to
LBS servers. However, if the anonymous parameter 𝑘 is rel-
atively bigger, then the anonymous regions will be relatively
larger accordingly, especially apparent in the scenario where
the users are sparse. Although the privacy preserving is in a
high level, the accuracy of the request results is low, resulting
in poor service quality.

Roman et al. [45] proposed anonymous partition algo-
rithm for the first time, splitting the continuous 𝑘-anonymity
region into several discrete subanonymity regions. Com-
pared with the traditional continuous anonymity regions, the
method in [45] narrows the region of the anonymous regions,
improving the service quality to a certain extent.However, the
final returned candidate result set is still fuzzy by querying
through subanonymity regions, and the communication
traffic has a certain decrease but the overhead is still large.

In addition, when there are still remaining users after
the subanonymity regions are partitioned (i.e., there remains
tail anonymity user set), the method in [45] puts all the
remaining users in one subanonymity region. As shown in
Figure 2, in the anonymous region where 𝑘 = 14, the red
solid dots represent the users who issue the query requests,
and the white dots represent other real users in the 𝑘-
anonymity region. We set the segmentation parameter 𝑛 =
3, indicating that the anonymous user set is divided into
three subanonymity regions, and the number of users in
each subanonymity region is 𝑘 = 𝑘/𝑛 = 4, as shown in
Figure 3. However, the following problems will occur when
the scenario in subanonymity regions is consistent with that
in Figure 3:

(1) The real locations of the users are replaced by the
decentralized subanonymity regions in the corre-
sponding regions to issued queries, which can still
produce a large candidate result set and require a large
amount of communication overhead.

(2) When the tail anonymity user set, that is, the value
of 𝑘 mod 𝑛, is too large, it will result in the number
of users in the subanonymity regions divided by the
tail anonymous user set being larger than that in other
subanonymity regions, resulting in great difference in
query accuracy.

(3) As shown in Figure 3, if one of the subregions is
oversized or even close to the area of the 𝑘-anonymity
regions, the total area of subanonymity regions is
greater than𝐴𝑚𝑖𝑛 , segmentation algorithmwill return
back to the 𝑘-anonymity algorithm with fewer users.
The locations of the real users are far from the central
region, causing queries to be not accurate.

In order to overcome these weak points, we construct
RPAR scheme. Using the central location of the sub-
anonymity regions instead of the subanonymity regions to
issue queries to the servers, the communication traffic is
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Figure 4: Repartition of anonymous region.

greatly reduced. When total area of subanonymity regions
is greater than 𝐴𝑚𝑖𝑛, the largest subanonymity region is
repartitioned into the other subanonymity regions, as shown
in Figure 4, until the total area of the subanonymity regions
is not greater than 𝐴𝑚𝑖𝑛 anymore.

For the query accuracy problem caused by the oversized
granularity of the tail anonymity user set, the users in the tail
anonymity user set are partitioned into other subanonymity
regions in accordance with the nearest neighbor principle.

4.2. Basic Idea of RPAR. Combined with Figures 2, 3, and 4,
the basic idea of RPAR scheme is elaborated as follows:

(1) The solid red dots represent the users initiating query
who find 𝑘 − 1 users with the query users who can
form 𝑘-anonymity regions according to the nearest
neighbor principle, and 𝑘 users information set is
recorded. It can be seen in Figure 2 that 𝑘 = 14.

(2) According to the parameter 𝑛, that is, the number
of subanonymity regions, the 𝑘 users are divided
into 𝑛 subanonymity regions, so the number of users
each subanonymity region contains is 𝑘 = 𝑘/𝑛 =
4. The mobile users (red dots) are as the center to
search other nearest 𝑘 − 1 users and form the first
subanonymity region.

(3) A user from the rest of the users that is not in the
first subanonymity region is randomly selected as
the central point. According to the nearest neighbor
principle, the subanonymity regions are formed with
the user and other 3 users who are not in the
first subregion from anonymous region, until the
remaining user number is 0 or below 𝑘.

(4) The tail anonymity user set is repartitioned into
other subanonymity regions according to the nearest
neighbor principle, and the subanonymity regions are
updated.

(5) The area of the subanonymity regions is calculated.
If the total area of the subanonymity regions is
greater than 𝐴𝑚𝑖𝑛, users’ maximum subanonymity
region will be repartitioned until the total area of the
subanonymity regions is not greater than 𝐴𝑚𝑖𝑛.

(6) The central locations of all the subanonymity regions
are computed which are used to replace their sub-
anonymity regions to issue queries to the LBS servers.

4.3. Algorithm Design. Let 𝑄 = (𝑖𝑑, 𝐿, 𝑆,𝑀) be a user’s
location service query. For each 𝑄, 𝑖𝑑 represents the user
identity,𝑀 represents the query information,𝐿 represents the
location information, such as the user’s location coordinates
(𝑥, 𝑦), and 𝑆 is the privacy parameters including anonymous
region parameter 𝑘, homogeneity parameter 𝑙 (difference
degree in anonymous query target regions), subanonymity
region number 𝑛, and user’s smallest total subanonymity
area 𝐴𝑚𝑖𝑛. The parameters like 𝑘, 𝑙, and 𝑛 are all user-
defined. In practice, users can determine the values of of
these parameters according to their own requirements and
sensitivity. Thus, the algorithm can generate different degrees
of anonymity to guarantee the performance.

For minimum area of anonymous regions, calculation
probability is inferred through the Bayesian networks and
the related background knowledge based on social network
model, and minimum anonymous area is obtained by means
of themaximum likelihood estimator. Figure 5 is the Bayesian
network diagram for anonymous region estimation.

In the Bayesian network diagram, 𝑄 and 𝑘 represent
users’ query information, 𝐴𝑚𝑖𝑛 represents the minimum
anonymous area, User is the user’s query information, 𝑀
is the user’s query content such as hotel, hospital, 𝑢𝑖𝑑
and 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛, respectively, represent the user’s identity and
location information, 𝑡𝑖𝑚𝑒 represents the query time, and
𝑙 is the diversity parameter of query content which is not
discussed in our paper.

In the process of calculation and estimation, without
loss of generality, the relatively weaker nodes are ignored in
order to simplify the computation complexity. The reasoning
process of node 𝐴𝑚𝑖𝑛 is described as follows:

(1) The probability distribution of the second and third
nodes in the second layer is calculated:

𝑃 (𝑈𝑠𝑒𝑟 | 𝑒) ∝ 𝑃(𝑒𝑐𝑗 | 𝑈𝑠𝑒𝑟) 𝑃 (𝑈𝑠𝑒𝑟 | 𝑘)

∝
3

∏
𝑗=1

𝑃(𝑒𝑐𝑗 | 𝑈𝑠𝑒𝑟)
(1)

𝑃 (𝑈𝑠𝑒𝑟 | 𝑒) = 𝑃( 𝑙
𝑀)𝑃 (𝑀 | 𝑘) ∝ 𝑃( 𝑙𝑘 | 𝑀) (2)

(2)Through the probability distribution of the first node
in the first layer,

𝑃 (𝑘 | 𝑒) = 𝑃 (𝑒𝑐𝑗 | 𝑘) =
3

∏
𝑗=1

𝑃(𝑒𝑐𝑗 | 𝑘) (3)

By (1) to (3), we have

𝑃 (𝐴𝑚𝑖𝑛 | 𝑘) = ( 𝑃 (𝑘)
𝑃 (𝑈𝑠𝑒𝑟 | 𝑒))𝑃 (𝑀 | 𝑒) (4)

where 𝑒 represents all the background knowledge and 𝑒𝑐𝑗
represents the background knowledge of the child nodes.
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Figure 5: The Bayesian network for anonymous region estimation.

Input: 𝑢𝑖𝑑, (𝑥, 𝑦), 𝑘, 𝑙, 𝑛, 𝐴𝑚𝑖𝑛,𝑀, other users’ location information in anonymous set stored in anonymous servers.
Output: central locations (𝑥𝑖, 𝑦𝑖) and𝑀.

(1) 𝑘 = ⌊𝑘/𝑛⌋
(2) form the first sub-anonymity region 𝑠𝑢𝑏𝐴𝑅1 , and calculate its central location (𝑥1, 𝑦1) and area 𝑆1 based on (𝑥, 𝑦), 𝑘 and

other user location information.
(3) for 𝑖 = 2 to 𝑛 do
(4) 𝑚 = 𝑘 − 𝑘 ∗ (𝑖 − 1);
(5) select user 𝑢𝑖 randomly from the rest of the tail anonymity user set 𝑈𝑚: 𝑢𝑖 = 𝑅𝑎𝑛𝑑𝑜𝑚(𝑈𝑚);(6) form 𝑠𝑢𝑏𝐴𝑅𝑖 and and calculate its central location (𝑥𝑖, 𝑦𝑖) and area 𝑆𝑖 according to the information of 𝑢𝑖 and parameter

settings;
(7) calculate total area of all the sub-anonymity regions: 𝑆𝐴 = 𝑆𝐴 + 𝑆𝑖;(8) end for
(9) if 𝑘 mod 𝑛 == 0 then
(10) if 𝑆𝐴 > 𝐴𝑚𝑖𝑛then(11) repartition the largest sub-anonymity region until 𝑆𝐴 < 𝐴𝑚𝑖𝑛(12) end if
(13) else
(14) repartition the users in the tail anonymous user set into sub-anonymity regions according to the nearest neighbor

principle
(15) end if
(16) update the central locations (𝑥𝑖, 𝑦𝑖) of the sub-anonymity regions
(17) return (𝑥𝑖, 𝑦𝑖) to all users in 𝑖-th sub-anonymity region. (𝑥𝑖, 𝑦𝑖) and𝑀 are sent to the LBS servers to query location

services.

Algorithm 1: RPAR.

Here, the background knowledge refers to maps, historical
query records, and historical query probability of a certain
area, etc.

When users query location service 𝑄, all the parameters
are needed to be sent to the anonymous servers. The param-
eters include identity information 𝑢𝑖𝑑, location coordinates
(𝑥, 𝑦), anonymous region parameter 𝑘, subanonymity region
number 𝑛, minimum anonymity regions’ area 𝐴𝑚𝑖𝑛, query
content 𝑀, and other users’ location coordinates. After the
parameters are processed by the anonymous servers, the fake
locations are sent to the LBS servers to request service queries.
In practice, the area of the anonymous region is calculated
based on the coordinates of the position points of the user
in the upper left and lower right corners of the anonymous
region.

According to the algorithm description, parameter set-
tings, and the algorithm process, the pseducode of the
detailed RPAR algorithm is elaborated in Algorithm 1.

4.4. Algorithm Explication. RPAR is proposed based on
the existing 𝑘-anonymity algorithm and partitioned sub-
anonymity regions to solve the problems of the scattered sub-
anonymity regions with total oversized area of anonymous
regions and the oversized value of 𝑘 mod 𝑛.

In the process of the subanonymity region partition, the
nearest neighbor principle is used which means searching
qualified users according to the distance with nearest and
highest priority. The distance in the nearest neighbor prin-
ciple is Euclidean distance, namely,

𝑑 = √(𝑎1 − 𝑎2)2 + (𝑏1 − 𝑏2)2 (5)

where (𝑎1, 𝑏1) and (𝑎2, 𝑏2) are location coordinates of two
points and 𝑑 is the distance between two points.

According to the locations and parameters of the users
who issued the location service requests, the servers find out
the other 𝑘 − 1 users nearest to this user, who satisfied the
conditions. It is noted that, in the case of the repartitioning
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of the subanonymity regions, the nearest neighbor principle
is still used to make the request users as the center and form
the first subanonymous region by searching the 𝑘1 − 1 users,
where 𝑘1 is the user number in the first subanonymity region.
Then the coordinates (𝑥1, 𝑦1) of the central position in the
first subanonymity region are calculated according ro the
following formula:

𝑥1 = 𝑎1 + 𝑎2 + ⋅ ⋅ ⋅ + 𝑎𝑘
𝑘1

𝑦1 = 𝑏1 + 𝑏2 + ⋅ ⋅ ⋅ + 𝑏𝑘
𝑘1

(6)

where (𝑎𝑖, 𝑏𝑖), 𝑖 = 1, 2, . . . , 𝑘1, are each user’s location
coordinates in the first subanonymity region and 𝑘1 is the
users’ number contained in this region.

After repartitioning the first subanonymity region, a
user’s location is selected randomly as the center. Other
subanonymity regions are formed in accordance with the
nearest neighbor principle, and the area and the coordinates
of central locations of subanonymity regions are calculated.
When 𝑛 subanonymity regions are divided up, if 𝑘 mod 𝑛 =
0, directly compare whether the total region of subanonymity
regions is greater than 𝐴𝑚𝑖𝑛. If the answer is exact, then
repartition the biggest anonymous region until the total
region is not larger than𝐴𝑚𝑖𝑛. If 𝑘 mod 𝑛 ̸= 0, then the users
in the tail anonymity user set are repartitioned into the other
subanonymity regions. After all the subanonymity regions are
partitioned, the subanonymity regions are replaced with their
central location to issue the location service requests to the
LBS servers.

4.5. Algorithm Superiority Analysis. The traditional 𝑘-ano-
nymity scheme makes 𝑘 users form an anonymous region
to issue queries to the LBS servers. The result of the queries
generally is a candidate set. In the scenario with sparse users,
the area of the anonymous regions will be large and the
searched candidate set will also be correspondingly larger.
Li et al. [26] divided the anonymous region into a few
scattered subanonymity regions, using each subanonymity
region to query; the query candidate set is small accompanied
with precision improved; however a lot of communication
overhead would cost.

Our RPAR scheme directly splits 𝑘 users into several
distributed subanonymity regions instead of forming a 𝑘-
anonymity region. The regions are replaced with its center
to issue requests to the LBS servers, which greatly reduce
the communication overhead, and the accurate query results
are obtained which referred to the central location of sub-
anonymity regions, so each user can get their accurate query
results by referring to the location. Therefore, compared with
the traditional methods, the advantages of RPAR are obvious,
especially when the users are sparse.

After dividing the anonymous regions [26], if 𝑘 mod 𝑛 ̸=
0, then the rest of the users are put into one of the anonymous
regions. RPAR scheme repartitions the rest of the users into
their nearest subanonymity regions in accordance with the
nearest neighbor principle.

When the value of 𝑘 mod 𝑛 is relatively small, no matter
how to divide the remaining users, the number of users in
each anonymous region will not make a big difference, so the
query precision degree of results returned also will not make
a big difference.

While when the value of 𝑘 mod 𝑛 is larger, the method
in [26] will lead to one anonymous region far larger than
the others, the query precision has great difference. In our
RPAR, after 𝑘 mod 𝑛 users are repartitioned according to the
nearest neighbor principle, the users in each subanonymity
region are much the same, so the result precision degree of
the final queries will not be too different.

In this paper, the condition that the total area of sub-
anonymity region is greater than 𝐴𝑚𝑖𝑛 is also considered
in subanonymity region partition. The value of 𝐴𝑚𝑖𝑛 is
defined by the user, which generally is the area of the 𝑘-
anonymity regions. As shown in Figure 3, if some of the
area of subanonymity regions is too large or even close to
that of the K-anonymity regions, the partition algorithm will
be returned back to the 𝑘-anonymity algorithm with fewer
users. Therefore, when the total area of the subanonymity
regions is greater than𝐴𝑚𝑖𝑛, the biggest subanonymity region
is partitioned until the total area of the subanonymity regions
is less than 𝐴𝑚𝑖𝑛.

We use the central locations of the subanonymity regions
instead of subanonymity regions to issue query requests to the
LBS servers. As fake positions, the central locations well hide
the true users’ locations. Considering the condition that some
central positions would coincide with users’ actual locations,
due to the scheme that all users in the subanonymity regions
use fake positions, even if the query results are intercepted by
adversaries, identification probability of actual users is at least
1/𝑘𝑖.
5. Simulations and Performance Analysis

In this section, we implement RASA and analyze its perfor-
mance.

5.1. Simulation Environment. As for the experimental envi-
ronment, Windows 7 with 64-bit operating system with 4G
RAM and Intel (R) Pentium (R) CPU G2030@3.00 GHz
processor is adopted. Thomas Brinkhoff ’s mobile object
generator [46] is used to generate the spatiotemporal data
as the resulting dataset. The privacy preserving parameters
of the experiment are determined according to the users’
requirements.

5.2. Simulations and Analysis. Assume that the mobile users
are deployed in a rectangular region with an area of 5000𝑚 ∗
5000𝑚. Since the effect of our RPSA scheme is obvious for
the scenario with sparse users, the simulation results are
generated in this scenario with our RPSA scheme.

In the following, we will compare our RPAR algorithm
with the traditional 𝑘-anonymity, FCR [26], and DSCR [47]
algorithms. FCR directly generates the total area of the sub-
anonymity regions during the partition while the remaining
𝑘 mod 𝑛 users are put in the same subanonymity region.
However, DSCR firstly generates contiguous anonymous
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Figure 6: Area comparison of anonymous regions.

regions; then continuous anonymous regions are divided
into several subanonymity regions which may show a large
number of repetitive regions.

We analyze the performance of RPAR by comparing the
anonymous area, anonymous area percentage, and anony-
mous time of these methods with the same anonymous
parameters. We assume that the value of the parameter 𝑘 in
the simulation is an integer in the range from 6 to 15. We
also set the number of subanonymity regions 𝑛 as 3. The
comparison diagrams are illustrated in Figures 6, 7, and 8.

As shown in Figure 6, the area in the anonymous regions
produced by our RPAR is not much different from that in
FCR, whereas the area is greatly reduced compared with
traditional 𝑘-anonymity and DSCR. While 𝑘 mod 𝑛 ̸= 0
in FCR, FCR puts the rest of the 𝑘 mod 𝑛 users into a
subanonymity region; thus this area is oversized, causing the
user query precision of this anonymous region and other
subanonymity regions to vary greatly. Fortunately, our RPAR
effectively solves the above problem. Note that, with the 𝑘
value increasing, the area increases more slowly and the
reduced area is increasingly large in RPAR compared with
other three anonymous region partition schemes, making
RPAR superior obviously.

Figure 7 is the comparison of the ratio of the effective area
of anonymous region generated by DSCR, FCR, and RPAR
with the traditional 𝑘-anonymity, namely,

𝑝𝑒𝑟2 = 𝐴𝑟𝑒𝑎𝐷𝑆𝐶𝑅
𝐴𝑟𝑒𝑎𝑘−𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑡𝑦 ,

𝑝𝑒𝑟3 = 𝐴𝑟𝑒𝑎𝐹𝐶𝑅
𝐴𝑟𝑒𝑎𝑘−𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑡𝑦 ,

𝑝𝑒𝑟4 = 𝐴𝑟𝑒𝑎𝑅𝑃𝐴𝑅
𝐴𝑟𝑒𝑎𝑘−𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑡𝑦 .

(7)

It can be seen from Figure 7 that the area ratio of DSCR
is larger, and the area ratio of FCR is closer to that of RPAR.
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Figure 8: Comparison of anonymous time.

As a whole, the size of 𝑘 is positively related to 𝑝𝑒𝑟𝑖, where𝑖 = 2, 3, 4.With the increase of 𝑘, the area of valid anonymous
regions becomes increasingly large and stable. However, our
RPAR scheme performs better than FCR as the value of
𝑘 mod 𝑛 is larger gradually. We observe that RPAR can
also obtain stable and higher quality service while reducing
the area of anonymous regions, whereas FCR scheme is not
stable.

Figure 8 compares the time of anonymous regions in
the algorithms. Traditional 𝑘-anonymity scheme directly
generates consecutive 𝑘-anonymity regions; DSCR firstly
generates 𝑘-anonymity regions which are then partitioned
into subanonymity regions, and the 𝑘 mod 𝑛 tail-anonymity
regions are processed; therefore, the anonymous time is
longer than the traditional 𝑘-anonymity. More specifically,
anonymous time is relatively short when 𝑘 mod 𝑛 = 0 while
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the anonymous time is relatively long when 𝑘 mod 𝑛 ̸= 0.
FCR directly generates subanonymity regions, which results
in the anonymous time being shorter. Note that our RPAR
needs to deal with the tail anonymous user set in the process
of directly generating subanonymity regions; therefore the
time may be longer than both traditional 𝑘-anonymity and
FCR, but less than DSCR. Fortunately, the additional average
time is less than 0.1 𝑚𝑠, which is quite small, and it will not
make a big difference to the algorithm performance.

6. Conclusions and Future Work

Aiming at large communication overhead, large range,
and inaccuracy of query results for traditional anonymous
schemes, this paper proposed an anonymous region repar-
tition algorithm by studying the users’ location privacy
preservation. The anonymous region is divided into several
subregions, the users’ real locations are replaced by the
central location, and a repartition is carried out to solve
the remaining users’ region set after the anonymous region
segmentation. Finally, the algorithm is analyzed and the
privacy degree is evaluated, and the simulation experiment
is carried out. Experimental results show that the proposed
scheme has some advantages in privacy anonymity.

In the future, we will research the location privacy pre-
serving in the scenario of dense region. Furthermore, we will
research the location privacy preserving under distributed
environment.
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A number of security and privacy challenges of cyber system are arising due to the rapidly evolving scale and complexity of
modern system and networks. The cyber system is a fundamental ingredient for Internet of Things (IoT) and smart city which
are driven by huge amount of data. These data carry a lot of information for mining and analysis, especially trajectory data. If
unprotected trajectory data is released, it may disclose user’s personal privacy, such as home, religion, and behavior mode, which
will endanger their personal security. Until now,manymethods for protecting trajectory information have been proposed.However,
these methods have the following deficiencies: (i) they cannot defend against speculative attacks if the attacker’s background
knowledge is maximized; (ii) when studying the problem, they made some strong assumptions that did not match the reality; (iii)
the implementation algorithm is complicated and the time complexity is high, which means that data cannot be executed quickly
when the amount is large. So, in this paper, we propose a spatial partition based method to publish trajectory data via differential
privacy. First, by exponential mechanism, we divide location set at the same time into different partitions fast and accurately.Then
we propose another effective method to release trajectory in a differential private manner.We design experiment based on the real-
life dataset and compare it with existing method. The results show that the trajectory dataset released by our algorithm has better
usability while ensuring privacy.

1. Introduction

In recent years, with the development of IoT, smart city is
becoming popular to us and facilitates our life. As the impor-
tant foundation of IoT application, cyber-physical system
collects and provides a lot of data to it from users. Usually,
personal data of user include the real-time location, usage
time, and biometric information [1]. Among them, trajectory
information is very important to user as well as adversary.
Because it carries a lot of information for data mining and
scientific analysis, if the trajectory is obtained illegally or
released without protection, it is easy to reveal the user’s
personal privacy, such as home address and behavior mode,
which will endanger the personal security of the user [2–
4]. Once the information is leaked into an attacker, it will
cause immeasurable loss to the user, resulting in threats to
personal safety and property. Therefore, in cyber system, for
the security and privacy of user, it is extremely urgent to
provide an effective protection method for a large amount of
users’ privacy data [5–11].

Privacy disclosure and protection in trajectory data pub-
lication can usually be divided into two categories [12]:

(1) Only one trajectory is included in the published
trajectory dataset. Each location point on the trajectory
corresponds to a record, and the user’s privacy requirement
is to ensure that the location at a certain point is safe [13].

(2) The published trajectory dataset contains multiple
trajectories. Each of these trajectories is considered a record.
Our aim is to publish a sanitized dataset so that the attacker
could not know the correspondence between a trajectory and
the user.

Based on the above two types of problems, many privacy
protectionmethods based on k-anonymity [14] and partition-
ing have emerged in recent years, such as l-diversity [15], t-
closeness [16], and (𝛼, 𝑘)- anonymity. Although thesemethods
can protect more details of the data, they all require special
attack assumptions and background knowledge. In addition,
for the above privacy protection methods, some new attack
models have emerged, such as combined attacks [17] and
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background knowledge attacks [18]. These new attack models
are really serious challenges to the effectiveness of above
methods.

The root cause of above situation is that (i) the back-
ground knowledge of attacker is difficult to define and (ii)
these early privacy protection models did not provide an
effective and rigorous way to prove their level of privacy
protection. Therefore, researchers are trying to find a suffi-
ciently usable privacy protectionmodel that can resist various
forms of attack with the attacker’s maximum background
knowledge. The rise of differential privacy (DP) [19] makes
it possible to implement this idea.

Differential privacy is a probability-based privacy model
proposed by Dwork [19] in 2006 for privacy breach of
statistical database. The advantages of differential privacy are
the following: (i) it is based on a powerful mathematical
model that can provide quantitative analysis for privacy level;
(ii) the usability can be controlled by adjusting privacy budget
to add proper noise; (iii) the privacy can still be guaranteed
even if the attacker’s background knowledge is maximum.
Because of these above advantages, differential privacy has
quickly gained the attention of researchers [20].

The main content of this paper is to use differential
privacy to protect the trajectory dataset generated by mov-
ing objects. For the spatiotemporal trajectory dataset, it is
important to knowhow to use the differential privacymethod
to process the data, so that the published data can protect
the relationship between the user and the trajectory while
protecting the sensitive location of the user on the trajectory.

Contributions.Themain contributions of this paper are three-
fold:

(1) For original dataset in which location points are
strictly ordered by timestamp, we propose a Hilbert curve
based spatial partition method. According to the sparsity of
location distribution in the area at the same time, we leverage
exponential mechanism to get the most likely accurate parti-
tion, which protects sensitive locations of individual moving
object.

(2) We then propose a simple and effective differential
privacy data publishing algorithm to generate trajectory. On
the basis of the partitions of each timestamp, we generate
similar trajectories of original trajectory. Then we design a
method to reduce the Laplace noise injected into the data.
The released noisy dataset protects the relationship between
the user and trajectory.

(3) Through theoretical analysis and experimental eval-
uation on the real-life dataset, the privacy guarantee and
usability of the proposed publishing method are proven.
Compared with the existing algorithm, using the Hausdorff
distance and spatiotemporal range query distortion as the
evaluation criteria, the experimental results show that our
algorithm is superior to the previous algorithm.

2. Related Work

Researchers have conducted a lot of researches on trajectory
privacy protection and achieved rich results. Nicolás [21]
pointed out that directly deleting the ID of the trajectory does

not guarantee the user’s privacy. With the advancement of the
attackmeans, even if the location of each user is protected, the
attacker can still learn the user’s mode through association
analysis and data mining.

In such methods, trajectory k-anonymity is one of the
most commonly used methods [1]. Sweeney first proposed
the k-anonymity model [14] and at least k-1 records were
indistinguishable from each record. This method guarantees
user privacy to some extent, but the sensitive attribute values
in the same anonymous set may be identical or of few types,
and the attacker can still infer the information of a record
from the table. In response to this problem, Shwin Bgl et al.
[15] proposed a privacy protection standard for l-diversity,
which requires that each k-anonymous set has at least l
different sensitive attribute value under the premise that the
data record satisfies the k-anonymitymodel.This prevents an
attacker from matching a record to a determined individual.
In [22, 23], the trajectory k-anonymity is extended, and the(𝑘, 𝛿)-anonymity model is proposed. It is required to find at
least k-1 other trajectories in the 𝛿 uncertainty region around
it. In [24], by suppressing some sensitive information in the
user’s trajectory, the probability of the attacker acquiring the
user’s trajectory information through data mining is reduced,
so the trajectory privacy is protected. Terrovitis [25] proposed
a new suppression mechanism, which divides the trajectory
into sensitive regions and nonsensitive regions. When the
user enters the sensitive area, the user’s location in the area
is suppressed, and the information update is stopped; when
entering the nonsensitive area, no suppression is performed.
Kido [26] proposed a trajectory data suppression mecha-
nism that can simultaneously suppress sensitive nodes in
the trajectory and nodes that can uniquely identify users
to achieve trajectory privacy protection. Mohammed [27]
designed a user trajectory suppression mechanism for high-
dimensional sparseness and selected appropriate suppression
points combined with k-anonymity, so that each subsequence
of the same length in the user trajectory has no less than k
identical subsequences. Shokri [28] proposes a way to add
randomnoise to the user’s actual location by comprehensively
considering the user’s privacy requirements, the attacker’s
knowledge, and the maximum tolerable quality of service
degradation caused by the confusion of the real location.
When attacker reconstructs the actual location of the user, the
error rate of speculating rises while satisfying the user’s qual-
ity of service requirements. According to the predictability of
human behavior patterns, Theodorakopoulos [29] proposed
an algorithm for exchanging access-sensitive location points
to predict the user’s future trajectory while protecting the
privacy of the user’s location.

After the differential privacy model is proposed, it was
quickly applied in the privacy protection of trajectory data
release. In [30], the differential privacy model was applied
for the first time to propose the prefix method. This method
uses the hierarchical framework to construct the prefix tree,
dividing the trajectory sequence with the same prefix into the
same branch of the tree and adding the noise by counting
the node’s count value. However, as the tree grows, the prefix
will form a large number of leaf nodes, making the added
noise too large and reducing the accuracy of the published
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Table 1: Notations that will be used.

Notation Explanation𝑇𝑖 a trajectory in dataset𝑇𝑖 generalized trajectory in noisy dataset𝐷 dataset has multiple trajectories𝑟 radius of the stand deviation circle𝑟𝑤 radius of the weighted stand deviation circle𝐿, 𝐿 𝑖 location universe and the location set at each timestamp i�̃�, 𝐿 𝑖 location universe and location set at timestamp i after dividing𝐿 𝑖𝑗 center of location set after dividing in the timestamp i, jth set𝐶 set of trajectory count number in dataset𝑑 distance set in adjacent trajectory count number𝐷,𝐷 the noisy dataset and the published dataset

dataset. Also, these above methods only consider the spatial
characteristics of the trajectory data, regarding the trajectory
data as a sequence of spatial location points, or make bad
utility when trajectory is long.

3. Materials and Methods

In this chapter, we define the spatiotemporal trajectory
dataset, review the knowledge of differential privacy, and
introduce a few methods that we will use in the next part.
Besides, notations we use are listed in Table 1.

3.1. Spatiotemporal Trajectory Database

Definition 1 (spatial-temporal trajectory). A spatiotemporal
trajectory is a location sequence generated by ordering
multiple timestamps, representing the trajectory of a moving
object in space. 𝑇 = (𝑙1, 𝑡1) → (𝑙2, 𝑡2) → ⋅ ⋅ ⋅ → (𝑙|𝑇|, 𝑡|𝑇|),
where |𝑇| is the length of this trajectory, and, ∀𝑖 (1 ≤ 𝑖 ≤|𝑇|), 𝑙𝑖 ∈ 𝐿 𝑖 is a discrete spatial point, which is represented
by latitude and longitude coordinate.

𝐿 𝑖 is the location universe of locations at time 𝑡𝑖. We
use 𝑇𝑖𝑚𝑒(𝑇) to represent the timestamps of a spatiotemporal
trajectory.

A spatiotemporal trajectory dataset 𝐷 is a dataset
consisting of |𝐷| spatiotemporal trajectories, like 𝐷 ={𝑇1, 𝑇2, ⋅ ⋅ ⋅ , 𝑇|𝐷|}. In general, the length of each trajectory
and the sampling interval are different due to the different
sources and sampling methods of the dataset. For the sake of
convenience, the original dataset will be preprocessed in our
experiments, making

𝑇𝑖𝑚𝑒 (𝑇𝑖) = 𝑇𝑖𝑚𝑒(𝑇𝑗) , ∀𝑇𝑖, 𝑇𝑗 ∈ 𝐷, 𝑖 ̸= 𝑗. (1)

3.2. Differential Privacy. As a well-defined and provable
privacy model, differential privacy has been widely used in
data protection and data mining privacy protection since it
was introduced [20].

Definition 2 (𝜀-differential privacy). A randomized algo-
rithm is differential privacy if and only if any two databases

𝐷 and 𝐷 contain at most one different record and, for any
possible anonymized output 𝑂 ∈ 𝑅𝑎𝑛𝑔𝑒(𝐴),

Pr (𝐴 (𝐷) = 𝑂) ≤ 𝑒𝜀 × Pr (𝐴 (𝐷) = 𝑂) (2)

We say that the algorithm satisfies 𝜀-differential privacy.
In the above formula, 𝜀 is a parameter.The smaller it is, the

stronger the privacy protection provided by the differential
privacy mechanism is.

In this paper, two important tools for implementing
differential privacy are the Laplace mechanism [31] and the
exponential mechanism [32]; both of them use the global
sensitivity.

Definition 3 (global sensitivity). For a given function 𝑓 :𝐷 → 𝑅𝑑, its global sensitivity is
Δ𝑓 = max

𝐷1,𝐷2

𝑓 (𝐷1) − 𝑓 (𝐷2)1 (3)

𝐷1 𝑎𝑛𝑑 𝐷2 are neighboring databases that differ in at
most one record.

LaplaceMechanism.Themechanism is designed for functions
whose query results are numerical. Differential privacy is
achieved by injecting appropriate noise into the result of
query. The noise generation is based on the Laplace distribu-
tion function and its probability distribution is

𝑝 (𝑥 | 𝑏) = 12𝑏𝑒−|𝑥|/𝑏, 𝑏 = Δ𝑓𝜀 (4)

where 𝑏 is the noise scale and it is determined by the global
sensitivity of the function and the privacy budget.

Theorem 4. For any 𝑓 : 𝐷 → 𝑅𝑑, the mechanism that adds
independently generated by Laplace noise on the real result, like

𝐴 (𝐷) = 𝑓 (𝐷) + 𝐿𝑎𝑝𝑙𝑎𝑐𝑒 (𝑏) (5)

Then the mechanism satisfies 𝜀-differential privacy.
Exponential Mechanism. For some functions whose query
result is nonnumeric or has no meaning after adding noise,
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Figure 1: 1- and 2-order Hilbert curve.

such as the query result which is a certain attribute in the
dataset, Mcsherry and Talwar [32] proposed a protection
mechanism that satisfies differential privacy for this situation.
It first defines utility function 𝑢 : (𝐷 × 𝑟) → 𝑅 that assigns
a real score for every possible output 𝑟 in the output domain𝑅. Higher score means more utility. It then selects an output𝑟 ∈ 𝑅with the probability proportional to 𝑒(𝜀×𝑢(𝐷,𝑟))/2Δ𝑢; Δ𝑢 =
max∀𝑟,𝐷1,𝐷2 |𝑢(𝐷1, 𝑟) − 𝑢(𝐷2, 𝑟)| is the sensitivity of utility
function. As the outputs with higher score are more likely to
be selected, this mechanism is close to optimal. In addition,
the utility function should be insensitive to the change of a
single record.

Theorem5. For any function𝑢 : (𝐷×𝑟) → 𝑅, themechanism
chooses an output 𝑟, 𝑟 ∈ 𝑅, with the probability proportional to𝑒(𝜀×𝑢(𝐷,𝑟))/2Δ𝑢 being able to guarantee 𝜀-differential privacy.
Composition Properties

Theorem6 (sequential composition). Suppose that each algo-
rithm 𝐴 𝑖 satisfies 𝜀𝑖-differential privacy. A sequence of 𝐴 𝑖 over
database𝐷 provides ∑𝜀𝑖-differential privacy.
Theorem 7 (parallel composition). Suppose that each algo-
rithm𝐴 𝑖 satisfies 𝜀𝑖-differential privacy. A sequence of𝐴 𝑖 over a
set of disjoint database𝐷𝑖 providesmax(𝜀𝑖)-differential privacy
as a whole.

3.3. Hilbert Curve. The Hilbert space filling curve is a con-
tinuous but nonconductible mathematical curve proposed
by German mathematician Hilbert in 1891 [33], which is
being widely applied in spatial sorting currently. Space filling
curve is a method of mapping d-dimensional space into 1-
dimensional space. It passes through every discrete unit of
high-dimensional space only once and numbers these units
in a linear order as in Figure 1. From the d-dimensional
space to the linear space mapping process, the Hilbert curve
can maintain location relationship between the point and its
neighbors to some extent, so it has good characteristics in the
spatial point division problem [34].

Using Hilbert curve to divide the space is relatively fast
and capable of resisting speculative attacks [35]. However,
due to the uneven distribution of spatial points and sparsity,
the space of the Hilbert curve partition is slightly larger than
the space based on the KNN method [36], which results in
larger errors in the calculation of spatial point anonymity
and relatively high computational time. Therefore, we need

an efficient method that maintains both the spatial nature of
the Hilbert curve and the ability to produce relatively small
partition.

We note that points with similar Hilbert values are similar
in the 2-dimensional or high-dimensional space is a sufficient
unnecessary condition [37], which means that, in a Hilbert
curve, there may be similar points in the two-dimensional
space but the Hilbert values differ greatly. In Figure 2(a), 𝑈2
and 𝑈8 are such points. And because the Hilbert curve is
recursively divided using the quadrant mode, this results in
no Hilbert curve that makes the two points close, no matter
how high order there is. This is why the space partition
in Hilbert curve is slightly larger than the space based on
the KNN method. We also noticed that, for spatial points
under the same distribution, even the equal-order Hilbert
curves could provide different partition after rotating. In
Figure 2, the eight users are in the same locations, but
the spatial regions obtained after 3-anonymous partitioning
[38] through different 3-order Hilbert curves have a large
difference in size.

In Figure 2(a), the partition of 𝑈1, 𝑈2, 𝑈3 occupies 16
cells and 𝑈4, 𝑈5, 𝑈6, 𝑈7, 𝑈8 have 49 cells. The average is 32.5.
Meanwhile, in Figure 2(b), 𝑈5, 𝑈6, 𝑈7 occupies 6 cells and𝑈8, 𝑈2, 𝑈3, 𝑈4, 𝑈1 20. The average is 13. The effect after the
rotation is visible. Therefore, this paper considers using such
method to divide the space. It is hoped that when the divided
regions are constructed, the accuracy of the partitions can be
ensured while obtaining a smaller divided region.

3.4. Location Entropy. The definition of location entropy is
derived from Shannon entropy [39] and is a measure of
uncertainty. In the field of location privacy, many methods
[40, 41] have adopted the concept of location entropy to
measure the popularity of points of interest (POI) or to use
location entropy to design privacy protection mechanisms.

For a given location 𝑙, let 𝑉𝑙 be the set of visits to that
location. Thus, 𝑐𝑙 = |𝑉𝑙| is the total number of visits to 𝑙. Also,
let 𝑈𝑙 be the set of distinct users that visited 𝑙, and let 𝑉𝑙,𝑢 be
the set of visits that user 𝑢 has made to the location 𝑙. Thus,𝑐𝑙.𝑢 = |𝑉𝑙,𝑢| denotes the number of visits of user 𝑢 to location𝑙. The proportion of visits 𝑙 by user 𝑢 to the total number of
visits 𝑙 is 𝑝𝑙,𝑢 = 𝑐𝑙,𝑢/𝑐𝑙. According to Shannon entropy [42],
the location entropy of 𝑙 is

𝐿𝐸 (𝑙) = − ∑
𝑢∈𝑈𝑙

𝑝𝑙,𝑢log2𝑝𝑙.𝑢 (6)

The greater the location entropy, the higher the uncer-
tainty of the location and the level of privacy protection.
Location entropy reaches a maximum log 2𝑘, when all users
have the same number of visits, where 𝑘 = |𝑈𝑙|.
3.5. Weighted Standard Deviation Circle. Due to the uneven-
ness of the spatial point distribution pattern and its sparsity,
the parameter of the subspace size generated by clustering
or partitioning does not fully reflect the quality of the
partitioning result, which in turn affects the availability of
data. So we introduce a standard deviation circle to solve this
problem. In spatial point mode analysis, standard deviation
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Figure 2: 3-anonymous partition by Hilbert curve.

circle, weighted standard deviation circle, of coordinate 𝑥/𝑦
is used to describe the discrete trend of spatial distribution
[43].

The radius of the standard deviation circle is similar to the
standard deviation in classical statistics, describing the spatial
deviation of the observed points.

The standard deviation circle radius calculation method
is

𝑟 = √ 𝑛∑
𝑖=1

(𝑥𝑖 − 𝑥)2 + (𝑦𝑖 − 𝑦)2𝑛 − 2 (7)

where 𝑥, 𝑦 is the center point of the space, 𝑥𝑖, 𝑦𝑖 are the
coordinates of the point, and 𝑛 is the number of points in
the space. For two areas with equal size, if the total number
of points is the same, then the area with a large standard
deviation circle radius has a large spatial dispersion [43].
However, when some attributes of the spatial point itself
can affect the degree of spatial dispersion, the result of the
standard deviation circle will be biased. In order to correct
this offset, some attributes of the spatial point can be used as
weights to generate a weighted standard deviation circle.

Then the radius is calculated as follows:

𝑟𝑤 = √∑𝑛𝑖=1𝑤𝑖 (𝑥𝑖 − 𝑥)2 + ∑𝑛𝑖=1 𝑤𝑖 (𝑦𝑖 − 𝑦)2∑𝑛𝑖=1𝑤𝑖 (8)

where𝑤𝑖 is the attribute weight; other parameters are defined
as above (7).

4. Our Proposal

In this chapter, we describe how to design a differential
privacy publishing method for a trajectory dataset. First, we
introduce our method and then decompose the algorithm
into two subalgorithms and finally prove that the whole
algorithm satisfies 𝜀-differential privacy.
4.1. Preview. We solve processing the original data by divid-
ing the location set of the trajectory database at each times-
tamp. For example, the similar points in the original dataset

are divided into the same area, and the divided areas are
guaranteed to be as accurate as possible. In this way, we can
greatly reduce the set of location points within the times-
tamp, thereby reducing the output domain of the trajectory
dataset. Further, similar trajectories are also merged, which
greatly increases their counts, reduces the injected noise, and
improves data availability.

4.1.1. Differential Privacy Spatial Division Algorithm. This
algorithm uses the Hilbert curve to divide the set of location
points 𝐿 𝑖 of each timestamp 𝑡𝑖 and divides the original set
into multiple subsets, which is regarded as a kind of partition.
When using multiple Hilbert curves for dividing, many
partitions are produced.The size of the area produced by each
partition is different, and the distribution of internal location
points is not same. According to the location entropy of each
point in an area, the weighted standard deviation circle of
all points in the area is calculated, and then the exponential
mechanism is used to output the best partition with higher
availability. Thus, the location set 𝐿 𝑖 in the original dataset
becomes 𝐿 𝑖, as an input to the next algorithm.

4.1.2. Differential Private Data Publishing Algorithm for
Trajectory Generated. This algorithm generates generalized
spatiotemporal trajectories based on the output 𝐿 𝑖 of last step
at each timestamp 𝑡𝑖. Then we use the Laplace mechanism
to publish the noise count of the generalized spatiotemporal
trajectory. To improve efficiency and utility, we only focus on
the trajectories that exist in the original dataset and design a
method to reduce the noise injected.

As in Figure 3, there are 8 trajectories in the original
database and the length is 3.We divide the location set at each
timestamp 𝑡𝑖 in Algorithm 1 and generalize noisy trajectories
by Algorithm 4. Then we release the processed trajectory
dataset.

The details of two core algorithms are elaborated sepa-
rately below.

4.2. Differential Privacy Spatial Division Algorithm. In order
to reduce the size of the spatiotemporal location set and
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Input: original dataset𝐷, privacy budget 𝜀
node amount 𝑘 of each area in partition

Output: �̃� = {𝐿1, �̃�2, ⋅ ⋅ ⋅ 𝐿 |𝑇|} after dividing(1) Initialize 𝐿 𝑖. Assign locations at each time 𝑡𝑖 of the
trajectory dataset to 𝐿 𝑖(2) For each 𝐿 𝑖, computing |𝐿 𝑖| and location entropy for 𝑙𝑖 in𝐿 𝑖, determining order of Hilbert curve𝑜𝑟𝑑𝑒𝑟 = ⌊log√|𝐿𝑖 |2 ⌋(3) Generate four Hilbert curves, for each curve(4) computing 𝑎V𝑒𝑟(𝑟𝑤) = (1/|𝐺|)∑|𝐺|𝑖=1 𝑟𝑤 according to𝑜𝑟𝑑𝑒𝑟 and 𝑘(5) select 𝑟𝑤 with probability 𝑃𝑃 is proportional to 𝑒(𝜀×𝑢(𝐷,𝑟))/2Δ𝑢(6) Output the optimal partition of 𝐿 𝑖 at 𝑡𝑖(7)Output the set �̃� = {𝐿1, �̃�2, ⋅ ⋅ ⋅ 𝐿 |𝑇|}

Algorithm 1: DPSD(𝐷, 𝜀).
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Figure 3: Original trajectory dataset.

ensure the availability of the trajectory data after the differ-
ential privacy mechanism, we try to process the location set
in the original dataset by dividing the regions and merging
them. Hua J [44] pointed out that the k-means method can
be used for clustering in the location set, but the traditional
k-means method needs to determine the number of clusters
k in advance. And the selection of the initial center point of
k-means cluster has a great influence on clustering effect and
time. For the problemof unevendistribution of spatial points,
although density-based clustering method [45] can perform
adaptive clustering without determining special the number
of clusters, in density-based clustering, the distance between
cluster nodes and cluster center is uncontrollable [46], which
is not suitable for the application scenario of this paper. So, to
solve the above problems, we use the idea of grid partitioning
aggregation in [46] and propose a differential privacy spatial
division algorithm.

In the original dataset of Figure 3, each trajectory is
recorded as 𝑇𝑖; we divide each spatiotemporal point on
the trajectory into different location set 𝐿 𝑖 by time 𝑡𝑖 and
perform the same dividing operation for each 𝐿 𝑖 separately.
At first, we want to divide the location set as what we
introduced in Section 3.3 by average size of cells. However,
in the subsequent research, we found the shortcomings of this
approach. Consider the division of the following two location
distribution.

In Figure 4, a and b represent two kinds of distribution.
There is one point in 0-3 cell in a, but there is one point in
cells 0 and 1 and two points in cell 3 in b. When dividing,
these two distributions will get the same dividing area with
same anonymity effect but different service quality because
of its uneven density.

For the same reason, in the distribution of c and d, after
dividing, the size of the cell area in c is 4, while in d it is
6. But, in fact, the division in d should be better. These two
comparative examples in Figure 4 illustrate that Hoa Ngo’s
dividing method based on the number of grids proposed in
[36] is prone to be inaccurate for some distributions, so we
recommend using a more accurate method to divide location
set, which can indicate the difference in distribution.

We use the standard deviation circle in Section 3.5 to
solve this problem. According to formula (7), we can calculate
the standard deviation circle radius of the two comparative
sample pieces of data in Figure 4.The results are a=1>b=0.935
and c=1.581>d=1.17, which is in line with our observation
and actual condition. So it can be used as an evaluation
criterion for area dividing. However, we cannot just simply
use multiple Hilbert curves for spatial dividing and then
choose the best partition with the smallest average standard
deviation circle radius, even if this method can produce
the most accurate division. Because the optimal partitioning
produced by each Hilbert curve is different, this simple
way of choosing the minimum output is susceptible to
speculative attacks. To solve this problem, we introduce the
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Figure 4: 2-order Hilbert curve partition.

exponential mechanism of differential privacy to ensure a
relatively accurate division to be output. The utility function𝑢(𝐷, 𝑟) → 𝑅 is designed as

𝑢 (𝐷, 𝑟) = 1 − 𝑆𝑖𝑧𝑒 (𝑟)𝑀𝑎𝑥𝑆𝑖𝑧𝑒 (𝑅) 𝑟 ∈ 𝑅 (9)

where 𝑟 is the average radius of the standard deviation circle
of each area in the partition and 𝑅 is the collection of all 𝑟.

For example, we use three Hilbert curves to divide a loca-
tion set, and the results are 𝑟1=5, 𝑟2=8, and 𝑟3=10, respectively;
then their corresponding utility scores are 𝑢(𝐷, 𝑟1) = 0.5,𝑢(𝐷, 𝑟2) = 0.2, and 𝑢(𝐷, 𝑟3) = 0. In this way, we get the
highest score for the optimal result of dividing the region.
Then we can randomly select an output 𝑟with the probability𝑃(𝐷, 𝑟) proportional to 𝑒(𝜀×𝑢(𝐷,𝑟))/2Δ𝑢, where

𝑃 (𝐷, 𝑟) = 𝑒(𝜀⋅𝑢(𝐷,𝑟))/2Δ𝑢∑𝑟∈𝑅 𝑒(𝜀⋅𝑢(𝐷,𝑟))/2Δ𝑢 (10)

𝜀 is privacy budget and Δ𝑢 is sensitivity of 𝑢(𝐷, 𝑟) → 𝑅.
Differential privacy requires global sensitivity to be as small
as possible to minimize the noise injected. The sensitivity of
our utility function is Δ𝑢 = max𝑟∈𝑅|𝑢(𝐷, 𝑟) − 𝑢(𝐷, 𝑟)| = 1,
so it can be used. In addition, we noticed that when using
data-relative publishing method, the properties of the data
itself will also affect the publishing results. Based on this
idea, we can replace the standard deviation circle used in
the utility function with the weighted standard deviation
circle.The attribute of the location entropy in dataset is taken
into account, which can be calculated by formula (8) to get
weighted standard deviation circle radius. At same time, the
utility function should be modified to

𝑢 (𝐷, 𝑟𝑤) = 1 − 𝑆𝑖𝑧𝑒 (𝑟𝑤)𝑀𝑎𝑥𝑆𝑖𝑧𝑒 (𝑅) 𝑟𝑤 ∈ 𝑅 (11)

After the process of Algorithm 1, 𝐿 𝑖 in the original dataset can
be divided into different area, as shown in Figure 5, and the
pseudocode of the algorithm is shown in Algorithm 1.

The order we use to generate the Hilbert curve is based
on the number of location points in the target area. Our aim
is that, in the best case, each location can get a Hilbert value,
so we need at least n cells, which require the order of Hilbert
curve to be 𝑜𝑟𝑑𝑒𝑟 = ⌊log√|𝐿 𝑖|2 ⌋.
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Figure 5: Divided original dataset.
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Figure 6: Replaced trajectory dataset.

4.3. Differential Private Data Publishing Algorithm for Tra-
jectory Generated. Through Algorithm 1 in previous section,
location set 𝐿 𝑖 at each timestamp 𝑡𝑖 of the original spatiotem-
poral trajectory dataset is divided into 𝐿 𝑖. After this, in order
to construct generalized trajectories that are similar to the
trajectories in the original dataset, we also need to perform
the Algorithm 4. It is to generate a trajectory dataset 𝐷 to be
published by divided location sets 𝐿 𝑖. It should be noted that,
in Algorithm 1, once k is fixed, the number of partitions in𝐿 𝑖 is determined to be [|𝐿 𝑖|/𝑘]. If the trajectory’s length is 𝑙,
the number of all possible trajectories is [|𝐿 𝑖|/𝑘]𝑙. Suppose
that the number of partitions is 80 in each 𝐿 𝑖; the total
number of possible trajectories with the length 36, like our
setting in experiment, which we have to consider is 8036. It
is obviously unacceptable if we add Laplace noise on all of
these trajectories. Therefore, we need to process the output
of Algorithm 1 to reintegrate the different sets of location
partitions into trajectories that are similar to original dataset.

We adopt the following strategy: first, for each𝐿 𝑖 , location
points that belong to the same area are replaced by the center
of this area, and other points in the area are deleted, so that
each area corresponds to only one point. Then, according to
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Table 2: Generalized trajectories.

Generalized Tra Original Tra Count�̃�11 → �̃�21 → �̃�31 𝑇1, 𝑇3, 𝑇4 3�̃�11 → �̃�21 → �̃�32 𝑇2 1�̃�11 → �̃�22 → �̃�31 NULL 0�̃�11 → �̃�22 → �̃�32 NULL 0�̃�12 → �̃�21 → �̃�31 NULL 0�̃�12 → �̃�21 → �̃�32 NULL 0�̃�12 → �̃�22 → �̃�31 𝑇7 1�̃�12 → �̃�22 → �̃�32 𝑇5, 𝑇6, 𝑇8 3

every trajectory in the original dataset, we find the area it
passed and replace this original location point with center of
this area. Finally, we get generalized𝐷 trajectory dataset after
dividing, as shown in Figure 6.

After the replacement, the count of some generalized tra-
jectories also increases because each divided subset contains
multiple location points, as can be seen from Table 2.

Compared to the unprocessed trajectories, increasing
the count of trajectories reduces the disturbance of adding
noise to the smaller count, which allows us to publish
trajectory data more accurately than before. For example, if
the original dataset is not processed, its published dataset is𝐷 = {𝑇1, 𝑇2, 𝑇3, 𝑇4, 𝑇5, 𝑇6, 𝑇7, 𝑇8}; the count set of trajectories
is 𝐶 = {1, 1, 1, 1, 1, 1, 1, 1}. We will have very low availability
after adding Laplace noise on such a sequence. The general-
ized dataset after replacing is𝐷 = {𝑇1, 𝑇2, 𝑇3, 𝑇4}, where each�̃�𝑖 is the generalized trajectory in Table 2 and 𝐷 is the noisy
dataset that contains all generalized trajectories.

The count set is 𝐶 = {3, 1, 1, 3}. Such a trajectory dataset
with differentiated count can withstand the influence of
Laplace noise and achieve better usability.

We have noticed that when the number of generalized
trajectories is large, the total amount of Laplace noise can
also be large. Let us take Table 2 as an example; when we
add Laplace noise to 𝐷 = {𝑇1, 𝑇2, 𝑇3, 𝑇4}, we need to add
independent noise 𝑁, 𝑁 ∼ 𝐿𝑎𝑝(Δ𝑓/𝜀), where Δ𝑓 = 1,
because any adjacent trajectory dataset’s count values differ by
up to 1. For these four trajectories in dataset, the noise amount
we need is 4𝑁. But when we sort and group the count set 𝐶,{3, 1, 1, 3} ⇒ {{1, 1}, {3, 3}}.

For the dataset after group, we just need to add 2𝑁
Laplace noise to satisfy differential privacy, which means
that we just add 1/2𝑁 noise to each trajectory. While when
reducing Laplace noise, new errors arise, which we call mean
error, because we need to use the average value to restore
the count of each trajectory in each group when publishing
data. The difference between average count and the true
count results in this error. We still use the example 𝐷: the
count set of dataset 𝐷 is 𝐶 = {3, 1, 1, 3}. The count set
of neighbor dataset of 𝐷 may be 𝐶 = {3, 1, 1, 4}. When
we add Laplace noise directly, the noise error is 4𝑁 and
mean error is 0. After grouping this count set, 𝐶 becomes𝐶 = {{1, 1}, {3, 4}}; then the Laplace noise is 2𝑁 and
mean error is |3 − 3.5| + |4 − 3.5| = 1. If 4𝑁 is greater

than 2𝑁+1, then we believe that the error generated by the
dividing is acceptable and this release method is preferable.
From a global perspective, as the number of group increases,
the Laplace error increases gradually, and the mean error
decreases. They are mutually constrained. However, from the
perspective of data availability, we only need to minimize the
total error of data release.

Definition 8 (total error). For count set of the trajectory
dataset used in this paper, the total published error is the sum
of Laplace error and the mean error.𝐸𝑟𝑟𝑜𝑟 (𝐶) = 𝐸𝑟𝑟𝑜𝑟 (𝐿𝑎𝑝) + 𝐸𝑟𝑟𝑜𝑟 (𝑀𝑒𝑎𝑛) (12)𝐸𝑟𝑟𝑜𝑟(𝐿𝑎𝑝) = ∑𝑘𝑁, where k is group size after dividing
and𝑁 is noise amount.

𝐸𝑟𝑟𝑜𝑟 (𝑀𝑒𝑎𝑛) = |𝐺|∑
𝑖=1

𝑐 (𝑇𝑖) − 𝑎V𝑒𝑟 (𝐺) , (13)

where 𝑐(𝑇𝑖) is count value of every trajectory in group and𝑎V𝑒𝑟(𝐺) is the average count in group 𝐺.
There are two main factors that affect the performance of

this release method: (i) the sorting processmay not guarantee
differential privacy and (ii) the existence of statistical distance
outlier may affect usability. For problem (i), when sorting the
trajectory count value, sorted partition is sensitive to adding
or deleting a single trajectory. We use the same example to
illustrate it: 𝐶 = {3, 1, 1, 3} is the count set of 𝐷, which is
divided into 𝐶 = {{1, 1}, {3, 3}}. The count set of neighbor
dataset of 𝐷 may be 𝐶 = {3, 1, 0, 3} and produce 𝐶 ={{1}, {3, 3}}. It is apparent that the probability that 𝐶 ={{1}, {3, 3}} is equal to 𝐶 = {{1, 1}, {3, 3}} is 0, which could
not satisfy differential privacy. Therefore, in order to satisfy
the differential privacy, when sorting and dividing the count
set, we add Laplace noise to real count and then sort count.
By doing this, Laplace mechanism can still make 𝑐(𝑇) +𝐿𝑎𝑝(1/𝜀) output the same result as 𝑐(𝑇) + 𝐿𝑎𝑝(1/𝜀) with
a high probability when the count value of some trajectory
turns from 𝑐(𝑇) to 𝑐(𝑇). The sort set not only can provide
differential privacy but also is close to real order to a large
extent.

The algorithm is designed as shown in Algorithm 2.
In Algorithm 2, 𝜀 is the privacy budget required for

sorting, but since line (5) replaces the noisy count with the
real count and outputs an approximate order of the true
values, there is no impact on the published results, so the
algorithm does not actually consume the privacy budget [47].

For problem (ii), the influence of the statistical distance
outlier trajectory is important. In this paper, the statistical
distance outlier trajectory is defined as follows.

Definition 9 (statistical distance outlier trajectory). Given
real number 𝛿, 𝑇 is a trajectory; if the difference between
count value 𝑐(𝑇) of 𝑇 and count value of trajectories 𝑇𝑖 is 𝑑
and if the difference 𝑑 = |𝑐(𝑇) − 𝑐(𝑇𝑖)| > 𝛿, trajectory 𝑇 is the
statistical distance outlier trajectory.

It can be known from the definition that if the outlier
trajectory is divided into the same group with nonoutlier
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Input: generalized dataset𝐷, privacy budget 𝜀
Output: approximate sorting set of trajectory count SortSet(1) Initialize SortSet=null;(2) For each trajectory in𝐷(3) Count real count to get 𝐶(4) For each in 𝐶

Adding Laplace noise 𝐿𝑎𝑝(1/𝜀) to real count and get 𝐶(4) Sort the counts in 𝐶(5) Keep the order of sort in 𝐶, replace the noise count with
original count(6) return SortSet=𝐶

Algorithm 2: CountSort.

trajectories, the mean error will be very large, which will
seriously affect the release result. So, we need to first find the
outlier trajectory and try to separate the outlier trajectories
into a single group to avoid the influence of othermean errors
of group.

Generally, we can take the following methods to divide.
First, the output of Algorithm 2 is an approximate correct
trajectory count ordered set. Supposing that the generalized
count set 𝐶 = {𝑐(𝑇1), 𝑐(𝑇2), 𝑐(𝑇3), ⋅ ⋅ ⋅ 𝑐(𝑇𝑛)}, we calculate
the difference between adjacent elements of this approximate
order set 𝑑𝑖 = |𝑐(𝑇𝑖+1) − 𝑐(𝑇𝑖)| and get the set of difference𝑑 = {𝑑1, 𝑑2, 𝑑3, ⋅ ⋅ ⋅ 𝑑𝑛−1}. Then we choose the max 𝑑max =𝑑𝑖; by doing this, we can find the maximum difference
trajectory in 𝐶, which is the relative outlier trajectory. We
divide the count set 𝐶 into 𝐶1 = {𝑐(𝑇1), 𝑐(𝑇2) ⋅ ⋅ ⋅ 𝑐(𝑇𝑖)} and𝐶2 = {𝑐(𝑇𝑖+1), 𝑐(𝑇𝑖+2) ⋅ ⋅ ⋅ 𝑐(𝑇𝑛)}. If the error after dividing𝐸𝑟𝑟𝑜𝑟(𝐶1) + 𝐸𝑟𝑟𝑜𝑟(𝐶2) < 𝐸𝑟𝑟𝑜𝑟(𝐶), we accept this division
and then recursively perform the above process on 𝐶 ={{𝐶1}, {𝐶2}} until all subdivisions do not meet the require-
ments.

However, the process above does not guarantee privacy.
When an attacker has strong background knowledge, it is
possible to obtain user privacy by speculating attacks at
each division. Therefore, in order to protect privacy from
the strongest attacker, we use differential privacy to defend.
When we choose 𝑑max from 𝑑 = {𝑑1, 𝑑2, 𝑑3, ⋅ ⋅ ⋅ 𝑑𝑛−1},
exponential mechanism can be used to output 𝑑max with
a high probability. We design a simple and effective utility
function: 𝑢(𝐷, 𝑑𝑖) = 𝑑𝑖; the bigger 𝑑𝑖 is, the higher its score
and probability are, which conform the rule. The sensitivityΔ𝑢 = 1 because the max difference is 1 when there is only
one different record on neighbor dataset. The probability of
output 𝑑𝑖 is

𝑃 (𝐷, 𝑑𝑖) = 𝑒(𝜀⋅𝑢(𝐷,𝑑𝑖))/2Δ𝑢∑𝑑𝑖 𝑒(𝜀⋅𝑢(𝐷,𝑑𝑖))/2Δ𝑢 , 𝑑𝑖 ∈ 𝑑 (14)

We can get correct group division after above steps.
In Algorithm 3, 𝐸𝑟𝑟𝑜𝑟(𝐶) is the initial min error and𝐸𝑟𝑟𝑜𝑟(𝐶) = 𝑁 + ∑𝑛𝑖=1 |𝑐(𝑇𝑖) − 𝑎V𝑒𝑟(𝐶)|, where 𝑁 is Laplace

noise and 𝐶 is the whole count set. The algorithm continually
iterates until the global error is no longer reduced, so the
number of iterations and partitions cannot be determined.

Input: SortSet output by Algorithm 2, privacy budget 𝜀
Output: divided trajectory count set 𝐶(1) Initialize 𝐸𝑟𝑟𝑜𝑟(𝐶)(2) Computing difference set 𝑑 according to SortSet(3) 𝜀 = 𝜀/2, select 𝑑𝑖 with the probability proportional

to 𝑒(𝜀⋅𝑢(𝐷,𝑑𝑖))/2Δ𝑢, and group 𝐶 into 𝐶 = {𝐶1, 𝐶2}(4) if 𝐸𝑟𝑟𝑜𝑟(𝐶1) + 𝐸𝑟𝑟𝑜𝑟(𝐶2) < 𝐸𝑟𝑟𝑜𝑟(𝐶)
save 𝐶1, 𝐶2, 𝑑=𝑑 − {𝑑𝑖},
repeat step (3) and (4) on 𝐶(5) else (stop dividing)(6) return 𝐶

Algorithm 3: TraDivision.

Table 3: Published trajectory dataset.

No. Tra ID Generalized Tra
1 �̃�1 �̃�11 → �̃�21 → �̃�31
2 �̃�1 �̃�11 → �̃�21 → �̃�31
3 �̃�1 �̃�11 → �̃�21 → �̃�31
4 �̃�2 �̃�11 → �̃�21 → �̃�32
5 �̃�3 �̃�12 → �̃�22 → �̃�31
6 �̃�4 �̃�12 → �̃�22 → �̃�32
7 �̃�4 �̃�12 → �̃�22 → �̃�32
8 �̃�4 �̃�12 → �̃�22 → �̃�32
In this algorithm’s line (3), 𝜀 = 𝜀/2 means that, in each
iteration, the differential privacy mechanism consumes half
of the remaining privacy budget in previous step. Because we
do not know the exact running times of the process, we can
limit the whole budget privacy less than 𝜀.

Both Algorithms 2 and 3 are just part of the differential
privacy data publishing algorithm for trajectory generated.
The complete algorithm for trajectory generated is as shown
in Algorithm 4.

After processing by Algorithm 4, the format of the pub-
lished trajectory dataset is as Table 3.

4.4. Privacy Analysis. In this section, we analyze the privacy
attribute of the algorithm proposed in this paper. The main
algorithm of this paper consists of two parts. The first part
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Input: �̃� = {𝐿1, �̃�2, ⋅ ⋅ ⋅ 𝐿 |𝑇|}, privacy budget 𝜀
Output: published dataset𝐷(1) Initialize 𝜀 = 𝜀1 + 𝜀2,𝐷 = Φ(2) Based on �̃�, use the centers of each area to replace original

trajectories, making generalized 𝐷(3) 𝑆𝑜𝑟𝑡𝑆𝑒𝑡=CountSort(𝐷, 𝜀)(4) 𝐶=TraDivision(𝑆𝑜𝑟𝑡𝑠𝑒𝑡, 𝜀1)(5) For 𝐶𝑖 in 𝐶, the noisy count 𝑐 of trajectories in 𝐶𝑖𝑐 = 𝑎V𝑒𝑟(𝐶𝑖) + 𝐿𝑎𝑝(1/|𝐶𝑖|𝜀2);
add trajectories in 𝐶𝑖 into𝐷(6) return published dataset 𝐷

Algorithm 4: 2DPA-TG(�̃�, 𝜀).
is the differential privacy spatial partition algorithm. When
designing the algorithm, we use the exponential mechanism
to guarantee differential privacy. The privacy budget we
assign to this algorithm is 𝜀𝑑 for each of the location sets
of each timestamp. Then we execute algorithm sequentially.
According to Theorem 6 (sequential composition), we have
the following theorem.

Theorem 10. The differential privacy spatial partition algo-
rithm guarantees |𝑇| ⋅ 𝜀𝑑-differential privacy across the entire
trajectory dataset.

The second part differential privacy data publishing algo-
rithm for trajectory generated consists of two subalgorithms,
in which there are two parts consuming privacy budget: (i)
Algorithm 3 TraDivision uses the exponential mechanism
to select the maximum adjacent count difference and (ii)
Algorithm 4’s line (4) uses the Laplace mechanism to add
noise on trajectory counts. Algorithm 3 consumes half of the
remaining privacy budget 𝜀 each time, so the total privacy
budget is ∑𝑘𝑖=1(1/2𝑖) ⋅ 𝜀1 < 𝜀1, where 𝑘 is the total number
of iterations when the algorithm stops.

Line (4) of Algorithm 4 consumes a privacy budget 𝜀2 for
one-time consumption. Then we have the following theorem.

Theorem11. Differential privacy data publishing algorithm for
trajectory generated satisfies 𝜀𝑝-differential privacy, 𝜀𝑝 = 𝜀1+𝜀2.

So, as the sequential property of differential privacy, we
have the theorem as follows.

Theorem 12. The protection mechanism we propose in this
paper satisfies 𝜀-differential privacy, and 𝜀 = |𝑇| ⋅ 𝜀𝑑 + 𝜀𝑝.
5. Evaluation

5.1. Dataset and Environment. The experimental dataset of
this paper is published by Microsoft Research Asia, which
contains the trajectories of 10,357 taxis in Beijing in a week.
Each record in the dataset is like (taxi id, time, longitude,
latitude) and the GPS sample frequency of each taxi ranges
from 1s to 10min. In order to fit the algorithm design and
facilitate the experiment, we extracted the data from 6:00 to

12:00 in one day, and the sampling frequency of each data
is 10min, which means that every spatiotemporal point on
the trajectory has 10min interval. After processing the raw
dataset, we obtained original experimental data containing
7,369 taxi trajectories.

The experimental hardware environment is Windows 7,
Intel Core i5 6500 CPU, 3.2 GHz, and 8G memory, and the
experiment is programmed by Java.

5.2. Utility Metric. The algorithm proposed in this paper
causes the loss of usability between the published dataset and
the original dataset in two aspects. The first is the loss caused
by division and replacement of the location points at each
timestamp and the second is the error caused by Laplace noise
and exponential perturbation. Therefore, in this section, we
evaluate availability of the published trajectory dataset by
Hausdorff distance [48] and spatiotemporal range query [49].

Hausdorff distance is a way to measure the degree of sim-
ilarity between two point sets. The spatiotemporal trajectory
can also be seen as a form of point set, so the Hausdorff
distance measurement can be used.

TheHausdorff distance between 𝑇𝑖 and𝑇𝑗 is calculated by
the following formula:

𝐻𝐷(𝑇𝑖, 𝑇𝑗) = max (ℎ𝑑 (𝑇𝑖, 𝑇𝑗) , ℎ𝑑 (𝑇𝑗, 𝑇𝑖))
ℎ𝑑 (𝑇𝑖, 𝑇𝑗)
= max ((min 𝑝𝑚𝑖 , 𝑝𝑛𝑗  , 𝑝𝑛𝑗 ∈ 𝑇𝑗) , 𝑝𝑚𝑖 ∈ 𝑇𝑖)

(15)

ℎ𝑑(𝑇𝑗, 𝑇𝑖) is the same as above. Obviously, the smaller the
Hausdorff distance, the higher the usability.

We use the DPR algorithm in [44] as a comparison
experiment. DPR is similar to the algorithm framework of
our proposal.TheDPR algorithm uses k-means clustering for
each timestamp and finally publishes the dataset with Laplace
noise and generated fake trajectories. It should be noted that
the DPR algorithm needs to specify k as the number of cluster
clusters. In our paper, the required k is the minimum number
of location points in each partition area.

We calculate the Hausdorff distance between the original
trajectory dataset and the published trajectory dataset. In
Figure 7, at first, as 𝜀 increases, the Hausdorff distance tends
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Figure 8: DPR versus our proposal in Hausdorff distance.

to decrease. The reason is that when 𝜀 increases, Laplace
noise and exponential noise will decrease, which make the
difference between published dataset and the original dataset
smaller. With the increase of k, Hausdorff distance decreases
first and then increases. This is because k has an influence on
the location set 𝐿 𝑖 in Algorithm 1 and number of generalized
trajectories in Algorithm 4. After the value of k is too large,
the partition area is increased, and the distance between
center of 𝐿 𝑖 and other points in 𝐿 𝑖 is increased, thereby
affecting the availability of the entire dataset. When k=70,
the Hausdorff distance gets its minimum, so we fix k=70 to
perform the subsequent experiments.

We experimentally compared the trajectory dataset
released by the DPR algorithm with the trajectory dataset
published by our algorithm. It can be seen from Figure 8
that the Hausdorff distance of the DPR algorithm is a little
smaller than our algorithm in most cases. This is because
the DPR algorithm uses k-means based clustering algorithm
when dealing with location point sets at each timestamp.
Such algorithms tend to choose nearest neighbors as the
same category, with higher accuracy in Euclidean distance
based comparison method. But considering that the time
complexity of k-means algorithm is 𝑂(𝑘𝑛𝑚𝑡) and the DPR
is 𝑂(𝑛2), while our proposal is 𝑂(𝑛 log 𝑛), it is perfectly
acceptable to sacrifice a small amount of Hausdorff distance
in exchange for time complexity.

Spatiotemporal range query is a method for measuring
trajectory data quality proposed in [49]. In the experiment,
we, respectively, use the algorithm proposed by this paper

and DPR algorithm to publish dataset 𝐷 and then perform
two kinds of spatiotemporal range query on 𝐷 and 𝐷.
We calculate the distortion of the query results of the two
algorithms as follows:

𝑙𝑜𝑠𝑠 (𝐷,𝐷) = 𝑄 (𝐷) − 𝑄 (𝐷)
max (𝑄 (𝐷) , 𝑄 (𝐷)) (16)

For better comparison with the existing work, we choose
two types of spatiotemporal range queries, namely, PSI query
and DAI query.𝑃𝑆𝐼(𝑃𝑜𝑠𝑠𝑖𝑏𝑙𝑦 𝑆𝑜𝑚𝑒𝑡𝑖𝑚𝑒𝑠 𝐼𝑛𝑠𝑖𝑑𝑒(𝑇,𝑅, 𝑡𝑠, 𝑡𝑒)) query is
what might happen in a certain period of time, which means
count trajectory 𝑇 that might appear in the area 𝑅 during
time [𝑡𝑠, 𝑡𝑒].𝐷𝐴𝐼(𝐷𝑒𝑓𝑖𝑛𝑖𝑡𝑒𝑙𝑦 𝐴𝑙𝑤𝑎𝑦𝑠 𝐼𝑛𝑠𝑖𝑑𝑒(𝑇, 𝑅, 𝑡𝑠, 𝑡𝑒)) query is
what must happen in a certain period of time, which means
count trajectory 𝑇 that definitely appears in the area 𝑅 during
time [𝑡𝑠, 𝑡𝑒].

We generate two sets of queries 𝑄1 and 𝑄2:𝑄1 = 𝑠𝑒𝑙𝑒𝑐𝑡𝑐𝑜𝑢𝑛𝑡(∗) from 𝐷 where 𝑃𝑆𝐼(𝑇,𝑅, 𝑡𝑠, 𝑡𝑒)𝑄2 = 𝑠𝑒𝑙𝑒𝑐𝑡𝑐𝑜𝑢𝑛𝑡(∗) from 𝐷 where 𝑃𝑆𝐼(𝑇,𝑅, 𝑡𝑠, 𝑡𝑒)
According to the parameter settings in [23], we set 𝑅 to a

circular area of 1000m and 500m and the time interval [𝑡𝑠, 𝑡𝑒]
is two hours. We generate 1000 queries and the experimental
results are shown in Figure 9.

These experiments verified the degree of distortion of PSI
and DAI query when the radius of the area is 500 m or 1000
m. As can be seen from Figure 9, when the privacy budget𝜀 increases, the distortion of both algorithms will gradually
decrease, which is in line with our intuitive speculation and
actual situation, because, with the increase of privacy budget𝜀, the degree of privacy is reduced and the injection noise is
also reduced.Then data will be closer to the real data; thus the
usability is improved. Take Figure 9(a) as an example, when
we perform this kind of query select count(∗) from 𝐷 where𝑃𝑆𝐼(𝑇,𝑅, 𝑡𝑠, 𝑡𝑒) on 𝐷 and 𝐷, with the increasing of privacy
budget 𝜀, the query distortion of our algorithm is gradually
reduced and is always smaller than the distortion of the DPR
algorithm.

Through the results in Figure 9, we can see that the data
publishing algorithm proposed in this paper is stronger than
the DPR algorithm in spatiotemporal range query, because,
in order to ensure sufficient privacy, the DPR algorithm uses
a fake trajectory-based method to add fake trajectories into
published dataset. Even though the DPR’s k-means clustering
stage is better than our algorithm, there are not only the
Laplace noise but also the disturbance error caused by fake
trajectory, while our algorithm has no such drawbacks. In
Figure 10, we compare the time efficiency between DPR and
our method. We implement the experiment on parameter k,
which is the locationnumber in each partition. As k increases,
the time consumed in process decreases simultaneously,
because, with k growing, the partition in each timestamp
will decrease, which make generalized trajectories less. So,
the time based on sort and group these trajectories will be
less than before. The result shows that our method is better
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(a) PSI, R=500m

DPR
Our Proposal

0

0.05

0.1

0.15

0.2

0.25

0.5 0.75 1 1.25 1.5 1.75 2

Lo
ss



(b) PSI, R=1000m
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(c) DAI, R=500m
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(d) DAI, R=1000m

Figure 9: Query results of PSI and DAI with R=500m and R=1000m.
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Figure 10: DPR versus our proposal in time efficiency.

than DPR method because our time complexity is 𝑂(𝑛 log 𝑛)
as we mentioned before. Therefore, from comprehensive
effect considerations, performance of our method on these
experiments proves that our proposal is more practical and
better than the DPR algorithm.

6. Conclusion

In this paper, we propose a spatial partition based trajectory
dataset publishing algorithm. This algorithm satisfies differ-
ential privacy with high utility and can run in less time than
existing method.The algorithm uses exponential mechanism
to output more accurate location point partitions and tra-
jectory count group to ensure privacy and then release data

after adding Laplace noise into trajectory count. According to
our knowledge, this is the first paper to use Hilbert curve to
divide amount of trajectories in a noninteractive way. At last,
we perform spatiotemporal range queries on real trajectory
dataset, and the results are better than existing algorithm.
Besides, the published data can achieve smaller Hausdorff
distance within the tolerance.The two experiments show that
our method can be used in practice effectively. Our method
deserves continuous study in the future: before running the
algorithm, we preprocess the raw dataset to get the original
dataset with same time interval. In fact, the collected GPS
information will not be completely regular, and the sampling
interval may change randomly or even have an interruption.
So how to publish such irregular dirty datasets is a hard
problem we need to study in our future work.

Data Availability

The trajectory data used to support the findings of this
study can be downloaded from https://www.microsoft.com/
en-us/research/publication/t-drive-trajectory-data-sample/
and the detailed instructions can be found in https://www
.microsoft.com/en-us/research/wp-content/uploads/2016/02/
User guide T-drive.pdf.
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Friend-recommendation applications as one kind of typical social applications can satisfy the social contact needs of different users
and become tools for developing a social relationship. However, the privacy leakage has turned into an insurmountable obstacle to
the market success of such applications. Existing privacy protection approaches for social applications either introduce untrusted
third parties or sacrifice information accuracy. As for friend-recommendation applications particularly, the multihop trust chain
and anonymous message methods still have a defect that the hacker can act as a user to acquire information. In this paper, we
put forward the privacy protection mechanism based on zero knowledge without any privacy leakage to the application server.
In detail, the server knows nothing about the user’s information, but can still provide users with accurate information on friend
recommendation. We also analyze the potential attack methods and propose the corresponding solution. Our simulation results
verify the effectivity and efficiency of our scheme.

1. Introduction

With the growing popularity of smart-devices, such asmobile
phones, laptops, and tablets, the social applications gradually
play an essential role in people’s daily life [1, 2]. Facebook has
1.65 billion users with 1 billion active users simultaneously,
and Twitter has 600 million users. In China, Ten-cent QQ
has 829 million active users, WeChat has over 700 million
active users, etc. [3].The social applications mostly satisfy the
social contact needs of different users and become tools for
developing a social relationship. They can provide services
for people without the limitation of distance. People can find
friends who have the same interests and hobbies in the world
and communicate whenever and wherever they want.

As one kind of typical social applications, friend-recom-
mendation application has a primary purpose that it helps
users to find friends based on the information provided by
the users so that the recommended friends can satisfy the
requirements of the users. According to the user’s interests
and location, the application can recommend suitable people
to the users. However, once a user sends his query to the
server, it is possible that this information is sold to the
third party. Furthermore, even if the encryption algorithm is

perfect, the malicious people can still act as a user to acquire
information from the server. Once a user finds its privacy
is leaked by the social applications, he will stop using such
applications. When a large number of users stop using them,
it is easy to cause the collective panic and the trust crisis.

Existing privacy protection schemes for social appli-
cations either introduce untrusted third parties [4–6] or
sacrifice information accuracy [7–11]. In the schemes of intro-
ducing a third party, the third party acts as the agent of the
users to submit the query requests to the server and returns
the query results from the server to the users. In this case,
the privacy information scattered in various service providers
is concentrated in a few third parties. Hence, the risk and
scale of privacy leakage are increased sharply. Once the third
party is hacked, the crisis of online incredibility will endanger
the whole social network heavily. In addition, considering
the schemes of sacrificing information accuracy to realize the
privacy protection, the server cannot provide perfect services
based on the user’s blurred private information. Besides, with
the help of big data analysis, it is possible that the obscured
information can be inferred or restored. Some of the methods
used for friend-recommendation applications particularly
propose the multihop trust chain [12] or utilize anonymous
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message [13, 14]. However, the malicious hackers can still act
as a user to acquire information.

Motivated by these, our paper aims to realize zero-
knowledge privacy protection. Here, zero knowledge implies
that the server knows nothing. Therefore, our aim is chal-
lenging, because on the one hand the server needs infor-
mation from the users to provide services, but on the other
hand such information needs to be kept secret from the
server.

To realize the seemly conflicted aims, a privacy preser-
vation framework is proposed for friend-recommenda-
tion applications, including the communication processes
between several entities and data structures. Furthermore,
we propose an encryption algorithm based on homomor-
phic encryption and grouping attributes, so that the users’
information can be protected well. We propose a method of
district limitation formatching operation which can decrease
the possibility of information leakage. We give two possible
decryption situations and illustrate the different operations
in the two cases. Finally, the potential attack methods are
analyzed and the corresponding solutions are proposed. Our
simulation results verify the effectivity and efficiency of the
proposed scheme.

The remainder of the paper is organized as follows.
Section 2 is for the relatedwork. A summary of the framework
is presented in Section 3. Section 4 introduces the detailed
processes of the algorithms including encryption, decryption,
and matching. Some specific defense designs are introduced
in Section 5. Section 6 reports the results of our numerical
simulations. Our conclusions are summarized in Section 7,
followed by the acknowledgment.

2. Related Work

In the social network system, privacy is a rather important
issue [15–20]. There are several methods achieving privacy
preservation aim, which are based on 𝑘-anonymity model.
The basic idea of 𝑘-anonymity is to remove some features
so that each item is not distinguishable among other 𝑘
items. For data protection, it protects data at the cost of the
original data quality [9]. For location-based services (typical
social applications), it realizes the privacy protection through
blurring user’s locations [7, 8, 21].

Based on the 𝑘-anonymity, a clustering perturbation algo-
rithm for privacy protection in social networks was proposed
[9]. It considers preserving privacy of vertex properties and
community structures simultaneously. The algorithm intro-
duces a strategy of exchanging attributes between vertices
with the same degree randomly to induce attackers to search
for false targets and maintain the whole structure of the
network. In 2014, Rongxing Lu et al. [22] proposed a privacy-
preserving framework for the local-area mobile social appli-
cation (PLAM). It employs a privacy-preserving request
aggregation protocol with 𝑘-anonymity and 𝑙-diversity prop-
erties, without involving a trusted anonymizer server to keep
user’s preference private, and integrates unlinkable pseudo-
ID technique to achieve user’s identity privacy and location
privacy.

However, 𝑘-anonymity model presents a problem of
accuracy loss and attackers can still perform trajectory
attacks. It is not suitable in situations where the requirement
of information accuracy is extremely high. In addition, 𝑘-
anonymity does not protect users privacy when they are in
a densely populated area.

Besides, a trust-based friend-recommendation scheme
used for privacy-preserving was proposed by Linke Guo
et al. [12], which applies users’ attributes to find suitable
friends and establishes social relationships with strangers
via a multihop trust chain. Similarly, Squicciarini et al. [23]
used game theory to model the privacy management for
content sharing. This work can provide automatic access
policy generation for users’ profile information. In 2015, K.
Samanthula et al. [13] utilized the concept of protecting
the source privacy through anonymous message routing to
recommend friends accurately and efficiently.

In 2018, a data sanitization strategy [24] was proposed
which keeps the benefits brought by social network data,
while sensitive latent information can still be protected. Even
considering powerful adversaries with optimal inference
attacks, the proposed strategy can still preserve both data
benefits and social structure while guaranteeing optimal
latent-data privacy [3]. To resist attacks, SmartMask, a
context-based system-level privacy protection solution, was
proposed, which was designed to learn users’ privacy pref-
erences under different contexts and provide a transparent
privacy control for MSN users [25].

Furthermore, because of the importance of photos in
friend-recommendation applications, several methods used
formainly protecting the images were proposed. A tool called
iPrivacy (image privacy) was developed for releasing the
burden from users on setting the privacy preferences when
they share their images for special moments. It realizes photo
protection by blurring the privacy-sensitive objects automat-
ically [26]. Besides, a concept of changing the granularity of
access control from the level of the photo to that of a user’s
personally identifiable information (PII) was proposed. In
this work, it considers the face as the PII. When another user
attempts to access a photo, the system determines which faces
the user does not have the permission to view and presents
the photo with the restricted faces blurred out. However,
this mechanism can only be used for photo protection. The
scenarios they can be applied on are limited [27].

Moreover, some existing ways of protecting privacy often
introduce a third party [4]. All of the keys are stored in the
third part.The information should be encrypted before being
sent to the server and be decrypted while the server sends it
back. However, in the solution of introducing a third party,
the privacy information scattered in various service providers
will be concentrated. We cannot guarantee the third party is
able to protect those keys and the information.

3. Framework

The whole purpose of the proposed framework is to provide
a user with the accurate social information according to its
query without leaking any query information to the friend-
recommendation application system. Query information is



Security and Communication Networks 3

Query(ID, Encrypted Information, 
Information for matching)

A set of friends
(ID, Encrypted Information)

User’s ID Encrypted Information
001 Group1 Group2 …
002 Group1 Group2 …
003 Group1 Group2 …
… … … …

Database

Figure 1: The proposed privacy preservation framework for friend-
recommendation applications.

often sensitive because it is related to user’s privacy. It always
contains a user’s personal information such as habits, hobbies,
and preferences. Hence, our framework aims to realize zero-
knowledge privacy protection. Here, zero knowledge implies
the server knows nothing. Therefore, our aim is challenging,
because on the one hand, the server needs information from
the user to provide service, but on the other hand, such
information needs to be kept secret to the server.

To realize the seemly ambivalent aims, we propose a
privacy preservation framework for friend-recommendation
application systems. The preservation is described in the
following steps. The framework is shown in Figure 1.

(1) The friend-recommendation application server
broadcasts three pieces of information to all users:
(a) the attributes users can submit; (b) the attribute
groups; (c) the part of keys used to decrypt users’
information, each of which corresponds to one
attribute group’s value and hence different attribute
groups’ values have different keys. The reason why
part of keys is related to users’ attribute values is that
this will make users who have the same attribute
groups’ values be able to decrypt the corresponding
attribute values of the recommended friends.

(2) As required by the server, the user’s information
like name, age, hobbies, etc. are divided into several
groups. For each group, the information is encrypted
by homomorphic encryption algorithm. Then user’s
ID attached to all of the encrypted information will be
sent to the server.Thekey used for encryption consists
of two parts. The first part corresponds to the user’s
attribute values, which is obtained from the broadcast
message sent from the server and the other is selected
by the user freely. Hence, the key of each attribute
group’s value is different. Besides, our framework
provides two matching patterns: Matching with Strict
and Matching with Loose. For the Strict pattern, it
requires that all the attribute groups of the friends
recommended by the server should match those
appointed by the user. As for the Loose pattern, it
only requires that part of the attribute groups of the
fiends recommended by the server matches those

User’s ID
Attributes Personal Information

Group1 Age Name
location

Personal statement…
Group2 Favorite movies

Individual SignatureFavorite sports
…

… ... …

Figure 2: The information structure.

appointed by the user. The user needs to appoint the
matching type and specific attribute groups. In the
query information, we use 0 to represent the Strict
pattern and 1 to represent the Loose pattern. The
detailed content will be introduced in the Matching
Algorithm section.

(3) Once receiving the information fromauser, the server
saves the information and finds friends who have
the same attributes with the user using the matching
algorithm based on homomorphic encryption algo-
rithm in its database. For example, if a user sends his
information: age twenties, love watching movies, the
algorithm will find people who have nearly the same
age and same preference in the database. It is worth
noting that because all of the information in the server
is encrypted, the user’s privacy will be protected.

(4) The server returns the recommended friends’ ID and
information encrypted to the user.The user can select
suitable people and get a connection with them using
their ID. Moreover, the user can decrypt part of
friends’ information.(Through decryption, the user
can find out which attributes are the same as those
of the recommended friends.) This can be achieved
because when a group of attributes of two users is
the same, the corresponding keys of two users will be
the same. These are related to our matching pattern,
especially Loose pattern. How to deal with it will be
introduced in the next section in detail.

At Step (1), before a user sends the query information
to the server, its information needs to be encrypted first.
Actually, the information of the user is divided into two
types in our framework. The first one is attributes including
hobbies, age, etc.The second type, such as name and personal
statement, is merely the personal information. Because of
the different characteristics of the information, we program
them in different ways. It will be discussed in the Simulation
section. The information structure of a user is depicted in
Figure 2.

During the query process, there exists one potential
privacy leakage issue. Specifically, If a hacker acting as a user
asks for recommended friends, he will receive several users’
information and know that their information is similar to that
of him. In this way, he can acquire users’ private information.
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To solve this problem, we use users’ locations as a special
attribute [16] and divide other attributes into groups to reduce
the probability of privacy attack from the malicious hackers.
With location attributes, the server only recommends friends
who are near to users. Grouping attributes make the user
be able to only decrypt part of attributes of recommended
friends. These methods enable users’ privacy to be protected,
not only when people want to look for friends, but also when
they are recommended friends.

In detail, we separate the area into small equally sized
grids whose vertex’s longitude and latitude are both integers
and transform user’s coordinate into the nearest grid vertex.
(The reason that the longitude and latitude of a grid’s vertex
are required to be integers is that it is easy for homomorphic
encryption to deal with integers.) Now we introduce the
following definition of location.

Definition 1 (a user’s coordination). a user’s coordination is
that of a grid’s vertex which is the nearest to the user’s current
location.

Definition 2 (district). The focal user’s coordination is the
center of the district which is a square whose length of the
side is given.The length of the side of the district is an integral
multiple of that of the grid.

In order to reduce the probability of information leakage,
the proposed framework only recommends people whose
district overlaps that of the user. This requires that the
user who sends query should attach his location to the
attributes.

For the sake of increasing the security of privacy further,
we separate the attributes into several groups. Therefore,
when recommending friends to the user, the attributes of
two users do not need to be exactly the same, but only
part of them. This approach makes sure that when users are
recommended, only part of the information of the user will
be known. This reduces the probability of leakage of user’s
privacy to a certain extent.

So far, the user can find friends who are suitable for
him. In the whole process, the server operates on the cipher-
text. This ensures that the user’s private information will not
be leaked. Even if a hacker invades the server, there is no
chance that he can get any useful information because all the
information is encrypted. Besides, even if the server knows
the part of the keys corresponding to each attribute group’s
value combination, it is not easy for the server to decrypt the
information of the user. This is because there are too many
combinations of the attribute group’s value, so it is hard to try
all the possible keys to decrypt the information of users. We
will further discuss how it is difficult for the server to attack
the privacy of users in the Simulation section.

4. Algorithm

In order to realize zero-knowledge privacy protection,
our framework adopts algorithms based on homomorphic
encryption [28–30]. Homomorphic Encryption allows com-
plex mathematical operations on cipher-texts, generating an

Input:
𝑀: all the attributes groups( 𝑀 = 𝑀1,𝑀2....𝑀𝑘 );
𝑀𝑖: the 𝑖 attributes group;
𝐼: personal information ( 𝐼 = 𝐼1, 𝐼2....𝐼𝑘 );
𝐼𝑖: 𝑖 personal information version;
𝑃𝑖: the key of 𝑖 attributes group;
𝑄𝑖: the key of 𝑖 attributes group;
𝑅𝑖: the key of 𝑖 attributes group;
𝐾: the number of attributes groups;

Output:
𝐶([𝑀]): all the encrypted attributes (
𝑀 = 𝑀1,𝑀2....𝑀𝑘 );
𝐶([𝐼]): all the encrypted personal information (
𝐼 = 𝐼1, 𝐼2....𝐼𝑘 );

(1) for 𝑖 = 1; 𝑖 ≤ 𝐾; 𝑖 + + do
(2) 𝑁𝑖 ← 𝑃𝑖 × 𝑄𝑖;
(3) if 𝑅𝑖 ̸= 0 then
(4) 𝐶([𝑀𝑖]) ← (𝑀𝑖 + 𝑃𝑖 × 𝑅𝑖)mod𝑁𝑖;
(5) 𝐶([𝐼𝑖]) ← (𝐼𝑖 + 𝑃𝑖 × 𝑅𝑖)mod𝑁𝑖;
(6) end
(7) end
(8) return 𝐶([𝑀]), 𝐶([𝐼]);

Algorithm 1: Encryption.

encrypted result which matches the result which is operated
on the plaint-text and then decrypted [29]. The purpose of
homomorphic encryption is to realize a more secure method
for data processing. In the following, we detail our algorithms
based on homomorphic encryption.

4.1. Encryption. To preserve the privacy of users, the query
needs to be encrypted by homomorphic encryption algo-
rithm, shown in Algorithm 1. In order to guarantee the safety
of the user’s information, as mentioned in the above section,
the key used to encrypt information consists of two parts: one
corresponds to the attribute groups’ value, and the other is
selected by the user randomly.Hence, the key of each attribute
group is different. Let 𝑀𝑖 represent the user’s attribute group
𝑖, 𝐼 be the user’s personal information, 𝐼𝑖 be the 𝑖 personal
information, and𝐾 represent the number of attribute groups.
The corresponding encryption process is depicted as follows:

For every attribute group 𝑖, according to the broadcast
information, the client will select two safe large prime
numbers 𝑃𝑖 and 𝑄𝑖 according to the attribute values
of the user. If the users’ attribute values are the same,
the generated 𝑃𝑖 and 𝑄𝑖 are the same. This will make
sure that if two users are matched, they can encrypt at
least part of the information of each other. The client
generate a product𝑁𝑖 = 𝑃𝑖 ∗ 𝑄𝑖.
Using the encryption algorithm, the value of each
attribute group 𝑖 is encrypted to the cipher-text
𝐶([𝑀𝑖]). 𝐶([𝑀𝑖]) = (𝑀𝑖 + 𝑃𝑖 × 𝑅𝑖) mod𝑁𝑖, where
𝑅𝑖 is selected by the user randomly to guarantee the
information security.
The user’s personal information 𝐼 is encrypted by
the key of each attribute groups 𝑖 apart into several
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Figure 3: The location matching.

Subdistrict

District

User’s location

Figure 4: The location structure.

versions 𝐶([𝐼𝑖]) = (𝐼𝑖 + 𝑃𝑖 × 𝑅𝑖) mod𝑁𝑖. In this way,
it can make sure that even if only one attribute group
of the user is the same as that of the recommended
friends, the friends’ personal information can still
be decrypted by the key of this attribute group.
Therefore, the users can know each other better.

4.2. Matching Algorithm. When receiving the user’s ID and
the information encrypted, the server runs the matching
algorithm to find suitable recommended people for the user
in the database. Thematching algorithm mainly includes two
parts: location matching and attribute matching.

4.2.1. Location Matching. The purpose of location matching
is to find people whose district overlaps that of the user. As
shown in Figure 6, the grey square represents 𝑢𝑠𝑒𝑟1𝑠 district,
and the black square represents 𝑢𝑠𝑒𝑟2𝑠 district. If these two
districts overlap, then it must look like one of the situations in
Figure 3. The overlapping can appear in the upper left, upper
right, lower left, and lower right in the square. To simplify the
matching algorithm, we see the user’s location as the center
of a rectangular coordinate system and divide the district
into four parts based on the quadrant of the rectangular
coordinate system. It is shown in Figure 4. Each vertex in
the subdistrict is evenly distributed. The basic idea of the
proposed location matching algorithm is that we compare
two users’ districts. If each subdistrict has the same vertices
with the corresponding one, then we consider these two
users’ districts overlap.(Because homomorphic encryption
algorithm can only judge whether the information is equal,

𝑘 is the number of queue which saves the vertexes.
𝑚2 is the number of vertexes in the subdistrict.
Input:
𝐿𝑎: 𝑢𝑠𝑒𝑟𝑎’s information;
𝐿𝑏: 𝑢𝑠𝑒𝑟𝑏’s information;

Output: true or false
(1) 𝑟𝑒𝑠𝑢𝑙𝑡 ← 0;
(2) 𝑙𝑜𝑜𝑝: for 𝑘 = 1; 𝑘 ≤ 4; 𝑘 + + do
(3) for 𝑖 = 1; 𝑖 ≤ 𝑚; 𝑖 + + do
(4) for 𝑗 = 1; 𝑗 ≤ 𝑚; 𝑗 + + do
(5) if 𝐿𝑎𝑘𝑖 == 𝐿𝑏𝑘𝑗 then
(6) 𝑟𝑒𝑠𝑢𝑙𝑡 + +;
(7) 𝑏𝑟𝑒𝑎𝑘 𝑙𝑜𝑜𝑝;
(8) end
(9) end

(10) end
(11) end
(12) if 𝑟𝑒𝑠𝑢𝑙𝑡 == 4 then
(13) return 𝑡𝑟𝑢𝑒;
(14) end
(15) else
(16) return 𝑓𝑎𝑙𝑠𝑒
(17) end

Algorithm 2: Location matching.

we adopt the local discretization method for the location
matching. The more vertexes in the district are, the more
precise the matching algorithm is, and vice versa.)

Algorithm 2 judges whether two users’ districts overlap:
𝐿𝑎which includes four queues holds 𝑢𝑠𝑒𝑟𝑎’s district informa-
tion and 𝐿𝑏 holds 𝑢𝑠𝑒𝑟𝑏’s district information. The algorithm
is going to check four queues with their corresponding one
(Lines (2)). For each queue, all the vertexes will be compared
with those in the corresponding one (Lines (3)-(4)). When
there are vertexesmatched, then the algorithm tags this queue
as matched (Lines (5)-(8)). If all the queues are matched
with their corresponding one, we consider that these two
users’ districts are matched and return true (Lines (12)-(14)).
Otherwise, we return false (Lines (15)-(17)).

4.2.2. Attributes Matching. When the user makes a query, the
server will receive query information which is in the form
of cipher-text. We use 𝐶([𝑀]) to represent it. Because the
server has stored the information of other users, thematching
algorithm will compare each record in the database with the
query information to find the suitable recommended people.
The operation result is computed according to the following
algorithm, where𝐶([𝑀𝑎𝑖]) represents the 𝑖 attribute group in
the form of cipher-text of the 𝑢𝑠𝑒𝑟𝑎 and 𝑄𝑖, 𝑁𝑖 represent the
𝑖 attribute group’s parameters. Similarly, 𝐶([𝑀𝑏𝑖]) represents
the 𝑖 attribute group of 𝑢𝑠𝑒𝑟𝑏 in the database in the form
cipher-text. 𝐾 represents the number of attribute groups. If
𝑟𝑒𝑠𝑖 = 0, the 𝑖 attribute group of 𝑢𝑠𝑒𝑟𝑎matches that of 𝑢𝑠𝑒𝑟𝑏 in
the database. Otherwise, they are mismatched, and the server
will compare other user’s attribute groupswith the cipher-text
of the user.
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𝐾: the number of attribute groups.
Input:
𝐶([𝑀𝑎𝑖]): the 𝑖 attribute group of 𝑢𝑠𝑒𝑟𝑎 in the form
of cipher-text( 𝑖 = 1, 2, 3...𝑘 );
𝐶([𝑀𝑏𝑗]): the 𝑖 attributes group of 𝑢𝑠𝑒𝑟𝑏 in the form
of cipher-text( 𝑖 = 1, 2, 3...𝑘 );
𝑄𝑖, 𝑁𝑖: the 𝑖 attribute group’s parameters set by the
𝑢𝑠𝑒𝑟𝑎;

Output: 𝑟𝑒𝑠: the matching result (
𝑟𝑒𝑠 = 𝑟𝑒𝑠1, 𝑟𝑒𝑠2....𝑟𝑒𝑠𝑘 )

(1) if 𝑄𝑖 ̸= 0 AND 𝑁𝑖 ̸= 0 then
(2) for 𝑖 = 1; 𝑖 ≤ 𝐾; 𝑖 + + do
(3) 𝑟𝑒𝑠𝑖 ← ((𝐶([𝑀𝑎𝑖]) − 𝐶([𝑀𝑏𝑗])) × 𝑄𝑖)

mod𝑁𝑖;
(4) end
(5) end
(6) return res;

Algorithm 3: Attributes matching.

Algorithm 3 shows the attributes matching process. The
explanation of the detailed analysis is as follows: We derive
the calculation formula in the Algorithm 3. It can get the
following form.𝑀𝑎𝑖 and𝑀𝑏𝑖 represent the 𝑖 attributes groups
of 𝑢𝑠𝑒𝑟𝑎 and 𝑢𝑠𝑒𝑟𝑏 in the form of plain-text separately. 𝑅𝑎𝑖
represents the part of the key of the 𝑖 attribute group of 𝑢𝑠𝑒𝑟𝑎
and 𝑅𝑏𝑖 represents the part of the key of 𝑢𝑠𝑒𝑟𝑏.

𝑟𝑒𝑠𝑖 = ((𝐶 ([𝑀𝑎𝑖]) − 𝐶 ([𝑀𝑏𝑗])) × 𝑄𝑖) mod𝑁𝑖

= (((𝐶 ([𝑀𝑎𝑖]) + 𝑃𝑖 × 𝑅𝑎𝑖)

− (𝐶 ([𝑀𝑏𝑗]) + 𝑃𝑖 × 𝑅𝑏𝑖)) × 𝑄𝑖) mod𝑁𝑖

= ((𝐶 ([𝑀𝑎𝑖]) − 𝐶 ([𝑀𝑏𝑖])) × 𝑄𝑖 + (𝑅𝑎𝑖 − 𝑅𝑏𝑖) × 𝑃𝑖

× 𝑄𝑖) mod𝑁𝑖

(1)

Because𝑁𝑖 = 𝑃𝑖×𝑄𝑖, then (𝑅𝑎𝑖−𝑅𝑏𝑖)×𝑃𝑖×𝑄𝑖 mod𝑁𝑖 = 0;
if 𝑀𝑎𝑖==𝑀𝑏𝑖, then ((𝐶([𝑀𝑎𝑖]) − 𝐶([𝑀𝑏𝑖])) × 𝑄𝑖) mod𝑁𝑖 =
0. Otherwise, ((𝐶([𝑀𝑎𝑖]) − 𝐶([𝑀𝑎𝑖])) × 𝑄𝑖) mod𝑁𝑖 > 0.
Therefore, if 𝑀𝑎𝑖==𝑀𝑏𝑖, then res=0; otherwise, 𝑟𝑒𝑠 > 0.

Considering matching, the server could request that all of
the attributes be matched, but generally we do not need this.
Objectively, it is tough to find two people whose attributes
are the same. Subjectively, the purpose of dating is not to
find a mirror image of the user, but to find suitable friends.
Therefore, when it comes to matching algorithm, we mainly
consider that parts of the attributes are the same. The partial
matching is divided into two parts: Strict Matching and Loose
Matching. We will introduce them in detail.

(1) Strict Matching: When the user is sending his query,
he must have specific demands looking for friends. The user
needs to appoint some attribute groups. The Strict Matching
Attributes algorithm should make sure that these attribute
groups are matched. In this way, although the server saves a
large number of attributes of users, only part of the attributes
will be used in the matching algorithm. It not only meets

User 1

age: 31
favorite sports: basketball

favorite movies: The Titanic

User 2
age: 35

favorite sports: basketball
favorite movies: Avatar

User 3
age: 31

favorite sports: football
favorite movies: The Titanic

User 4
age: 28

favorite sports: baseball
favorite movies: Transformer

Success

Fail

Fail

Figure 5: Strict Matching.

User 1

age: 31
favorite sports: basketball

favorite movies: The Titanic

User 2
age: 35

favorite sports: basketball
favorite movies: Avatar

User 3
age: 40

favorite sports: football
favorite movies: The Titanic

User 4
age: 28

favorite sports: baseball
favorite movies: Transformer

Success

Success

Fail

Figure 6: Loose Matching.

the needs of the users but also saves the operation cost to
a great extent, which makes the matching algorithm more
efficient. For example, as shown in Figure 5, let one user’s
attributes be {age: 31, favorite sport: basketball, favoritemovie:
The Titanic}. Each attribute is a group. Then, he points out
that the friend he wants should like the same movie and have
the same age. When the server responds, the recommended
friends’ favorite sport could be different, but they must love
to watchThe Titanic and have the same age.

(2) Loose Matching: As for the Loose Matching algo-
rithm, it only needs to make sure that part of the attribute
groups which the user appoints is matched. If the user
appoints N attributes and he gives a number M (𝑀 ≤ 𝑁),
the server only needs to check N attribute groups and makes
sure whether there are matched M attribute groups. It does
not need all the N attribute groups to be matched. It not only
does not care whether all of the attribute groups are matched
but also does not pay attention to which attribute groups
appointed are matched. In other words, the Strict Matching
is a particular case in Loose Matching.

Using the example above, shown in Figure 6, let one
user’s attributes be {age: 31, favorite sport: basketball, favorite
movie: The Titanic}. Each attribute becomes a group. Then,
he appoints movie and age as the matching condition and
gives a number 𝑀 = 1. When the server respondes,
the recommended people’s age and favorite movie could be
different, but at least one of them is the same.
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Sever

User 1 User 2

Send information 
Return recommendation

Send request for communication

Agree to communicate

Figure 7:The decryption process.

4.3. Decryption. Having said that, we should divide the
situations into different parts. First, it is not necessary to
present the recommended friends’ information to the users.
In order to make sure that the user is not malicious dating,
we can hand the right of showing the information to the
recommended people. All of the information of any user who
is searching friends is only used to runmatching algorithm in
the server. The information will not be sent to any user. The
user could only get an ”ID” of the recommended friends and
an Internet connection which is used for chatting. Therefore,
if the user sincerely wants to make friends, the server will
tell him that this is the suitable person, but the next things
should depend on him. In this circumstance, the decryption
is useless. The process is shown in Figure 7.

Second, sometimes it is necessary to give users some
information about the recommended people. This will help
them to know each other and make friends more quickly. In
this case, the decryption plays an important role. The user
will receive the cipher-text packet, decrypt it using decryption
algorithm, and get the plain-text. In some situations, the
matching algorithm does not need all of the attributes to be
matched.(Some attribute groups can be different.) Therefore,
the decryption is only used for those attribute groups which
are matched.The query user will send a request to the recom-
mended people asking for information. If the recommended
people agree on the query user’s request, the query user
can use the homomorphic decryption to obtain plain-text
of the information. The decryption algorithm is shown in
Algorithm 4.

In Algorithm 4, 𝐾 is the number of attribute groups. 𝑀𝑖
represents the 𝑖 attribute group of recommended friends in
the form of plain-text, and 𝑀 represents all the attribute
groups. 𝑃𝑖 is the key of the 𝑖 attribute group of the user. 𝑟𝑒𝑠
is the matching result.

5. Defense for Specific Attack

Strictly, none of the encryption algorithms are safe mathe-
matically. Certainly, the server or the hacker can still unremit-
tingly try every possible key to decrypt all the information.
Considering the cost of fee and time, it is unpractical in
the current technology. However, they could act as a user to
match people who have registered the same information in

𝐾: the number of attribute groups.
𝑀𝑖: the 𝑖 attribute group of recommended friends in
the form of plain-text( 𝑖 = 1, 2, 3...𝑘 )

Input:
𝐶([𝑀𝑖]): the 𝑖 attribute group of recommended
friends in the form of cipher-text( 𝑖 = 1, 2, 3...𝑘 );
𝑃𝑖: the 𝑖 attribute group’s key of user;
𝑟𝑒𝑠: the matching result ( 𝑟𝑒𝑠 = 𝑟𝑒𝑠1, 𝑟𝑒𝑠2....r𝑒𝑠𝑘 );

Output: 𝑀: all the attribute groups in the form of
plain-text( 𝑀 = 𝑀1,𝑀2....𝑀𝑘 );

(1) if 𝑃𝑖 ̸= 0 then
(2) for 𝑖 = 1; 𝑖 ≤ 𝐾; 𝑖 + + do
(3) if 𝑟𝑒𝑠𝑖 == 0 then
(4) 𝑀𝑖 ← 𝐶([𝑀𝑖]) mod𝑃𝑖
(5) end
(6) end
(7) end
(8) return𝑀;

Algorithm 4: Decryption.

the server. In other words, as a hacker, he does not receive
the whole information of the user, but some attributes. For
example, if a hacker sends some attributes {age: 25, favorite
sport: football, favoritemovie:TheTitanic} to the server.Then
he points out that the friend he wants should have the same
age and favorite sport. When the server respondes, there are
some recommended friends sent back, and the hacker will
know these people’s age and favorite sport. In this situation,
we adopt ObscureMatching based on dividing attributes into
several groups, as well as district limitation, as we mentioned
briefly in Section 4. In this section, we introduce our defense
to this attack in detail.

5.1. Loose Matching. Dividing attributes into several groups
makes room for partial matching, aiming to reduce the
probability of information leakage. Based on the attribute
groups, we propose Loose Matching further. It only requires
that part of the attribute groups of the friends recommended
by the server matches those appointed by the user. In this way,
the attributes groups which are not matched by the user will
not be known by the user. It not only meets the needs of the
users but also reduces the probability of information leakage.

Using the example above, let the hacker’s attributes
be {age: 25, favorite sport: basketball, favorite movie: The
Titanic}. Each attribute becomes a group. Then he points out
that the recommended people should like the same sport
and have the same age. When the server respondes, the
recommended people may have the same age or like the same
sport, but the hacker does not know which attribute is the
same.

5.2. District Limitation. As we mentioned above, we talk
about the location attribute. It also decreases the probability
of information leakage.With the district limitation, the server
can not recommend all the people who have the same
attributes. In this way, we can not only reduce the burden
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Select area

Figure 8: The district limitation.

of the whole network but also prevent some malicious users
to acquire other user’s information. This also reduces the
possibility for the hacker to pretend to be a user to acquire
information. Below we give further analysis.

Suppose there are 𝑀 hackers served by the server and
there are 𝐾 location vertexes covered by the database. The
number of location vertexes near to the user is 𝐿. As shown
in Figure 8, it is a select area. From the perspective of a user,
without the district limitation, the possibility that the user is
recommended to the hacker is 1. However, with the district
limitation, the number of hackers near to the user is (𝑀 ×
𝐿)/𝐾.Therefore, the possibility that the user is recommended
to the hacker will be reduced to 𝐿/𝐾. The more the location
vertexes are, the smaller the possibility is.

For example, according to the longitude and latitude,
there are 360×180 vertexes which are the integer coordinates
in the world. Let us presume that there are 10000 hackers in
the world. Based on the regulation of location attributes, only
the people near to the userwill be recommended.Thenumber
of the near coordinates which could be recommended to
the user is 100. Therefore, with the district limitation, the
possibility that the user is recommended to the hacker is
100/64800 = 0.0015. The number of the hacker who can
acquire the user’s information is (100∗10000)/64800 = 1500.
It is clear that through the district limitation, the possibility
of user information leakage has largely decreased. As for the
users who are near to each other, we should believe that
because they are close, they intend to make friends with each
other. The information that they get is necessary.

6. Simulation

Webuild a project which is based on the C/S system to realize
our framework.The client which resides in the user’smachine
is used to provide a service of recommending friends.

As mentioned before, the client mainly realizes dividing
the attributes into groups and encrypting the user’s infor-
mation. When receiving recommended friends from the
server, it also decrypts attributes which are matched. We
code all of this with Java. As for user’s information, the
attributes are programmed directly as Class (Java). These
are the core of the user’s information which will be used
frequently. Then, we build a pointer in the Class which points
to the personal information. In this way, the runtime of the

9,9 20,9 9,20 20,20
9,8 20,8 9,19 20,19
… … … …

0,1 11,1 0,12 11,12
0,0 11,0 0,11 11,11

10,10

Figure 9: The location structure.

matching algorithm will be accelerated, and the storage space
will be saved.

The function of the server is to run the location and
attributes matching algorithms. For the attributes matching,
we need to covert the texts into numbers before encryption
and transform numbers into texts after receiving the recom-
mended friends’ information. Actually, these two conversions
are the same essentially. Taking the conversion from numbers
to texts, for example, we correspond each number to a letter
according to the ASCLL. As for some letters corresponding
to a number which only has two digits, we add 9 to the
hundreds place. Hence, each letter corresponds to a three-
digit number. In this way, each big number corresponds to a
word. Let the big number ‘109117115105999’ to be an example.
The corresponding letters of each three-digit number are 109-
m, 117-u, 115-s, 105-i, and 999-c.Therefore, the corresponding
word of this big number is ‘music’. For the location matching,
as mentioned above, the server views the user’s location as
a center to build a district. Each district consists of four
subdistricts. The coordinates of vertexes which compose
different subdistricts are saved in different queues. When
using the matching algorithm, we compare the four queues
with their corresponding one separately. The detailed process
of generating the district according to the user’s coordinates
is as follows:

We view the user’s location as the center of the plane
rectangular coordinate system. Take the first quadrant
for example. We add from 1 to 10 to the longitude and
the latitude of the user’s current location to create 100
new vertexes to build a subdistrict. We do the same
operation on the other quadrants.
We use four queues to save the information of four
quadrants. The vertex’s coordinates from the same
quadrants will be saved in the same queues. Figure 9
shows, when the user’s coordinates are (10, 10), how
is the data of the subdistrict saved in the four queues.
The client will encrypt all of the coordinates of vertex.
At the same time, the order of the vertexes in each
queue should be disorganized to make sure the server
could not find the center vertex in the queues.

The server is also coded with Java. We built the server
with many sockets, such as Register Socket, Match Socket,
Modify Socket, etc. As the most crucial socket, the Match
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Figure 10: The speed of encryption, matching, and decryption.
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Figure 11: Possibility of decryption.

Socket receives the users’ ID and attributes and sends the
information in the server layers by layers to the database layer.
Then the server will open the database, retrieve information,
and run the matching algorithm [31]. After that, the server
packs all of the suitable recommended friends’ information
and sends it back to the users. Finally, the client uses this
information like users’ ID to make a connection with the
potential friends.

The experiments are run on two Windows machines
with 2.4GHz CPU, 8GB memory, 1TB 7200 RPM hard-
disk. One is used for the server. The other runs the
client.

In our simulation, we focus on several important metrics.
The speeds of encryption, decryption, and matching as well
as the possibility of decrypting the information by the server
or the hacker.

6.1. The Speed of Encryption, Matching, and Decryption.
Figure 10, respectively , illustrates how the time of encryption,
matching, and decryption change with different attribute
numbers 𝑀. Here, 𝑀 = 100, 200, 300, 500, 750, 1000 and
all the information is encrypted by the same two prime
numbers, i.e., 𝑃 = 19961993, 𝑄 = 2013265921. It is clear that
the encryption, matching, and decryption costs are almost
linearly proportional to𝑀. As the the attribute size increases,
the time needed to wait for sending information will be
increased.

6.2. Possibility of Decryption. The possibility of the server
decrypting the information is important since we need to
make sure that, with the current technology, there is low
chance to leak the information to the user. Therefore, we try
to decrypt the cipher-text and record the cost from a hacker’s
angle. (We assume that there are hackers or the server does
an inside job to act as a hacker.) We put 𝑀 attributes in an
attribute group, where 𝑀=10, 15, 20, 25, 30, 35, and 40, and
each attribute has 5 values. For example, as for 30 attributes
in one group, we use 300 big prime numbers divided into
150 groups to encrypt attribute groups. For each different
combination of the values to one attribute group, we use
different groups of prime numbers for decryption. If the
server wants to decrypt the information, it will need to try
75 times on average (searching in disordered arrangement
[32]). It is clear that the time of decryption by the server is
almost squarely proportional to the numbers of attributes. As
the number of attributes increases, the difficulty of the server
decrypting the information will be increased.

Figure 11(a) shows the cost of hacking when the number
of attribute values is invariant and the number of attributes
changes. In this part, we test the hacking cost when the
number of attribute values changes and the number of
attributes is invalid. We take 10 attributes in an attribute
group, and each attribute has 10, 15, 20, 25, 30, 35, and 40
values, respectively. For example, as for 30 values, we use
300 big prime numbers divided into 150 groups to encrypt
attribute groups. For each different combination of the values
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to one attribute group, we use different groups of prime
numbers for encryption. If the server wants to decrypt the
information, it needs to try 75 times on average (searching
in disordered arrangement [32]). Figure 11(b) shows the time
the server needs to decrypt the information. It is obvious
that the time of decryption by the server is almost linearly
proportional to the numbers of values of the attributes. As
the number of values of attributes increases, the difficulty of
the server decrypting the information will be increased. We
can conclude that the chances of decryption by the server will
be low if the number of attributes and the number of values
of attributes are big enough.

7. Conclusion

In order to better protect the user’s personal information on
the friend-recommendation applications, we put forward the
privacy protection mechanism based on zero knowledge.The
client encrypts the information using homomorphic encryp-
tion and sends the cipher-text to the server. Then the server
helps the user to find people who have the same attributes
based on homomorphic encryption. In the whole process, the
user does not need to worry about whether his information
is in danger. Once his information leaves the client, it is
in the form of cipher-text. Meanwhile, the server can still
finish its work smoothly. We propose a method of district
limitation for matching operation which can decrease the
possibility of information leakage, and grouping attributes
enhance the security of our framework. Finally, the defenses
of grouping attributes and location limitation largely reduces
the risk of being leaked by the hacker. Besides, the Loose
Matching also provides much protection. This mechanism
can realize that although a friend-recommendation system
server does not know any users’ information, it can help
user match friends who are in accordance with the same
attributes.This scheme not only has reference and practicality
for practical application, but also has excellent scalability.
It provides a strong basis for the future perfection and
enhancement.
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The recommender system is mainly used in the e-commerce platform. With the development of the Internet, social networks and
e-commerce networks have broken each other’s boundaries. Users also post information about their favorite movies or books on
social networks. With the enhancement of people’s privacy awareness, the personal information of many users released publicly
is limited. In the absence of items rating and knowing some user information, we propose a novel recommendation method. This
method provides a list of recommendations for target attributes based on community detection and known user attributes and
links. Considering the recommendation list and published user information that may be exploited by the attacker to infer other
sensitive information of users and threaten users’ privacy, we propose the CDAI (Infer Attributes based on Community Detection)
method, which finds a balance between utility and privacy and provides users with safer recommendations.

1. Introduction

The recommender system is one of the most popular tech-
nologies that is used in any e-commerce websites. This
system is mainly developed for the ease of user interaction
with the website and to suggest more products to increase
the business. Many e-commerce websites such as Ama-
zon, Netflix, and Movielens recommend products based on
users’ preferences (or interest). The recommender system
suggests new products based on various factors including
user preferences, item features, user purchase history, and
other additional information such as time and space data.
By introducing the recommendation system, we solve the
search time of a user that in turn reduces the complex and
dynamic data processing at the server. However, with the
invention of social networking, recommender system has
taken a drastic shift from recommending products based on
user purchase history to user social activity. Most of social
networking websites like Facebook, Google+, and Twitter use
recommender system for pop up advertisements that might
cater to the users of different tastes. Also, social networking
websites like Facebook recommend communities that the

user might be interested in based on the profile that he has
created while signing up.

The current use of recommender system in online social
networks is a content-based or a hybrid system that utilizes
collaborative filtering method. This method recommends
products based on user’s community preferences such as
user’s ratings and purchase history but ignores the user
and item attributes. Content-based filtering or information
filtering methods [1, 2] typically match query words or other
user data with item attribute information, ignoring data
from other users.The hybrid recommender system combines
the above two methods but ignores the user’s link. As the
awareness of user’s privacy has increased,most users in online
social networks hide personal information. Users tend to opt
for selective data publication while registering in a social net-
work. For example, some users might cancel location-based
services or do not fill out any personal information. This
tendency creates severe lack of information and challenges for
the service provider’s recommendation service. Additionally,
the models mentioned above also have some limitations
in dealing with data sparsity and cold start-up problems
[3–6].
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Although there is a lack of information due to privacy
settings, users still disclose at least some of their private
information, for example, rating a movie or sharing ”like”
or ”dislike” for a photo. Some users might also reveal
sensitive information and hence become vulnerable to the
attacker who utilizes background knowledge for retrieving
information. These knowledge-based attacks also infer per-
sonal identity information. For example, Lewis et al. found
correlations of provided favored books, movies, and music
[7]. In this paper, we focus on users’ inherent data privacy.
We assume that an attacker can anonymously collect user’s
data from a social network. Some users reveal their sensitive
information, while others, as privacy-conscious users, have
some recommended data privacy in their long-term use.
However, attackers can use various methodologies to further
infer user’s sensitive information. Therefore, it is the main
idea of this paper to add noise to the released data to hide
sensitive information and to protect users’ privacy.

This paper uses the real world data of online social
networking websites like Facebook and Google+ for the
experiments. Also, we focus on community detection as
our output for the recommender system. People, as social
animals, like to find groups of people who have something
in common with themselves. With the advent of social
networks, it has becomemore accessible for people to connect
to those groups of users who share common interests, even if
there is no friendship between them in the real world. For
example, there are various movie communities in Google+.
Users can join any group based on their preferences although
there is no link to the group before. Based on this idea, we
propose the CDAI (Infer Attributes based on Community
Detection) method to provide a list of recommendations for
users in different communities. At the same time, a privacy
protection strategy is proposed based on the differential
privacy to balance the utility and privacy.

In this work, we focus on two main issues: (1) When
the user is missing much information, how to provide the
recommendation list with high accuracy; (2) How to protect
users’ inherent data privacy while publishing data. Following
is the summary of our contributions and improvements over
the previous works:

(i) Twodefinitions are proposed, one is to define the user,
and the other is to classify the attributes according
to the privacy type. In this paper, we divide users
into two categories, positive and negative (see Def-
inition 8). Additionally, this paper divides the user
attributes into two categories, inherent attributes and
recommendation attributes (see Definition 9).

(ii) The recommendation framework of the CDAI
method is proposed (see Section 5). We have built a
recommendation system using community discovery
and attribute dependency. The accuracy of the
proposed method is superior to the accuracy of the
recommender system based on user attributes and
connections.

(iii) Based on the differential privacy theory and its
properties, we propose the privacy-utility strategy,
using differential privacy technology to protect users’

sensitive information. Additionally, we also propose
methods that prevent attackers from utilizing the
results of CDAI to reversely infer privacy.

The remainder of the paper is organized into eight
sections as follows. Section 2 provides the related work which
consists of three ideologies used in this paper, including com-
munity detection, inference attack, and privacy protection.
Section 3 talks about preliminaries for community detection.
Section 4 defines the CDAImethod, including social network
model, community, dependency relationship and privacy-
utility, input and output, and task definition. We propose
our algorithm and the description of inference attribute and
privacy protection in Section 5. Sections 6 and 7 are the
evaluation and conclusion, respectively.

2. Related Works

2.1. Recommender System. The recommender system is
mainly used to evaluate and predict users’ preferences for the
project. Based on the output type, the recommender system
can be divided into the following three categories: rating
prediction, ranking prediction (top-n recommendation), and
classification. The goal of the first category is to fill the
missing user-project scoring matrix. The goal of the second
category is to provide a ranking of 𝑛 items for users. The
final category, classification, is to classify the candidates
into the correct recommendation category. Social networking
platforms vastly differ from e-commerce platforms. The e-
commerce platform provides a reference standard for users
to purchase a project through the evaluation of the project.
However, social networks are more about providing users
with ”novelty” and finding things they might be interested
in. In social network sites such as Facebook, if users’ friends
have watched a movie, they can share it on their page as
well as their friends. Users who see this share on their page
serve as a personal advertisement for the movie. So a user’s
evaluation of a project is only ”watched” or ”not watched”,
”like” or ”dislike”, instead of rating every item. Based on the
characteristics of the social network platform itself, this paper
selects the last type of task output.

The current recommender system based on the social
network is broadly based on the framework of matrix factor-
ization [8] and probabilistic matrix factorization [9]. STE [10]
believes that ratings are generated by users and their trusted
friends’ interest. Sorec [11] uses the user preference vector to
decompose the link matrix. TrustMF [12] constructs a link
from a specific feature vector of trustees and then integrates
it into a user preference vector to predict missing ratings.
First of all, most of the above recommender systems are still
based on e-commerce platformproject recommendation.The
results are based on user ratings of the project. However,
this recommendation method has serious limitations in
cold start and data sparsity; secondly, the recommendation
research based on the social network mostly focuses on
the recommendation of friends’ link relationship. However,
with the development of online networks, social networks
and e-commerce are gradually breaking down each other’s
boundaries. The researcher can predict the target item by
combining the user’s link relationship with their attributes
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and item attributes.This paper presents a novel recommenda-
tion method, to use community detection and user attributes
to provide recommendations to the users. Therefore, it can
effectively reduce the inconvenience caused by data sparsity.

2.2. Inference Attack. In the study of attribute inference
attack, the target of the attacker is to spread the attribute
information of social network users to users with incomplete
attribute data. The attacker could be any party (e.g., online
social network service, cyber criminal, advertiser, and so
on). These attackers may be more interested in users’ privacy
attributes.They attack users’ privacy by collecting public data.
In addition to the risk of privacy leaks, it is also possible
for an attacker to perform various security sensitive activities
using inferred user attributes, such as spear phishing [13] and
attacking personal information based backup authentication
[14]. Reference [15] proved that an attacker (the provider
of the recommender system) can use the machine learning
classifier to predict the gender of the user based on the
user’s movie rating data. In social networks (e.g., Facebook,
Twitter, and so on), public data on users include lists of
users’ preferences (such as movies they like or share) and lists
of users’ friends. Some researchers [16–23] proved that the
attackers use machine learning classifiers to infer target users
privacy information based on user‘s published data.

The current attribute inference attacks are mainly divided
into two types, friend-based and behavior-based. Friend-
based attacks [18, 19, 24–29] are mainly based on the infor-
mation that users and friends have disclosed as well as the
information of social relationship structure to infer users’
sensitive attributes to attack them. Behavior-based attack
[15, 17, 30, 31] is based on the public attribute information
of the user, to find users with similar attributes, culture, and
hobbies. By using this public information, the user’s behavior
attributes are inferred. In Section 3, the definition of an
attacker is provided. By using the prediction results of this
paper and combining with the background knowledge such
as the user’s public information, the attacker could deduce the
sensitive attributes (such as location, political view, or sexual
orientation) of the user in reverse and thus poses a threat to
users’ privacy.

2.3. Privacy Protect. At present, the privacy protection
researches mainly focus on anonymity and access control.
Anonymity is one of the most important methods for
protecting privacy in the social network. There are two
possible anonymization methods: node anonymity and edge
anonymity. The former method hides the node information,
while the latter prevents attacker based on the known infor-
mation and relationship to infer node’s real identity through
adding or deleting edges [32].Themost popular method is to
combine the two methods to hide node information and get
the better privacy.

Sweeney [33] proposed the k-anonymity method. This
method does not consider sensitive attributes and hence is
prone to attacks like homogenous and background knowl-
edge. Hey et al. [34] proposed K-candidate anonymity
method based on Sweeney. They aggregate nodes to a differ-
ent partition and published the number of partitioned nodes

and edge degree between inter and outer of partition, using
this anonymity graph to study the original feature.

Edge anonymization can be done by randomly removing
a certain number of edges and adding the same number of
random edges. Vuokko and Terzi [35] studied the recon-
struction mechanism of social networks. In this mechanism,
the authors have randomized both the structure and the
attributes. However, they deemed that the reconstruction can
be finished in polynomial time.

Differential privacy is a privacy definition proposed
by Dwork in 2006 for the privacy disclosure of statistical
databases [36].They defined the computing result of the data
set to be nonsensitive for a single record. Difference privacy
can solve two defects in traditional privacy protection model.(1) It does not consider any background knowledge which
the attacker has. (2) It has the strict definition and provided
a quantitative assessment method. Many scholars begun the
research in difference privacy field. For example, McSh-
erry [37] proposed a privacy integration query mechanism
(PINQ). PINQ proposed an algebraic method to describe the
protection of privacy data analysis, and they ensured that
the results satisfied difference privacy. Differential privacy
is also frequently studied on the context of index [38–
46]. This paper combines matrix manipulation of attributes
with differential privacy technology, and we propose a novel
privacy protection method to prevent attackers to infer user’s
sensitive information.

3. Preliminaries

3.1. Community Detection. Community Detection is a study
in which nodes are divided into communities. There are
various ways in which the nodes can be divided into
communities and the splitting method is called ”cluster”
method. Broadly, all the clustering methods can be divided
into overlapping community methods and nonoverlapping
community methods.The community detection of this paper
is based on Louvian algorithm [47]. We assume that users
are only in a community. Because community detection is
divided according to the user’s target attribute. The target
attribute in this paper belongs to recommendation attribute
and has multiple values. Therefore, we utilize a method called
“CDAI” which is a overlapping community method.

The strength andweakness of intimacy in the community,
the quality of division, require a measure. Moreover, that
standard ismodularity.Newmanfirst proposed the concept of
modularity in 2004 [48]. Newman also proposed a large-scale
community division approach.However, this approachworks
very slowly with big data. Therefore, many scholars proposed
many improved algorithms based onNewman’s research, and
Louvian was one of them. Louvian algorithm is proposed
based on modularity, and it has been improved so that high
accuracy results can be obtained quickly under large-scale
community division. At the same time, [47] also proposed the
concept ofmodularity gain as a standard to classify nodes into
the community. The formula is as follows.

𝑄 = 1
2𝑏∑𝑖,𝑗 [𝑊𝑖,𝑗 − 𝑘𝑖𝑘𝑗2𝑏 ] 𝛿 (𝑐𝑖, 𝑐𝑗) (1)
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Figure 1: Visualization of the steps of the algorithm.

where𝑊𝑖,𝑗 represents the weight between node 𝑖 and node 𝑗.𝑘𝑖 = ∑𝑗𝑊𝑖,𝑗 is the sum of the weights of the edges attached
from vertex 𝑖, and 𝑐𝑖 is the community to which vertex 𝑖 is
assigned.The 𝛿-function 𝛿(𝑐𝑖, 𝑐𝑗) decides whether to put 𝑖 and𝑗 in the same community. 𝛿 is 1 if u=v and 0 otherwise and𝑏 = (1/2)∑𝑖,𝑗𝑊𝑖,𝑗. Simplify formula (1) to formula (2):

𝑄 = ∑
𝑐

[∑𝑖𝑛2𝑏 − (∑𝑡𝑜𝑡2𝑏 )2] (2)

where∑𝑖𝑛 is the sum of the weights of the links inside 𝐶 and∑𝑡𝑜𝑡 is the sum of the weights of the links among nodes in 𝐶.
The gain in modularity is Δ𝑄. If the node itself is a

community, compute the gain when the node moved into
other communities.

Δ𝑄 = [∑𝑖𝑛 +𝑘𝑖,𝑖𝑛2𝑏 − (∑𝑡𝑜𝑡 +𝑘𝑖2𝑏 )2]

− [∑𝑖𝑛2𝑏 − (∑𝑡𝑜𝑡2𝑏 )2 − ( 𝑘𝑖2𝑏)
2]

= 1
2𝑏 (𝑘𝑖,𝑖𝑛 −

∑𝑡𝑜𝑡 𝑘𝑖𝑏 )

(3)

where 𝑘𝑖 is the sumof theweights of the links incident to node𝑖, 𝑘𝑖,𝑖𝑛 is the sum of the weights of the links from 𝑖 to nodes
in 𝐶 and 𝑏 is the sum of the weights of all the links in the
network. A similar expression is used in order to evaluate the
change of modularity when 𝑖 is removed from its community.
In practice, one therefore evaluates the change of modularity
by removing 𝑖 from its community and then bymoving it into
a neighbouring community. Visualization of the steps of the
algorithm is as follows.

In Figure 1, each part is made of two phases: one where
modularity is optimized by allowing only local changes of
communities and one where the communities found are
aggregated in order to build a new network of communities.
The passes are repeated iteratively until no increase of
modularity is possible.

3.2. Differential Privacy. Due to the particular attack hy-
pothesis and specific background knowledge, the privacy
protection model based on anonymity fails to carry out

quantitative analysis on the privacy protection intensity,
so it has significant limitations in practical application.
However, the differential privacy model makes it impossi-
ble for an attacker to identify whether a record is in the
original data table, no matter what background knowledge
he has. The formal definition of differential privacy is as
follows.

Definition 1 (𝜖-differential privacy). A randomized algorithm
M satisfies 𝜖-differential privacy, if for any two datasets𝐷 and𝐷 that differ only in one record, and for any possible output𝑂 of𝑀, we have

𝑃 [𝑀 (𝐷) = 𝑂] ≤ exp𝜖 × 𝑃 [𝑀(𝐷) = 𝑂] (4)

where the probability of an event is denoted by 𝑃[⋅].
Definition 2 (Laplace mechanism sensitivity). For dataset 𝐷,
given the function f: 𝐷 → 𝑅𝑑. If the sensitivity of the
function is Δ𝑓, then the random algorithm is as follows.

𝑀(𝐷) = 𝑓 (𝐷) + 𝑋 (5)

𝑋 ∼ 𝐿𝑎𝑝(Δ𝑓/𝜖) is a randomnoise and follows the Laplace
distribution of scale parameter Δ𝑓/𝜖.

There are manymethods of achieving differential privacy,
and themostwidely used are the Laplacemechanism [36] and
the exponential mechanism [49]. Laplace mechanism is only
applicable to numerical query results. The index mechanism
is applied to query results by type. The exponential mech-
anism uses random sampling to satisfy specific distribution
to realize differential privacy instead of adding noise. The
central principle of the exponential mechanism is to define a
practical evaluation function 𝑞 and calculate a practical value
for each output scheme.The output schemewith high score is
more likely to be published, to ensure the quality of published
data. The selection of the evaluation function 𝑞must have the
lowest sensitivity possible. Sensitivity is themaximum change
to the query result caused by deleting one arbitrary tuple in
the dataset. It is a crucial parameter to add noise. Its specific
definition and formula are as follows.

Definition 3 (exponential mechanism sensitivity). Given a
practical evaluation function 𝑞, the sensitivity of 𝑞 is defined
as

𝑆 (𝑞) = max
𝐷1,𝐷2,𝑟

𝑞 (𝐷1, 𝑟) − 𝑞 (𝐷2, 𝑟) (6)

where𝐷1 and𝐷2 are datasets with only one record difference
between any pair, and 𝑟 represents any legitimate output.

According to the definition of sensitivity, Theorem 4 can
be obtained.

Theorem 4. Given dataset 𝐷, 𝑞 is a utility valuation function
for all output of dataset 𝐷. For dataset 𝐷 and function 𝑞,
if algorithm 𝐾 satisfies the probability of output 𝑟 and is
proportional to exp(𝜖𝑞(𝐷, 𝑟)/2𝑆(𝑞)), then algorithm𝐾 satisfies𝜖-differential privacy.
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The 𝜖-differential privacy model has the following prop-
erties.

Property 5 (sequence composition property). Assuming ran-
dom algorithm combination 𝑀 = 𝑀1,𝑀2, . . . ,𝑀𝑛. For the
same dataset 𝐷, 𝑀𝑖 provides 𝜖𝑖-differential privacy, and 𝑀
provides∑𝑛

𝑖=1 𝜖𝑖-differential privacy.
Property 6 (parallel composition property). Assuming ran-
dom algorithm combination 𝑀 = 𝑀1,𝑀2, . . . ,𝑀𝑛. For the
disjoint subset of dataset 𝐷, 𝜖-difference privacy is satisfied,
respectively.Then𝑀 providesmaximum 𝜖-difference privacy
protection for 𝐷.
4. Problem Statement

4.1. Social Network Model

Definition 7 (social network). A social network is an undi-
graph represented by𝐺(𝑉, 𝐸, 𝜒). It consists of user set, friend-
ship links, and the set of user attributes. The user set includes
positive users and negative users represented by 𝑉𝑃 and 𝑉𝑁,
respectively, and 𝑢𝑖, 𝑢𝑗 ∈ 𝑉(1 ≤ 𝑖, 𝑗 ≤ |𝑉|). Friendship link
is represented by 𝐸; in this paper all links are unweighted
undigraph. But when dealing with similarity (Definition 11),
links become weighted undigraph.The set of user attributes is
denoted by 𝜒, which consists of recommended attributes and
inherent attributes represented by𝜒𝑅 and𝜒𝐼, (𝜒𝑅, 𝜒𝐼) ⊆ 𝜒 𝜒 =𝜒𝑅∪𝜒𝐼. For an arbitrary user (𝑢𝑖, 𝑢𝑗) ∈ 𝑉(1 ≤ 𝑖, 𝑗 ≤ |𝑉|), their
friendship links (𝑒𝑖, 𝑒𝑗) ∈ 𝐸 also indicate (𝑒𝑗, 𝑒𝑖) ∈ 𝐸.
Definition 8 (positive users and negative users). We divided
users into two categories: positive users and negative users.
We defined positive users as the people who filled most
profile, nonsensitive for information, like sharing the infor-
mation with other people. Positive users are denoted by𝑉𝑃. 𝑉𝑁 represented negative users, who have strict privacy
awareness, blanking much information, inactivity on the
online social network. These negative users are our target
users. 𝑢𝑖, 𝑢𝑗 ∈ 𝑉(1 ≤ 𝑖, 𝑗 ≤ |𝑉|), 𝑉𝑃 ∪ 𝑉𝑁 = 𝑉. In this paper,
we consider the published information including the friend
links and users attributes.

Definition 9 (attribute set). In this paper, we assume that the
recommendation attributes are the items in the traditional
recommender system, and the attribute value is the specific
name of the items. This paper uses known recommendation
attributes and some inherent attributes to predict user pref-
erences and provide users with a list of recommendations
for relevant content. The target attribute in this paper is a
recommendation attribute, and the community is divided
according to the target attribute. The inherent attribute is
defined as the user’s sensitive privacy information, which
includes the user’s age, gender, political inclination, address,
and other personal data. All the inherent information of the
user is regarded as an inherent attribute. Generally, such
an attribute is a single value attribute. The recommendation
attribute is considered as nonsensitive privacy information,
which includes books, games, movies, and other information
that users like. All items that provide services to users and

can be recommended to users can be called recommendation
attribute, which usually has multiple attribute values. For the
convenience of the experiment, all single value attributes are
regarded as inherent attributes in this paper, and all multi-
value attributes are considered as recommendation attributes.

For any user 𝑢𝑖, 𝑢𝑖 ∈ 𝑉(1 ≤ 𝑖 ≤ |𝑉|)), attribute set is
denoted by →𝑋𝑖 ⊂ 𝜒(1 ≤ 𝑖 ≤ |𝑉|), 𝑥𝑗 ∈ →𝑋𝑖(1 ≤ 𝑗 ≤ |→𝑋𝑖|).
Attribute category is 𝑇, 𝑇𝑚 ⊂ 𝑇(1 ≤ 𝑚 ≤ |𝑇|). 𝑇 is the
set of attribute categories in the social network, including
the inherent category 𝑇𝐼 and recommended categories 𝑇𝑅,(𝑇𝐼, 𝑇𝑅) ⊆ 𝑇. For a certain attribute category, 𝐿 is used to
represent the attributes value also viewed as the label. 𝐿𝑚 ⊂𝑇𝑚, 𝑙𝑛 ∈ 𝐿𝑚(1 ≤ 𝑛 ≤ |𝐿𝑚|).

For example, 𝑥𝑖 = {𝑇𝐼𝑚 : 𝑙1; . . . ; 𝑙𝑛}, which means 𝑥𝑖 is for
category 𝑇𝐼𝑚 with value list 𝑙1; . . . ; 𝑙𝑛 𝑛 ≥ 1.

Different attribute categories have a differential number
of attributes values, and the value can be single or multiple.
Attributes such as gender and age need just single value. For
categories like ”Favorite movies”, the input can be ”Titanic”
and ”Darkest Hours”. This kind of category has multiple
values. Moreover, categories may bewith none value for some
users, for example, ”Religion view”. In specific applications, a
user can determine which categories are sensitive and hide
the categories. For example, Facebook users can directly
hide their sensitive attributes in their profile. Following is an
example:𝐺 = (𝑉, 𝐸, 𝜒)𝑉 = {𝑢1 = 𝑇𝑜𝑚,𝑢2 = 𝐴𝑛𝑛}𝜒 = {𝑋1, 𝑋2}𝑇 = {Favorite Movies, Favorite Books, Age, Gender,
Political View}𝑇𝑅 = {Favorite Movies, Favorite Books}𝑇𝐼 = {Age, Gender, Political View}→𝑋1 = {𝑥1 = { Favorite Movies: Avatar, Iron Man}; 𝑥2 ={Favorite books: Machine Learning, AI }; 𝑥3 = {Age: 26}; 𝑥4={ Gender: Male }; { Political View: The Liberal Party}}→𝑋2= {𝑥1 = {Favorite Movies: Iron Man, Bat Man}; 𝑥2 ={Favorite Books: The Moon and Sixpence}}𝑒1,2 ∈ 𝐸 𝑒2,1 ∈ 𝐸𝐶 have five categories: two of them are
recommendation attribute categories 𝑇𝑅 and the others are
inherent attribute categories represented by 𝑇𝐼; two users are𝑢1 and 𝑢2. In this case, 𝑢1 published two favorite movies, two
favorite books, age, gender, and political view. However, 𝑢2
released two favoritemovies, one favorite book. From the case
we can infer 𝑢1 is a positive user, and 𝑢2 belongs to negative
user. We know the relationship between 𝑢1 and 𝑢2; they are
friends.

4.2. Community Detection

Definition 10 (community). The community collects the
nodes which have the same feature in the network. The
vertices within the community are tightly linked, a low
density between-group edges [50]. With the growth of the
network scale, the community scale becomes bigger, and so
is the number of nodes. We merge the original relationship
between users and attributes by dividing the community
while building a strong link in the community. Users having
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same attributes in a community establish a new graph
represented by 𝐺.

In this part, to obtain the similarity of attributes and
relationship links, getting a new social network graph 𝐺,
where 𝑢𝑖 and 𝑢𝑗 have link, return to 1, otherwise return to
0. At the same time, 𝑢𝑖 and 𝑢𝑗 have a lot of same attributes,
which proved they have tight relationship. The similarity is
equivalent to the weight of user edges.

𝐺 = 𝐺 ∩ 𝑆𝑖𝑚𝐴 = {{{
0, 𝑒𝑖 ∩ 𝑒𝑗 = 0 𝑜𝑟 𝑆𝑖𝑚𝐴 = 0
𝑆𝑖𝑚𝐴, 𝑒𝑖 ∩ 𝑒𝑗 = 1 𝑎𝑛𝑑 𝑆𝑖𝑚𝐴�=0 (7)

Definition 11 (similarity of attributes between users). To
obtain the similarity between users, use Jaccard index to
measure that. It is defined as the size of the intersection
divided by the size of the union of the sample sets.

𝑆𝑖𝑚𝐴 (𝑖, 𝑗) =
𝑥𝑖 ∩ 𝑥𝑗|𝑋| (8)

where 𝑥𝑖 and 𝑥𝑗 represented the attributes of 𝑢𝑖 and 𝑢𝑗 and
the set of all attributes is denoted by𝑋.
4.3. Attribute Dependence

Definition 12 (the accuracy of dependence). 𝜗𝑇𝑅𝑚∈𝑀(𝐺) is the
accuracy of dependence, classifiers set is 𝑀, and 𝑚 is the
specific classifiers in the set. 𝑚𝑛 ∈ 𝑀 (1 ≤ 𝑛 ≤ |𝑀|),
where n is the number of classifiers. 𝑇𝑅 represents the target
recommended attribute type.

Definition 13 (highest-dependence). Experiment used the
selected classifiers to train. Remove an attribute category in
each train, and find the attribute category that causes the
maximum gain change, which is the highest-dependence for
the target attribute category. If there are several attributes
that result in large change, then regard them as highest-
dependence.

maxΔ𝑇𝑅𝑚∈𝑀 = 𝜗𝑇𝑅𝑚∈𝑀 (𝐺)𝑇 − 𝜗𝑇𝑅𝑚∈𝑀 (𝐺)𝑇=𝑇−𝑡𝑖 (9)

When removing an attribute category, the gain of accu-
racy of recommended attribute category is denoted byΔ𝑇𝑅𝑚∈𝑀.
𝑇 is the set of rest attribute categories, and these attribute cat-
egories are the removed low-dependence attribute categories𝑡𝑖.
4.4. Attacker and Attack Model. In general, an attacker can
be anyone who is interested in user attributes. However,
the attackers in this paper mainly refer to those cyber
criminals who use public background knowledge to infer
user attributes and attack users. Cyber criminal uses user
attributes to perform certain cyber attacks, for example, spear
phishing attacks [13] and personal information attacks based
on backup authentication [14]. These behaviors will leak
users’ privacy and may cause users to lose property or even
threaten their security.

In this paper, we assume that data is published from the
perspective of social network providers and cyber criminal

has some background knowledge. The knowledge of cyber-
criminal is 𝐾(𝑉𝐾, 𝐸𝐾, 𝜒𝐾), where 𝑉𝐾 = 𝑉, 𝐸𝐾 = 𝐸, 𝜒𝐾 ⊆
𝜒. 𝜒𝐾 is the set of attributes obtained by machine learning,
which is strongly dependent on the target attribute. Publish
the set of extracted attributes. Positive users post complete
information whereas negative users belong to the user group
with strong privacy awareness, and they only release a small
amount of information or no information to the outside
world.Therefore, the goal of this step is to reduce the exposure
of user information. Publish the attributes set after dimension
reduction. Hide irrelevant or weakly related attributes to
protect some user information.

4.5. Utility Based on Privacy Protection. This paper aims to
propose a method to provide more services for negative
users and, meanwhile, balance the utility-privacy tradeoff.
The existing definition of privacy has difference privacy,
K-anonymity [33] and L-diversity [51], which are only for
inherent data and are not suitable for inferring attribute.
In the current research work, the usual method is adding
noise in original data. Rather than the traditional method, we
infer attributes for negative users whose data are incomplete.
However, consider the attackers use background knowl-
edge to inference attack. Therefore, data-sanitization is nec-
essary, which could protect user privacy, but over data-
sanitization will lead to a reduced utility. Based on the
above problem, utility is based on privacy protection as
follows.

Definition 14 (utility). Given the social network G, stronger
protection needs more noise, which leads to less utility.
Accordingly, there is the interaction of constraints between
privacy and utility. When utility satisfied the condition, get
the maximum utility under the good privacy protection. The
condition is given as follows.

𝜁 ≥ Δ𝑇𝑅𝑚∈𝑀
𝜗𝑇𝑅𝑚∈𝑀 (𝐺) (10)

where 𝜁 approximates to 1, which means utility better.
Otherwise, it is close to 0, utility lower.

4.6. Input and Task. Based on the above definitions, given
the input and output definitions about this paper. The
user-specified thresholds on privacy-utility are given in
Section 7.

Input. Social graph is denoted by 𝐺(𝑉, 𝐸, 𝜒, 𝑇, 𝐿), where user
set 𝑉 includes 𝑉𝑃 and 𝑉𝑁. Friendship link set is denoted by𝐸, the set of user attributes is denoted by 𝜒, and the set of
attribute categories 𝑇, 𝑇 = 𝑇𝑅 ∪ 𝑇𝐼. The set of labels 𝐿, 𝐿 =𝐿𝐾 ∪ 𝐿𝑈.

The set of known labels for users 𝑢𝑖 ∈ 𝑉𝐾 is 𝐿𝐾, where𝑉𝐾

is the set of users with known labels. 𝑉𝐾 includes known 𝑉𝑃
and 𝑉𝑁. 𝐿𝑈 is the set of unknown labels for users 𝑢𝑖 ∈ 𝑉𝑈,
where 𝑉𝑈 is the set of users with unknown labels, mainly the
negative users. User-specified utility threshold is denoted by𝜁.
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Table 1: Description of symbols.

Symbol Description
𝑄 Themodularity, evaluation index of community detection
𝑏 𝑏 = (1/2)∑𝑖,𝑗𝑊𝑖,𝑗, 𝑏 is the sum of the weights of all the links in the network
𝑊𝑖,𝑗 The weight between node 𝑖 and node 𝑗
𝑘𝑖 The sum of the weights of the edges attached from vertex 𝑖
𝑘𝑖,𝑖𝑛 The sum of the weights of the links from 𝑖 to nodes in 𝐶
𝐶 The community. 𝑐𝑖 ∈ 𝐶𝑀 An algorithm. 𝑚 ∈ 𝑀
𝑓 (𝐷) The result of any query operation 𝑓
𝑋 𝑋 ∼ 𝐿𝑎𝑝(Δ𝑓/𝜖) is a random noise and follows the Laplace distribution of scale parameter Δ𝑓/𝜖
𝑆 (𝑞) The sensitivity of 𝑞
𝑞 (𝐷, 𝑟) 𝑞 represents a given practical evaluation function.𝐷 is data set, 𝑟 represents any legitimate output

𝐺 (𝑉, 𝐸, 𝜒) 𝐺 is a social network. V represents the set of users in 𝐺. (𝑉𝑈
𝑁 ∪ 𝑉𝐾

𝑁 = 𝑉𝑁) ∪ (𝑉𝑈
𝑃 ∪ 𝑉𝐾

𝑃 = 𝑉𝑃) = 𝑉. The friendship
link denoted by 𝐸. The set of user attributes is denoted by 𝜒. 𝜒𝑅 ∪ 𝜒𝐼 = 𝜒.𝑇 The set of attribute categories in 𝐺, 𝑇𝑅 ∪ 𝑇𝐼 = 𝑇𝐿 The attribute value, equal to label, 𝐿𝑚 ⊂ 𝑇𝑚, 𝑙𝑛 ∈ 𝐿𝑚 (1 ≤ 𝑛 ≤ |𝐿𝑚|)𝑆𝑖𝑚𝐴 The similarity of attributes between users

𝜗𝑇𝑅𝑚∈𝑀 The accuracy of dependence

𝜁 The parameters for evaluating utility, it is close to 1 that means utility better, otherwise, it is close to 0, utility
lower

Output
Task 1: Prediction method can predict 𝐿𝑈 for negative

users who do not know the label of recommended attribute.
Task 2: Publish a noise-added recommendation list.
For the convenience of readers, the symbols involved in

the paper are summarized in Table 1.

5. CDAI Method

The framework of this paper is mainly divided into three
parts: the first part is the data processing, the second part
is the recommendation, and the third part is the privacy
protection. In the first part of data preprocessing, themachine
learning algorithm is mainly used to find the dependent
attribute of the target attribute and delete the weak dependent
attribute, so as to reduce the dimension of high-dimensional
original data. In the second part, the recommendation com-
bines the classification algorithm of community detection
and machine learning to improve the accuracy of prediction.
The third part is privacy protection, the differential privacy
based on recommended. Differential privacy is constructed
for the naive Bayesian algorithm of community discov-
ery and machine learning classification, respectively. After
differential privacy treatment, the recommendation results
are published to the public, which makes it impossible for
the attacker to infer more information about the user in
reverse.

5.1. Data Processing. This section uses machine learning to
get the dependent attributes of the target attribute. On the
one hand, dimensional reduction processing is carried out for
high-dimensional data, so as to improve the overall running
speed. On the other hand, after deleting the original data,

Input: 𝐺 = (𝑉, 𝐸, 𝜒);
Output: 𝐷1(1) for 𝑖 ∈ 𝑇 do
(2) 𝑇𝑑𝑒𝑙,𝑖 use M → 𝜗𝑇𝑅𝑚∈𝑀(𝐺)(3) Δ𝑇𝑅𝑚∈𝑀 = 𝜗𝑇𝑅𝑚∈𝑀(𝐺)|𝑇 − 𝜗𝑇𝑅𝑚∈𝑀(𝐺)|𝑇=𝑇−𝑡𝑖(4) if Δ𝑇𝑅𝑚∈𝑀 = maxΔ𝑇𝑅𝑚∈𝑀 then(5) 𝑇𝑖, 𝑇𝑅 → ℎ𝑖𝑔ℎ − 𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑐𝑒(6) others are low-dependence → 𝑇𝑑𝑒𝑙(7) end if(8) 𝑇 = 𝑇 − 𝑇𝑑𝑒𝑙(9) 𝑇𝑢𝑠𝑒𝑀 → 𝑇𝑈𝐵(10) end for(11) Get𝐷1

Algorithm 1: Data processing.

publishing can reduce the information leakage of users from
the source and protect their personal privacy.

This section uses the machine learning classifier (such as
KNN, NB, SVM) to predict the labels of the target attribute.
Remove one weak dependency attribute at a time according
to formula (9). And use formula (10) to determine whether
the deletion will continue. When the utility is reduced by
more than 𝜁, the deletion stops. The remaining attributes are
highly dependent. The recommendation accuracy obtained
based on this step will be reduced. But by setting the utility, it
is reduced to an acceptable range. See Algorithm 1.

5.2. CDAI Recommendation Method. In social networks,
users join specific communities according to their prefer-
ences. Users in the community may not have any prior
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Figure 2: CDAI recommendation structure.

connection to each other.However, these usersmay have high
attribute similarity. From the perspective of sociology, users
with high similarity are more likely to have common prefer-
ences. Based on this idea, a coarse-grained predictionmethod
based on community detection is proposed. At the same time,
even in the same community, there is a high similarity of
attributes, but the difference of one of its attribute values still
has a specific influence on the final prediction results. For
example, in a movie community, both people like comedy
movies. However, because of gender differences, a more
detailed classification might yield different results. Therefore,
in the second stage of the recommendation method, the
prediction based on the attribute and machine learning is
proposed, to modify the partial prediction results of the first
stage. The recommended structure is shown in Figure 2.

This paper is based on the user’s friend links and
attributes. The community detection algorithm and machine
learning classification algorithm are combined to obtain high
recommendation accuracy. The recommendation process is
divided into two stages.The first stage is a coarse-grained rec-
ommendation based on community detection. The Louvain
algorithm combined with attribute similarity divides users
into communities based on target attribute. The following
formula is used to obtain the most probability of target
attribute labels in the entire network (see formula (12)),
which is assigned to users who are belonging to independent
communities and do not have the target attribute label. At
the same time, each community has a label that gets the
most votes, assigning the label to an empty target attribute
in the community. Here, the community weight is added to
the probability of getting the labels in each community. The
modularity of each community is regarded as the weight of
the community (see formula (11)).

𝑃𝑙𝑗 =
𝑙𝑗𝑐𝑖𝑄𝑐𝑖

(11)

𝑙max 𝑗 = argmax
𝑙𝑗
∑
𝑐𝑖

𝑃𝑙𝑗 (12)

In the second stage, the machine learning classification
algorithm is used to adjust the prediction results.Thus, higher
prediction accuracy can be obtained. The main step of this
part is to use the machine learning classification algorithm to
obtain the prediction results. In the first step, the predicted

results of the independent community remained unchanged.
If the predicted results in the community are different from
those in the first step, the predicted results of the same
community in the first step are replaced by those obtained in
the second step. End of recommendation. See Algorithm 2.

5.3. CDAI Privacy Protection and Publishing. It is known
from the data preprocessing section that the original data
released by social network providers is preprocessed data,
while other data is hidden data, which is not visible to the
public. Based on this assumption, the maximum range of
background knowledge obtained by an attacker is the data
published by a social network provider, that is, preprocessed
data. For this part of the dataset, this paper uses differential
privacy to protect the dataset when the attacker knows all
about it. The structure of this part is consistent with that
of the recommendation part and consists of two parts. The
structure is shown in Figure 3. The first part is a differential
privacy based on community detection. The second part is
the differential privacy based on Naive Bayes [52].

5.3.1. Differential Privacy Based on Community Detection.
This part of differential privacy is based on community
discovery. To achieve the effect of privacy protection, it is
necessary to hide the link relationship between users in the
community detection. Therefore, Laplace noise is added to
the community weight to hide the link relationship in the
community. Addnoise to the number of links to node Iwithin
and outside the community to hide the true link relationship.
Privacy budget is 𝜖. Function sensitivity Δ𝑓 is related to
function. The number of users within the community is the
maximum sensitivity of𝐾𝑖𝑛. The number of users outside the
community is themaximumsensitivity of∑𝑡𝑜𝑡 .Therefore, the
combined sensitivity of the two sequences is the total number
of users in the social network. Add noise to formula (2) and
change it to the following form:

𝑄∗
𝑐𝑖
= ∑𝑖𝑛 +𝑙𝑎𝑝𝑎𝑐𝑒 (𝑘𝑖,𝑖𝑛/𝜖)2𝑏 − (∑𝑡𝑜𝑡 +𝑙𝑎𝑝𝑎𝑐𝑒 (𝑘𝑖/𝜖)2𝑏 )

2

(13)

Algorithm 3 achieves the 𝜖-differential privacy protection
by adding Laplace noise. Therefore, it is necessary to prove
that the algorithm strictly abides by the 𝜖-difference privacy
definition. Each step of the algorithm will be analyzed and
proved according to the definition and properties of Section 3.

Differential Privacy Proof. The algorithm adds Laplace
noise to each link weight of nodes in 𝑄𝑐𝑖

. We know from the
formula for𝑄 that𝑄 ismade up of twoparts.Thefirst part is 𝑐𝑖
internal weight. When only one node 𝑢𝑟 is added, Node 𝑢𝑟 is
connected to |𝑐𝑖| users in 𝑐𝑖. Node 𝑢𝑟 is connected to 𝑑𝑖𝑛 users
in 𝑐𝑖, and 𝑑 is at most equal to all |𝑐𝑖| users in 𝑐𝑖. The second
part is 𝑐𝑖 external weight. The external maximum number of
users is |𝑉|−|𝑐𝑖|. Because it adds Laplace to each link weight of
the nodes, when two data sets differ by a tuple, the sensitivity
in 𝑐𝑖 is 𝑘𝑖,𝑖𝑛. If the maximum weight is 1, the sensitivity is|𝑉|. Similarly, the maximum sensitivity outside 𝑐𝑖 is also |𝑉|.
Therefore, Δ𝑄𝑢𝑟

satisfies 𝜖/|𝑉| -differential privacy. We know
from the formula for𝑄 that each user 𝑢𝑟 joins is independent
of the other. So it is parallel relationship. According to the



Security and Communication Networks 9

Input: 𝐺 = (𝑉, 𝐸, 𝜒);𝑉 = 𝑈𝑠𝑒𝑟𝑠;𝐸 = 𝐿𝑖𝑛𝑘𝑠;𝜒 = 𝐴𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒 𝑠𝑒𝑡;𝐿𝐾 =The known labels of users(𝐿𝐾 = {𝑙𝑖 ∈ 𝑇𝑅 ∪ 𝑇𝐼 | 𝑢𝑖 ∈ 𝑉𝐾, 𝑉𝐾 = 𝑉𝑁 ∪ 𝑉𝑃});
Output: 𝐿𝑈 =The unknown labels of users(𝐿𝑈 = {𝑙𝑖 ∈ 𝑇𝑅 | 𝑢𝑖 ∈ 𝑉𝑈, 𝑉𝑈 = 𝑉 − 𝑉𝐾});(1) Phase 1:Get the coarse-grained 𝐿𝑈𝑐𝑜𝑎𝑟𝑠𝑒−𝑔𝑟𝑎𝑖𝑛𝑒𝑑, List A(2) Get a new social network graph G’(3) 𝑆𝑖𝑚𝐴(𝑖, 𝑗) = |𝑥𝑖 ∩ 𝑥𝑗|/|𝑋|(4) 𝐺 = 𝐺⋂𝑆𝑖𝑚𝐴(5) Initiallize Each Node to a Separated Community(6) repeat(7) for 𝑖 ∈ |𝑉| do(8) for 𝑗 ∈ |𝑉| do(9) Remove i from its community, place to j’s community(10) Compute the composite modularity gain Δ(11) end for(12) Choose j with maximun positive gain ( if exists) and move i to j’s community(13) Otherwise i stays in its community(14) end for(15) until No further improvement in modularity(16) Gets the label probability in each community, 𝑃𝑙𝑗 = (𝑙𝑗/𝑐𝑖)𝑄𝑐𝑖(17) Find 𝑃𝑚𝑎𝑥 → 𝑙𝑚𝑎𝑥, Assign 𝑙𝑚𝑎𝑥 to 𝐿𝑈𝑖𝑛(𝑈𝑖𝑛 ∈ 𝑐𝑖)(18) 𝑙max 𝑗 = argmax𝑙𝑗 ∑𝑐𝑖

𝑃𝑙𝑗(19) Assign 𝑙max 𝑗 to 𝐿𝑈𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡(𝑈𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡 ∈ 𝑐𝑖)(20) Get the coarse-grained 𝐿𝑈𝐴(21) Phase 2:Get the fine-grained 𝐿𝑈𝑓𝑖𝑛𝑒−𝑔𝑟𝑎𝑖𝑛𝑒𝑑 for the unknow labels of users in community. Get the list B.
(22) for 𝑗 ∈ |𝑉| do(23) if 𝐴 𝑗�=𝐵𝑗 then(24) 𝐴 𝑗 = 𝐵𝑗(25) Users of the independent community, the labels remain the same(26) end if(27) end for(28) Get final 𝐿𝑈

Algorithm 2: CDAI recommendation method.
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Figure 3: CDAI privacy protection structure.

parallel property of differential privacy, 𝑄𝑐𝑖
satisfies 𝜖/|𝑉| -

differential privacy.

5.3.2. Differential Privacy Based on Naive Bayes. Based on the
second part of the recommendation, the machine learning
classification algorithm is used to predict labels. In this
paper, KNN, NB, and SVM are mainly used. This part only
constructs differential privacy for naive Bayesian algorithm.
Generally, an NB classifier has a good effect on data classifica-
tion, so it can be considered that it has a good estimate of joint

probability density 𝑃(𝑋,𝑌). So, for a randomly generated
feature vector x, if the classifier divides it into some class
of 𝑐𝑗, we can think of (𝑥, 𝑐𝑗) as a random sample from𝑃(𝑋,𝑌). The process of selecting the maximum posterior
probability class 𝑐𝑚𝑎𝑥 is Naive Bayes. It is regarded as the
process of voting according to conditional probability and
prior probability. According to the exponential mechanism,
a decision algorithm in accordance with differential privacy
protection is designed. The output of the algorithm is a class
variable. To reduce the effect of parameters on the posterior
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Input: 𝑐𝑖 = Divided communities in G,𝑐𝑖 ∈ 𝐶;𝐿𝐾 = Known labels of users(𝐿𝐾 = {𝑙𝑖 ∈ 𝑇𝑅 ∪ 𝑇𝐼 | 𝑢𝑖 ∈ 𝑉𝐾, 𝑉𝐾 = 𝑉𝑁 ∪ 𝑉𝑃});
Output: 𝐿∗𝑈 = Unknown noise labels of users(𝐿𝑈 = {𝑙𝑖 ∈ 𝑇𝑅 | 𝑢𝑖 ∈ 𝑉𝑈, 𝑉𝑈 = 𝑉 − 𝑉𝐾});𝐿∗𝑈𝑖𝑛= Unknown noise labels of users, users in community i. 𝑈𝑖𝑛 ∈ 𝑐𝑖𝐿∗𝑈𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡= Unknown noise labels of users, users in independent community i. 𝑈𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡 ∈ 𝑐𝑖(1) for do𝑐𝑖 ∈ |𝐶|(2) for do𝑙𝑗 ∈ |𝐿𝑈|(3) 𝑃∗𝑙𝑗 = (|𝑙𝑗|/|𝑐𝑖|)𝑄∗

𝑐𝑖(4) end for(5) end for(6) Find the max probability 𝑃∗max 𝑙𝑗 in Community i, max 𝑙𝑗 → 𝐿∗𝑈𝑖𝑛
(7) 𝑙max 𝑗 = argmax𝑙𝑗 ∑𝑐𝑖

𝑃𝑙𝑗 → 𝐿∗𝑈𝑖𝑛𝑑𝑒𝑝𝑒𝑛𝑑𝑒𝑛𝑡
(8) Get 𝐿∗𝑈𝐴

Algorithm 3: Differential privacy based on community detection.

probability, Laplace smoothing of conditional probability is
carried out, and the following definitions of utility function
are given:

𝑃𝜆 (𝑋(𝑗) = 𝑎𝑗𝑙 | 𝑌 = 𝑐𝑘)

= ∑𝑁
𝑖=1 𝐼 (𝑥𝑗𝑖 = 𝑎𝑗𝑙, 𝑦𝑖 = 𝑐𝑘) + 𝜆
∑𝑁
𝑖=1 𝐼 (𝑦𝑖 = 𝑐𝑘) + 𝑆𝑗𝜆

(14)

𝑁 is the number of samples, 𝐼(𝑥) is the indicator function.
𝑥(𝑗)𝑗 is the jth feature vector. 𝑆𝑗 is the number of values of 𝑥(𝑗)𝑗 .
When 𝜆 = 1, it is called Laplace smoothing.

𝑞 (𝐷, 𝑥, 𝑐𝑘) = log (𝑝 (𝑐𝑘)) +
𝑛∑
𝑖=0

log (𝑝 (𝑥(𝑖) | 𝑐𝑘)) (15)

Theorem 15. For any two random samples x and 𝑥 that differ
by only one attribute, 𝑞(𝐷, 𝑥, 𝐶𝑘) has a local sensitivity of
log(2𝑁).𝑁 is the number of tuples in dataset 𝐷.
Proof. In a given dataset, the conditional probability of
𝑝(𝑥(𝑗)𝑖 | 𝑐𝑘) after Laplace smoothing is bounded. Its upper
bound is 1. ∑𝑁

𝑖=1 𝐼(𝑥(𝑗)𝑖 = 𝑎𝑗𝑙, 𝑦𝑖 = 𝑐𝑘) ≥ 0, ∑𝑁
𝑖=1 𝐼 (𝑦𝑖 = 𝑐𝑘) ≤𝑁, 𝑆𝑗 ≤ 𝑁, 𝜆 = 1.When the inequality equals, the conditional

probability is minimized 𝑝(𝑥(𝑗)𝑖 | 𝑐𝑘) = 1/2𝑁.

𝑝 (𝑥𝑗𝑖 | 𝑐𝑘) ∈ [ 1
2𝑁, 1) (16)

Given the data set𝐷, for the n dimensional feature vectors
x and 𝑥 with only the jth dimension different, the only thing
that is not equal is the conditional probability of the jth
dimension. Namely, 𝑞(𝐷, 𝑥, 𝑐𝑘) − 𝑞(𝐷, 𝑥, 𝑐𝑘) = log(𝑝(𝑥(𝑗) |
𝑐𝑘)) − log(𝑝(𝑥(𝑗) | 𝑐𝑘)). According to the formula above,

𝑞 (𝐷, 𝑥, 𝑐𝑘) − 𝑞 (𝐷, 𝑥, 𝑐𝑘) < log (2𝑁) (17)

By Theorem 15, the sensitivity of the utility function Δ𝑞
only related to the size of the data set 𝑁. Replacing global

sensitivity with local sensitivity will leak information related
to the size of the dataset. Here Δ𝑞 = ⌈log(2𝑁)⌉. Because
the logarithm function is a slow growing function, therefore,
the uplift operation can reduce the possibility of data set size
information leakage. Finally, the label 𝑐𝑚𝑎𝑥 is selected with
probability 𝑝𝑐𝑟 ∝ exp(𝜖𝑞(𝐷, 𝑥, 𝑐𝑟)/2Δ𝑞). Satisfy 𝜖-difference
privacy.

According to the serial nature of differential privacy.
The difference privacy based on community discovery is
concatenated with the difference privacy based on Bayesian.
It satisfies (|𝑉| + 1)𝜖/|𝑉| -differential privacy.
6. Evaluation

6.1. Datasets. We will compare Attribute-Link and CDAI
using real dataset. In our experiment, we investigate two
different datasets. The first one is Facebook dataset (https://
snap.stanford.edu/data/egonets-Facebook.html) and the sec-
ond one is Google+ dataset (https://snap.stanford.edu/data/
egonets-Gplus.html). Both of them have the ego-network
and profile of each user and anonymized the information.
From Facebook we got profile and network data from 10 ego-
networks and consist of 88,234 links and 4,039 users with an
average circle size of 22 friends. Each user has own profile,
which has 22 attribute categories. Profile includes birthday,
education classes, education school, education year, and
hometown. From Google+ we obtained profile and network
data from 132 ego-networks. It consists of 13,673,453 links
and 107,614 users. 132 ego-networks represented 132 users.The
Google+ dataset is quite different to those from Facebook,
in the sense that their creators have chosen to release them
publicly. It contains 6 attribute categories which, respectively,
are gender, institution, job, last name, city, and university. In
experiment, we choose the single value attribute categories as
inherent attributes and themultiple-value attribute categories
regard as recommendation attributes. Table 2 provides the
general statistics of the two datasets. This table shows that all
of the two graphs are almost fully connected.

6.2. Experiment Settings. We describe the metrics adopted to
evaluate various inference, training and testing, and parame-
ter settings.

https://snap.stanford.edu/data/egonets-Facebook.html
https://snap.stanford.edu/data/egonets-Facebook.html
https://snap.stanford.edu/data/egonets-Gplus.html
https://snap.stanford.edu/data/egonets-Gplus.html
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Table 2: General statistics about the two datasets.

Network Property Facebook Google+
Number of nodes 4039 107614
Number of friendship links 88234 13673453
Number of attribute categories 22 6
Number of recommend attribute categories 13 4
Number of inherent attribute categories 9 2
Diameter (longest shortest path) 8 6
Average clustering coefficient 0.6055 0.4901

Evaluation Metrics. The aim of this paper is to provide
recommendation service for users. At the same time, it
prevents attackers from using background knowledge and
recommendation content to push back other information
of users. Since we set the target user is negative user.
Due to the evaluation, assume all test users are negative
users. Randomizing a multiple-value attribute category is
recommended attribute category and predicts the attribute
values, for example, we know that Facebook has 22 attribute
categories from Table 2. There are 13 recommended attribute
categories and 9 inherent attribute categories; therefore, ran-
domly choose one from recommended attribute categories
as the target attribute to predict. Use the rest of attribute
categories to find the relationship with chosen recommend
attribute. We use these models to predict: (1) Attribute-Link
inferring attributes model; (2) CDAI model.

In this section, given 3 evaluation metrics, respectively,
accuracy, modularity, and utility, the community detection
assesses using modularity. The general range of modularity
is between -0.5 and -1. When the range is between 0.3 and
0.7, the clustering effect is good. The rest of metrics evaluates
the prediction result. Accuracy is the ratio of the number of
samples correctly to the total sample size for a given test data
set. The high-dependence in Section 4 is based on accuracy.
The formula is as follows.

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑙𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝐿 𝑡𝑜𝑡𝑎𝑙 (18)

where 𝑙𝑐𝑜𝑟𝑟𝑒𝑐𝑡 is denoted by the number of correct labels
obtained using the classifiers. 𝐿 𝑡𝑜𝑡𝑎𝑙 is the number of test
samples.

In addition, the utility evaluation metric is discussed in
Section 4.5; we will use the definite formulas for evaluation;
see formula (10). In this paper, we set 𝜁 as 0.2. The classifiers
includeKNN,Naive Bayes, and SVM.The 𝜖 is 0.001, 0.01, 0.05,
0.1, 0.5, 1,1.5, 10, 100, 1000, 10000.

Train Dataset and Test Dataset. Facebook dataset con-
sists of 10 ego-networks, and Google+ dataset includes 133
ego-networks. In this experiment randomly select the train
dataset and the test dataset, and the ratio is 8 to 2.We assume
all users are target users in test dataset. Each user’s attributes
consist of recommended attributes and inherent attributes.
The target attribute is randomly selected from recommen-
dation attribute categories. Due to the profile obtained in
real world, therefore, some information is missing. These
links between centre user and his followers are nature weak
relationship in network graph, extracting high-dependence

Table 3: The modularity of two datasets.

Link-Att CDAI
Facebook 0.52896 0.52428
Google+ 0.19456 0.30578

links from each ego-network and dividing the community
based on the attribute similarity.

6.3. No Noise Labels Predicted. In this section, we compared
Attribute-Link method and CDAI method, exploiting mod-
ularity, accuracy, and utility to evaluate the two methods.
Table 3 shows the comparison results of initial modularity
between the two methods.

From Table 3, no matter which datasets the modularity
of CDAI is relatively stable and the results are better than
Attribute-Link method. Figures 4(a)–4(c) are the test results
of Google+ dataset; nomatter which classifiers the prediction
result of CDAI is significantly better than the other one. In the
classifier of KNN in Figure 4(a), the accuracy does not change
when using inherent attributes or recommended attributes.
In the process of removing the attributes, when removing
the sencon attribute category, classification method based
on Attribute-Link improved its accuracy; meanwhile using
CDAI method the result has no change that means the latter
one has better stability than the former. From Figure 4(b)
of NB classifier, when only using inherent attributes for
prediction, the accuracy improved. However, when deleting
the third attribute category, the accuracy of two methods
all improved. The SVM classifier has always been smooth
in the figure. Figures 4(d)–4(f) are the results of Facebook
dataset. There is a larger decline when only using single
attribute categories (inherent attribute categories) that means
the recommended attribute categories have a great impact
for prediction. In NB classifier, no matter which attribute is
deleted, the accuracy is stability. But the other classifiers have
a sharp decline when the attribute deleted the fourteenth.
The results of CDAI in three pictures are always better than
Attribute-Link.

Figures 5(a)–5(f) are the utility results of Google + and
Facebook datasets. Based on the definition of utility, the
values are closer to 0, and the utility is better. From Figure 5,
either data or classifier, the two methods on the utility
results are below setting values; at the same time the results
obtained from CDAI are better than the Attribute-Link.
Figures 5(a)–5(c) are the results of Google +. Using KNN
classifier, when removing the second attribute category based
on Attribute-Link method, the utility is suddenly increased
that illustrates that there is bigger influence on the utility.
However, based on CDAI, nomatter which result is removed,
the attribute categories have stabilization. In Figure 5(b) using
NB classifier, the two methods have same line trend and
when removing the third attribute category there has a big
change. For Figure 5(c) based on SVM classifier, the results
are smooth and steady use Attribute-Link method and CDAI
method.

The results of Facebook dataset are shown in Fig-
ures 5(d)–5(f). In the three subfigures, when deleting
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Figure 4:The accuracy of predict based on Google+ dataset and Facebook dataset. Figures (a)-(c) are the results of Google+ dataset. Figures
(d)-(f) are the results of Facebook dataset.
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Figure 5: The utility based on Google+ dataset and Facebook dataset. Figures (a)-(c) are the results of Google+ dataset. Figures (d)-(f) are
the results of Facebook dataset.
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Figure 6:The accuracywith noise based on Google+ dataset and Facebook dataset. Figures (a)-(c) are the results of Google+ dataset. Figures
(d)-(f) are the results of Facebook dataset.

the second attribute category the utility changed. But
based on the definition and set value of utility, this
change did not influence the removal. When deleting
the fifteenth attribute category, for Figures 5(d) and 5(f)
which show huge change, the change range is outside the

set value; therefore stop removing the rest of attribute
categories.

6.4. Comparison with Noise. Figures 6(a)–6(f) show the
predicted results after adding noise. Figures 7(a)–7(f) show
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Figure 7: The utility with noise based on Google+ dataset and Facebook dataset. Figures (a)-(c) are the results of Google+ dataset. Figures
(d)-(f) are the results of Facebook dataset.

the utility after adding noise.The first three graphs in Figures
6 and 7 are based on Google+ dataset. It can be seen from the
figures that the noise has certain influence on the prediction
and the utility is reduced to a certain extent. However, due
to the characteristics of the dataset itself, the effect is not
significant. Because every attribute in Google dataset has
a very large attribute value, the attribute value of a single
attribute remains large even after many attributes have been

deleted. Therefore, even if the maximum noise is added, the
results are relatively stable.

The last three graphs in Figures 6 and 7 are based on
Facebook dataset. As can be seen from the figure, noise
has a greater impact on prediction, although the reduced
utility is within a given range. However, it can be seen that
the prediction results are in accordance with differential
privacy. When 𝜖 increases, the accuracy of the prediction
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also increases, and the result is close to that without adding
noise.

The reason why Facebook’s results are more obvious than
Google’s is that Facebook’s attribute types are diverse and
each attribute type has less value, so the effect of adding
noise is obvious. However, in general, it still conforms to
the protection of differential privacy, and the reduced utility
is within the range, reaching the balance between privacy
protection and utility.

7. Conclusions

This paper proposes a CDAI recommendation method based
on community detection and user attributes. The experiment
is based on real social network data. It is found that this
method can effectively improve the accuracy of recommen-
dation compared with traditional classification methods. At
the same time, in order to prevent the published recommen-
dation content from being used by the attacker to push back
users’ privacy information, this paper also proposes a novel
privacy protection method. First, this method manipulates
on nodes and links. Combining with differential privacy and
publishing the final recommendation results, this method
will lose a few of utility. But it can protect users’ privacy. This
paper also has some limitations when facing attacks from
attackers with complete background knowledge. This is the
author’s future work.
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The Intelligent Transportation System (ITS) is an important application area of the Cyber-Physical System (CPS). To further
promote effective communication between vehicles, vehicular ad hoc networks (VANETs) have been widely used in the ITS.
However, the communication efficiency in VANETs is not only affected by the external environment but also more vulnerable to
malicious attacks. In order to address the above-mentioned issues, we propose a novel trust-basedmulticast routing protocol (TMR)
to defend against multiple attacks and improve the routing efficiency. In the proposed trust model, direct trust is calculated based
on Bayesian theory and indirect trust is computed according to evaluation credibility and activity.The fuzzy logic theory is used to
fuzzify the direct and indirect trust values, and then the total trust value of the node is obtained by defuzzification. With the help
of the obtained trust values, malicious vehicle nodes are eliminated in the processes of route establishment and route maintenance,
and finally, the network establishes trusted and efficient routes for data delivery. Comprehensive simulation experiments show that
our new protocol can effectively improve the transmission rate of data packets at the expense of a slight increase in end-to-end
delay and control overhead.

1. Introduction

As a combination of computation processes and physical
processes, cyber-physical systems (CPS) organically integrate
cyber systems and physical systems from environmental
perception [1]. To monitor road conditions, reduce traffic
accidents and improve transportation safety, researchers have
applied CPS to the smart transportation system to form
the Transportation Cyber-Physical System (T-CPS) [2]. With
the popularity of wireless communication technology and
mobile computing, the vehicular ad hoc network (VANET)
is assumed to be a significant component for both safety
and infotainment applications in T-CPS. VANET mainly
adopts a vehicle-to-vehicle (V2V) communication mode,
where participating vehicles and other neighboring vehicles
are allowed to exchange data by the wireless transceiver, and
if necessary, packets can be routed via adjacent vehicles to
destinations outside the communication range. Drivers can
make correct decisions by exchanging information about
each other’s driving intentions while driving. Emergency
vehicles can warn cars to take prompt evasive actions, thereby

providing an emergency passage. Vehicles can adjust routes
in time according to congestion alerts issued by the traffic
monitoring system. In the research on VANET, data distribu-
tion is regarded as one of the most critical processes, which
mainly depends on efficient routing protocols [3]. In order to
meet the different requirements of traffic users, the routing
protocols for VANET should have specific constraints, such
as a lowering of the end-to-end delay and packets loss
when forwarding packets. So far, researchers have proposed
routing protocols to ensure reliable data transmission and
information exchange between vehicles, which are roughly
divided into two categories (geography-based and topology-
based) according to different networking methods [4].

Compared with the static or low-speed moving nodes
in the traditional wireless network, the VANET node moves
faster and unpredictably, which leads to frequent changes
of network topology. Besides, owing to the unique features
of VANET itself, such as its dynamism, complexity, and
uncertainty, the difficulty of routing protocol design in
VANET is increased still further. On the other hand, the
VANET routing protocol is more vulnerable to threats due
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to the lack of infrastructure and the self-organization of the
network. Malicious vehicles may incorrectly forward and
even drop packets, or divert packets towards the wrong
relay nodes, preventing data from reaching their destination
nodes. Furthermore, vehicles colluding in the network may
also falsely improve their reputation, or maliciously slander
trusted vehicles, thereby interfering with the assessment of
node trustworthiness. If the reliability of the data cannot be
adequately assessed, the driver may make wrong judgments
based on malicious information received from misbehaving
vehicles, resulting in severe traffic jams. To solve the rout-
ing security problem, cryptography-based and trust-based
security mechanisms have been proposed [5–8]. The former
focuses on the integrity of the data but does not identify
malicious entitieswithin the network [7].On the contrary, the
trust-based security mechanisms are widely used in dealing
with internal attacks from malicious entities [8, 9]. However,
how to design a secure and efficient routing protocol on the
basis of the trust model is still a tremendous challenge in
VANET.

Therefore, in this paper, we first design a novel trust
model based on fuzzy logic theory to compute the trust
value of vehicles by direct trust and indirect trust. Then, a
secure multicast routing protocol based on the trust model
is presented to deal with multiple attacks (e.g., black attack,
grey attack, slander attack) from malicious vehicular nodes.
The main contributions of this paper are as follows:

(1) In the calculation of trust values of nodes, various
influencing factors affecting the trust are fully considered.
Also, the time decay function is used to ensure that the
node’s recent performance is given higher weight in the trust
calculation.

(2)The fuzzy logic theory is used to fuzzify the value of the
real decision factor, fuzzy inference is performed according to
fuzzy inference rules, and the final trust value of the node is
obtained after defuzzification.

(3) We integrate trust models into routing protocols and
design a secure multicast routing protocol to achieve reliable
and secure communication frommultiple sources tomultiple
destinations. Furthermore, we give detailed descriptions of
the data structure and packet format, route discovery process
and route maintenance process.

The remainder of this paper is organized as follows.
Section 2 discusses recent works in the literature.We describe
in detail a trust model in Section 3. In Section 4, we propose
a trust-based multicast routing protocol. The experimental
results are shown in Section 5. Finally, Section 6 presents
concluding remarks and directions for future research.

2. Related Works

A routing protocol is the premise of effective operation for
VANET. Slavik et al. [10] presented the Distribution-Adaptive
Distance with Channel Quality (DADCQ) protocol which
could select forwarding nodes based on the distance method.
The decision threshold function is created to determine the
decision threshold value and avoid the influence of node den-
sity, spatial distribution pattern, and wireless channel quality.
Li et al. [11] proposed a novel intersection-based routing with

QoS support for VANET, which composed of terminal inter-
section selection process, network exploration process and
optimal routing path selection process. To minimize the end-
to-end delay, Togou et al. [12] developed a distributed routing
protocol called Stable CDS-Based Routing Protocol (SCRP).
Before sending data messages, the protocol computes end-
to-end delay of entire routing path based on the weight
of each road segment. A cooperative volunteer protocol
was proposed for VANET in [13] to broadcasting warning
messages to emergency vehicles inNon-Line of Sight (NLOS)
conditions.Moreover, the context-aware system is established
to collect data and detect NLOS situations. To respond
quickly to emergencies and prevent further accidents,Mezher
et al. [14] designed a multimedia multi-metric map-aware
routing protocol. The real maps with SUMO are utilized to
create a realistic scenario, and the REVsim tool is exploited
to choose a right forwarding node. In [15], the authors
improve the existing ant colony optimization protocol using
the concept of fuzzy logic, in which the validity of link is
calculated by bandwidth, received signal strength metric and
congestion metric.

With the increasingly prominent problem of route secu-
rity, several schemes based on trust management have been
proposed to deal withmalicious attacks inVANET.Marmol et
al. designed a proposal based on trust and reputation infras-
tructure for VANET in [16], which can precisely identify
malicious or selfish nodes to prevent the spread of false or
bogus messages. In [17], an event-based reputation system
(EBRS) was proposed for defending against the conspired
Sybil attacks. EBRS can detect and suppress the propagation
of false messages employing reputation and trusted value of
events. The probabilistic and deterministic approaches are
used together to assess trust in [18]. The former computes
the trust level of vehicles by using collected information,
while the latter measures the trust level based on distances
calculated. Sun et al. [19] presented a trust evaluation model
based on membership cloud model for VANET. The goal of
cloud model precisely describes the uncertainty of the trust
relationships. Besides, they compute the cloud droplets and
the aggregated trust values using trustworthiness and algo-
rithm. Dahmane et al. [20] introduced a weighted probabilis-
tic and trust-aware strategy to ensure that the most reliability
relay nodes are selected in multi-hop communications. The
authors in [21] proposed a security framework that consists
of a hybrid trust model and amisbehaviour detection system,
to detect malicious vehicles.

In recent years, some researchers have integrated the trust
model into routing protocols and proposedmany trust-based
secure routing protocols. Based on the intersection-based
routing protocol GyTAR, Bouali et al. developed a novel
secure routing protocol S-GyTAR in [22].The protocol mon-
itors vehicles by cluster-based mechanism and evaluates trust
value by a reputation-based scheme. A trusted routing pro-
tocol based on GeoDTN+Nav is proposed in [23], primarily,
Bayesian trust management model and opportunistic routing
forwarding models are used to establish security paths. Ker-
rache et al. [24] demonstrated a trust-based routing protocol,
named TROUVE, to find the shortest and safest routing to a
destination by the distribution of dishonest nodes in VANET.
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Gazdar et al. [25] established distributed trust computing
framework for VANETs, which employed the direct experi-
ence to calculate neighbors’ trust value and utilized a tier-
based approach to alleviate malicious behaviours. Given the
authority levels of nodes, Yao et al. [26] developed a weight-
based dynamic entity centre trust model. Furthermore, they
also integrate the model into the routing protocol GPSR to
enhance the security and improve the data delivery rate.

However, these above-mentioned researchers have not
comprehensively investigated how to manage trust in vehicle
ad hoc networks in a holistic manner. Besides, those mecha-
nisms can introduce excessive routing overhead. Moreover,
so far as we know, there are fewer security protocols for
multicast which consider the concept of trust.

3. Trust Model

In this section, we describe our trust model in detail. The
trustmodel in this paper contains twoparts: the calculation of
node trust and the calculation of path trust. The node’s trust
is determined by two trust factors: direct trust and indirect
trust. And the path’s trust is determined by the trust values
of all the nodes on the path. Moreover, in this paper, we
introduce a novel method to synthesize a relevant node’s trust
value.

3.1. Calculation of Node Trust. We introduce the sliding
window mechanism to make sure that the latest interaction
period can take a greater weight in the calculation of node
trust.

3.1.1. Direct Trust. This latest period T can be divided into t
time periods, that is, 𝑇 = {𝑇1, 𝑇2, 𝑇3, . . . , 𝑇𝑡}. It is assumed
that in each period 𝑇𝑖, node A can monitor 𝑛𝑖 times the for-
warding behaviors of node B.The packet-forwarding ratios of
node B in time period 𝑇𝑖 are V𝑛𝑖 = {V𝑛1 , V𝑛2 , V𝑛3 , . . . , V𝑛𝑖}. We
set a threshold (L) for the packet-forwarding ratio, if there are
m𝑖 times higher than the threshold L, and then the number
below L is n𝑖-m𝑖. Wemake use of the Bayes theorem to reduce
the error in computing the reputation of a specific node,
which is calculated by combining the previous reputation
level and likelihood function (i.e., the posterior probability
in Bayes theorem is equal to the prior probability multiplied
by the adjustment factor). Beta distribution conforming to
the binomial distribution has the property of the conjugate
prior. Applying the beta distribution to the Bayes theorem,
if the prior probability satisfies the Beta distribution and
the binomial distribution function denotes the likelihood
function, then the final posterior probability is also satisfied
the Beta distribution. In this way, we can keep the form
of prior probability and posterior probability constant, and
give both the prior probability and the posterior probability
clearly physical meanings, separately.

In this paper, the last reputation vector denotes the
prior probability and the current reputation vector represents
the posterior probability. At this moment, the binomial
distribution function can be used as the adjustment factor.
The general form of the Beta distribution function is𝛽(𝑎, 𝑏) =
𝑥𝑎−1(1 − 𝑥)𝑏−1/𝐵(𝑎, 𝑏), where 𝐵(𝑎, 𝑏) is a normalization

constant which is used to ensure that the total probability
is 1. We set 𝐵(𝑎, 𝑏) = ∫1

0
𝑥𝑎−1(1 − 𝑥)𝑏−1𝑑𝑥, where x satisfies

[0, 1]. We assume that 𝑅𝑖-1 represents the value of the (𝑖-1)th
reputation evaluation vector according to the Beta distribu-
tion, and then the calculation of the posterior probability is
𝑅𝑖 = (𝑓𝑖(𝑥)/ ∫

1

0
𝑓𝑖(𝑥)𝑅𝑖−1𝑑𝑥)𝑅𝑖−1. In this paper, two mutually

independent events that conform to binomial distribution
are taken as whether the forwarding rate is higher than the
threshold value L, then it can obtained 𝑓𝑖(𝑥) = 𝐶𝑚𝑖𝑛𝑖 𝑥

𝑚𝑖(1 −
𝑥)𝑛𝑖−𝑚𝑖 . The reputation evaluation vector sequence of node
A to B is 𝑅𝑛 = {𝑅1, 𝑅2, 𝑅3, . . . , 𝑅𝑡}. As mentioned above, if
𝑅𝑖-1 ∼ 𝑏𝑒𝑡𝑎(𝑎𝑖-1, 𝑏𝑖-1), then 𝑅𝑖 ∼ 𝑏𝑒𝑡𝑎(𝑎𝑖-1 + 𝑚𝑖, 𝑏𝑖-1 + 𝑛𝑖-𝑚𝑖).
Then the values 𝑎1 = 𝑚1, 𝑏1 = 𝑛1-𝑚1, . . . , 𝑎𝑖 = 𝑎𝑖-1 + 𝑚𝑖,
𝑏𝑖 = 𝑏𝑖-1 + 𝑛𝑖-𝑚𝑖. Therefore, at the beginning 𝑡0, we can set
𝑎0 = 𝑏0 = 1, 𝑅0 ∼ 𝑏𝑒𝑡𝑎(1, 1). One of the trust metrics 𝑡𝑑 in
the𝑇𝑖 time period can be computed and updated by using the
expectation of beta distribution. The calculation equation is
shown as follows:

𝑡𝑑 =
𝑎𝑖
𝑎𝑖 + 𝑏𝑖

(𝑖 ≥ 1) (1)

The direct trust of node B from the point of view of node
A should also be affected by their interaction time and the
total amount of packets forwarded. Therefore, we can use
two metrics to describe the above-mentioned conditions, i.e.,
the time attenuation factor and the total amount of packets
forwarded factor.The equation for calculating the direct trust
is shown as follows:

𝑑𝑡𝐴𝐵 =
∑𝑡𝑖=1 𝜌𝑡−𝑖𝑀𝑖𝐴𝐵

𝑀 ∗ 𝑡𝑑 (2)

where 𝑀 = ∑𝑡𝑖=1 𝜌𝑡−𝑖, 𝜌𝑡−𝑖 (0 < 𝜌 < 1) denotes the time
attenuation function, and𝑀𝑖𝐴𝐵 denotes the amount of packets
forwarded by node B for node A during the 𝑇𝑖 period. The
greater the amount of packets forwarded is, the higher the
confidence of the obtained trust value will be. When there
is no direct interaction between nodes A and B, the value of
𝑑𝑡𝐴𝐵 is set to 0.5.

3.1.2. Indirect Trust. The indirect trust factor is crucial in
the calculation of node trust. If node A and node B have
no historical interactions, node A can still calculate the
trust value of node B based on gathering other nodes’ trust
recommendations of node B. In this paper, two kinds of trust
recommendation metrics (i.e., recommendation credibility
and activity factor) are used to calculate the indirect trust of
a specific node.

(1) Recommendation Credibility. Some malicious nodes do
not discard or modify packets, while maliciously defaming
other trustworthy nodes. This type of attack is also called a
bad-mouth attack or slander attack. In order to resist these
attacks, we can calculate the recommendation credibility of
the recommended nodes. It is assumed that {𝑗1, 𝑗2, 𝑗3, . . . , 𝑗𝑟}
are the neighbors of node 𝑗whichhave interactionswith node
i [27]. We can also divide the interaction period into 𝑁 ∗ 𝑇𝑡
(𝑁 >= 1) time periods during which node i interacts with



4 Security and Communication Networks

any recommender.The direct trust of node 𝑗𝑙 within the time
period 𝑇𝑘 is 𝑑𝑡𝑘𝑖𝑗𝑙 (1 <= 𝑘 <= 𝑁) evaluated by node 𝑖, and
the direct trust of 𝑗𝑙 is 𝑑𝑡𝑘𝑗𝑗𝑙 evaluated by node j. Then, after
the N-th interaction, the degree of deviation of node j for the
trust evaluation of node 𝑗𝑙 is calculated using the following
equation:

𝑡𝑟𝑖𝑗𝑗𝑙 =
𝑁

∑
𝑘=1

𝜌𝑁−𝑘 (1 − 𝑑𝑡
𝑘
𝑗𝑗𝑙
− 𝑑𝑡𝑘𝑖𝑗𝑙

) (3)

Supposing the number of commonnodes is 𝑟, these nodes
interact with both node 𝑖 and node 𝑗. Then compared with
node 𝑖, the total degree of deviation of node 𝑗 for trust
evaluation is as follows:

𝑡𝑟𝑖𝑗 =
∑𝑟𝑙=1 𝑡𝑟𝑖𝑗𝑗𝑙
𝑟

(4)

We can suppose that there are 𝑅 nodes that interact with
𝑗’s neighbors. The greater the value of 𝑅 is, the more accurate
the obtained trust value will be. Then the recommendation
credibility of node 𝑗 is as follows:

𝑡𝑟𝑗 =
𝑒−1/𝑅∑𝑅𝑖=1 𝑡𝑟𝑖𝑗

𝑅
(5)

where 0 < 𝑒−1/𝑅 < 1, and this metric is used to adjust the
number of nodes on the evaluation of trust. The greater the
value of 𝑅 is, the closer it is to 1. We can also obtain a higher
recommendation credibility value for node 𝑗. Moreover, we
set an acceptable threshold for the recommendation cred-
ibility REC THRESHOLD. If the node’s recommendation
credibility is lower than this threshold, the recommended
information supplied can be ignored.

(2) Activity Factor.Themetric𝐻 can be defined as the activity
factor. If the number of neighbors of a specific node is 𝐺, and
the number of neighbors that have recently interacted with
this node is𝐹, thenwe can calculate roughly the activity factor
of this node using the following equation, 𝐻 = 𝐹/𝐺.

Finally, we can obtain the indirect trust of a specific node
𝐵 as follows:

𝑟𝑒𝐵 =
∑𝐹𝑗=1 𝑡𝑟𝑗𝑑𝑡𝑗𝐵𝑀𝑗𝐵
∑𝐹𝑗=1 𝑡𝑟𝑗𝑀𝑗𝐵

∗ 𝐻𝐵 (6)

Sections 3.1.1 and 3.1.2, respectively, calculate the node’s
direct trust and indirect trust. It is difficult to find an accurate
mathematical model to integrate these two factors. Yet the
ability to close the gap between imprecise human reasoning
and the computational logic of fuzzy logic makes it especially
attractive for the trust evaluation of the nodes.

3.1.3. Synthesis of Node Trust. The fuzzy logic model used
in this paper is similar to the traditional fuzzy logic system
which contains the following four steps: (1) transform the
true value variable into a fuzzy set by a fuzzifier; (2) design
fuzzy IF-THEN rules; (3) ue the fuzzy inference engine

combined with fuzzy IF-THEN rules to derive the node’s
degree of trustworthiness; (4) use a defuzzifier to convert the
fuzzy trustworthiness output into the real trust value.

First of all, we divided the two fuzzy trust factors into two
levels, that is, great and small.

Definition 1 (input or output range). 0 ≤ 𝑑𝑡 ≤ 1, 0 ≤
𝑟𝑒 ≤ 1. The closer the value is to 1, the greater the input is.
The output degree of node’s trust is divided into four levels:
fully trustworthy (𝑓𝑡), overall trustworthy (𝑜𝑡), generally
trustworthy (𝑔𝑡), untrustworthy (𝑢𝑡).

Definition 2 (node trust value). The trust value of a node
0 ≤ trust ≤ 1. The closer the value is to 1, the higher
the trustworthiness of the node is. Then these member
functions are defined using triangular membership functions
as follows:

𝑠𝑚𝑎𝑙𝑙 (𝑥) =
{
{
{

0.6 − 𝑥
0.6 𝑥 ∈ (0, 0.6)

0 𝑥 ∈ (0.6, 1)
(7)

𝑔𝑟𝑒𝑎𝑡 (𝑥) =
{{
{{
{

0 𝑥 ∈ (0, 0.4)
𝑥 − 0.4
0.6 𝑥 ∈ (0.4, 1)

(8)

𝑓𝑡 (𝑡) =
{
{
{

𝑡 − 0.6
0.4 𝑡 ∈ (0.6, 1)
0 𝑡 ∈ (0, 0.6)

(9)

𝑜𝑡 (𝑡) =
{{{{{
{{{{{
{

𝑡 − 0.4
0.2 𝑡 ∈ (0.4, 0.6)
0.8 − 𝑡
0.2 𝑡 ∈ (0.6, 0.8)
0 others

(10)

𝑙𝑡 (𝑡) =
{{{{{
{{{{{
{

𝑡 − 0.2
0.2 𝑡 ∈ (0.2, 0.4)
0.6 − 𝑡
0.2 𝑡 ∈ (0.4, 0.6)
0 others

(11)

𝑢𝑡 (𝑡) =
{
{
{

0.4 − 𝑡
0.4 𝑡 ∈ (0, 0.4)
0 𝑡 ∈ (0.4, 1)

(12)

The 𝑥 in (7) or (8) represents the dt or re value of a specific
node. The t in (9)∼(12) denotes the trust value of this node.
Input fuzzy set membership functions and output fuzzy set
membership functions can be shown in Figure 1.

Because of the subjective characteristic of trust, the node
ismore inclined to believe in the empirical value based on the
direct interactions between it and other nodes. Therefore the
fuzzy IF-THEN rules we designed should ensure that the dt
value takes a higher weight in the calculation of node’s trust
values. According to this, we set the four fuzzy IF-THEN rules
as follows:

(1) IF dt is great AND re is great, THEN the node is fully
trustworthy.
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Figure 1: Membership functions: (a) input fuzzy set membership functions; (b) output fuzzy set membership functions.

(2) IF dt is great AND re is small, THEN the node is
overall trustworthy.

(3) IF dt is small AND re is great, THEN the node is
generally trustworthy.

(4) IF dt is small AND re is small, THEN the node is
untrustworthy.

Themembership functions and rules given above are just
a set of instances. They can be revised as needed. If the input
and output sets can be more reasonable, the evaluation result
could be more objective.

The output fuzzy set is calculated by the fuzzy infer-
ence engine, and we define some required operators before
building the engine. Then we apply the centroid calculation
method to defuzzify the output fuzzy node trust value and
finally get the true trust value of a node. The centroid
calculation equation is shown as follows:

𝑡𝑟𝑢𝑠𝑡𝐵 =
∫1
0
𝑡𝑓 (𝑡) 𝑑𝑡

∫1
0
𝑓 (𝑡) 𝑑𝑡

(13)

where 𝑓(𝑡) is the final expression of the trust value through
fuzzy reasoning. We test several sets of trust values and get
the results in Table 1.

We put four kinds of combination, i.e., 𝑑𝑡 = 0.5, 𝑟𝑒 =
0.4; 𝑑𝑡 = 0.4, 𝑟𝑒 = 0.5; 𝑑𝑡 = 0.6, 𝑟𝑒 = 0.4; 𝑑𝑡 = 0.5, 𝑟𝑒 =
0.8, into the fuzzy logic system to get the trust values of the
node in Figure 2. We can figure out that the value of dt has a
greater influence on the calculation of node’s trust value than
re through analysing a large number of results.

Figure 3 shows the distribution of trust values of a specific
node for different input combination of dt and re. From the
trend in the curvature of this graph, apparently we can see
that when the dt value of the node is more than 0.4, as the dt
value increases, the trust value of the node increases rapidly.

3.2. Calculation of Path Trust. The credibility of a routing
path should also be assessed. In this paper, we use the metric
‘path trust’ (𝑃𝑇) to evaluate the above content. The path trust
value is closely related to the trust value of each intermediate
node on the path [28]. We refer to the barrel theory and take
the node trust value which has the lowest credibility as the
path trust value. For example, suppose that there are 𝑛 nodes
on the path, the source node is 𝑆, and the destination node
is 𝐷. Then the path trust value PT𝑆𝐷 is calculated as follows:
𝑃𝑇𝑆𝐷 = min{𝑡𝑟𝑢𝑠𝑡𝑆, . . . , 𝑡𝑟𝑢𝑠𝑡𝐷}.

4. Applying Trust Enhancement to
Multicast Routing

In this section, we apply trust enhancement to the standard
multicast ad hoc on-demand distance vector routing protocol
(i.e., MAODV [29]). We call this new trust-based routing
protocol as multicast trust-based ad hoc on-demand distance
vector routing protocol (i.e., MTAODV). Any node in the
network can calculate its neighbor’s trust value, and it can
select a trustworthy routing path for data delivery.

4.1. Trust-Based Route Discovery. Three new fields are added
to the original RREQmessages (i.e., Table 2) of MAODV that
are reverse path trust, required path trust, andmalicious node
address. The initial value of reverse path trust is 1. If a node
wants to join themulticast group but has no valid route, it will
broadcast a J flag RREQ message. The reverse path is built
when the RREQ message comes to the reply node. A node
that is close to the required node denotes the upstream node.
In contrast, it is a downstream node if it is close to the reply
node. The node that receives the message can calculate the
trust value of the sending or forwarding message node [30,
31]. This relevant node trust value will be used to compare
with the path trust value, and the reverse path value will be
updated to the smaller one. However, if the node trust value is
smaller than the required path trust, the J flag RREQmessage
will not be forwarded further.

One new field (i.e., average trust value, ATV) is added
to the original RREP messages (i.e., Table 3) of MAODV.
Assume that a selected routing path contains n nodes, and
then the average trust value can be calculated using the
following equation:

𝐴𝑇𝑉 = ∑
𝑛
𝑖=1 𝑡𝑟𝑢𝑠𝑡𝑖
𝑛 , (14)

where 𝑡𝑟𝑢𝑠𝑡𝑖 is the trust value of any node on the path. The
multicast group member who has received the J flag RREQ
message will reply with the RREP to the source node. The
forwarding route is built when the source node receives the
message. When there is more than one path from the source
node to the destination node, the source node should activate
one of them.The traditional MAODVprotocol stipulates that
the shortest one is selected as a priority [32]. InMTAODV, the
trust factor is the most important. So the destination node
will choose a path that has the greatest average trust value
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Table 1: The inference results of node’s trust values.

dt re Trust
0.9 0.3 0.6
0.3 0.9 0.4
0.6 0.4 0.464
0.5 0.8 0.562
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Figure 2: Node trust evaluation process.

Table 2: Enhanced RREQ message.

Dest Addr
Dest Seq
J flag
R flag
Originator IP Address
Originator Sequence Number
Lifetime
Reverse Path Trust
Required Path Trust
Malicious Node Address

to send a MACT message. The path that has received the
message is activated, and any node that has not received the
message will delete the path of its cache.

4.2. Trust-Based Route Maintenance. Each multicast group
member maintains a multicast routing table. In this paper,
we put all the malicious node addresses in an array and place

Table 3: Enhanced RREP message.

Originator IP address
Dest Addr
Dest Seq#
R flag
Mgroup hop
Lifetime
Hop Cnt
Average Trust Value

the array in a multicast routing table, as shown in the Table 4
‘enhanced multicast routing table’.

After the multicast group is set up and the data is being
transmitted, the upstream node can monitor the forward
behaviors of the downstream node. If the downstream node
is detected as a malicious node, the upstream node will
unicast an RREQ message with this malicious node address
(as shown in theTable 5) to the group leader.Thegroup leader
receives the message and replies with an RREP message to
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Figure 3: The surface of the node trust value.

Table 4: Enhanced multicast routing table.

Multicast Group IP Address
Multicast Group Leader IP Address
Multicast Group Sequence Number
Hop Count to Multicast Group Leader
Hop Count to next Multicast Group Member
Next Hops: Next Hop IP Address;
Next Hop Interface;
Link Direction;
Activated Flag
{𝑀𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠Node1 Address;
Malicious Node2 Address;
Malicious Node3 Address;

}

that node. Then the group leader broadcasts a group hello
message with the malicious node address to the entire net-
work. A node that receives the message will record the
malicious address in its multicast routing table. All multicast
group members will disconnect from this malicious node
and rediscover another route to the multicast group. The
malicious node cannot be a group member until it recovers
from the multicast routing table. It will recover from the
multicast routing table after V Threshold time, and its trust
value will be set to 0.5.

4.3. Restoration of Broken Branches. As shown in Figure 4,
node S is the group leader. Supposing node B detects its
downstream node C is a malicious node, it unicasts an RREQ
message with this malicious node address (i.e., node C) to the
group leader (i.e., node S).This group leaderwill replywith an
RREPmessage to node B after it receives the RREQmessage.
Then the group leader broadcasts a group hello message with
the malicious node address to the entire network. Each node
in this network that receives the message will record the
malicious address in its multicast routing table. All multicast
group members in this multicast tree (i.e., node B and node

Table 5: Enhanced group hello message.

Group Leader IP address
Multicast Group IP address
Multicast Group Sequence Number
U flag
O flag
Hop Count
Malicious Node Address

F as shown in Figure 4) disconnect from this malicious node.
For instance, node F automatically sends a MACT message
with P flag to the upstream node to disconnect itself from
node C.Then, node F rediscovers another route to the multi-
cast group via performing the restoration of broken branches.
Besides, since the malicious node information (i.e., node C)
has been stored in the malicious node table of the network
node, the RREQmessage with J flag (initiated by node F) re-
forwarded by node C will be ignored by the next hop. This
mechanism can ensure that the malicious node can no longer
join the tree or become the intermediate forwarding node.

We set {hello interval ∗ (1 + allowed hello loss)} as the
threshold time to detect branch disconnection, and use the
hello message to detect the break. If a node does not receive
a hello message from a neighbor within the time specified
above, it can determine that the branch is broken. Once
the branch disconnection is detected, the downstream node
repairs the broken link. The downstream node broadcasts
a RREQ message with J flag until the message reaches any
group member, in which the destination address in this mes-
sage is set as the address of the group leader, the destination
sequence number is set as the last acquired multicast group
sequence number, and Mgroup Hop is set as the number
of hops to the group leader. Then the downstream node
establishes a path to this specific group member to complete
the link repair.

5. Experimental Results

5.1. Experimental Setup. Weuse the NS-2.35 simulator [33] to
estimate the performance ofMAODV [29],MTAODV, LWT-
MAODV [20] and RBTM-MAODV [26] under different
scenarios. The experimental parameters are set as shown in
the Table 6 [34]. In a 1000∗1000 square metre area, 40 nodes
perform the random way model.There are two source nodes
and eight destination nodes. The delivery ratio threshold L
is set to 0.7 and the base of the time attenuation function
is set to 0.9. We change the node maximum speed and the
number of malicious nodes in the network, respectively. In
the following scenarios, two simple types of routing attacks
(i.e., grey-hole attacks and black-hole attacks) are launched
by malicious nodes. In grey-hole attacks, data packets were
selectively forwarded by malicious nodes at a rate of 45%,
while in black-hole attacks, all data packets were dropped.

5.2. Performance Evaluation. The performance of the entire
network is shown by the following three vectors: packet
delivery ratio, end-to-end delay, and control overhead. The
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Figure 4: A simple example for restoration of broken branches.

Table 6: Network configuration parameters.

Parameter Value
Simulation time 3000 s
Topology area 1000 m∗1000 m
MAC protocol IEEE 802.11
Packet size 256 bytes
Node movement speed 5∼30 m/s
Channel bandwidth 2 Mbits/s
Number of nodes 40
Source node 2
Destination node 8
Number of malicious nodes 0∼10

packet delivery ratio represents the routing efficiency, and
it is the fraction of the data packets that are received by
the destination nodes compared to those sent by the source
nodes. The end-to-end delay is the time used to receive all
packets from the source node to the destination node. The
control overhead is the ratio of the control bytes to the packet
bytes in a network. Each experiment was repeated 30 times.
The simulation results are shown in Figures 5 and 6.

Test 1: Varying Node Maximum Speed. As shown in Figure
5(a), when there are three malicious nodes in the network,
the packet delivery ratio is reduced by changing the net-
work node maximum speed. The reason is that, with the
nodes moving faster, the network topology changes more
frequently, resulting in the probability of the packet transmis-
sion path being disconnected increases. The delivery ratio of
MAODV declines sharply, while MTAODV, LWT-MAODV,

andRBTM-MAODVperformmore stable and theMTAODV
performs better than the other two trust-based protocols.
This figure shows that applying a trust model to a protocol
can effectively exclude malicious nodes in the network.
Compared with the other two trust models, using more
trust metrics to calculate the trust value of nodes makes the
MTAODVmore effective.

Figure 5(b) shows that the end-to-end delay increases
since the route linkage are susceptible to collapse. Along with
the increase in node maximum speed, the end-to-end delay
in MTAODV, LWT-MAODV and RBTM-MAODV is higher
than MAODV. There can be several reasons: (1)These trust-
based protocols choose a trusted path instead of the shortest
one; (2) Once a malicious node is found on the path, the
routing path will be broken. The network will subsequently
perform the route maintenance operation, leading to an
increase in the end-to-end delay.

Figure 5(c) shows that the control overhead inMTAODV,
LWT-MAODV and RBTM-MAODV is relatively high com-
pared with MAODV along with the increase in node
maximum speed. The reason is that the enhanced trust-
based protocol increases the computational complexity and
requires more control packets. All the operations involving
trust increase the control overhead.

Test 2: Varying the Number of Malicious Nodes. In the second
experiment, we set the node maximum speed to 10 m/s.

Figure 6(a) illustrates that when the number of malicious
nodes increases, the packet delivery ratios reduce in the
four protocols. The larger the number of malicious nodes,
the greater the hop count of the trusted route will be.
This results in a notable decrease in the packet delivery
ratio. The MAODV decreased significantly while the other



Security and Communication Networks 9

5 10 15 20 25 30
0.65

0.70

0.75

0.80

0.85

0.90

0.95
Pa

ck
et

 D
el

iv
er

y 
Ra

tio

Maximum Speed (m/s)

MAODV
MTAODV
RBTM-MAODV
LWT-MAODV

(a) Packet delivery ratio

5 10 15 20 25 30
0.02

0.03

0.04

0.05

0.06

0.07

0.08

0.09

En
d 

to
 E

nd
 D

el
ay

 (s
)

Maximum Speed (m/s)

MAODV
MTAODV
RBTM-MAODV
LWT-MAODV

(b) End-to-end delay

5 10 15 20 25 30
0.05

0.10

0.15

0.20

0.25

0.30

0.35

0.40

C
on

tr
ol

 O
ve

rh
ea

d

Maximum Speed (m/s)

MAODV
MTAODV
RBTM-MAODV
LWT-MAODV

(c) Control overhead

Figure 5: Performance with varying node maximum speeds.

three reduced slowly. The MTAODV performs the best.
The fundamental reason is that the routing path which is
built based on trusted routing algorithms is trustworthy. The
source node can transmit the data packet to destinations
without passing a malicious node.

We can see from Figure 6(b), the impact of the number
of malicious nodes on end-to-end delay. The end-to-end
delay is slowly growing in MTAODV, LWT-MAODV and
RBTM-MAODVas the number ofmalicious nodes increases,
while the packet delivery time in MAODV is not affected
by the number of malicious nodes. The reasons for that are
as follows: (1) the greater the number of malicious nodes in
the network, the more times the number of available paths
can be disconnected; (2) each node in the three trust-based

protocols periodically broadcasts control packets for sharing
the trust information; (3) the available channels are congested
by the packets, delay occurs.

Figure 6(c) shows the changing trend of the control
overhead with the increasing number of malicious nodes.
The greater the number of malicious nodes in the network,
the more control packets need to be broadcast, increas-
ing the control overhead. The calculation method of mali-
cious nodes in MTAODV is more complicated than the
other two protocols, and more control packets need to be
sent in the network, which leads to the maximum over-
head.

According to Test 1 and 2, we can conclude that our new
protocol can effectively improve the transmission rate of data



10 Security and Communication Networks

0 1 2 3 4 5 6 7 8 9 10
0.55

0.60

0.65

0.70

0.75

0.80

0.85

0.90

0.95
Pa

ck
et

 D
el

iv
er

y 
Ra

tio

Number of Malicious Nodes

MAODV
MTAODV
RBTM-MAODV
LWT-MAODV

(a) Packet delivery ratio

0 1 2 3 4 5 6 7 8 9 10
0.02

0.03

0.04

0.05

0.06

0.07

0.08

0.09

En
d 

to
 E

nd
 D

el
ay

 (s
)

Number of Malicious Nodes

MAODV
MTAODV
RBT-MMAODV
LWT-MAODV

(b) End-to-end delay

0 1 2 3 4 5 6 7 8 9 10
0.05

0.10

0.15

0.20

0.25

0.30

0.35

0.40

0.45

C
on

tr
ol

 O
ve

rh
ea

d

Number of Malicious Nodes

MAODV
MTAODV
RBTM-MAODV
LWT-MAODV

(c) Control overhead

Figure 6: Performance with varying the number of malicious nodes.

packets at the expense of a slight increase in end-to-end delay
and control overhead.

6. Conclusions and Future Work

Vehicle ad hoc networks are vulnerable to various attacks
due to their inherent features. It is relatively easy for multiple
malicious entities to bring down the whole network in several
network services. In recent years, the problem of routing
security has become a significant concern for researchers.
The trust-based countermeasure is considered to be more
acceptable as a promising approach. The trust computing
plays an important role to initialize a trusted network
system. In this paper, we carry out a detailed study of the

various trust-based countermeasures. More specifically, we
first abstract a novel trust model. In the proposed trust
model, direct trust is calculated based onBayesian theory and
indirect trust is computed according to evaluation credibility
and activity. We subsequently proposed an efficient trust-
based multicast routing protocol (MTAODV) on the basis of
standard MAODV protocol, which is used to defend against
multiple attacks and improve the routing efficiency.

In future work, we plan to conduct an in-depth study of
trusted routing strategies, taking into account the require-
ments for deployment area issues, network applications, and
security levels [35]. Moreover, trust computations and man-
agement can be an attractive target for attackers, since major
decisions can be taken based on these trust computations.
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Hence, defence mechanisms are also needed to be designed
at the same time [36].
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Modern applications and services leveraged by interactive cyberphysical systems (CPS) are providing significant convenience
to our daily life in various aspects at present. Clients submit their requests including query contents to CPS servers to enjoy
diverse services such as health care, automatic driving, and location-based services. However, privacy concerns arise at the same
time. Content privacy is recognized and a lot of efforts have been made in the literature of privacy preserving in interactive
cyberphysical systems such as location-based services. Nevertheless, neither the cloaking based solutions nor existing client
based solutions have achieved effective content privacy by optimizing proper content privacy metrics. In this paper we formulate
the problem of achieving the optimal content privacy in interactive cyberphysical systems using 𝑘-anonymity solutions based
on two content privacy metrics, which are defined using the concepts of entropy and differential privacy. Then we propose
an algorithm, Multilayer Alignment (MLA), to establish 𝑘-anonymity mechanisms for preserving content privacy in interactive
cyberphysical systems. Our proposed MLA is theoretically proved to achieve the optimal content privacy in terms of both the
entropy based and the differential privacy mannered content privacy metrics. Evaluation based on real-life datasets is conducted,
and the evaluation results validate the effectiveness of our proposed algorithm.

1. Introduction

Cyberphysical systems (CPS), which deeply integrate differ-
ent computing, communication, controlling, andmonitoring
components, have leveraged modern services in our daily
life, like smart grid, intelligent transportation, automatic
driving, etc. Recent development of mobile communication
and networks has leveraged many modern applications built
on interactive cyberphysical systems, in which client soft-
ware programs or devices take actions according to their
interactions with CPS servers. In more details, a client sends
a request to the CPS server and is to take actions on
receiving the reply from the CPS server. The actions to be
taken depend on the reply of CPS servers. Health caring,
automatic driving, and location-based services fall into this
category of interactive CPS applications. Suppose an old guy
Bob is wearing a health caring device, which is connected

to a CPS server though mobile Internet. Bob could send
“stomachache” to the CPS server for instructions to help
him. The CPS server may send a reply telling Bob what
to do or where is the nearest hospital. Then Bob takes his
action according to the reply. Similar processes could be
adopted in applications of automatic driving and location-
based services. These modern services over interactive CPS
are attractive since they do bring convenience to people’s daily
life. However, privacy concerns arise at the same time while
users’ requests are submitted to the CPS servers through
Internet. These requests disclose users’ query contents to the
CPS server and even vicious listeners to the communication
channels. Here we refer query content as parameters in
users’ requests, such as “stomachache” in Bob’s request to
the health caring CPS server. These query contents should
be kept as sensitive information for individuals, and the
abuse or further leakage of these information will make users
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vulnerable in respect of private life or even individual security
[1].

To the privacy concern, content privacy should be recog-
nized to emphasize that users’ query contents should be kept
as sensitive information in interactive cyberphysical systems.
Many research efforts have been made to protect different
types of query contents such as locations and keywords
in the literature of interactive cyberphysical systems such
as location-based services. The major body of these efforts
consists of two parts, cloaking based solutions and client
based solutions. Cloaking based solutions employ a trusted
server from a third party. When a user 𝑢 queries with
a query content 𝑢.𝑐𝑜𝑛𝑡𝑒𝑛𝑡, the query 𝑞(𝑢.𝑐𝑜𝑛𝑡𝑒𝑛𝑡) is sent
to the trusted server which in the next step generates a
cloaking region 𝐶𝑅 containing 𝑢’s location and at least
another 𝑘 − 1 users. Here 𝑘 specifies the level of privacy
guarantee. Then the query with 𝐶𝑅 is sent to the CPS
server, and the CPS server could not determine where 𝑢
is or even whether 𝑢 is querying. In this process, cloaking
based solutions aim tomake𝑢 indistinguishable fromanother𝑘 − 1 users; however it suffers from inherent drawbacks
brought by the trusted server, which may become the single
point of failure of privacy and the bottleneck of query
performance. More seriously, when the CPS server holds
certain side information such as the prior probability of
query contents, cloaking based solutions will suffer from
further privacy breach. To address this issue, client based
solutions are presented, aiming at 𝑘-anonymity provided by
the client side. Reference [2] generates 𝑘 − 1 dummy query
contents for continuous scenarios. To prevent the adversary
from inferring the actual query content, [2] constrains that
the selected dummies should have prior probability larger
than a predefined threshold. In practice, it is difficult to
determine a proper threshold, and what is more, dummies
selected by [2] could still be eliminated if they have quite
different prior probability. Reference [3] employs an entropy
based privacy metric and generates 𝑘 − 1 dummy loca-
tions in random manner. However, the improper dummies
could be eliminated from the reported 𝑘 query contents
due to the process of [3]; thus the provided privacy is
degraded.

In this paper, we investigate the problem of preserving
content privacy in interactive cyberphysical systems with a
client based solution. To guarantee the utility of requests
to the CPS servers, we adopt 𝑘-anonymity in order to
prevent the adversary from recognizing the actual query
content from the 𝑘 reported contents, since the actual query
content must be sent to the CPS server for a meaningful
reply. In this process, the major challenge arises in two
aspects. First, the 𝑘-anonymity provided should be carefully
designed so that the adversary is not able to eliminate any
query contents. Second, the overall privacy produced by 𝑘-
anonymity should be optimized.Wepresent two privacymet-
rics denoted expected entropy and dp-ratio which depict the
achieved content privacy using a entropy based concept and
a differential privacy mannered measurement, respectively.
Then an algorithm, Multilayer Alignment (MLA), which
establishes 𝑘-anonymity based mechanisms for preserving
content privacy is proposed. Given the prior probability of

query contents together with an integer 𝑘 which specifies the
privacy level, MLA generates a set of reports, each of which
consists of 𝑘 distinct query contents, togetherwith probability
distribution on the report set for each query content. Given
any report 𝑟 submitted to the CPS server, MLA guarantees
that the posterior probability of each query content in 𝑟
is larger than 0. To this end, the adversary is not able to
eliminate any query content from a report. Here a report
could be taken as a set of different query contents, and we give
its formal definition in Section 3. We theoretically introduce
the properties of MLA by proving that MLA achieves the
optimal expected entropy and the optimal dp-ratio at the
same time. These attractive properties make MLA the opti-
mal 𝑘-anonymity solution for preserving content privacy in
interactive cyberphysical systems.Themajor contributions of
this paper are as follows.

(i) We formulate the problem of achieving the opti-
mal 𝑘-anonymity based mechanisms for preserving
content privacy in interactive cyberphysical systems.
The problem formulation is based on two content
privacy metrics with entropy and differential privacy
concepts.

(ii) We propose the Multilayer Alignment (MLA) algo-
rithm, which establishes 𝑘-anonymity based mech-
anisms for preserving content privacy. The MLA

algorithm prevents adversaries from eliminating
query contents from reports using Bayes inference.

(iii) We prove that MLA achieves the optimal 𝑘-anonym-
ity mechanisms in terms of our presented content
privacy metrics simultaneously.

(iv) We evaluate our proposed MLA algorithm using
real-life datasets. The evaluation results validate
that MLA achieves effective content privacy in
terms of the entropy based and differential privacy
mannered content privacy metrics.

The rest of this paper is organized as follows. Sec-
tion 2 introduces some necessary preliminaries including the
process of preserving content privacy using a client based
solution, together with common accepted privacy metrics.
Section 3 formulates the problem of achieving the optimal𝑘-anonymity for content privacy in interactive cyberphysi-
cal systems. Section 4 proposes the MLA algorithm which
establishes effective mechanisms for preserving content pri-
vacy. Section 5 theoretically proves that our proposed MLA

algorithm achieves the optimal 𝑘-anonymity for content
privacy in terms of the content privacy metrics introduced
in Section 3. Section 6 evaluates the MLA algorithm based
on real-life datasets and related work of this paper is
discussed in Section 7. Finally, Section 8 concludes this
paper.

2. Preliminary

This section introduces necessary preliminaries including
the process of preserving content privacy using a client
based 𝑘-anonymity solution. Then two accepted privacy
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notions, i.e., 𝑘-anonymity and differential privacy, and their
corresponding metrics are introduced.

2.1. Client Based 𝑘-Anonymity Solution. In the process of
a client based 𝑘-anonymity solution for content privacy
preservation, 𝑘 query contents are reported to the CPS server
when a user 𝑢 wants to submit a request. The 𝑘 reported
query contents are determined on 𝑢’s device, and no trusted
third-party servers are employed; thus the potential single
point of privacy failure and query performance bottleneck
are eliminated. It is worth noticing that the actual query
content 𝑢 queries should be included in the reported ones;
otherwise 𝑢 is not able to receive a meaningful reply from the
CPS server. After receiving the reported query contents, the
CPS server processes 𝑘 queries, one for each reported query
content, and then returns the query results to 𝑢. Irrelevant
results are filtered on 𝑢’s mobile device and the actual results
are returned to 𝑢. In this process, the CPS server receives𝑘 distinct query contents instead of a single actual one, and
to this end the actual query content is hidden. Nevertheless,
careful design is required to avoid ineffective dummies in the
reported query contents. Theway of generating reports to the
CPS server determines the level of content privacy achieved,
and this motivates our work.

2.2. Privacy Notions and Metrics

2.2.1. 𝑘-Anonymity. One widely adopted notion of privacy
is 𝑘-anonymity, which is firstly introduced in the database
community by [4]. The principle of 𝑘-anonymity is to hide
the sensitive information into 𝑘 − 1 dummies so as to make
the adversary unable to recognize the actual one. In the
literature of privacy protection in interactive cyberphysical
systems, 𝑘-anonymity could be categorized into cloaking
based solutions and client based solutions. The cloaking
based solutions such as [5] employ a third-party but trusted
server, which is responsible for hiding the actual user among
at least 𝑘−1 dummy users by spatial generalization. The client
based solutions including more recent work such as [2, 3, 6]
perform on users’ devices and generate 𝑘 − 1 dummies in
a local manner, in which process certain side information
is adopted, for instance, the prior probability of each query
content. The trusted server in cloaking based solutions may
become a single failure if it is hacked by attackers and
it is the performance bottleneck to incur long latency to
requests. What is more, most of cloaking based solutions is
unaware of side information held by the adversary such as
the prior probability of query contents. At the same time, the
existing client based solutions provide specious 𝑘-anonymity,
since the attackers may violate the principle of 𝑘-anonymity
through rerunning of the algorithms or launching probability
inference for each of the 𝑘 query contents.

The quality of 𝑘-anonymity could be measured by the
concept of entropy borrowed from the area of information
theory. When the CPS server receives a report 𝑟 = {𝑐1, . . . , 𝑐𝑘}
consisting of 𝑘 query contents, the entropy of 𝑟 is formulated
as follows:

𝐻(𝑟) = − 𝑘∑
𝑖=1

𝑃𝑟 (𝑐𝑖 | 𝑟) log𝑃𝑟 (𝑐𝑖 | 𝑟) (1)

Note that the former formulation is slightly different
from [3]. Actually, [3] takes the prior probability 𝑃𝑟(𝑐𝑖) as an
approximation of the posterior probability 𝑃𝑟(𝑐𝑖 | 𝑟).
2.2.2. Differential Privacy. Differential privacy was firstly
introduced and applied in statistic databases, and it aims to
prevent the leakage of any individual’s information during
query processing. Generally speaking, to satisfy the notion of
differential privacy, a random algorithm should return query
results with similarly distribution for two databases differing
with just one tuple. In other words, a single modification in a
database brings a minor change to query results under the
control of differential privacy. The definition of differential
privacy is given below.

Definition 1 (differential privacy). Given 𝜖 ⩾ 0, a ran-
domized algorithm A satisfies 𝜖-differential privacy if for
all neighboring databases 𝐷 and 𝐷, 𝑃𝑟𝑜𝑏(A(𝐷) ∈ 𝑆) ⩽𝑒𝜖 × 𝑃𝑟𝑜𝑏(A(𝐷) ∈ 𝑆). Here 𝑆 ⊆ 𝑅𝑎𝑛𝑔𝑒(A). Any pair of
neighboring databases 𝐷 and𝐷 satisfies one of the following
conditions: (1) (for unbounded differential privacy) 𝐷 can be
transformed to 𝐷 with exact one insertion or deletion; (2)
(for bounded differential privacy) 𝐷 can be transformed to𝐷 with exact one modification.

The bounded differential privacy prevents distinguishing
two datasets with the same size while differing with exact
one tuple. The unbounded differential privacy prevents dis-
tinguishing two datasets which are the same except that one
of them holds exact one additional tuple.

The metric for differential privacy is the coefficient 𝜖
in Definition 1. Intuitively, a smaller 𝜖 leads to a better
privacy but larger noise in the query result, while a larger 𝜖
leads to less noise in the query result but a weaker privacy
guarantee.

3. Problem Definition

This section formulates the problem of achieving the optimal𝑘-anonymity based mechanisms for content privacy in inter-
active cyberphysical systems. Before introducing the problem
definition, we provide several definitions which interpret
indispensable concepts for our problem definition.

When a user queries a content 𝑐, the client based solution
first generates a report consisting of 𝑘 distinct query contents
and then sends the report to the CPS server for response. A
formal definition of a report is given as follows.

Definition 2 (report). Given the global set𝐶 of query contents
and an integer 𝑘 > 0, a report 𝑟 is a subset of 𝐶 with size 𝑘.
When a user queries content 𝑐, the generated report 𝑟 must
contain 𝑐; i.e., 𝑐 ∈ 𝑟. Denote the set of all the reports for the
given 𝐶 and 𝑘 by 𝑅𝑘𝐶. The set of reports containing the query
content 𝑐 is denoted by 𝑅𝐶,𝑘𝑐 .

In the rest of this paper, we focus on specified 𝐶 and 𝑘,
and we also use the notion 𝑅𝑐 (instead of 𝑅𝐶,𝑘𝑐 ) to refer to the
set of reports containing the query content 𝑐.
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For a client based solution, multiple reports could include
an identical query content 𝑐. When 𝑐 is queried, one of
these reports is submitted to the CPS server. The following
definition of reporting probability depicts the process of
selecting such a report.

Definition 3 (reporting probability). Given the global set 𝐶 of
query contents and an integer 𝑘 > 0, a reporting probability
is a function 𝑃𝑟𝑘𝐶 : 𝐶 × 𝑅𝑘𝐶 → [0, 1] satisfying the following
constraints:

(i) for any 𝑐 ∈ 𝐶 and 𝑟 ∈ 𝑅𝑐, 𝑃𝑟𝑘𝐶(𝑐, 𝑟) ≥ 0;
(ii) for any 𝑐 ∈ 𝐶, ∑𝑟∈𝑅𝑐 𝑃𝑟𝑘𝐶(𝑐, 𝑟) = 1;
(iii) for any 𝑐 ∈ 𝐶 and 𝑟 ∉ 𝑅𝑐, 𝑃𝑟𝑘𝐶(𝑐, 𝑟) = 0.
The first two constraints in the definition of reporting

probability illustrate that when querying a content 𝑐 ∈ 𝐶,
a report 𝑟 ∈ 𝑅𝑐 is selected according to the probability𝑃𝑟𝑘𝐶(𝑐, 𝑟).The third constraint specifies that a report 𝑟will not
be selected for 𝑐 if 𝑐 ∉ 𝑟.

Next we formulate a client based solution as a mechanism
in a probabilistic manner based on the concepts of report and
reporting probability.

Definition 4 (mechanism). Given the global set 𝐶 of the
query contents and an integer 𝑘 > 0, a 𝑘-anonymity based
mechanism M consists of two components including the set
of reports 𝑅𝑘𝐶 and the reporting probability 𝑃𝑟𝑘𝐶. When a user
queries content 𝑐 ∈ 𝐶, M randomly selects a report 𝑟 from𝑅𝑘𝐶 and the probability of selecting 𝑟 is 𝑃𝑟𝑘𝐶(𝑐, 𝑟).

The above definition of a 𝑘-anonymity based mecha-
nism looks speciously strange; nevertheless existing solutions
could be taken as instances of the above definition. We could
specify the reporting probability using additional parameters
in these works, for instance, the predefined prior probability
threshold 𝜎 in [2].

This paper adopts two privacy metrics to measure a
given 𝑘-anonymity based mechanism M in terms of privacy.
As formulated in the following definition, the first metric
integrates entropy measures of all the reports generated by
M.

Definition 5 (expected entropy). Given the global set 𝐶 of
query contents, an integer 𝑘 > 0 and the prior probability of
query contents as 𝑝𝑟(.), the expected entropy of mechanism
M(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶) is calculated as

𝐻𝐸 (M) = ∑
𝑟∈𝑅𝑘
𝐶

𝑃𝑟 (𝑟)𝐻 (𝑟)
= ∑
𝑟∈𝑅𝑘
𝐶

∑
𝑐∈𝑟

𝑝𝑟 (𝑐) 𝑃𝑟𝑘𝐶 (𝑐, 𝑟)∑
𝑐∈𝑟

− 𝑃𝑟 (𝑐 | 𝑟) log𝑃𝑟 (𝑐 | 𝑟) . (2)

Here 𝑃𝑟(𝑐 | 𝑟) = 𝑝𝑟(𝑐)𝑃𝑟𝑘𝐶(𝑐, 𝑟)/∑𝑖∈𝑟 𝑝𝑟(𝑖)𝑃𝑟𝑘𝐶(𝑖, 𝑟), and
it is the posterior probability of 𝑐 given report 𝑟. 𝐻𝐸(M)
measures the achieved content privacy overall by considering

all the generated reports. The probability of each report
is taken as the weight, and the entropy of each report
is integrated in the above formulation. A larger 𝐻𝐸(M)
indicates that a better content privacy is obtainedwith respect
to the concept of entropy.

The second metric incorporates the notion of 𝑘-anonym-
ity and differential privacy. It measures a mechanism with
the most distinguishable pairs of query contents in the
generated reports. The following definition formulates our
second metric named dp-coefficient.

Definition 6 (dp-coefficient). Given the global set 𝐶 of query
contents, an integer 𝑘 > 0, and the prior probability of
query contents as 𝑝𝑟(.), the dp-coefficient of mechanism
M(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶) is calculated as

𝑑𝑝𝑐 (M) = max
𝑟∈𝑅𝑘
𝐶
,𝑖,𝑗∈𝑟

ln 𝑃𝑟 (𝑖 | 𝑟)𝑃𝑟 (𝑗 | 𝑟) . (3)

Here the terms 𝑃𝑟(𝑖 | 𝑟) and 𝑃𝑟(𝑗 | 𝑟) are the posterior
probability of query contents 𝑖 and 𝑗 given a report 𝑟, and
they could be calculated in the same way as the calculation
of 𝑃𝑟(𝑐 | 𝑟) described above.

Based on the content privacy metrics, e.g., expected
entropy and differential privacy coefficient, we formulate the
problem of achieving the optimal 𝑘-anonymity for content
privacy in interactive cyberphysical systems as follows.

Problem Definition. Given the global set 𝐶 of query contents,
an integer 𝑘 > 0, and the prior probability of query contents
as 𝑝𝑟(.), compute a mechanismM(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶)with the optimal
content privacy. The optimal content privacy is achieved if𝐻𝐸(M) is maximized.𝐻𝐸(M) and 𝑑𝑝𝑐(M) depict the content privacy achieved
by M from the holistic and individual point of view, respec-
tively. Although our problemdefinition aims at the optimized
expected entropy, in the next sectionwepropose an algorithm
which achieves the optimal expected entropy and the optimal
dp-coefficient simultaneously.

4. Achieving the Optimal 𝑘-Anonymity

This section in first provides a short discuss on a näıve
solution to the problemdefined in Section 3.Thenwepropose
our Multilayer Alignment (MLA) algorithm which achieves
the optimal 𝑘-anonymity for content privacy in interactive
cyberphysical systems. MLA exhibits an attractive property
that it achieves the maximized expected entropy and the
minimized dp-coefficient simultaneously.

4.1. A Naı̈ve Solution. According to the problem definition in
Section 3, the essential challenge of establishing the optimal
mechanisms lies in building the reporting probability 𝑃𝑟𝑘𝐶 :𝐶 × 𝑅𝑘𝐶 → [0, 1]. A naı̈ve approach to achieve the optimal𝑘-anonymity is formulating the problem using nonlinear-
programming technique with linear constraints in Defini-
tion 3, and expected entropy or dp-coefficient is used as the
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optimizing objective. However, the nonlinear-programming
formulation employs ( |𝐶|

𝑘
) × |𝐶| variables each of which

stands for an entry in 𝑃𝑟𝑘𝐶. When |𝐶| grows to 100 and 𝑘 is set
to 10, there will be more than 1015 variables. Thus this näıve
approach is impractical due to its computation expense.

4.2. The Multilayer Alignment Algorithm. MLA computes
the optimal 𝑘-anonymity mechanism in two phases, namely,
(1) Segment Alignment and (2) Mechanism Initiation. The
major idea of MLA is to generate a mechanism where
query contents have as similar posterior probability as pos-
sible in each report. To accomplish this goal in a holistic
manner, Segment Alignment amortizes each query content
with large prior probability to multiple query contents with
small prior probability. What is more, the reports generated
by Mechanism Initiation have the same distribution of pos-
terior probability of the 𝑘 included query contents. Next we
introduce the two phases of MLA.

4.2.1. Segment Alignment. Given the prior probability 𝑝𝑟(.) of
query contents, MLA represents each query content 𝑐𝑖 ∈ 𝐶
using a segment 𝑠𝑖 with length |𝑠𝑖| = 𝑝𝑟(𝑐𝑖). The segments
for all the query contents are sorted in descend order, and
denote the sorted set as 𝑆𝑒𝑔 = {𝑠1, . . . , 𝑠𝑚}. Then MLA aligns
the segments onto 𝑘 layers in order. The aligning process has
two modes, i.e., aligning dominant and aligning dominated.
At the beginning of aligning, the mode of aligning dominant
is active. The number of rest layers (denoted 𝑟𝑒𝑠𝑡𝑙𝑎𝑦𝑒𝑟) is set
to 𝑘. MLA checks whether the current segment is dominant.
When aligning 𝑠𝑖, 𝑠𝑖 is dominant if the condition |𝑠𝑖| ×𝑟𝑒𝑠𝑡𝑙𝑎𝑦𝑒𝑟 > ∑𝑖≥𝑗≥𝑚 |𝑠𝑗| holds. If the current segment 𝑠𝑖 is
dominant, MLA aligns 𝑠𝑖 onto the current layer and 𝑠𝑖 takes
up the entire layer. The aligning stays in mode aligning
dominant, and segment 𝑠𝑖+1 is taken as the current segment
when the aligning continues. If the current segment 𝑠𝑖 is not
dominant, the aligning turns to mode aligning dominated.
Then MLA sets the length of each of the remaining layers
as ∑𝑖≥𝑗≥𝑚 |𝑠𝑗|/𝑟𝑒𝑠𝑡𝑙𝑎𝑦𝑒𝑟, and it aligns 𝑠𝑖, . . . , 𝑠𝑚 along the rest
layers. When aligning a segment 𝑠𝑗 and the current layer has
blank length 𝑙𝑏 less than |𝑠𝑗|, 𝑠𝑗 is divided into two parts with
lengths 𝑙𝑏 and |𝑠𝑗|−𝑙𝑏.The first part is aligned onto the current
layer, and the second part is aligned onto the beginning of the
next layer. In the mode of aligning dominated, MLA goes on
aligning all the remaining segments, and it never turns back
tomode aligning dominant. After all the remaining segments
are aligned, the first phase of MLA terminates and MLA

continues to the second phase.

Example 7. Suppose 𝐶 = {𝑐1, 𝑐2, 𝑐3, 𝑐4, 𝑐5, 𝑐6, 𝑐7} and Alice
wants to query 𝑐1 nearby, and the prior probability of each
query content at her location is given as follows: 𝑝𝑟(𝑐1) =0.4, 𝑝𝑟(𝑐2) = 0.15, 𝑝𝑟(𝑐3) = 0.15, 𝑝𝑟(𝑐4) = 0.1, 𝑝𝑟(𝑐5) =0.1, 𝑝𝑟(𝑐6) = 0.05, and 𝑝𝑟(𝑐7) = 0.05. Alice desires for 4-
anonymity (𝑘 = 4), and what is the optimal mechanism for
Alice?

Here we use the instance in Example 7 to illustrate the
process of segment aligning. There are 4 layers in the process

Layer 1

Layer 2

Layer 3

Layer 4

c1

c2 c31

c32 c4

c5 c6
c7
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0.05 0.05

0.4
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Figure 1: Segment aligning for the instance consisting of 7 query
contents in Example 7.The first layer is taken up by 𝑐1 under aligning
dominant mode, and the remaining 3 layers are taken up by 𝑐2, 𝑐3, 𝑐4,𝑐5, 𝑐6, and 𝑐7, under aligning dominatedmode. Here 𝑐𝑖𝑗means the 𝑗th
part of content 𝑖.

of aligning. The segment for 𝑐1 is aligned in mode aligning
dominant since 𝑝𝑟(𝑐1)×𝑘 > 1.The segment for the remaining
query contents is aligned in mode aligning dominated, and
each of the remaining layers is at length (1−0.4)/(4−1) = 0.2.
The aligning result is shown in Figure 1.

4.2.2.Mechanism Initiation. Denote the length of the 𝑖th layer
by 𝐿 𝑖, where 𝑖 = 1, . . . , 𝑘. The second phase of MLA first
shrinks the length of each layer, and the 𝑖th layer is shrunk
by ratio 𝐿 𝑖/𝐿𝑘.The shrinking ratio of the 𝑖th layer is recorded
as 𝑟𝑎𝑡𝑖𝑜𝑖. All the layers have the same length after shrinking.
In the next step, MLA sets a vertical line at the beginning
of each layer. Then the vertical line moves to the right until
it touches the first point on any layer at which a segment
ends.Then the scanned parts of the 𝑘 layers are packed into a
report. Denote the scanned part on the 𝑖th layer with length𝑙𝑠𝑖 ; then the probability of this report is ∑1≥𝑖≥𝑘 𝑙𝑠𝑖 × 𝑟𝑎𝑡𝑖𝑜𝑖 and
the posterior probability of the query content on the 𝑖th layer
is (𝑙𝑠𝑖 × 𝑟𝑎𝑡𝑖𝑜𝑖)/(∑1≥𝑗≥𝑘 𝑙𝑠𝑗 × 𝑟𝑎𝑡𝑖𝑜𝑗). The vertical line continues
moving to the right and MLA packs the next report when
any segment ends on a layer. The process terminates after the
vertical line moves to the end of each layer and generates the
last report. Continue with Example 7 as shown in Figure 2,
the shrinking ratios of the 4 layers are 2, 1, 1 and 1. Then a
vertical line starts moving to the right from the left end of
all the layers. It first touches the end points of 𝑐32 and 𝑐5 on
layers 3 and 4, respectively, and a report 𝑟1 = {𝑐1, 𝑐2, 𝑐3, 𝑐5}
is generated. Then it keeps moving to the right and touches
the end points of 𝑐2 and 𝑐6 on layers 2 and 4, respectively,
and report 𝑟2 = {𝑐1, 𝑐2, 𝑐4, 𝑐6} is generated. Finally, the vertical
line touches the end points of all the layers and generates the
last report 𝑟3 = {𝑐1, 𝑐3, 𝑐4, 𝑐7}. In the end, MLA generates 3
reports including 𝑟1 = {𝑐1, 𝑐2, 𝑐3, 𝑐5}, 𝑟2 = {𝑐1, 𝑐2, 𝑐4, 𝑐6}, and𝑟3 = {𝑐1, 𝑐3, 𝑐4, 𝑐7}.The reporting probability is given in Table 1.
Take 𝑐1, for instance; half of its prior probability is assigned
into report 𝑟1, and one-fourth of its prior probability is
assigned to reports 𝑟2 and 𝑟3.Thus the reporting probability of𝑐1 for reports 𝑟1, 𝑟2, and 𝑟3 is 1/2, 1/4, and 1/4, respectively, as
shown in Table 1. The reporting probability of other contents
could be calculated in the same manner.
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(b) Mechanism initiation

Figure 2: The first layer is shrunk by ratio of 2, and remaining layers keep unchanged. Mechanism initiation produces three reports 𝑟1 ={𝑐1, 𝑐2, 𝑐3, 𝑐5}, 𝑟2 = {𝑐1, 𝑐2, 𝑐4, 𝑐6}, and 𝑟3 = {𝑐1, 𝑐3, 𝑐4, 𝑐7}. When querying 𝑐1, the mechanism adopts reporting distribution 𝑃𝑟(𝑟1 | 𝑐1) = 0.5,𝑃𝑟(𝑟2 | 𝑐1) = 0.25 and 𝑃𝑟(𝑟3 | 𝑐1) = 0.25.

Table 1: The reporting probability for Example 7.

Content / Report 𝑟1 𝑟2 𝑟3𝑐1 1/2 1/4 1/4𝑐2 2/3 1/3 0𝑐3 2/3 0 1/3𝑐4 0 1/2 1/2𝑐5 1 0 0𝑐6 0 1 0𝑐7 0 0 1

The pseudocode of the Multilayer Alignment algorithm
is shown in Algorithm 1. In the beginning, MLA sorts the
query contents in 𝐶 according to their prior probability
in descending order (line 1). Then it initiates necessary
structures and variables. 𝐿1, . . . , 𝐿𝑘 stores the alignment of𝑘 layers (lines 2-3). Variable 𝑙𝑐𝑢𝑠𝑜𝑟 indicates the layer being
processed (line 4), and 𝑖𝑠𝐷𝑜𝑚𝑖𝑛𝑎𝑛𝑡 indicates whether the
alignment is under aligning dominant mode (line 5). Variable𝑝𝑎𝑟𝑡𝑖𝑎𝑙 indicates how much prior probability of the current
query content is taken up by the last layer while 𝑎V𝑒𝑟𝑎𝑔𝑒
indicates the length of each layer processed in dominated
mode, and they are initiated in line 6. Array 𝐿𝑒𝑛 keeping
the lengths of 𝑘 layers is initiated in line 7. The loop in lines
8-28 aligns query contents in 𝐶 in order onto 𝑘 layers. The
aligning mode is set dominant in line 5 before processing the
first query content. Under aligning dominant mode, MLA

checks whether 𝑐𝑖 should be aligned under aligning dominant
mode. If the answer is yes, a segment for 𝑐𝑖 is created with
length 𝑝𝑟(𝑐𝑖) and it is added to the list 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟 for the current
layer. Here the constructor of segment specifies the label
and the length for a segment. Then the alignment of 𝑐𝑖 and
the current layer terminates (lines 10-12). If 𝑐𝑖 should not be
aligned under aligning dominant mode, MLA turns to the
mode of aligning dominated and calculates the length of each
of the remaining layers as 𝑎V𝑒𝑟𝑎𝑔𝑒 (lines 13-15). In aligning
dominated mode, MLA executes the code in lines 16-28.
If 𝑐𝑖 could be entirely aligned onto the current layer (line
16), MLA creates a segment for 𝑐𝑖 with length 𝑝𝑟(𝑐𝑖), and adds
it to list 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟 (line 17). The length of the current layer and

𝑝𝑎𝑟𝑡𝑖𝑎𝑙 are updated (lines 18-19). If the current layer does not
have sufficient space to hold 𝑐𝑖, 𝑐𝑖 is split into two segments.
Lines 21-23 align the first segment onto the current layer,
and lines 26-28 align the second segment onto the next layer.
Lines 24-25 deal with a special case where 𝑐𝑖 exactly uses up
the space of the current layer. By here the Segment Alignment
terminates and the MLA goes to the phase of Mechanism
Initiation. It packs the heads of 𝑘 lists 𝐿 𝑖 into a report 𝑟 (lines
30-31). Then MLA determines the movement length ratio of
the vertical line to the right as 𝑠𝑡𝑒𝑝 (line 32). The reporting
probability related to the current report is calculated in line
35. For each layer, MLA updates the length of the head. If the
head of a layer is entirely packed into a report, it is popped
from the list (lines 36-39).

The computation cost of MLA consists of three parts,
sorting 𝐶 and initiating variables, Segment Alignment, and
Mechanism Initiation. The first part costs 𝑂(|𝐶| log |𝐶|).
Segment Alignment costs 𝑂(𝑘 + |𝐶|) since at most 𝑘 + |𝐶|
segments are aligned, and each alignment costs a constant
time. Mechanism Initiation costs 𝑂(𝑘(𝑘 + |𝐶|)) which is
dominated by packing at most 𝑘 + |𝐶| reports (each packing
costs𝑂(𝑘)) and calculating at most 𝑘(𝑘 + |𝐶|) entries for 𝑃𝑟𝑘𝐶.
In practice, 𝑘 should be set smaller than |𝐶|. The total cost
of MLA is 𝑂(|𝐶| log |𝐶| + 𝑘|𝐶|).
5. Properties of MLA Algorithm

This section formally proves that MLA achieves the optimal
expected entropy and the optimal dp-coefficient simulta-
neously. We first introduce some concepts which build
necessary foundation for our formal proof.

Definition 8 (dominant content). Given the global set 𝐶 of
query contents, an integer 𝑘 > 0, and the prior probability𝑝𝑟(.), ∀𝑐 ∈ 𝐶, let dom(𝑐) be the number of query contents
larger than 𝑐. A query content 𝑐 ∈ 𝐶 is a dominant content iff
the following conditions hold:

(i) dom(𝑐) < 𝑘;
(ii) ∑𝑝𝑟(𝑐)≤𝑝𝑟(𝑐) 𝑝𝑟(𝑐) ≤ 𝑝𝑟(𝑐)(𝑘 − dom(𝑐)).
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Input: query content set 𝐶, integer 𝑘 < |𝐼|, the prior probability 𝑝𝑟(.) of query content
Output: the reporting probability 𝑃𝑟𝑘𝐶

1 sort 𝐶 according to 𝑝𝑟(.) in descend order;
2 for 1 ≤ 𝑖 ≤ 𝑘 do
3 initiate a list 𝐿 𝑖;
4 𝑙𝑐𝑢𝑠𝑜𝑟 = 1;
5 𝑖𝑠𝐷𝑜𝑚𝑖𝑛𝑎𝑛𝑡 = 𝑡𝑟𝑢𝑒;
6 𝑝𝑎𝑟𝑡𝑖𝑎𝑙, 𝑎V𝑒𝑟𝑎𝑔𝑒 = 0;
7 initiate an integer array 𝐿𝑒𝑛 with 𝑘 values of 0;
8 for 1 ≤ 𝑖 ≤ |𝐶| do
9 if 𝑖𝑠𝐷𝑜𝑚𝑖𝑛𝑎𝑛𝑡 then
10 if 𝑝𝑟(𝑐𝑖) ≥ 𝑠𝑢𝑚𝑝𝑟/(𝑘 + 1 − 𝑙𝑐𝑢𝑠𝑜𝑟) then
11 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟++ .𝑎𝑑𝑑(new Segment(𝑖, 𝑝𝑟(𝑐𝑖)));
12 continue;
13 else
14 𝑖𝑠𝐷𝑜𝑚𝑖𝑛𝑎𝑛𝑡 = 𝑓𝑎𝑙𝑠𝑒;
15 𝑎V𝑒𝑟𝑎𝑔𝑒 = ∑𝑖≤𝑗≤|𝐶| 𝑝𝑟(𝑐𝑗)/(𝑘 + 1 − 𝑙𝑐𝑢𝑠𝑜𝑟);
16 if 𝑝𝑟(𝑐𝑖) − 𝑝𝑎𝑟𝑡𝑖𝑎𝑙 < 𝑎V𝑒𝑟𝑎𝑔𝑒 − 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟] then
17 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟 .𝑎𝑑𝑑(new Segment(𝑖, 𝑝𝑟(𝑐𝑖) − 𝑝𝑎𝑟𝑡𝑖𝑎𝑙));
18 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟] = 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟] + 𝑝𝑟(𝑐𝑖);
19 𝑝𝑎𝑟𝑡𝑖𝑎𝑙 = 0;
20 else
21 𝑠𝑒𝑔 = new Segment(𝑖, 𝑎V𝑒𝑟𝑎𝑔𝑒 − 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟]);
22 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟 .𝑎𝑑𝑑(𝑠𝑒𝑔));
23 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟 + +] = 𝑎V𝑒𝑟𝑎𝑔𝑒;
24 if 𝑠𝑒𝑔.𝑙𝑒𝑛𝑔𝑡ℎ == 𝑝𝑟(𝑐𝑖) then
25 continue;
26 𝑠𝑒𝑔 = new Segment(𝑖, 𝑝𝑟(𝑐𝑖) − 𝑠𝑒𝑔.𝑙𝑒𝑛𝑔𝑡ℎ);
27 𝐿 𝑙𝑐𝑢𝑠𝑜𝑟 .𝑎𝑑𝑑(𝑠𝑒𝑔);
28 𝐿𝑒𝑛[𝑙𝑐𝑢𝑠𝑜𝑟] = 𝑠𝑒𝑔.𝑙𝑒𝑛𝑔𝑡ℎ;
29 while 𝐿1 ̸= ⌀ do
30 initiate a report 𝑟;
31 add the heads of 𝐿1, . . . , 𝐿𝑘 to 𝑟;
32 𝑠𝑡𝑒𝑝 = min1≤𝑖≤𝑘 (𝐿 𝑖.ℎ𝑒𝑎𝑑.𝑙𝑒𝑛𝑔𝑡ℎ/𝐿𝑒𝑛[𝑖]);
33 for 1 ≤ 𝑖 ≤ 𝑘 do
34 𝑗 = 𝐿 𝑖.ℎ𝑒𝑎𝑑.𝑙𝑎𝑏𝑒𝑙;
35 𝑃𝑟𝑘𝐶(𝑐𝑗, 𝑟) = (𝑠𝑡𝑒𝑝 × 𝐿𝑒𝑛[𝑖])/𝑝𝑟(𝑐𝑗);
36 if 𝐿 𝑖.ℎ𝑒𝑎𝑑.𝑙𝑒𝑛𝑔𝑡ℎ == 𝑠𝑡𝑒𝑝 × 𝐿𝑒𝑛[𝑖] then
37 𝐿 𝑖.𝑝𝑜𝑝();
38 else
39 𝐿 𝑖.ℎ𝑒𝑎𝑑.𝑙𝑒𝑛𝑔𝑡ℎ− = 𝑠𝑡𝑒𝑝 × 𝐿𝑒𝑛[𝑖];
40 return 𝑃𝑟𝑘𝐶;

Algorithm 1:Multilayer Alignment.

Definition 9 (dominated content). Given the global set 𝐶 of
query contents, an integer 𝑘 > 0, and the prior probability𝑝𝑟(.), 𝑐 ∈ 𝐶 is a dominated content, not a dominant content.

According to the process of segment alignment in MLA,
each dominant content takes up an entire layer. If there are
remaining layers, the dominated contents take up these layers
and none of them take up an entire layer. In the rest of
this paper, we use dominant layer and dominated layer to
denote a layer taken up by a dominant content or dominated
contents, respectively. Recall the instance in Figure 1; 𝑐1 is
a dominant content and layer 1 is a dominant layer. Query
contents 𝑐2, . . . , 𝑐7 are dominated contents and layers 2, 3, and
4 are dominated layers.

Definition 10 (layering strategy). Given the global set 𝐶 of
the query contents, an integer 𝑘 > 0, the prior probability𝑝𝑟(.) of query contents, and a reporting probability 𝑃𝑟𝑘𝐶, let
the query contents in each report be permuted arbitrarily and
denote the 𝑖th query content of report 𝑟 by 𝑐𝑟𝑖 . A layering
strategy induced by M is a 𝑘 dimensional vector, whose𝑖th component is calculated as ∑𝑟∈𝑅𝑘

𝐶

𝑃𝑟𝑘𝐶(𝑐𝑟𝑖 , 𝑟)𝑝𝑟(𝑐𝑟𝑖 ). When
query contents are sorted by the value of 𝑃𝑟𝑘𝐶(𝑐, 𝑟)𝑝𝑟(𝑐) in
descend order, the standard layering strategy is induced.

According to the above definition of layering strategy,
a mechanism has multiple layering strategies. Intuitively,
a mechanism assigns the prior probability of each query
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content to one ormultiple reports. A report 𝑟 contains 𝑘 parts
from distinct query contents, and they can be viewed as 𝑘
segments on 𝑘 layers. When query contents in each report
are permuted, we can build 𝑘 layers by connecting all the
segments on the same layer from different reports together.
To this end, we call the 𝑘 dimensional vector a layering
strategy. Next we define the entropy of a layering strategy.

Definition 11 (entropy of layering strategy). Given a layering
strategy 𝑙𝑠 = {V1, . . . , V𝑘}, the entropy of 𝑙𝑠 is calculated as𝐻(𝑙𝑠) = −∑1≤𝑖≤𝑘 V𝑖 log V𝑖.
Lemma 12. Given a mechanism M(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶), let 𝑙𝑠 be any
induced layering strategy ofM; then𝐻𝐸(M) ≤ 𝐻(𝑙𝑠).
Proof. Suppose the query contents in each report of 𝑀 are
arbitrarily sorted, and we get an induced layering strategy𝑙𝑠 = {V1, . . . , V𝑘}. Denote the set of reports with posterior
probability larger than 0 by 𝑅 = {𝑟1, . . . , 𝑟𝑚}, and 𝑐𝑖,𝑗 is the𝑗th query content of report 𝑟𝑖 in the process of inducing 𝑙𝑠.
For 1 ≤ 𝑗 ≤ 𝑘, we have the following equation:

V𝑗 = ∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑐𝑖,𝑗) 𝑃𝑟 (𝑟𝑖 | 𝑐𝑖,𝑗)
= ∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖) .
∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑟𝑖) = 1.
(4)

By applying the log-sum inequality [7] (adopted in the last
but one line in the below), we have the following condition:

𝐻𝐸 (𝑀) = ∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑟𝑖)𝐻 (𝑟𝑖)
= − ∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑟𝑖) ∑
1≤𝑗≤𝑘

𝑃𝑟 (𝑐𝑖,𝑗 | 𝑟𝑖) log𝑃𝑟 (𝑐𝑖,𝑗 | 𝑟𝑖)

= − ∑
1≤𝑖≤𝑚

∑
1≤𝑗≤𝑘

𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖) log 𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖)𝑃𝑟 (𝑟𝑖)
= − ∑
1≤𝑗≤𝑘

∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖) log 𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖)𝑃𝑟 (𝑟𝑖)
≤ ∑
1≤𝑗≤𝑘

( ∑
1≤𝑖≤𝑚

𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖))(log ∑1≤𝑖≤𝑚 𝑃𝑟 (𝑐𝑖,𝑗𝑟𝑖)∑1≤𝑖≤𝑚 𝑃𝑟 (𝑟𝑖) )
= − ∑
1≤𝑗≤𝑘

V𝑗 log V𝑗 = 𝐻 (𝑙𝑠)

(5)

So we prove that𝐻𝐸(𝑀) ≤ 𝐻(𝑙𝑠).
Lemma 13. Given a mechanism M(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶) generated
by MLA, 𝑙𝑠 is the standard layering strategy of M and M

is an arbitrary mechanism; then M has at least one induced
layering strategy 𝑙𝑠 satisfying the fact that𝐻(𝑙𝑠) ≥ 𝐻(𝑙𝑠).

Proof. Given the mechanismM produced by MLA together
with its standard layering strategy 𝑙𝑠, we prove Lemma 13 by
conducting an induced layering strategy 𝑙𝑠 for an arbitrary
mechanism M, so that 𝐻(𝑙𝑠) ≥ 𝐻(𝑙𝑠). To this end, we sort
the query contents in each report ofM as follows.

For each report 𝑟 ofM, we iterate all the query contents.
For a query content 𝑐, if it is a dominating query content
determined by MLA and its order in 𝑙𝑠 is 𝑜𝑙𝑠(𝑐), we set the
order of 𝑐 in 𝑟 by 𝑜𝑙𝑠(𝑐). After arranging all the dominating
query contents, we sort the rest of query contents in 𝑟 by𝑝𝑟(𝑐) × 𝑃𝑟(𝑟 | 𝑐) in descend order and then fill the blanks in
the ordering of 𝑟. In this way we conduct an inducing layering
strategy 𝑙𝑠 of M, and in the following we are to prove that𝐻(𝑙𝑠) ≥ 𝐻(𝑙𝑠).

Let 𝑛𝑑𝑜𝑚 be the number of dominant layers in 𝑙𝑠, and we
first investigate the first 𝑛𝑑𝑜𝑚 layers of 𝑙𝑠. For each dominant
content on the 𝑗th layer of 𝑙𝑠, it is also aligned only on the𝑗th layer of 𝑙𝑠. At the same time, on the 𝑗th layer of 𝑙𝑠
there are possibly dominated contents. So we get that for each
dominant layer the length of 𝑙𝑠 is no smaller than that of 𝑙𝑠,
i.e., 𝑙𝑠.V𝑗 ≥ 𝑙𝑠.V𝑗, 1 ≤ 𝑗 ≤ 𝑛𝑑𝑜𝑚. As a consequence, the total
length of dominated layers in 𝑙𝑠 is no larger than that of 𝑙𝑠 if𝑛𝑑𝑜𝑚 < 𝑘; i.e.,∑𝑛𝑑𝑜𝑚≤𝑗≤𝑘 𝑙𝑠.V𝑗 ≤ ∑𝑛𝑑𝑜𝑚≤𝑗≤𝑘 𝑙𝑠.V𝑗.

Here we turn to a necessary observation of modifying
a layering strategy at two layers with increased entropy.
Suppose 𝑙𝑠 is an arbitrary layering strategy, and its values
on layer 𝑗 and layer ℎ are different. With no loss of generality,
assume 𝑙𝑠.V𝑗 > 𝑙𝑠.Vℎ. Then we move a length of 𝑙 from layer𝑗 to layer ℎ; here 0 < 𝑙 < 2(𝑙𝑠.V𝑗 − 𝑙𝑠.Vℎ). It is easy to see that
the entropy of the modified layering strategy is larger than
the entropy of 𝑙𝑠. Next we transform 𝑙𝑠 to 𝑙𝑠 with a series
of modifications of the above type between two layers with
different lengths.

The transform includes two phases. In the first phase,𝑙𝑠 make the dominated layers (here the dominated layers
and dominant layers are determined by 𝑙𝑠) have the same
length. Let 𝑙𝑑𝑡𝑑𝑎V𝑔 be the average length of dominated layers
for 𝑙𝑠. We repeat the below modification. Each time we pick
the dominated layer with smallest length and largest length,
and move the length from longer to the shorter until either
one of them reaches 𝑙𝑑𝑡𝑑𝑎V𝑔. Then the number of layers with
length 𝑙𝑑𝑡𝑑𝑎V𝑔 increases by at least one. After at most 𝑘 − 𝑛𝑑𝑜𝑚
modifications, phase 1 terminates. And each modification
make the entropy of 𝑙𝑠 increase. If the dominated layers of 𝑙𝑠
have the same length at the beginning of phase 1, its entropy
remains unchanged.

In phase 2, we investigate each of the first 𝑛𝑑𝑜𝑚 layers.
For a layer 𝑗 ≤ 𝑛𝑑𝑜𝑚, let the 𝑗th dominant content of MLA

be 𝑐𝑑𝑜𝑚𝑗 . Then we remove a length of 𝑙𝑠.V𝑗 − 𝑝𝑟(𝑐𝑑𝑜𝑚𝑗 )
and distribute it evenly to dominated layers. After that, the
length of each dominated layers for 𝑙𝑠 is no larger than
that of 𝑙𝑠 (denoted 𝑙𝑑𝑡𝑑). Meanwhile, the remaining length𝑝𝑟(𝑐𝑑𝑜𝑚𝑗 ) of layer 𝑗 is larger than 𝑙𝑑𝑡𝑑. According to the
observation above, each modification of phase 2 will increase
the entropy of 𝑙𝑠. After at most 𝑛𝑑𝑜𝑚 modifications, 𝑙𝑠 will
be transformed to 𝑙𝑠, and each modification will not decrease
the entropy.
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Combining phase 1 and phase 2, we conduct a trans-
formation from an induced layering strategy 𝑙𝑠 of an
arbitrary mechanism to 𝑙𝑠, which is an induced layering
strategy of the mechanism produced by MLA. Each step of
the conducted transformation will increase the entropy or
keep the entropy unchanged, so we prove that 𝐻(𝑙𝑠) ≤𝐻(𝑙𝑠).
Lemma 14. Given a mechanism M(𝑅𝑘𝐶, 𝑃𝑟𝑘𝐶) generated
by MLA, and 𝑙𝑠 is the standard layering strategy of M, then𝐻𝐸(M) = 𝐻(𝑙𝑠).
Proof. The standard layering strategy of M restores the
result of segment alignment in the process of MLA.
Let 𝐿1, . . . 𝐿𝑘 be the lengths of the 𝑘 generated lay-
ers. Due to the shrinking process of MLA, the initiated
reports have the same ratios between pairs of correspond-
ing query contents on two given layers. Thus the stan-
dard layering strategy 𝑙𝑠 of M could be calculated as𝑙𝑠 = {𝐿1/∑1≤𝑗≤𝑘 𝐿𝑗, 𝐿2/∑1≤𝑗≤𝑘 𝐿𝑗, . . . 𝐿𝑘/∑1≤𝑗≤𝑘 𝐿𝑗}. For
each produced report 𝑟𝑖 in the process of inducing 𝑙𝑠, we
use 𝑐𝑖,𝑗 to denote the 𝑗th query content in 𝑟𝑖. Then we have𝑃𝑟(𝑐𝑖,𝑗)𝑃𝑟(𝑟 | 𝑐𝑖,𝑗)/𝑃𝑟(𝑐𝑖,𝑗)𝑃𝑟(𝑟 | 𝑐𝑖,𝑗) = 𝐿𝑗/𝐿𝑗, for 1 ≤ 𝑗, 𝑗 ≤𝑘. So we can get that the entropy of each report 𝑟𝑖 equals the
entropy of 𝑙𝑠. As a consequence the expected entropy of M
can be calculated as follows:

𝐻𝐸 (M) = ∑
𝑟∈M.𝑅

𝑃𝑟 (𝑟)𝐻 (𝑟) = ∑
𝑟∈M.𝑅

𝑃𝑟 (𝑟)𝐻 (𝑙𝑠)
= 𝐻 (𝑙𝑠) .

(6)

So we prove that𝐻𝐸(M) = 𝐻(𝑙𝑠).
Lemmas 12, 13, and 14 illustrate the relationship between

the expected entropy achieved by MLA and the entropy of
induced layering strategies of any other mechanisms. Based
on these facts, we get the following theorem.

Theorem 15. MLA achieves the optimal expected entropy.

Proof. According to Lemma 14, the mechanismM produced
by MLA achieves the expected entropy of 𝐻(𝑙𝑠), where 𝑙𝑠 is
the standard induced layering strategy of M. Assume M

is an arbitrary mechanism, and it has at least on induced
layering strategy 𝑙𝑠 so that 𝐻(𝑙𝑠) ≤ 𝐻(𝑙𝑠) due to Lemma 13.
At the same time,𝐻𝐸(M) ≤ 𝐻(𝑙𝑠) according to Lemma 12.
Then we have 𝐻𝐸(M) ≥ 𝐻𝐸(M), so we prove that MLA

achieves the optimal expected entropy throughM.

Theorem 16. MLA achieves the optimal dp-coefficient.

Proof. Given the mechanism M produced by MLA together
with its standard layering strategy 𝑙𝑠, we conduct an induced
layering strategy 𝑙𝑠 for an arbitrary mechanism M in the
same way as the proof of Lemma 13. We sort the query
contents in each report of M as follows. For each report 𝑟
of M, we traverse its query contents. For a query content𝑐, if it is a dominated content determined by MLA and its
order in 𝑙𝑠 is 𝑜𝑙𝑠(𝑐), we set the order of 𝑐 in 𝑟 by 𝑜𝑙𝑠(𝑐). After

arranging all the dominating query contents, we sort the rest
of query contents in 𝑟 by 𝑝𝑟(𝑐) × 𝑃𝑟(𝑟 | 𝑐) in descend order,
and then fill the blanks in the ordering of 𝑟. The first layer
of 𝑙𝑠 only contains the first dominant content; however the
first layer of 𝑙𝑠 not only contains the first dominant content
entirely but also possibly dominated contents. So we have𝑙𝑠.V1 ≤ 𝑙𝑠.V1. On the other hand, we know that the total
length of dominated layers in 𝑙𝑠 is no smaller than that of 𝑙𝑠.
At the same time, each dominated layer has the same length
in 𝑙𝑠 while the 𝑘th layer in 𝑙𝑠 has the smallest length. Then
we have 𝑙𝑠.V𝑘 ≥ 𝑙𝑠.V𝑘. In M the dp-coefficient is actually
ln(𝑙𝑠.V1/𝑙𝑠.V𝑘). Denote the set of reports produced by M by
M.𝑅𝑘𝐶 = {𝑟1, . . . , 𝑟𝑚}, and let 𝑐𝑖,𝑗 be the 𝑗th query content
in report 𝑟𝑖, 1 ≤ 𝑖 ≤ 𝑚 and 1 ≤ 𝑗 ≤ 𝑘. Then we have∑1≤𝑖≤𝑚 𝑃𝑟(𝑐𝑖,1)𝑃𝑟(𝑟𝑖 | 𝑐𝑖,1) = 𝑙𝑠.V1 and ∑1≤𝑖≤𝑚 𝑃𝑟(𝑐𝑖,𝑘)𝑃𝑟(𝑟𝑖 |𝑐𝑖,𝑘) = 𝑙𝑠.V𝑘. Thus max1≤𝑖≤𝑚(𝑃𝑟(𝑐𝑖,1 | 𝑟)/𝑃𝑟(𝑐𝑖,𝑘 | 𝑟)) =𝑃𝑟(𝑐𝑖,1)𝑃𝑟(𝑟 | 𝑐𝑖,1)/𝑃𝑟(𝑐𝑖,𝑘)𝑃𝑟(𝑟 | 𝑐𝑖,𝑘) ≥ 𝑙𝑠.V1/𝑙𝑠.V𝑘. The
dp-coefficient achieved by M is ln(𝑃𝑟(𝑐𝑖,1 | 𝑟)/𝑃𝑟(𝑐𝑖,𝑘 |𝑟)) ≥ ln(𝑙𝑠.V1/𝑙𝑠.V𝑘). Since we have got that 𝑙𝑠.V1 ≤𝑙𝑠.V1 and 𝑙𝑠.V𝑘 ≥ 𝑙𝑠.V𝑘, we conclude that ln(𝑙𝑠.V1/𝑙𝑠.V𝑘) ≤
ln(𝑙𝑠.V1/𝑙𝑠.V𝑘) ≤ ln(𝑃𝑟(𝑐𝑖,1 | 𝑟)/𝑃𝑟(𝑐𝑖,𝑘 | 𝑟)). That is to say
the dp-coefficient of M is no larger than that of an arbitrary
mechanismM. So we prove that MLA achieves the optimal
dp-coefficient throughM.

6. Evaluation

This section evaluates the performance of our pro-
posed MLA algorithm based on three real-life datasets,
and evaluation results report the comparison between MLA

and three existing approaches including𝑀𝐸𝐸,𝑀𝐸𝑅 [8], and𝐷𝐿𝑆 [3].
6.1. Evaluation Setting

Datasets. To obtain the prior probability of query contents,
we employ three real-life datasets including 𝑇𝑋 and 𝐶𝐴 from
[9] and 𝑃𝑂𝐼𝑠 from [10]. 𝑇𝑋 and 𝐶𝐴 contains street objects
in the state of Texas and California. Each object is labeled
with a coordinate and a set of keywords. 𝑃𝑂𝐼𝑠 contains
worldwide coordinates and geotags. We use the coordinates
as locations, and take the keywords and geotags as query
contents. We divide 𝑇𝑋, 𝐶𝐴, and 𝑃𝑂𝐼𝑠 into 8𝑘𝑚 × 8𝑘𝑚
regions and calculate a prior distribution of query contents
for each region. Given the number of query contents |𝐶|,
we pick query contents with top-|𝐶| frequency and they are
used to compute the prior probability. In 𝑇𝑋 and 𝐶𝐴, some
keywords such as city name and state name are removed since
they dominate the frequency but provide no meanings. For
each dataset, the average measures of its regions are reported
in the evaluation results. The details of 𝑇𝑋, 𝐶𝐴, and 𝑃𝑂𝐼𝑠 are
introduced in Table 2.

Testbed. We implement our proposed MLA and competitors
including 𝑀𝐸𝐸, 𝑀𝐸𝑅, and 𝐷𝐿𝑆 in Java language. The JDK
version is jdk1.8.0 151. All of the evaluation is conducted on
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Table 2: Details of datasets in evaluation.

Name Description Original/Preprocessed Size Number of Words
𝑇𝑋 street objects in Texas 14182368/557918 64934𝐶𝐴 street objects in California 13820481/559349 70584𝑃𝑂𝐼𝑠 POIs worldwide 1157570/1157570 585626

DLS
MLA

MEE
MER

0

0.5

1

1.5

2

2.5

3

3.5

4

Ex
pe

ct
ed

 E
nt

ro
py

5 15 20 2510

k

(a) CA dataset

DLS
MLA

MEE
MER

5 15 20 2510

k

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

Ex
pe

ct
ed

 E
nt

ro
py

(b) TX dataset

DLS
MLA

MEE
MER

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

Ex
pe

ct
ed

 E
nt

ro
py

5 15 20 2510

k

(c) POIs dataset

Figure 3: Expected entropy versus parameter 𝑘.

a PC-machine with i7-7700 CPU, 8GB memory, and 1TB
7200rpmHard Disk.

Query Generation. For each prior distribution obtained for
a region, we generate 1000 queries, which follows the prior
distribution, to test 𝐷𝐿𝑆. The internal loop times is set to
50 as in [3]. For MLA, 𝑀𝐸𝐸, and 𝑀𝐸𝑅 we directly evaluate
the privacy measures using the mechanism obtained for each
prior distribution.

Privacy Measures. We employ three privacy measures to
evaluate content privacy achieved by MLA and its competi-
tors. These privacy measures are (1) expected entropy; (2)
dp-coefficient; and (3) effective k. Expected entropy and dp-
coefficient are introduced in Section 3. Effective k measures
the number of query contents whose posterior probability is
positive, and it measures the uncertainty of the reports in a
mechanism.

Parameters. We test the effects of two parameters on the
privacy measures we employ. These parameters include the
number of query content in a report (denoted 𝑘) and the
number of query contents in the global set 𝐶 (denoted 𝑁).
In the following evaluation 𝑘 is set to 5, 10, 15, 20, and 25 and
its default value is 10. Parameter𝑁 is set to 50, 60, 70, 80, 90,
and 100 and its default value is 80.

6.2. Evaluation Results. Figures 3 and 4 depict the expected
entropy achieved by MLA and its competitors. We first
study the effects of parameter 𝑘 on the expected entropy
in Figure 3. Here the total number of query contents in

𝐶 is set to 80 and 𝑘 is increased from 5 to 25. As shown
in Figure 3, our proposed MLA achieves the best expected
entropy in the real-life datasets of 𝑇𝑋, 𝐶𝐴, and 𝑃𝑂𝐼𝑠. This
is consistent with the fact that MLA achieves the optimal
expected entropy. The achieved expected entropy of MLA

and its competitors grows with parameter 𝑘, since a larger𝑘 improves the uncertainty of reports in a mechanism. In
the more skewed dataset, i.e., 𝐶𝐴, MLA outperforms 𝑀𝐸𝐸
and 𝑀𝐸𝑅 in larger degree than that of the case in datasets
of 𝑇𝑋 and 𝑃𝑂𝐼𝑠. The reason is that MLA splits larger prior
probability of query contents into a larger number of reports;
thus it is more suitable to deal with skewed prior distribution
of query contents. On the other hand, in𝑀𝐸𝐸,𝑀𝐸𝑅 and𝐷𝐿𝑆
(approximately) keep the ratio of posterior probability for two
query contents the same as that of their prior probability.
Compared to the datasets of 𝑇𝑋 and 𝑃𝑂𝐼𝑠, the expected
entropy achieved in 𝐶𝐴 is smaller correspondingly, since
more skewed distribution of query content prior probability
decreases the optimal expected entropy.

Figure 4 presents the achieved expected entropy when
parameter 𝑁 grows from 50 to 100 while 𝑘 is fixed at10. MLA again outperforms its competitors in terms of
expected entropy. When 𝑁 grows, the expected entropy
of MLA, 𝑀𝐸𝐸, and 𝑀𝐸𝑅 slightly increases while 𝐷𝐿𝑆 gets
decreasing expected entropy. The reason is that increased 𝑁
brings a relief to the skewness of prior distribution of query
contents, so MLA, 𝑀𝐸𝐸, and 𝑀𝐸𝑅 achieve better expected
entropy. However, due to the process of 𝐷𝐿𝑆, querying top
frequent contents will make fewer query contents in reports
eliminated. When an increasing 𝑁 relieves the effects of top
frequent contents, more query contents in reports of𝐷𝐿𝑆 get
eliminated. Consistentwithwhat is shown in Figure 3, a larger
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Figure 4: Expected entropy versus parameter𝑁.
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Figure 5: dp-coefficient versus parameter 𝑘.

improvement is obtained in 𝐶𝐴 when we compare MLA

with 𝑀𝐸𝐸 and 𝑀𝐸𝑅. Meanwhile, better expected entropy is
achieved inmore uniformdatasets of𝑇𝑋 and𝑃𝑂𝐼𝑠 compared
to 𝐶𝐴.

Next we investigate the dp-coefficient of MLA and its
competitors. The privacy measure of dp-coefficient depicts
the uncertainty of reports in a mechanism. A smaller dp-
coefficient means that it is more difficult for the adversary
to eliminate a query content from any report. The effects
of parameter 𝑘 on dp-coefficient is studied in Figure 5. We
fix parameter 𝑁 at 80 and increase 𝑘 from 5 to 25. In all
the datasets, MLA achieves significantly better dp-coefficient
compared to 𝑀𝐸𝐸, 𝑀𝐸𝑅, and 𝐷𝐿𝑆. When 𝑘 increases, the
dp-coefficient of all the algorithms grows, since more query
contents are packed into the same report. In more skewed
dataset, 𝐶𝐴, a larger dp-coefficient is obtained. The skewness
increases the difference of prior probability for query contents
in the same report. In datasets 𝑇𝑋 and 𝑃𝑂𝐼𝑠, very small dp-
coefficient is achieved when 𝑘 is set to 5 to 10. For other cases

of 𝑘, the dp-coefficient is almost always smaller than 1, and
this means very good uncertainty among query contents in
any reports. On the other hand,𝑀𝐸𝐸,𝑀𝐸𝑅, and 𝐷𝐿𝑆 suffer
a larger dp-coefficient around 4 and 2 in different datasets,
respectively.

The effects of parameter 𝑁 on dp-coefficient are investi-
gated in Figure 6. When we fix 𝑘 at 10 and increase 𝑁 from
50 to 100, 𝑀𝐸𝐸, 𝑀𝐸𝑅, and 𝐷𝐿𝑆 produce nearly constant
dp-coefficient. The dp-coefficient of 𝑀𝐸𝐸, 𝑀𝐸𝑅, and 𝐷𝐿𝑆
in 𝐶𝐴 is larger than 2.5, while a dp-coefficient around
1.5 is obtained for datasets of 𝑇𝑋 and 𝑃𝑂𝐼𝑠. In contrast,
the dp-coefficient of MLA decreases when 𝑁 grows, since
larger 𝑁 brings relief to the skewness of prior distribution.
In 𝐶𝐴, MLA achieves dp-coefficient smaller than 1.5. For
more uniform datasets of 𝑇𝑋 and 𝑃𝑂𝐼𝑠, MLA produces
very small dp-coefficients. It obtains ideal dp-coefficient
with 0 for 𝑇𝑋 dataset, and the dp-coefficient for 𝑃𝑂𝐼𝑠 is
also very close to 0. This brings significant difficulty to the
adversary to infer the actual query content from any report
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of MLA. Generally speaking, MLA achieves much better
dp-coefficient compared to 𝑀𝐸𝐸, 𝑀𝐸𝑅, and 𝐷𝐿𝑆, and it is
able to produce dp-coefficient close to 0 for more uniform
datasets.

Finally we test effective k of MLA and its competitors
in Figure 7. Given the value of 𝑘 and 𝑁, the same effective
k is obtained for different datasets, so we report the effects
of parameter 𝑁 and parameter 𝑘 on effective k in Figures
7(a) and 7(b), respectively (not for each dataset individually).
As shown in Figure 7, MLA, 𝑀𝐸𝐸, and 𝑀𝐸𝑅 achieve the
optimal effective k with the value of 𝑘. In contrast, 𝐷𝐿𝑆
provides smaller effective k than the value of 𝑘.This illustrates
the effectiveness of MLA,𝑀𝐸𝐸, and𝑀𝐸𝑅with regard to the
disability of eliminating any query contents from each report.
We argue that an effective 𝑘-anonymity mechanism should
provide effective k with the value of 𝑘.

In summary, MLA achieves the best privacy measures
of expected entropy, dp-coefficient, and effective k simulta-
neously, which is consistent with our theoretical analysis in
Section 5.

7. Related Work

Privacy issues are attracting more and more attention in
people’s daily life, and studies for protecting privacy in various
fields have been proposed, for instance, [11–13] for social
network data, [14] for cloud storage, [15–17] for mobile crowd
sensing systems, [18, 19] for wireless sensor networks, [1,
20] for sensory data and devices, [21, 22] for cyberphysical
systems, and [23] for IoT applications.

Location privacy and content privacy are recognized
in location-based services. Solutions to preserving location
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privacy and content privacy in location-based servicesmainly
focus on cloaking technique such as [5]. Cloaking technique
employs a third-party server to execute spatial generalization
algorithms so that the querier is hidden among at least 𝑘 − 1
users. However, the third-party server unfortunately possibly
becomes the single point of failure for privacy or a perfor-
mance bottleneck of query processing. To this end, a number
of client based solutions [2, 3, 6, 8] are proposed recently.
Reference [3] works on the problem of generating proper
dummies for locations in reported queries to CPS servers
for hiding the user’s actual locations. In [3], 2𝑘 locations
with similar probability with the user’s location are chosen as
dummy candidates, and 𝑘 − 1 of them are randomly selected
as final dummies. This approach obtains good entropy for
the 𝑘 locations in the reported query. Although this solution
includes random nature, the posterior probability of the𝑘 reported location is still different due to the process of
dummy selection, and the privacy guaranteed is not clear.
Reference [6] employs cache to avoid submitting queries to
CPS servers asmuch as possible and thus prevents the leakage
of user’s location. Reference [2] proposes a mechanism for
protecting content privacy in a continuous manner. A set of𝑘 query contents are generated for a traveling path, and the
user submits the same queries along the path to avoid privacy
breach. This fits to continuous querying; however there is
no privacy guarantee since it simply chooses query contents
with probability larger than a given threshold as candidates.
In summary, server-based 𝑘-anonymity suffers single point
of failure and existing client based solutions do not provide
provable privacy guarantee based on the 𝑘-location/query
contents reported to CPS server. Reference [24] studies
improving geoindistinguishability with multiple criteria for
better location privacy; however this approach could not be
adopted for content privacy due to utility concern. Reference
[25] studies protecting privacy for smartphone usage, and this
is parallel to our work. Recommendation [26] in location-
based system is getting more and more attention, and a
location privacy preservation method is proposed for review
publication in location-based systems in [27]. The notion
of 𝑘-anonymity is also developed in statistical databases in
[28, 29].

Differential privacy is first introduced in statistic
databases [30]. The intuitive idea of differential privacy is
that a single change of the input should not modify the
output significantly. By this guarantee the adversary cannot
recognize the input among all possible inputs similar to the
real one. Due to the simple and clean nature of differential
privacy, it has been adopted widely, such as machine learning
[31], statistic database [32–37], data mining [38], graph
[39], data analytic [40], and crowdsourcing [15]. Recent
research starts combining correlation [41] and personality
[42] nature to original differential privacy. Our work is
parallel to the large body of differential privacy research. We
combine differential privacy and 𝑘-anonymity to provide
guaranteed privacy in interactive cyberphysical systems.
Differential privacy has been adopted in the literature of
privacy protection in location-based services, and [43]
ensures that an adversary will not get significant information
about a user’s location after a query is reported. This is

achieved by making the ratio of two nearby locations’
posterior probability similar to that of their prior probability.
Mechanisms following or adopting similar privacy guarantee
are presented to optimize privacy or utility [44]. Besides𝑘-anonymity and differential privacy, a number of works
customize semantic privacy metrics such as [45–47] in social
networks. This paper also defines privacy measures based on
entropy and differential privacy.

8. Conclusion

This paper investigates preserving content privacy in inter-
active cyberphysical systems through 𝑘-anonymity based
mechanisms. We present two privacy metrics denoted
expected entropy and dp-coefficient, which are based on
entropy and differential privacy, respectively, and formu-
late the problem of achieving the optimal 𝑘-anonymity for
content privacy in interactive cyberphysical systems based
on these privacy metrics. An algorithm MLA consisting
of two phases, namely, segment alignment and mechanism
initiation, is proposed to establish mechanisms for achieving
the optimal 𝑘-anonymity. Theoretical analysis illustrates the
attractive property that MLA achieves the optimal expected
entropy and the optimal dp-coefficient simultaneously. We
conduct evaluation based on three real-life datasets, and three
privacy metrics, namely, expected entropy, dp-coefficient,
and effective k, which depict uncertainty of reports in mech-
anisms, are tested. Evaluation result demonstrates that MLA

outperforms its competitors including recent client based
solutions over all the employed privacy metrics, and these
results are consistent with the fact that MLA achieves the
optimal 𝑘-anonymity for content privacy in interactive cyber-
physical systems.
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Wireless cameras are widely deployed in smart homes for security guarding, baby monitoring, fall detection, and so on. Those
security cameras, which are supposed to protect users, however, may in turn leak a user’s personal privacy. In this paper, we reveal
that attackers are able to infer whether users are at home or not, that is, the user presence, by eavesdropping the traffic of wireless
cameras from distance. We propose HomeSpy, a system that infers user presence by inspecting the intrinsic pattern of the wireless
camera traffic. To infer the user presence, HomeSpy first eavesdrops the wireless traffic around the target house and detects the
existence of wireless cameras with a Long Short-Term Memory (LSTM) network. Then, HomeSpy infers the user presence using
the bitrate variation of the wireless camera traffic based on a cumulative sum control chart (CUSUM) algorithm. We implement
HomeSpy on the Android platform and validate it on 20 cameras.The evaluation results show that HomeSpy can achieve a successful
attack rate of 97.2%.

1. Introduction

Home security cameras are widely deployed in smart homes
to provide protection services ranging from home security
through baby monitoring to fall detection. Wi-Fi wireless
cameras, that is, Internet protocol cameras equipped with
Wi-Fi modules, are booming among home security camera
market due to their flexibility and usability. According to
Technavio [1], the global wireless video surveillance market
will continue to grow at a rate of 21.35% during the period
2014–2019. However, despite its popularity and convenience,
we discover that wireless cameras, which are designed to
provide protection services, are likely to leak personal privacy
and become a point of attacking.

Already, an increasing attention has been paid to the
privacy issues caused by wireless cameras [2–4]. Much work
has been proposed to safeguard personal privacy against
cameras. This work [5] introduces an “invisible light beacon”
implemented on the eye-wear to prevent unauthorized video-
taping, by which the privacy preferences of photographed
users are communicated to photographing cameras. These
authors [6–9] focus on the privacy concerns caused by “first-
person” wearable cameras. They propose methods to identify

and prevent the sharing of sensitive images captured by
wearable cameras. Birnbach et al. [10] detect drones carrying
out privacy invasion attacks with on-board cameras. This
work analyzes the RSSI (received signal strength indicator)
of the wireless traffic from the camera on the drone to detect
its approach.

Different from previous work, our paper focuses on the
wireless security cameras and reveals that wireless cameras
may leak user privacy, that is, the user presence. We propose
HomeSpy, a system that is able to infer whether users are at
home or not, by eavesdropping the wireless camera traffic. As
shown in Figure 1, an adversary tries to figure out whether
there are any users inside a target house. She runsHomeSpy on
her smartphone outside the house to infer the user presence.
HomeSpy overhears and analyzes the wireless traffic, even
it is encrypted, and informs the adversary that the owner
is likely not at home. With this information, the adversary
can conduct further malfeasance, that is, wade the house
physically.

Inferring user presence via wireless camera traffic is
promising yet challenging. Since an adversary has no access
to the house as well as its Wi-Fi network, HomeSpy shall
work without joining the network. In addition, there might
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Aha! �e owner is
NOT at home!

Figure 1: HomeSpy is able to infer the user presence by eavesdrop-
ping the wireless camera traffic.

be various devices inside the house that generate wireless
traffic; HomeSpy shall figure out whether there is a wireless
camera and which packets belong to the wireless camera.
Furthermore, camera traffic is encrypted and thus tradi-
tional image/audio processing techniques are invalid in this
scenario. HomeSpy shall exploit a new angle to reveal the
information ensconced in the camera traffic.

Our key insight is that compression and fragmentation
over video/audio streams have fundamental impact on the
traffic of wireless cameras, which appears as a sequence of
full-size packets with small-size packets in between. Such a
traffic pattern shall make the wireless camera distinguishable
from other network applications. In addition, the number
and size of video/audio frames of wireless camera traffic
are not fixed and depend on the video/audio content. If a
user is within the filming range of the wireless camera, the
frame number and size are likely to change with the human
intervention (i.e., motion and sound). By exploring the
human intervention in the wireless camera traffic, HomeSpy
shall be able to infer whether the user is at home or not, that
is, the user presence.

To overcome all the aforementioned challenges, HomeSpy
eavesdrops the wireless traffic near the target house with a
smartphone and detects the existence of wireless cameras
inside the house with a LSTM network. Then, HomeSpy
inspects the bitrate variation of the camera traffic and infers
the user presencewith aCUSUMalgorithm. In summary, our
contribution includes the following.

(i) We reveal that wireless surveillance cameras in smart
homes are potential sources of privacy leakage, that is,
the user presence status, which can result in serious
security issues.

(ii) We propose HomeSpy, a system that is able to analyze
whether owners are at home or not, by eavesdropping
the network traffic of wireless security cameras.

(iii) We implementHomeSpyon theAndroid platformand
validate it on 20 popular wireless security cameras.
The results demonstrate that HomeSpy can success-
fully attack with a probability of 97.2%.

The rest of the paper proceeds as follows. First, we outline
the background and insights of HomeSpy in Section 2. Then,

we present the threat model of HomeSpy in Section 3. In
Section 4, we elaborate the design of HomeSpy in detail,
and in Section 5, we present the implementation details
and experimental results. Discussion and related work are
provided in Sections 6 and 7, respectively, with Section 8
giving concluding remarks.

2. Background

In this section, we first outline the basics of the wireless
camera and, then, its intrinsic traffic patterns exploited by
HomeSpy.

2.1. Basics of Wireless Camera. Wireless security cameras
provide real-time video surveillance through a wireless net-
work operating at license-free frequencies (e.g., 2.4GHz).
Instead of saving records locally, wireless cameras process
the video/audio streams and then upload them through an
access point (AP) of a wireless local area network (WLAN)
to a remote cloud server. Modern wireless cameras, therefore,
allow users to achieve remote monitoring by accessing the
cloud server.

The hardware modules of a wireless camera are shown
in Figure 2. Wireless cameras monitor target environments,
for example, homes and offices, with build-in CMOS/CCD
sensors, which capture and digitize the image scenes to
generate raw video and audio frames. The raw multimedia
frames are then fed into an SOC (systemon chip) before being
transmitted to a remote client or server by the Wi-Fi chip.
A multimedia SOC chip usually contains a MCU and three
additional submodules: (1) image signal processing (ISP)
submodule that performs functions such as noise filtering;
(2) codec submodule that compresses video/audio frames
to decrease frame sizes; (3) networking protocol submodule
that transmitsmultimedia streamvia streaming protocols like
RTSP (real-time streaming protocol).

2.2. Wireless Camera Traffic Pattern. As mentioned above,
the codec submodule compresses video/audio frames to
decrease frame sizes. Various brands of cameras may have
slightly different implementation, but most of them employ
popular compression standards, for example, H.264 [11]
for video and AAC [12] for audio. H.264 standard utilizes
the redundancy between consecutive frames and outputs a
series of Intra coded frames (I-frame), Predicted frames (P-
frame), and Bi-directional predicted frames (B-frame), for
example, a sequence of {𝐼, 𝑃, 𝐵, 𝑃, 𝐵, 𝑃, 𝐵, 𝐼, . . .} [13], as shown
in Figure 3. I frames are coded without reference and can be
decoded by themselves. P frames are coded based on the prior
frames, while B frames are coded based on both the prior
and the subsequent frames. The number of P and B frames
between two consecutive I frames is not fixed and depends
on the video content. Since I frames do not utilize inter-frame
redundancy, they typically are a few times larger than the
other two frame types, and P frames are larger than B frames.
An audio stream is compressed similarly but with a much
lower bandwidth. Audio signals are sampled continuously,
and encoding protocols (e.g., AAC) are used on the audio
samples to remove redundancy.
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After being compressed, the video and audio stream
frames go through the application layer to be encapsulated
with networking protocols, such as RTSP, before being trans-
mitted in the data link layer. Since the network interface in the
link layer can only transmit a packet of a size smaller than its
maximum transmission unit (MTU), when a frame is larger
than MTU, it has to be fragmented. For video streams, since
I frames are typically the largest among the three types, one
I frame is divided into the largest number of packets. Denote
the number 𝑛, and then the first 𝑛 − 1 packets are full-size
packets (i.e., MTU) and the last one may be smaller than the
full size, whichwe call small-size packet. B frames are typically
the smallest, and they may fit in one packet or a few packets.
In comparison, the frames of audio streams are smaller than
videos and thus, a less number of full-size packets are formed.
In general, video and audio frames are divided into both full-
size packets and small-size packets as follows:

(i) I frames are divided into a set of full-size packets
followed by a small-size packet.

(ii) P frames are divided into a smaller set of full-size
packets followed by a small-size packet.

(iii) Most B frames and audio frames contribute to small-
size packets.

As such, compression and fragmentation over video/
audio streams form a unique traffic pattern, which can be
exploited to differentiate wireless cameras from other net-
work applications.

2.3. Human Impact on Wireless Camera. For the sake of
privacy protection, the camera traffic is encrypted in the SOC
chip. Therefore, an adversary cannot obtain the video/audio
content from the trafficdirectly.However, after conducting an
in-depth study on the working principle of wireless cameras,
we find that even if encrypted, the camera traffic can still
reveal privacy information.

Asmentioned above, the number and size of video frames
are not fixed and depend on the video content. When the
video content changes, the frame number and size increase to
capture the discrepancy of the content. Therefore, if a user is
within the filming range of the wireless camera, the number
and size of the frames are likely to change with the human
motion. Similarly, the voice from the user also increases the
audio traffic. Thus, both motions and voices from a user can
increase the frame number and size of the wireless camera,
resulting in a larger amount of traffic and thus a higher bitrate.
This finding sheds light upon the insights of HomeSpy. As
humans may impact the traffic of the inside wireless camera,
the bitrate of the wireless camera may in turn reveal whether
there is any person inside the house.

3. Threat Model

In this section, we present the threatmodel of HomeSpy. Since
the adversary’s goal is to infer user presence fromdistance, we
consider the following attack scenario: in a residential area,
an adversary attempts to commit crimes, such as burglary. To
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reduce the chance of getting caught, the adversary tends to
choose houses without the presence of owners. To achieve it, the
adversary utilizes HomeSpy to infer the user presence status.
In such a scenario, we assume the adversary has following
abilities.

Vicinity to Target House. We assume that the adversary may
target any houses of their choices and can be in the target
house’s vicinity and draw no attention.

No Prior Information of Wireless Camera. Although the
adversary may obtain some prior knowledge of the target
house, to increase the attack difficulty, we assume they have
no information whether there is any wireless camera inside
the house.

No Access to Wi-Fi Network.We assume the adversary has no
password for the Wi-Fi network in the target house. Thus,
they have no access to the Wi-Fi network and cannot collect
the wireless traffic by joining the network.

No Specific User Interaction. The adversary is unable to ask
users to perform any operations. Thus, they cannot rely on
any specific user operations, for example,making a phone call
or running a specific application, but natural user behaviors
that are introduced frequently at home.

4. Attack Design

Based on the threat model mentioned above, we design
HomeSpy to enable the adversary to infer user presence from
distance. In this section, we elaborate the attack design in
detail.

4.1.Workflow of HomeSpy. Theworkflowof HomeSpy is com-
posed of four steps: traffic eavesdropping, flow construction,
camera detection, and bitrate analysis. First, HomeSpy sets
the Wi-Fi card on the smartphone into the monitor mode
to capture network traffic over wireless channels near the
target house. Then, HomeSpy filters non-data and downlink
packets and constructs the remaining packets into flows
based on their MAC addresses. In the camera detection
step, HomeSpy feeds the packet length sequence of each flow
into a LSTM network and detects the existence of wireless
cameras. Finally, HomeSpy examines the bitrate variation of
the detected camera flow with a CUSUM algorithm to infer
the user presence.

4.2. Traffic Eavesdropping. A straightforward method to
overhear the network traffic is to join the network; however,
an adversary usually has no access to the Wi-Fi password;
even if they do, most WLANs (wireless local area networks)
are encrypted with WPA/WPA2-PSK [14]. These methods
exploit per-client, per-session keys, which are derived from
the Wi-Fi password and the information exchanged when a
client joins the network [15]. As a result, even with the Wi-Fi
password, it is difficult for the adversary to capture all four
handshake packets to derive the keys.

To eavesdrop the wireless traffic of the target house
without joining the network, HomeSpy collects data by

setting the smartphone’s Wi-Fi card into the monitor mode.
Normally, a smartphone sets its Wi-Fi card in the managed
mode, in which packets not destined for this smartphone are
discarded. However, HomeSpy requires to eavesdrop all the
nearby wireless traffic for analysis. To this end, theWi-Fi card
shall be set into the monitor mode such that HomeSpy is able
to capture and record all the passing wireless packets.

We implement the monitor mode function on the
Android platform based on an open-source project named
Nexmon [16]. Nexmon provides a basic API for Wi-Fi driver
modification. We use a UDP socket to read packets from
the rawproxy application, which connects to the Wi-Fi card
buffer in Nexmon. Once receiving a packet via the UDP
socket, the packet is decoupled and collected for further
analysis. In this way, HomeSpy is able to eavesdrop the
network traffic on the sly.

4.3. Flow Construction. In the flow construction step,
HomeSpy first filters packets that are unlikely to be from
camera applications. Since wireless cameras mainly create
uploading streams with a destination of an access point, we
remove both non-data packets and downlink packets. Non-
data packets include ACK, RTS, CTS, and other management
packets, and downlink flows are identified by reading the FC
field in the MAC frame header. HomeSpy only records the
length and address fields of each packet and discards the
payload, for the sake of efficiency.

Then, HomeSpy groups the remaining packets into flows
according to theirMACaddresses. In this step, we put packets
with identical source and destination MAC addresses into
the same group and regard all packets belonging to the same
MAC pair as an individual flow.

4.4. Camera Detection. As revealed in Section 2, compres-
sion and fragmentation over video/audio streams have fun-
damental impact on the wireless camera traffic pattern. The
H.264 and AAC standards indicate that when video/audio
streams are passed to the network interface cards, a sequence
of I, P, B, and audio frames are packaged into a series of full-
size packets with small-size packets in between.

HomeSpy detects the wireless camera flow by exploiting
this packet length pattern. However, since different cameras
have various bitrates and resolutions, and the packet length
sequences of different applications can diverse significantly
in terms of length even within the same time period, it
is difficult to extract robust features manually. We build
a Long Short-Term Memory network [17] that excels at
dealing with time sequences and can learn discriminative
features from samples by itself.The built LSTMnetwork takes
the packet length sequence of each flow as the input and
outputs whether it is a wireless camera flow. This completely
data driven approach, compared to traditional hand crafted
feature extractionmethods, leads tomuch simpler-to-use and
more reliable outcomes in practice.

Moreover, to lighten the network overhead and achieve
real-time attacks, we implement the LSTM network on the
smartphone instead of uploading raw data to the cloud
and running classification algorithms remotely. Due to the
limited resources and computational capability on themobile
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Figure 5: Impact of human beings on the bitrate of the camera flow.

devices, the LSTM network employed on the smartphone
shall be lightweight. The architecture of the employed LSTM
network is shown in Figure 4, where we only use one LSTM
layer for the sake of lightweight. In addition, we elaborately
select the parameters of the network in Section 5, that is, the
number of neurons in the LSTM layer 𝑚 = 16, the number
of neurons in the dense layer 𝑛 = 16, the times of iteration
𝑘 = 5, and the size of batching 𝑏 = 64, to strike the balance of
accuracy and efficiency on the smartphone.

Note that this wireless camera detection approach targets
nonintensive houses. For intensive residences, for example,
apartments, we can further infer in which room the wireless
camera is installed by widely studied wireless localization
techniques [18–22].

4.5. Bitrate Analysis. As mentioned in Section 2, if a person
is within the filming range of the wireless camera, the frame
number and size will change with the human intervention,
as well as the bitrate. An illustration is shown in Figure 5, in
which a human keeps moving during the period from 15 𝑠 to
30 𝑠. As a result, the bitrate of the camera flow also shows a
rise and fall during this period with only a one-second lag.
With this observation, we employ the bitrate variation of the

detected camera flow to infer the user presence status: present
or absent.

To detect the changes of bitrate caused by human beings,
HomeSpyutilizes the cumulative sumcontrol chart (CUSUM)
[23] algorithm to detect the rising edges of the bitrate
sequence 𝑟. CUSUM is a sequential analysis technique typi-
cally used for change monitoring. The CUSUM algorithm for
bitrate variation detection is as follows:

𝑈
𝑛
=
{
{
{

0, 𝑛 = 0

max (0, 𝑈
𝑛−1

+ 𝑟
𝑛
− 𝑤
𝑛
) , 𝑛 > 0

(1)

𝐶𝑜𝑛𝑑𝑖𝑡𝑖𝑜𝑛 : 𝑈
𝑛
> 𝛿, 𝑛 = 0, 1 . . . 𝑁 (2)

where 𝑈
𝑛
is the upper cumulative sum at the time 𝑛. 𝑤 is

the likelihood estimation of the bitrate sequence. 𝛿 is the
threshold for detecting inside human beings. If the value of
𝑈
𝑛
exceeds 𝛿, HomeSpy outputs that the owners of the house

are at home; otherwise, HomeSpybelieves theymay have gone
out.

5. Performance Evaluation

In this section, we evaluate the performance of HomeSpy. We
first present the setup of the experiments, then the evaluation
metrics, and finally the results of HomeSpy attack.

5.1. Experimental Setup

Experiment Scene. We perform experiments in a house with
a wireless camera installed in the bedroom. The adversary
is outside the house with a distance of 3 𝑚 and runs the
HomeSpy application on an LG Nexus 5 smartphone in real-
time to infer the user presence. Note that the attack distance
is set as 3 𝑚 for illustration but not limited to it. In fact,
HomeSpy is effective as long as the attacker can capture the
wireless traffic of the home security camera. Therefore, the
effective attack distance of HomeSpy roughly equals to theWi-
Fi covering range.

Camera Brands. We select 20 typical cameras of 12 well-
knownmanufacturers on themarket frombothUS andChina
in our experiments, and their detailed information including
brand, model, compression protocol, and default resolution
is summarized in Table 1.

5.2. Performance Metrics. We use precision, recall, and F1-
score to evaluate the performance of HomeSpy on wireless
camera detection and utilize true positive rate (TPR), true
negative rate (TNR), and successful attack rate (SAR) to
evaluate the performance of HomeSpy on user presence
inference.

Precision.We define precision as

𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃
𝐹𝑃 + 𝑇𝑃

(3)

where 𝑇𝑃 and 𝐹𝑃 represent the true positives and the false
positives of wireless camera detection, respectively.
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Recall.We define recall as

𝑟𝑒𝑐𝑎𝑙𝑙 = 𝑇𝑃
𝐹𝑁 + 𝑇𝑃

(4)

where 𝐹𝑁 is the false negatives of wireless camera detection.

F1-Score.We define F1-score as

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 × (𝑝r𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑟𝑒𝑐𝑎𝑙𝑙)
𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙

(5)

to strike the balance of precision and recall.

Successful Attack Rate. We define TPR and TNR as the rate
of correctly inferring user presence and absence, respectively.
Since HomeSpy attacks the wireless camera to infer the user
presence, both true positive and true negative are successful
attacks. Hereby, we define

𝑆𝐴𝑅 = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 × 100% (6)

as the successful attack rate.

5.3. Wireless Camera Detection Performance. In the first set
of experiments, we evaluate the wireless camera detection
performance of HomeSpy with aforementioned 20 cameras.
For each camera, we collect 100 traces (each lasting 10 𝑠) when
the camera working inside the house with 7 other network
devices nearby (e.g., mobile phones, laptops, and tablets),
which also generate wireless traffic. Note that we regard each
camera flow as a positive sample and each non-camera flow as
a negative sample. Thus, a collected trace contains a positive
sample and several negative samples.

We randomly choose 10% of the samples as the training
set, and the remaining samples serve as the testing set. To
adapt to the source limited environment on smartphones, we
evaluate the appropriate size of 𝑚 (the number of neurons
in the LSTM layer), 𝑛 (the number of neurons in the dense
layer), 𝑘 (the times of iteration), and 𝑏 (the size of batching).
The results are demonstrated in Figures 6–8, from which we
have following findings. First, with the increase in 𝑚 and 𝑛,
the performance of HomeSpy is slightly enhanced at a cost of a
larger network and more calculation. We set𝑚 and 𝑛 both to
be 16 to obtain a small but efficient network on smartphones.
Second, with the increase in 𝑘, the performance of HomeSpy
is slightly improved at a cost of a larger computation delay,
while a larger batching size 𝑏 can reduce the delay at a cost
of performance decrease. To balance the computation delay
and accuracy, we set the 𝑘 = 5 and 𝑏 = 64. With the selected
parameters, HomeSpy can achieve an overall wireless camera
detection performance of 98.1% precision, 98.3% recall, and
98.2% F1-score across 20 cameras on smartphones.

5.4. User Presence Inference Performance. In the second set
of experiments, we evaluate the user presence inference
performance of HomeSpy with 3 cameras (Ezviz, Dahua, and
Yi). Three volunteers participated in the experiments. To
simulate the present status, the volunteers are asked to walk
around for 15 seconds inside the house. For the absent status,

Precision
Recall
F1-score

Number of neurons in the LSTM layer
4 8 16 32 64 128 256

75

80

85

90

95

100

Pe
rfo

rm
an

ce
 (%

)

Figure 6: Impact of the number of neurons in the LSTM layer 𝑚
(with 𝑛 = 32, 𝑘 = 10, and 𝑏 = 32).
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Figure 7: Impact of the number of neurons in the dense layer 𝑛 (with
𝑚 = 16, 𝑘 = 10, and 𝑏 = 32).

the house has no human beings inside. For each status, we
utilize HomeSpy for inference and repeat this process for 30
times.

The results in Figure 9 reveal that HomeSpy can success-
fully attack with an average SAR of 97.2%. False positives
mainly come from the fluctuation of bitrate resulting from
the dynamic of network environment. Based on the ROC
(receiver operating characteristic) curve in Figure 10, we
utilize a large threshold and sacrifice a bit of accuracy to
achieve a low false positive rate.

Next, we consider several factors that could affect our
ability to infer the user presence.

5.4.1. Impact of Motion Range. Since the bitrate variation has
resulted from human motions, the motion range may affect
the inference performance. A larger motion range can result
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Figure 8: Impact of the iteration times 𝑘 (with𝑚 = 16, 𝑛 = 16, and
𝑏 = 32) and the batching size 𝑏 (with 𝑚 = 16, 𝑛 = 16, and 𝑘 = 5).
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Figure 9: Overall user presence inference performance of HomeSpy.

inmore bitrate variation and, thus,may improve the inference
accuracy.

To investigate the impact of motion range, we conduct
experiments with three common motions: waving (wave
hands), walking (walk around the room), and jump (jump up
and down). Apparently, the intensity of motion is strength-
ened from front to back. The motion duration is set to 10 𝑠
and 10 attacks are launched for each motion. The results in
Figure 11 show that the TPR does increase with the growth of
motion range. Even with slight movements such as waving
hands, HomeSpy can still successfully attack with a rate of
60%, while jump holds the highest probability of 90%.

5.4.2. Impact of MotionDuration. Another influencing factor
of HomeSpy is the motion duration time. Long duration of
human intervention helps overcome the transient variation
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Figure 10: The ROC curve of user presence inference.
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Figure 11: The impact of motion range and motion duration.

of bitrate caused by the dynamic network environment and,
thus, may decrease the false positive rate.

To evaluate the impact of motion duration, we conduct
experiments with four typical time durations: 5 𝑠, 10 𝑠, 15 𝑠
and 20 𝑠. The results are also revealed in Figure 11, which
confirm that the longer the time duration is, the better
the attack accuracy will be. Even with only 5 𝑠 of human
intervention,HomeSpy is able to successfully attackwith a rate
of 70%. With the increase in the duration time, the TPR is
promoted to 100% for 15 𝑠 as well as 20 𝑠.

5.4.3. Impact ofHousehold Pet. In real life,many families have
pet dogs or cats. It is likely that household pets introduce
motion or sound as well and, thus, cause the variation of
wireless camera traffic. To investigate the impact of pets on
the user presence inference, we perform HomeSpy attack with
a medium-size household dog. For the present status, both
the volunteer and the dog are inside the house, whereas only
the dog stays in the room. For each status, we utilize HomeSpy
for inference and repeat this process 30 times.

The results in Figure 12 reveal that the pet dog does not
impact the true positive rate of HomeSpy (97.8% on average).
However, false positives rise due to the impact of household
pets, which decrease the true negative rate.Nevertheless, even
with the interference from a household pet, HomeSpy can
successfully attack with an average SAR of 91.1%. In addition,
we argue that as the goal of the attacker is to commit crimes,
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Figure 12: The impact of pets on the user presence inference.

for example, burglary, they shall try to avoid any attention,
even that of pets. A break-in may cause a household dog
to bark and thus alarm the neighbors. Therefore, from the
perspective of the attacker, they shall consider the case of pets
and choose a small threshold to achieve a low false negative
rate to reduce the chance of being caught.

6. Discussion

With the elaborate design, HomeSpy achieves high perfor-
mancemost of the time. However, HomeSpyhas the following
limitations.

First, HomeSpy is mainly applicable to houses with
wireless cameras for home monitoring. For houses with no
cameras, or with local-storage cameras or wired cameras,
HomeSpy is inapplicable. However, considering the booming
market of wireless cameras, we believe HomeSpy can attack a
large number of houses and infer their user presence status.

Second, HomeSpy targets nonintensive houses. For inten-
sive residences, for example, apartments, HomeSpy needs to
further determine whether the detected wireless camera is
inside the target apartment or not. However, we assume it can
be achieved bywidely studiedwireless localization techniques
[18–22] and keep it as the further work.

Third, HomeSpy is designed based on the general princi-
ple of wireless cameras in today’smarket, that is, compression
and fragmentation on video and audio streams. If the camera
working mode changes dramatically in the future, HomeSpy
may not function well and should be updated to incorporate
the new working mode accordingly.

Fourth, HomeSpy utilizes the human intervention (i.e.,
motion and sound) reflected on the camera traffic to infer the
user’s presence. Thus, HomeSpy works in the scenario where
limited motion is performed, but sounds exist, for example,
watching movies. However, if the user is not within the
filming range of the camera or displays both limited motion
and sound (e.g., sleeping or reading), they may not cause

enough variation on the camera bitrate and, thus, render
HomeSpy ineffective.

7. Related Work

Privacy Concerns with Cameras. Much attention has been
paid to the privacy issues brought by the widespread cam-
eras. Existing literature safeguards personal privacy against
cameras from several aspects. The first type detects hidden
cameras to ensure personal privacy. This work [10] detects
drones that carry out privacy invasion attacks with on-board
cameras by analyzing RSSI signals. A few applications avail-
able on both the Android and iOS platforms detect hidden
cameras against secret videotaping. They utilize the signs
of light reflection caused by the lenses of a hidden wireless
camera [24–26], or the electromagnetic waves (produced by
the crystal oscillator) emitted by working cameras [27, 28] to
detect hidden cameras.This work [9], on the other hand, pre-
vents unauthorized videotaping by introducing an “invisible
light beacon” implemented on the eye-wear. Another type of
work [5–8] focuses on the privacy concerns caused by “first-
person” wearable cameras and proposes methods to identify
and prevent sharing of sensitive images captured by wearable
cameras.

Similar to [29], HomeSpy is inspired by previous work and
reveals the perspective of attackers that the home security
camera can be a potential source of privacy leakage, that is,
the user presence status.

Traffic Identification. Essentially, HomeSpy is one type of the
traffic identification (TI) problem. However, HomeSpy differs
from the traditional TI and is more challenging. Traditional
TI approaches [30–34] mainly take the 5-tuple information
as inputs, while HomeSpy can only use the PHY/MAC layer
information without decoding the TCP/IP headers. This
makes HomeSpy challenging and applicable to larger types of
scenarios.

8. Conclusion

In this paper, we reveal that wireless cameras in smart homes
can leak personal privacy that may result in security issues.
We propose HomeSpy, a system that is able to infer whether
owners are at home or not, by eavesdropping the traffic of
wireless surveillance cameras. We implement HomeSpy on
the Android platform and validate it on 20 cameras. The
evaluation results show thatHomeSpy can achieve a successful
attack rate of 97.2%.
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Function control, which is an essential link in industrial automation, is undergoing a growing integration with ICTs (Information
Communication Technologies) because of the flexible manufacturing and convenient interoperability in CPSs (Cyber-Physical
Systems). However, it has also brought the increasing dangers of cyberattacks caused by malicious or intentional industrial process
control exploitations. In order to effectively detect these cyber intrusions and anomalies, this paper proposes a function-aware
anomaly detection approach based on WNN (Wavelet Neural Network), which perceives the abnormal function control changes
in industrial control communication. By appropriately extracting the time-related function control characteristics from industrial
communication packets, this approach builds an optimized wavelet neural network tomodel the normal function control behaviors
and calculates the detection threshold to differentiate the aberrant industrial process control activities. Additionally, a real-world
control system, whose communication protocol is Modbus/TCP, is simulated to furnish the analyzed function control data.
According to the experimental results, we fully demonstrate this approach has the fine detection accuracy and adequate real-time
capability.

1. Introduction

Nowadays, almost all CPSs (Cyber-Physical Systems) in crit-
ical infrastructures (such as electrical and petrochemical sys-
tems, sewage systems, and transportation systems) concern-
ing the national economy and the people’s livelihood have
developed industrial control systems to realize significant
automation of industrial processes [1, 2]. In particular, with
the rise of Industry 4.0 and Internet of Things [3, 4], the
flexible manufacturing and convenient interoperability has
already been brought into schedule by academia and industry.
Actually, smart CPSs can unleash strong driving forces for the
innovation and integration of industrialization and informa-
tization. As an applicable solution, information communi-
cation technologies have a positive influence on strength-
ening traditional industrial control systems [5]. However,
the application of ICTs is gradually breaking the original
“information island” status of industrial control systems, and
the incoming cybersecurity can be dramatically impacted. In
consequence, many experienced engineers shift their focus

from the process safety to the information security [6]. Over
the past several years, CPSs came under cyberattacks from
all sides. According to the ICS-CERT (Industrial Control
Systems Cyber Emergency Response Team) statistics [7], the
ICS-CERT incident response team generalized and analyzed
290 industrial security incidents in 2016, and more and more
sophisticated attacks against industrial control systems are
developed by the adversaries. Actually, three comprehensible
causes in such a situation can be recognized as follows: (1)
multifarious vulnerabilities of industrial control systems have
been exposed gradually in recent years, for example, system
architecture vulnerability [8, 9], embedded control device
vulnerability [9–11], and industrial communication vulner-
ability [11, 12]; (2) the types of cyberattacks are distinctive
and diversified, and targeted attacks and APTs (Advanced
Persistent Threats) have permeated to face reality [13]; (3)
industrial-oriented defense technologies are in an under-
way and exploring stage, and the regular Internet security
methods are unable to satisfy the special industrial control
requirements [14].
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Actually, the basic industrial control operations of exist-
ing DCS (Distributed Control System), SCADA (Supervisory
Control And Data Acquisition), and PLC (Programmable
Logic Controller) range over two aspects: function control
and data acquisition [8, 15]. As an essential link in industrial
process automation, function control always performs a
series of well-organized and synergetic operations in indus-
trial production and manufacture. For instance, in existing
automobile manufacturing process, industrial robots under
themaster controls can complete the assembly of automobiles
according to the predetermined procedures. Therefore, once
some attacker deliberately destroys or disturbs the function
control process by cyberattacks, huge losses may be caused.

In order to combat this tendency, the researchers make a
preliminary probe into two types of defense methods: device-
oriented and network-oriented cases. In the device-oriented
cases, trusted computing for industrial embedded devices
[16] is a burgeoning security technology to provide system
integrity check and data confidentiality protection. In the
network-oriented cases, industrial firewall [11, 17] and intru-
sion detection [15, 18, 19] are the typical applications in indus-
trial control networks to improve the communication secu-
rity. However, because we have not understood the boundary
conditions between the availability and security of industrial
control systems, the cases on trusted computing and indus-
trial firewall may result in the processing delay or transmis-
sion delay in industrial process automation. In general, intru-
sion detection can discover potential intrusion behaviors in
real time by collecting and analyzing various industrial net-
work data, and it scarcely has an impact on industrial control
communication activities due to the inconspicuous network
sniffer. Moreover, intrusion detection in industrial control
systems mainly includes signature-based approaches and
anomaly-based approaches, and anomaly-based approaches
candetect someunknownattacks by automatically classifying
significant deviations from a learned normal behavior model
[1]. However, two particular problems should deserve careful
considerations: (1) extract the appropriate features according
to industrial communication characteristics; (2) build an
optimal detection model suited for the extracted features.

In this paper, we propose a function-aware anomaly de-
tection approach based on WNN (Wavelet Neural Network)
to identify industrial communication intrusions or anoma-
lies. In particular, these intrusions or anomalies may cause
the function control changes in industrial control communi-
cation. Furthermore, our approach extracts the time-related
features from the communication packets to describe the
function control characteristics and build an optimal be-
havior model based on WNN by using the normal function
control samples. With the establishment of behavior model,
the detection threshold can be calculated as a scale to differ-
entiate the aberrant industrial control communication activ-
ities. Finally, a real-world control system is simulated to fur-
nish the analyzed function control data, and the used indus-
trial communication protocol in this system is Modbus/TCP.
According to the experimental results, we fully demonstrate
that this approach has the fine detection accuracy and ade-
quate real-time capability.

The major contributions and advantages of this paper
involve three aspects: Firstly, we propose a novel time-related
feature calculation and construction algorithm to adequately
describe the function control characteristics, and this algo-
rithm can slickly extract function control behaviors from
industrial control communication activities. Secondly, based
on the time-related function control behaviors, we introduce
the optimized wavelet neural network to realize the function-
ware anomaly detection. Finally, a real-world control system
is simulated to evaluate our approach, and the experimental
results show that our approach is practicable and effective.
Actually, the biggest difference of our approach focuses on
the first aspect.That is, adequately modeling function control
behaviors is one necessary prerequisite to further explore the
real-time anomaly detection. In our approach, we design an
original function control feature calculation and construction
algorithm to overcome this difficulty.

2. Related Work

According to different detection techniques, the anomaly de-
tection approaches in CPSs can involve three major aspects:
rule matching, statistics analysis, and computational intelli-
gence [18]. In the rule matching ones, the prior knowledge
must be prepared to learn the general rules for intrusion de-
tection and the rule match is executed to detect many kinds
of attacks. Typically, Almalawi et al. [20] automatically extract
the proximity detection rules from the consistent and incon-
sistent states of SCADA data to identify integrity attacks on
SCADA systems. Genge et al. [21] propose a systematic and
auto-configured anomaly detection approach, which includes
modeling of ICS networks and generating anomaly detec-
tion rules, to identify the attacks violating ICS connection
patterns. Due to the predefined rules, these approaches can
improve the classification accuracy and have the practical de-
tection efficiency. But the huge rule database is hard to build
and update, because the extracted rules must cover all known
attack instances. Besides, they also lack the ability to exploit
the unknown attacks which frequently occur in today’s CPSs.
In the statistics analysis ones, the underlying distribution
(such as the network traffic profile) can be learned to detect
anomalies, and these techniques are better able to resist the
incomplete and imprecise training data than the rule match-
ing ones. For instance, Do [22] and Gawand et al. [23] intro-
duce the CUSUM mechanism to detect the change point of
industrial communication traffic. Different from the rule
matching ones, these approaches can attempt to find the
weaknesses of the unknown attacks, but this ability is very
limited because the sophisticated and targeted attacks can
easily bypass the distribution changes. Moreover, the high
false positive and negative rate is another drawback because
it is difficult to determine the traffic profile. In the com-
putational intelligence-based ones, these techniques always
have a strong correlation with data mining. Furthermore, the
normalmodels or profiles are built frommultivariate training
data, and the corresponding anomaly detection is realized by
using the mechanism of classification or optimization. Actu-
ally, the computational intelligence techniques have been
attracting great interests of both industry and academia, and
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many computational intelligence approaches have been re-
searched, mainly including SVM (Support Vector Method)
[15, 24, 25], neural network [26], decision trees [27], genetic
algorithm [27, 28], and clustering technique [29]. Although
the computational intelligence-based techniques have the rel-
atively high computational overhead, they can achieve better
performance in detection, tolerance, and generality [14].
Additionally, these approaches can not only detect known
attacks with high detection efficiency, but also have a better
function in identifying new intrusion modes [15]. It is worth
mentioning that our approach belongs to the computational
intelligence ones. Differently, we propose a new feature calcu-
lation and construction algorithm for industrial control com-
munication, which not only successfully extracts the function
control behavior from industrial communication character-
istics, but also moderately reduces the computational com-
plexity.

3. Function Control Feature
Calculation and Construction

In industrial control communication, function codes, which
represent control signals sent from the operator or engineer
workstations, are distributed to the executive devices for the
purpose of controlling industrial automation process. There-
fore, the feature calculation and construction algorithm ana-
lyzes the time-related function codes to simulate the function
control behavior. In particular, we cannot simply gather the
function codes at regular time intervals as function control
samples to train the behavior model, and the intrinsic reasons
include the following: (1) the number of function codes at
each regular time interval is distinct, and the prerequisite for
the behavior model based on WNN is that the dimensions
of input samples must be consistent with one another; (2)
the number of function codes at each regular time interval
may be very large, and it may waste computational resources
and reduce detection efficiency. Figure 1 depicts the detailed
feature calculation and construction process, and each step
can be outlined below.

Step 1 (function code sequence preprocessing). Like our prior
work in [15], in order to associate time characteristics with
function control activities, we first parse the captured func-
tion control packets in depth and obtain the function code
sequence 𝐹𝑖 = 𝑓𝑖1𝑓𝑖2𝑓𝑖3 ⋅ ⋅ ⋅ 𝑓𝑖𝑚𝑖 in every interval 𝑡 (here, 𝑚𝑖 is
the serial number of every function code in 𝐹𝑖). The function
code sequence set 𝐹𝑠𝑒𝑡 = {𝐹1, 𝐹2, ⋅ ⋅ ⋅ , 𝐹𝑛} in the interval 𝑇
(𝑇 = ∑𝑛𝑖=1 𝑡) can consist of all function code sequences 𝐹𝑖 (𝑖 =1, ⋅ ⋅ ⋅ , 𝑛), and all sequence dimensions in 𝐹𝑠𝑒𝑡 can separate
from each other because of the different𝑚𝑖 in each sequence.
After that, we recombine all 𝐹𝑖 (𝑖 = 1, ⋅ ⋅ ⋅ , 𝑛) to the one big
sequence 𝐹 according to the time order.

Step 2 (feature factor selection). Because the dimensions of
obtained function control samples 𝑋𝑖 (𝑖 = 1, ⋅ ⋅ ⋅ , 𝑛) must
be consistent, we first need to construct the feature base
vector according to the selected feature factors. In particular,
the selected feature factors consist of two main components:

single function code and short sequence pattern.More specif-
ically, all single function codes 𝑓1, 𝑓2, ⋅ ⋅ ⋅ , 𝑓V are searched in
sequential order from the large function code sequence 𝐹,
and each single function code is different from the others.
According to each single function code 𝑓𝑗 (𝑗 ∈ [1, V]), we
design the short sequence pattern 𝑀𝑗

𝑘
(𝑘 ∈ [1, V]). Further-

more, 𝑀𝑗𝑘 consists of 𝑓𝑗 and 𝑓𝑘, and we can get V short se-
quence patterns 𝑀𝑗1,𝑀𝑗2, ⋅ ⋅ ⋅ ,𝑀𝑗V for each single function
code 𝑓𝑗. Taken together, we can acquire the feature base vec-
tor 𝑓1,𝑀11 ,𝑀12 , . . . ,𝑀1V , ⋅ ⋅ ⋅ , 𝑓V,𝑀V

1 ,𝑀V
2 , . . . ,𝑀V

V . The intrin-
sic reasons for such feature factor selection include the
following: (1) the single function code can represent its own
role in each function code sequence; (2) the short sequence
pattern can establish the relationship between two function
codes and indirectly reflect the continuous control operations
in industrial automation process.

Step 3 (function control sample calculation). According to
the feature base vector, we further calculate the correspond-
ing feature variable for each feature factor in the function
code sequence 𝐹𝑖. For the single function code 𝑓𝑗, we
regard its frequency 𝑥𝑗 in 𝐹𝑖 as the corresponding feature
variable, and the calculation formula is 𝑥𝑗 = 𝑔(𝑓𝑗)/𝑚𝑖; here𝑔(𝑓𝑗) represents the number of 𝑓𝑗 in 𝐹𝑖. For the short se-
quence pattern 𝑀𝑗𝑘, we calculate its frequency 𝑥𝑗𝑘 in 𝐹𝑖 as
the corresponding feature variable by the formula 𝑥𝑗

𝑘
=

𝑔(𝑀𝑗
𝑘
)/(𝑚𝑖 − 1). By calculating all feature variables in 𝐹𝑖,

we can complete the construction of the sample 𝑋𝑖 =(𝑥1, 𝑥11, 𝑥12, . . . , 𝑥1V , ⋅ ⋅ ⋅ , 𝑥V, 𝑥V1, 𝑥V2, . . . , 𝑥VV). Additionally, there
is a one-to-one correspondence between function code
sequences and function control sample, and each function
control sample contains V(1 + V) feature variables. To sum
up, all calculated function control samples form the function
control sample set 𝑋𝑠𝑒𝑡 = {𝑋1, 𝑋2, ⋅ ⋅ ⋅ , 𝑋𝑛}.
4. Function-Aware Anomaly Detection
Based on Wavelet Neural Network

After the feature construction, we can train a wavelet neural
network to discover any functional change in industrial con-
trol communication. Moreover, we introduce theWNN’s pre-
diction capability to realize that the function-aware anomaly
detection, an optimized WNN, and the correlative detection
threshold are achieved by the loop-based iterative train.

4.1. Architecture Design. Figure 2 shows the overall archi-
tectural design of function-aware anomaly detection based
on WNN. As this figure shows, this detection approach
is made up of two phases: model training and real-time
detection. Actually, model training is an essential step or a
prerequisite in order to improve the detection accuracy. In
this phase, by using the training function control samples
extracted from the normal industrial communication data,
an optimized WNN-based behavior model is successfully
built and an accompanying detection threshold (including
an upper limit and a lower limit) is measured and recorded.
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Figure 1: Detailed feature calculation and construction process according to function control characteristics.
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Figure 2: Overall architectural design of function-ware anomaly detection approach based on WNN.



Security and Communication Networks 5

In the real-time detection phase, industrial communication
data are captured and parsed in depth to form the test
function control samples by means of the feature calculation
and construction algorithm mentioned in Section 3, and the
optimized wavelet neural network analyzes these input test
samples to calculate the predicted results, which are further
compared with the detection threshold. When the predicted
results are not covered by the detection threshold, an alarm
will be generated in real-time.

4.2. Wavelet Neural Network and Optimization. WNN has
already been successfully applied to many practical areas
[30], and in our approach it is introduced as the critical
behavior model to identify function control misbehaviors. In
practice, the topological structure of WNN evolves from BP
neural network, and it regards the wavelet basis function as
the activation function of hidden layer wavelons, which are
referred to as the hidden units. In the hidden layer, the input
variables are inserted and transformed to wavelets, and all
wavelons are combined to estimate the approximation of the
target values [31].

In the WNN’s structure depicted in Figure 2, 𝑥1, 𝑥2, ⋅ ⋅ ⋅ ,𝑥𝑘 are the input variables in the input layer, and 𝑦1, 𝑦2, ⋅ ⋅ ⋅ , 𝑦𝑚
are the predicted results in the output layer. Additionally, 𝜔𝑖𝑗
and 𝜔𝑗𝑘 stand for the network weights. If the input variables
are 𝑥𝑖 (𝑖 = 1, 2, ⋅ ⋅ ⋅ , 𝑘), the corresponding outputs can be
given by the expression:

ℎ (𝑗) = ℎ𝑗 (𝑔 (𝑥) − 𝑏𝑗𝑎𝑗 )

𝑔 (𝑥) = 𝑘∑
𝑖=1

𝜔𝑖𝑗𝑥𝑖,
𝑗 = 1, 2, ⋅ ⋅ ⋅ , 𝑙

(1)

Here, ℎ(𝑗) is the output of the hidden unit 𝑗 in the hidden
layer; 𝜔𝑖𝑗 is the connection weight between the input layer
and the hidden layer; 𝑏𝑗 represents the translation parameter
of the wavelet basis function ℎ𝑗; 𝑎𝑗 represents the dilation
parameter of the wavelet basis function ℎ𝑗.

In our wavelet neural network, the Morlet wavelet is
selected as the wavelet basis function, given by

𝑦 = cos (1.75𝑥) 𝑒−𝑥2/2 (2)

After the calculation of the hidden layer, we can further
obtain the predicted results by the following expression:

𝑦 (𝑘) = 𝑙∑
𝑗=1

𝜔𝑗𝑘ℎ (𝑗) , 𝑘 = 1, 2, ⋅ ⋅ ⋅ , 𝑚 (3)

Here, 𝜔𝑗𝑘 is the connection weight between the hidden layer
and the output layer; ℎ(𝑖) is the output of the hidden unit 𝑖 in
the hidden layer; 𝑙 is the number of the hidden units;𝑚 is the
number of the output units.

It is worth mentioning that we use the loop-based itera-
tion to train the optimized WNN, and its main purpose is to

improve the network parameters, including the connection
weights 𝜔𝑖𝑗 and 𝜔𝑗𝑘, the translation parameter 𝑏𝑗, and the
dilation parameter 𝑎𝑗. Furthermore, the predicted error is
introduced to shorten the distance between the predicted
results and the expected outputs, and the predicted error can
be computed by

𝑒𝑝 =
𝑚∑
𝑘=1

[𝑦 (𝑘) − 𝑦 (𝑘)] (4)

Here, 𝑦(𝑘) is the expected output, and 𝑦(𝑘) is the predicted
result.

Algorithm 1 shows the pseudocode of WNN’s optimiza-
tion process. In this process, the parameter increments are
introduced to update all network parameters, and the specific
process can refer to the WNN’s training steps in Section 4.3.
In practice, two different terminations of iteration for this
process can be selected: one is themaximum number of itera-
tions, and the other is the preconfigured error threshold
which indicates the iteration is completed if the distance be-
tween the predicted results and the expected outputs is small
enough. In our approach, we select the first one as the ter-
minal condition.

4.3. Training and Detection. Asmentioned in Section 4.1, the
main steps of model training are outlined below.

Step 1 (network parameter initialization). We first initialize
the primary parameters of wavelet neural network, including
the dilation parameter 𝑎𝑗, the translation parameter 𝑏𝑗, and
the connection weights 𝜔𝑖𝑗 and 𝜔𝑗𝑘. Additionally, we also set
the learning rate, which is used to improve the above param-
eters.

Step 2 (predicted error calculation). According the training
function control samples, we calculate the predicted error by
(4).

Step 3 (parameter modification). On the basis of the pre-
dicted error, we further improve the network parameters to
shorten the distance between the predicted results and the
expected outputs.

Step 4 (detection threshold measurement). Finally, we repeat
Steps 2 and 3 until the iteration ended and record the opti-
mized detection threshold.

After the model training, we can perform the real-time
detection to identify function control misbehaviors. More-
over, the basic prerequisite is that we must resolve the real-
time function control samples from the observed industrial
communication data by using our feature calculation and
construction algorithm. As the input variables, these samples
can further be analyzed by the optimized wavelet neural
network to estimate the predicted results, which will be com-
pared with the detection threshold. The judgment criterion
to generate an alarm is that if the predicted results fall within
the range from the lower limit to the upper limit, we can
believe these function control activities are normal; if the
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Do initializing network parameters (𝜔𝑖𝑗, 𝜔𝑗𝑘, 𝑎𝑗, 𝑏𝑗)
Do initializing parameter increments (Δ𝜔𝑖𝑗, Δ𝜔𝑗𝑘, Δ𝑎𝑗, Δ𝑏𝑗)
Do setting iteration number IntNum
for 1 to IntNum
for all input variables

for 1 to l
Do computing ℎ(𝑗) and 𝑔(𝑥) by Eq. (1)
Do computing 𝑦(𝑘) by Eq. (3)

end
Do computing and recording predicted error 𝑒𝑝 by Eq. (4)
for 1 to l

Do correcting parameter increment (Δ𝜔𝑖𝑗, Δ𝜔𝑗𝑘, Δ𝑎𝑗, Δ𝑏𝑗)
end
Do updating connection weights 𝜔𝑖𝑗 and 𝜔𝑗𝑘 by Δ𝜔𝑖𝑗 and Δ𝜔𝑗𝑘
Do updating dilation parameter 𝑎𝑗 by Δ𝑎𝑗
Do updating translation parameter 𝑏𝑗 by Δ𝑏𝑗

end
end

Algorithm 1: Pseudocode of WNN’s optimization process.

predicted results escape from these ranges, we may doubt the
corresponding function control activities are abnormal.

5. Experimental Analysis and Discussion

5.1. Experimental Modbus/TCP Control System. In order to
evaluate the detection performance, we use the simulation
control system which is built in our earlier work [15] to
furnish the analyzed function control data. Furthermore, the
industrial control communication of this system is based on
Modbus/TCP, in which various function codes are utilized to
facilitate different control operations. Figure 3 shows the basic
network architecture of this control system. Furthermore, the
chief purpose of this system is to accomplish the material
production by monitoring and controlling the valves and
the liquid levels, and the detailed technological process has
been presented in [15]. In particular, the whole technological
process is repeated every 1 minute. Besides, in this control
system we carry out some attack experiments to forge and
replay some malicious Modbus control commands, and our
ultimate goal is to evaluate the detection accuracy and real-
time capability by using these malicious function control
data.

The normal communication packets are captured from
the industrial switch to train the optimized wavelet neural
network, and the capture time lasts 1h15m02s. After the
preliminary statistics, the number of Modbus/TCP function
codes in these packets reaches 11693. Additionally, we also use
Matlab to analyze these packets in depth, and the hardware
configurations are also the same with the ones in [15]. Per
one minute, we compute the number of different function
codes, and all statistical results are shown in Figure 4. As these
results show, the simulation control system uses four cate-
gories of function codes to complete the whole technological
process, and these function codes are 1, 3, 5, and 6, respec-
tively. Besides, all five curves in this figure flatten out, and the

number of every function code fluctuates smoothly. In brief,
these results can also demonstrate that the simulation control
system has the relatively steady communication patterns
under normal circumstances, and its function control status
appears on a relatively limited range.

5.2. Detection Performance Evaluation. Without loss of gen-
erality, we choose the detection accuracy and real-time
capability as the main performance indicators to evaluate our
approach. Before training the optimal behavior model, we
first preprocess the captured Modbus/TCP packets. More
specifically, we extract the function codes per 1 minute
to form the function code sequences, and by using the
feature calculation and construction algorithm we win a total
of 75 function control samples. Because 4 function codes
exist in the simulated technological process, each function
control sample contains 20 feature variables. According to
these normal function control samples, we further train and
optimize the wavelet neural network. It is worth mentioning
that we set the number of iterations to 200 in order to reduce
the predicted error, and Figure 5 plots the change curve of
predicted errors with the iteration times. From this figure
we can see that, along with the increasing of iteration times,
the curve of predicted errors changes from rapid reduction
to gentle trend. In particular, the best detection accuracy in
the 200th iteration can reach 98.67%; that is, the predicted
accuracy of the optimizedWNN to detect 75 normal function
control samples can reach 98.67%, and only one normal
function control sample is mistakenly regarded as the outlier.

By using the optimal behavior model, we further evaluate
its detection performance, including detection accuracy and
consuming time. In each experiment, we forge and replay
some malicious Modbus/TCP packets to attack and destroy
the normal technological process. Moreover, we suppose that
these malicious Modus/TCP packets cannot contain other
function codes which are different with the four categories
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Figure 3: Basic network architecture of simulated Modbus/TCP control system [15].
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Figure 5: Predicted error change with the iteration times.

of function codes used in the simulation control system,
and these packets only change the function control process.
The major reason of such assumption is that the malicious
packets containing other function codes can be easily filtered
by the applied industrial firewall [11, 32]. Besides, we generate
60 malicious function code sequences in each experiment.
More specially, the percentage of the malicious function
codes in each function code sequence is about 1/10, and the
locations of the malicious function codes in each function
code sequence can be considered random. Similarly, we
can obtain 60 malicious function control samples in each
experiment after the feature calculation and construction. By
calculating the predicted result for each malicious function
control sample, we compare it with the detection threshold
to identify the corresponding abnormal function control
behavior. Table 1 shows the experimental results of detection
performance under 10 different experiments in detail. In
this table, the average detection accuracy is 91.17%, and the
average consuming time is 0.0104s. In the extreme case, the
smallest detection accuracy is 88.33% in the 3rd, 7th, and 10th
experiments, and the largest consuming time is only 0.0281s
to detect 60 function control samples in the 7th experiment.
In a word, we fully demonstrate the function-ware anomaly
detection approach has the fine detection accuracy and
adequate real-time capability; namely, they indirectly declare
it has the remarkable capacity to differentiate the abnormal
function control activities.

Actually, the adversary can change the attack intensity
by adjusting the attack frequency; for example, the sending
rate of malicious Modbus/TCP packets can be increased by
the adversary to launch an attack with a higher probabil-
ity of success. Therefore, the percentage of the malicious
function codes in each function code sequence may also
change accordingly. However, the different percentages of the
malicious function codes in each function code sequence

Table 1: Detection accuracy and consuming time of 10 experiments.

Detection accuracy Consuming time
1 90.00% 0.0066s
2 91.67% 0.0101s
3 88.33% 0.0072s
4 93.33% 0.0068s
5 90.00% 0.0066s
6 95.00% 0.0075s
7 88.33% 0.0281s
8 91.67% 0.0127s
9 95.00% 0.0099s
10 88.33% 0.0084s
Average value 91.17% 0.0104s

can have a marked impact on the detection accuracy of our
approach. In order to define different influencing effects,
we suppose the percentages of the malicious function codes
are 1/5, 1/10, 1/15, 1/20, 1/25, and 1/30, and 5 distinct
experiments are performed for each percentage. Similarly, we
also generate 60 malicious function control samples in each
experiment. Figure 6 plots the detection accuracy variation
under different percentages of the malicious function codes
in each function code sequence. In this figure, 𝑝1, 𝑝2, ⋅ ⋅ ⋅ , 𝑝6
represent the percentages whose values are 1/5, 1/10, 1/15,1/20, 1/25, and 1/30, respectively, and the minimum detec-
tion accuracies, the average detection accuracies, and the
maximum detection accuracies are plotted according to
every 5 experiments. Viewed generally, the experimental
results reflect the detection accuracy also decreases with the
reduction of the percentage; that is, our approach can be
more effective in detecting the function control misbehavior
caused by the larger percentage of the malicious function
codes. However, our approach still maintains a high detection
accuracy; for instance, when the percentage is 1/30, the
average detection accuracy can reach 76.67%. Additionally,
Figure 7 shows the average consuming time under different
percentages of themalicious function codes. From this figure,
we can see that the consuming time fluctuates remarkably in a
narrow range. In other words, the different percentages have
almost no influence on the consuming time.

5.3. Compared Analysis. In practice, the innovations of
our approach mainly include two aspects: (1) we propose
a new feature calculation and construction algorithm to
extract function control characteristics in industrial control
communication; (2) according to the extracted function
control samples, we introduce the optimal function-aware
WNN model to differentiate the aberrant industrial control
communication activities. Therefore, we also provide the
compared analysis to explain its advantages from these two
aspects.

For one thing, compared with the work in [15, 25],
the feature calculation and construction algorithm in this
paper can learn more information about function control
characteristics from industrial communication packets. On
the one hand, this algorithm selects the single function code
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as an independent feature factor to enhance its own role effect
in each function code sequence. On the other hand, the short
sequence patterns include all adjacent cases of two function
codes, and they not only indirectly reflect the continuous
control operations in the normal technological process, but
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Figure 8: Detection accuracy comparison between our approach
and BP neural network under 10 experiments.

Table 2: Average detection accuracies of our approach and BP neu-
ral network.

Average detection accuracy
Our approach BP neural network
91.17% 83.50%

also consider the impact of two nonadjacent control opera-
tions in the actual technological process. Therefore, more in-
formation about function control characteristics can be
utilized to improve the detection efficiency.

Based on the same sample extraction by using the
proposed feature calculation and construction algorithm, we
compare our approachwithBPneural network to evaluate the
detection accuracy and explain that the proposed approach is
more suitable and applicable to detect function control mis-
behaviors. Similarly, we also perform 10 experiments, and the
function control samples in each experiment are the same
with the ones whose percentage of the malicious function
codes in each function code sequence is about 1/10. Fig-
ure 8 plots the detection accuracy comparison between our
approach and BP neural network under 10 experiments, and
Table 2 shows the corresponding average detection accuracies
of two approaches. From these results we can see that BP neu-
ral network has a relatively large fluctuation of the detection
accuracy, and its average detection accuracy is only 83.50%
which is lower than the one of our approach. Therefore,
our approach has the ability to provide the better detection
accuracy.
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6. Conclusion

Aiming at differentiating the aberrant industrial control
communication activities, this paper proposes a function-
aware anomaly detection approach based on WNN. Firstly,
we design the feature calculation and construction algorithm
to learn the function control characteristics and extract the
time-related features. Secondly, a behavior model based on
WNN is established and optimized to detect function control
misbehaviors in industrial control communication. Finally,
in order to evaluate our approach, we simulate a real-world
control system based on Modbus/TCP to perform plenty of
experiments, and the experimental results and the compared
analysis are offered to express the advantages: our approach
has the fine detection accuracy and adequate real-time capa-
bility.

Data Availability

In this manuscript, the analyzed function code data are cap-
tured and analyzed from our simulation control system,
which is built to accomplish the material production accord-
ing to one real-world control system. Actually, we have
sketched the basic technological process in this manuscript,
but some contents and specific parameters of this process are
not completely open to the public due to the commercialized
secrets. Therefore, the analyzed function code data used to
support the findings of this study are currently under embar-
go. If other researchers want to verify the results, replicate
the analysis, or conduct secondary analyses, please contact
with the corresponding author or first author. The requests
for the data will be considered by them after a confidentiality
agreement.
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Fog computing is an emerging network paradigm. Due to its characteristics (e.g., geo-location and constrained resource), fog
computing is subject to a broad range of security threats. Intrusion detection system (IDS) is an essential security technology to
deal with the security threats in fog computing. We have introduced a fog computing IDS (FC-IDS) framework in our previous
work. In this paper, we study the optimal intrusion response strategy in fog computing based on the FC-IDS scheme proposed in our
previous work.We postulate the intrusion process in fog computing and describe it with amathematicalmodel based on differential
game theory. According to this model, the optimal response strategy is obtained corresponding to the optimal intrusion strategy.
Theoretical analysis and simulation results demonstrate that our security model can effectively stabilize the intrusion frequency of
the invaders in fog computing.

1. Introduction

Fog computing is an emerging network model [1]. As shown
in Figure 1, fog computing is a three-layer architecture: user
device layer, fog node layer, and cloud computing layer. Fog
nodes are service nodes located between cloud and users [2].
Fog nodes [3] are geo-distributed, which can provide low
latency services for users. The research in this paper is based
on this network architecture.

Fog nodes are located at the edge of the network, which is
closer to users. The needs of heterogeneous network access
and diverse services make fog nodes face more complex
and insecure network environment. The traditional network
security technology such as physical security technology
[4] is difficult to resist the multisource and cross-domain
intrusion [5]. It is necessary to research the network security
technology suitable for fog computing to deal with new
challenges. Intrusion detection system [6] (IDS) is a measure
that can provide effective security for fog network [7]. Our
previous work [8, 9] has proposed a general IDS framework
to protect cloud servers and fog nodes from security threats.
One of the functions of IDS is to make corresponding
response strategy based on attackers’ behaviors. In this
framework, intrusion response is the strategy and action for

intrusion when the fog node detects the intrusion. Response
strategy selection is the most critical problem in intrusion
response [10].

In the fog network, the intruder will attack the fog cluster
and carry out an invasion process from fog to cloud. Cloud
as a management system for fog cluster needs to respond to
such intrusion processes. The intruder implements different
frequency attacks on fog nodes.The purpose is to successfully
bypass the IDS deployed by the fog node, in order to intrude
into the system for further intrusion activities. In other
words, the intruder’s needs maximized his invasion success
expectations. For the system, the cloud server’s strategy is to
set the access forbidding rate to the fog cluster. In addition
to dealing with illegal users, fog cluster also needs to serve
legal users. The system needs to serve legal users as much as
possible. In order to find the optimal strategy of the intruder
and the system, we can regard the problem as a game [10], and
the intruder and the system are the players of the game.

In view of intrusion response, some researchers use static
game method to model and solve. A universal game model is
proposed in [11]. An approachnamedResponse andRecovery
Engine (RRE) [12] was proposed. RRE was based on Markov
game theory. Reference [13] proposed a dynamic intrusion
responsemodel based on game theory to assure the incentives
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Figure 1: Fog computing network structure.

of system. Noncooperative games model was applied to solve
the problem of intrusion response [14]. Using the modeled
stochastic game, the authors in [15] proposed a decision
working framework to take optimal actions in case of network
intrusion.

In fog computing, the interaction between fog nodes
and cloud is real time. In continuous time, the cloud needs
to make decisions in real time. Accordingly, intruders need
to change their strategy in real time to maximize their
gains. Differential game [16], as a game model in continuous
time, is more suitable for the network environment of fog
computing. At present, there is little reference about the
application of differential games in the field of fog computing
security. The relevant research is only found in [17]. The
author defines the strategy of fog nodes from the perspective
of energy consumption. The two players of the game are
vulnerable node and the malicious nodes in the fog cluster.
In this paper, the two players of the game are defined,
and strategic analysis from the perspective of the system
composed of fog cluster and the perspective of intruders is
made, respectively. The main work of this paper is to analyze
the characteristics of intrusion in the environment of fog
network, apply differential game to model the invaders and
system, respectively, and emphasize the theoretical analysis
of defense model of the system. In our model, the cloud
server can take the best security strategy to filter the access
requests of the illegal users based on the attack of invaders.
To our knowledge, this is the first differential game theory
approach to model the interactions between the intruder and
the system in fog computing.

The main contributions of this paper are as follows:
(1) The path and characteristics of invasion are analyzed

in the environment of fog computing. The invader model and
defense model of the system are built, respectively, according
to the invasion.

(2) We derive the optimal strategy of the system and the
rational intruder, i.e., the Nash equilibrium of the game.

(3)The simulation shows the outstanding performance of
the proposed strategy.

The rest of the paper is organized as follows. In Section 2,
we analyzed the intrusion process in fog computing. In Sec-
tion 3, the differential game models of intruders and system
are established and analyzed, respectively. In Section 4, the
feedback Nash equilibrium solution is given. The model
simulations are provided in Section 5. Finally, the main
conclusions are summarized in Section 6.

2. Intrusion in Fog Network

This study focuses on what strategy the system should take
when an intrusion occurs.The process that an invasion starts
from the fog nodes to the cloud is given. The ultimate goal
of invaders is to gain higher permissions on cloud servers,
thus causing greater damage to the entire fog network.
From the perspective of network attack, invasions from user
device layer to fog node layer and then to cloud servers are
implemented through different invasion methods. Figure 2
shows the invasion process mentioned above.

Fog nodes are faced with the heterogeneous network
environment and communication protocols, and operating
system and programbugs are easy to be exploited by invaders.
By detecting fog bugs, invaders can find bug in fog nodes.
In this process, an invader needs to send a number of access
requests to each fog node to detect the bug.When the number
of requests sent is too large, it will also cause a denial of service
attack (DoS) to the fog node. When an invader finds an
available bug, he will exploit bugs to achieve illegal invasions.
Once an invader fatally invades a fog node, it will first cause
serious harm to the users in the service range of the fog node,
such as Privacy leakage and Malware propagation. Secondly,
invaders will directly have a negative impact on the network
service of fog nodes, such as U2R on fog nodes. The ultimate
goal of the intruder is to gain access to the cloud server
and carry out further invasion. When an invader achieves
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a user-to-root attack (U2R) on a fog node, the bugs of the
cloud server will be continuously scanned and utilized by the
invader to seek access to the cloud. Reducing the invasion
frequency of invaders and improving the traffic of legal users
in the system are against the invasion in fog computing. The

focus of this study is on the intrusion response. Intrusion
response is an important function of IDS framework [8] as
shown in Figure 3.

The framework is a 6-layer IDS framework. It contains a
series of functional modules, such as detection and response,
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Table 1: The list of symbols' meanings.

Symbol Notation
𝑟𝑖(𝑡) Attacker’s strategy: intrusion frequency for each fog node at time 𝑡, and it is the control variable of the attackers𝑢(𝑡) Defender’s strategy: forbidding rate for system access at time 𝑡, and it is the control variable of the IDS𝑥(𝑡) System memory resource occupancy𝑊𝐴 The incomes of the attacker: expectation of invasion success𝑊𝐷 The incomes of the defender: access amount of legal users𝐽𝐴 The gains of the attacker𝐽𝐷 The gains of the defender𝜒 Total access amount of system at 𝑡𝛼 Forbidding factor𝜃 System capacity: 𝑢(𝑡) is enabled when the total access amount exceeds 𝜃𝛽 Proportion of legal users in 𝜒

which can ensure the security of fog computing. It shows
that intrusion response is deployed in the cloud. The defense
strategy of the cloud server is based on the whole system
in order to defend against invasion from illegal users and
minimize the loss of fog nodes after invasion. The invasion
from illegal users and the response of the cloud server
are regarded as the two players of attack-defense, and the
problem is modeled and described in Section 3.

3. Differential Game Models

In this section, we model the two players of attack-defense
in fog computing. In the process of invasion and response,
intruders and system can be viewed as two players of the
game, and their purpose is to maximize their benefits. The
invader invades every fog node. The invasion frequency of
each fog node is the attacker’s strategy, aiming to access the
fog node as much as possible so as to make illegal access.
For defenders, restricting the invasion of illegal users and

letting more legal users get access to fog network are the
purpose of the system.The cloud server is mainly responsible
for the implementation of the system response strategy. The
forbidding rate of accessing users, u(t), is the control strategy
of the cloud server. The process of intrusion and the process
of response are shown in Figure 4.

The invaders and defenders in fog computing are ana-
lyzed and modeled, respectively, showing the relationship
between the strategy of both invaders and defenders and their
benefits. The list of symbols' meanings, which can be used
during modeling, is shown in Table 1.

As shown in Figure 4, intruders start attack at fog nodes.
The frequency of invasion against fog nodes is 𝑟𝑖(𝑡). The
expectation of successful invasion is defined as the incomes
of invaders, which is 𝑊𝐴 = 𝑟𝑖(𝑡) ⋅ 𝜑𝑖(𝑡), and 𝜑𝑖(𝑡) is the
probability of a single successful invasion. The probability of
a round of successful invasion detected on the fog node 𝑖
will increase when 𝑟𝑖(𝑡) is increased.When 𝑟𝑖(𝑡) increases, the
probability of detecting attacks on the fog node will increase.

http://dict.cnki.net/dict_result.aspx?searchword=%e9%99%90%e5%88%b6%e5%9b%a0%e5%ad%90&tjType=sentence&style=&t=limiting+factor
http://dict.cnki.net/dict_result.aspx?searchword=%e7%b3%bb%e7%bb%9f%e5%ae%b9%e9%87%8f&tjType=sentence&style=&t=system+capacity
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We define 𝜑(𝑡) = 1 − 𝑟𝑖(𝑡)/𝑟𝑖−max, and 𝑟𝑖−max is the upper limit
of the invasion frequency on the ith fog node.The incomes of
invaders are

𝑊𝐴 = 𝑛∑
𝑖=1

𝑟𝑖 (𝑡) ⋅ [1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
] (1)

Cloud servers are as a defender of the system and the
defense strategy is deployed from the perspective of fog
cluster. The fog cluster is viewed as a system. When the
number of system’s access is too large, the system needs
to take corresponding response strategy. The functional
relationship between the system income and the access traffic
of system is given and the functional relationship between the
response strategy of system and the access traffic of system is
also given:

𝑊𝐷 = {{{
𝛽𝜒, (𝜒 ≤ 𝜃)
[1 − 𝑢 (𝑡)] ⋅ 𝜒, (𝜒 > 𝜃) (2)

𝜃 is the capacity of the system. When 𝜒 ≤ 𝜃, it represents
the traffic of the legal access in the system. 𝛽 represents the
proportion of legal users in 𝜒 and it is obvious that 𝛽 ≤ 1.𝑊𝐷 = 𝛽𝜒. When 𝜒 > 𝜃, it represents the traffic of the
abnormal access in the system. Obviously, the proportion of
illegal users is larger than legal access traffic. The original
forbidding rate will no longer apply to the response of the
system and the defense strategy 𝑢(𝑡) should be started at this
time.

The larger 𝜒 is, the greater proportion of illegal users is.
The forbidding peer rate of system needs to be larger. So𝑢(𝑡) = 𝛼 ⋅ 𝜒, and 𝛼 represents the forbidding factor.

When 𝜒 > 𝜃
𝑊𝐷 = (1 − 𝛼𝜒) ⋅ 𝜒 = −𝛼𝜒2 + 𝜒 (3)

According to formula (3),𝑊𝐷 exhibits an impact of quad-
ric relationship on 𝜒. Based on the properties of quadratic
function, we give Theorem 1.

Theorem 1. When the system starts the defense policy, the
maximum capacity of the system cannot exceed 1/𝛼.
Proof. When 𝜒 becomes large to 𝜒 = 1/𝛼, 𝑊𝐷 = 0. When𝜒 continues to become larger, 𝑊𝐷 < 0, the incomes of the
system are negative and legal users cannot make access and
the system is down. There is no meaning to start the strategy.

Corollary 2. Condition 1 for the system to take the response
strategy is that the value of𝜒 is between 𝜃 and 1/𝛼.𝜒 ∈ (𝜃, 1/𝛼).

The range of forbidding factor 𝛼 is as follows:
Based on the properties of quadratic function, max(𝑊𝐷)= 1/4𝛼. 𝜃 ≥ 1/4𝛼 because 𝑊𝐷 represents access amount of

legal users. When 𝜒 = 𝜃, the system reaches its critical point.
If 𝜃 < (1−𝛽)/𝛼, then 𝛽⋅𝜃 < −𝛼⋅𝜃2+𝜃.𝛽⋅𝜃 is max{𝑊𝐷}𝜒≤𝜃,

which is the maximal incomes of system before taking the
strategy.

From (2𝛼⋅𝜃−1)2 ≥ 0, it can be concluded that −𝛼⋅𝜃2+𝜃 ≤1/4𝛼.
Because of the properties of quadratic function, 1/4𝛼 is

the maximal incomes of the system after taking the strategy.𝛽 ⋅ 𝜃 < 1/4𝛼, which is max{𝑊𝐷}𝜒>𝜃 ≥ max{𝑊𝐷}𝜒≤𝜃.
The relationship between 𝜃 and 𝛼 is as follows:

14𝛼 ≤ 𝜃 < 1 − 𝛽𝛼 (4)

The inequality needs to satisfy 1/4𝛼 < (1 − 𝛽)/𝛼, and the
range of 𝛽 is further determined: 𝛽 ∈ (0, 0.75)

According to inequality (4), the range of forbidding factor𝛼 is as follows: 𝛼 ∈ [1/4𝜃, (1 − 𝛽)/𝜃).
Corollary 3. Condition 2 for the system to take the response
strategy 𝑢(𝑡) is as follows: 𝛼 ∈ [1/4𝜃, (1 − 𝛽)/𝜃), 𝛽 ∈ (0, 0.75).
Corollary 4. The maximal incomes of the system can be
improved when the response strategy is used.

Following the above, a precise function of income can be
obtained:

𝑊𝐷 = {{{{{
𝛽𝜒, 𝜒 ∈ [0, 𝜃]
[1 − 𝑢 (𝑡)] ⋅ 𝜒, 𝜒 ∈ (𝜃, 1𝛼]

𝛼 ∈ [ 14𝜃 , 1 − 𝛽𝜃 ) , 𝛽 ∈ (0, 0.75)
(5)

In the further discussion, when 𝜒 > 𝜃, the relationship
between incomes of the system and the strategy of the system
is important. From 𝑢(𝑡) = 𝛼 ⋅ 𝜒, the income after the strategy
being used is

𝑊𝐷 = −𝑢2 (𝑡)𝛼 + 𝑢 (𝑡)𝛼 (6)

The process of game is dynamic and continuous. Both
the invasion against fog nodes started by invaders and the
corresponding strategy executed by the system have a direct
impact on memory occupancy. Memory occupancy can be
dynamically represented as 𝑥(𝑡):

𝑑𝑥 (𝑡)𝑑𝑡 = [ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡) (7)

Because of 𝑥(𝑡), when the gains of both system and
invaders are calculated, the impact on the gains caused by𝑥(𝑡) needs to be considered. If the memory occupancy of
system increases, this may be due to the resource occupation
caused by the successful invasion. This is what invaders want,
as the starter of the invasion from outside. The impact of𝑥(𝑡) on the gains needs to be considered when the gains
are calculated. On the contrary, for the system, the start of
the response strategy requires system memory. 𝑥(𝑡) is as the
cost of response when calculating gains, it should deduct the
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impact of 𝑥(𝑡) on its gains from𝑊𝐷.The object functions [16]
of system gains and invader gains are

𝐽𝐷 = max
𝑢(𝑡)

∫𝑇
𝑡0

𝑒−𝑟(𝑡−𝑡0) [(1 − 𝑢 (𝑡)) 𝑢 (𝑡)𝛼 − 𝑐 ⋅ 𝑥 (𝑡)] 𝑑𝑡
+ 𝑞1 (𝑥 (𝑇)) 𝑒−𝑟(𝑇−𝑡0)

(8)

𝐽𝐴 = max
𝑟𝑖(𝑡)

∫𝑇
𝑡0

𝑒−𝑟(𝑡−𝑡0) [(1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
) 𝑟𝑖 (𝑡) + 𝑑

⋅ 𝑥 (𝑡)] 𝑑𝑡 + 𝑞2 (𝑥 (𝑇)) 𝑒−𝑟(𝑇−𝑡0)
(9)

c and d are influence factors of 𝑥(𝑡) on the gains of
invaders and gains of the system.

4. Solution of Optimal Strategy

In Section 3, intruders attack and system defense in fog
network are regarded as dynamic game processes, and a
differential game model is established. In this section, the
optimal strategy of differential game model established in
Section 3 will be solved [16, 18].

From Bellman equation, formula (8) can be changed to

− 𝑉𝑡 (𝑡, 𝑥)
= max
𝑢(𝑡)

{[(1 − 𝑢 (𝑡)) 𝑢 (𝑡)𝛼 − 𝑐 ⋅ 𝑥 (𝑡)] 𝑒−𝑟(𝑡−𝑡0)

+ 𝑉𝑥 (𝑡, 𝑥) [[ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡)]}
(10)

𝑉 (𝑇, 𝑥) = 𝑞1 (𝑥 (𝑇)) exp (−𝑟 (𝑇 − 𝑡0)) (11)

From the derivation of formula (10) with respect to 𝑢(𝑡),
we can obtain the optimal response strategy as

𝑢∗ (𝑡) = 12 (1 + 𝑉𝑥 (𝑡, 𝑥) 𝛼𝑏𝑒𝑟(𝑡−𝑡0)) (12)

We assume that

𝑉 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (𝐴 (𝑡) 𝑥 + 𝐵 (𝑡)) (13)

Substituting formula (12) into (10) and (11), we can get

𝑉𝑡 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐴 (𝑡) + 𝐴 (𝑡)) 𝑥
+ 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐵 (𝑡) + 𝐵 (𝑡)) (14)

𝑉𝑥 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0)𝐴 (𝑡) (15)

Then the optimal intrusion response strategy can be rep-
resented in terms of 𝐴(𝑡) as

𝑢∗ (𝑡) = 12 (1 + 𝐴 (𝑡) 𝛼𝑏) (16)

where we need to solve the expression of 𝐴(𝑡) firstly.

𝑉𝑥(𝑡, 𝑥) can be changed into

𝑉𝑥 (𝑡, 𝑥)
= e−𝑟(𝑡−𝑡0) (𝑟𝐴 (𝑡) 𝑥 + 𝑟𝐵 (𝑡) − 𝐴 (𝑡) 𝑥 − 𝐵 (𝑡))
= 1 + 𝐴 (𝑡) 𝛼𝑏2𝛼 − 14𝛼 (1 + 𝐴 (𝑡) 𝛼𝑏)2 + 𝐴 (𝑡)

⋅ [ 𝑛∑
𝑖=1

𝑎 [𝑟𝑖∗ (𝑡)]22 + 𝑏2 (1 + 𝐴 (𝑡) 𝛼𝑏) + 𝑥 (𝑡)]

(17)

from which we can deduce that

𝑟𝐴 (𝑡) − 𝐴 (𝑡) = 𝐴 (𝑡) − 𝑐
𝑟𝐵 (𝑡) − 𝐵 (𝑡) = 14𝛼 (1 − 𝐴2 (𝑡) 𝑎2𝑏2)

+ 𝑏2 (1 + 𝐴 (𝑡) 𝑎𝑏)2

+ 𝐴 (𝑡) n∑
i=1
𝑎 (r∗i (t))2

(18)

Formula (18) gives rise to the expression of 𝐴(𝑡)
𝐴 (𝑡) = 𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1 (19)

The optimal response strategy of system response is
finally presented

𝑢∗ (𝑡) = 12 (1 + 𝛼𝑏𝐴 (𝑡))
= 12 + 𝛼𝑏2 [𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1 ]]

(20)

Then we solve the optimal intrusion strategy. From
Bellman equation, formula (9) can be changed into

−𝑊𝑡 (𝑡, 𝑥)
= max
𝑟𝑖(𝑡)

{[𝑟𝑖 (𝑡) (1 − 𝑟𝑖 (𝑡)𝑟𝑖−max
) + 𝑑 ⋅ 𝑥 (𝑡)] 𝑒−𝑟(𝑡−𝑡0)

+𝑊𝑥 (𝑡, 𝑥) [[ 𝑛∑
𝑖=1

𝑎𝑟𝑖2 (𝑡)] + 𝑏 ⋅ 𝑢 (𝑡) + 𝑥 (𝑡)]}
(21)

𝑊(𝑇, 𝑥) = 𝑞2 (𝑥 (𝑇)) exp (−𝑟 (𝑇 − 𝑡0)) (22)

In formula (21), the derivation with respect to 𝑟𝑖(𝑡) leads
to the optimal intrusion strategy

𝑟𝑖∗ (𝑡) = 𝑟𝑖−max2 − 2𝑟𝑖−max𝐶 (𝑡) 𝑎 (23)

In the same way, to solve the expression of 𝐶(𝑡), we
assume

𝑊(𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0) (𝐶 (𝑡) 𝑥 + 𝐷 (𝑡)) (24)
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Table 2: Range of parameters in the model.

Parameters 𝜃 𝛽 𝛼 a b c d r 𝑞1 𝑞2 𝑟𝑖−max

Range of value Upper limit 250 0.5 0.001 0.5 20 0.1 0.01 0.1 0.2 0.8 50
Lower limit 0.002 5 100 0.5 0.1 0.9 100

Substituting formula (23) into (21) and (22), we can get

𝑊𝑡 (𝑡, 𝑥)
= 𝑒−𝑟(𝑡−𝑡0) (−𝑟𝐶 (𝑡) 𝑥 + 𝐶 (𝑡) 𝑥 − 𝑟𝐷 (𝑡) + 𝐷 (𝑡)) (25)

𝑊𝑥 (𝑡, 𝑥) = 𝑒−𝑟(𝑡−𝑡0)𝐶 (𝑡) (26)

From formula (24),𝑊(𝑡, 𝑥) can be written as

𝑊(𝑡, 𝑥) = 𝑟𝑖−max2 − 2𝑟𝑖−max𝐶 (𝑡) 𝑎
− [ 𝑟𝑖−max4 (1 − 𝑟𝑖−max𝐶 (𝑡) 𝑎)2] + 𝐶 (𝑡)

⋅ [ 𝑛∑
𝑖=1

𝑎𝑟2𝑖−max4 (1 − 𝑟𝑖−max𝐶 (𝑡) 𝑎)2 + 𝑏𝑢∗ (𝑡) ) + 𝑥 (𝑡)]
− 𝑑 ⋅ 𝑥 (𝑡)

(27)

From formula (27), we can deduce that

𝑟𝐶 (𝑡) − 𝐶 (𝑡) = 𝑑 + 𝐶 (𝑡)
𝑟𝐷 (𝑡) − 𝐷 (𝑡) = 𝑄 (28)

where 𝑄 = 𝑟𝑖−max/(2 − 2𝑟𝑖−max𝐶(𝑡)𝑎) − 𝑟𝑖−max/4(1 −𝑟𝑖−max𝐶(𝑡)𝑎)2 + ∑𝑛𝑖=1(𝐶(𝑡)𝑎𝑟2𝑖−max/4(1 − 𝑟𝑖−max𝐶(𝑡)𝑎)2) +(𝑏𝐶(𝑡)/2)(1 + 𝐴(𝑡)𝛼𝑏).
We can get the expression of 𝐶(𝑡) as

𝐶 (𝑡) = 𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑑𝑟 − 1 (29)

Therefore, the optimal invasion strategy of each fog node
is

𝑟𝑖∗ (𝑡)
= 𝑟𝑖−max2 − 2𝑟𝑖−max [𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)/ (𝑟 − 1) − 𝑑/ (𝑟 − 1)] 𝑎

(30)

From formula (7), we can update the equation of state

𝑑𝑥∗ (𝑡)𝑑𝑡 = [ 𝑛∑
𝑖=1

𝑎( 𝑟𝑖−max2 − 2𝑟𝑖−max [𝑞2𝑒(𝑟−1)(𝑡−𝑇) + 𝑑 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)/ (𝑟 − 1) − 𝑑/ (𝑟 − 1)] 𝑎)
2]

+ 𝑏 [12 + 𝛼𝑏2 [𝑞1𝑒(𝑟−1)(𝑡−𝑇) + 𝑐 ⋅ 𝑒(𝑟−1)(𝑡−𝑇)𝑟 − 1 − 𝑐𝑟 − 1]] + 𝑥∗ (𝑡)
(31)

In summary, we get the optimal response strategy and the
optimal intrusion strategy. They are described with formula
(20) and (30), respectively.

5. Numerical Simulation

In this section, Matlab 2014a software is used for simulation.
According to themodel, the tendency of the optimal response
strategy changing with time and the tendency of the optimal
invasion strategy changing with time are analyzed, respec-
tively. In the limited time domain, 5 fog nodes are analyzed
in 20 minutes to obtain the dynamic rules of system strategy
and intruder strategy. The parameters used in the simulation
are shown in Table 2.

The access capacity of the system is 𝜃 = 250 and the
proportion of legal users in the system is 𝛽 = 0.5. From (5),
the range of 𝛼 is fixed. 𝑟𝑖−max is the invasion limit on each fog
node, its domain is between 50 and 100. For a and b, they
represent the influence factors of intrusion strategy and the
influence factors of response strategy on 𝑥(𝑡), respectively.

Since the influence of intruders on 𝑥(𝑡) is indirect and the
response strategy adopted by the system is direct to 𝑥(𝑡),
assuming a is less than b, d and c are the influence factor of𝑥(𝑡) on gains of invaders and the influence factor of 𝑥(𝑡) on
gains of system so c needs to be between 0.1 and 0.5 and d
needs to be between 0.01 and 0.1. r is a discount factor, which
needs to be between 0 and 1.

First, the response strategy of the system 𝑢(𝑡) is stimu-
lated. Figure 5 shows the changing rule of 𝑢(𝑡) in different
limiting factors 𝛼. It can be seen that the value of 𝛼 has an
impact on the initial value of the game. However, when the
game begins, no matter what 𝛼 is, 𝑢(𝑡) will converge and
be stable at around 10 minutes. This shows that when the
system capacity of 𝜃 and 𝛽 is fixed, the value of 𝛼 has a little
influence on the option of response strategy, which means
when choosing strategy, the attempts to choose limiting
factor 𝛼 do not have to be frequent, for the cloud server
choosing the strategy.

Figure 6 shows the convergence of the optimal defense
strategy of the system when the discount factor r takes
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Figure 5:The variation of optimal response strategy over time with
different 𝛼.
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Figure 6:The variation of optimal response strategy over time with
different 𝑟.

different values. The smaller r is, the faster optimal strategy
converges. When 𝑟 is 0.9, the terminal time of the game is
still not convergent. The reason for it is that 𝑟, as the main
parameter of the ultimate gains, will directly affect choosing
system response strategy in the process of dynamic game.

The optimal intrusion strategy of the invaders is stim-
ulated, assuming that an invader invades 5 fog nodes and
Figure 7 shows five intrusion strategies against 5 fog nodes
of different 𝑟𝑖−max. At the initial time, the frequency of
invasion is 0. As time goes on, the invaders will increase the
frequency of invasion to gain higher gains. However, as the
game continues, the invasion strategy 𝑟𝑖(𝑡) will also reach a
steady state. Similar to the system response strategy, it also

r1-max=100
r2-max=80
r3-max=70

r4-max=60
r5-max=50

2 4 6 8 10 12 14 16 18 200
t (min)

0

5

10

15

20

25

30

35

40

45

50

r(
t)

Figure 7: The optimal intrusion strategy when 5 fog nodes are
invaded.
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Figure 8:The variation of optimal intrusion strategy over time with
different 𝑟.

converges at a certain time. Similarly, in order to observe the
convergence of 𝑟𝑖(𝑡), discount factor r takes different values.
Figure 8 shows the tendency of optimal intrusion strategy
changing with time when r takes different value. Obviously,
the smaller r is, the faster the optimal strategy converges.

A comprehensive analysis shows that the systembroadens
the restrictions on access traffic in the process of reducing the
forbidding rate 𝑢(𝑡) of the system. At the same time, in order
to maximize the incomes, the intruders will also enhance the
intrusion level on the fog nodes. As the game continues, the
system and intruders will adjust their strategy to maximize
their incomes. The system state 𝑥(𝑡) will also change when



Security and Communication Networks 9

the strategy is changed. 𝑟𝑖(𝑡) and 𝑢(𝑡) will also affect the
incomes of players. Therefore, this process is a game between
two players adjusting the optimal strategy and making the
optimal strategy converge.

6. Conclusions

Fog computing is a new computing paradigm, and its security
problem can not be ignored. As the manager of fog cluster,
cloud server needs to respond in time when intrusion occurs.
Firstly, the characteristics of intrusion in fog computing are
analyzed, and the invaders and system in fog computing are
modeled, respectively. Then the differential game model is
solved, and the optimal strategy of intruders and system is
obtained. Finally, we simulated the optimal intrusion strategy
and the optimal response strategy, and we analyzed the
experimental results. The results show that our game model
and the optimal strategy can guarantee the security of fog
cluster.
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