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Since the beginning of the Information Age, the Informa-
tion and Communications Technologies (ICT) have been
characterized by cyclic transitions between centralized and
distributed computing models. From the early mainframes to
the personal computers, from the Cloud to the Smartphones,
the focus has moved according to the technological advance-
ments and the key applications that have enabled continuous
paradigm shifts from centralized computing to thin clients
and vice versa.

The Internet of Things (IoT) is not an exception and
perpetrates such a trend.The appearance of cheap ubiquitous
sensors that can be easily integrated virtually anywhere has
accelerated the growth of Ambient Intelligence, which refers
to the capacity of the system to sense the environment and
to respond to the presence of people and to certain events
or conditions, according to the typical situation awareness
principia and behaviors. As a result, the IoT has gained a lot
of popularity, propelled by the new advancements in mobile
information systems. Tiny smart objects are being embedded
in everyday things, equipped with enough computational
capabilities, and easily interconnected among them and to
the Internet. Many cross-domain applications are able to
access multiple sensors, actuators, and user-generated data
by also controlling them and interoperating among different
contexts. Smart things cooperate to provide valuable infor-
mation and increase the potentialities of their actions and
the comfort of people using them. Such improvements have
enabled the creation of new applications and scenarios such

as Smart Cities and Smart Buildings. Ambient Intelligence
will possibly represent one of the biggest advancements
in the near future in people’s lifestyle, influencing more
and more aspects of the society. The way people perceive
technology is going to change: as these devices become
smaller, more connected, and more integrated into the
environment, the traditional ICT technologies become more
and more invisible to the common users until only the user
interface remains perceivable by them. Users will interact
directly or indirectly with the interfaces of the systems
that respond to people presence, actions, and decisions,
offering integrated solutions and improving the Quality of
Experience (QoE). To this end, Mobile Information Systems
are crucial for the Ambient Intelligence, since the majority
of the sensors and actuators rely on mobile and wireless
technologies, distributed information systems, and big data
analytics applications to collect, store, and process the data.
Such a scenario has been made possible by harmonizing
the advancements at different layers: Network (e.g., WSAN,
RFID, NFC, BLE, ZigBee, IEEE 802.11ah, and 6LoWPAN),
Operating System (e.g., TinyOS, Contiki, and FreeRTOS),
Service Layer and Middleware platforms (e.g., FIWARE and
CityPulse), among others. However, despite several recent
efforts, the IoT development has followed the “vertical silos”
paradigm, in which proprietary solutions can hardly inter-
operate, thus limiting the potentialities offered by such a
paradigm. Research and Innovation is needed to address new
model-centric and predictive engineering methods and tools
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for cyber-physical systems and “systems of systems” with a
high degree of autonomy ensuring adaptability, scalability,
complexity management, security and safety, and providing
trust to humans in the loop.

The articles contained in the present issue contribute with
original research experiences illustrating and stimulating the
continuous efforts to understand the implications of the
Ambient Intelligence in the IoT. They have been carefully
selected according to their subject in order to feature the
latest advances and directions in this amazing scenario by
exploring the potential of newmore intelligent and situation-
aware architectures, protocols, services, and applications
in the next generation IoT environments. We can group
the presented experiences in the aforementioned network,
middleware, and application layers.

At the network layer, in the paper “The Social Relation-
ship Based Adaptive Multi-Spray-and-Wait Routing Algo-
rithm for Disruption Tolerant Network,” J. Guan et al.
propose a new routingmodel in disruption tolerant networks
(DTN) that takes into account buffer management and social
relationships among nodes. The use of the social properties
of nodes is the solution of choice for a novel message
routing that is based on message ferrying between separated
parts of the network. Basically the work analyzes the spray-
based schemes and the applications of social characters in
DTN routing and proposes a new algorithm with timeout
detection based onACKmessages, with a buffermanagement
mechanism to reduce the node overload, considering the
social relationship to select the next node. The proposed
algorithm is evaluated in comparisonwith others well-known
algorithms as Epidemic, Spray and Wait, and PropHet. The
results are very promising in Shortest Path Map Based
mobility model and in SLAW (Self-similar Least Action
Walk) mobility model.

In the paper “A Fine-Grained Visible Light Communica-
tion Position Detection System Embedded in One-Colored
Light Using DMD Projector,” M. Kodama and S. Haruyama
deal with a recurrent problem in the ubiquity of the IoT:
the position detection. Authors design and implement a
prototype based on a fine-grained visible light communi-
cation (VLC) embedded in one-colored light using Digital
Micromirror Device (DMD) projector. Results demonstrat-
ing the effectiveness of their method are promising, showing
an accuracy of detection in the order of millimeters.

The contribution “Power Allocation Scheme for Femto-
to-Macro Downlink Interference Reduction for Smart
Devices in Ambient Intelligence” by X. Su et al. presents a
power allocation algorithm in the Home evolved NodeB
“FemtoCell” LTE environment that considers the Closed
Subscriber Group mode, introduced by 3GPP, and a
cochannel spectrum policy. By using cross-tier signal-
to-leakage-plus-noise it reduces the greater part of the
cross-tier DL interference from evolved NodeB and provides
a reduction of the remaining interference.

At the middleware layer, in the paper “Design and
Implementation of a Cloud-Based Platform for Unleashing
the Personal and Communal Internet of Things,” I. Elicegui
et al. propose a social IoT framework for sharing devices and
services among people in a community. In their proposal,

authors include humans in the loop extending the exist-
ing architecture models to accommodate the requirements
stemming from the vision of people-sourced IoT devices,
which are shared to create applications and services in smart
communities. The owners of the shared devices, however,
are always empowered to control the access to the shared
information. The software platform is based on available
generic enablers as defined by the FIWARE initiative.

In the paper “A Collaborative Semantic Annotation Sys-
tem inHealth: Towards a SOADesign for Knowledge Sharing
in Ambient Intelligence” by G. Guerrero-Contreras et al., the
authors state that the conversion of the widespread Content
Management Systems (CMS) into its semantic equivalent is
a relevant step, as this enables the benefits of the semantic
web to be extended. The FLERSA annotation tool converts
the Joomla! CMS into its semantic equivalent. However, this
tool is highly coupled with that specific Joomla! platform.
Ambient intelligent (AmI) environments can be seen as
a natural way to address complex interactions between
users and their environment and should be transparently
supported through distributed information systems. To build
distributed information systems for AmI environments it is
necessary tomake important design decisions and apply tech-
niques at system/software architecture level. In this paper, a
SOA-based design solution consisting of two services and an
underlying middleware is combined with the FLERSA tool.
It allows end-users to collaborate independently of technical
details and specific context conditions and in a distributed,
decentralized way.

At the application layer, the paper “Active RFID Attached
Object Clustering Method with New Evaluation Criterion
for Finding Lost Objects” by M. Tanbo et al., the authors
propose an active RFID attached object clustering method
based on RSSI series for finding lost objects. This approach
to find lost objects does not execute existing localization
methods. It is hypothesized that users can deduce the location
of a lost object from information about surrounding objects
in an environment where RFID tags are attached to all
personal belongings. To help find lost objects from the
proximity between RFID tags, the system calculates the
proximity between a pair of RFID tags from the RSSI series
and estimates the groups of objects in the neighbourhood.
A new method for calculating the proximity of the lost
object to those around it is proposed which uses a distance
function between RSSI series and estimates the group by
hierarchical clustering.The experimental results indicate that
the method provides a clear advantage in finding lost objects
at low financial and installation cost and can estimate groups
accurately even if the smartphone or RSSI sensor is moving
quickly.

The work “DrivingSense: Dangerous Driving Behavior
Identification Based on Smartphone Autocalibration” by C.
Ma et al. presents DrivingSense, a reliable dangerous driv-
ing behavior identification scheme based on a smartphone
autocalibration algorithm based on the determination of
sensor noise distribution when a vehicle is being driven. The
proposed scheme leverages the corrected sensor parameters
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in order to identify three kinds of dangerous behaviors:
speeding, irregular driving direction change, and abnormal
speed control, resulting in a significant degree of precision
and reliability.

Sergio Ricciardi
Jose Roberto Amazonas

Francesco Palmieri
Maria Bermudez-Edo



Research Article
Design and Implementation of a Cloud-Based Platform for
Unleashing the Personal and Communal Internet of Things

Ignacio Elicegui,1 Carmen López,1 Luis Sánchez,1 Jorge Lanza,1 Luis Muñoz,1

Antonio Pintus,2 Andrea Manchinu,2 and Alberto Serra2
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Internet of Things (IoT) concept has attracted a lot of attention in recent years and it is foreseen as one of the technologies that
will leverage the Future Internet. It is seen as a major enabler of novel applications and services that will foster efficiency and will
ease every day’s life. However, current IoT solutions are mainly focusing on the development of centralized solutions that do not
promote the democratization of the IoT but rather concentrate the IoT around a set of cloud-based platforms which pretend to be
open but limit the capacity of the people to tailor their Personal and Communal IoT.This paper describes a software platform based
on available generic enablers as defined by the FIWARE initiative. It extends the existing architecture models to accommodate the
requirements stemming from the vision of people-sourced IoT devices which are shared to create applications and services in smart
communities where the owners of the shared devices are always empowered to control who, and in which circumstances, has access
to the shared information.

1. Introduction

Nowadays, Internet of Things (IoT) makes available a large
variety of assets (e.g., data, devices, and services) that are
used in a number of ways that were once unthinkable.
Similarly, foreseeing the future use of IoT assets is difficult if
not impossible. The rapidly increasing number of intelligent,
cloud connected things that are embedded in our daily
lives raises legitimate concerns about the privacy costs paid
for the benefits these technologies provide. In this context,
keeping the ownership and control of IoT assets is a crucial
objective to foster the creation of new services and encourage
users’ trust and participation. This is particularly true when
personal assets, namely, assets that are related to a person, are
considered.

Before the IoT conceptwas developed, closed and central-
ized Intranet-of-Things were used to manage closed domains
of IoT assets (grid monitoring, logistics tracking, etc.). This
approach allowed service providers to guarantee a satisfac-
tory Quality of Service (QoS), without need to properly

address provenance of IoT assets and their associated value.
This is indeed more urgent and important now that IoT is
becoming an open market where services are offered beyond
the boundaries of a closed organization. More recently, open
access IoT networks have been delivered and vertically inte-
grated into the cloud. However, despite the open access, such
IoT networks still employ centralized cloud infrastructures,
and consequently the full control of assets is still in the
hands of trusted third parties. This is adequate when IoT
infrastructures are owned by a single entity (e.g., city council
owns the smart city IoT infrastructure or utility owns its
IoT grid) but, as it happened with Internet, exponential
growth of its value only came when everybody’s devices were
interworked. Centralized infrastructures undermine the IoT
assets’ owners’ willingness in sharing evenmore of their assets
as they are no longer able to control how these assets’ services
are offered and to whom they are exposed.

This paper presents the novel concept of personal and
communal Internet of Things and describes a platform that

Hindawi
Mobile Information Systems
Volume 2017, Article ID 2164072, 14 pages
https://doi.org/10.1155/2017/2164072

https://doi.org/10.1155/2017/2164072


2 Mobile Information Systems

has been implemented in order to realize such a concept and
that empowers people to handle and share the services expos-
ing their IoT assets. Thus, the two contributions described in
this paper are as follows:

(i) The identification of a novel paradigmmeant to foster
the uptake of the IoT in the creation of intelligent
ambiences to which individuals and groups con-
tribute while keeping full control of their devices is
discussed; moreover, the discussion of the technical
problems that such a novel paradigm implies has also
been detailed.

(ii) The actual development and integration of the plat-
form that enables the actual realization of this concept
is the second key contribution described in the paper.
This platform has been implemented using several
FIWARE enablers [1] as well as additional compo-
nents that correspondingly fulfill the design consid-
erations associated with the Personal and Communal
IoT paradigm. The main reason for using FIWARE
enablers as the baseline for the platform implemen-
tation is to promote the uptake of this solution at a
larger scale as it will be based on well-known and
standardized open technologies.

It is important to note that despite the fact that nowadays
there are several IoT platforms available that might seem
suitable to host the Personal and Communal IoT concept
just by adding the proper roles and sharing capacities to the
applications and assets involved in the communal scenario,
this is not the case as they fail in properly addressing some of
the key requirements identified in the next section.

The remaining part of the paper is structured as follows.
Next section will describe the Personal and Communal IoT
concept that we consider is a key constituent on the successful
uptake of the IoT grand vision. This paradigm motivates
the platform we have implemented to manage the context
information that is generated by people’s IoT assets/devices,
to allow the creation andmanagement of communities where
these IoT devices will be securely shared, and finally to
simplify all this process and facilitate the interfaces to easily
create value-added services with this context information.
Related Work section will present a nonextensive review of
existing IoT platforms both from commercial and research-
oriented flavor. This review will focus on the key features
considered by these platforms and will let us show how
personal and community needs are not well covered by
them. The core of the paper is the functional description
of the Personal IoT Management platform and its building
blocks. Finally, conclusions focus on highlighting the main
contributions and outlining how future work will foster the
uptake of a truly open and humanized IoT.

2. Personal and Communal IoT: Empowering
People to Manage Their IoT

2.1. Need for Facilitating Sharing Personal Data. The volume
of data is doubling every two years, of which two-thirds is
created by individuals, in particular with adoption of new

wearable devices [2]. This growth has been driven both by
the increase in number of connected devices in our lives and
their growing capabilities. This trend looks set to continue
with data traffic from IoT devices rising from 2% share of the
total in 2013 to 17% in 2020. However, very little attention has
been put on facilitating those individuals to participate in the
plethora of services that this incredible amount of data can
leverage. In this sense, IoT research and development [3, 4]
has focused on technology considerations and most notably
has concentrated on large scale platforms gathering services
and information from devices in the environment, but not on
the human beings that own these devices and would like to
exploit the value of these services and data. Thus, individuals
do not believe they benefit from sharing personal data with
organizations offering such platforms. Instead they believe it
is only the organizations that are gaining from their data.

A recent work [5] remarked about the urgency for the IoT
to go beyond the Machine-to-Machine paradigm to include
people in its foundation. In that paper, authors project the
Fiskes’s Four Elementary Forms of sociality [6] to IoT, in
order to define a Humanized Internet of Things (H-IoT);
from the aims of this work considering the Communal Shar-
ing and Equality Matching patterns (reported in Figure 1) is
interesting in particular as people in a community collaborate
to fulfill a shared goal, smart managing their IoT and related
connected devices.

An IoT including personal and communal features and
needs implies that not only must smart devices be control-
lable by the owner, but they can be also shareable by and
with everyone in a given community.Thus, in the Communal
Sharing pattern, building a community of trusted people
represents a central point. Inside a community, there is the
creator, which can be intended as the administrator of it, in
the sense that they can accept newmembers or close or delete
the community, but inside the community the hierarchy is
flat and every member is equally entitled to manage shared
devices. Examining the Equality Matching pattern, the idea
is that every person in the Communal IoT contributes in a
balanced manner to reach common goals.

In summary, the Personal and Communal IoT paradigms
that we are proposing imply a future in which the ownership
and control of IoT assets will be guaranteed during the whole
lifecycle of the IoT asset. The objective is to increase the
transparency of all the IoT asset management flow, removing
the need of a centralized trusted party and shifting from the
actual paradigm of discrete centralized trusted authorities to
a paradigm of decentralized trust of the network as a whole.
IoT Traders (individuals, communities, or corporations shar-
ing IoT assets) will not only be capable of sharing their assets
but also be able to track and manage how and by whom they
are used, while gaining direct advantage from such sharing.

2.2. Key Enabling Functional Considerations. Accomplishing
the above vision implies three key enabling functionalities,
namely, informationmanagement, communitymanagement,
and Personal and Communal IoT dashboard. These features
comprise the key technical challenges that the proposed and
implemented platform is addressing.
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Fiske CS
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sharing 
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Fiske EM 

Authority
ranking

Fiske MP 

Equality
matching 

Market
pricing 

H-IoT

(i) �ings sharing
(ii) �ings access

(iii) Groups of access
(iv) Sharing by location 

H-IoT

(i) �ings shared with same authority sharing 
(ii) Use things for a common goal 

(ii) Social value is de�ned by ratios 
(iii) Rational calculations of cost-bene�ts 

(i) Proportionality in social relationships 

(iv) Maybe shorter relationships 

H-IoT

H-IoT

(i) �ings are sold, rented, or payed as a service
(ii) Temporary sharing, contracts

(ii) �ings revoking, restrictions 

(i) People authority over things. Sharing things is not equivalent
to sharing authority over things

(i) Balance and no authority between people, one for one correspondence
(ii) Collaboration over shared goals 

(iii) Ensemble actions with balanced weight 

(i) Groups of equivalent people
(ii) Social equivalence for a purpose 

(iii) Treat material objects as things that they have in common

(ii) Authorities control some aspects of their subordinates’ actions
(i) Asymmetric, hierarchical ordering among people

(iii) Two di�erent people cannot outrank each other

Figure 1: Fiske’s Elementary Forms of sociality projected to IoT, building a humanized, people-centric IoT.

2.2.1. Information Management. The IoT vision in general
and the personal IoT one in particular are characterized
by the large amount of devices that surrounds us and that
can provide added-value services if properly managed. Data
sharing mechanisms should be implemented to guarantee
that datasets and data-streams can be used in services to
its best. Nowadays it remains possible to combine multiple
streams into one application if the endpoint to the necessary
sources of information is known, but this creates additional
burden for developers. The most important of these services
is the access to the information that these devices gather. It is
thus, critical to first establish a way of modelling this infor-
mation in such a way that it is possible to homogeneously

represent something that inherently shows a large degree of
heterogeneity. It is important to note that this information
model has to be valid for the devices as well as for the
observations that they produce. Secondly, the information
has to be efficiently stored and, most importantly, efficiently
discovered and retrieved.

2.2.2. Community Management. Managing your own per-
sonal devices and information is just the first step. While
the amount of services available through the exploitation of
personal information is considerable, the real value comes
from linking each personal IoT into communities. Data and
knowledge behind data are the core of the wealth produced
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by the IoT. In order to make Communal IoT real it should
be possible to establish an architecture for data governance,
based as much as possible on open platforms, capable of
supporting decentralized data and Identity Management
and bottom-up participatory innovation. Community man-
agement implies the definition of access policies and the
establishment of a framework in which identities can be
validated.These features have to be in place in order to enable
access, to third parties, to the services offered by the personal
IoT.

2.2.3. Personal and Communal IoT Dashboard. In spite of
recent uproar around high-profile data breaches, with the
likes of Sony Pictures or Ashley Madison all falling victim,
consumers view themselves as increasingly responsible for
their own education on how to protect and control their
personal information.The large and sensitive data that might
be generated by personal devices in the IoT mandates the
data management to be at the core of IoT paradigm, and it
amplifies the need tomaintain a certain degree of privacy and
security [7].The IoT asset owner ismeant to be in control over
the data, as well as over who has the access rights to it. Thus,
it is critical to offer to the individuals a friendly environment
that enables them to manage their devices and communities
in the easiest and most straightforward way. In this sense,
not only should this dashboard be limited to monitoring
purposes, but it should also allow the creation of value-
added services consuming the information that Personal and
Communal IoT devices generate.

2.2.4. Technical Challenges Outline. Taking into account
these key functionalities, the platform that has been imple-
mented in order to realize the concept of Personal and Com-
munal IoT, thus narrowing the gap with the vision described
in Section 2.1, has addressed the following challenges:

(i) Development of the components and data models
allowingmultiple heterogeneous andmultimodal IoT
sources work in synchrony and securely aggregate
data.

(ii) Implementation of the modules in charge of the
management of the policies for data sharing and the
enforcement of corresponding access rights defined
in that policies.

(iii) Definition of a distributed platform that can be
composed of multiple instances of itself thus guaran-
teeing real data ownership while enabling community
building through federation of individual instances;
moreover, open access to platform instance images
has been granted.

(iv) Facilitation of the platform usage for the three key
involved stakeholders: (1) devicemanufacturers to use
open and standardized interfaces for data provision;
(2) application developers to access IoT data through
unique service-oriented interfaces and using com-
mon information models; and (3) end-users to have
simple tools to manage their IoT assets and the data
that they generate.

3. Related Work

The existence of such a large amount of smart devices,
applications, sensors, and so forth in our daily lives has
created the necessity of platforms that are able to embrace
all actors involved within this heterogeneity, from relaying
technologies to final users, including also the management of
all different relations among them (device-to-device, person-
to-device, person-to-person, etc.). In [8, 9] different authors
presented this necessity and summarized the main chal-
lenges to be overcome. In addition, they provided a possible
approach to be followed and the key enabling technologies to
achieve a people-centric society based on the IoT.

One of the main concepts that is currently thought to
provide coherence in the IoT scenario is the Web of Things
(WoT) one [10]. However, theWoT solution has to overcome
the modelling of the Things in order to address the problem
of publicizing, discovering and accessing the objects and the
services that they expose.

Another, especially important, aspect is the cross-
platform development problem [11, 12]. In order to foster an
expedited development of applications, the IoT platforms are
expected to provide the developers with streamlined appli-
cation programming interfaces (APIs) to their functionality,
preferably with the help of higher abstraction level primitives.
The platform implemented provides these APIs and also
builds on top of standardized information models which
are meant to enable the necessary interoperability that is
demanded by application developers.

In order to cover the aforementioned demand, different
solutions have been developed. IoT-A [13] and FIWARE [1]
appeared as leading reference architectures to encourage a
faster development of new IoT solutions. The former, IoT-
A, aiming to lower the barriers of interoperability and to
converge upon the existence of a plethora of different models
of IoT governance, proposes a global solution targeting not
only the interoperability but also scalability, security, and
privacy in its design. This solution relies on an architecture
referencemodel and provides an initial set of building blocks,
principles, and guidelines in order to enable the design
of new protocols, interfaces, and functionalities for IoT
environments. Furthermore, FIWARE, as one of the leading
architectures in Europe, proposes an innovative, open, cloud-
based infrastructure for cost-effective creation and delivery
of Future Internet applications and services. Other service-
oriented frameworks have been recently proposed [14] to
enable the creation of new services and to make the manage-
ment of the various data sources easier and more effective.
These platforms include features like trustworthiness and
provenance but fail to empower the data provider; in many
cases data comes from personal devices like smartphones, to
have a real control on when and who can access the data.

Additionally, to achieve a tighter approach of the IoT
to potential users, different IoT platforms, which work as
Platforms as a Service (PaaS) for IoT, such as Carriots
(https://www.carriots.com/),ThingSpeak (https://thingspeak
.com/), Xively [15], or IFTTT [16], have appeared. For more
comprehensive discussions on available IoT platforms, we

https://www.carriots.com/
https://thingspeak.com/
https://thingspeak.com/
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invite the interested readers to refer to [12]. However, let us
examine two of them, representing the state of the art of
cloud-based and well-known platforms: IFTTT and Xively.
The former, IFTTT (If This Then That), is a web platform
that allows users to automatize tasks on the Internet. It allows
connecting to services/devices adopting a “WHEN event ‘e’
THEN DO action ‘a’” (called recipes). Its main advantages
are easiness of use, recipe sharing between users, and a large
set of available services/devices. Despite the recipe-sharing
feature, in IFTTT, it is not possible to really share things,
so a Communal IoT is not applicable. Regarding Xively,
it provides a platform and a set of services to create and
manage connected products and services on the IoT. It offers
a developer-oriented workspace, with a strong business to
business approach and related market. However, community
concept is not provided and devices sharing could be per-
formed only through APIs and developers belonging to the
same organization/company.

Regarding the person-to-device relations, different stud-
ies have been done related to the critical field of the Per-
sonal Networks such as [17]. Among them, the MAGNET
project [18] can be highlighted. Starting on the basis that
Personal Networks were secure, self-organizing and user-
centric networks which provide ubiquitous access to personal
devices, the project undertook the challenge of develop-
ing short-range user-centered wireless networks and the
establishment of trust relationships between them so that
communal networks could be created. Other approaches,
closer to the Personal and Communal IoT concept that
we are proposing, can be found in [19, 20]. They coincide
with the paradigms that we are proposing in the fact that
while IoT is associated with a vision of everything being
connected to everything, for meaningful applications to be
developed, what really matters is how qualitative relations
and more selective connections can be established between
smart objects, and how their owners can keep control over
object relations. However, while, in [19], they focus on
geographical proximity for selective artefact communication,
using the context of artefacts for matchmaking, in [20],
authors describe a framework that enables smart things to
form social groups autonomously, for the benefit of human
beings but without their intervention. This latter approach is
closer to our vision and to the objectives of the platform that
we have implemented.

As it has been described through the aforementioned
examples, IoT platforms still miss the strong personal and
communal aspects that Internet of Things needs to flourish.
As a consequence, this work presents the development of
an Internet of Things platform, built on top of existing
IoT enablers, but addressing the functional considerations
presented in the previous section to foster personal centricity.
It focuses on allowing final users to easily manage their
devices, plus the provided information, and share them with
other users based on established relationships.

4. Personal IoT Management Platform

The IoT platform here described represents a step beyond
towards user engagement in IoT development and deploy-
ment, since it focuses its main features on overcoming the

difficulties which citizens (as users with very basic technical
knowledge) face when introduced to these technologies
and on creating secure groups where these users can take
control of the information they are managing. In essence, the
proposed IoT platform builds the bridge to allow new nonde-
veloper users to be able to initiate into the IoT environment
smoothly and confidently.

In order to keep it easy to use, this implementation takes
the core functionalities of current IoT platforms related to
data gathering/accessing and extends themwith the “commu-
nities” concept, reinforcing all the security aspects regarding
privacy and trust. As a result, a modular, open, and decen-
tralized architecture has been developed, based on existing
components from FIWARE IoT platform but supporting the
Personal and Communal IoT paradigm. This decentralized
design of the platform allows a powerful scalability granting
the use at different levels: from a private perspective where a
user wants to deploy their own instance for personal use, to
big communities like cities that want to provide IoT services
to its inhabitants in a secure manner.

The simplest instance of this architecture, and its back-
bone, includes three main enablers: the Context Manager,
which stores all information sources and provides the tools
to query/retrieve context data; the Communities Manager,
that allows users to create their own groups for information
sharing and link them with the information sources regis-
tered within the Context Manager; and, on top of these, the
User Environment, which provides the user with an intuitive
front end to quickly create andmanage their IoT environment
and share their data with other platform users. The platform
allows citizens to easily register and share their IoT devices
through the platform users’ tools or developers create their
own advanced/specific IoT applications using the different
APIs supported directly by the enablers.

A key factor in this architecture is the already mentioned
“Context Entity.”This element describes how an entity, which
may be a device, a smartphone, any information source, or
even a human being, will be defined within the platform and
how its associated data, what is called “Context Information”
or just “Context,”will be linked and stored.TheOMAContext
InformationModel [21] is used here to homogeneously create
and describe entities, including all associated information
they will share within the platform. The simplicity and ver-
satility of this data model structure allow the user to map an
infinite range of devices, sensors, actuators, and information
sources, by providing just a user-created entity ID and a set
of user-defined attributes that describe its capabilities and
contain the information. As an example (Box 1), a weather
station entity can be registered in the platform with “plat-
formInstance01:sensor:weatherStation:device01” as id (which
includes extra information about the instance it belongs
to and the type of device it is) and “AirTemperature” and
“RelativeHumidity” as attributes. Each attribute will include
also the updated corresponding values (24∘C and 73%) and, if
required, a set of associated metadata that complements the
provided data with extra information like date and time of
when it was captured, location, unit of measurement, special
characteristics, and so forth.The type of supported attributes
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{

"contextElements": [

{

"id": "platformInstance01:sensor:weatherStation:device01",

"type": "weatherStation",

"isPattern": "false",

"attributes": [

{

"name": "AirTemperature",

"value": "24",

"type": "http://purl.org/iot/vocab/m3-lite#AirTemperature",

"metadatas": [

{

"name": "uom",

"value": "Celsius",

"type": "http://purl.org/iot/vocab/m3-lite#DegreeCelsius"

}

]

},

{

"name": "RelativeHumidity",

"value": "73",

"type": "http://purl.org/iot/vocab/m3-lite#RelativeHumidity",

"metadatas": [

{

"name": "uom",

"value": "Percent",

"type": "http://purl.org/iot/vocab/m3-lite#Percent"

}

]

}

]

}

]

}

Box 1: Example of an entity data model structure.

and their metadata structure have no special limitation, what
gives this model its flexibility.

In addition to the mentioned platform backbone, other
functional components have been developed in the context of
the 7th Framework Programme of the European Community
SocIoTal project to be directly plugged. These components
provide extra capabilities to the whole platform related
to security access to resources, users’ identification, and
authentication and trust management. Other set of enablers
helps in capturing special context information, such as face-
to-face position or indoor location, which enriches the
initially provided entity’s information and assists in granting
access to context information. On the other side, FIWARE
components, like Big Data enablers, connectors, or special
gateways to upload context, can be also easily linked to this
platform, extending even more the IoT provided capabilities.

Following, the main components of the implemented
platform will be described which covers the key enabling
functional considerations mentioned in Section 2.2.

4.1. Context Manager. The Context Manager is the core of
the presented IoT platform. Its set of functionalities can be
divided into three related but differentiated main blocks: on
one side, it acts as the resource directory of the platform,
keeping a complete list and corresponding descriptions of all
context entities registered and managed by the users; second,
it stores and retrieves the context information uploaded by
these context entities, and, finally, it supports the different
links with the rest of platform enablers and components,
which gives the Context Manager its integrator role. To
provide these functionalities to the final user, this component
exposes a complete RESTful API [22] compliant with the
OMA NGSI-9 and NGSI-10 recommendations. The Context
Manager implements a set of NGSI-9 methods to register,
modify, and discover context entities and a collection of
NGSI-10 compliant methods related to the resource directory
management to update, query, and retrieve context informa-
tion and to manage subscriptions to information sources and
data types. In addition to standard OMA NGSI interfaces
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Figure 2: The Context Manager architecture.

the Context Manager implements some extended methods
to provide the user with shortcuts and preformatted requests
thatmake it easier to retrieve specific data or execute concrete
operations. With the first deployed version of the Context
Manager, these extended methods are restricted to assist in
creating/deleting context entities and retrieving all context
information shared by a given entity, but this set will be, in
turn, extended to cover those required functionalities, cap-
tured through the enabled support channels, as the platform
expands and the final users’ groups grow up.

The Context Manager here described was built on top of
FIWARE architecture (Figure 2), enriching its context data
management features and complementing its Data/Context
management enabler, the Orion Context Broker [1], with
communities’ support in order to allow final users to easily
organize, protect, and manage their information sources
while they share data among identified users with similar
interests. This platform component has been designed to be
centralized, deployed in the cloud, if the instance is oriented
to be open, for example, for citizens to develop and share
their own applications and data, or in an intranet server,
if the platform is set up for private developments such as
domestics’ solutions or proprietary applications. Whatever is

the configuration instantiated, this component will support
all entities registered and provide the tools to manage all the
information shared within the platform.

4.2. Community Manager. One of the most important bar-
riers in the Internet of Things user’s acceptance is data
privacy. When users want to share information about them,
their devices, or their environment, they will only share it
with people, devices, and networks they completely trust,
always being sure that no one without the corresponding
permission will access that information. This requirement
comes to greater importance when the type of data refers
to very sensitive information due to privacy or security
issues such as IoT patient monitoring (e.g., blood pressure
data) or surveillance systems (e.g., home security cameras).
There exist some platforms in the market that allow one of
the two extremes: the management of their devices without
sharing the information with other users or sharing all the
information with all the users of the platform without any
kind of discrimination. In order to fill the gap and provide
users with a tool which gives them the overall control of
data, the Communities Manager tool was developed and
implemented. Through it, users will be properly identified
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Figure 3: Communities manager tool and its relation with the Identity Manager platform and the application layer.

and authenticated and will be able, from that point, to specify
both the relation between them and their smart objects and
the relation of other users with that resources.

The Communities Manager tool provides an API [23]
which allows users to first register themselves into the
platform in order to, then, be able to create communities and
register their devices within them.The creators of those com-
munities will decide whether or not to approve other users
within their communities. In case they give their approval,
the owner will be able to provide the new members with
a role to be played in the community, therefore specifying
the actions they are allowed to perform over the entities
(read or/andwrite actions). All this information related to the
user and their relation with certain communities and their
resources is defined by a community-token. This token is an
alphanumeric key which relates the user with the community
to which they have access and with the role they have within
it, thus protecting the access to the information provided by
the users from information leakage. In addition, although out
of the CommunitiesManager tool functionalities, encryption
and decryption information techniques are employed within
the platform to secure data from the devices to the Context
Manager.

The integration of this toolwith theContextManager pre-
viously defined derives from the use of the aforementioned

community-token, since the management of the different
resources allowed by theContextManagerwill be determined
by the relation of the user with the resource to be handled,
which is perfectly defined by the community-token. In
practice, when a userwants to access a resource in theContext
Manager, they must attach the corresponding community-
token to the API request which will validate if the user
belongs to a community where that resource is registered and
if they have the rights to perform the requested action (query,
update, delete, etc.)

Figure 3 shows a diagram with the main components
which structure the implemented Communities Manager
tool, presenting also the relations with the application layer
and the components where the IdentityManagement respon-
sibility falls, in this case the FIWARE KeyRock Identity
Manager (IdM) [24]. From a developer point of view, Com-
munities Manager provides a HTTP/HTTPS RESTful API
divided into three main sets of methods: users’ API, which
groups the functionalities related to the users’ creation and
management; communities’ API which provides methods to
create (andmanage) communities and assign users and roles;
and community-Token’s API that allows community-tokens
operations and validation. In addition to this, and focused on
both developers and ordinary users, the communities’ tool
is totally integrated within the web User Environment tool
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which will be presented in the following section. From this
friendly environment, users will be able to easily create and
manage their resources and communities.

4.3. User Environment. Considering Fiske’s Elementary
Forms of sociality projected to IoT [6], reported in Figure 1,
we can envision a community of persons in which one
member wants to share a weather station to the others. For
example, in a community of neighbours, a person can use
data gathered from this device and decide whether or not to
irrigate the garden manually or automatically with another
IoT application based on the provided platform API. In
this case of Communal IoT, people in the same community
contribute in a balanced way to fulfilling a common goal
(e.g., a social gardening application), going beyond the
concept of a strict, personal IoT.

In our IoT platform, the User Environment offers these
features with easy-to-use and end-users targeted tools going
beyond the concept of typical centralized cloud-based IoT
platformexamined in the state of the art.Thus the community
and “humanized” aspect of the project represent an innova-
tive approach in the IoT field, emphasizing the collaboration
of sharing own devices.

This tool is a web-based, responsive, and user-friendly
workspace to manage connected devices, targeting not only
the ones from a personal point of view, but also communal
needs. The web User Environment integrates the other plat-
form components to provide several facilities and a user inter-
face (UI), allowing people to (among other features) manage
their connected devices, from smartphones to programmable
boards, adding them to the Context Manager component;
add or join communities of other persons and share with
them connected devices and produced data.

In order to build little applications towards a personal
IoT, the tool allows connecting devices together. Connections
between a device Dev1 and a device Dev2 can be configured
through a simple and intuitive UI. Configuration happens
specifying a set of rules following the “WHEN ‘E’ DO
‘A’” pattern. In other words, the pattern has the following
meaning (using the natural language): WHEN an event of
type “E” is triggered by Dev1, then DO the action “A” on
Dev2. For example, a configured rule could be as follows:
WHEN temperature is greater than 60∘C then DO send
a notification to my smartphone with the message “check
cooler system, temperature is becoming high in server farm.”

Figure 4 shows two different screenshots of the web User
Environment workspace: the first one, on the upper side,
represents the page related to a particular device, showing all
the details about it and data it generates, in real time. At the
bottomof the image, the second screenshot reports the details
of theUI about a particular community, including the current
members.

The social aspects of the web User Environment are faced
by the communities feature. Users are able to create their
own communities and to see all the existing ones, already
created by other users. They can view all the community
details, such as the name of the owner and the domain
where it is created. Furthermore, they can join a community
sending an affiliation request to the “owner” that can decide

to agree or deny the request. When a user joins a community
they can see all the members who belong to it and the
devices that they have registered and shared within it. As
previously remarked in this paper, all these features made
available by the User Environment allow people to really
build a personal IoT. Thus, thanks to communities, people
can operate in a communal, secure, privacy-aware, protected
social circle, allowing them to act towards shared, common
goals, for example, goals like administrating together the
neighbourhood devices installed in gardens, alarm systems,
elevators, and buildings maintenance or other daily activities
needed by a particular community.

5. Platform Use Case Workflow

This section provides a use case example where the platform
is used to create a private community where users can share
information amongmemberswithout leaking of information.
Firstly, the example scenario will be presented; following it
a summary of the workflow will be detailed. The complete
script of the use case can be found at [25].

5.1. The Scenario. Alice’s grandfather has Alzheimer’s disease
and, due to this, he sometimes suffers from sudden episodes
of disorientation and confusionwhen he walks outside home.
In order to help her family to take care of her grandfather
and avoid him getting lost, Alice has created an easy android
app, based on platform’s APIs, to be installed in her relative’s
smartphones, and mainly in her grandfather’s one. This app
captures the GPS coordinates and sends it every 2 minutes to
the IoTplatform. She plans to create an IoT community,made
up of her family members, install her application on their
smartphones, register themwithin her community, and share
the position of each of them. This way, every Alice relative
(and ONLY Alice’s relatives) will easily know the last valid
position of each other, including Alice’s grandfather, which
could help in finding him if necessary. The practical steps are
described in the following.

5.2. Create a SocIoTal User. All required actions here pre-
sented can be fulfilled either using the platform’s APIs or
through its web user interface. First step will be to create
the set of users needed (Alice, Alice’s mother, and Alice’s
grandfather), so credentials to access and read/write info can
be obtained. Using API’s “addUser” HTTP POST method
[23] or accessing “sign up” screen (Figure 5), user’s name and
password, among others, can be registered.

5.3. Create the Community. Accessing the web environment
as Alice, from her dashboard (Figure 6), Alice creates
“MyFamily” community.

Behind this web, the system uses platform APIs to
authenticate Alice as a registered user and obtain a platform
token. This token is straightaway used within communities’
creationmethod to create “MyFamily” community and assign
Alice the owner role on it.

5.4. Add Members to the Community. “MyFamily” com-
munity should be composed of Alice relatives. From their
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(a)

(b)

Figure 4: The web User Environment, through its simplified workspace, allows people to manage their connected devices, to create and join
communities, and to share devices with other users in a person-centric, humanized IoT.

communities screen, “MyFamily” community appears (but
no info about it is shown) and they can send a membership
request to Alice’s mail. This request includes a direct link
to add the requestor to MyFamily. Hence, when Alice click
on the link the following automatic process is launched
and performed with the communities’ API: identify Alice as
owner of the community returning the right communities’
token and assign a role (member) to the requestor user within

the community, so it can be considered as a new member.
After this, the community will look like Figure 7.

5.5. Add Devices to the Community. Every community mem-
ber can register new devices and access info shared within
MyFamily community. From user’s registering device screen
(Figure 8)we can add anewdevice to the selected community,
detailing the type of device and the data it provides. This will
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Figure 5: Create user account.

Figure 6: User’s dashboard community creation screen.
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Figure 7: MyFamily community.

Figure 8: Registering device template.
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Figure 9: Channel showing subscriptions notifications for a selected device.

create the id to be used later within our real device to upload
information.

After this process, each registered device can start sending
data to the IoT platformusingContextManager “updateCon-
text” method [22], with a token identifying the user and the
corresponding community.

5.6. Access to Shared Mobile Location Data. Registered users
can directly query for the last update of any of the devices
belonging to any of their communities usingAPI’s queryCon-
text method [22]. They can also subscribe and receive a noti-
fication every time new interesting data is available through
API’s subscribeContext method [22]. The web user interface
directly implements these two options just by clicking the
requested device or creating a channel (Figure 9), where all
data updated by the selected device of the community will be
shown as it is available.

6. Conclusions

While Internet evolution has been centered on the interwork-
ing of devices, nowadays, we are witnessing a swap in this

focus towards the liquid flow of data. As more and more
elements of our daily environment have the capacity to offer
information services, IoT technologies are being developed
to fulfill this need for effective consumption of information.
However, only very recently focus has been put on the key
actors, namely, the human beings, that benefit from the
Internet (embracing here everything, IoT, Cloud, and core
network) to offer a Humanized Internet of Things.

This paper has introduced the concept of Personal and
Communal IoT and presented the key enabling functional
considerations to realize such paradigm. Since current IoT
platforms do not properly fulfill these key functionalities,
we have described the tools that complement existing IoT
enablers to build a Personal IoT Management platform.
This platform allows users, with different profiles and skills,
to create their own set-ups, manage their resources, share
information, and build on top of IoT applications that exploit
these new environments. The objective of this platform is
to empower people to manage their own part of the IoT
establishing three basic pillars that conform to the foundation
for further features expansions. Firstly, the context informa-
tion management provides easy and standard mechanisms
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to upload, search, discover, and retrieve IoT, oriented to
application developers. Secondly, communities’ management
allows the creation, organization, and protection of resources
and information sets. Finally, with a usability criterion in
mind, an easy-to-manage dashboard provides an attractive
look and feel that supports the aforementioned user-centric
novel features and fosters IoT adoption.

The actual implementation and integration of the
described platform is a major innovation contribution of
the work presented in the paper as it should enable quickly
and effectively reaching a wide spectrum of end-users.
These users can immediately start experimenting with the
platform and exploit it to create applications that make use
of the surrounding ambient intelligence supported by their
communities’ IoT assets.The platform has been built using as
baseline a set of the FIWARE GEs in order to take advantage
of its reliable open-sourced nature and the momentum
and support channels offered by the FIWARE consortium.
Moreover, scalability and extensibility of the platform that
we have developed will also benefit from the FIWARE
environment as it facilitates inclusion of new functionalities
covered by some of the FIWARE enablers such as Big Data
analysis, cloud hosting, or advanced user interfaces.
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Since pervasive smartphones own advanced computing capability and are equipped with various sensors, they have been used for
dangerous driving behaviors detection, such as drunk driving. However, sensory data gathered by smartphones are noisy, which
results in inaccurate driving behaviors estimations. Some existing works try to filter noise from sensor readings, but usually only the
outlier data are filtered.The noises caused by hardware of the smartphone cannot be removed from the sensor reading. In this paper,
we propose DrivingSense, a reliable dangerous driving behavior identification scheme based on smartphone autocalibration. We
first theoretically analyze the impact of the sensor error on the vehicle driving behavior estimation.Then, we propose a smartphone
autocalibration algorithm based on sensor noise distribution determination when a vehicle is being driven. DrivingSense leverages
the corrected sensor parameters to identify three kinds of dangerous behaviors: speeding, irregular driving direction change,
and abnormal speed control. We evaluate the effectiveness of our scheme under realistic environments. The results show that
DrivingSense, on average, is able to detect the driving direction change event and abnormal speed control event with 93.95%
precision and 90.54% recall, respectively. In addition, the speed estimation error is less than 2.1m/s, which is an acceptable range.

1. Introduction

Owing to the rise in the popularity of automobiles over the
last century, road accidents have become one of the leading
causes of death in many countries around the world [1].
For instance, in 2010, there were almost 280000 injured and
70000 killed in traffic accident in China alone [2]. A study
shows that over 90% of traffic accidents are associated with
human errors [3]. The human behaviors, such as speeding,
drunk driving, and using a mobile phone while driving, are
the major factors which lead to inattention of drivers. Since
large scale fields studies have proved that when a driver is
monitored, his/her behavior is relatively safer, thus, to reduce
the road accident, various technologies have been developed
to detect driver’s state while driving. For example, in [4], the
authors proposed to monitor the loss of attention of drivers
by determining the percentage of eye closure. In addition, in
[5], the authors proposed to leverage the existing car stereo
infrastructure to monitor whether a phone is used by the

driver. However, since the unsafe state of a driver is presented
as dangerous driving behaviors of a vehicle, it is more
meaningful tomonitor driving behaviors of the vehicle rather
than detecting a specific unsafe driving behavior of the driver.

Currently, several companies have provided products for
drivers to monitor driving behaviors of vehicles with the aim
of avoiding the traffic accident. In [6–8], the products collect
real-time vehicular sensor data, such as GPS trajectory, and
transmit them to a data center through the Internet or cellular
wireless networks. Thus, we can troubleshoot and monitor
the vehicle from our smartphone or computer. However,
as with the sensing technology, the data collection raises
severe privacy concerns among users who may perceive the
continuous monitoring by the operator as intrusive [9]. To
overcome this drawback, products for personal use have been
designed [10, 11]. The product is installed on the vehicle, to
monitor parameters that determine the driving behavior of
the vehicle andprovide feedback on a regular basis for drivers.
Then, the driver can ensure where they need to improve
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according to the feedback. However, the problem is that these
products bring in high cost. For example, the camera-based
product unit is roughly $800 each [11]. Nowadays, only a
tiny percentage of cars on the road are equipped with these
driver assistance devices and it will take a decade for this new
technology to be commonplace in most cars across the globe.

In recent years, there has been tremendous growth in
smartphones which own advanced computing capability and
is embedded with numerous sensors such as accelerometers,
GPS, magnetometers, and cameras.This consequently results
in that a massive smartphone augmented reality applications
are proposed [12–14], including combining the smartphone
with cars to offer assisted service to drivers [15–17]. The
advantage of the smartphone-based approach is that it over-
comes the high investment cost of those commercial systems.
However, we find, through our thoroughly test in practice,
that the data provided by the embedded sensors of the
smartphone is presumably inferior. The simple integration
over these data may result in large deviation from the ground
truth of the vehicle’s states, which has significant impact on
real-world usability of these proposed applications.

In this paper, we proposeDrivingSense, which is a reliable
dangerous driving behavior identification scheme based on
smartphone autocalibration. In DrivingSense, it uses three-
axis accelerometer, gyroscope sensor, GPS, and microphone
embedded into the smartphone, to periodically collect data
of a vehicle. In order to decrease the impact of sensor
noise, an autocalibration algorithm based on an improved
Kalman filter algorithm is introduced. During this process,
the primary challenge is how to determine the sensor noise
distribution while the vehicle is being driven. According to
Newton’s first law, when the velocity of the vehicle is constant,
the data readings of accelerometer and gyroscope sensors
of smartphones are theoretically equal to zero. Based on
this intuition, we propose a pseudo-second-order differential
method to determine the sensor noise distribution. After
that, DrivingSense uses the corrected data to identify the
dangerous driving behavior of speeding, irregular driving
direction change, and abnormal speed control, which are
corresponding to the three biggest causes of fatalities on the
road: speeding, distracted driving, and drunk driving [18].

In our scheme, the accelerometer sensor and GPS read-
ings are used to estimate the driving speed. If the driving
speed exceeds the road speed limits which can be obtained
from a navigation system, the speeding behavior is detected.
To identify the irregular driving direction change behavior,
we first use the gyroscope sensor to infer the spin movement
of a vehicle. Then, the microphone is used to detect its turn
signal. If the turn signal is not detected when the driving
direction change happens, the irregular driving direction
change is detected. For the abnormal speed control, it is
related to abrupt acceleration and deceleration or erratic
braking, which are reflected on the changes of longitudinal
acceleration of a vehicle. If the acceleration exceeds a safe
threshold, the abnormal speed control is detected. The main
advantage of DrivingSense is that it can sense features of
vehicles in natural driving conditions through smartphone
sensors, providing a reliable vehicle state estimation. Fur-
thermore, DrivingSense is easy to implement and lightweight

so that it can run on standard smartphones. Our extensive
experiments validate the accuracy and feasibility of our
scheme in real driving environment.

We highlight our main contributions as follows:

(i) We propose a sensor noise distribution determi-
nation algorithm for the smartphone on a vehicle.
Specifically, we exploit different change trends of
smartphone sensor data between uniform moving
and motion change to infer which data segments are
from the vehicle in uniform moving. Then we can
use this data segment to estimate the sensor noise
distribution.

(ii) To correct the smartphone sensor data error, we pro-
pose an improved Kalman filter based autocalibration
algorithm. The experimental results show that this
method can effectively correct the data error.

(iii) We deduce an accurate driving speed of a vehicle
estimationmethod that only uses the corrected accel-
eration data and GPS.

(iv) To detect the turn signal audio beep, an algo-
rithm based on Fast Fourier Transform and cross-
correlation is proposed. The Fast Fourier Transform
is used to analyze the audio beep frequency, filtering
out the background noises. The cross-correlation
algorithm is used to detect the turn signal.

(v) We conduct extensive experiments in urban city,
Chengdu, China. The results show that, in the real
world, DrivingSense can identify the vehicular driv-
ing behavior with high accuracy.

The remainder of this paper is structured as follows.
Section 2 presents a brief overview of related works. Section 3
gives a data error analysis, which illustrates the impact of the
data error on the vehicle state estimation. In Section 4, we
present an overview of DrivingSense and the design details of
our scheme step by step, including sensor noise distribution
determination, data error correction, coordinate reorienta-
tion, and dangerous driving behavior identification.We eval-
uate the performance of our scheme and present the results
in Section 5. Finally, we give the conclusion in Section 6.

2. Related Work

Due to the popularity of smartphones and multiple sensors
they are equipped with, there is a growing interest in driving
safe research based on smartphones. In [17], the authors used
a smartphone as a sensor platform to detect aggressive driv-
ing. Specifically, it used sensor-fusion output of accelerome-
ter, gyroscope, and magnetometer sensors of a smartphone
to detect and classify vehicle movement. The drawback of
this approach is that it cannot tell the driver where he/she
drives improperly in detail. In [15], authors proposedCarSafe,
which is an app than runs on the smartphone. In CarSafe,
it uses the time series GPS to estimate the vehicle’s speed
and uses the phone’s front camera to recognize the head
position of the driver to ensure whether the driver is in a
safe lane change mode. A similar scheme has been proposed



Mobile Information Systems 3

in [19, 20] where GPS or subsampled GPS is used to drive
the vehicle speed. Since the vehicle is highly dynamic, the
low update rate of GPS is hard to keep up with the frequent
change of the vehicle speed. Additionally, continuously using
GPS drains the phone battery quickly. Thus, it is hard to
obtain the accurate speed estimation from GPS trajectory.
Besides vehicle speed estimation based onGPS, an alternative
method based on OBD-II was developed [21]. It leverages
the Bluetooth communication between a smartphone and
OBD-II adapter to monitor the vehicle driving speed and
provide feedback for the driver. Although the speed obtained
from OBD-II is quite accurate, this approach relies on an
additional OBD-II adapter. In [22], the authors proposed
SenSpeed, which estimated the vehicle speed by integration
of the accelerometer’s readings over time. The problem is
that the initial velocity only can be calculated at the turn
reference point through the angular speed. Besides, there
are accumulative errors of the speed estimation caused by
the biased acceleration. In [23], the authors proposed to
use sensory data of accelerometer and orientation sensor of
smartphone to detect the drunk driving. However, all these
methods are suffering from the problem of sensor noise.

To tackle this problem, up to now, serval methods have
been proposed to process noisy signal for robust detection.
In [17], a signal filter was used over the raw data. But it can
only filter out the noise from the vibrations of the vehicle
interior. In [24], authors leveraged a mechanism that when a
vehicle reached itsmaximumspeed, the vehicle changed from
acceleration to deceleration during normal driving. Thus,
when the reference speed fromOBD-II reaches its local max-
imum, the acceleration should be equal to zero. Acceleration
adjustment is calculated by reducing the bias. Although this
mechanism can obtainmore accurate speed estimation, it not
only requires additional hardware, but also cannot correct
other sensor errors, such as gyroscope sensor. In [25], the
authors proposed to use the Kalman filter algorithm to cor-
rect sensor noise. It assumed that the noise was drawn from a
zero mean multivariate normal distribution and the variance
was measured when a smartphone was still. However, there
are some problems. (1) As we have tested, the sensor data
error does derive not only from the white noise but also
with a bias. Thus, the Kalman filter algorithm cannot be used
directly. (2) We find that the data error is different every
time even in still state. This means that we have to remeasure
the data error when we use it. In [22], authors proposed to
sense the natural driving conditions to identify the reference
points tomeasure the acceleration error and further eliminate
accumulative error from the biased acceleration. However,
this method cannot be used in highway scenario in which
there are less reference points. In this paper, we propose
DrivingSense, which can efficiently eliminate the accumulate
error when vehicles are driving, providing more accurate
detection of the dangerous driving behaviors.

3. Data Error Analysis

As mentioned above, in this paper we utilize the smartphone
as a sensing platform to collect the driving information
of vehicles and identify their dangerous driving behaviors.

However, we find that the data collected by smartphone
sensors are noisy. In this section, we will verify the impact
of the data error of sensors on the vehicle driving behavior
estimation.

We first conduct experiment to learn about how the
sensor data error is. To achieve this objective, we lay a
smartphone in a horizontal plane and keep it stable to collect
the sensor data. The sample frequency is set to 1Hz. Under
the ideal condition, the value of each sensor data reading is
equal to zero. We take the 𝑌-acceleration and 𝑍-gyroscope
readings as an example and plot the measurement data, as
shown in Figure 1. The measurement data are volatile and
deviate from the ground truth. The primary error sources
of smartphone sensors are uncorrected bias errors and white
noise [26], which are consistent with our practice test. From
the figure, we can see that the data error of the accelerometer
sensor is larger than gyroscope sensor’s. Thus, we mainly
focus on analyzing the impact of acceleration error on the
vehicle driving speed estimation.

Let 𝑆 = (𝑇1, 𝑇2, . . . , 𝑇𝑁) be a series of collected data,𝑇𝑖 = (𝑎𝑖, 𝑃𝑖), 𝑎𝑖 is the acceleration, and 𝑃𝑖 is the vehicle loca-
tion. Suppose the interval of sampling is Δ𝑡. Therefore, the
travelling distance 𝑃 during the time span Δ𝑡 ⋅ 𝑁 can be
expressed as

𝑃 = 𝑁∑
𝑘=1

𝑃𝑖 = 𝑁∑
𝑘=1

(𝑉𝑘−1Δ𝑡 + 𝑎𝑘Δ𝑡22 ) . (1)

With the initial velocity 𝑉0 at the beginning of data
collection, the travelling distance 𝑃 can be computed as

𝑃 = 𝑁∑
𝑘=1

[(𝑉0 + 𝑘−1∑
𝑖=1

𝑎𝑖Δ𝑡) Δ𝑡 + 𝑎𝑘Δ𝑡22 ] + 𝑁𝑉0Δ𝑡
+ 𝑁∑
𝑘=2

𝑘−1∑
𝑖=1

𝑎𝑖Δ𝑡2 + 𝑁∑
𝑘=1

𝑎𝑘Δ𝑡22 . (2)

Then, we have the velocity estimation function of 𝑉0 as
𝑉0 = 𝑃 − ∑𝑁𝑘=2∑𝑘−1𝑖=1 𝑎𝑖Δ𝑡2 − ∑𝑁𝑘=1 (𝑎𝑘Δ𝑡2/2)𝑁Δ𝑡

= 𝑃𝑁Δ𝑡 − 𝑁∑
𝑘=2

𝑘−1∑
𝑖=1

𝑎𝑖Δ𝑡𝑁 − 𝑁∑
𝑘=1

𝑎𝑘Δ𝑡2𝑁 . (3)

Thus, the vehicle speed at the time point Δ𝑡 ⋅ 𝑁 can be
estimated as

𝑉𝑡 = 𝑉0 + 𝑁∑
𝑘=1

𝑎𝑘Δ𝑡
= 𝑃𝑁Δ𝑡 − 𝑁∑

𝑘=2

𝑘−1∑
𝑖=1

𝑎𝑖Δ𝑡𝑁 − 𝑁∑
𝑘=1

𝑎𝑘Δ𝑡2𝑁 + 𝑁∑
𝑘=1

𝑎𝑘Δ𝑡
= 𝑃𝑁Δ𝑡 − 𝑁∑

𝑘=2

𝑘−1∑
𝑖=1

𝑎𝑖Δ𝑡𝑁 + 𝑁∑
𝑘=1

(2𝑁 − 1) 𝑎𝑘Δ𝑡2𝑁
= 𝑃𝑁Δ𝑡 + 𝑁∑

𝑘=1

2𝑘 − 12𝑁 𝑎𝑘Δ𝑡.

(4)
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Figure 1: The raw data of smartphone sensors. (a) The 𝑌-acceleration readings of smartphone; (b) the 𝑍-gyroscope readings of smartphone.
The data error of the accelerometer sensor is larger than gyroscope sensor’s.

Figure 2: GPS trajectory sample. The vehicle trajectory is nearly
paralleled with the real roads.

From (4), we can see that the velocity of a vehicle is
comprised of the acceleration and the travelling distance
which is obtained by GPS. As we know, the GPS data is
unreliable as well. Even the GPS readings corrected byWAAS
have an error of 3m (standard deviation), not to mention the
ones in the area without WAAS. Fortunately, analyzing the
GPS trajectories of different vehicles, we observe that the GPS
error is highly correlated for a long driving distance, which
is reflected by the fact that the vehicle trajectory is nearly
paralleled with the real roads, as shown in Figure 2.That is to
say, for a series of GPS trajectories, they have the similar data
bias. It is worth to note that we are not the first ones to make
such observations; similar characteristics have already been
discovered and utilized bymany works [27, 28]. Based on this
result, we can conclude that the travelling distance computed
through the relativemotion distance superposition is reliable.
Using (4), we can figure out the estimation speed error of the
vehicle as

err = 𝑉∗𝑡 − 𝑉𝑡 = 𝑁∑
𝑘=1

2𝑘 − 12𝑁 (𝑎∗𝑘 − 𝑎𝑘) Δ𝑡, (5)

where 𝑎∗𝑘 is the ground truth value of the acceleration.
From (5), we find that the estimation error is accumulated

when integrating the accelerometer’s readings and the latter
accelerometer’s readings have greater impact on the vehicular

speed estimation. Suppose the accelerometer’s 𝑦-axis is along
the moving direction of the vehicle. The error mean of
acceleration readings in Figure 1(a) is −0.07m/s2. For 200
samples, the speed estimation error is up to 7.48m/s, which
enough affects the vehicular driving behavior identification.
Therefore, it is very necessary to correct the sensor data error
before using them.

4. The Detailed Design of DrivingSense

Since DrivingSense is designed to run on the smartphone, it
should be lightweight and fast so that the dangerous driving
behavior can be detected in real time and a warning message
can be sent to the driver as accurately as possible. In this
section, we present the design of our DrivingSense and
describe this scheme in detail.

4.1.TheDrivingSense Overview. Thevehicle driving behavior
can be estimated by integrating of sensor data reading over
time. However, there are two problems. Firstly, the sensor
data are noisy.The accumulative error can cause a large devia-
tion between the ground truth value and the estimation
result. Secondly, since the smartphone can be in any orien-
tation in the vehicle, its coordinate system is different from
the vehicle’s.Thus, before using the sensor data, DrivingSense
must perform data processing to correct the obtained data
and align the smartphone’s coordinate system with the
vehicle’s.

The workflow of DrivingSense is shown in Figure 3. It
is mainly divided into three components: (1) data collection;
(2) data processing; (3) dangerous driving behavior identi-
fication. For data collection, DrivingSense uses two kinds
of sensors, accelerometer and gyroscope, GPS device, and
microphone in smartphones. The accelerometer is used to
monitor the vehicle acceleration and the gyroscope is used
to monitor the vehicle angular speed, the GPS device is used
to obtain the vehicle location which will be used to calcu-
late the relative motion distance over a period of time, and
the microphone is used to monitor the audio beep in the
vehicle. For data processing, DrivingSense first determines
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Figure 3: DrivingSense architecture.

the sensor error distribution. It can be estimated by the data
segment that derives fromwhen the vehiclemoves in uniform
motion. Then, it uses an improved Kalman filter algorithm
to correct the collected data. After that, DrivingSense utilizes
the corrected data to align the smartphone’s coordinate
system with the vehicle’s to obtain meaningful data. For
dangerous driving behavior identification, DrivingSense uses
the corrected readings to identify the dangerous driving
behavior of speeding, irregular driving direction change, and
abnormal speed control. Speeding, which is one of the main
causes of traffic accident, means the vehicle driving over
the speed limit of the road. It is identified by comparing
the estimated speed with the predefined speed obtained
from a navigation system. Irregular driving direction change
is when the vehicle makes a lane change or turn without
turning on the turn signals. Abnormal speed control is abrupt
accelerating, deceleration, or erratic braking. This is very
commonwhen drivers are under the drunk or fatigue driving
conditions. In our scheme, we utilize a threshold scheme to
identify this dangerous driving behavior.

4.2. Sensor Noise Distribution Determination. The smart-
phone is used to measure the vehicle movement parameters;
the collected sensor data are derived from that when the
vehicle is being driven. How to calculate the data error
distribution under this state becomes the key issue of the data
error correction. In the following parts, we will first present a
method to determine the sensor noise distribution of an on-
board vehicle smartphone.

The spatial movement of a rigid body can be described
as a combination of translation and rotation in space. Sup-
pose the 𝑌-acceleration represents the vehicle’s longitudinal
acceleration, and the vehicle motion of the lane change or
turn is determined by the𝑍-gyroscope.When vehiclemotion
changes (speeding up and making a turn), the two parameter
readings have an obvious change. As shown in Figure 4, Δ1
is the data reading deviation when the vehicle is in uniform
motion. Δ2 is the data reading deviation when the vehicle
motion changes. Compared with Δ1, Δ2 has a much larger
change. Based on this observation, we can infer which data
segment derives from when the vehicle moves in uniform
motion. After that, we utilize the mean and variance of the
data segment to estimate the sensor noise distribution.

The key issue during this process is how to determine
the change point and the algorithm should be lightweight
so that it can run on the smartphone efficiently. Let 𝑋 =(𝑥0, 𝑥1, 𝑥2, . . . , 𝑥𝑛) be the raw data reading. We make a first-
order difference on the obtained data and then extract all the
nonzero values. After that, we make a first-order differential
again on the absolute value of the extracted data.The absolute
values of the results are calculated. We name this process
as pseudo-second-order differential. Based on the result, data
reading change trends can be determined. As Figure 5 shows,
they are the results of the pseudo-second-order differential
of 𝑌-acceleration and 𝑍-gyroscope in Figure 4. It can be
seen that the results grow rapidly when the vehicle motion
changes. Let 𝑆 = (𝑠0, 𝑠1, 𝑠2, . . . , 𝑠𝑁) be the pseudo-second-
order differential set of the raw data. If 𝑠𝑖 = 𝑠𝑖−1, we can see
that there is a regular change in the raw data. Thus, we only
need to consider the case 𝑠𝑖 ̸= 𝑠𝑖−1; the change point of 𝑆
satisfies

𝑠𝑖 − 𝑠𝑖−1
min {𝑠𝑖, 𝑠𝑖−𝑖} > TH, (6)

where TH is a threshold that is chosen empirically as two.
After 𝑠𝑖 determination, we can find the change point of
raw data 𝑥𝑗 using data index. The 100 consecutive samples
between two change points can be used to determine the
sensor error. The detailed sensor noise distribution determi-
nation method is depicted in Algorithm 1.

4.3. Data Error Correction. Once the sensor noise distribu-
tion is determined, DrivingSense next uses this information
to correct the sensor data. As described above, the sensor data
error is mainly caused by a constant bias and a white noise.
If we subtract the constant bias from the collected data, the
remaining data error is mainly a white noise. Then, we can
use Kalman filter algorithm to correct the remaining data. In
our scheme, the constant bias is the mean value 𝑢 of sensor
noise distribution.

Let O(k) be the 𝑘th measurement vector. Thus, Y(k) =
O(k) − u is the new measurement vector with a white
noise. Let Z(k) be the 𝑘th state vector which denotes the
rough estimate before the measurement update correction.
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Figure 4: An illustration of sensor data reading change when the vehicle driving behavior changes. (a) The 𝑌-acceleration readings of
smartphone. (b) The 𝑍-gyroscope readings of smartphone. Δ1 is the deviation of data readings when the vehicle is in uniform motion.Δ2 is the deviation of data readings when the vehicle motion changes. Δ2 is much greater than Δ1.
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Figure 5: The change trend of 𝑌-acceleration and 𝑍-gyroscope
when the vehicle motion changes.

To obtain the corrected data, we introduce a discrete control
process of the system; it can be given as

𝑍 (𝑘) = 𝐴𝑍 (𝑘 − 1) + 𝑊 (𝑘) ,𝑌 (𝑘) = 𝐻𝑍 (𝑘) + 𝑉 (𝑘) , (7)

where 𝐴 is the state transfer matrix of the system and 𝐻 is
the measurement matrix. Since in our system 𝑍(𝑘) and 𝑌(𝑘)
are just numeric values, 𝐴 and 𝐻 are identity matrixes. 𝑊(𝑘)
and 𝑉(𝑘) are the process noise and the measurement noise,
respectively. Usually,𝑊(𝑘) can be assumed as white Gaussian
noise [29], and𝑉(𝑘) is white Gaussian noise with the variance𝜎2 derived from Algorithm 1. Their covariances are 𝑄 and 𝑅.

According to (7), we utilize the previous corrected sample
to predict the current state that is given as

𝑍 (𝑘 | 𝑘 − 1) = 𝑍 (𝑘 − 1 | 𝑘 − 1) , (8)

where 𝑍(𝑘 − 1 | 𝑘 − 1) is the corrected result of the 𝑘 − 1th
sample.

After that, we should calculate the current measurement
data 𝑌(𝑘) by the raw data value minus the mean value of the
sensor noise. Based on the combination of the current pre-
diction result and the measurement, the optimal correction
result 𝑍(𝑘 | 𝑘) can be given as

𝑍 (𝑘 | 𝑘) = 𝑍 (𝑘 | 𝑘 − 1)+ Kg (𝑘) (𝑌 (𝑘) − 𝑍 (𝑘 | 𝑘 − 1)) , (9)

where Kg is the Kalman gain; it can be computed as

Kg (𝑘) = 𝑃 (𝑘 | 𝑘 − 1)𝑃 (𝑘 | 𝑘 − 1) + 𝑅, (10)

where 𝑃(𝑘 | 𝑘 − 1) is the covariance of 𝑍(𝑘); it is computed as

𝑃 (𝑘 | 𝑘 − 1) = 𝑃 (𝑘 − 1 | 𝑘 − 1) + 𝑄, (11)

where 𝑃(𝑘 − 1 | 𝑘 − 1) is the covariance of 𝑍(𝑘 − 1 | 𝑘 − 1).
In order to implement Kalman filter algorithm until the

end of the system, we should update the covariance 𝑃(𝑘 | 𝑘)
of 𝑍(𝑘 | 𝑘) as

𝑃 (𝑘 | 𝑘) = (1 − Kg (𝑘) 𝐻) 𝑃 (𝑘 | 𝑘 − 1) . (12)

Initially, in our scheme we choose 𝑍(0 | 0) = 0, 𝑃(0 |0) = 5. Through this process iteration, we can obtain more
accurate data.

4.4. Coordinate Reorientation. In DrivingSense, we utilize 𝑌-
acceleration and 𝑍-gyroscope of the smartphone to obtain
the longitudinal acceleration and angular speed of vehicles.
However, the smartphone can be fixed in the vehicle body
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Require: The raw data reading 𝑋 = {𝑥0, 𝑥1, 𝑥2, . . . , 𝑥𝑛};
The none-zero first-order difference set 𝐷 of the raw data;
The pseudo second order differential set 𝑆 of the raw data;

Ensure: The sensor noise mean 𝑢 and variance 𝜎2;
(1) Collecting raw sensor data
(2) for 𝑖 = 1; 𝑖 ≤ size(𝑋); i++ do
(3) 𝑦𝑖 = 𝑥𝑖 − 𝑥𝑖−1
(4) if 𝑦𝑖! = 0 then
(5) D.add(𝑦𝑖)
(6) end if
(7) end for
(8) for 𝑖 = 1; 𝑖 ≤ size(𝐷); i++ do
(9) 𝑧𝑖 = |𝑦𝑖| − |𝑦𝑖−1|
(10) 𝑠𝑖 = |𝑧𝑖|
(11) S.add(𝑠𝑖)
(12) end for
(13) for 𝑖 = 1; 𝑖 ≤ size(𝑆); do
(14) if 𝑠𝑖 = 𝑠𝑖−1 then
(15) i++
(16) else
(17) if |𝑠𝑖 − 𝑠𝑖−1|/min{𝑠𝑖, 𝑠𝑖−𝑖} > 2 then
(18) 𝑠𝑖 is the change point in 𝑆
(19) i++
(20) end if
(21) end if
(22) end for
(23) Find 𝑥𝑗 that is correspond with 𝑠𝑖 in the raw data
(24) If the sample number between two change point greater than 100
(25) 𝑢 = (1/(𝑗 − 𝑘)) ∑𝑗

𝑖=𝑘
𝑥𝑖, 𝜎2 = (1/(𝑗 − 𝑘)) ∑𝑗

𝑖=𝑘
(𝑥𝑖 − 𝑢)2

(26) return(𝑢, 𝜎2)
Algorithm 1: Sensor noise distribution determination algorithm.
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Figure 6: The vehicle’s coordinate system and the smartphone’s
coordinate system.

in any orientation. That is to say, there are two coordinates
in the system, one for the vehicle (𝑋V, 𝑌V, 𝑍V) and the other
for the smartphone (𝑋𝑝, 𝑌𝑝, 𝑍𝑝), as illustrated in Figure 6.
Thus, to derive the meaningful vehicle dynamics from sensor
readings on the smartphone, DrivingSense must align the
phone’s coordinate system with the vehicle’s.

Figure 7 depicts the relationship between the vehicle’s
coordinate and the phone’s. Thus, our coordinate alignment
aims to find the rotation angle, 𝛼, 𝛽, and 𝛾, of 𝑥-axis, 𝑦-axis,
and 𝑧-axis of the smartphone. Based on the rotation angle, we
can determine a rotation matrix 𝑅 to rotate the phone’s coor-
dinate to match the vehicle’s. Let 𝑔 denote the acceleration
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Figure 7: An illustration of the relationship between the vehicle’s
coordinate and the smartphone’s.

of gravity. The angles of the coordinate on the phone to the
vertical direction are 𝛼, 𝛽, and 𝛾. When the vehicle moves
with a constant speed, the acceleration readings are caused by
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the projection of gravity acceleration.The corrected values of
the acceleration on the three directions of the smartphone are
denoted as 𝑎𝑥, 𝑎𝑦, and 𝑎𝑧. Therefore, we have the following
results:

𝛼 = arccos
𝑎𝑥𝑔 ,

𝛽 = arccos
𝑎𝑦𝑔 ,

𝛾 = arccos
𝑎𝑧𝑔 .

(13)

As Figure 7 shows, we can calculate the rotation angle as𝛽 = |𝛼 − 𝛽|, 𝛼 = 𝛾. Using (14), we can determine the value
of 𝛾. Thus, the rotation matrix 𝑅 = 𝑅(𝛾)𝑅(𝛼)𝑅(𝛽).

(000) = 𝑅 (𝛾) 𝑅 (𝛽) 𝑅 (𝛼) (𝑎𝑥𝑎𝑦𝑎𝑧) , (14)

where

𝑅 (𝛼) = (1 0 00 cos𝛼 sin𝛼0 − sin𝛼 cos𝛼) ,

𝑅 (𝛽) = (cos𝛽 0 − sin𝛽0 1 0
sin𝛽 0 cos𝛽 ) ,

𝑅 (𝛾) = ( cos 𝛾 sin 𝛾 0− sin 𝛾 cos 𝛾 00 0 1) .

(15)

According to the rotation matrix, the smartphone will
go through a self-learning process to complete reorientation.
After that, DrivingSense can obtainmeaningful data readings
that represent the vehicle’s movement.

4.5. Dangerous Driving Behavior Identification. In our
scheme, DrivingSense collects sensor data from smartphones
in real time to identify three dangerous driving behaviors: (1)
speeding; (2) irregular driving direction change; (3) abnor-
mal speed control. To achieve these functions, we should
carefully design the detection method so that it can reduce
the potential false negative dangerous driving behavior detec-
tion.

4.5.1. Speeding. After the smartphone’s coordinate reorien-
tation and data error correction, DrivingSense obtains the
meaningful data. Based on 𝑌-acceleration and GPS readings,
we can apply (4) to estimate the vehicle speed. In order to
avoid the estimation error caused by the GPS bias, Driv-
ingSense will reestimate vehicle speed every 150m (usually,
theGPS error correlation continues tomore than 200m [27]).
When the vehicle speed exceeds the road speed limit obtained
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Figure 8: CDF of the 𝑍-gyroscope over lane change, hard turn, and
gentle turn of vehicle.

from a navigation system, DrivingSense identifies that the
vehicle is in the speeding mode.

Different from the existing speed estimation algorithm
[22, 30], we propose a novel speed estimation method. Not
only does it not depend on the additional infrastructure,
such as base station, but also there is no accumulative error
during the speed estimation process. From (4), we can see
that DrivingSense just utilizes the corrected the sensor data,
providing drivers with an accurate speed estimation.

4.5.2. Irregular Driving Direction Change. DrivingSense uti-
lizes the 𝑍-gyroscope to detect the driving direction change
of vehicles. In our system, driving direction changes under
three conditions, which are lane change, sharp turn, and
gentle turn. We define the irregular driving direction change
as the driver does not provide any caution signal to the drivers
around him when the event of driving direction change
happens. This is to say, the host vehicle’s turn signal is off
during this period. Therefore, the irregular driving direction
change detection is divided into two stages: (1) the driving
direction change detection; (2) the turn signal detection.

The Driving Direction Change Detection. The spatial move-
ment of a vehicle can be divided into two kinds of move-
ments: translation movement and spin movement. The spin
movement is the key factor to distinguish turning style. The
gyroscope of a smartphone is a sensitive device that can be
used to detect angular speed in three dimensions according
to the coordinate system of the phone. After aligning the
phone’s coordinate with the vehicle’s, 𝑍-gyroscope is used to
reflect the spin movement of vehicles. The primary work of
DrivingSense is to distinguish the driving direction change
event from all the spin movement based on the corrected 𝑍-
gyroscope readings.

In order to achieve this objective, in our initial experi-
ment we collect three sets of 𝑍-gyroscope of each driving
direction change event. Based on the datasets, Figure 8 plots
the 𝑍-gyroscope cumulative distribution function (CDF) of
lane change, sharp turn, and gentle turn. According to the
figure, we find that when the 𝑍-gyroscope reading exceeds
0.56 rad/s, one type of driving direction change happens. To
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filter out outliers due to any sudden change of vehicle, a
window 𝑊 is used. We set 𝑊 = 3 in our implementation.

The Turn Signal Detection. As we know, when the turn signal
is on, the vehicle will send an audio beep to respond to the
driver. In our system, we let the smartphone detect the audio
beep which is a distinct beep in the vehicle interior. In order
to detect the audio beep of the turn signal, we collect an
audio clip in a vehicle at the audio sampling rate of 44.1 kHz
with a smartphone. Figure 9(a) plots the raw audio signal
that contains background signal and turn signal beep in the
time domain.The background signal is that there is no sound
except for the engine sound of a car. The turn signal starts
beeping approximately from the 520000th sample and lasts
to the 1010000th sample. We crop the segment of the audio
signal and the background signal. Then, we convert the time
domain signal to the frequency domain through Fast Fourier
Transform, as shown in Figures 9(b) and 9(c). We observe
that the frequency domain of the background signal is almost
equal to zero. The frequency band of the turn signal beep is
between 4 kHz and 6 kHz, which can rule out the background
signal.

With the knowledge of the frequency range of the audio
beep send out by the turn signal, in our system we first utilize
a band-pass filter [31] to filter out some of noise caused by
the talking or music, improving the detection accuracy. After
that, a sound cross-correlation algorithm [32] is used to detect
the audio beep. Particularly, sound features of the turn signal
are captured in advance. When filtering out a sound signal,
DrivingSense implements the cross-correlation between the
filtered sound signal and the previous captured signal. When
there is a spike in the result, it means that there is turn
signal sound. Figure 10 shows a sound wave cross-correlation
result. It can be seen that there are spikes in the figure,
which indicates that the audio signal contains the turn signal
sound.

4.5.3. Abnormal Speed Control. Since the abnormal speed
control is related to abrupt acceleration or deceleration
and erratic braking, it will all be reflected on the changes
of longitudinal acceleration. Usually, the abnormal speed
control indicates that the driver is in drunk driving or
fatigue driving state, which is one of the main causes of
traffic accident [33]. The abrupt acceleration of vehicle will
lead to a great increase in longitudinal acceleration. On the
contrary, the abrupt deceleration or erratic braking will cause
a great decrease of longitudinal acceleration. Therefore, the
vehicle acts abnormally in either acceleration or deceleration,
resulting in a large absolute value of 𝑎𝑦.

To detect the abnormal speed control, DrivingSense
keeps checking the maximum and minimum value of longi-
tudinal acceleration 𝑎𝑦max and 𝑎𝑦min in the raw data. If the
amplitude of the value exceeds a threshold THlon, a speed
control problem is considered detected. Since the features of
the acceleration and deceleration during driving are different
even for the same driver, we set different thresholds for the
acceleration and deceleration, denoted as TH+lon and TH−lon,
respectively. In this paper, we set the threshold as two times
the values of 𝑎𝑦max and 𝑎𝑦min.

5. Evaluation

In this section, we evaluate the performance of the Driv-
ingSensewith different types of smartphones.We first present
the experimental setup. Then, we test and evaluate each
component of DrivingSense, including smartphone sensor
data correction, turn signal audio beep detection, speed
estimation accuracy, driving direction change, and abnormal
speed control detection.The following details the experimen-
tal methodology and findings.

5.1. Experimental Setup

5.1.1. Experimental Equipment. To test the practicability
of DrivingSense, we conducted our experiments on two
Android smartphones. One is Nubia Z5S and the other
is MX3. Both of them are equipped with accelerometers,
gyroscope, and support 44.1 kHz audio signal sampling from
microphones. The Nubia Z5S has a 2GB RAM and Quad-
Core 2.2GHz Adreno Snapdragon 800 processor, while the
MX3 has a 2GB RAM and Quad-Core 1.6 GHz Exynos 5410
processor.

5.1.2. Experimental Scenarios. To evaluate the generality and
robustness of DrivingSense, we need to test our designs in a
realistic driving environment. Since it is irresponsible to run
an experiment that promotes dangerous behaviors without
taking the sort of measures which car manufacturers take, it
is challenging to build suitable experimental environment. To
finish the experiment, we let DrivingSense sense the natural
driving of a vehicle. We conduct experiments under a real-
world condition, which is derived from Chengdu, a city in
China. Figure 11 shows the area that the trace covered and
there are two routes used for data collection. For route 1, the
total length of the trace is up to 4.8 km. At the end of the trace
it is an empty space. For route 2, the total length of the trace
is up to 0.65 km and it is a straight road.

5.1.3. Dataset. We implement our system using the Android
platform. DrivingSense records sensed data from GPS,
accelerometers, gyroscopes, and microphone during the nat-
ural driving of a vehicle. In order to verify the effectiveness
of driving direction change detection, we deliberately let the
vehicle make the driving direction change behaviors on route
1. Similarly, to verify the effectiveness of abnormal speed
control detection, we let the vehiclemake the abnormal speed
control behavior at the end of route 1 which is an empty space.
Table 1 summarizes the details of the two events. Since it is
difficult to obtain the various accurate acceleration readings
from on-board devices, to evaluate sensor data correction,
we also collect data from route 2 in which the vehicle did
little motion change. It also means that the true value of
the accelerometer and gyroscope of a smartphone should be
equal to zero.

5.2. Sensor Data Correction Performance. Our accurate vehi-
cle driving behavior detection is built upon the inerrant data
source that derives from the natural driving conditions.Thus,
we first evaluate the performance of smartphone sensor data
correction algorithm.
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Figure 9: The analysis of turn signal beep.
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Figure 10: A sound wave cross-correlation result.

As we depict above, 𝑌-acceleration has a comparatively
large deviation from the true value. In this section, we use𝑌-acceleration readings as the test set. Since it is difficult to
obtain the various accurate acceleration readings from the
on-board device, we choose the dataset that is between two
change points from route 2 as the test data. At this time,
the true value of this dataset is zero. It also can be verified

Figure 11: Real road driving trace for DrivingSense evaluation.

by a constant speed. Figure 12 presents the corrected result.
From Figure 12(a), we can observe that the data errors of
Z5S and MX3 are obvious differently. For the smartphone of
Z5S, the data error is positive deviation. But for the MX3,
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Figure 12: The 𝑌-acceleration data error correction.

Table 1: Dataset of driving direction change and abnormal speed
control.

Event Nubia Z5S MX3
Driving direction change 28 28
Abnormal speed control 10 10

the data error is negative deviation. In addition, we can also
observe that the corrected data gradually converge to the
true value with time. From Figure 12(b) which is the a post-
eriori error estimation of the corrected set, we find that the
convergence rate and correction accuracy of Z5S are better
than MX3’s. The reason is that the raw data of Z5S has more
convergence thanMX3’s. Furthermore, the error variances of
the smartphone are less than 0.05 after the 30th sample. It is
an encouraging result.

Furthermore, we also compare our correction algorithm
with Kalman filter based correction algorithm [25] and
SenSpeed [22] using the data fromZ5S.We leverage the para-
meter of error variance which denotes variance between cor-
rection results and ground true values to evaluate the perfor-
mance of the correction algorithms. Figure 13 presents the
error variance of the three algorithms. We can observe that
the error variance of DrivingSense is much lower than the
other two algorithms. For Kalman filter based method, the
error variance increases initially and tends to be stable with
the number of samples. But it has a larger error variance
as well. The reason is that it can only correct sensor data
discreteness but cannot correct a bias. For SenSpeed, it has
the highest error variance. The reason is that SenSpeed can
only use the acceleration error at the beginning of route 2 to
correct the following data readings. As we mentioned above,
the sensor data error is not fixed. So it has larger cumulative
errors than DrivingSense and SenSpeed.
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Figure 13: Error variance of sensor data correction.

5.3. Turn Signal Audio Beep Detection. To evaluate the
robustness of our turn signal audio beep detection algorithm,
we collect audio signals in the other two scenarios: turn
signal together with talking and music. Firstly, we analyze
the spectrum characteristics of talking and music. As shown
in Figures 14(c) and 14(d), the frequency band of talking is
between 0.2 kHz and 1 kHz and the frequency band of music
is between 0.5 kHz and 1.5 kHz. Thus, they can be well ruled
out from the turn signal. As shown in Figures 15(a) and 15(c),
they are the raw audio signal segments that derive from turn
signal together with talking and music environment, respec-
tively. It can be seen that human voices and music submerge
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Figure 14: The spectrum characteristics of talking and playing music.

into the turn signal. The corresponding detection results of
the two scenarios are shown in Figures 15(b) and 15(d). From
the two figures, we can find that there are obvious spikes for
each situation, which indicates the existence of the turn sig-
nal. Thus, we can conclude that, based on the noise filtering,
our audio beep detection algorithm has a higher accuracy of
turn signal identification in various environments.

5.4. Speed Estimation Accuracy. We evaluate the speed esti-
mation accuracy of our system using two test smartphones
under two routes. To verify the effectiveness of our speed
estimation method, we compare the estimated speed by our
system with the SenSpeed [22] and the GPS. DrivingSense
and SenSpeed both use the acceleration integration scheme to
estimate speed. We compare the estimated speed with that of
the ground truth, which is obtained from a calibratedOBD-II
adapter.

Figure 16 presents the average estimation error in the two
routes. For route 1, since the vehicle changed frequently, GPS
cannot well keep up with the dynamic; it has the highest
estimation error. Although DrivingSense and SenSpeed both
use the acceleration integration scheme to estimate speed,
SenSpeed cannot eliminate the accumulated error caused by
sensor noise until at the reference point (the turning point).
Thus, DrivingSense leveraging the sensor noise correction
scheme has the lowest error compared with SenSpeed and
GPS. For route 2, since the motion of the vehicle changed
a little and there is no reference point, SenSpeed is worse

than GPS and DrivingSense. Furthermore, we can observe
that the average estimation error of GPS is lower than the
DrivingSense’s. The reason is that, under this scenario, the
acceleration integration schemewould incurmore estimation
error caused by sensor noise correction error. But we can
find that the bias is very small. Thus, we can conclude that
DrivingSense has more greater universality.

To further evaluate the accuracy and robustness of
DrivingSense, we analyze the speed estimation error. Fig-
ure 17 shows the CDF of the speed estimation error of the
smartphone MX3 and Z5S. It can be seen that we get a
relatively accurate speed estimation for our scheme. For the
smartphone Z5S, the estimation error is less than 1.9m/s; by
comparison, the max estimation error for the smartphone
MX3 is 2.06m/s. We analyze the datasets that are used for
the speed estimation, finding that the speed estimation error
is mainly caused by two reasons: (1) the existing outlier point;
(2) the changing of the error deviation of the collected data.
To tackle these problems, an outlier point filter algorithm
and an error deviation recalculation method can be used.
Anyway, the speed estimation error of our system is within
an acceptable range, which indicates DrivingSense can detect
the speeding driving behavior with high accuracy.

5.5. Driving Direction Change and Abnormal Speed Control
Detection. The main function of our scheme is to detect
the dangerous driving behavior under real-world conditions.
During the route, we deliberately let the vehicle make the
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Figure 15: The detection of turn signal in different environments.

Table 2: The overall accuracy for detecting the driving direction change and abnormal speed control.

Condition Ground True False Precision Recall
Truth Positives Positives

Driving direction change 56 51 7 87.9% 91.07%
Abnormal speed control 20 18 0 100% 90%
Overall — — — 93.95% 90.54%

driving direction change behavior and at the end of the
route, which is an empty space, we let the vehicle make the
abnormal speed control behaviors.There are 56 driving direc-
tion change events and 20 abnormal speed control events
for the two smartphones. The confusion matrix in Table 2
shows the precision and recall results of the two events. The
average precision and recall for driving direction change and
abnormal speed control detection are 93.95% and 90.54%,
respectively. After checking the test data, we find that the
false negative of the driving direction change event is mainly
caused by gentle shifting of the vehicle when it makes a
lane change or gentle turn. During this process, the 𝑍-gyro-
scope does not exceed the threshold that identifies the
driving direction change occurrence. The false negative of
the abnormal speed control detection event is mainly caused
by the slow driving. When we make the experiment for the

abnormal speed control, the speed of the vehicle is relatively
low. At that time, when the vehicle is in abrupt deceleration,𝑌-acceleration is not greater than the predefined threshold.

6. Conclusion

In this paper, we propose DrivingSense that makes the best
of smartphones for dangerous driving behaviors detection,
so that it can provide drivers with a warning to avoid traffic
accidents. DrivingSense can detect three dangerous driving
events: speeding, irregular driving direction change, and
abnormal speed control. To achieve the high accuracy detec-
tion objective, we first propose a smartphone sensor data cor-
rection algorithm based on an improved Kalman filter algo-
rithm. After that, we utilize the corrected data to estimate
the vehicle’s behaviors in real time. To calculate the vehicle
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Figure 16: The average speed estimation error of the vehicle.
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driving speed, we propose a novel speed estimation method
which is based on the kinematics knowledge. To detect the
turn signal, we propose a two-step based method: filtering
out noise that submerges into the raw audio beep and a
cross-correlation process over the filtered audio data. At
last, the experimental results show that DrivingSense detects
dangerous driving behaviors effectively.
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When we consider the Internet ofThings (IoT) society that all of the people and things are connected by the Internet and with each
other and they can use the variety of services and applications, the development of sensing and communication technology is very
important. As one of its key technologies, the visible light communication (VLC) has attracted attention in the point of ubiquity.
In this paper, we propose a fine-grained VLC position detection system embedded in one-colored light using Digital Micromirror
Device (DMD) projector for new location services in millimeters and report its concept and fundamental experiment using our
prototype of the receiver module with Linux single-board computer, Raspberry Pi. In addition, we mention the future application
using our system in a clothes shop.Our experimental results show that our systemhas high accuracy inmillimeters and the potential
to be more convenient in the future’s location services using the VLC with the DMD projector. There was no trial to use a DMD
projector as the illumination until now, but our study shows that the DMD projector has an availability of special modulated VLC
illumination type beacon in the IoT age.

1. Introduction

Today, the visible light communication (VLC) such as Light
Fidelity (Li-Fi) becomes an active research area to realize the
Internet of Things (IoT) society that all of the people and
things are connected by the Internet and with each other and
they can use the variety of services and applications [1, 2].The
VLC is an optical wireless communication technology that
uses the light that is visible to human. And it is becoming
more popular with the spread of LED lights. In this study,
we aim to develop new VLC beacon technology idea for next
generation’s location services.

In the IoT age, a location service technology with high
accuracy becomes extremely important. Various location
service technologies have been studied until now [3, 4];
Indoor MEssaging System (IMES) [5, 6], Radio Frequency
Identifier (RFID),Wireless Fidelity (Wi-Fi), UltraWide Band
(UWB), Bluetooth, Infrared Ray (IR), the ultrasound, and
the VLC using the image sensor. Particularly, the VLC using

image sensor is superior to the other technologies in the
precision.

Usually, in the VLC, a modulated LED light as the
transmitter transmits the information signal to the receiver
such as the photodiode detector [7, 8] or the image sensor
[9–14]. As its applications using the image sensors, many
studies were conducted; the survey measurement [9, 10], the
robot control [11–13], and Intelligent Transport Systems (ITS)
[14]. These studies realized the measurement accuracy in
centimeters or millimeters.

In general, because the user has always a camera in today’s
smart phones and tablet devices and their image sensors can
be used as the receivers to receive the high special modulated
VLC signals, we consider that the VLC has an advantage such
as easy communication using ubiquitous lights and image
sensors. However, because it takes time ascribable to heavy
image processing and low frame rate of their camera, the
received VLC signals’ speed is limited. And when the image

Hindawi
Mobile Information Systems
Volume 2017, Article ID 9708154, 10 pages
https://doi.org/10.1155/2017/9708154

https://doi.org/10.1155/2017/9708154


2 Mobile Information Systems

ID 1

ID 1

ID 1

ID 1

ID 1

(a)

ID 1
ID 2 ID 3

ID 4

(b)

Figure 1: The comparison with VLC system using (a) a LED light and (b) a DMD projector light as the transmitter.

sensor as the receiver is very fastmoving, the situation is quite
inconvenient to receive the VLC signal precisely.

On the other hand, though theVLCusing the photodiode
detector is much faster than that using the image sensor
due to simple electrical signal processing, single photodiode
detector cannot receivemultipleVLC signals selectively with-
out the optical signal path’s separation. Then, we determine
that the purpose of this study is to find the other ways to
achieve the high speed and special modulated VLC in such
a situation.

As its technological solution, we have focused on the
DMD projector [15]. It has been studied to realize the novel
displays emitting imperceptible metadata along with the
image [16–21]. Our original idea is the application of the
DMD projector as the VLC transmitter to achieve the high
speed and special modulated VLC beacon illumination for
location services in everyday life. Figure 1 shows the com-
parison with the VLC system using (a) a LED light and (b) a
DMD projector light as the transmitter. When a LED light is
the transmitter, we can use only one signal in close area. In
contrast, when aDMDprojector light is the transmitter, it can
embed the different information for each pixel and modulate
the VLC signals very fast.

In this paper, we propose a fine-grained VLC position
detection system embedded in one-colored light using the
DMD projector for new location services in millimeters and
report its concept and fundamental experiment using our
prototype module of the receiver with Linux single-board
computer, Raspberry Pi.

In the future, we aim to apply our system tomany location
services. Figure 2 shows the use case example of our system
sending multiplex information in multiple directions using
only one DMD projector. As shown in Figure 2, it is possible
to obtain different information depending on the collar, the
sleeves, and buttons on the same shirt. If you receive the
signal around shirt’s collar, the receiver shows “This collar is a
crew neck.” If you receive the signal around shirt’s buttons,
the receiver shows “Buttons are made of wood.” We are
developing the VLC technologies to be able to provide a fine-
grained location service in millimeter order.

This 
collar is 
a crew 
neck. 

Buttons 
are made 
of wood. 

Figure 2: The use case example of our system sending multiplex
information in multiple directions using only one DMD projector.

The rest of this paper is organized as follows. Section 2
introduces related works ofmanymeasurement technologies,
in particular, the VLC using the photodiode, the image
sensor, and the DMD projector, and shows the comparison
with existing location services technology. Section 3 describes
materials and methods in our experiment. Section 4 men-
tions the result and discussion of our experiment. Finally,
Section 5 concludes this paper.

2. Related Works

This section introduces related works of many measurement
technologies.

First, we mention the comparison with existing various
indoor location service technologies in the accuracy. Table 1
shows the comparison with existing various location service
technologies in the accuracy; IMES, RFID, Wi-Fi, UWB, the
ultrasound, IR, and the VLC using the image sensor.

As shown in Table 1, we recognize that the VLC using
image sensor is superior to the other technologies in the
precision. Next, we explain and discuss individual technical
characteristics as the location service aspect.

IMES is the electric wireless technology to get the
position signal transmitted from nearest transmitter, which
is compatible with Global Positioning System (GPS) signal.
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Table 1: The comparison with existing various indoor location
service technologies in the accuracy.

Technology type Accuracy
IMES Several hundred meters [3]
RFID 1m∼5m [4]
Wi-Fi 1m∼100m [4]
UWB 1 cm∼1m [4]
Bluetooth 1m∼5m [4]
IR 1 cm∼5m [4]
Ultrasound 1 cm∼1m [4]
VLC using image sensor A few millimeters [9–14]

Table 2:The feature of VLC receivers that are a photodiode detector
and an image sensor for the single LED light transmitter.

Photodiode detector Image sensor
Number of VLC
signals Single Multiple

Distance A few meters [7] Very long (2 km) [14]
Space resolution Direction Each pixel

Signal processing type Electrical signal
processing Image processing

However, in fact, IMES gets the position information by using
not the calculation of signal sending time difference between
the transmitter and the receiver which is GPS method but
the identification of transmitter’s unique signal. Therefore,
IMES is different from the GPS in the signal processing of the
receiver side, and it is hard to say that the IMES is the seamless
technique that is common in both indoor and outdoor.

RFID is one of the wireless communication technologies
in short distance with its dedicated tag for mobile phone,
smartphone, and tablet devices which can read the tag using
their camera. However, when we use RFID, its tags have to
be equipped and the shop staff and so forth will be time-
consuming.

In the way usingWi-Fi, we can easily use its environment
that exists in the wide area. However, an error of several
meters at least occurs, and its precision depends on its access
point’s position and its surroundings delicately.

UWB is the electric wireless communication that its
signals spread to broadband in transmitting and receiving,
which has several ten centimeters’ accuracy. UWB also has to
need the setting of the transmitters as with the other electric
wireless communication technology.

Bluetooth has several centimeters’ accuracy and today’s
many mobile devices usually equip its receiver module.
Though, as its beacon can be getable easily and cheaply, there
is some possibility of installing fake beacons, here and there.

The ultrasound and IR transmit the position information
similar to the VLC, but they are not visible. Therefore, it is
difficult for users to find where the transmitters are fixed, and
their systems take a high cost.

In the VLC, there are two major receiver types: the
photodiode detector and the image sensor. Table 2 shows the
feature of VLC receivers that are a photodiode detector and

an image sensor for the single LED light transmitter. From the
point of view of spatial multiplex signals, the image sensor is
better than the photodiode detector as the receiver. However,
as expressed up until now, the VLC using the image sensor is
not suitable for high speed VLC communication.

Then, we aim to develop new type VLC technology for
location service using the photodiode detector as the receiver,
and we focus on the VLC using the DMD projector as the
transmitter. In this way, theDMDprojector as the transmitter
transmits specialmodulatedVLC signals, and the photodiode
as the receiver can receive the signal at the high speed.

The VLC using the DMD projector has been actively
researched as new information presentation method to users
until now, and its accuracy is in millimeters. For example,
Kimura et al. made EmiTable [18], which is a tabletop surface
pervaded with imperceptible metadata, and Kato et al. made
iPvlc [19], which is pixel-level VLC. However, the DMD
projector has not been applied for location service yet in
previous researches.

The VLC using the image sensor has high accuracy in
millimeters. As mentioned in the introduction, its technical
problems are heavy image processing and low frame rate of
the camera.Though, the VLC using the image sensor is suited
to measure the object position that is not moving seriously,
and its accuracy is in millimeters.

In this paper, we report its concept and demonstrate
its fundamental experiment. We use the DMD projector as
new type of VLC indoor location service beacon, which
seems to be the illumination at a glance though its lights in
several million pixels are modulated very high speed as each
pixel VLC signal is distinguished by the position. Our study
provides everyone the first idea to realize a fine-grained
VLC position detection system embedded in one-colored
light using DMD projector, which is high accuracy indoor
navigation in the IoT age.

3. Materials and Methods

Figure 3 shows a schematic diagram of the VLC experimental
system in this study. As shown in Figure 3, we use the
system that consists of a Digital Light Processing (DLP)
projector (DLP� LightCrafter 4500� Evaluation Module,
Texas Instruments Incorporated) including the DMD as the
transmitter and a photodiode detector as the receiver with
an analog circuit for frequency filter to eliminate the noise
caused by the room light and amplification of the signal and
a Raspberry Pi 3 to demodulate the received signals.

The DLP projector can store the continuous binary
images of 48 frames and transmit the information of 1140 ×
912 pixels arranged in a diamond array configuration for each
frame. Figure 4 shows our original coding idea of 48 images
including 22 bits’ position information created by 2 pulse
positionmodulation (2PPM) and the Gray code; for example,
the 𝑥-coordinate is from 56 to 967 and the 𝑦-coordinate is
from 454 to 1593. These images are the first 6 flames’ header
and the remaining 42 frames with the location information to
send different signals for each pixel square. As the projector
seems to be a flickerless light and the transmitter, we use the
2PPM to have the same lighting time in all pixels. And we
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Figure 3: A schematic diagram of the experimental system in this study.
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Figure 4: Our original coding idea of 48 images including 22
bits’ position information created by 2-pulse position modulation
(2PPM) and Gray code.

adopted the Gray code whose Hamming distance between
adjacent pixels along the vertical axis or the horizontal axis
is only one in the boundary of light and darkness to reduce
the error in each axis of the images. Therefore, some error
was reduced in their error checking process for the signals to
confirm that its condition satisfies 2PPM rules.

The signal received by a photodiode detector is input to
an analog circuit with a function of frequency filter and the

amplification. Before the circuit in the prototype was made,
we computed the frequency characteristics in the approxi-
mate circuit using LTSpice that is the simulation software for
an analog circuit.

Figure 5 shows (a) an approximate circuit diagramand (b)
the simulation result of frequency characteristic in the input
and the output voltage using LTSpice. In the simulation, to
simplify the analysis, we replaced the photodiode detector to
an alternating current source of amplitude 1 uA. As shown
in Figure 5, we obtain a configuration of a frequency filter
to eliminate the voltage component in several Hz or less and
several tens kHz from the received signals.

Then, we created a prototype of the VLC receiver with
reference to the calculation results as shown in Figure 5.
Figure 6 shows (a) a circuit diagram and (b) a photograph
of the VLC receiver with Raspberry Pi 3.The receiver has two
channel photodiode detectors and the LCD display to show
the position information to the users. Each circuit uses two
Operational Amplifiers; one is used for frequency filter and
the amplification, and another is used for the adder circuit to
process the signals between 0V and 5V in an analog-to-
digital converter.

In this study, we have experimentally observed the
appearance of the projected image to the human eyes and
the position detection accuracy with respect to the horizontal
direction and a vertical direction when the 48 signal images
are projected from the DLP projector.

Figure 7 shows the photograph of experiment to measure
the position detection accuracywhen theVLC receivermoves
along (a) 𝑥-axis and (b) 𝑦-axis of the 48 signal images. The
distance between the DLP projector and the receiver was 2.5
meters, because we assumed the distance between the indoor
ceiling attached to the light and the floorwhere the users exist.
The receiver was moving every 5 cm along 𝑥-axis or 𝑦-axis
from the image edge to measure the signal.
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Figure 5: (a) An approximate circuit diagram and (b) the simulation result of frequency characteristic in the input and the output voltage
using LTSpice.

4. Results and Discussion

Figure 8 shows the frames of the video projected from the
DMD projector on the wall when the frequency of changing
frame was (a) 10Hz and (b) 4 kHz. In Figure 8(a), we watched
the projected images one by one. In contrast, because the
length of time switching on the light was equal to the length
of time switching off the light and the projection frequency
was much faster than that human can perceive, the projected
images were seen as white illumination as shown in Fig-
ure 8(b).

In this study, we collected a questionnaire about its flicker
frequency from 5 users. Because the users felt its flicker when

the frequency of changing frame was 1.5 kHz with the room
lights and at 1.7 kHzwithout the room lights, we consider that
the users can use the DLP projector light whose frequency is
higher than 1.7 kHz in our daily life.

Figure 9 shows the received voltage waveform measured
in (𝑥, 𝑦) = (76, 479) and demodulated code by Raspberry Pi
3.As shown in Figure 9, the received voltagewaveformhas the
header signal and the position information with respect to 𝑥-
coordinate and 𝑦-coodinate in themeasured point. Although
an error has occurred in a part of the bit, the received signal
is demodulated to the position information bits that are more
dominant.
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Figure 6: (a) A circuit diagram and (b) a photograph of the VLC receiver with Raspberry Pi 3.
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Figure 7: The photograph of experiment to measure the position detection accuracy when the VLC receiver moves along (a) 𝑥-axis and (b)
𝑦-axis of the 48 signal images.
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Figure 8: The frames of the video projected from the DMD projector on the wall when the projection frequency of 48 images was (a) 10Hz
and (b) 4 kHz.
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Figure 9: The received voltage waveform measured in (𝑥, 𝑦) = (76, 479) and demodulated code by Raspberry Pi 3.

Figure 10 shows the photograph of LCD information
showed in (𝑥, 𝑦) = (76, 479) by Raspberry Pi 3. The LCD
display in the receiver indicates the position information
obtained from the demodulated signal to the user. In the
future, the display will be able to provide useful location
services for the user such as the price and features of the
product as shown in Figure 2.

Figure 11 shows (a) the received position in the projected
images (in pixels), (b) the relationship between 𝑥 (in pixels
range) and the moving distance along 𝑥-axis, and (c) the
relationship between 𝑦 (in pixels range) and the moving
distance along𝑥-axis in themeasurementwhen the receiver is
moving along the 𝑥-axis. As shown in Figures 11(a) and 11(c),
𝑦 in pixel range is in a constant state and is not dependent on
the moving distance along 𝑥-axis that we measured in the
range of real space. On the other hand, as shown in Fig-
ure 11(b), 𝑥 in pixel is proportional to moving distance along
𝑥-axis. Then, we calculated 2.2mm/pixel accuracy from the
experimental data shown in Figure 11(b).

Figure 10: The photograph of LCD information showed in (𝑥, 𝑦) =
(76, 479) by Raspberry Pi 3.
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Figure 11: (a) The received position in the projected images (in pixels), (b) the relationship between 𝑥 (in pixels range) and the moving
distance along 𝑥-axis, and (c) the relationship between 𝑦 (in pixels range) and the moving distance along 𝑥-axis in the measurement when
the receiver is moving along the 𝑥-axis.

Figure 12 shows (a) the received position in the projected
images (in pixels), (b) the relationship between 𝑥 (in pixels
range) and the moving distance along 𝑦-axis, and (c) the
relationship between 𝑦 (in pixels range) and the moving
distance along𝑦-axis in themeasurementwhen the receiver is
moving along the 𝑦-axis. As shown in Figures 12(a) and 12(b),
𝑥 in pixel range is in a constant state and is not dependent
on the moving distance along 𝑦-axis that we measured in the
range of real space. On the other hands, as shown in Fig-
ure 12(c), 𝑦 in pixel is proportional to moving distance along
𝑦-axis. Then, we calculated 1.1mm/pixel accuracy from the
experimental data shown in Figure 12(c).

While these experimental results show that our system
has high accuracy in millimeters, the accuracy of the 𝑥-axis
range is a little different from the accuracy of the 𝑦-axis rage
due to the diamond array pixel configuration in the DMD
used in this study. Therefore, the accuracy of the vertical
and horizontal axes is consistent with the millimeter order;

the matter of nonisotropic accuracy can be solved using the
checkerboard array of the DMD.

We consider that our system will give the high accuracy
VLC projector light beacon in the location services, com-
pared to existing various position detecting technologies.

5. Conclusions

In this paper, we propose a fine-grained VLC position
detection system embedded in one-colored light using DMD
projector for new location services in millimeters and report
its concept and fundamental experiment using our original
image coding method and our prototype module of the
receiver with Raspberry Pi. Our experimental results show
that our system has high accuracy in millimeters and the
potential to be more convenient in the future’s location
services using VLC.
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Figure 12: (a) The received position in the projected images (in pixels), (b) the relationship between 𝑥 (in pixels range) and the moving
distance along 𝑦-axis, and (c) the relationship between 𝑦 (in pixels range) and the moving distance along 𝑦-axis in the measurement when
the receiver is moving along the 𝑦-axis.
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People nowadays spend more and more time performing collaborative tasks at anywhere and anytime. Specifically, professionals
want to collaborate with each other by using advanced technologies for sharing knowledge in order to improve/automatize business
processes. Semantic web technologies offer multiple benefits such as data integration across sources and automation enablers. The
conversion of thewidespreadContentManagement Systems into its semantic equivalent is a relevant step, as this enables the benefits
of the semantic web to be extended.The FLERSA annotation tool makes it possible. In particular, it converts the Joomla! CMS into
its semantic equivalent. However, this tool is highly coupled with that specific Joomla! platform. Furthermore, ambient intelligent
(AmI) environments can be seen as a natural way to address complex interactions between users and their environment, which
could be transparently supported through distributed information systems. However, to build distributed information systems for
AmI environments it is necessary to make important design decisions and apply techniques at system/software architecture level.
In this paper, a SOA-based design solution consisting of two services and an underlying middleware is combined with the FLERSA
tool. It allows end-users to collaborate independently of technical details and specific context conditions and in a distributed,
decentralized way.

1. Introduction

Context-aware systems are defined as those which “use
context to provide relevant information and/or services to the
user” [1]; this kind of system adapts to the user and his/her
environment, being also possible, among other features, the
optimisation of their functioning [2]. intelligence (AmI) envi-
ronments make use of additional techniques and methods of
those adopted by context-aware systems to provide a natural,
intelligent, and unconscious interaction with other users
and the computational system itself. Thus, interconnected
smart computer-based systems (sensor networks, platforms,
services, and applications) can allow people to carry out their
everyday life tasks by exchanging information, a.k.a. Internet
of Things (IoT) [3]. However, the Internet of Things involves
an increasing volume of heterogeneous information that
makes difficult for people and smart things to manage [4].
In this context, Semantic web is presented as an appropriated
approach to facilitate themanagement of this information, for
both people and smart things.

One of the main issues to be resolved in order to
progress towards Semantic web is how to convert existing
and new information that can be understood by humans into
semantically enriched contents that can be understood by
machines. Semantic enrichment is made possible by tagging
documents with metadata, which enables entities that are
found in the contents, and relations between them, to be
described. The provision of the information elements that
currently make up the web with a well-defined meaning [5]
would improve its contextual search capabilities, increase
interoperability between systems for collaboration, and allow
the automatic composition of published web services [6] to
be used by applications.

Nowadays, a wide range of annotation tools for producing
semantic tags is available, such as Amaya [7], Epiphany
[8], DOSE [9], or Melita [10]. However, such tools often
take a platform-centred approach rather than a user-entered
one. They usually require complex installation procedures
and some are becoming obsolete. In response, a semantic
annotation tool called FLERSA [11] has been developed. It was

Hindawi
Mobile Information Systems
Volume 2017, Article ID 4759572, 10 pages
https://doi.org/10.1155/2017/4759572

https://doi.org/10.1155/2017/4759572


2 Mobile Information Systems

built to transform aCMS (ContentManagement System) into
its semantic equivalent, in order to partially mitigate the lack
of semantic content of the current web and take advantage of
the multiple benefits offered by semantic web technologies,
likewise the facilities and advantages provided by CMS plat-
forms. FLERSA provides several advantages in comparison
to existing annotation tools, such as user-centred interface,
lightweight, manual, and automated annotation, avoids the
“DeepWeb” problem (i.e., search engines indexers can access
semantic information stored in documents annotated with
the tool, as annotations are embedded within documents in
RDFa format), and offers multiontology annotation. How-
ever, the FLERSA tool also presents a main architectural
limitation, it is highly coupled with Joomla [12], as the CMS
is used as the underlying web infrastructure. That is, server-
side and client-side implementations cannot be easily adapted
to another system. Thus, the possibility of making multiple
semantic annotations simultaneously by several users specif-
ically depends on the Joomla! CMS, and it is not provided.

The Service Oriented Architecture 2.0 (SOA 2.0) [13],
together with techniques to manage data distribution/repli-
cation, may help to address this limitation. In particular,
a SOA 2.0 based architecture can provide FLERSA tool
capabilities such as scalability, interoperability, and business
agility, through the service encapsulation. Replication is
crucial to obtain data high-availability, especially in AmI
environments. However, they pose additional challenges
due to frequent changes in their execution context and
often limited resources [14]. Thus, centralized services or
static deployments must be avoided in order to provide
a higher availability of services [15]. The architecture sup-
ports the synchronization and consistency management of
distributed/replicated resources through two main services
(monitoring and synchronization). In the present research
work, that software architecture is applied to the FLERSA
tool. In this way, it will allow end-users to collaborate every-
where and anytime by using current technologies for a more
advanced knowledge sharing in order to improve business
processes. The main goal is to demonstrate the usefulness of
a SOA architecture in a specific application domain, as well
as its enactment as a common base to facilitate the design
and development of AmI and IoT applications regardless
of technical details (e.g., specific data source platforms and
technologies) and specific context conditions (e.g., wireless
disconnections and battery status of the mobile devices).

The paper is organized as follows. Section 2 outlines
related work. Sections 3 and 4 present, respectively, an
overview of FLERSA for semantic information enrichment
and the SOA 2.0 based architecture to support the syn-
chronization and consistency management of distributed/
replicated resources. Section 5 shows how this design solution
is applied to FLERSA allowing end-users to collaborate
everywhere and anytime for a more advanced knowledge
sharing and providing FLERSA with a clear differentiation
and independence of the client-side. Section 6 presents some
of the new settings the proposal enables in a health case study,
in which doctors from multiple medical departments and
hospitals can collaborate in disease diagnosis. Finally, Sec-
tion 7 discusses relevant points and summarizes conclusions.

2. Related Work

In the last years several collaborative semantic annotation
systems have been proposed. The majority of these systems
are asynchronous, while the synchronous systems usually use
a whiteboard to share annotations between remote users.
Whiteboards allow users see and modify the same document
or image, but whiteboards are unstructured and they make
it difficult to search and retrieve annotations difficult. In
response to this limitation the other collaborative annotation
applications emerged. The collaborative semantic annotation
systems more commonly used are the semantic wikis. Wikis
have a large numbers of users that can modify or create any
page using their web browser easily. This kind of systems is
asynchronous: a user modifies a page and this is available for
the remainder users when it has been stored in the server.The
problemofwiki-systems are thatwhen they increase their size
they become unstructured and therefore difficult to navigate.
Several semantic wikis can be found such as SweetWiki [16]
or IkeWiki [17].

There exist several annotation applications that allow
users to create and modify annotations collaboratively. Van-
notea [18] or eSports [19] allow users to create annotations on
multimedia files collaboratively and synchronously. Vannotea
is focused on secure collaborative actions; it is based on
Annotea [20], for annotation structure; Jabber [21], to instant
messaging; Shibboleth [22], a secure middleware to access
web resources; and XACML [23], XML-based language to
define control policies. Vannotea is developed in C# and
it stores semantic annotations separately from the content;
this allows users to annotate the same content with different
annotations depending on the context. eSports is designed
to support the distance coaching. The main contribution of
eSports is that it allows annotating live video in real time col-
laboratively. It is based onNaradaBrokeringmiddleware [24];
this middleware is based on the publish/subscribe messaging
model. These applications present some limitations: they are
mainly designed to work in desktops and therefore they
have not taken into consideration disconnection scenarios
that are necessary for mobile devices. Moreover, they have
been designed for a specific platform and they are not easily
portable to other platforms.

Recently, GATE Teamware [25] has been proposed as
another collaborative text annotation tool.Themain purpose
of GATE Teamware is support complex annotations process
on corpus. It is based on multirole model in order to reduce
the conflict in annotation tasks. GATE Teamware is web-
based and it has a layered architecture: user interface layer,
which provides the different web user interfaces, according
to user’s role; executive layer, which implements user man-
agement and user authentication; and services layer, where, in
this layer, web services such as storage service and annotation
service can be found. However, GATE Teamware is an ad
hoc solution; it has been designed to operate only with
collaborative text annotation, whereas the service platform
proposed aims to be a generic platform that can be adapted
to any shared resource.

FIWARE [26] is a new platform that provides software
components (called Generic Enablers) with functionalities
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for a more rapid, modular, and flexible development of IoT
applications. It can be considered a partial implementation of
IoT-A. For instance, FIWARE has been applied to the design
of a real e-health Remote Patient Monitoring with an agile
software development methodology [27] and the agriculture
domain [28]. In [29] the focus is on the automatic service
migration and deployment between providers’ cloud infras-
tructures within the FI-STAR FP7 project, in which several
cloud services have been developed for the healthcare domain
using the FIWARE platform. Our proposed architecture,
includingmiddleware and service platform, could be another
specific implementation for one of these Generic Enablers
(e.g., the Orion Context Broker), but based on replicated
(decentralized) services, that is, following the vision present
in Mobile Cloud Computing [30] and Fog Computing [31].

In [32] a comparison between smart city platforms and
their supported features is presented. The CityPulse frame-
work (as other similar ones) supports the development of
semantic-based services focused on data discovery, analysis,
and integration from different domains in IoT and social
media [33] (also called Web of Things [34]) and include
a more complete set of analytics tools. That framework
provides a Resource Management Module for data distri-
bution, but it does not address the consistent management
of replicated information under concurrent operation and
specific context conditions (e.g., disconnections).

3. FLERSA: Semantic Annotation on CMS

FLERSA [11] has been developed to transform a CMS into its
semantic equivalent, in order to partially mitigate the lack of
semantic content of the current web and take advantage of the
multiple benefits offered by semantic web technologies. The
main originality of the tool is to use themanual andmultiple-
users annotations that can be added at any moment, to learn
to automatically annotate documents. Furthermore, these
annotations may be related to any kind of pieces of an html
document (the whole document, a node, a set of nodes, or a
text segment). The main functions that the tool enables are
the following ones: creation of annotations associated with a
range of text, editing/deleting existing annotations, clearing
all annotations in the document, permanent storage of anno-
tations, creation of global annotations to a web page, where
the scope of the annotations are whole pages, visualization
of RDF generated for the page (W3C’s RDFa Distiller [35]),
and ontology-based queries about properties that have been
annotated. Inference is made in the taxonomies of concepts
when the search is conducted by the annotation properties
and automatic generation of semantic annotations.

In the system architecture layers (Figure 1), the white
boxes represent system components and the shadow ones are
related with semantic capabilities which are detailed below:

(i) In the core layer are placed theOperating System (that
provides network services) and the Web Server.

(ii) The data management layer is made up of system
components responsible for both content storage of
Web documents and also the annotations on them
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Figure 1: Architecture of FLERSA tool.

and the knowledge base consisting of the ontologies
of the system.

(iii) The server-side layer is where server application
services are developed. All message traffic between
web clients requesting services and the programs that
provide them takes place at this level. In this layer
the implementation of programs that serve the web
interface is carried out. The programs implemented
here make use of programming libraries and Applica-
tion Programming Interface (APIs) that provide the
underlying layers. Among the most frequently used
functions provided by these APIs the facility for stor-
age and retrieval of information, facilities for working
with visual objects in the front-end programming,
and facilities for working with ontologies are worth
highlighting.

(iv) Finally, the web interface layer is located at the upper-
most level of abstraction of the system architecture,
where the user performs all interaction with the
semantic annotation tool. At this level the contents
of web documents coexist with metadata and with
web technologies in charge of modifying web doc-
uments in runtime to provide them with semantic
annotations in the form of metadata and also to
achieve timelymessage handling, by using server-side
services to provide the functionality of the tool.

However the FLERSA tool presents a main limitation:
the tool has a high coupling with Joomla! [12] as the CMS
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is used as the underlying web infrastructure; that is, server-
side (module) and client-side (server interaction) implemen-
tations cannot be easily adapted to another system. Thus,
the collaborative capability, that is, the possibility of making
multiple semantic annotations simultaneously by some users,
depends on Joomla and it is not provided. Besides, although
the most common environment for semantic web tools
is a web browser, a lot of enterprise applications could
need to integrate web annotations with annotations made
on enterprise documents/data (e.g., for strategic scanning,
technological watching, or social monitoring), which is not
possible with the current FLERSA design.

4. A Software Architecture to Support
Information Sharing and Collaboration

Collaborative systems are complex, this is challenging in
analysis, modelling, and development [36]. One of the main
tasks to be solved in collaborative systems is to maintain data
consistency when they are simultaneously shared by several
users [37].Nowadays, in the absence of standardizedmethods
for the synchronization of the shared data replicas, most of
the proposed solutions are planned in an ad hoc manner. By
taking into account the possibility of an increasing number
of users and resources to be managed in very dynamic
environments, this entails a higher complexity in the correct
synchronization of these resources. Thus, a SOA 2.0-based
architecture [15] has been proposed, which intent to provide
a common basis for the consistent management of shared
information in collaborative systems. It consists of two main
services (Figure 2):

(i) Monitoring Service. This service gathers all events
related with modifications on shared data. This infor-
mation can fulfil several purposes, for example, ver-
sion control or security logs. For the synchroniza-
tion purposes, this information is required by the
specific synchronization algorithm to be applied to
know the occurrence and order of the modifications
on the resource. The monitoring service is able to
communicate under two different paradigms (SOA
2.0 [13, 38]): (1) the Publish-Subscribe paradigm,
to know the modifications produced by the users
on the shared data, and (2) the Request-Response
paradigm, for example, when the synchronization
service inquires the monitoring service about the
modifications produced on a specific resource in
a specific time interval. Thus, the use of an EDA
(“Event-Driven Architecture”) approach [39], specif-
ically the concept of event, allows the developers to
provide a reusable service.Themonitoring service has
been designed taking advantage of the low coupling in
the communications between the sender and receiver
provided by EDA; thus, it is able to monitor any kind
of event. In this way, regarding resource monitoring,
in the specialization of the platform it is only neces-
sary to design the structure of the events that will be
sent when the shared resources are modified.
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Figure 2: Architecture of the generic service platform to support
sharing and collaboration.

(ii) Synchronization Service. The service platform pro-
posed aims to be a generic platform that can be
applied in any application domain within the col-
laborative systems. However, as the synchronization
algorithms are dependent of the resource type and its
specific nature and usage, it is not possible to provide
a general service for the synchronization. Namely, the
conflicts that could be generated in the concurrent
modification of images are not the same as that in
the modification of, for example, plain text, as well
as the processes or policies to resolve them. For this
reason, and regarding the goal of providing a reusable
service, the synchronization service is designed as
abstract service, which must be specialized according
to each particular resource to be synchronized. This
abstract service uses the monitoring service to obtain
information about changes on the different replicas
of the shared resource. In this way, and in order
to provide a more generic service platform, it has
been designed considering two different levels: (1)
the common part related to manage the resource
synchronization, which is identified and located into
the abstract service and its composition with the
monitoring service; in this way, the synchronization
service, according to the information received from
the monitoring service can detect the actions that
have been applied to other replicas of the resource,
but not applied to its associated replica; (2) the
specialization of this service, where, once the incon-
sistencies are detected, they should be resolved. This
level will depend on the requirements associated with
the resource kind and the use of the resource in a
specific domain (i.e., on the same resource different
synchronization policies could be applied).

5. From FLERSA Tool to FLERSA Service

FLERSA tool has been developed as a module of Joomla! in
order to transform this CMS into its semantic equivalent.This
is the reason why there is a high coupling between the tool
and the CMS. As a solution to this limitation, we propose to
adapt FLERSA to the new architectural design followed by the
SOA 2.0 architecture described in the previous section. This
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Figure 3: The SOA architecture for the FLERSA tool.

will lead to provide FLERSA with a clear differentiation and
independence of the client-side, the CMS (Figure 3).

In order to adapt an existing tool or service to the pro-
posed architecture, the developer must first clearly identify
what is the functionality of the tool thatmust be implemented
in the server-side. In the FLERSA case, this functionality
is about the information retrieval, storing, and reasoning
on the knowledge base, which will now be implemented in
the specialization of the synchronization service, in order
to take advantage of the architecture proposed. Currently,
the services that support this architectural design have been
implemented both in C++ and in C#. Nevertheless, the
programming language is only a technical issue that does not
affect the interoperability of the architecture, since standard
protocols for exchanging information (e.g., SOAP) have been
adopted, as well as communication approaches for loosely
coupled components (e.g., EDA).

Once the server-side functionality of the tool is imple-
mented, as the specialization of the synchronization service,
it is necessary to identify which is/are the shared resource(s),
the actions that users can perform on it, and the possible
inconsistencies that can arise because of those actions. This
is one of the most important steps in the adaptation process,
owing to the fact that the correctness of the resource will
depend on the right identification of the possible inconsis-
tencies and the resolution policies applied. In the FLERSA
case, the shared resource is a knowledge-base, whereas the
actions that can be carried out on the resource are add,
modify, and delete semantic annotations. Moreover, these
annotations can be performed on the whole document, a
node, a subset of nodes, or a text segment, and each of
these elements can present several annotations.Therefore, the
conflicts during the use of the FLERSA service can be caused

by deletions or modifications coming from different users on
the same annotation. In order to solve this kind of conflicts,
a version control has been implemented, where a deletion or
modification is not permanent and it is possible to revert to
the previous version of the annotation.

All of these actions are represented as events in the
new architectural design. This will facilitate the management
and broadcasting of the actions performed on the shared
resources along the concerned entities. In the proposed
platform, the BlueRose communication middleware [38] is
used, which provides a Publish-Subscribe service and an
interface for event managing. An event is represented by
means of a pair topic-attributes, where each attribute is a pair
key-value. In this way, the topic denotes the event type, which
is unique in the system, whereas with the set of attributes
it is possible to represent information of a wide range of
complexity.

The flexibility and low coupling provided by the EDA
approach have made it possible to design and implement a
monitoring service, which is designed and implemented to
monitor any kind of event. In the FLERSA case, three types
of events taking into account the possible actions that a user
can perform have been considered: add, modify, or delete an
annotation.The generated events contain information related
with the user who performs the action, the content related
with the annotation (the whole document, a node, a subset of
nodes, or a text segment), the timestamp, and information
related with the semantic content of the annotation (see
Figure 4). These events are stored in a NoSQL database
(i.e., a nonrelational database), specifically MongoDB. The
NoSQL systems arise to address the scalability problems of
the traditional databases (i.e., relational) by means of a more
flexible storage structure. Particularly, the absence of data
schema allows storage of any information as a register with
a key-value structure. This makes a NoSQL database ideal
to store any kind of event generated in the system, whereas
in a traditional database it would be necessary to create a
new table to store each new kind of event. To this regard,
the monitoring service translates the events from BlueRose
format to MongoDB (JSON format) and vice versa.

With the server-side being implemented, as a specializa-
tion of the synchronization service, and together with the
identified events, the functionality of the client-side must be
additionally implemented. This can be done by creating a
new application or adapting an existing one. In the latter, to
make use of third-part applications, the common solution is
to implement an intermediate entity (known as wrapper) that
is capable of translating the petitions of the client to the server
and vice versa, and thus it is also capable of adapting existing
interfaces to the new service as well. In the FLERSA case, the
client-side is located in the CMS module, where a wrapper
function is implemented. In this way, if theCMS changes then
only a new corresponding implementation of the wrapper
function will be required in order to use the new FLERSA
service. Web documents and metadata, like RDFa, are also in
the client layer.These resources are downloaded to the device
temporally when the client accesses the CMS.

In addition to the benefits initially mentioned obtained
through the adaptation of FLERSA to the new architectural
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Figure 4: Graph showing an instance of the class “annotation”
implemented by FLERSA [11].

design proposed, this SOA architecture also manages a
number of additional events at system and infrastructure
levels [15], as, for instance, the battery level of the device or
network topology.This, together with replication and caching
techniques, allows to provide a context-aware solution and
therefore guarantee the quality attributes of the FLERSA
service in AmI environments where the context conditions
(e.g., disconnections) are continuous and they can affect the
proper functioning of the service.

The integration of FLERSA in the proposed SOAarchitec-
ture has strengthened three of the initial design requirements
of the tool [11]. (1) Requirement 2. Collaborative design/user-
centred: as a result of the integration, FLERSA service
allows now the concurrent and distributed edition of HTML
documents. (2) Requirement 5. Evolution of documents (doc-
ument and annotation consistency): the synchronization ser-
vice and the synchronization policies implemented guarantee
the consistency of documents, as well as allowing users to
know the existence of conflictivemodifications and to recover
previous versions of documents. (3) Requirement 8. Integra-
tion: now FLERSA functionality has been encapsulated in a
service, which facilitates the reusability and interoperability
of the tool.

6. Case Study

The FLERSA service can be useful in several scenarios in the
eHealth domain, where the semantic web can help to retrieve
information [40] and share the patient’s medical histories
created in different health centres and the semantic interop-
erability of distributed information systems in eHealth [41]
for the collaborative decision support in disease diagnosis
[42].

Specifically, the collaboration between various specialists
for the diagnosis of patients with strange symptoms [43]
is of special interest to illustrate the usefulness of FLERSA
Service. On one hand, health is a wide knowledge area with a
complex taxonomy, where any department or research group
can define some particular protocol or vocabulary. Thus, to
establish semantic relations between concepts or procedures
is amandatory step to achieve collaboration betweendifferent
specialists or health institutions. On the other hand, it is
unusual the existence of medical centres containing every
health speciality, being generally more common the existence
of specialised centres. Therefore, a tool that allows the
distributed collaboration could provide clear benefits.

Figure 5 shows a general scenario about how users can
work with FLERSA service and how they can collaborate. In
Figure 5 are depicted two web servers and five users. Several
users access the FLERSA service by using different types of
devices.The web users use web browsers to access the service
through web servers as front-end, while the rest of users
use the service through an application deployed in a mobile
device (e.g., smartphone or tablet) as front-end.

For existing applications, like web systems and other
applications, a specific wrapper function for each one is
needed, which translates the requests that web clientmakes to
web site to the FLERSA service. In case of new applications,
the wrapper function is not required, given that the interface
of FLERSA service can be used directly by these applications.

Specific scenarios can be considered in Figure 5, for
instance, if a doctor (e.g., “Web User 1” in Figure 5) creates
a new semantic annotation in an HTML document (e.g.,
a patient report). This action will be propagated as an
event through the system, and it will be registered by the
monitoring service and applied by the FLERSA service to
the knowledge base. In this way, this change will be reflected
on the Drupal CMS as well as the Joomla! CMS and the
rest platforms and technologies in the network. That is,
FLERSA is now platform independent, which increments its
scalability and interoperability. In this situation, the “Web
User 1” could be collaborating with specialists that belong to
another clinical centre and work on Joomla! (e.g., “Web User
2” and “Web User 3”), or even with mobile users.

The process that a user follows to create an annotation on
an HTML document is depicted in the Figure 6. Note that an
annotation can be fully or partially overlapped with others.
FLERSA resolves this creating different SPAN sections with
unique IDs.

However, under this new configuration, as it has been
mentioned conflicts can occur due to concurrent editing.
For instance, if “Web User 1” modifies an annotation on a
patient report, while “Web User 2” deletes it, FLERSA service
is in charge of maintaining a consistent version of the shared
resource. In this case, the users could have created the conflict
because of a distraction, a temporal disconnection of one of
them, and thus the changes were not reflected to each other in
time (i.e., they ignore the action performed by the other user),
or intentionally. For this reason, the policy implemented in
FLERSA service is to apply the last change but maintain
the previous version of the annotations in order to avoid
information loss, notifying to the users of the existence of a
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potential conflict. In this way, the users canmediate to decide
the correct state of the resource, but guarantee that both are
consistent versions.

The architecture can react to context changes in order to
guarantee the proper functioning of the service. This feature
is of special interest for mobile users, where, for example,
specialists would want to work together while they move
across the hospital or they are travelling (e.g., by train), where
the connection can be lost easily at certain points during
that travel. In this case, the FLERSA service receives events
regarding the connection loss, and together with caching
techniques, it can allow users to the user continuing working
transparently to the connection lost.Themodifications made
on the local copy of the resource are stored locally at the
device during the disconnection, as a set of events. Later,
when the connection is recovered, the FLERSA service will be
able to synchronize the modifications that the user has made
offline with the modifications of the rest of the users that
were online. When FLERSA service (as specialization of the
synchronization service) receives the request of reconnection
from the client that was offline, together with the actions that
he/she has performed in that period on the cache copy of the
resource (as a set of events), it will inquire the monitoring
service about what changes have been made in the main
copy of the resource during that period of time by the
rest of the users. Once FLERSA service has the two set of
ordered events, it can detect the conflictive events (i.e., the
conflictive modifications) and apply the versioning policy
described above. In a similar way, the application could
decide to start working locally when the battery of the device
is low and synchronize the changes later on, when the energy
connection is not critical.

7. Conclusions

In this paper, the evolution of the FLERSA tool towards a SOA
proposal for consistent knowledge sharing and collaboration
in AmI environments and IoT has been presented. The
proposal provides FLERSA tool capabilities such as scalability
[44], since the services are loosely coupled; interoperability
[45], since it is possible to expose any existing data source
like service and to implement workflows that allow exchange
of information between different services and platforms
through a communication protocol; and business agility [46],
thanks to service reusability and the use of access and
publication standards. The design of tools (like FLERSA)
based on the proposed architecture aims to provide a general
solution that opens up new possibilities for the development
and deployment of other AmI applications by making use
of different technologies and heterogeneous platforms in
IoT. For example, the FLERSA service can be now deployed
simultaneously in several Cloud providers and IoT nodes
(smartphones, on-board car systems, etc.), obtaining benefits
such as higher availability, where the resources or services
will be also available wherever an Internet connection exists;
transparency, where the user no longer has control of the
geographical location of service; and the resources which can
be increased or decreased as needed.

The SOA 2.0-based architecture for the FLERSA deploy-
ment is designed to provide support to the distributed
collaboration in environments that exhibit discontinuous
operation. To this regard, it combines caching and replica-
tion techniques together with a context-aware approach to
provide a solution to address complex interactions between
users in AmI environments in a transparent way. Therefore,
it provides a common basis to handle the changing execution
context in which AmI and IoT applications can be deployed.

Currently, we are still working in FLERSA with the focus
on supporting automated annotation processes in the health-
care environment. We are collaborating with professionals
from a public regional hospital in Granada, who have proven
the low error rate while categorizing physiology documents
[47]. Nowadays, we are involved in a research project with
that hospital; the aim of the project under way is the use of
the automated annotation system at anywhere and anytime,
but limited to the hospital building environment, to generate
metadata into the existing electronic clinical records, using
concepts and properties from medical ontologies. In short,
the multiple benefits offered by semantic web technologies
would take advantage in the Hospital Healthcare Informa-
tion Systems such as enhanced search capabilities, multi-
disciplinary queries, and alert autogeneration for specialist,
among others.
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An active radio frequency identification (RFID) tag that can communicate with smartphones using Bluetooth low energy
technology has recently received widespread attention. We have studied a novel approach to finding lost objects using active RFID.
We hypothesize that users can deduce the location of a lost object from information about surrounding objects in an environment
where RFID tags are attached to all personal belongings. To help find lost objects from the proximity between RFID tags, the system
calculates the proximity between pairs of RFID tags from the RSSI series and estimates the groups of objects in the neighborhood.
We developed a method for calculating the proximity of the lost object to those around it using a distance function between
RSSI series and estimating the group by hierarchical clustering. There is no method to evaluate whether a combination is suitable
for application purposes directly. Presently, different combinations of distance functions and clustering algorithms yield different
clustering results. Thus, we propose the number of nearest neighbor candidates (NNNC) as the criterion to evaluate the clustering
results. The simulation results show that the NNNC is an appropriate evaluation criterion for our system because it is able to
exhaustively evaluate the combination of distance functions and clustering algorithms.

1. Introduction

Radio frequency identification (RFID), which involves wire-
less communication of data to identify RFID tags attached
to objects, is considered a key technology in the Internet
of Things (IoT) field. In recent years, active RFID tags that
use Bluetooth low energy (BLE) technology to communicate
have attracted increasing attention. BLE is supported bymany
mobile operating systems (e.g., Android, iOS, and Windows
Phone), and many smartphone products for finding lost
objects that use BLE tags have been released. Products devel-
oped for finding lost objects use the received signal strength
indicator (RSSI) to report the location of the object. However,
these products cannot provide sufficient information to
identify an object’s position; that is, users only know that the
lost object is within a certain range and whether it is moving
closer or further away. The authors have studied a method
to support user in finding lost objects more effectively. The
authors hypothesize that users can determine the location
of lost objects using information about the surrounding

objects. In this paper, we introduce a method to calculate the
proximity between active RFID tags using an RSSI series. Our
approach enables the estimation of the group to which the
lost object belongs from its proximity to surrounding objects
using a distance function and hierarchical clustering. There
aremany combinations of distance functions and hierarchical
clustering algorithms, and this method gives different group
estimation or clustering results for different combinations,
but there is no criterion for evaluating the clustering results.
We propose the number of nearest neighbor candidates
(NNNC) as the evaluation criterion.

The remainder of this paper is organized as follows. In
Section 2, we describe the requirements of the proposed
system and the problems faced in existingmethods. Section 3
presents the framework of our system. In Section 4, we
propose the evaluation criterion. Section 5 presents the
results of evaluation of the existingmethod using the NNNC.
In Section 6, we describe application of the NNNC. Finally,
Section 7 concludes the paper and identifies areas for future
work.
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Figure 1: A user is moving in a roomwith a smartphone.The smartphone senses data from RFID tags and sends this data to a support system
for finding lost objects. The system records the data in a database and presents information about objects that are close to the lost object. The
user can then identify the location of the lost object.

2. Support System for Finding Lost Objects

Finding lost objects is constantly required in peoples’ day
to day lives. According to published statistical research
on finding lost objects [1], common strategies used for
finding objects can be classified into five categories: the
locus search (33%), exhaustive search (24%), retrace search
(19%), memory search (11%), and delegation search (11%).
The percentages in parentheses in the preceding list show
the fraction of people selecting this technique when finding
lost objects. From the locus search, in which the object is
normally to be found, the retrace search, which is based on
the sequential order of a person’s prior physical locations, and
the memory search, which is based on a person’s recollection
of prior interactions with the object, most people can be
said to be trying to recall the location of a lost object from
memory. We believe that if we are able to present a list of
objects thatmay be located around the lost object, this will aid
in the search and thereby compensate for the memory lapses
experienced during the locus, retrace, and memory searches.

2.1. System Requirements. As shown in Figure 1, our support
system for finding lost objects functions in two phases: sens-
ing data to estimate the group of RFID tags and finding the
lost object using information about the proximity of objects.
The RFID tags that only transmit beacons are attached to all
personal belongings. In the sensing phase, when the user with
a smartphone walks around indoors, the smartphone senses
data, such as the IDs, measures RSSIs from the RFID tags,

and logs the time of reception. The system records data from
the smartphone in a database. In the finding phase, the user
inputs the ID of the lost object, and the system estimates
the group of objects that are near the lost object from the
RSSIs. The user can determine the location of the lost object
from the information about its grouppresented by the system.
The basic concept of this system is similar to that of Konishi
et al.’s system [2]. Unlike his system, ours uses the RSSIs to
estimate object groups and employs a smartphone to collect
sensing data. In realizing such a system, wemust consider the
following requirements.

Input

The system must have access to the ID, RSSI
series, and reception time from every RFID tag
as input.

Output

The system provides information about groups
of objects that are around the lost object as
output.

2.2. Problems in Applying Existing Methods to the System.
Indoor tracking and localization is a key research issue in
indoor applications such as routing and location services.
Many studies have been conducted on methods obtaining
location information about various objects. However, it is
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difficult to apply these existing methods to our system.There
are numerous well-known metrics for localization systems,
for example, angle of arrival (AOA), time of arrival (TOA),
and time difference of arrival (TDOA), but none of these
is suitable for smartphones. The AOA [3] measures the
relative angle between transmitters from the direction of
propagation of a wireless signal using an antenna array.
This cannot be employed in common smartphones, as they
do not have an antenna array. The TOA and TDOA [4]
compute the distance between the transmitter and receiver
by using the transmission time. They require accurate time
synchronization between the transmitter and receiver for
positioning. Therefore, it cannot be applied to our assumed
environment where an inexpensive RFID tag is used for the
transmitter. In contrast, no special hardware is required to
measure the RSSI, and it can be obtained from all transmitters
that communicate wirelessly.

Various location estimation methods that use the RSSI
have been proposed. For instance, there is a well-known
method that computes distance using the RSSI and a channel
propagation model that has been created in advance [5–7].
However, multipath fading and interference can cause the
RSSI to fluctuate considerably. Accordingly, the computed
distance has low accuracy; in addition, users have the
burden of creating a channel propagation model for each
environment. Location fingerprint methods [8–10] provide
accurate position estimates by considering the RSSI from
each point as characteristic of that location. Again, users
have the burden of creating a characteristic database for each
environment. The centroid method [11] and the approximate
point-in-triangulation test (APIT)method [12] producemore
cost-effective location estimates than the above-mentioned
methods. These methods depend on the relative positional
relationship between anchor nodes, which have a known
position. Users then set up reference nodes in each room,
with the estimation accuracy dependent on the number of
reference nodes. Overall, therefore, finding lost objects using
existing localization methods places a burden on the user.
There is no existing method that is suitable for our system.

3. Method Using Distance Function and
Hierarchical Clustering

To estimate the group of RFID tags using only RSSIs, we
focus on the change in the RSSI values associated with the
movement of the receiver. In free space, the RSSIs from
RFID tags will decrease with distance according to the Friis
equation. This can be expressed as

RSSI = 𝐺𝑇 + 𝐺𝑅 + 𝑃𝑇 − FSPL (𝑑) , (1)

where 𝐺𝑇 (dB) and 𝐺𝑅 (dB) are the gains of the transmit
and receive antennas, respectively, in the device and the
RFID tag, 𝑃𝑇 (dBm) is the transmit power of the RFID
tag, and FSPL(𝑑) = 20 log10(4𝜋𝑑/𝜆) is the free-space path
loss at the transmitter-receiver distance 𝑑. If the transmit
power of the RFID tag is constant, changes in the RSSI with
respect to movement in the radial direction will follow the
free-space path loss model, because the antenna gains are

RS
SI

Measurement position

Section where change of RSSI is similar
RFID tags

Figure 2: Change in RSSI associated with the movement of the
smartphone or RSSI sensor.

nearly constant. Accordingly, we consider changes in the
RSSI associated with movement in the radial direction of
the RFID tags to be similar (Figure 2). From the above, we
aim to estimate the nearest neighborhood RFID tag to target
the RFID tag attached to the lost object by converting the
similarity of RSSI to proximity information.

The present authors have presented a method for calcu-
lating the proximity of the lost object to those around it using
a distance function between RSSI series and estimating the
group by hierarchical clustering in prior work [13]. Figure 3
shows a functional block diagram of the finding phase of
the developed support system for finding lost objects. First, a
similarity calculation is performed using a distance function.
The system uses this to quantify the similarity of RSSIs
in the RSSI series. Distance functions define the spatial
or temporal difference between two elements in a set. The
distances of the multiple elements are given in the form of a
matrix, called the distance matrix. These functions are major
components used in data mining techniques such as time-
series analysis. Therefore, a distance function is appropriate
to our challenge, because it has the goal of measuring the
similarity among time-series data. Second, groups of objects
are estimated using hierarchical clustering. After measuring
the relative distance between data in the RSSI series, the
system forms clusters of RFID tags in a neighborhood. The
hierarchical clustering algorithm exports the clustering result
as a matrix called the cophenetic matrix. Finally, the results
are displayed as a dendrogram, which is a common method
of presenting clustering results. The details about different
distance functions and clustering algorithms are shown in
Appendix A. Dendrograms display the process of cluster
generation and therefore enable the user to intuitively identify
objects surrounding the lost object.

For instance, in the locus search, the list of objects around
the lost object helps users to find the location of lost object.
The information of location in which the surrounding objects
are normally to be found makes it easy for users to remind
the location of lost object. In addition, in the retrace search
andmemory search, the lists of time order help users to recall
the sequential order of the user’s prior physical locations and
prior interactions with the object.



4 Mobile Information Systems

DB

Similarity calculation
distance function

Group estimation
hierarchical clustering

Result displaying
dendrogram

RSSI series data

Relative distance between
data series

Cluster generation result

ID
RSSI
reception time

IDRFID tag
Smartphone

Request of finding
lost object

User

List of objects
around the lost object

⟨Sensing phase⟩

⟨Finding phase⟩

Figure 3: Functional block diagram of the support system for finding lost objects.

4. Evaluation Criterion of Group
Estimation Accuracy

The methods to search for a nearest neighbor are divided
into two categories: hierarchical approach and other. For
example, approximate nearest neighbor [14] and locality
sensitive hashing [15] are well-known methods for searching
a nearest neighbor quickly in a large set of data points in
high dimensional space in other than hierarchical approach.
In addition, there is a method for attempting to increase the
accuracy by combining multiple distance functions [16]. The
hierarchical approach uses distance functions and clustering
algorithms to search for a nearest neighbor [13]. There are
many combinations of distance functions and clustering algo-
rithms.Therefore, the criteria to evaluate clustering results in
order to compare the combination of elemental technologies
of hierarchical clustering are important.

The cophenetic correlation coefficient is a conventional
method to measure the stability of clustering results. It is
defined as the Pearson correlation between the distance
matrix and the cophenetic matrix. A value of 1.0 means
that the concordance between the distance matrix and the
clustering result is perfect. With the cophenetic correlation
coefficient as a base, we expect that the Pearson correlation
between the matrix of the actual distance of the RFID tag and
the cophenetic matrix can quantify how well the clustering
result reflects the actual position relationship of the RFID
tags. However, two problems are encountered while using
the Pearson correlation. First, it cannot evaluate whether the
combination is suitable for the system directly. Our objective
is to estimate the nearest RFID tag to the RFID tag attached
to the lost object. The cophenetic correlation coefficient
provides information only about linear relationships between
the actual distancematrix and copheneticmatrix, and not the

validity of the clustering result directly. Second, it is difficult
to determine the threshold to define the goodness. For
instance, it is not easy to determine if the calculation result of
0.75 is a good result.Therefore, considerable experimentation
is required for defining the threshold to define the goodness.
As mentioned earlier, the cophenetic correlation coefficient
does not evaluate the correctness of clustering directly.
There are some methods, such as Goodman-Kruskal gamma
statistic [17] and Mantel test [18] to evaluate the clustering
result too. However, they have the same problems as the
cophenetic correlation coefficient. From the above, clearly,
there is no method to evaluate whether the combination
of elemental technologies is suitable for the system using
hierarchical clustering.

4.1. Criterion of RFID Clustering Result. As the application
of existing methods is not suitable for evaluation in our
study, we define the NNNC as a new evaluation criterion.
A minimum value of 1.0 means that the clustering algo-
rithm has estimated RFID tags in the nearest neighborhood
relationship to be in one cluster firstly and the result is
satisfactory. The NNNC may not take a 1.0 even if it is the
best clustering result. A purpose of NNNC is to compare the
elemental technologies by evaluating a clustering result based
on the neighborhood between tags. The NNNC indicates the
average number of candidates of the nearest RFID tag to each
RFID tag. Hence, NNNC reflects the performance of finding
lost objects of the combinations of distance functions and
clustering algorithms.

Let 𝑇𝑖 (𝑖 = 1, 2, . . . , 𝑁) be𝑁 RFID tags. We consider the
nearest neighbor matrix 𝑃 that takes a binary value (0 or 1). If
there are𝑁 RFID tags, the matrix will have a size of 𝑁 × 𝑁.𝑃𝑖𝑗 represents the relationship between the nearest RFID tags
by taking a value of 1 when 𝑇𝑖 is the nearest RFID tag to 𝑇𝑗.
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The correct nearest neighbormatrices𝑋 obtained fromactual
distance matrix 𝐴 show the correct relationship between the
nearest RFID tags. The estimated nearest neighbor matrices𝑌 which are obtained from cophenetic matrix 𝐵 show the
estimated relationship between the nearest RFID tags from
clustering

𝑋𝑖𝑗 = {{{
1 (𝐴 𝑖𝑗 = min {𝐴 𝑖1, . . . , 𝐴 𝑖𝑁})0 (otherwise) , (2)

𝑌𝑖𝑗 = {{{
1 (𝐵𝑖𝑗 = min {𝐵𝑖1, . . . , 𝐵𝑖𝑁})0 (otherwise) . (3)

In hierarchical clustering, element refers to be classified.
In this work, the subject is RFID tags. The elements merge in
a cluster progressively according to an algorithm, eventually
forming one large cluster. In the process, there are cases
where an element merges in a cluster that comprises a
plurality of elements. If the element is the RFID tag attached
to the lost object, it means that the number of candidates
to be considered for the nearest neighborhood RFID tag
increases to the number of elements in the cluster. Therefore,
we multiply the estimated nearest neighbor matrix by the
number of elements

𝑌𝑖𝑗 = 𝑌𝑖𝑗 × 𝑁∑
𝑘=1

𝑌𝑖𝑘. (4)

Next, we multiply the estimated nearest neighbor matri-
ces and the correct nearest neighbor matrices

𝑍 = 𝑌 × 𝑋. (5)

The main diagonal 𝑍𝑖𝑖 of 𝑍 presents the number of
candidates for the nearest neighbor RFID tag to 𝑇𝑖. When𝑍𝑖𝑖 = 0, it shows that the nearest neighbor RFID tag to 𝑇𝑖
cannot be estimated from the clustering result.Therefore, the
value of 𝑍𝑖𝑖 is replaced by the number of RFID tags from the
estimation.

𝑍𝑖𝑖 = 𝑁 (𝑍𝑖𝑖 = 0) . (6)

Finally, the NNNC is calculated from the average of 𝑍𝑖𝑖
NNNC = 1𝑁

𝑁∑
𝑖=1

𝑍𝑖𝑖. (7)

To support the recall of the location of a lost object,
presenting as many objects as possible near the lost object
is important. To achieve this, NNNC evaluates the clustering
result based on the sequence of the merge cluster. Figure 4
shows an example of the calculation of the NNNC for both
good and bad clustering results. The figure in the top right
corner shows the actual position of the RFID tag. The figures
in the center left and center right show the dendrogram
and cophenetic matrix obtained by hierarchical clustering.
The clustering result in the center right is a good result that
correctly reflects the actual placement of the RFID tags. On

the contrary, the clustering result in the center left does not
reflect the actual placement of the RFID tags. In Figure 4,
the nearest neighbor RFID tag to 𝑇4 is 𝑇3. However, a
bad clustering result shows that candidates of the nearest
neighbor RFID tag to𝑇4 are𝑇1,𝑇2, and𝑇3. In addition, it does
not show 𝑇4 as a nearest neighbor RFID tag to 𝑇3. Therefore,
the NNNC of a bad clustering result is increased compared
to the good clustering result. We confirmed the validity of
NNNC through simulation experiments.

4.2. Indoor Path Loss Model and RSSI Fluctuation. Indoor
path loss is necessary for considering fluctuation in addition
to the attenuation due to free-space path loss. The shadow-
ing, interference, and multipath fading have been said the
main cause of the fluctuation of path loss [19]. First, the
shadowing effect has been modeled as a random variable
following a zero-mean Gaussian distribution in the log-
normal shadowing model [20]. Second, we believe that the
effect of the interference is random because we assume that
a large number of terminals communicate randomly. Lastly,
the fluctuation of the received power due to multipath fading
can bemodeled as a randomvalue that follows theNakagami-
Rice distribution [21, 22]. Based on the above discussion, we
simulated an environment where shadowing, interference,
and multipath fading exist by considering 𝜒𝜎 in the equation:

PL (𝑑) = PL (𝑑0) + 10𝛾 log 10 ( 𝑑𝑑0) + 𝜒𝜎, (8)

where 𝑑 is the transmitter-receiver distance and 𝛾 is the path
loss exponent. The intercept PL(𝑑0) is the path loss in dB
at reference distance 𝑑0 and is given by the free-space path
loss PL(𝑑0) = 20 log10(4𝜋𝑑0/𝜆). 𝜒𝜎 (dB) is a zero-mean
Gaussian variable with standard deviation 𝜎 and represents
the shadowing, interference, and multipath fading effect.
From (1) and (8), indoor RSSI is calculated as

RSSI = 𝐺𝑇 + 𝐺𝑅 + 𝑃𝑇 − PL (𝑑0) + 10𝛾 log 10 ( 𝑑𝑑0)+ 𝜒𝜎.
(9)

4.3. Verification of the Validity of the Evaluation Criterion. We
verified the validity of the evaluation criterion by simulation
using MATLAB. We made a virtual room and set three
groups of two RFID tags that transmit a radio wave at fixed
intervals. The receiver moved straight between two random
points at a constant speed and the RSSI was calculated when
the RFID tags transmitted the radio waves. Figure 5 shows
the placement of the RFID tag, an example of a movement
pattern and the calculated RSSI. Table 1 shows the parameters
of the simulation. We created 10,000 movement patterns
in random and checked whether the NNNC evaluates the
clustering result as expected. For evaluation, we defined a
score that reflects the number of groups within which RFID
tags were placed in their expected group. In this simulation,
we placed RFID tags in three groups ((𝑇1, 𝑇2), (𝑇3, 𝑇4), and
(𝑇5, 𝑇6)). The score was increased by 1 for each clustering
result that classified an RFID tag into the correct group. The
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Table 1: Parameters of the simulation used to verify the validity of
the evaluation criterion.

Gain of the transmit antenna 𝐺𝑇 0 (dB)
Gain of the receive antenna 𝐺𝑅 0 (dB)
Transmit power 𝑃𝑇 1 (dBm)
Path loss exponent 𝛾 2.0
Standard deviation of zero-mean Gaussian variable 𝜎 2.0
Reference distance 𝑑0 1.0 (m)
Transmission interval 1.0 (s)
Receiver speed 0.2 (m/s)

Table 2: NNNCs of the result of the cosine distance and complete-
linkage method.

Score Number of
occurrences

Average of
NNNC Standard deviation

0 2067 5.2679 0.49032
1 2859 3.6162 0.47263
2 2108 2.2876 0.17413
3 2966 1 0

maximum scorewas 3 and theminimum scorewas 0. Figure 6
and Table 2 show one result of simulation. When clustering
classified all RFID tags into the correct group, the NNNCwas
a minimum.TheNNNC increased when the clustering result
became unsatisfactory. The result shows that the NNNC is
appropriate evaluation criterion to evaluate clustering results.

5. Exhaustive Evaluation of the Distance
Function and Clustering Algorithm

In this section, we evaluate the combination of the distance
function and the clustering algorithm using the proposed
evaluation criterion to determine the group estimation accu-
racy of the method. Of special interest is verifying whether
our system is immune to RSSI fluctuations. If the group

Table 3: Parameters of the simulation used for exhaustive evaluation
of the distance function and clustering algorithm.

Transmit power 𝑃𝑇 1 (dBm)
Rician 𝐾-factor 4.0
Transmission interval 0.5 (s)
Receiver maximum speed 1.0 (m/s)
RSSI series data length 120

estimation accuracy is high in environments where the
fluctuation of RSSI is very large because of shadowing,
interference, and multipath fading, then our system can
be used in various environments such as offices, industrial
facilities, and storehouses. In the evaluation experiment for
the combination, the evaluation parameters are considered as
follows: physical arrangement of the RFID tag, themovement
pattern of the receiver, antenna pattern, and effects on the
radiowave propagation path such as shadowing, interference,
and multipath fading.

5.1. Simulation Result. We simulated the radio wave prop-
agation path, including the shadowing and Nakagami-Rice
fading, usingQualNet.The room size was 10m×10m, and 10
parallel RFID tags were placed randomly.The receivermoved
in accordance with a random waypoint model; that is, the
smartphone started at a random point in the room. Next, a
random point was selected as the waypoint and the receiver
moved to this waypoint at a random speed ranging between
0 and maximum speed. We used 10 RFID tag placements
and 100 movement patterns for each RFID tag placement.
Then, we simulated the RSSI series by changing the standard
deviation of the RSSI fluctuations from 0 to 8 in increments
of 2. The large value of 8.0 of standard deviation of the RSSI
fluctuations is typically observed in industrial environments
[23]. Figure 7 shows RSSI fluctuations for different sigma
values. It can be seen that the trend of change in the RSSI
is eliminated by shadowing and the Nakagami-Rice fading.
The other simulation parameters are shown in Table 3. After
RSSI simulation, hierarchical clustering of the RSSI series
was performed for each combination of the distance function
and the clustering algorithm, and the NNNC was calculated.
Figure 8 shows that the change in the NNNC is associated
with increasing RSSI fluctuations, indicated by increasing
standard deviation of the RSSI fluctuations. Each plot exhibits
an average of 1000 NNNCs. As can be seen from Figure 8,
the Euclidean distance and complete-linkage, the unweighted
pair group method with arithmetic mean (UPGMA), and
Ward’s method showed high group estimation accuracies.
Overall trends indicate that theNNNC increases linearlywith
increasing RSSI fluctuation. However, these three combina-
tions restrained the increase of the NNNC. In particular, the
combination of the Euclidean distance and Ward’s method
resulted in the lowest NNNC when the fluctuations were the
largest. To evaluate the clustering result from the point of view
of finding lost objects, we focus on the value of the NNNC
in standard deviation of the RSSI fluctuation being 8. The
minimum value of NNNC is approximately 5.5 when using
the combination of Euclidean distance and Ward’s method.
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Figure 7: Changes in the RSSI when varying the values of 𝜎.

This indicates that the candidate of the nearest neighbor is
5.5.Themaximum value of NNNC is approximately 7.0 when
using the combination of cosine distance and single-linkage
method. This indicates that the ability of the combination of
cosine distance and single-linkagemethod to find lost objects
is approximately 1.5 smaller than that of the combination
of Euclidean distance and Ward’s method. In terms of the
distance function, the lowest NNNC was the Euclidean dis-
tance as mentioned earlier, followed in order by correlation
distances and cosine distances. However, the NNNC did not
differ greatly in the case of these distance functions. Com-
pared with other clustering algorithms, the single-linkage
method shows particularly unsatisfactory result. There is
no big difference between the different algorithms except
the single-linkage method. The single-linkage method has
a major drawback, known as the chaining phenomenon,
whereby one very large cluster is generated as elements are
integrated into the cluster one by one. Therefore, the single-
linkage method is often used to determine the main cluster
owing to its mechanism of combining the closest clusters
sequentially. Hence, it follows that the single-linkage method
is not suitable for our system.

5.2. Analysis of Influence of Antenna Pattern. We added the
antenna pattern to the simulation parameters to analyse its
influence on the group estimation accuracy. The antenna
pattern of the RFID tag used in the simulationwas the pattern
measured by the authors (Figure 9). The basic simulation
parameters are the same as those shown in Section 5.1.

Figure 10 shows the change in the NNNC when the antenna
pattern is as shown in Figure 9.The increasing tendency of the
NNNC shown in Figure 10 is similar to the tendency shown
in Figure 8. In addition, the difference between the NNNC
values in Figures 8 and 10 was very small. Based on the above,
we believe that the influence of the antenna pattern of the
RFID tag is restrictive.

6. Application of the NNNC

In this section, we describe how users such as system design-
ers use the NNNC.TheNNNC is used for selecting elemental
technologies of hierarchical clustering for a support system
for finding lost objects before the system implementation.The
procedure of the selection is as follows.

(1) The user obtains RSSI series data observed in the
environment, where he knows the physical distance
between tags and calculates the correct neighbor
matrices.

(2) The user generates clustering results by different
elemental technologies.

(3) The user evaluates the clustering results in terms of
NNNC.

(4) The user selects the technologies indicating the mini-
mum value of the NNNC.

We describe a scenario that applied the NNNC to finding
a lost object system as an example of an application and



Mobile Information Systems 9

Standard deviation of RSSI fluctuation

N
N

N
C

1

2

3

4

5

6

7

10 2 3 4 5 6 7 8

Cosine distance and single-linkage method
Cosine distance and UPGMA method
Cosine distance and complete-linkage method
Correlation distance and single-linkage method
Correlation distance and complete-linkage method
Euclidean distance and single-linkage method
Correlation distance and UPGMA method
Euclidean distance and complete-linkage method
Euclidean distance and UPGMA method
Euclidean distance and Ward’s method
Euclidean distance and Ward’s method 15-point
moving average filter

Figure 8: The NNNC of each standard deviation of the RSSI
fluctuation in each combination. The antenna pattern of the RFID
tag is omnidirectional.

discuss how the design process increases the quality of the
application. The combination of cosine distance and single-
linkage method shows the smallest NNNC, while the combi-
nation of Euclidean distance and Ward’s method shows the
largest NNNC in Figure 10. If the value of the NNNC is large,
the number of nearest neighbor candidates is large so that it
is difficult to find the lost object. Therefore, the combination
of Euclidean distance and Ward’s method is concluded as
the best method. The result from all combinations shows
that the NNNC increase to large values, including the best
combination of Euclidean and Ward’s method according to
the noise increase. This is explained by examining the RSSI
series observation data as in Figure 7.That is, it is understood
that the correlation between RSSI series becomes difficult to
identify on account of the increased noise. As a result, the two
groups of nearest neighbors are clustered into the same group
even by the best combination.The systemdesigner could con-
ceive the idea of applying a moving average filter to improve
the combination.Themoving average filter is a common filter
for smoothing the time-series data while keeping important
patterns and removing unimportant patterns such as noise.
For example, Figure 7(f) is obtained by applying a 15-point
moving average filter to Figure 7(e), and the combination
of Euclidean and Ward’s method with the moving average
filter shows the smallest NNNC even under the heavy noise
in Figure 10. As shown in this example, the NNNC is not
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Figure 9: The antenna pattern of the RFID tags used in the
simulation.

only used for selecting elemental technologies, but is also
used to improve technologies for increasing the quality of
applications in finding a lost object.

7. Conclusion

In this paper, we introduced a method of finding lost objects
in indoor environments using RSSI values and proposed
a novel evaluation criterion. We assumed that users can
determine the location of lost objects using smartphone
applications that determine the proximity between active
RFID tags. Our system alerts users regarding the position
of a lost object by determining which objects are near the
lost object using the RSSI series from the estimated group of
RFID tags. The distance function, the clustering algorithm,
and the effectiveness of their combination are very important
to the successful operation of our system. Hence, there is a
need to define a criterion that evaluates the combinations for
comparison. The NNNC that we have proposed can evaluate
quantitatively the most suitable elemental technologies for
systems using the hierarchical clustering. By simulation, we
confirmed that the NNNC can suggest the most suitable
combination for finding lost objects. When we evaluated the
suitability of existing popular distance functions and hierar-
chical clustering algorithms to our system using the NNNC,
we found that the combination of the Euclidean distance
and Ward’s method yielded the highest group estimation
accuracy.

The NNNC could be applied to a nearest neighbor search
using hierarchical clustering such as group estimation in
a crowd of people in an online-to-offline (O2O) scenario.
For example, the movement record and history of visited
stores could be considered as feature quantities used in the
distance function. It would be possible to use the number of
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people in the estimated group to executemore effective online
marketing.

Appendix

A. Details of the Distance Function and
Clustering Algorithm

The details of distance functions and clustering algorithms
used in this study and in our prior work [13] are as follows.

A.1. Distance Functions. Distance functions define dissim-
ilarity of series data. The magnitude of the value from
distance function indicates that the two-time-series data are
not similar.

A.1.1. Euclidean Distance. The Euclidean distance is the
most popular distance metric. This function measures the
distance between two points of a set in Euclidean space. The
Euclidean distance 𝑑 between 𝑃 = (𝑝1, 𝑝2, . . . , 𝑝𝑛) and 𝑄 =(𝑞1, 𝑞2, . . . , 𝑞𝑛) is defined as

𝑑 = √ 𝑛∑
𝑖=1

(𝑝𝑖 − 𝑞𝑖)2. (A.1)

A.1.2. Cosine Distance. The cosine distance uses the cosine
similarity to measure distance. This metric measures the
cosine of the angle between two vectors in a series. It takes a
maximum value of 1 at 0 degrees, and a minimum of −1 at 180
degrees. The cosine similarity between 𝑃 = (𝑝1, 𝑝2, . . . , 𝑝𝑛)
and 𝑄 = (𝑞1, 𝑞2, . . . , 𝑞𝑛) is defined as

Simcosine = ∑𝑛𝑖=1 (𝑝𝑖𝑞𝑖)√∑𝑛𝑖=1 𝑝2𝑖 ⋅ √∑𝑛𝑖=1 𝑞2𝑖 (A.2)

and the cosine distance 𝑑 is given by

𝑑 = 1 − Simcosine. (A.3)

A.1.3. Correlation Distance. The correlation distance uses the
correlation coefficient to measure distance. The correlation
coefficient measures the strength of a linear association
between two series. It takes a maximum value of 1 when
there is a positive association between the two series and a
minimum of −1 if there is a negative association. A value of 0
indicates that there is no association. The correlation coeffi-
cient between 𝑃 = (𝑝1, 𝑝2, . . . , 𝑝𝑛) and 𝑄 = (𝑞1, 𝑞2, . . . , 𝑞𝑛) is
defined as

Simcorrelation = ∑𝑛𝑖=1 (𝑝𝑖 − 𝑝) (𝑞𝑖 − 𝑞)√∑𝑛𝑖=1 (𝑝𝑖 − 𝑝)2 ⋅ √∑𝑛𝑖=1 (𝑞𝑖 − 𝑞)2 , (A.4)

where 𝑝 and 𝑞 denote the average of 𝑃 = (𝑝1, 𝑝2, . . . , 𝑝𝑛) and𝑄 = (𝑞1, 𝑞2, . . . , 𝑞𝑛), respectively, and the correlation distance𝑑 is defined as

𝑑 = 1 − Simcorrelation. (A.5)

A.2. Clustering Algorithms. At the beginning of the hierar-
chical clustering process, each element is in a cluster of its
own.Then, two clusters with the shortest mutual distance are
sequentially combined into a larger cluster. This procedure
continues until all the elements are included in one cluster.
The definitions of mutual distance are different for different
clustering algorithms.

A.2.1. Single-Linkage Method. The single-linkage method,
also known as the nearest neighbor method, defines the
distance between clusters 𝐶𝐴 and 𝐶𝐵 as

𝑑 (𝐶𝐴, 𝐶B) = min
𝑎∈𝐶𝐴,𝑏∈𝐶𝐵

𝑑 (𝑎, 𝑏) . (A.6)

A.2.2. Complete-Linkage Method. In the complete-linkage
(or furthest-neighbor) method, the distance between clusters𝐶𝐴 and 𝐶𝐵 is defined as

𝑑 (𝐶𝐴, 𝐶𝐵) = max
𝑎∈𝐶𝐴,𝑏∈𝐶𝐵

𝑑 (𝑎, 𝑏) . (A.7)

A.2.3. Unweighted Pair Group Method with Arithmetic Mean.
The unweighted pair group method with arithmetic mean
(UPGMA) combines two clusters with the smallest average
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distance between all samples in the clusters. The distance is
calculated as

𝑑 (𝐶𝐴, 𝐶𝐵) = 1𝐶𝐴 𝐶𝐵 ∑𝑎∈𝐶𝐴 ∑𝑏∈𝐶𝐵𝑑 (𝑎, 𝑏) , (A.8)

where |𝐶𝐴| and |𝐶𝐵| are the number of samples in𝐶𝐴 and𝐶𝐵.
A.2.4. Ward’s Method. Ward’s method combines two clusters
with theminimumchange in variance before and after fusion:

𝑑 (𝐶𝐴, 𝐶𝐵) = 𝐸 (𝐶𝐴 ∪ 𝐶𝐵) − 𝐸 (𝐶𝐴) − 𝐸 (𝐶𝐵) , (A.9)

where 𝐸(𝑃) is the variance in cluster 𝑃. 𝐸(𝑃) is defined as

𝐸 (𝑃) = ∑
𝑝∈𝑃

(𝑝 − 𝑝)2 , (A.10)

where 𝑝 is the centroid of cluster 𝑃. Ward’s method is known
to be a well-balanced clustering algorithm. However, it is
computationally expensive and is unsuitable for all distance
functions except the Euclidean distance.
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Carbone, “Ranging results using a UWB platform in an indoor
environment,” in Proceedings of the International Conference on
Localization and GNSS (ICL-GNSS ’13), 5, 1 pages, June 2013.

[5] F. Tlili, N. Hamdi, and A. Belghith, “Accurate 3D localization
scheme based on active RFID tags for indoor environment,”
in Proceedings of the IEEE International Conference on RFID-
Technologies and Applications (RFID-TA ’12), pp. 378–382, IEEE,
Nice, France, November 2012.

[6] M.Hasani, E.-S. Lohan, L. Sydänheimo, and L. Ukkonen, “Path-
loss model of embroidered passive RFID tag on human body
for indoor positioning applications,” in Proceedings of the IEEE
RFID Technology and Applications Conference (RFID-TA ’14),
pp. 170–174, September 2014.

[7] J. Y. Wang, C. P. Chen, T. S. Lin, C. L. Chuang, T. Y. Lai,
and J. A. Jiang, “High-precision RSSI-based indoor local-
ization using a transmission power adjustment strategy for
wireless sensor networks,” in Proceedings of the 2012 IEEE 14th
International Conference on High Performance Computing and
Communication & 2012 IEEE 9th International Conference on
Embedded Software and Systems (HPCC-ICESS ’12), pp. 1634–
1638, Liverpool, UK, Jun 2012.

[8] P. Kriz, F. Maly, and T. Kozel, “Improving indoor localization
using bluetooth low energy beacons,” Mobile Information Sys-
tems, vol. 2016, Article ID 2083094, 11 pages, 2016.
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The existing spray-based routing algorithms in DTN cannot dynamically adjust the number of message copies based on actual
conditions, which results in a waste of resource and a reduction of the message delivery rate. Besides, the existing spray-based
routing protocols may result in blind spots or dead end problems due to the limitation of various given metrics. Therefore, this
paper proposes a social relationship based adaptivemultiple spray-and-wait routing algorithm (called SRAMSW)which retransmits
the message copies based on their residence times in the node via buffer management and selects forwarders based on the social
relationship. By these means, the proposed algorithm can remove the plight of the message congestion in the buffer and improve
the probability of replicas to reach their destinations. The simulation results under different scenarios show that the SRAMSW
algorithm can improve the message delivery rate and reduce the messages’ dwell time in the cache and further improve the buffer
effectively.

1. Introduction

DTN (Disruption Tolerant Network) [1] can be used in
challenging environments such as wireless sensor network,
wildlife tracking, military network, and space communica-
tion [2] due to its intermittent connectivity feature. However,
this feature also results in long transmission delay which
makes it difficult to satisfy the basic requirement of TCP/IP
networks. Therefore, the traditional routing protocols, even
the MANET routing protocols [3], fail to efficiently work in
DTN.

Different from the traditional routing which is based on
the predefined end-to-end path from source to destination,
DTN routing adopts a store-carry-forward manner [4] to
spray messages to the destinations. Lots of DTN routing
protocols were proposed in the past few years, which can be
classified into message-ferry-based, opportunity-based, and
prediction-based protocols according to [5]. Furthermore,
Cao and Sun [6] also presented detailed taxonomy of DTN
routing by investigating the related work which includes

the unicast routing, multicast routing, and anycast routing.
The unicast routing is divided into naive replication, util-
ity forwarding, and hybrid methods. The naive replication
includes the flooding and codingmethodswhich replicate the
message without considering candidate node selections, and
then they can reduce the delivery delay but consume more
buffer, bandwidth, and energy. Utility forwarding adopts
gradient forwarding by introducing various updated utility
metrics without additional message copies; the overhead is
low but the delivery delay is large and hence it is less reliable.
The hybrid method takes advantage of naive replication
and utility forwarding to make tradeoffs between delivery
probability and resource consumption.

Among these routing protocols, spray-and-wait has been
analyzed and proven as an efficient method [6]; however, it
does not consider the limitations of real mobility characters
such as the local mobility and social relationship. Therefore,
some variants have been proposed by introducing various
metrics to reduce copies and improve delivery effectiveness,
which can be divided into two kinds: controlling the number
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of message copies and selecting suitable relay nodes. These
metrics consist of mobility-related ones such as encounter
frequency or history, mobility pattern, residence time, and
social related metrics such as contact popularity/association,
friendship, social community, social centrality, and interest
similarity. However, based on a single metric may result in
blind spots and dead end problems [7]. A blind spot means
that it is hard for the current node to determine the next node
based on the given metric, while dead end means that the
message copies are stuck in a high utility node which is not
delivered further.

So, in this paper, we propose a social relationship based
adaptive multi-spray-and-wait routing algorithm (called
SRAMSW) to improve the routing performance by consid-
ering the buffer management and social relationship among
nodes. The main contributions of this work are summarized
as follows:

(i) We investigated the related improvement solutions of
the spray-based schemes and the applications of social
characters in DTN routing and analyzed their main
ideas and shortcomings.

(ii) We propose a timeout detectionmechanism based on
the ACK message to solve the blind spot problem.

(iii) We propose a buffer management mechanism to
adaptively adjust the lifetime of message copies to
reduce the overload of the node.

(iv) We use the social relationship to select the next hop
node to optimize the forwarding performance and to
avoid the dead end problem.

The rest of this paper is organized as follows. Section 2
introduces the related work of spray-based routing protocols.
Section 3 describes the proposed scheme in detail. Section 4
evaluates the proposed scheme and compares it with existing
routing schemes. Finally, Section 5 concludes this paper.

2. Related Work

The spray-based method adopts the store-carry-forward
paradigm to deliver data in which the node stores the mes-
sages in the buffer, carries them during the movement, and
forwards them to the encountered nodes till the destination.
So, the first problem that it has to solve is the number of
message copies delivered to the network, and the second
one is the selection of nodes to which the message will be
replicated.

2.1. Basic Spray-Based Methods. Direct delivery (DD) [8] is
the simplest method, in which messages are only forwarded
to their destinations without any additional intermediate
nodes forwarding.Therefore, it has the smallest overhead but
a large delivery delay. In contrast to DD, Epidemic routing [9]
floods messages to each encountered node that does not have
messages so that messages will reach their destinations after
repeated exchanges. During the exchanges, none of the nodes
perform any routing decisions, and they just directly carry
and forward all messages to their neighboring nodes to keep
messages delivering as soon as possible to their destinations

at the end.TheEpidemic routing does not need to know about
network topology, network status, and other information.
However, lots of message copies in the network will occupy
large node caches and consume more network resources and
increase the network load. Therefore, Epidemic routing is
not suitable for resource-constrained mobile nodes. Lots of
schemes have been proposed to improve Epidemic routing
including finding the best next hop via a utility function [10].

PropHet [11, 12] adopts the delivery predictability metric
to select the nodes that are often encountered as forwarders
to reduce unnecessary message copies. However, the decision
is still uncertainty for the given case in DTN since the
probability routing uses the previous encountered situation
of nodes to predict the prospective probability of those nodes’
encounter. MaxProp [13] schedules the packets transmission
by introducing the estimation of delivery likelihood as the
metric to calculate the path to the destination and deletes
existing copies of delivery packets via acknowledgement,
aiming to support those resource-limited nodes. RAPID [14]
formulates the routing as a resource allocation problem.
Multispreader routing [15] adopts the Markovian model to
analyze the impact of the number of spreaders and tomanage
tradeoff between message delivery delay and resource con-
sumption effectively.

Another significant work is spray-and-wait (SaW) [16, 17]
which absorbs the simplicity of DD and the diffusion speed
of Epidemic, and it sprays a given number of copies 𝐿 into
the relays (the number of relays is 𝑀) and then waits until
one of them reaches the destination. In fact, SaW can also be
viewed as an extension of two-hop relay [8], and it can reduce
the total number of message copies and network load by
limiting the number of copies of eachmessage in the network.
SaW does well in message delivery rate. However, it requires
a node with global high mobility scale, with no message
copy delivery in the waiting phase, which causes the message
copies to passively wait. For that, spray-and-focus (SaF) [18]
was proposed, changing the passive waiting of SaW.Messages
in spay-and-focus are continuously transmitted to the nodes
with higher utility value, thereby improving the performance
of the algorithm. Moreover, considering the energy of the
receiving node, the transmission rate, and speed and other
factors’ effect on the forwarding policy, algorithms such as R-
ASW [19] and others appeared to optimize and improve the
spray routing algorithm.

In this kind of solution, the selections of suitable 𝐿 and𝑀
have a significant impact on the routing performance. Opti-
mum value of 𝐿 depends on nodes density, their distribution,
and mobility profile. Analysis of determining appropriate 𝐿
for different network situations is still an open issue. There-
fore, Adaptive Spraying [20] exploits the mobility pattern
and encounters history to predict the number of copies
disseminated. This way, each node dynamically chooses the
number of copies instead of a specific number given by the
source node for each node. It therefore can lower resource
consumption. However, it only analyzes the performance
under the epoch-based mobility model such as RWP, and
it also has a similar problem during the waiting phase.
Similarly, Density-based Adaptive Spray-and-Focus (DASF)
[21] considers the node density to adjust the number of copies
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in SaW in the spray phase, and it selects an active node to
get more message copies in the waiting phase. Multiperiod
spraying [22] partitions the time to predefined deadline
into several variable-length periods, and it first sprays a
smaller number of copies than necessary to guarantee the
requirement of delivery, and then it sprays some additional
copies if the delivery does not finish in the given time period.
To do so, it introduces a time-dependent copying scheme
by considering the remaining time constraint to forward the
copies. However, this scheme requires carefully choosing the
allowed number of copies for the given period.

To further improve its effectiveness, several schemes
adopt the fuzzy-to-manage buffer. Fuzzy spray [23] adopts
fuzzy logic to prioritize buffered messages based on the
forwarding transmission count and message size which can
be locally acquired and then selects the appropriate messages
for next forwarding. However, it introduces more overhead
due to the lack of limitation on the number of message copies
and also does not consider the buffermanagement.Therefore,
Adaptive Fuzzy Spray-and-Wait (AFSnW) [24] integrates the
adequate buffer prioritization and random dropping policies
according to the network conditions to limit the overhead.
Nabhani and Bidgoli [25] proposed to adopt the number of
message replicas, size, and TTL, but they did not provide a
drop policy. After that, Jain et al. [26] enhanced this solution
by aggregating the number of message replicas, message
size, and remaining time to live to schedule the messages
priorities. And they also provided an estimation method to
determine the number of message replicas.

Besides, some schemes integrate with other methods,
such as SFMS [27], a three-phase method including a spray
phase, a utility-based forwarding phase, and message for-
warding with priority scheduling phase, which integrates the
flooding-based and forwarding-based methods and periodi-
cally predicts the contact popularity and contact association
among nodes to schedule the message forwarding. GeoSpray
[28] performs routing decisions based on geographical loca-
tion data and combines a hybrid approach between multiple-
copy and single-copy schemes. In addition, there are some
schemes considering the security enhancement such as TB-
SnW [29] which is concerned with mitigating the black
hole that attacks SaW by maintaining the trust levels for
encountered nodes based on the message exchange history
to distribute the message copies. And some schemes consider
the complementary communication support, such as Select-
and-Spray [30], as a complementary support network to the
existing network infrastructure which can enable stationary-
to-mobile transfers where destinations can be reached either
directly through the infrastructure or opportunistically via
other nodes. In particle, Select-and-Spray exploits space
syntax concepts by interacting with the prebuilt environment
in order to better guide forwarding decisions.

The above researches of spray-based schemes show their
importance in DTN routing. However, they have the follow-
ing problems. First, they lack the subsequent processing of
messages stranded in the network due to the delivery failure.
Second, the initial number of message copies in the SaW
or SaF is fixed and cannot adapt to dynamic network state
changes. Once it is set, it cannot be changed, whichmay result

in a low delivery rate. Furthermore, all these schemes cannot
integrate their corresponding mobility models and thus fail
to fully utilize the encounter probability and the topology of
the network to enhance routing [31].

2.2. Social Relationship Methods. Aiming to solve these
problems, some solutions introduce some social features.
A recent research [32] shows that social-based routing can
be a potential substitute of the traditional location-based
routing, and the social-based routing strategy is more safe
and effective since in the location-based routing it is difficult
to collect location information due to the privacy issue.
Therefore, some work focused on the social relationship
among nodes and human mobility features [33].

SimBet routing [34] adopts the betweenness centrality
and similarity metrics to determine the forwarders and
introduces a tunable parameter to adjust the relative impor-
tance of two metrics. Bubble Rap forwarding [35] is based
on community and centrality to select forwarders, and it
first bubbles the message up based on the global centrality
to forward the message to the community of destination,
and then it bubbles the message up based on the local
centrality till themessage reaches the destination.Homophily
based data diffusion [36] adopts the homophily phenomenon
in social networks, diffuses the most similar data items
between friends, and diffuses the most different data items
between strangers. Friendship-Based Routing (FBR) [37]
introduces the friendship relations as the metric to improve
the DTN routing performance. It uses friendship to aid
delivery by introducing the social pressures metric based
on the estimation from the encounter history. However,
FBR does not distinguish the distribution characterization
of the connection length which has an important impact
on the selection of links with better quality. It does not
consider the buffer management, which is vital for routing
design in opportunistic networks. Therefore, NFCU (New
Friendship-based routing with buffer management based on
Copy Utility) [38] considers the buffer management to delete
the message timely. SANE [39] is an interest-based method,
which considers the notion that individuals with similar
interests tend to meet more often, and proposed social-aware
and stateless approaches, which adopts the interest profile
similarity to realize the routing. Besides, some social features
such as proximity are also adopted by WSN routing [40].

In terms ofmobilitymodel, PARP [31] utilizes the features
of the primate mobility to assist routing and determines the
number of message copies and routing strategy based on
the walking length of the mobility model. Besides, based
on the observation of several real DTN traces that the user
movements appear locally and they tend to form communi-
ties correlated to geographic locations, SMART [7] proposes
a social- and mobile-aware routing strategy, which exploits
a distributed community partitioning algorithm and intro-
duces a decayed routing metric based on the social similarity
and social centrality to decide forwarding node efficiently
while avoiding the blind spot and dead end problems.

These researches show that the adoption of social and
mobility features can improve the routing performance.
Therefore, in this paper, we propose SRAMSW routing
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algorithm, which adopts timeout retransmission mechanism
based on ACK message, optimizes the message delivery and
SaW effectively by handling the messages that were not
delivered successfully to improve its message delivery rate,
and reduces the messages’ residence time in the buffer by
buffer management mechanism.

3. The Proposed Algorithm

3.1. Overview of SRAMSW. SRAMSW algorithm introduces
the timeout retransmission mechanism by using the relay
nodes that only have one message copy to perform the
spraying. This way, these relay nodes can be viewed as
the sources. The ACK message is introduced to confirm
whether message copy is delivered successfully and each
message copy has a timeout threshold to determine the
retransmission. If one message copy stays in the network
(in the buffer of relevant nodes) for a longer time than the
threshold, it is considered to be timeout which means that
this message copy neither reaches its destination node nor
receives an ACK message. Once it becomes timeout, this
message copy will be sprayed to the adjacent node. The
adjacent node selection is based on social relationship and
on comprehensively considering three positive features, that
is, centrality, similarity, and friendship, to avoid unnecessary
spray. This way, it can solve the dead end problem.

To prevent broadcast storms caused by repeated spray,
SRAMSWset a restriction of themaximumnumber of sprays.
Besides, to reduce the useless copies, it also introduces a
buffer management mechanism to handle the message copies
that have been sprayed many times and the copies of the
message that have been successfully delivered.

3.2. ACK Message. SRAMSW uses ACK message to confirm
successful message deliveries. Each node maintains a list of
ACK to record those successfully delivered messages. When
the destination node receives a message successfully, it will
add a corresponding entry to its ACK list which contains
the message name (or message ID) and its creation time.
After that, this ACK message information will be exchanged
between two encounter nodes, and this ACK informationwill
be combined. Every entry in the ACK list has a TTL (time to
live) value, which can be calculated based on the messages’
creation time and the current time. When the TTL value is
zero, the entry will be deleted from the list. This way, the
ACK message will quickly spread to the network to prevent
the spray and diffusion of other copies of this message. And
when a message reaches its destination after a very long time
or cannot reach its destination, the copies of this message will
continue to spray and diffuse in the network and the number
of copies increases, raising the probability that the message
reaches its destination.

3.3. Timeout Detection. To save the buffer space, only one
message copy will be delivered to relay node with a number
to record the total message copies during the spray stage.The
number of total message copies will reduce by one after each
delivery. Once the number reduces to one, it will stay in the
node until it meets the destination or is discarded.

To detect the timeouts more effectively, each node main-
tains a red-black tree which uses the timeout of message copy
as the key and uses the message ID as the value.

Once a message with a number of copies of one is
received, a node will use its timeout time as the key and the
message ID as value and add it to the red-black tree. The
node will process the redundant message through periodical
polling. To be specific, a default timeout point is set to the
timeout of the message in the current node which has the
shortest lifespan. Then, for each time of polling, compare
the current time with this default time to detect timeout
messages. If there exists a timeout message, then it looks up
the first key whose timeout point is less than or equal to the
current time, and then all the messages stored in this node
and its left subtree will be deleted due to the timeout. So,
the next timeout point will happen after the timeout which
is the smallest value in this tree. By this method, the timeout
detection will be more effective and its maintenance cost will
be reduced.

3.4. Buffer Management. The current DTN buffer manage-
ment strategies are mainly to solve the congestion problem.
They are effective in management and optimization of the
node buffer when congestion occurs, not suitable for scenar-
ios in this situation. To delete message copies, to optimize
node buffer management, and to consider a smaller impact
on the delivery rate after repeated spray, we propose the
following buffer management rules:

(1) Delete the TTL expired message.
(2) Delete the message that has been successfully trans-

mitted and release the buffer in time. Each node holds
an ACK list that contains the information of those
message that have already been delivered successfully.
After the list is updated, the message in the list will be
deleted from the node. And the TTL expired entries
will be deleted from the ACK list as well.

(3) After the above operations, if the buffer size is still
smaller than the size of the message to be received,
messages in the buffer will be deleted in accordance
with their spray times and residence time. The mes-
sages with larger spray times and longer residence
times have a higher priority to be deleted.

3.5. Social Relationship Selection. SRAMSW uses the social
relation to select the next potential hop, which mainly
contains three positive features, that is, centrality, similarity,
and friendship.

3.5.1. Similarity. Similarity is calculated by the number of
common neighbors between a node (the current node or
the next hop node) and the destination node, and it can be
calculated as follows [34]:

𝑆𝑖 =
𝑁 (𝑗) ∩ 𝑁 (𝑘)

 , (1)

where𝑁(𝑗) and𝑁(𝑘) are the respective number of neighbors
of node 𝑗 and node 𝑘. 𝑆𝑖 represents the same neighbors of
these two nodes. The number of intersections is obtained
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through reading the connections history of every possible
next hop and destination node.

3.5.2. Betweenness Centrality. Betweenness centrality mea-
sures the number of the shortest paths through a lot of given
nodes to the destination node. However, the calculation of
betweenness centrality requires the global information of the
network, which is difficult to obtain in practice.Therefore, we
adopt a method of calculating local betweenness centrality of
the individual node [41]. Specifically, we convert the global
node connection to the number of indirect connections to
measure the betweenness centrality. Then, the method can
be indicated by calculating the reverse of egocentric network
density. The formula is shown as follows:

𝐵 (𝑝𝑖) =
𝑁𝑖

∑
𝑗∈𝐴𝑖 ,𝑗 ̸=𝑖

𝑗−1

∑
𝑘∈𝐴𝑖 ,𝑘 ̸=𝑖

[1 − 𝑎 (𝑝𝑖, 𝑝𝑘)] . (2)

3.5.3. Friendship. Friendship is a description of the concept
of individual intimacy level. In this work, we use it to
describe the connection relationship between pairs of nodes.
Generally, it can be evaluated roughly by the connection
history or general interest claimed by two nodes. In this
paper, we introduce the ratio of the connection of the node,
which directly connects to the source and the destination
nodes, to the total number of connections. According to
this information, each node calculates the frequency of
connections as follows:

𝐹𝑖 =
𝐶 (𝑝𝑖, 𝑝𝑑)
𝐶 (𝑝𝑖, 𝑝𝑘)

, (3)

where 𝐶(𝑝𝑖, 𝑝𝑑) represents the number of connections
between node 𝑖 and node 𝑑 and𝐶(𝑝𝑖,𝑝𝑘) represents the num-
ber of connections between node 𝑖 and all other nodes. This
variable 𝐹𝑖 considers both direct and indirect connections.
When two nodes do not connect directly, the determination
of indirect node connection is measured by the ACKmessage
sent by the destination node.

To utilize these social features, we define the similarity
utility 𝑆𝑗(𝑑) and the betweenness utility 𝐵𝑗(𝑑) of node 𝑛 for
delivering amessage to destination node 𝑑 compared to node
𝑚, given by [34]

𝑆𝑗 (𝑑) =
𝑆𝑗 (𝑑)
𝑆𝑗 (𝑑) + 𝑆𝑖 (𝑑)

𝐵𝑗 (𝑑) =
𝐵𝑗 (𝑑)

𝐵𝑗 (𝑑) + 𝐵𝑖 (𝑑)
.

(4)

𝑆𝐵𝑗(𝑑) is given by combining the normalized relative
weights of the attributes given by (5), where 𝛼 and 𝛽 are
adjustable parameters and 𝛼 + 𝛽 = 1. Consequently, these
parameters allow the adjustment of the relative importance
of the two utility values.

𝑆𝐵𝑗 (𝑑) = 𝛼𝑆𝑗 (𝑑) + 𝛽𝐵𝑗. (5)

Besides, to use the friendship, themetric used in this work
combines these features. When a node gets a message from

the buffer of the current node, it sorts the next hop according
to the following formula:

𝑀(𝑑) = 𝐾1 ∗ 𝑆𝐵𝑗 (𝑑) + 𝐾2 ∗ 10 ∗ 𝐹𝑗 (𝑑) , (6)

where 𝑑 is the destination node while 𝑗 is the source node
that can establish all the nodes connected to the next hop.
𝐾1 and 𝐾2 are two adjustable parameters which satisfy 𝐾1 +
𝐾2 = 1. Since there is a magnitude gap between 𝑆𝑗(𝑑) and
𝐹𝑗(𝑑) in which the former is larger than the latter, let 𝐹𝑗(𝑑)
be multiplied by a constant 10 in order to unify the orders of
magnitude.This way, themeasurements of the amount of two
social features can be added together to obtain ametric value.

Based on (6), we can obtain𝑀(𝑑)which is the descending
order of nodes. The sorting result is generated as a list. The
nextmessage forwarding procedure is processed according to
this list. This way, the proposed algorithm can select a better
next hop. The detailed procedure is shown in Procedure 1.

To acquire this metric, SRAMSW collects a particular
connection history by reading a new list from the original
connection history which includes the message ID that the
sender transfers and the ID of destination node.There are two
kinds of connections.

(1) Direct Connection. By setting up key-value pairs, a list
stores destination nodes and the number of connections.
When creating the connection, statistical process is imple-
mented corresponding to the update of the number of
connections (value) of destination nodes (key) in the data
table.

(2) Indirect Connection. When the destination node receives
the message and sends ACK, it will compare the message
ID of ACK and the message ID in the table. If two IDs are
the same, it will add one in the indirect connection history.
Otherwise, it will not count.

When direct connection occurs, the next hop selection no
longer uses indirect connection history but counts according
to direct connection history. Our algorithm uses not only
direct relations but also indirect ones in a different way
than what was considered previously when calculating the
friendship.

3.6. SRAMSW Procedure. The overall algorithm is shown in
Figure 1. SRAMSWmakes node selections before forwarding
the message to filtered nodes according to the mobile social
features among nodes.

During the waiting period, the strategy optimizes the
process on the basis of SaWby theACKmechanism.Thisway,
themessage delivery efficiency is improvedwhile themessage
residence time in a buffer is reduced.

Each node has quantified expression via three social
characteristics. It reads spraying node connection history
and then calculates the friendship and similarity between
the source node and the destination node. The value of
betweenness centrality is calculated by capturing the current
connection of next hop node. And these three parts have
weight coefficients, respectively. And the selection of the next
hop is according to the weighted sum of three judges. Overall
strategy is divided into two phases: the waiting stage and the
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Select the next hop
Begin
For each message𝑚 in AllMessage:

If𝑚 timeout then
Get all connections and generate node list of all current connection
Calculate each node’s metric value and rank them in descend
Send message𝑚 to the first𝑁 nodes in the node list

Else
Get all connections and generate node list of all current connection
Calculate each node’s metric value and rank them in descend.
Calculate similarities of destination node 𝑑 with the first node 𝑗 in the list and the node 𝑗 with current message respectively
If the similarity of node 𝑗 is higher
Then transfer message𝑚 to node 𝑗
End if

End if
End for

End

Procedure 1

Start
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Y

Y

Y

N

N

N

N

Compare the destination of message m with
Senderthe encountered node list

If the destination of message is in

Forward the message m to
the destination directly

the encountered node list?

Calculate the metric and sort the
next hop list

Message m timeout?

End
Choose N nodes with
high priority in the list

and spray

Receiver

TTL-1

Choose N nodes with the highest similarity
in the list and compare the similarity of
the current node and destination node

If the current node is larger?

Receive the message

If the current node is the destination?

Diffuse ACK message and start
the buffer management

Delete the copies which
receive the ACK message

Figure 1: The operation flow of SRAMSW.
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spraying stage. In the waiting period, the messages without
timeout are forwarded. When a message is timeout, then it
enters the spraying retransmission process.

4. Simulation and Result Analysis

4.1. Performance Metrics. We adopted the following metrics
to evaluate the performance of the proposed algorithm and
compare it with other solutions.

4.1.1. Message Successful Transmission Rate. Message success-
ful transmission rate is the number of messages submitted
to the destination node successfully over the total number
of generated messages. The larger the rate is, the better the
performance is.

4.1.2. The Network Overhead. Network overhead rate =
(relayed packet in the network − successfully submitted
packets)/successfully submitted packets. If the number of
successfully submitted packets is larger while the unsuc-
cessfully transmitted packets number is small, the network
overhead rate will be small. On the contrary, the overhead
rate is large. The indicator is the reflection of the efficiency
of the network.

4.1.3. The Hops Number of Successful Transmission. The hops
number of successful transmission is the total hops of
successfully delivered messages. It represents the process of
a copy of a message transferred successfully from a source
node to a destination node which can be used to reflect
the efficiency of message transmission in the network and
communication overhead.

4.1.4. The Average Successful Packet Delivery Delay. The aver-
age transmission delay is the sum of all successful delivery
data packets from the source to the destination over the total
number of data packets from the source. It reflects the real-
time response of the overall network and traffic conditions
on the network to some extent.The latency is lower when the
performance is better.

4.1.5. The Average Time of Packets Keeping in Buffer. The
average time of packets keeping in buffer is the residence
time of all packets in the buffer over the total number of
the packets. It reflects the overall forwarding performance
of the network and the resource consumption of nodes. For
example, if the residence time of message keeping in buffer is
short, the buffer will be able to providemore services to other
messages that require temporary cache.

4.2. Simulation Setup. We chose the opportunity network
environment based simulator ONE to evaluate the perfor-
mance of SRAMSWalgorithm. In our simulation, we adopted
two different mobility models, named Shortest Path Map
Based mobility model and SLAW (Self-similar Least Action
Walk), which could emulate the human mobility. Three
solutions were also implemented for comparison. The node’s
network card was Bluetooth with 2Mbps transmission speed.
The message’s TTL (time to live) was 300 minutes. The

Table 1: Simulation scenario parameters.

Protocol

Epidemic router
PropHet router
SFSAW router

Spray-and-wait router

Movement Shortest Path Map Based
SLAW

Event generator

Total simulation time 18000 s
Interval 35 s∼45 s

Message size 256K∼512 K
Source/destination 0∼count of nodes

Table 2: Configuration in parameter optimization.

Item Value
Buffer size 3M
Node number 100
Routing SRAMSW

Movement model Shortest Path Map Based
SLAW

Simulation time 21600 (Shortest Path Map Based)
10800 (SLAW)

detailed configuration parameters are shown in Table 1, and
the other parameters were default.

We simulated these solutions under different scenarios
and compared their performances. There were three exper-
iments in total. When time was the variable, two contrast
experiments were accomplished according to different move-
ment models: one used SLAWmodel and the other one used
Shortest Path Map Based model. In these two experiments,
all settings were the same except for the movement models.

4.3. Parameters Optimization. The adjustable parameters 𝐾1
and 𝛼 are important for the next hop selection. Since 𝐾1 +
𝐾2 = 1, 𝛼 + 𝛽 = 1, setting one of them can be obtained
by subtracting the value of the other parameter from
one. Let 𝐾1 take 0.1, 0.2, 0.3, . . . , 0.8, 0.9 and let 𝛼 take
0.9, 0.8, 07, . . . , 0.2, 0.1. Combine them two by two through
all situations. Other related configurations are shown in
Table 2.

We performed 81 simulations and got 81 results. We
used MATLAB to fit curve and found out the optimization
parameters as shown in Table 3.

From Table 3, network overhead is relatively small when
𝐾1 = 0.7, 𝛼 = 0.5. And average buffer time in this situation
is also relatively small. Thus, 𝐾1 = 0.7, 𝛼 = 0.5 is an optimal
result of parameters.

4.4. Simulation Result and Analysis. Performance compar-
ison was analyzed by those experiments which was given
among SRAMSW, Epidemic, Spray-and-Wait (SaW), and
PropHet routing algorithms. The simulation variable was
time length and twomovementmodels were used to compare
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Table 3: Optimization parameters setting.

Metrics 𝐾1 = 0.7788,
𝛼 = 0.2939

𝐾1 = 0.6980,
𝛼 = 0.4960

Delivery probability 0.8024 0.8017
Overhead ratio 40.4462 40.4371
Average latency 2132.9446 2132.9446
Average hop counts 3.6339 3.6339
Average buffer time 618.7853 618.7392

the strategies’ utility. There were twenty cases including 0.5
hours, 1 hour, 1.5 hours, . . . , 9 hours, 9.5 hours, and 10 hours,
respectively. And the simulation in time variable with a half-
hour interval was repeated in both Shortest Path Map Based
mobility model and SLAWmobility model.

4.4.1. Message Successful Transmission Rate. Figure 2 shows
the simulation results. We can get that, in Shortest Path
Map Based model, SRAMSW algorithm has remarkable
improvement in the average successful transmission rate
compared to Epidemic, SaW, and PropHet routing algo-
rithms. Epidemic and PropHet have high successful trans-
mission rates at the beginning; however, they reduce during
the simulation procedure, because Epidemic routing uses the
flooding algorithm in the whole process while SRAMSW
algorithmuses the selective replication; both of themhave the
property called “quick start.” SRAMSWshows better delivery
performance than Epidemic routing in less than one hour.
The reason is that SRAMSW algorithm always selects the
optimal node to spray or copy messages rather than copying
with blindness. Moreover, this algorithm also uses a certain
mechanism to delete messages in order to manage nodes
resources more effectively. It can be seen from Figure 2(a)
that SaW also has a relative high successful transmission rate.
However, since SaW also has blindness during spraying node
selections, the delivery probability of SRAMSW is still higher
than the one of SaW.

FromFigure 2(b), SRAWSWand SaWaremore adaptable
to movement models with mobile social characteristics like
SLAW. Their delivery rates are very high in SLAW model
while the other two routing algorithms have quite low
delivery rates. This performance is mainly caused by the
strategy itself lackingmobile social characteristics.Therefore,
they cannot be used to perform simulation under SLAW
model.

4.4.2. The Network Overhead. As shown in Figure 3(a), in
Shortest Path Map Based model, the overhead of SRAMSW
algorithm is significantly smaller than the ones in Epidemic
and PropHet but is larger than the one of SaW.This is because
SRAMSW has the buffer management mechanism which
deletes the successfully delivered messages immediately with
the diffusion of ACK. To be specific, when a message
has been successfully transferred to the destination node,
nodes that still carry this message will immediately delete it
correspondingly after receiving the ACK. This better buffer
management avoids duplicated transmission of successful

delivery message. However, the mechanism also makes the
quantity of successful delivery messages become relatively
small. Therefore, in SRAMSW, the ratio of unsuccessfully
and successfully delivered messages is higher. In SaW, after
a message has been successfully delivered, the destination
node does not send ACK and corresponding nodes do not
remove duplicate messages neither. This results in a larger
quantity of successful transmission which leads to relatively
small overhead.

Since SRAMSW algorithm uses selective replication and
package deletion mechanisms to avoid blind flooding of
packets, the number of copies of messages does not continue
growing, unlike what would happen in Epidemic algorithm.
Thus, SRAMSW algorithm reduces network overhead to
a great extent compared to Epidemic. Due to the strong
randomness of PropHet routing algorithm, its delivery rate
is quite low so that the overhead is accordingly high.

The same results can be obtained from Figure 3(b) in
SLAWmodel. Furthermore, under this relatively more realis-
tic model, the overhead ratio of SRAMSW is even lower. The
extremely high level of overhead of Epidemic and PropHet
reflects the notion that when those two protocols are used to
perform simulation in a more realistic scenario, there will be
a lot of problems, such as overhead, delivery rate, and more
hops. Hence, they lack practicality.

4.4.3. The Hops Number of Successful Transmission. Figure 4
shows the hops number of successful transmission. From
Figure 4(a), the numbers of hops from the source node to the
destination node in each algorithm perform similarly to each
other except for Epidemic algorithm.The reason for the little
difference at the beginning of simulation is caused mainly by
a short time period. Within a short time period, messages
can only be sent to the nodes close to source node. Thus, the
overall statistics result ofmessage hop count is little. Epidemic
algorithm uses flooding algorithm in the whole process, so
the process of messages transmitted to the destination node
does not have directivity. While time increases, the average
number of messages successfully delivered hops will increase
and, after a period of time, it tends towards stability. SaW has
blindness in spraying phase. At a certain time in the network,
the number of nodes carrying the same messages is large
due to spraying mechanisms, so it is easy to cover the best
relay nodes to achieve successful delivery. Therefore, the hop
counts of SaW strategy are stable in the entire simulation.
SRAMSW accomplishes improvements for SaW, which does
not spray in every node. The algorithm proceeds with single-
node transmission when the message is not timeout. Thus,
compared to SaW, SRAMSW increases the number of hops
to some extent.

The same results can be gained from Figure 4(b) in SLAW
model. Moreover, the number of average hops is more stable
in this model.

4.4.4.TheAverage Successful Packet DeliveryDelay. As shown
in Figure 5(a), in the Shortest Path Map Based model, the
average transmission delay (average latency) represents an
average of the delay of all messages that are delivered success-
fully. Since the average hop counts of successful transmission
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Figure 2: Successful delivery rate.
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Figure 3: Network overload.

are larger in SRAMSW than the one in SaW and transmission
speed is relatively fixed in advanced settings, the average
latency of message transmitted to the destination nodes
successfully increases.

From Figure 5(b), in SLAW model which has realistic
social features, since the speed is not defined in the same

interval, the number of hops no longer directly affects the
transmission delay. Although SRAMSW has more hops than
SaW, SRAMSW ismore adaptable to SLAWsince it can reflect
mobile social features in DTN better. SRAMSW is able to
choose optimal next hopmore accurately.Therefore, the time
ofmessage successfully sent to the destination node is shorter.
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Figure 4: The hops number of successful transmission.
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Figure 6: The average buffer time.

4.4.5. The Average Time of Packet Keeping in Buffer. Figure 6
shows the average time of the message staying in the buffer
which reflects the overall forwarding performance of the
network and the resource consumption of nodes. As shown
in Figure 6(a), the average buffer time of SRAMSW is much
lower than SaW.This is because the SRAMSW algorithm uses
the buffermanagementmechanism that removes successfully
transmitted messages in time. This mechanism significantly
improves the efficiency of the buffer resource usage of the
node.The average time ofmessages staying in buffer is shorter
in Epidemic algorithm because the numbers of copies ofmes-
sages increase rapidly with flooding and a lot of messages are
dropped by insufficient buffer resources.Therefore, Epidemic
algorithm’s average buffer time is shorter. SaWalgorithmdoes
not have either message selection or any buffer management
mechanism, so its average buffer time is the longest among
those four algorithms.

The same results can be obtained from SLAW model as
shown in Figure 6(b).

In conclusion, the entire performance of SRAMSW is rel-
atively the best one among those four schemes under SLAW
movement model and is also more adaptable to movement
models with mobile social features.

5. Conclusion

DTN’s characteristics result in the dynamical change of
the network topology. Traditional routing protocols are no
longer used. Flood-based routing strategy has been widely

researched to increase the probability of successful mes-
sage delivery in DTN. In this paper, we propose a spray-
based routing algorithm by combining feedback information
and retransmission timeout and introducing buffer manage-
ment mechanism and social features. More particularly, the
SRAMSW sets up a timeout detection mechanism based on
ACK messages to solve the blind spot problem and proposes
buffer management to reduce the overload by adaptively
adjusting themessage copies’ lifetimes; andmore importantly
it selects the next hop node based on the social relationship
to optimize the forwarding performance and avoid the dead
end problem. By comparison with some other classic routing
algorithms, we can see that this algorithm can improve the
message delivery rate, reduce the network overhead, and
decrease the buffer time. It can be seen from the simulation
results that the algorithm performs much better than the
traditional spray routing algorithm and the Epidemic routing
algorithm on message delivery rate.
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In this paper, we present an analysis on the characteristics of cross-tier interference in regard to femtocells deployed in LTE
cellular networks. We also present a cross-tier SLNR-based water filling (CSWF) power allocation algorithm for the reduction of
interference from femtocell to macrocell for smart devices used in ambient intelligence. The results of this study show that CSWF
significantly improves themacroUE performance around a femtocell access point (AP) from the SINR and throughput perspective.
The CSWF algorithm also provides a relative gain on the throughput of femtocell UEs compared to frequency partitioning.
Furthermore, the proposed algorithm has a low complexity and is implemented on the femto-AP side only, therefore not affecting
the macro system.

1. Introduction

As discussed in [1], statistical data shows that nearly 90% of
data services and 60% of phone calls are taken in indoor envi-
ronments, especially for ambient intelligence applications.
New multimedia services and high data rate applications
intensify the need of good quality indoor coverage [2].
Femtocell, also known as Home evolved NodeB (HeNB) in
3GPP LTE [3], uses a low power, short range (10–50 meters),
low-cost, end-customer self-installed base station. Femtocells
operate in a licensed spectrum owned by the mobile operator
and enable Fixed Mobile Convergence (FMC) services by
connecting to a cellular network via broadband communica-
tions links (e.g., DSL) [4]. The main advantage of a femtocell
network is in the enhancement of indoor coverage, where
the macrocell signal is weak due to wall penetration loss.
Femtocells also can provide rich multimedia services to the
end-customer by providing high data rate wireless access [5].
Therefore, femtocells have emerged as a promising solution to

improve both the capacity and coverage in cellular networks
and reduce both CPEX and OPEX. These reasons promote
cellular operators to increase their revenue by investing in
femtocells.

However, the mass popularization of femtocells creates
several technical challenges that need to be solved. One
of the major problems is cross-tier interference reduction,
especially in the Closed Subscriber Group (CSG) mode
introduced by 3GPP. CSG is an access mode in which only
limited and registered user equipment (UE) can access its
own HeNB; any other UEs will be rejected when attempting
to connect, nomatter how close the distance is between them
[3]. Cross-tier interference is caused by network elements
that belong to different tiers or layers of the network; it may
occurwhen operators deploy cochannel spectrumpolicy (i.e.,
HeNB and eNB both work under the same spectrum) [2]. For
example, as shown in Figure 1, HeNB can cause downlink
(DL) interference to a macrocell UE (MUE) closed to it
and MUE can cause uplink (UL) interference to a neighbor
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Figure 1: A cross-tier interference scenario between a femtocell and
macrocell.

femtocell UE (FUE) when the MUE is transmitting data at
high power levels. DL interference can become severe due to
the fact that the DL data requirement is higher than that of
the UL.

In order to cope with these kinds of interference, several
schemes have been proposed in prior studies, such as power
control, spectrum splitting, time splitting, and dynamic
frequency partitioning. 3GPP LTE release 10 gives a fre-
quency partitioning method which uses a central controller
equipped at the eNB to allocate the spectrum for HeNB
based on location information [3]. Another method found
in 3GPP LTE release 10 enables the avoidance of sharing
the same spectrum between eNB and near HeNB by using
cell reselection priority information [3] which delivers good
performance at the cell edge. Studies in [5–7] have proposed
three different frequency partitioning algorithms. The main
gist of them lies in that the eNB gives the control or
coordinated signal directly to the HeNB via the interface
(X2, S1) so that the HeNB avoids using the same spectrum.
The disadvantages of frequency partitioning algorithms lie in
the degradation of the frequency efficiency and scarification
on the performance of the FUE, especially in dense HeNB
environments. In response to these negative effects some
power control algorithms have been proposed. In [8], power
control is performed by HeNB equipped with cognized
technology. Game theory can be considered to be an adaptive
method used to deal with this problem [9–12]. 3GPP LTE
also provides three different power control schemes which
are based on the FUE measurement report, interference
measurement from eNB, and the path loss between HeNB
and MUE. However, these algorithms require cooperation
with the eNBorUE,where information exchange is necessary
between the HeNB and the other elements. All central
control-based, information exchange-based, and signaling
transmission-based algorithms will exacerbate the load of the
networks. Therefore, the CPEX of the operator will increase
due to the new additional functions in the eNB and UE.

In this paper, we present a power allocation (PA) algo-
rithm in theHeNB that considers the CSGmode and cochan-
nel spectrum policy. Cross-tier signal-to-leakage-plus-noise

(SLNR) is used in our method. There are two steps in
our algorithm. Step 1 reduces the greater part of the cross-
tier DL interference from the HeNB. Step 2 provides a
reduction of the remaining interference. Furthermore, more
characteristics of this interference issue are discussed in this
paper.

The remainder of this paper is organized as follows:
Section 2 presents the channel and system model. Our
algorithm is described in Section 3. Section 4 reports on the
performance of the proposed scheme. Finally, our conclu-
sions are given in Section 5.

2. System and Channel Models

In this study, the downlink of a 3GPP LTE system is
considered, where the system bandwidth 𝐵 is divided into 𝑁
PRBs (Physical Resource Blocks). A PRB represents one basic
time-frequency unit with a bandwidth of 180 kHz (12 OFDM
subcarriers) and a time slot of 0.5ms (7 OFDM symbols).
Both the eNB andHeNBs utilize the entire systembandwidth,
which means that a universal frequency reuse is considered.
In addition, perfect synchronizations in time and frequency
are assumed.

2.1. General Definitions. We assume a given network as
follows:

(i) M is the set of eNBs. Every eNB 𝑚 is at position�⃗�𝑚 with a total transmission power of 𝑃𝑀, where�⃗� denotes the horizontal position of the network
equipment. The height of all of the antennas for the
eNBs is ℎeNB, and the transmission power of a single
PRB is eNB specific.

(ii) F is the set of HeNBs. Every HeNB 𝑓 is at position�⃗�𝑓 with a total transmission power of 𝑃𝐹.
(iii) U is the UE set. It is separated into two subsets which

are a set of MUE U𝑚 and a set of FUE U𝑓. Each UE𝑢𝑚 (𝑢𝑓) is located at position �⃗�𝑢 with a height of ℎUE.
(iv) N𝑚(𝑓) is the set of PRBs used in eNB𝑚 and HeNB 𝑓.

Each PRB 𝑛 has an equal transmission power for each
subcarrier.

(v) 𝐺𝑛𝑚,𝑢𝑚 (𝐺𝑛𝑓,𝑢𝑓) is the channel gain of PRB 𝑛 between
(H)eNB 𝑚 (𝑓) and M(F)UE 𝑢𝑚 (𝑢𝑓).

(vi) 𝐼𝑛𝑢 is the aggregate interference of UE 𝑢 composed of
the eNB and HeNB interference at PRB 𝑛.

(vii) 𝜂 is the thermal noise per PRB (including theUEnoise
figure).

(viii) 𝛾𝑛𝑚,𝑢𝑚 (𝛾𝑛𝑓,𝑢𝑓) in (1) is the received SINR observed by
M(F)UE 𝑢 at PRB 𝑛 of (H)eNB 𝑚 (𝑓).

𝛾𝑛𝑚,𝑢𝑚 = 𝐺𝑛𝑚,𝑢𝑚𝑝𝑛𝑚𝐼𝑛𝑢 + 𝜂 . (1)
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Equation (2) describes the components in the channel gain𝐺𝑛𝑚,𝑢𝑚 (𝐺𝑛𝑓,𝑢𝑓), which contains the antenna gain, path loss, and
shadowing.

𝐺𝑛𝑚,𝑢𝑚 (�⃗�𝑢, �⃗�𝑚, 𝜃, 𝜑) = 𝐴 (𝜃, 𝜑) + PL (�⃗�𝑢, �⃗�𝑢)
+ shadowing, (2)

where 𝜃 and𝜑 are the azimuth angle and elevation angle of the
UE related to the antenna at eNB, respectively. The details of𝐴(𝜃, 𝜑), PL(�⃗�𝑢, �⃗�𝑚) and shadowing will be given in Sections
2.2, 2.3, and 2.4, respectively.

The aggregate interference 𝐼𝑛𝑢 definitions are described by
the following:

For MUE: 𝐼𝑛𝑢𝑚 = ∑
𝑖∈M,𝑖 ̸=𝑚

𝐺𝑛𝑖,𝑢𝑚𝑝𝑛𝑖 + ∑
𝑗∈F

𝐺𝑛𝑗,𝑢𝑚𝑝𝑛𝑗 ,
For FUE: 𝐼𝑛𝑢𝑓 = ∑

𝑖∈M

𝐺𝑛𝑖,𝑢𝑓𝑝𝑛𝑖 + ∑
𝑗∈F,𝑗 ̸=𝑓

𝐺𝑛𝑗,𝑢𝑓𝑝𝑛𝑗 .
(3)

2.2. Path Loss Models. This paper considers distance based
path loss models as discussed in [13, 14] for 3GPP LTE for
three different link types.

For outdoor links (both desired and interfering) between
eNB and MUE, the path loss is calculated using

PL (�⃗�𝑢, �⃗�𝑚) = 15.3 + 37.6 log10 (�⃗�𝑢 − �⃗�𝑚) . (4)

When the MUE is located indoors, the path loss for a desired
or interfering link is calculated by

PL (�⃗�𝑢, �⃗�𝑚) = 15.3 + 37.6 log10 (�⃗�𝑢 − �⃗�𝑚) + 20 (dB) . (5)

Thepath loss for the desired link betweenHeNB and FUE and
interference link between eNB (HeNB) and FUE is calculated
by

PL (�⃗�𝑢, �⃗�𝑓) = 127 + 30 log10 (�⃗�𝑢 − �⃗�𝑓) . (6)

This is an alternative simplified model based on the LTE-
A evaluation methodology which avoids modeling any walls
[13]. |�⃗�𝑢 − �⃗�𝑓| is given in meters.

2.3. Shadowing. The shadowing models introduced in 3GPP
[14] are applied in this paper, where all of the links implement
log-normal shadowing. For the links between HeNB and the
FUE served by this HeNB, the standard deviation is 4 dB.
Otherwise, for all of the other links (including interference
links), the standard deviation is 8 dB.The shadowing correla-
tion fromoneUE tomultiple BSs is applied, but no shadowing
correlation from one BS to multiple UEs is assumed.

2.4. Antenna Patterns. In this study, the 3D antenna pattern
given by a horizontal (azimuth) and a vertical (elevation) cut
is used in order to optimize the system performance. For each
sector, the 3D antenna pattern is described by the following:

Horizontal Antenna Pattern

𝐴𝐻 (𝜑𝐻) = −min[12(𝜑𝐻 − Φ𝜑3 dB )2 , 𝐴𝑚] , (7)

Table 1: Link-level performance verification parameters.

Parameter Value Notes
𝛼, attenuation 0.75 Represents implementation losses
SINRMin, dB −6.5 Based on QPSK & 1/8 rate (DL)
SINRMax, dB 17 Based on 64QAM & 4/5 rate (DL)
ThrMax, bps/Hz 4.8 Based on 64QAM & 4/5 rate (DL)

where𝐴𝐻 is the horizontal antenna pattern,Φ is the azimuth
orientation, 𝜑3 dB is the angle of the 3 dB antenna gain
(beamwidth), and 𝐴𝑚 is the backward attenuation. Typical
values for these parameters are 𝜑3 dB = 70∘, 𝐴𝑚 = 20 dB, andΦ = {0, 120∘, −120∘}.
Vertical Antenna Pattern

𝐴𝑉 (𝜃𝑉) = −min[12(𝜃𝑉 − 𝜃etilt𝜃3 dB )2 , SLAV] , (8)

where𝐴𝑉 is the vertical antenna pattern, 𝜃etilt is the electrical
antenna downtilt, 𝜃3 dB is the angle of the 3 dB antenna gain
(elevation beamwidth), and SLAV is the side lobe attenuation.
Typical values for these parameters are 𝜃3 dB = 10∘, SLAV =20 dB, and 𝜃etilt = (5∘, 15∘).Therefore, the 3D antenna pattern
can be defined as

𝐴 (𝜃, 𝜑) = −min [𝐴 (𝜃)𝑉 + 𝐴 (𝜑)𝐻 , 𝐴𝑚] . (9)

The definitions of the angles 𝜑𝐻 and 𝜃𝑉 are straightforward:
𝜑𝐻 = ∠ (�⃗�𝑢, �⃗�𝑚) ;
𝜃𝑉 = arctan(ℎeNB − ℎUE�⃗�𝑢 − �⃗�𝑚 ) . (10)

The azimuth antenna patterns for all of the UEs and HeNBs
are assumed to be omnidirectional [13].

2.5. Link Adaptation. Link adaptation is implemented where
the used modulation and coding scheme are selected based
on the received SINR. In order to model the link adaptation,
the SINR is mapped to the throughput using the attenu-
ated and truncated Shannon bound method described in
the 3GPP standard [15]. Given a particular SINR 𝛾𝑚,𝑢 the
throughput on the PRB 𝑛 for UE 𝑢 is determined by

Thr (bps/Hz)

=
{{{{{{{{{

0, SINR < SINRMin

𝛼 ⋅ 𝑆 (SINR) , SINRMin < SINR < SINRMax

ThrMax, SINR > SINRMax,
(11)

where the Shannon bound is 𝑆(𝛾𝑚,𝑢) = log2(1 + 𝛾𝑚,𝑢) in
bps/Hz. The other parameters are summarized in Table 1
[6, 15].
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Figure 2: An example of CSWF.

3. Two-Step PA for Cross-Tier
Interference Reduction

3.1. DL Interference in LTE Macro-Femto Network. Interfer-
ence management in two-tier networks faces a practical chal-
lenge from the lack of coordination between the eNBs and
HeNBs due to scalability, security, and the limited availability
of backhaul bandwidth [9, 16]. From an infrastructure or
spectrum availability perspective, it may be easier to operate
the eNBs and HeNBs in a common spectrum; at the same
time, pragmatic solutions are necessary in order to reduce
cross-tier interference [9, 17].

Our work assumes that a Closed Subscriber Group (CSG)
is being used, which means only licensed UEs within radio
range can access their HeNBs. With FUEs in CSG, cross-tier
interference from indoor HeNBs may significantly deterio-
rate the SINR for the MUEs.The prerequisite of our proposal
is to ensure that the MUE performance remains unaffected
by coexisting HeNBs operating in the same frequency band.
That is, the legacy system, the 3GPP LTE eNB system used
in this paper, is a primary infrastructure used to ensure
that MUE achieves its minimum SINR target to its eNB,
even though indoor CSG users act in their own self-interest
to maximize their SINRs generating cross-tier femtocell
interference [9].

Since the eNB transmission power is much greater than
the HeNB transmission power in most cases, the interference
suffered by MUE will be dominated by the neighboring
eNB interference. However, only if MUE is located close
to HeNB, it will be exposed to high HeNB interference.
For the worst case when MUE is located indoors alongside
HeNB, it will be likely to suffer from poor SINR due to the
small channel gain caused by wall penetration loss and the
high interference from the HeNB. By universal frequency
reuse, HeNBs utilize all available PRBs, which results in
unacceptable SINR degradation to the MUE closed to the
HeNB irrespective of the use of any available PRBs.

3.2. The Proposed Cross-Tier SLNR-Based PA in HeNB

Step 1. The SLNR concept is introduced in [18–20] in order
to improve the performance of cell edge users. In these

studies, the SLNR is adopted in the systems employing
MIMO (multiple input multiple output) techniques, such as
antenna selection, precoding, and beamforming.

Since the SLNR deals with the relationship between
desired link and interfering link, it is an appropriate criterion
to be employed for interference reduction. In this paper, we
define cross-tier SLNR of HeNB as

𝜅𝑛𝑓,𝑢𝑓 = 𝑝𝑛𝑓𝐺𝑛𝑓,𝑢𝑓∑𝑖∈M 𝐺𝑛𝑖,𝑢𝑓𝑝𝑛𝑖 + 𝜂 . (12)

The numerator of (12) denotes the received signal power at
the FUE; the denominator denotes the received interference
power from HeNB 𝑓 plus the noise at the MUEs. Trans-
mission power allocation is performed at each HeNB to
maximize the SLNR metric for each active FUE.

In order to determine the transmission power of each
PRB for HeNB, a modified water filling (WF) power allo-
cation algorithm, entitled the Cross-tier SLNR-based Water
Filling (CSWF) method, is presented in this paper. It is well
known that the conventional WF theorem [21] provides an
optimum solution for power allocation in a parallel Gaussian
channel by using the received SNR. However, the proposed
CSWF incorporates the cross-tier SLNR, instead of the SNR
used in the conventional WF, in order to generate the water
bottom shown in Figure 2. In the CSWF method, 𝜒𝑛𝑓,𝑢𝑓 is
considered to be the water bottom and is defined as

𝜒𝑛𝑓,𝑢𝑓 = ∑𝑖∈M 𝐺𝑛𝑖,𝑢𝑓𝑝𝑛𝑖 + 𝜂
𝐺𝑛
𝑓,𝑢𝑓

. (13)

By using the CSWF, the optimum power for each PRB, that
is, the transmit power of HeNB 𝑓 at PRB 𝑛, is determined by

𝑝𝑛𝑓 = {{{
𝜇 − 𝜒𝑛𝑓,𝑢𝑓 , 𝜒𝑛𝑓,𝑢𝑓 < 𝜇,
0, 𝜒𝑛𝑓,𝑢𝑓 ≥ 𝜇. (14)

Here, 𝜇 is the so-called water level and is chosen so that

𝑁∑
𝑛

(𝜇 − 𝑝𝑛𝑓)+ = 𝑃𝐹, (15)
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(a) Power allocation in HeNB without interference reduction
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(b) Power allocation in HeNB with interference reduction

Figure 3: Interference reduction based on the CSI of the MUE.

where

𝑥+ = {{{
𝑥, 𝑥 > 0,
0, 𝑥 ≤ 0. (16)

The transmission power allocated by the CSWF method at
the HeNB not onlymaximizes the received power at the FUE,
but also simultaneously minimizes the interference to the
MUE. However, in severe interference environments where
the MUE is located indoors near the HeNB, as mentioned
in Section 3.1, the received SINR at the MUE might be still
unacceptable even after applying Step 1 of the CSWF; in
other words it is lower than the minimum received SINR
requirement of the link adaptation outlined in Section 2.4,
making it beneficial to provide further interference reduction
at the HeNB.

Step 2. By keeping in mind the problems mentioned above,
we present a cross-tier interference reduction algorithm
based on the channel state information (CSI) of the MUE in
the downlink (DL). Since HeNB serves only one or two FUEs
in practice, each FUE has more available PRBs compared
to the MUE. Furthermore, FUE always has a better channel
status than MUE. Therefore, the reduction of the HeNB
transmission power will not significantly affect the FUE and
will provide better performance to the MUE.

Themain concept of our algorithm in Step 2 is to perform
CSWF at the HeNB, where the water bottoms are generated
by the SINR of theMUE (based on theCSI report fromMUEs
to eNB) instead of the SLNR of the FUE on overlapped PRBs
shared by the FUE and the adjacent MUEs, since the HeNB
needs to limit the transmission power level on those PRBs in
order to reduce the interference level from the femtocell to
the MUEs. As illustrated in Figure 3, we use �̃��̃�𝑚,𝑢𝑚 to take the
place of 𝜒𝑛𝑓,𝑢𝑓 :

�̃��̃�𝑚,𝑢𝑚 = ∑𝑖∈M,𝑖 ̸=𝑚 𝐺�̃�𝑖,𝑢𝑚𝑝�̃�𝑖 + ∑𝑗∈F 𝐺�̃�𝑗,𝑢𝑚𝑝�̃�𝑗 + 𝜂
𝐺�̃�𝑚,𝑢𝑚 , (17)

where �̃� is the index of the limited PRBs. Comparing �̃��̃�𝑚,𝑢𝑚
to 𝜒𝑛𝑓,𝑢𝑓 , 𝐺�̃�𝑚,𝑢𝑚 is smaller than 𝐺𝑛𝑓,𝑢𝑓 due to the path loss

and the penetration loss. ∑𝑖∈M,𝑖 ̸=𝑚 𝐺�̃�𝑖,𝑢𝑚𝑝�̃�𝑖 + ∑𝑗∈F 𝐺�̃�𝑗,𝑢𝑚𝑝�̃�𝑗
(the cross-tier interference plus the intercell interference) is
larger than ∑𝑖∈M 𝐺𝑛𝑖,𝑢𝑓𝑝𝑛𝑖 (the cross-tier interference), because
the prominent part of the interference from nearby HeNB
is considered in both, and the cross-tier plus the intercell
interference also contains the interference from the eNBs
which is higher than the other interferences. As a result �̃��̃�𝑚,𝑢𝑚
is much larger than 𝜒𝑛𝑓,𝑢𝑓 . By using �̃��̃�𝑚,𝑢𝑚 the CSWF will
reallocate less power in the shared PRBs. In other words, the
interference will be degraded.

The transmission power of HeNB (𝑓) at PRB 𝑛 will be
changed according to �̃��̃�𝑚,𝑢𝑚 :

𝑝𝑛𝑓 =
{{{{{{{{{

𝜇 − 𝜒𝑛𝑓,𝑢𝑓 , 𝜒𝑛𝑓,𝑢𝑓 < 𝜇, for 𝑛
𝜇 − �̃��̃�𝑚,𝑢𝑚 , �̃��̃�𝑚,𝑢𝑚 < 𝜇, for �̃�
0, 𝜒𝑛𝑓,𝑢𝑓 (�̃��̃�𝑚,𝑢𝑚) ≥ 𝜇.

(18)

Theproposed algorithm can be easily understood by referring
to Figure 3, in which part (a) illustrates the normal power
allocation (described in Section 3.2) in HeNB. The red area
indicates that these PRBs are used by both the femto and
macro users the same time. Figure 3(b) clearly shows that the
proposed power allocation algorithmapplies less power to the
overlapped PRBs.The change in the SINR at the MUE can be
observed in Figure 4.

The amount of interference reduced by using the pro-
posed algorithm can be mathematically analyzed as follows:
Define 𝑝�̃�𝑓 and �̃��̃�𝑓 to be the transmission powers before
and after the interference reduction, respectively; hence the
reduced power is calculated by using

Δ𝑝�̃�𝑓 = 𝑝�̃�𝑓 − �̃��̃�𝑓 = (𝜇 − 𝜒𝑛𝑓,𝑢𝑓) − (𝜇 − �̃��̃�𝑚,𝑢𝑚)
= �̃��̃�𝑚,𝑢𝑚 − 𝜒𝑛𝑓,𝑢𝑓 .

(19)

The interference is decreased by a substantial amount and is
computed by

Δ𝐼�̃�𝑓 = 𝐺�̃�𝑓,𝑢𝑚 (�̃��̃�𝑚,𝑢𝑚 − 𝜒𝑛𝑓,𝑢𝑓) . (20)
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Figure 4: Improvement of the SINR after employing CSWF Step 2.

The equation used to calculate the improved SINR is

Δ𝛾�̃�𝑚,𝑢𝑚 = 𝐺�̃�𝑚,𝑢𝑚𝑝�̃�𝑚( 1
𝐼�̃�𝑢 − Δ𝐼�̃�

𝑓
+ 𝜂 − 1𝐼�̃�𝑢 + 𝜂) . (21)

The simulation results in Section 4 show that our imple-
mented algorithm outperformed the conventional methods
by obtaining a remarkable increase in the SINR.

In a practical implementation of Step 2, the CSI report
from the MUEs to the eNB is used for resource allocation
for the eNB and HeNB. If the MUE is suffering from a high
interference larger than the preset threshold, it will report a
CSI of poor SINR and high interference indicator (HII) to the
eNB, as shown in Figure 4. This CSI report can be utilized
as the reference to tell the HeNB to reduce the transmission
power.

There are three advantages provided by this algorithm:

(1) The SINR information of MUE is easy to detect.

(2) �̃��̃�𝑚,𝑢𝑚 can be directly utilized in the CSWF without
any other processing.

(3) �̃��̃�𝑚,𝑢𝑚 is MUE-specific; hence, the CSWF can reallo-
cate power dynamically and specifically to different
MUEs.

3.3. Implementation in LTE Femtocell System. It should be
noted that a DL receiver should be a part of HeNB. DL
receiver can detect and receive the DL control signal from
the eNB to the MUEs. This DL receiver function can also be
called the Network Listen Mode (NLM), Radio Environment
Measurement (REM), or “HeNB Sniffer” [3]. At the same
time, measurement, detection, and receiving of the UL signal
(feedback report) from the MUEs to the eNB can be done
by the UL receiver [3]. The main procedure of our algorithm
operated by HeNB is the following:

(1) Use the HeNB UL receiver to detect the signal
strength from the surrounding MUEs:

MUE
HUE

HeNB

40m cluster 

Figure 5: Cell layout for performance evaluation.

(i) To determine the MUEs which are suffering
potential high interference

(ii) To detect the cross-tier SLNR of the HeNB

(2) Use the HeNB DL receiver to receive the control
information from eNB to MUEs:

(i) To capture the resource management informa-
tion (e.g., PRB allocation and time slot) of the
adjacent MUEs

(3) The HeNB allocates power to each PRB in the FUE
based on CSWF Step 1.

(4) Use the HeNBUL receiver to receive the HII reported
by interfering MUEs:

(i) Based on the HII, to pick up resource man-
agement information of the interfering MUEs
found in (2)

(5) Use HeNB UL receiver to receive the channel state
information from the interfering MUEs.

(6) Power reallocation at the HeNB is based on CSWF
Step 2:

(i) To reduce the transmit power at a shared PRB
due to a bad channel state

4. SLS Performance Verification

4.1. Cell Layout and Parameters Setup. As shown in Figure 5,
19 regular hexagonal cells with an intersite distance of 500m
were assumed. Every cell contained three sectors served by
the same eNB. In Figure 5, a 40m cluster was in each
macro sector, and we posited a single-floor building with 25
apartments in each cluster. The apartments were 10m × 10m
and placed next to each other in a 5 × 5 grid [13, 14]. Some
macro UEs (MUEs) were placed randomly in the clusters
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Table 2: SLS parameters.

Parameter Value
Inter-eNB distance 500m
Sectors per eNB 3
Num. of active MUE per sector 10
Num. of buildings in one cell 1
Num. of active HeNB in one building 6
FUE per HeNB 1
Minimum distance between UE and eNB 35m
Minimum distance between UE and HeNB 20 cm
Height of eNB 32m
Height of UE 1.5m
Frequency reuse 1
Bandwidth 20MHz
Tot. num. of available PRBs 100
PRB bandwidth 180 kHz
Thermal noise −174 dBm/Hz
eNB/HeNB antenna gain 14 dBi/0 dBi
Tot. Tx power of eNB/HeNB 49 dBm/20 dBm
UE noise figure 9 dB
UE Rx antenna 1
eNB/HeNB Tx antenna 1
Traffic model Full buffer

(35% in this exercise); the remaining MUEs were located
within the cell area. We deployed 6 HeNBs in each grid;
each HeNB served only one FUE randomly located in the
corresponding apartment.

In our system-level simulation (SLS), the exact same
parameters given in [13, 14] were adopted as common
parameters. These parameters are summarized in Table 2.

4.2. SLS Results. Figure 6 demonstrates the desirability and
benefits of interference reduction at the HeNB. The cumu-
lative distribution function (CDF) of the DL SINR for the
MUEs with and without the CSWF algorithm is shown in
Figure 6. Due to the nonuniform distribution of the MUEs,
which means a fixed percentage of MUEs must be located
in clusters, the SINR curves are not smooth. Based on link
adaptation, there are two important SINR points, −6.5 dB
and 17 dB, which indicate the minimum connection require-
ment (i.e., the throughput equal to zero) and maximum
throughput requirement. The green curve represents the
situation where no HeNB was deployed (ideal case: upper
bound of performance). The black solid line represents the
situation where the HeNB was deployed but without utilizing
any interference management (worst case: lower bound of
performance). From the figure, it is clearly evident that by
deploying the HeNB without interference management the
SINR degrades around 23.5 dB at a CDF of 40% compared
to the upper bound. The red line depicts the scenario where
the interference is reduced by the PRBpartitioning algorithm,
which has been proposed as an effective way to mitigate the
interference from the HeNB. The dashed blue line depicts
the scenario where the interference is only reduced by

w.o.HeNB
w.HeNB
w.CSWF Step 1

w.Freq. partitioning
w.CSWF Steps 1 + 2

4017 60 80−20 −6.5−40−80−100 −60−120

(Average Rx SINR)/PRB (dB)

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

CD
F

Figure 6: CDF of the average Rx SINR per PRBs at the MUEs.

CSWF Step 1; the solid blue line depicts the combination
of Steps 1 + 2. It can be observed that the CSWF algorithm
remarkably improves the SINR performance. At the SINR
level of −6.5 dB, the CSWF protects more than 20% of the
PRBs from disconnection, and the gap between the CSWF
and upper bound is less than 2.5%. At the SINR level of 17 dB,
compared to the lower bound, the CSWF algorithm enhances
the performance of around 30% of the PRBs. The frequency
partitioning algorithm gives a better performance below the
CDF value of 0.6, because it does not use any overlapped
frequencies that can cause high levels of interference (larger
than threshold). However, our proposed CSWF algorithm
performs better, when the CDF value is larger than 0.6, due
to the fact that the CSWF algorithm reduces the interference
to all of the adjacent MUEs (victims) in Step 1.

Figure 7 shows the performance of the average through-
put given by one PRB. Due to link adaptation, the throughput
does not increase after 864 kbps (64QAM with code rate of
4/5). It is clear that without any interference management
about 41% of the PRBs are wasted. This is due to the
severe cross-tier interference caused by the deployment of
the HeNB. On the other hand, when the CSWF algorithm is
applied, a meaningful throughput gain can be achieved. At
the CDF of 0.5, the simulation results for the CSWF show
a nearly 0.58Mbps/PRB gain, and the percentage of wasted
PRBs decreases from 41% to 16%. However, we can note one
interesting phenomenon from Figure 7 in that the average
CSWF throughput is always worse than that of frequency
partitioning, even though Figure 6 shows that the proposed
CSWF algorithm outperforms frequency partitioning. The
reason is that by using the link adaptation given in (11)
the maximum throughput can be achieved at the SINR of
17 dB. But, from Figure 6, we can see that our proposed
CSWF performs better than frequency partitioning after the
SINR reaches 20 dB. Therefore, in the foreseeable future,
higher order modulation schemes will be included in the
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Figure 7: CDF of the average throughput per PRBs at the MUEs.

Table 3: MUE average throughput.

Macro UE average throughput (bps) Throughput loss ratio
Without HeNB 6098932 0
Without interference management 2830337 53.6%
CSWF Step 1 4853119 20.4%
CSWF Steps 1 + 2 5340644 12.4%
Freq. partitioning 5927775 2.8%

standards. That is, a higher SINR (corresponding to higher
order modulation schemes) gives benefits, since the CSWF
algorithm performs better than frequency partitioning in the
high SNR range.

Figures 6 and 7 also reveal the relationship between
CSWF Steps 1 and 2. In Figure 6, it can be observed that the
dashed and solid blue lines overlap after a CDF of 0.5, which
implies that the CSWF Step 1 is the primary contributor of
this part. Below a CDF of 0.5, the integrated CSWF shows
a gap compared to just utilizing Step 1, which implies that
remaining severe interference is reduced by Step 2.

Table 3 summarizes the throughput loss of different
interference management scenarios, with the HeNB deploy-
ment compared to the scenario without HeNB. By applying
CSWF the throughput loss improves from 53.6% to 12.4%.
Compared to the PRB partitioning algorithm, the CSWF
algorithm performs 7.6% worse. However, in Table 4 we can
see that the CSWF only generates 1.1% degradation of the
FUE average throughput compared to the scenario where no
interference management algorithm is applied. In this case,
the frequency partitioning algorithm degrades the average
throughput of the FUE by about 16.1%. Table 5 reveals the
benefits of deploying HeNBs. By deploying HeNB and apply-
ing the CSWF algorithm, the system spectrum efficiency

improves by more than 8 times compared to the case of an
eNB only network. Above data analyses are presented for
formalisms and methods the same as in [22, 23].

5. Conclusions

In this paper, a power allocation algorithm for cross-tier
interference reduction in LTE macro-femto coexisting sys-
tems has been presented for use in ambient intelligence
applications. Based on the simulation results, we conclude
that the interference from HeNB can be remarkably reduced,
showing a 10 dB improvement on the Rx SINR of the MUEs
by applying the CSWF algorithm.A system employingCSWF
doubles the MUE throughput compared to one having no
interference management. Furthermore, the CSWF algo-
rithm only degrades the throughput of the FUE by 1.1%,
which is almost negligible comparedwith the 16.1% generated
by frequency partitioning. In addition, CSWF is a self-
organized algorithm, and so no coordination and signaling
exchange between the HeNB and eNB are necessary. Since
HeNBs are self-setup by the customer and the operator does
not want any modification on eNB and UE, we believe that
distributed and self-operating algorithms like CSWF at the



Mobile Information Systems 9

Table 4: FUE average throughput.

HeNB UE average throughput (bps) Throughput loss ratio
Without interference management 512156730 0
CSWF 461508050 1.1%
Freq. partitioning 429910091 16.1%

Table 5: System spectrum efficiency (over 20MHz).

Spectrum efficiency (bps/Hz)
Without HeNB 3.05
CSWF Steps 1 + 2 25.75
Freq. partitioning 24.54

femtocell side regarding interference reduction are more
promising than other central control or coordinated algo-
rithms. In the futurework,wewill apply our proposed scheme
dedicated to 5G telecommunications, for example, under the
consideration ofmassiveMIMOand nonorthogonalmultiple
access (NOMA).
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