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As the deep integration of ubiquitous sensors, intelligent
devices, and social networks, mobile networks and IoT are
formed by the opportunity of virtual mobile communication
networks and social communities between mobile carriers.
People involved in a mobile network can easily interact and
share information with each other anytime and anywhere
through the popular use of intelligent devices. As a result,
there is a remarkable trend to enable crowdsourcing for
mobile networks and IoT to address various problems that
involve real-time collection, processing, and collaborations
among participants in highly mobile environments. Thus,
crowdsourcing could be an efficient strategy to improve
quality and user experiences of applications in mobile net-
works and IoT, which not only potentially brings enormous
benefits for economics but also leads to revolution for our
daily life. The embedded sensors including accelerometer,
compass, gyroscope,GPS,microphone, and camera inmobile
phones are leveraged to gather the required information to
support location-based services, for example, environmental
measurements, personal activity sharing, and online recom-
mendation. In this special issue on crowdsourcing for mobile
networks and IoT, we have invited some papers that address
such issues.

L. Nie et al. introduce a network traffic predictionmethod
in wireless mesh backbone networks based on deep learning
and spatiotemporal compressive architecture. This method
applies discrete wavelet transform to extract the low-pass
component of network traffic. The performance of this
method is verified by comparingwith threewidely used traffic
prediction methods.

The paper entitled “CPSFS: A Credible Personalized
Spam Filtering Scheme by Crowdsourcing” proposes a cred-
ible personalized spam filtering scheme and classifies spam
into two categories, that is, complete-spam and semispam,
before filtering them. According to the social trust and inter-
est similarity, complete-spam can be filtered by the Bayesian
filtering, and semispam can be estimated by crowdsourcing
at the client side.

In order to maximize network utility, H. Meng et al.
demonstrate an optimal real-time pricing strategy for com-
puting resource management in mobile crowdsourcing. Fur-
thermore, the existence of real-time prices is proved, which
can align individual optimality with systematic optimality.

H. Zhu et al. allocate the sharing resource to users
across the network edge. A novel architecture is proposed
to share resource of physical customer-premised equipment
nodes across the network edge and assign virtual customer-
premised equipment instances to a cost-efficient node.

The paper entitled “An SAT-Based Method to Multi-
threaded Program Verification for Mobile Crowdsourcing
Networks” presents a novel IC3-based algorithm on the
safety verification of the multithreaded programs for mobile
crowdsourcing networks. The performance of the proposed
algorithm is evaluated by the SAT-based model checking
algorithms, focusing on memory consumption.

Y. Ye et al. introduce a color distribution pattern metric
method, concentrating on reidentification in video searching
for surveillance and forensic fields in crowdsourcing IoTs.
Performance evaluations show that the presented method on
different datasets can obtain higher network accuracy.
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L. Guo et al. present a WiFi-based public activity frame-
work by combining channel state information and crowd-
sourced skeleton joints to improve the robustness and accu-
racy of activity recognition. The experiments show that the
proposed method achieves high recognition accuracy in
different datasets.

J. Lei et al. introduce a channel assignment algorithm
based on point coordination function for cochannel deploy-
ment of access point in WLANs. Furthermore, the experi-
ments are carried on networks with different densities. The
results show the presented method can obtain high through-
put, low packet loss rate, and bounded access delay compared
with the existing methods.

The work from Y. Ma et al. focuses on the channel access
and power control problem in device-to-device underlaid
cellular networks. A novel semidistributed network-assisted
power and channel access control scheme for D2D user
equipment is proposed, and the achieved performances by
cellular and D2D links are both evaluated.

The paper entitled “A Crowdsensing-Based Real-Time
System for Finger Interactions in Intelligent Transport Sys-
tem” demonstrates a real-time projector-camera finger sys-
tem based on crowdsensing, in which users can interact with
a computer by bare hand touching on arbitrary surface. This
designed system can be applied as an intelligent device in
transport systems.

M. Qiao et al. introduce a channel selection strategy
with hybrid architectures, combining the centralized and the
distributedmethods, which can reduce the overhead of access
point and provide more flexibility in network deployment.
Based on the self-decision algorithm and offline self-learning
algorithm, the presented strategy is investigated in multi-
channel wireless sensor networks. The theoretical analysis
and performance evaluation depict the effectiveness of the
studied algorithm.

The paper entitled “A Time and Location Correlation
Incentive Scheme forDeepDataGathering inCrowdsourcing
Networks” addresses the problem of optimizing the quality of
senor data and collection enough sensor data in sensor data
gathering system. Based on the greedy strategy, two effective
algorithms are proposed for motivating smartphone users to
participate in the smartphone-based crowdsourcing sensing.

Q. Wu et al. study a low precision and weak timeliness
required smoke system. The implementation of intelligent
smoke alarm system, containing sensor network, classifica-
tion algorithm, and visual interface, is presented to monitor
the fire in the weak electromagnetic environment.

The paper written by X. Li et al. proposes a supervised
descent method. It leverages the performance of face feature
points detection on mobile terminals and proves the opti-
mization of the presented algorithm.

D. Shen et al. concentrate on the traffic scheduling and
load balancing problem in software-defined mobile wireless
networks and present a crowdsourcing-based routing for-
warding scheme as well as a congestion control algorithm to
solve the formulated problem.

Xiping Hu
Zhaolong Ning

Kuan Zhang
Edith Ngai
Kun Bai
Fei Wang
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The conflagration of fire is still a serious problem caused by humans, and houses are at a high risk of fire. Recently, people have used
smoke alarmswhich only have one sensor to detect fire. Smoke is emitted in several forms in daily life. A single sensor is not a reliable
way to detect fire. With the rapid advancement in Internet technology, people can monitor their houses remotely to determine the
current condition of the house.This paper introduces an intelligent smoke alarm system that uses ZigBee transmission technology
to build a wireless network, uses random forest to identify smoke, and uses E-charts for data visualization. By combining the real-
time dynamic changes of various environmental factors, compared to the traditional smoke alarm, the accuracy and controllability
of the fire warning are increased, and the visualization of the data enables users to monitor the room environment more intuitively.
The proposed system consists of a smoke detection module, a wireless communication module, and intelligent identification and
data visualization module. At present, the collected environmental data can be classified into four statuses, that is, normal air, water
mist, kitchen cooking, and fire smoke. Reducing the frequency of miscalculations also means improving the safety of the person
and property of the user.

1. Introduction

The wide deployment of sensing technologies in our daily
living environments and the pervasive usage of mobile
devices bring about great opportunities for the deployment
of smoke alarms [1]. At present, most of the traditional smoke
alarm systems consist of sensor modules, transmission lines,
and monitors, each of which is connected to a sensor module
[2].Therefore, there is a defect in the accuracy and timeliness
of the traditional alarm system.Themisinformation of the fire
alarm caused by water mist or oil smoke causes unnecessary
losses to people. People spend a long time in vehicles on roads
after homes and offices [3, 4]; they want to get the right fire
alarm while they are in the distance. And there are two main
reasons for these problems.

(1) The Way to Judge Whether or Not Fire Is Too Simple. The
traditional smoke alarm system only detects a single environ-
mental value. If the detection value exceeds the threshold,
it is judged to be a fire. There are many uncertainties in
the fire scene that will cause the smoke alarm system to be
unable to accurately determine the fire, such as temperature,
combustible gas concentration, smoke particle concentration,
and barometric pressure, which can lead to false positives,
omission, delay reporting, and other phenomena which
occur frequently [5].

(2) Inadequate Component Connection.The traditional smoke
alarm system use copper wires, insulated wires, or cables
to connect detectors and alarms. This kind of connection
has many disadvantages, such as copper wire’s price, large
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consumption, and weak anti-interface ability. On the other
hand, the copper wire easily wears at high temperatures,
resulting in the alarm system maintenance being very com-
plex, reducing the reliability of the traditional smoke alarm
system [6].

At present, some new smoke alarms use LoRa to achieve
wireless communication, and they do not need to install
wires. This solves the problem of difficult installation of
traditional smoke alarms and enables people to view the
status of the alarm remotely, so as to ensure the timeliness
of the alarm. But there was no change in the way the fire was
judged, and the accuracy of the alarm was not improved.

For the first question, we believe that using the machine
learning classification algorithm and a variety of sensors to
monitor the maximum real environment can restore the real
scene of the environment approximately and greatly enhance
the accuracy of fire warning, while reducing false, omission,
and late alarms’ frequency.

When designing the communication system, we want it
to be able to support multipoint data transmission with low
complexity, low cost, and high reliability. So, we choose to
use ZigBee. In addition, we designed and implemented data
visualization on the web to ensure that the users can monitor
their homes remotely. Experiments show that the intelligent
smoke alarm systemhas a high reliability in data transmission
and fire alarm, can monitor multiple scenes at the same time,
and has high practicability.

In this paper, the combustion process is analyzed, and
a variety of WLAN technologies and ML algorithms are
compared. The sensor type of the system is given, and the
usability and reliability of the system are tested through
simulation experiments. Finally, the conclusion is given and
the improvement scheme is put forward.

2. Related Work and Background

2.1. Changes in the Indicators in the Process of Conflagration.
The conflagration is a disaster that is not controlled by man
and caused by combustion [7]. The three basic elements of
the fire are combustible, comburent, and ignition source.The
combustible material is in the form of gas, solid, and liquid;
“comburent” mainly refers to oxygen. For combustible gas
combustion, according to themixture of combustible gas and
air, it can be divided into two different ways. If it is in the
combustion before the air has been mixed with the gas, it
is called premixed combustion; if the air and combustible
gas do not enter the combustion state at the same time but
are mixed and burned, this is called diffusion combustion.
Liquid and solid substances are condensed matter, which is
difficult to mix well with air.The basic process of combustion
is as follows: when it gets enough energy from the outside,
the condensed matter evaporates into steam or decomposes,
and the combustible gas molecules, ashes, and unburned
matter particles are suspended in the air, called aerosols.
Usually, aerosol molecules are relatively small. During the
production of aerosols, large molecules of solid or liquid
particles are produced at the same time, known as smoke. But
when burning, heat will be generated, causing a temperature
rise, while generating a lot of smoke; with the temperature,

Temperature
Dust
Pressure

D
en

sit
y

SteamingBeginning Combustion Fire extinction
t

Figure 1: The change curve of each indicator in the process of fire
[9].

pressure, and smoke dust parameters, it can be determined
whether the fire occurred [8].

In general, combustibles while burning produce the
following several forms of expression as shown in Figure 1:
for liquid and solid combustible materials, the first produced
is combustible gas, followed by smoke; in case of sufficient
combustion, gas can only be fully burned, releasing a lot
of heat to promote the current ambient temperature. In the
process of fire, the initial stage produces a huge amount of
smoke, but the temperature is not very high. If the detector at
this stage begins to test, you can minimize the loss caused by
the fire. After the fire starts, the fire will quickly spread and
produce a lot of heat to the current environment, increasing
the temperature and burning oxygen, so that the air pressure
is reduced. If at this moment the current temperature and
pressure can be effectively detected, the fire can be controlled.

2.2. WLAN Technology Comparison. We analyzed the most
widely used technologies in the field of intelligent home
wireless communication technologies, includingWi-Fi, Blue-
tooth, Z-Wave, and ZigBee.

Table 1 contains rough comparisons between different
wireless technologies. It is conceptual in nature. However, it
may be used as a quick tool for making a decision on which
technology you will use in your application. It includes data
on the range, data rate transmission, possibility of network
building, and so on.

2.3. Analysis of ZigBee Network Architecture

2.3.1. Star Network. Star network structure control and syn-
chronization are relatively simple, usually used for a small
number of node occasions [10]. The disadvantage of this
topology is that there is only one path for data routing
between nodes. The coordinator may become the bottleneck
of the entire network. Figure 2 shows the star network
structure.

2.3.2. Cluster-Tree Network. The cluster-tree network struc-
ture can accommodate more nodes than the star network
structure and can also expand the network as needed [10].
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Table 1: Comparison of WLAN technologies.

Wi-Fi
(802.11) [20]

Bluetooth
(BLE) [21] ZigBee [22] Z-Wave [23]

Transfer rate 11 and
54Mbits/s

1, 3, and
24Mbits/s 20, 40, and 250Kbits/s 9.6 Kbits/s

Power consumption 10–50mA 0.6mA 1.2𝜇.
Effective distance 100 meters 10 meters 100 meters 100 meters

Frequency 2.4GHz 2.4GHz 868,900∼928MHz and
2.4GHz 868∼908.42MHz

Networking topology Point to hub Ad hoc, small
networks

Ad hoc, peer-to-peer,
star, tree, mesh

Ad hoc, peer-to-peer,
star, tree

Security WEP, WPA
(low)

64- and 128-bit
encryption
(medium)

128 AES plus application
layer security

(high)

128 AES
(high)

Typical applications
Wireless LAN
connectivity,
Internet access

Wireless PAN
connected with

devices

Industrial control and
monitoring, sensor

networks, home control
and automation

Sensor networks,
building automation

Router

End device

End device

End device

End device

End device

End device

Coordinator

Router

Figure 2: Star topology.

Coordinator

End device

Router Router

End device

End device

End device
End device End device

End device
Router

Router
Router

Router

Figure 3: Cluster-tree topology.

The disadvantage of this topology is that the information
is only a unique routing channel; once the routing node
is paralyzed, the subnetwork below it will be completely
paralyzed. Figure 3 shows the cluster-tree network structure.

Coordinator

End device

Router Router

End device

End device

End device
Router End device

End device
Router

Router

Router

Router

Figure 4: Mesh topology.

2.3.3. Mesh Network. The advantage of this topology is that it
automatically finds the best path, reducing themessage delay,
and enhances the reliability of the system; the disadvantage is
the need formore storage space [10]. Figure 4 shows themesh
network structure.

2.4. Classification Algorithm Analysis. In order to improve
the alarm speed of the system, a classification algorithm is
needed to ensure the accuracy of the same time with faster
processing speed. According to this requirement, we analyzed
the algorithm with excellent classification accuracy and
processing speed in the case of small data volume, including
SVM, decision tree, and random forest [11].

2.4.1. Support Vector Machine. Support vector machine
(SVM) was first proposed by Cortes and Vapnik in 1995. Sup-
port vector machines show many unique advantages in solv-
ing small sample, nonlinear, and high-dimensional pattern
recognition and can be extended to function fitting and other
machine learning problems, which in many areas has been
widely used. SVM is based on the Vapnik-Chervonenkis
dimension theory and the structural risk minimization
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Training
dataset

Bootstrap
set 1

Decision
tree 1

Random
forest

Vote
classification

Bootstrap
set i

Decision
tree i

Bootstrap
set k

Decision
tree k

· · · · · ·

· · ·· · ·

Figure 5: Random forest process.

Table 2: Classification algorithm effect comparison.

Error rate Error rate of train sets
(5-fold CV)

Error rate of test sets
(5-fold CV)

Decision tree 0.01599247 0.01599253 0.01599337
Bagging 0.01599247 0.01564398 0.01599337
Random forest 0.00047037 0.00047038 0.01270257
Support vector machine 0.01081844 0.01046568 0.01740293
𝐾-nearest neighbor 0.00423330 0.00282222 0.02916432

principle of statistical learning theory [12]. Based on the
complexity of the model information in the model (i.e.,
the learning accuracy of the specific training samples) and
the learning ability, we accurately predict the ability of any
sample to seek the best compromise between them in order to
obtain the best promotion ability (i.e., generalization ability).
The basic principle of the support vector machine is to
find a reliable kernel of high-dimensional space to a high-
dimensional space so that these points are linearly separable
in the new space. Support vector machine is based on the
linear division and the use of linear division of the principle
of the final classification of prediction [13].

2.4.2. Decision Tree. Decision tree is a basic classification
method, based on the process of feature classification, orig-
inally originated from the ID3 algorithm proposed by Quin-
lan. A decision tree is a method of defining a Boolean func-
tion whose input is a set of properties describing the object,
and the output is yes or no. Decision trees represent a hypoth-
esis that can be written as a logical formula. The decision-
making tree’s ability to express is limited to propositional
logic, and any test of any of the properties of the object is a
proposition [14].

Within the context of propositional logic, the decision
tree’s ability to express is complete. A decision tree can repre-
sent a decision process that determines the classification of
the training set, and each node of the tree corresponds to
an attribute name or a specific test that divides the training
set based on the possible outcome of the test. Each part of
the division corresponds to a classification subproblem of the
corresponding training case subspace, which can be solved by
a decision tree. Thus, a decision tree can be seen as a division
of the target classification and access strategy [15].

2.4.3. Random Forest. Random forest is a random way to use
the decision tree as a base classifier into a forest algorithm,
for the prediction of classes, so that each decision tree in the
forest is used to make a prediction of the sample. Finally,
the results of all the decision trees are combined to obtain
high-precision classification results. It is a kind of statis-
tical learning theory, randomized by bootstrap resampling
method, from the original training sample set to extract
multiple versions of the sample set. The decision tree for
each sample set training models the final combination of all
decision trees. The final forecast can be established by voting
mechanism [16]. The construction of the random forest is
shown in Figure 5.

2.5. Classification Algorithm Effect Comparison. Using car-
diotocography (CTG) data [17] as an example, the data has
2126 observations and 23 variables, including the fatal heart
rate (FHR) and the uterine contraction (UC) characteristics
classified by experts based on guardianship records. For
the comparison of decision tree, bagging, random forest,
SVM, and 𝑘-nearest neighbor method, bagging is a method
for generating multiple versions of a predictor and using
these to get an aggregated predictor [18], and the 𝑘-nearest
neighbors algorithm is a nonparametric method used for
classification and regression [19]. We use R language to fit
each method and use 5-fold cross-validation method. To
balance the three types of dependent variables, the sample
size is randomly divided into 5 substitutions, 5 classifica-
tion methods’ error rate, and 5-fold cross-validation re-
sults.

As can be seen from Table 2, random forest performance
is the best of these five classification methods.
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3. System Design

3.1. Network Topology and System Composition. On the basis
of the traditional smoke alarm, the ZigBee mesh network
structure is introduced. It includes several router nodes
(router) and a terminal device (end device) connected with
the PCand a coordinator node (coordinator). Each routerwill
automatically find the router close to it and will automatically
establish connection with these routers. In order to avoid
router collisions, it is required that each router can connect
to up to three other routers; if the distance exceeds a certain
range or the signal strength is lower than a certain range of
nodes, connection will be refused [24]. Connected nodes can
communicate directly between each other; if two nodes are
not connected, the data needs to be forwarded to the target
node via the intermediate node.

The improved network structure as shown in Figure 6
has many advantages: the communication range of each
node increases; there can be more choices of path; we can
choose one of the most stable node forwarding data. When
a routing path is damaged, due to the dynamic nature of
the entire network, we can reobtain the best routing path in
the network and send messages between the various devices,
using multihop transmission to increase the coverage of the
network which can also transparently transmit data, and can
send data to any node as needed.

As shown in Figure 7, the intelligent smoke alarm system
consists of a smoke detection module, wireless communica-
tionmodule, and intelligent identification and data visualiza-
tion module. The smoke detection module is responsible for
the environmental data collection of the system. It is com-
posed of a thermometer (temperature sensor), a humidity
sensor, air pressure sensor, dust sensor, trophy, and a piece
of integrated CC2630 module STM32. The thermometer,
humidity sensor, air pressure sensor, and dust sensor are
responsible for detecting the current environmental infor-
mation. STM32 microcontroller is responsible for receiving
three types of sensor signals. CC2630 module is responsible
for three types of data transmission from the coordinator to
end device and then transfers data through the USB serial
port to the intelligent identification and data visualization
module. Random forest algorithm is implemented for data
classification and returns the classification result to the tape

Random forest
algorithm

Temperature &
humidity sensor

Pressure sensor

Dust sensor ZigBee router (A)

Buzzer

ZigBee router (B)

USB

Router

End device

Serial-port

communication

Coordinator

Figure 7: System composition diagram.

end device via USB serial port. When the output value is
repeated several times for the set alarm value, that is, when
the fire generates smoke, the alarm is pushed.

3.2. Hardware Design

3.2.1. Wireless Communication Module. The wireless data
transmission network is based onTexas Instruments’ CC2630
programmable RF chip for development. CC2630 is a high-
performance, low-cost, low-power system integration chip
that supports Smart Bluetooth, ZigBee, 6LoWPAN, and
ZigBeeRF4CE remote control applications development plat-
form. CC2630 dual ARM core 32-bit CPU chip design, with
Cortex-M0 core, is responsible for wireless communication
processing, and Cortex-M3 core as the main CPU is respon-
sible for ZigBee protocol processing. This architecture allows
the CC2630 to build a larger network, a more stable network,
andmore capacity data when building a ZigBee protocol [25].

CC2630 CPU acts as the whole node subsystem. On the
one hand, it is responsible for collecting the sensor in the
room to monitor the real-time data and the data along the
routing path to the target terminal equipment. On the other
hand, it garners the data from surrounding neighbors to
establish contact when forwarding the request and data is
forwarded to the next node. In addition, the system is set up
as a network status indicator; you can use the indicator to
determine whether the current node is online or offline or
send and receive data status.

The sensors used in this system include temperature and
humidity sensors, pressure sensor, and dust sensor. Multiple
environmental data including temperature, humidity, baro-
metric pressure, PM2.5 concentration, and PM10 concentra-
tion can be monitored in real time. The use of multiple types
of sensors avoids the errors of the single indicators in the prior
part. And throughwireless communication, the environment
acquisition module can be placed with the user at random
to carry out real-time environmental data collection, which
greatly improves its practicability.

The entire system consists of four replaceable ordinary
1.5 V dry batteries, and the supply voltage is 6V. In addition,
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the system also uses a low-power optimization program.
Running the specified task will trigger the low-power sleep
mode, until a wakeup signal is issued.

For the general design of the module, please see Figure 8.

3.2.2. Smoke Detection Module. At present, the smoke detec-
tors on the market are mainly infrared detectors. The prin-
ciple is in the smokeless state, the photosensitive element
cannot receive the infrared light, and the smoke particles
will refract and reflect to the infrared light, so that the
photosensitive element receives the infrared light. When the
photosensitive elements receive enough optical signals, the
electrode distortion is generated to trigger the alarm signal
[26]. But its shortcomings are also very obvious: water mist
from kitchen, cooking fumes, and even the haze in winter are
likely to trigger the smoke sensor, resulting in frequent false
positives.

In order to distinguish between the above-mentioned
several different situations, it is necessary to collect different
types of environmental data, such as the temperature, humid-
ity, air pressure, and smoke concentration which are the
environmental variables that play a decisive role. Therefore,
we need to select the sensor as accurately as possible for these
four environmental parameters, and the sensor is required
to have good enough sensitivity to react very quickly to the
environment [27].

For the barometric pressure data, we use the barometric
pressure sensor GY-68 BMP180, which can be used for GPS
precise navigation (dead reckoning, upper and lower bridge
detection, etc.), indoor and outdoor navigation, leisure,
sports and medical health monitoring, weather forecast,
vertical speed indicating (rising/sinking speed), fan power
control, and other fields. The sensor is LCC8 package, whose
size is 3.6mm × 3.8 × 0.93mm. In low-power mode, the
measured air pressure can be accurate up to 0.06 hPa (0.5m).
In high linear mode, the measured air pressure can be
accurate up to 0.03 hPa (0.25m), and the I2C interface is
used, the control is simple, and the communication is regular.
Compatibility can be used for a variety of processing equip-
ment [28].

For environmental humidity and temperature data, we
use the temperature and humidity sensor DHT11; the sensor
can be used in laboratories, industrial production, warehouse

Figure 9: GY-68 BMP180.

storage, indoor environmental monitoring, air conditioning
devices, intelligent monitoring equipment, and other fields.
The sensor humidity measurement ranges from 20% to 95%,
the temperature measurement ranges from 0 degrees to 50
degrees, and the use of digital output form is simple and
convenient and is easy to control [29].

For the particulate matter in the ambient air, we use the
GP2Y1051AU00F dust sensor, which can be used in the field
of PM2.5 detector, purifying new fan, filtration system, and
so on. The sensor outputs an analog voltage proportional
to the measured dust concentration, with sensitivity of
0.5 V/0.1mg/m3, the smallest particle detection value being
0.8 microns in the range of −10 degrees to 65 degrees, which
can detect small particles.

Figures 9, 10, and 11, respectively, correspond to the
pressure sensor, the temperature and humidity sensor, and
the dust sensor.

3.3. Algorithm

3.3.1. Random Forest. The random forest algorithm makes
good use of randomness (including randomly generated sub-
sample sets, random selection of subfeatures), minimizes the
relevance of the trees, and improves the overall classification
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Figure 10: DHT11.

Figure 11: GP2Y1051AU0F.

performance, and because the time of each tree is very
short and the forest can be parallelized, the random forest
classification is very fast.

Assume a random forest classifier {ℎ𝑖(𝑥, 𝜃𝑖, 𝑖 =1, . . . , 𝑁)}; the class label of the classification result is
obtained by each decision tree ℎ𝑖(𝑥, 𝜃𝑖) and probability
averaging for the test instance 𝑥. The environmental
information (barometric pressure, humidity, temperature,
and particulate matter) is collected by the system; the
prediction class tag 𝑐𝑝 includes normal air, water mist,
kitchen cooking, and fire smoke. The classification process is
shown below:

𝑐𝑝 = argmax
𝑐
( 1𝑁
𝑁∑
𝑖=1

𝐼(𝑛ℎ𝑗 , 𝑐𝑛ℎ𝑗 )) ,

𝑐𝑝 = argmax
𝑐
( 1𝑁
𝑁∑
𝑖=1

𝑤𝑖(𝑛ℎ𝑗 , 𝑐𝑛ℎ𝑗 )) ,
(1)

where argmax denotes the parameter 𝑐with the highest score,𝑁 denotes the number of decision trees in the random forest,𝐼(∗) denotes the exponential function, 𝑛ℎ𝑗 , 𝑐 denotes the
classification result of the decision tree for the class 𝑐, 𝑛ℎ𝑗
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Figure 12: Power consumption for ZigBee, Bluetooth, and Wi-Fi.

represents the number of leaf nodes of the decision tree ℎ𝑗,
and𝑤𝑖 represents the weight of the 𝑖 tree in the random forest
[30].

3.3.2. Data Visualization. Data visualization is based on the
open-source project E-charts implementation. E-charts is a
pure JavaScript graphical library, relying on the lightweight
Canvas Library Z-Render, providing intuitive, vivid, interac-
tive, highly personalized data visualization chart. Innovative
drag-and-drop recalculation, data view, range roaming, and
other features greatly enhance the user experience, giving the
user data mining and integration capabilities [31].

In this system, taking into account the diversity of data,
and in order to create a more intuitive viewing experience,
we choose to use the line graph which shows the various
types of data over time numerical changes. First, in the front
page script tags are used to introduce E-charts master files
and JQuery.Then, we use PHP for data processing, including
extracting the data from the database and converting it into
a JSON format. Finally, in the front, the page uses the $.get
JSON method to implement asynchronous loading of data,
which is initialized by the echarts.init method.

In order to prevent the last data volume caused by
excessive display or display error, due to the data storage time
interval, we set to show only nearly half of the data.

4. Experimental Design and Verification

4.1. Power Consumption Comparison. We use MATLAB to
build a virtual system for testing the power consumption
of the three WLAN (ZigBee, Bluetooth, and Wi-Fi) tech-
nologies during sleep interval [32]; the results are shown
in Figure 12. According to the experimental results, ZigBee
power consumption is lower thanWi-Fi in all sleep intervals,
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and in the case of long sleep interval, ZigBee and Bluetooth
are close to 0.

4.2. System Effectiveness Testing. In order to verify the per-
formance of the system, this study selected a house with a
living area of about 110 square meters as a test site (located in
Shuangliu District, Chengdu, Sichuan Province). The house
includes one bedroom, one bathroom, one family room, one
kitchen, one store room, one living room, one balcony, and a
study. The layout of these rooms is shown in Figure 13.

In order to better test the classification of random forest
in each case, we produced four smoke detection modules,
ensuring that the data transmission is stable and the packet
acceptance success rate is higher than 90% of the case [33].
The four smoke detection modules are placed next to the
bedroom door, bathroom ceiling, kitchen ceiling, and living
room sofa. Then, we started to set the simulation. Scene
1: at the same time, in the bedroom, we lit a bunch of
clothes to simulate a fire smoke and cooking in the kitchen to
produce fumes, closed the bathroom door, opened hot water
to produce water mist, and in the living room did nothing
to ensure that the air status is normal. After a number of
simulations, we started to set up the simulation. Scene 2: at
the same time, in the living room, we lit a bunch of clothes to
simulate a fire smoke, boil water in the kitchen to produce
water mist, and in the bedroom and the bathroom we did
nothing to maintain the normal air state, and we carried
out the same number of simulations. These two types of
simulation scenarios are the settings that we think are most
close to the life scene. Table 3 is a summary of these two
simulated scenarios.

A total of 2,5006 observations and 5 variables were
collected from April and May 2017, including the normal

Table 3: Air condition in different rooms under different scenes.

Bedroom Kitchen Bathroom Living room
Scene 1 Fire Cooking oil Water mist Normal
Scene 2 Normal Water mist Normal Fire

environment, fire smoke, fumes, and water mist.The random
forest algorithm was used to classify these data. After analyz-
ing the classification results, the error rate was found to be
0. Figure 14 shows the results of random forest identification.
It can be seen from the figure that the air conditions have
obvious characteristics under these four indicators.

4.3. Visualization of Experimental Data. Figure 15 shows the
visualization of smoke concentration (unit: mg/m3) in the
living room at 09:54 to 10:40 on April 13. Since the collected
data is updated every second, in order to prevent the data
from being displayed too fast, the mechanism of automatic
updating every two minutes is adopted to ensure the timeli-
ness of the data and the normal display function.

5. Discussion

Accor ding to the simulation scenario testing, we can see that
the system performed well in the indoor smoke classification
and can meet the needs of users for remote monitoring and
has certain practical significance for realizing the intelligent
home environment monitoring. But the whole system can
also be improved in function.

First of all, the current system can only identify four
types of circumstances: the normal environment, fire smoke,
fumes, and water mist environment; in fact, smoke is gen-
erated in several forms, such as secondary smoke generated
from primary smoke and construction site smoke.

Second, in the data visualization, the current visualization
page can only provide a simple browsing function and cannot
perform complex operation such as data extraction.

Moreover, the system is currently vulnerable to network
communications and external intrusion. For the whole sys-
tem, we must have a noise security mechanism; this is an
important future research direction.

Finally, when the number of routers in the system keeps
increasing, the amount of data will multiply, making it easy
for data to overflow, generating some unpredictable errors in
the stored procedure.The test only used four smoke detectors
and has not yet met the problem of excessive data volume.
In order to prevent the possibility of simultaneous storage
errors, our current solution is to set up a separate data storage
cycle for each smoke detection module. But later, we need to
optimize these two issues.

6. Conclusion

In this paper, we introduced an implementation method
of intelligent smoke alarm system, including sensor net-
work, classification algorithm, and visual interface. Then, the
problem of low precision and weak timeliness of traditional
smoke alarms is given. The solution of smoke information
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Figure 14: The distribution of temperature, pressure, humidity, and dust in different environments. Data sets were classified by temperature,
pressure, humidity, and dust.

classification and display and component wireless sensor
network is put forward. (1) Smoke information classification
solves the problem of low accuracy of traditional smoke
alarms. (2) Smoke information visualization can help users
understand the air situation more intuitively. (3) Wireless
sensor networks can improve the timeliness of the alarm.
The experimental results show that, based on the proposed

intelligent smoke alarm system, the air condition can bemore
accurately distinguished, and the probability of false alarms
is greatly reduced, so that the air information can be viewed
in real time and the alarm information can be received in a
timely manner. In addition, we have discussed some of the
shortcomings of the current system. In the future, we will try
to identify more types of smog in the same sensor system.
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And the visual function is extended to add more user cus-
tomization options and enhance the security of the system to
ensure the stability of data transmission and storage. Finally,
consider the system’s requirements for the communication
environment; the intelligent smoke alarm system should be
used in the weak electromagnetic environment such as the
family.
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We explore how to leverage the performance of face feature points detection onmobile terminals from 3 aspects. First, we optimize
the models used in SDM algorithms via PCA and Spectrum Clustering. Second, we propose an evaluation criterion using Linear
Discriminative Analysis to choose the best local feature descriptions which plays a critical role in feature points detection.Third, we
take advantage of multicore architecture of mobile terminal and parallelize the optimized SDM algorithm to improve the efficiency
further. The experiment observations show that our final accomplished GPC-SDM (improved Supervised Descent Method using
spectrum clustering, PCA, and GPU acceleration) suppresses the memory usage, which is beneficial and efficient to meet the real-
time requirements.

1. Introduction

Face feature point detection and tracking is a hot topic in
the research field of computer vision. It is the foundational
technology of face pose evaluation, face expression transfer
or synchronization, and so on. With the popularity of smart
mobile terminals, a real-time tracking of facial feature points
in mobile terminal is highly on demand. For example, the
recently designed mobile [1] or vehicle [2] social networks
need high quality face feature points tracking and detection
for security authentication. It may also benefit the infor-
mation retrieval within mobile crowd sensing architectures
[3, 4]. However, due to the limited computational capacity
of floating points on mobile terminal and the battery power,
a series of face feature detection algorithms, which were
successful on computer, cannot be realized directly onmobile
terminals.Thus we come to the problem about how to realize
real-time detection and tracking of face feature points on
mobile terminals with limited computation power.

Nowadays, numerous research studies of facial feature
point detection have been embodied in the experimental
exploration on personal computer (PC) side. According to
literature [5], from the model design, the method of facial
feature point detection methods can be divided into local
facial feature based, global facial feature based, and the

hybrid method combining local features and global features.
In comparison with other methods developed in recent
years, four local feature based algorithms, such as Supervised
Descent Method (SDM) [6], Coarse to Fine Shape Searching
(CFSS) [7], Ensemble Regressing Trees (TREES) [8], and
Explicit Shape Regression (ESR) [9], have achieved out-
standing performances. Surprisingly, although thesemethods
do not take into account the geometric features of facial
feature points, they still manifest a good expression of facial
occlusion. In spite of the simplicity, the speed and accuracy
of SDM algorithm are still very competitive so far. And the
cascade regression method firstly contributed by SDM has
been continuously learned by the scholar community [10–
13] until now. Besides, based on a local receptive field of
artificial neurons, Baltrusaitis et al. [14] in CMU proposed
a method of facial feature point detection, which performed
well under different illuminations. Based on both global
and local feature descriptions, Hasan et al. [15] developed a
shape regressionmethod, whichmade a breakthrough on the
W300 test set. Jaiswal et al. [16] proposed Gabor-LBP based
face feature detection using model selection and support
vector regression. According to the experiment observations,
this method plays a superior role in capturing the face
feature points with local occlusion and background clutters.
Specially, Martinez et al. [17] broke the traditional routines of
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sequential regression method on this problem and proposed
multivisual cues aggregation regression approach. With the
continuous success of deep learning in computer vision tasks,
Jourabloo and Liu [13] employed CNN as both shape and
coefficients of 3D facemodel estimators for large pose variant
face alignment and it can estimate 3D face shapes as shown
in their experiments.

Recently, mobile devices have attracted tremendous
attentions. Choi et al. [18] developed a face feature detection
system for real-time training on mobile phones. Tresadern et
al. [19] introduced the fixed-pointmethod [20] andHaar-Like
feature into the Active Shape Model [21] (ASM) algorithm to
perform real-time tracking of facial feature points. Based on
hierarchical model, Jian-kang et al. [22] proposed a detection
method, achieving better results on mobile phones. Jiang
[23] developed a facial feature detection system based on
Android platform. With facial point detection on Android
platform, Hp [24] invented a 3D human face pose estimation
system.

Despite the numerous studies on the face feature detec-
tion algorithm for mobile terminals, it is still in its infancy,
and most of them are based on mobile operating system.
In this article, we improved SDM algorithm [6] with two
aspects: the calculation andmodel. First of all, we reduced the
dimension of features needed for localizing the facial feature
points by using spectrum clustering. Second, we decreased
the number of linear models in SDM by PCA. Finally, the
local feature extraction and SDM model calculation were
combined and optimized on the mobile GPU to further
improve the performance of SDM algorithm. Since the SDM
method is widely learned by most recently released face
feature point detection methods, our modification should
be also meaningful to boost the performance of other
approaches.

2. Solution Pipeline

Figure 1 presents the schematics of collecting video data
with mobile phone cameras. Face feature point detection is
applied to a frame extracted from the video stream. Face
detection is performed using Viola’s face detector. In order
to overcome the illumination problems, the preprocessing
steps have been employed in this work (details are available
in Section 3). The local image feature extraction algorithm
is performed on the initial feature points distribution,
using LBP, HOG [25], SIFT [26], and so on. The feature
extraction algorithm is implemented following GPU parallel
design, which is copied into shared memory according to
the pixel values of face images needed by each comput-
ing unit. At the same time, the SDM algorithm model is
also embedded into the shared memory according to the
computing unit. The calculated results of each computa-
tional unit are the regression components of human face
shape.

After obtaining the regression components, we merge
the regression components and update the shape model
based on the integrated regression components. The process
is repeated until that the shape model satisfies the error
requirements in the training process.

Illumination preprocess

Local feature extraction

GPU optimization

Detection result

Feature points optimization

Initial feature points

Figure 1: The solution pipeline.

3. Preprocessing

Considering the real video data acquisition, cameramay have
noise in dim condition, resulting in large image gradient
or irregular filter responses, which severely influence the
robustness of the detection algorithm. We normalized the
face image from two aspects: noise reduction and brightness
stretching as shown in Figure 2.

Firstly, we performed median filter to reduce the noise
probably caused by the low light conditions. Then the his-
togram equalization is performed, in order to unify the light
effect, clear the surface details of dim face image, and prepare
for the subsequent steps.

4. Optimized SDM

4.1. Introduction to SDM. The core idea of SDM algorithm
is to minimize the object function (1), aiming at finding the
right modification of current position to the ground truth.
The expression is as follows:

Δ𝑥 = argmin
Δ𝑥

ℎ (𝑑 (𝑥0 + Δ𝑥) − ℎ (𝑑 (𝑥
∗))) , (1)

where 𝑥∗ represents for the labeled facial feature points
position; 𝑑 stands for face images; ℎ is the local description
extracted at certain positions; 𝑥0 is the initial shape. Accord-
ing to Newton method, minimizing (1) yields

Δ𝑥 = −2𝐻−1ℎ 𝐽ℎ (ℎ (𝑑 (𝑥
∗)) − ℎ (𝑑 (𝑥0))) , (2)

where𝐻ℎ is the HessianMatrix of feature extraction function
denoted by ℎ; 𝐽ℎ is the Jacobian of ℎ. Although the function is
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Noisy dark image Median filter Histogram equalization

Figure 2: Face image preprocessing.

ill posed since the feature extraction function ℎ is commonly
unknown in practice, it can be reformulated as

Δ𝑥 = 𝑅 ∗ ℎ (𝑑 (𝑥0)) + 𝑏. (3)
Since the facial feature points are labeled at each instance,

𝑗 = 1, 2, . . . , 𝑛, the difference between initial and optimal
feature points Δ𝑥𝑗 is also known; thus we have the following
linear system:

Δ𝑥𝑗 = 𝑅 (ℎ (𝑑𝑗 (𝑥0))) + 𝑏. (4)

Let 𝑑𝑗 represent the 𝑗th training image; Δ𝑥𝑗 is used to solve 𝑅
and 𝑏 in the training phase. After the 𝑖−1 regressionmodel𝑅𝑖,
𝑏𝑖 is obtained; we update each initial shape of each individual
training samples:

𝑥𝑗𝑖 = 𝑥
𝑗
𝑖−1 − 𝑅 (𝑅𝑖−1 (ℎ (𝑑

𝑗 (𝑥𝑗𝑖−1))) + 𝑏𝑖−1) . (5)

Training was accomplished after obtaining the regression
models: {𝑅𝑖, 𝑏𝑖}, 𝑖 ∈ 1, 2, . . . , 𝐾.

In the research of facial feature point tracking, SDM
algorithm is still applicable. The difference between the face
feature points detection and the face feature points tracking
is in the initial feature points distribution. In the training
step of facial feature points tracking, each individual’s initial
facial points position 𝑥𝑖0 is randomly sampled once or several
times from its label 𝑥∗𝑖 within 95% or 20 pixels rescale or
translation. Then, the tracking models are obtained with the
same process discussed above. It is reasonable because the
face shapes in consequence frames change slowly in the video.

4.2. Model Compression. Through the above analysis, we can
find that SDM algorithm uses multiple regression to achieve
the face feature point alignment, and its computational com-
plexity is mainly concentrated in the calculation of regression
models:

𝑅𝑡 = 𝑋 (𝑆𝑡) 𝐴 𝑡 + 𝐵𝑡,

𝑆𝑡+1 = 𝑆𝑡 + 𝑅𝑡.
(6)

Assuming 𝑆𝑡 is the feature points position after 𝑡 times
regression, considering we have 66 feature points to align, we
will need 66∗2 = 132 linear model at each regression model.
However, with careful consideration, we can find that if two
feature points 𝑦𝑖, 𝑦𝑗 in shape 𝑆 are not strongly correlated, the
local feature extracted at 𝑦𝑖 does not help much to locate 𝑦𝑗.
Thus, we separate 𝑆 to 𝑆1, 𝑆2, . . . , 𝑆𝑘, making feature points in
the same subshape mostly correlated, and feature points in
different subshapes not that relevantly. In order to accurately
estimate the number of categories, we introduce spectral clus-
tering for analysis. First, the correlation coefficients between
different feature points are defined as

𝜌𝑘,𝑗 =
1
𝐷
∑
𝑑



𝐸 (𝑝𝑘,𝑑 − 𝐸 (𝑝𝑘,𝑑)) 𝐸 (𝑝𝑗,𝑑 − 𝐸 (𝑝𝑗,𝑑))
𝜎𝑘,𝑑𝜎𝑗,𝑑


. (7)

Let 𝑛 be the number of training samples, 𝐷 be the
dimension of feature points, and 𝜎𝑘,𝑑 be the covariance of the
𝑘th feature point in dimension 𝑑.

We use the correlation coefficientmatrix directly to define
the Laplacian Matrix:

𝐿 = 𝐷 −𝑊. (8)

The weight matrix 𝑊𝑖,𝑗 = 𝑒−𝜌𝑖,𝑗 , and 𝐷𝑖𝑖 = ∑𝑗𝑊𝑖,𝑗.
According the spectrum clustering, the number of smallest
Eigen values of 𝐿 minus 1 is the number of catalogs denoted
as 𝐾. Thus we can get 𝐾 subshapes by performing 𝑘-means
on the last second Eigen vector to the 𝐾 + 1 Eigen vectors.
Assuming that face feature points can be divided into 𝐾
classes, the facial feature point location of SDMalgorithm can
be rewritten as

𝑆𝑡𝑘 = 𝑋(𝑆𝑡−1𝑘 ) 𝑅𝑇𝑘 + 𝑏
𝑇
𝑘 + 𝑆
𝑡−1
𝑘 ,

𝑆𝑡 = ⋃
𝑘

𝑆𝑡𝑘.
(9)

Equation (9) uses union of subshapes’ regression model
to determine the whole shape of face. The method reduces
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the length of each linear model 1/𝐾 times to the original
and relaxes the computational complexity of SDM. However,
the number of linear models in the framework of the SDM
algorithm has not been reduced. Therefore, we use PCA to
further simplify the SDM cascade linear model. The process
is as follows:

Assuming we have the following linear model:

𝑋𝐴 + 𝐵 = 𝑌, 𝑌 = (𝑦1, 𝑦2, . . . , 𝑦𝑚) (10)

we perform dimension reduction using PCA on 𝑌 so that
𝑌𝑊 = �̃�. 𝑊 ∈ 𝑅𝑚×𝑛 is the principals of 𝑌 and 𝑛 ≪ 𝑚. We
have

�̃�𝑊𝑇 = 𝑌 (𝑊𝑊𝑇) . (11)

If we denote𝑊full = [𝑊,𝑊𝑟], this yields

𝑌 − 𝑌𝑊𝑊𝑇 = 𝑌𝑊full𝑊full𝑇 − 𝑌𝑊𝑊𝑇

= 𝑌 (𝑊𝑊𝑇 +𝑊𝑟𝑊𝑟𝑇) − 𝑌𝑊𝑊𝑇

= 𝑌𝑊𝑟𝑊𝑟𝑇.

(12)

From matrix decomposition of 𝑌𝑇𝑌, we have

𝑊𝑟𝑊𝑟𝑇𝑌𝑇𝑌𝑊𝑟𝑊𝑟𝑇 = 𝑊𝑟Λ𝑅𝑊𝑟𝑇. (13)

Λ𝑅 is the diagonal matrix with Eigen values correspond-
ing to𝑊𝑟. Because Λ𝑅 ≈ 0, we can know 𝑌−𝑌𝑊𝑊𝑇 ≈ 0. So
(11) can be rewritten as

𝑋𝐴 + 𝐵 = �̃�𝑊. (14)

Since𝑊 is orthogonal, multiplying𝑊𝑇 on both sides of
(14), we get

𝑋𝐴𝑊𝑇 + 𝐵𝑊𝑇 = �̃�. (15)

It can be rewritten as

𝑋𝐴 + 𝐵 = �̃�. (16)

From the analysis above, we can know that the width of
each linear model can be reduced to number of principal of
𝑌.

4.3. GPU Acceleration. In the design principle of SDM algo-
rithm, we know that the robustness of local feature extraction
from facial feature points has a very important impact on
the effect of face alignment. In practice, we find that the
feature extraction and the model computation consume half
of the time cost of SDM algorithm, respectively. With the
development of computer vision, scholars have proposed an
endless stream of local feature descriptors. Among them, the
most widely used features areHOG (Histogram ofGradients)
[25], SIFT (Scale Invariant Feature Transformation) [26], and
LBP (Local Binary Patterns) [27]. However, these features
are either too time consuming or difficult to be parallelized.
For example, HOG feature is hard to be paralleled for lack

of feature points. The reason may lie in overlapping cell.
Statistical histograms of gradient directions are very easy to
generate conflicts in memory accesses of computing units.
While using parallel SIFT features, because of the need
to obtain images pyramid, it will not save computational
overhead but will lower the performance of the algorithm
when the feature points’ size is small. Therefore, the main
work of GPU acceleration is summarized as follows: (1)
picking up the suitable image feature extraction algorithm
which is easy to be parallelized and robust under small scale
data. (2) By taking benefits of mobile phone GPU, parallelize
the feature extraction in face alignment problem and the
calculation of SDM algorithm

For the judgment of local description features, we derive
heuristics from the linear discrimination analysis (LDA).
Given an algorithm, denoted as𝐴 𝑖, we expected local features
extracted using 𝐴 𝑖 should have smaller covariance at the
same feature point in training set 𝐷. The features extracted
at different feature points should have enough difference.
Apply the algorithmic idea of LDA; that is, in the same class,
variance of features should be as small as possible. On the
contrary, the variance between classes should be as large as
possible. We denote 𝐿𝑘𝑖,𝑗 as the local feature extracted in the
𝑘th sample’s 𝑗th feature points 𝑃𝑗 using algorithm 𝐴 𝑖. The
covariance of 𝑃𝑗’s local feature can be expressed as

Cov (𝑖, 𝑗) =
∑𝑘 (𝐿

𝑘
𝑖,𝑗 − 𝑚𝑖,𝑗) (𝐿

𝑘
𝑖,𝑗 − 𝑚𝑖,𝑗)

𝑇

|𝐷|
, (17)

where 𝑚𝑖,𝑗 is the mean of all samples feature extracted at 𝑃𝑗
using algorithm 𝐴 𝑖,𝑚𝑖,𝑗 = ∑𝑘 𝐿

𝑘
𝑖,𝑗/𝑛.

Thus, the covariance of different feature points using 𝐴 𝑖
can be calculated with

Cov (𝑖) =
∑𝑗 (𝑚𝑖,𝑗 − 𝑚𝑖) (𝑚𝑖,𝑗 − 𝑚𝑖)

𝑇

𝑃
, (18)

where 𝑚𝑖 = ∑𝑗𝑚𝑖,𝑗/𝑃. We believe that if the feature extrac-
tion algorithm 𝐴 𝑖 is good enough, the covariance should
be small with the same feature points but distinguishable at
different feature points. Thus, we want to evaluate 𝐴 𝑖 using
the similarmethod as used in LDA.Despite the Eigen vectors,
we are only concerned about the portion of the max 𝑘 Eigen
values:

Score (𝐴 𝑖) =
max𝑘Eigen (∑Cov (𝑖, 𝑗))−1 Cov (𝑖)
∑Eigen (∑Cov (𝑖, 𝑗))−1 Cov (𝑖)

. (19)

Finally, we choose the algorithm with largest portion of
largest 𝑘 Eigen values:

𝐴∗ = argmax
𝑖

Score𝑖 (𝐴 𝑖) . (20)

We have analyzed recent popular local feature extraction
algorithms for computer vision, including SIFT, SURF [28],
HOG, BRIEF [29], ORB [30], BRISK [31], Freak [32], and
MRLBP [27]. And we discovered that Freak has better per-
formance in the problem of face alignment. The experiment
details will be discussed in Section 5.
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Figure 3: GPU parallel model for fusion feature extraction and SDM.

SDM face alignment algorithm does not have sufficient
data to apply GPU acceleration. And if we do so, we will make
both GPU-shared memory and CPU memory frequently
visited. This will not only affect the performance of the
algorithm, but also reducememory life.Therefore, facilitating
GPU architecture of mobile phone, we design a parallel SDM
and feature extraction mode. As shown in Figure 3, our
method parallelized features extraction and model solution
of SDM. First, we load the pixel values of the subblocks at
each feature point in memory according to the location of
each feature point in the initial shape. Please note that if
the pixel values in the subgraph block need to be accessed 𝑘
times, we will store 𝑘 copies of the pixel values in the shared
memory. At the same time, the SDM algorithm is applied to
the model fractions and image features at each patch, which
is stored in the shared memory. Once the feature extraction
calculation of a feature point is completed, the component of
the image feature at the feature point is directly taken as the
contribution to the overall shape regression.

5. Experiment Results & Discussion

In our experiment setup, we firstly evaluate the performance
of local features as described in Section 4 with 𝑘 = 30. In
Table 1, we denote (Sep.) as the separable score according to
(20), (p/s) as the numbers of feature points can be processed
by these algorithms. To evaluate performance in mobile
terminal, we use Qualcomm snapdragon 800 series platform.
The dataset we used is a combination of LFW66 [33] and
Helen [34].

As we can see in Table 1, the traditional local feature
algorithm still has certain advantage regarding robustness
or running speed. The most stable feature is still the HOG

Table 1: Performance comparison of each feature.

P. A.
Sift Hog LBP BRIEF BRISK ORB FREAK MRLBP

Sep. 0.6 0.67 0.4 0.47 0.44 0.45 0.65 0.62
p/s 47 66 200 131 147 112 150 132

feature, but the fastest algorithm is the LBP feature. Consid-
ering the stability and running speed of the feature, the fast
retinal feature points (Freak) proposed in recent years has
more practical value.

Consequently, we compare the performance of the orig-
inal SDM algorithm with our optimization on the aspects
of efficiency and robustness. In order to prove the effec-
tiveness of each optimization step, the whole optimization
procedure is divided intoC-SDM: the clustering optimization
based on the feature point correlation; PC-SDM: the dimen-
sional reduction optimization based on principal component
analysis and feature point clustering; GPC-SDM: the face
alignment algorithm which is finally proposed in this paper
with adding dynamic GPU parallel optimization. First, we
compare the optimization algorithms of each step with the
original SDM. In order to quantify the problem, we first
define the accuracy of the face regression algorithm with

𝑝 (𝐼𝑘) =
∑𝑝

𝑦
𝑝

𝑘
− 𝑦𝑝
𝑘


𝑃 𝑦𝑘 (𝑙) − 𝑦𝑘 (𝑟)


, (21)

where 𝐼𝑘 is the 𝑘th image in testing set and 𝑦 represents the
estimated shape.Thedenominator is the distance between left
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Table 2: Performance comparison with state-of-the-art algorithms.

SDM-SVR SDM(L1) PC-SDM GPC-SDM EST F-LBF F-cGPRT
Fps. 4.5 47.5 27.5 48.6 100 150 220
Success. 0.92 0.85 0.915 0.906 0.72 0.75 0.78
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Figure 4: The plot of success rates.
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Figure 5: The tested fps of each optimization step.

and right eye, which is used to normalize the estimation error.
We define the successful score of certain precision as follows:

success (𝛼) =
∑𝑘 𝛿 (𝑝 (𝐼𝑘) ≤ 𝛼)

𝐶
, (22)

where 𝛿 is the indicator pointing out whether the testing
sample’s estimation error is lower than 𝛼 and 𝐶 is the
number of testing samples. The successful rate of different
optimization with growing 𝛼 is shown as Figure 4.

Combined with Figures 4 and 5, we can see that each
phase of the optimization has significantly improved against
the previous phase. Compared with the original SDM algo-
rithm, C-SDM algorithm has a slight decline in the success
rate. PC-SDM algorithm, integrating PCA and C-SDM,
can enhance the performance further without affecting the
success rate.Though theGPU-basedGPC-SDMoptimization
should have the same success rate curve with the PC-
SDM algorithm, due to the excessive GPU floating-point
truncation error, the success rate decreased slightly in high

precision conditions. For all the algorithms, a relaxation of
the accuracy condition can lead to the same success rate as the
SDM algorithm. In a word, through comparison experiment,
we can see that the optimization scheme proposed in this
paper can achieve significant improvement in performance.

Finally, we compare our last two modifications with
the state-of-the-art face feature points detection methods
with speed advantage. The experiments were cross datasets
designed to prevent overfitting phenomenon; that is, if the
model was trained on one dataset, saying the Helen dataset,
it must be evaluated with other datasets, say the LFW. Thus,
the precisions may slightly different from the publications of
the original works. Also, the fps decreases dramatically since
the experiment environment moves to mobile terminal. To
simplify the experiments, we choose 𝛼 = 0.02 and compare
both fps and success rate with state-of-the-art algorithms:
the ensemble regression trees (EST) [9], the Gaussian process
regression trees (F-cGPRT) [10], the local binary feature
regression (F-LBF) [11], and the L1 norm penalty SDM
(SDM(L1)) [12].

As shown in Table 2, the performance of PC-SDM and
GPC-SDM boost the speed of face feature points detection
and preserve the successful rate of the most robust SDM
algorithm. Other state-of-the-art algorithms used regression
trees or forest and simple image features to improve the
speed. However, these approaches do not break through the
computation framework proposed by SDM. And nowadays
regression trees algorithms are easy to overfit the training set.
This can be easily observed in Table 2 where although their
approaches were announced to be precise, the successful rate
downgraded with cross datasets evaluation. One successful
modification of SDM is SDM(L1) [12], which employs sparsity
with the SDM models and can speed up the algorithm easily
and significantly. However, it also sacrifices the success rate
compare to original SDM algorithm with support vector
regression. Thus, although our proposal did not achieve the
fastest performance even with GPU acceleration, it has more
practical value considering both robustness and real-time
requirements.

6. Conclusion

In this paper, we transplant the SDM algorithm on mobile
devices with the following work: first, based on the corre-
lation analysis between the feature points on the statistics
of face shapes, we introduce spectral cluster and PCA to
reduce the model size of SDM. Second, a local feature
evaluation method based on linear discrimination classi-
fication is proposed, which decouples feature evaluation
and face alignment algorithm to facilitate the experimental
work. Third, a GPU-based SDM model is proposed, which
combines feature extraction and model solving. Finally, the
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potential of SDM algorithm is fully exploited, and the SDM
algorithm is optimized and transplanted to mobile terminal.

Face alignment algorithm has broad application
prospects, but the research of this problem is still in its initial
stage. We still need to improve the success rate of the face
alignment algorithm, especially in the presence of occlusion,
light changes, night light, and face 3D pose changes. The
algorithm of face alignment and facial feature point tracking
success rate is still insufficient. Studying how to overcome
these problems is important in our next research work.
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Currently, a number of crowdsourcing-based mobile applications have been implemented in mobile networks and Internet of
Things (IoT), targeted at real-time services and recommendation. The frequent information exchanges and data transmissions in
collaborative crowdsourcing are heavily injected into the current communication networks, which poses great challenges forMobile
Wireless Networks (MWN). This paper focuses on the traffic scheduling and load balancing problem in software-defined MWN
and designs a hybrid routing forwarding scheme as well as a congestion control algorithm to achieve the feasible solution.The traffic
scheduling algorithm first sorts the tasks in an ascending order depending on the amount of tasks and then solves it using a greedy
scheme. In the proposed congestion control scheme, the traffic assignment is first transformed into a multiknapsack problem, and
then the Artificial Fish SwarmAlgorithm (AFSA) is utilized to solve this problem. Numerical results on practical network topology
reveal that, compared with the traditional schemes, the proposed congestion control and traffic scheduling schemes can achieve
load balancing, reduce the probability of network congestion, and improve the network throughput.

1. Introduction

In recent years, crowdsourcing have received extensive atten-
tion from industry and academia, which was originally pro-
posed by American journalist Jeff Howe in 2006. Crowd-
sourcing means that tasks performed by employees in a com-
pany or institution before will be outsourced to the unspecific
public networks in a free and voluntary form. Tasks of crowd-
sourcing are usually undertaken by the individual. But if the
people involved need to collaborate to complete the task,
theremay appear in formof individual production dependent
on open source. Many tasks cannot be achieved through a
simple algorithm, such as image labeling, commodity eval-
uation, and entity recognition. These kinds of problems are
difficult for machines to handle but can be done with crowd-
sourcing. In crowdsourcing it publishes tasks directly to the
Internet and gathers unknown people on the Internet to solve

problems that are difficult to deal with by traditional comput-
ers alone, such asWikipedia, reCAPTCHA[1], tagged images,
and language translations. According to the different forms of
public participation in crowdsourcing, it can be divided into
collaborative crowdsourcing and crowdsourcing contest. In
collaborative crowdsourcing, tasks require collaboration be
tween the masses, but people who perform tasks usually do
not have rewards. Crowdsourcing can effectively solve ma-
chine-hard tasks by leveraging machine and a large group of
people on the web.

Software-Defined Networking (SDN) refers to a new net-
work architecture developed fromOpenFlow technology [2].
SDN technology can be programmed by software to con-
trol the data forwarding and ultimately achieve the purpose
of free data transfer control. SDN technology has outstanding
advantages in flow control; therefore, we hope to use SDN
technology to solve the problem of congestion control and
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traffic scheduling [3] in crowdsourcing-based Mobile Wire-
less Networks (MWN).

Currently, a number of crowdsourcing-based mobile ap-
plications have been applied in mobile networks and Internet
of Things (IoT), targeted at real-time services and recom-
mendation, for example, Uber, Elance, Amazon, and Airbnb.
These frequent information exchanges and data transmis-
sions are heavily injected into the current communication
networks [4], which poses great challenges for congestion
control and traffic scheduling problem [5] inMobileWireless
Networks. To solve the emerging challenges, this paper focus-
es on the traffic scheduling and load balancing problem in
software-defined Mobile Wireless Networks for collaborative
crowdsourcing. This paper first presents a network model
towards traffic engineering problem and then designs a hy-
brid routing forwarding scheme as well as a congestion con-
trol algorithm to achieve the feasible solution. To validate the
performance of the proposals, a lot of simulation experiments
are carried out.

The rest of this paper is organized as follows. Related
work in recent years is reviewed in Section 2. The network
model is then formulated in Section 3. In Section 4, design
of congestion control and traffic scheduling scheme are pre-
sented in detail. Simulation results and analysis are discussed
in Section 5. Finally, conclusions are given in Section 6.

2. Related Work

At present, some researchers have summarized the research
work of crowdsourcing from different perspectives.

Yuen et al. in [6] summarized the progress of crowdsourc-
ing from applications, algorithms, performance, and data
sets. Kittur et al. in [7] explained the challenges of crowd-
sourcing in 12 aspects such as synchronous collaboration,
real-time response, and dynamic machines. Doan et al. in
[8] reviewed the crowdsourcing system applied on the world
wideweb and summarized the crowdsourcing system accord-
ing to the problem type and the way of collaboration. Zhao
and Zhu in [9] reviewed crowdsourcing research from four
perspectives: information, technology, the public, and orga-
nization. Kittur et al. in [10] have studied how to decompose
complex tasks and how to integrate workers’ answers to per-
form initial tasks and proposed a MapReduce framework to
achieve the decomposition of tasks. However, their method is
only suitable for specific types of tasks, and the general effect
is unsatisfying. Scalability still needs to be solved. References
[11–13] focus on the technology of combining machine and
human with the join operation in crowdsourcing environ-
ment, which first filters the problem through the machine
algorithm and then assigns the remaining problems to the
workers. The authors of [12] used the transitive relationships
of entities to further reduce the number of tasks, thereby
saving the cost. Lofi et al. in [14] reduced the cost of the task
by preprocessing data sets containing missing data through
the “error model” and getting the answers from workers.
Sakamoto et al. in [15] studied the ways in which crowdsourc-
ing participants often interact in different task types. Heer
et al. in [16] studied how to carry out a survey and found

that the design interface wasmore suitable for crowdsourcing
workers throughquestionnaires.The authors in [17] proposed
a method based on random map generation and messaging
task allocation. The limitation of this method is that it can
only be used for a specific type of task to the difficulty of the
task. However, there are various types of task crowdsourcing
platform, and some tasks need special professional knowl-
edge, such as language translation task. Liu et al. in [18] imple-
mented a data analysis system to ensure the quality of the
results as themain goal, first through forecastingmodel num-
ber assigned tasks and, then, in the process of task execu-
tion, through online quality assessment results to determine
whether to terminate the task ahead of time, thus saving cost
and time.The authors in [19] proposed a new workers’ model
in crowdsourcing. Through this model, the workers’ quality
can be computed accurately and timely. For big data tasks, the
number of tasks affects the overall cost of the tasks.The num-
ber of tasks can be reduced by effectively designing the task,
thus saving the task cost. Marcus et al. in [20] proposed the
strategy to transform the problem of each task into multiple
subproblems. But when a task contains a large number of sub-
problems, the price of task needs to improve. Otherwise, it
will be easy to cause only a small number of workers selected
task. That is to say, even though such an approach reduces
the number of tasks, the overall cost of the task is not guar-
anteed to be reduced. The authors of [21] presented a com-
prehensive system model of Crowdlet that defines the task,
worker arrival, andworker abilitymodels. In [22], the authors
designed an approximate task allocation algorithm that is
near optimal with polynomial-time complexity and used it as
a building block to construct the whole randomized auc-
tion mechanism. Compared with deterministic auctionmecha-
nisms, the proposed randomized auction mechanism in-
creases the diversity in contributing users for a given sens-
ing job. The authors of [23] presented a new participant
recruitment strategy for vehicle-based crowdsourcing. This
strategy guarantees that the system can perform well using
the currently recruited participants for a period of time in the
future. The authors in [24] focused on a more realistic
scenario where users arrive one by one online in a random
order. The authors in [25] focused on the problem of how
to efficiently distribute a crowdsourcing task and recruit
participants based onD2D communications. In [26], existing
definitions of crowdsourcing were analyzed to extract com-
mon elements and to establish the basic characteristics of any
crowdsourcing initiative. Based on these existing definitions,
an exhaustive and consistent definition for crowdsourcing is
presented and contrasted in eleven cases. In [27], the authors
defined traffic engineering as a large-scale network project to
solve the performance evaluation and network optimization
in the network. In [28], traffic engineering has been further
explained, and the traffic engineering is a route optimization
method to improve the quality of network service by avoiding
the link congestion in the network.

3. Network Model

There are a number of possible next hops thatmay occur after
the crowdsourcing task has selected the assignment object in
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Figure 1: The illustration of the next hop selection in our network model.

the mobile wireless network, and different next hop options
affect the load balancing in the network. As shown in Figure 1,
if the crowdsourcing task source node in the figure forwards
the mission to the destination node through the next hop 1,
the maximum link utilization rate in the network is 0.6. If the
next hop 2 is chosen to forward the task assignment, then the
maximum link utilization in the network is 0.4.Therefore, the
SDN controller in the network needs to calculate the next hop
periodically to achieve the load balancing in the network.

Taking into account the fact that the routing network
already exists in the current mobile wireless network, it
requires a lot of manpower and resources to replace all the
wireless nodes for the SDN node [29].Therefore, we consider
the SDN node in themobile wireless network part of the con-
figuration of the scenario.We assume the nodes in themobile
wireless network run the OSPF protocol, so the SDN con-
troller can collect the load information of the links in the net-
work. And the SDN nodes can obtain the link utilization rate
of all the links in the network. When the crowdsourcing task
leaves the SDN node, it may pass through other SDN nodes
on its forwarding path. These nodes can also have multiple
next hops, as shown in Figure 2, where the yellow nodes rep-
resent SDN nodes, while the white nodes represent non-SDN
nodes. In addition, the solid line represents the forwarding
path, and the dotted line represents the possible forwarding
paths. It is assumed that the current task node 1 is an SDN
node, and it selects node 2 as its next hop.There is also anoth-
er SDN node 4 on the forwarding path, and the next hop of
node 4 may be node 5 or node 6. Through the coordination
of multiple SDN nodes distributed in the Mobile Wireless
Networks, we can have multiple possible forwarding paths to
carry the crowdsourcing tasks to achieve load balancing for
global networks.

Therefore, we first need to find out all the possible paths
that the package task forwards. We use the tree structure to
build all possible forwarding paths [30]. First, we construct
the source node of the task as the root of the tree. Each node in
the tree can be divided into SDN nodes and non-SDN nodes.
If it is an SDN node, then it can have multiple child nodes;
otherwise, it only has a child node. We assume that when
the package task is forwarded, each node in the network
will inject an identity packet of the current node. When
passing through the SDN node, we check this identity packet
and remove the branch path containing the nodes that
already exist in the current identity packet, ensuring that the

loopback is not generated when the packet task is forwarded.
In Figure 2, for example, the tree structure of all possible
forwarding paths can be constructed as shown in Figure 3.

In what we described above, there is only one crowd-
sourcing task in the wireless sensor network, but, in reality,
there can be multiple crowdsourcing task in the network [31].

Formally, the wireless sensor network can be modeled
as 𝐺(𝑉, 𝐸), with the node set 𝑉(1, 2, . . . , V) and link set
𝐸(𝑒12, 𝑒13, . . . , 𝑒𝑖𝑗).

Assume that there is no interference between nodes and
links. Suppose 𝑇 is the crowdsourcing tasks matrix, and the
task set is𝑁(112, 2

1
2, . . . , 𝑛

𝑠
𝑑) (𝑠 is the crowdsourcing task source

node and 𝑑 is the crowdsourcing task destination node). And
the amount of task is 𝐿(𝑛𝑠𝑑). Define 𝐶(𝑒) as the link capacity.
Define link utilization as𝑈(𝑒), which can be formulated as in

𝑈 (𝑒) =
∑𝑒 𝐿 (𝑛

𝑠
𝑑)

𝐶 (𝑒)
. (1)

Define that when a crowdsourcing task passes through
a node, all possible forwarding paths are added to set 𝑃𝑛

𝑠

𝑑

V .
There are two scenarios in themobile wireless network: when
a number of crowdsourcing tasks pass through non-SDN
nodes, they can only be forwarded in accordance with the
OSPF protocol to its next hop. And when multiple crowd-
sourcing tasks pass through SDN nodes, we have multiple
possible forwarding paths. In the mobile wireless network,
we can only control SDN nodes. Therefore, when the crowd-
sourcing task traffic passes through the SDN node, the prob-
lemwe need to solve is as follows: given𝐺,𝑁,𝐶(𝑒) and𝑃, how
we schedule the task𝑁 over the path 𝑃with the path capacity
𝐶(𝑒) to minimize the maximum link utilization 𝑈, then
achieving load balancing. We describe it as problem 𝑆(𝑁,
𝐿(𝑛𝑠𝑑), 𝐶(𝑒), 𝑃, 𝑈).

Given the definitions above, the problem can be formal-
ized as follows:

Minimize 𝑈 (2)

Subject to: ∑
𝑒

𝐿 (𝑛𝑠𝑑) ≤ 𝑈 ⋅ 𝐶 (𝑒) ∀𝑒 ∈ 𝐸 (3)

𝑃𝐿(𝑛
𝑠

𝑑
) ≥ 0 ∀𝑃 (4)

𝐿 (𝑛𝑠𝑑) ≥ 0 ∀𝑛𝑠𝑑 ∈ 𝑁. (5)

Formula (3) indicates that the size of the task on any link
is less than or equal to the maximum link utilization in the
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Figure 2: Multipath selection illustration.
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Figure 3: All possible path tree diagram.

networkmultiplied by the link capacity. Formula (4) indicates
that the amount of task on any forwarding path should be
nonnegative. Formula (5) indicates that task should be non-
negative.

4. Congestion Control and
Traffic Scheduling Schemes

4.1. Design of Hybrid Routing and Forwarding Algorithm. In
our model, we divided the nodes in the mobile wireless net-
work into two categories: SDN nodes and non-SDN nodes.
When the crowdsourcing task traffic passes through the non-
SDN node, we use OSPF protocol to perform the next hop
routing. When the crowdsourcing task traffic passes through
the SDN node, we describe this as problem 𝑆(𝑁, 𝐿(𝑛𝑠𝑑), 𝐶(𝑒),
𝑃, 𝑈). There is a special case of problem 𝑆, where 𝑃 = 1
and 𝑈 = 1. The problem 𝑆(𝑁, 𝐿(𝑛𝑠𝑑), 𝐶(𝑒), 1, 1) is NP, and we
can reduce the well-known 0-1 knapsack problem [32] to this
problem. Therefore, 𝑆(𝑁, 𝐿(𝑛𝑆𝑑), 𝐶(𝑒), 1, 1) is NP-hard. Thus,
the more general problem 𝑆(𝑁, 𝐿(𝑛𝑠𝑑), 𝐶(𝑒), 𝑃, 𝑈) is also NP-
hard. This means the computation cannot be completed in
a reasonable time for large networks. Therefore, we develop
a heuristic algorithm for this problem with polynomial-time
complexity.

On the algorithm we make the following assumptions:
(1) SDN control center can be aware of the relevant

information in the network correctly and timely.
(2) Network topology is stable in a short time, and we do

not consider the interference of wireless networks.

(3) All the nodes are running standard OSPF protocol
nodes in the mobile wireless network in addition to
SDN nodes.

(4) Mobile wireless network has only one SDN controller.

(5) In the process of routing, SDN nodes select only one
path to forward when processing a crowdsourcing
task flow.

(6) The task flow is forwarded hop by hop.

In this case, we assume that none of the links in the
network will be congested, and there will not be a number of
crowdsourcing task traffic on a link exceeding the capacity of
the link.Therefore, when the SDN node forwards the crowd-
sourcing task, we can sort the crowdsourcing tasks according
to the task load.Then, according to the greedy algorithm, the
crowdsourcing task is distributed to the corresponding link,
which makes the value of maximum link utilization in the
network minimum.

The hybrid routing and forwarding algorithm is given in
Algorithm 1.

Since we define the utilization of the link as the ratio
of the link capacity of the data flow on the current link, if
the data flow is far greater than our link capacity, our link
utilization will be greater than 1. So the network’s maximum
link utilization is greater than 1, which is contrary to the idea
of load balancing in traffic engineering.Therefore, our crowd-
sourcing task trafficmatrix cannot be generated arbitrarily; as



Wireless Communications and Mobile Computing 5

Algorithm for hybrid routing and forwarding
(1) Begin
(2) Input: mobile wireless network topology graph 𝐺(𝑉, 𝐸), crowdsourcing task flow matrix 𝑇;
(3) for each row in 𝑇 do
(4) If V is non-SDN node then
(5) Assign the task flow to its next hop forwarding link;
(6) repeat
(7) ∀V ∈ 𝑉, V + +;
(8) until all non-SDN nodes are traversed;
(9) If V is SDN node then
(10) Sort the task in ascending order according to the load of the task flow;
(11) Compute all possible forwarding path 𝑃;
(12) Use the greedy algorithm to assign task to its next hop forwarding link;
(13) repeat
(14) ∀V ∈ 𝑉, V + +;
(15) until all SDN nodes are traversed;
(16) Compute link utilization on all links in the network. Get the maximum link utilization 𝑈;
(17) Update the crowdsourcing task traffic matrix 𝑇 to 𝑇;
(18) If 𝑈 ≥ 𝑈 then
(19) 𝑈 ← 𝑈;
(20) Return to the third step;
(21)Output: the maximum link utilization 𝑈;
(22) End.

Algorithm 1: Hybrid routing and forwarding algorithm.

for the task flow size, according to the method described in
literature [33], we generate the formula as follows:

𝑑𝑖𝑗 = 𝜎𝑖 ∑
{𝑡|(𝑖,𝑡)∈𝐸}

𝑐(𝑖,𝑡)
∑{𝑡|(𝑡,𝑗)∈𝐸} 𝑐(𝑡,𝑗)

∑{(𝑚,𝑛)|(𝑚,𝑛)∈𝐸} 𝑐(𝑚,𝑛) − ∑{𝑡|(𝑖,𝑡)∈𝐸} 𝑐(𝑖,𝑡)

𝑖, 𝑗 ∈ 𝑉.

(6)

In formula (6), 𝑑𝑖𝑗 represents the size of the traffic flow
from the source node 𝑖 to the destination node 𝑗, 𝜎𝑖 represents
a random number in an interval [0, 1], 𝑐(𝑖, 𝑡) represents the
link capacity between the source node 𝑖 and its neighboring
node 𝑡, 𝑐(𝑡, 𝑗) is the link capacity between destination node 𝑗
and its neighboring node 𝑡, and 𝑐(𝑚, 𝑛) represents the capac-
ity on the link (𝑚, 𝑛). We generate 40 sets of crowdsourcing
task flow matrices as simulation data according to formula
(6). According to the above conditions, we have simulated the
proposed algorithm.

4.2. Design of Congestion Control Algorithm. As mentioned
above, we assume that there will be no congestion in the
mobile wireless network, but in fact congestion is inevitable
in the process of mass crowdsourcing. Therefore the prob-
lem 𝑆(𝑁, 𝐿(𝑛𝑠𝑑), 𝐶(𝑒), 𝑃, 𝑈) should be 𝑆(𝑁, 𝐿(𝑛𝑠𝑑), 𝐶(𝑒), 𝑃𝑒, 1),
because the maximum utilization of the link is 1 and 𝑃𝑒 is
the first link of the possible path 𝑃. In this case, when an
SDN node is forwarding the crowdsourcing task, it needs to

select a subset of its task set 𝑁 {1, 2, . . . , 𝑛} first. Then, these
subtasks will be assigned to the possible forwarding link 𝑃𝑒,
with the maximum value of assigned tasks under the limi-
tation of each link. It is a multiknapsack problem. Multiple
Knapsack Problem (MKP) refers to the selection of a subset
of items in an item collection 𝑁 {1, 2, . . . , 𝑛} to be loaded
into 𝑀 {1, 2, . . . , 𝑚} backpack. The purpose is to maximize
the total value of selected items, with the total capacity not
exceeding the volume of each backpack. Here we use the
AFSA algorithm in [34] to solve this problem. Artificial Fish
Swarm Algorithm (AFSA) is a new intelligent optimization
algorithm for biomimetic group. Artificial fish can make
AFSA better intelligent and suitable for solving large-scale
complex optimization problems. We assign the crowdsourc-
ing tasks as many as possible to the link without exceeding
the link capacity. According to this heuristic rule, if we want
to assign the task 𝑖 to the link 𝑗, there are two possibilities.
One is the link capacity 𝐶(𝑗) < 𝐿(𝑖), and we cannot assign
the task to the link. The other one is the link capacity 𝐶(𝑗) ≥
𝐿(𝑖). Let 𝐶𝑟(𝑒) represent the remaining capacity of the link 𝑒.
There are two conditions: (1) 𝐶𝑟(𝑗) ≥ 𝐿(𝑖), if task 𝑖 is never
assigned to any link, then task 𝑖 is assigned to the link 𝑗, and
𝐶𝑟(𝑗) = 𝐶𝑟(𝑗) − 𝐿(𝑖); if task 𝑖 was assigned to link 𝑘 (𝑘 ̸= 𝑗),
we firstly execute TakeOut(𝑖, 𝑘) (TakeOut(𝑖, 𝑘) which means
taking the task 𝑖 out of link 𝑘, and then 𝐶𝑟(𝑘) = 𝐶𝑟(𝑘) + 𝐿(𝑖)).
Then we assign the task 𝑖 to the link 𝑗, and the remaining
capacity of the link 𝑗 decreases 𝐿(𝑖). (2) 𝐶𝑟(𝑗) < 𝐿(𝑖), we



6 Wireless Communications and Mobile Computing

Algorithm for Congestion control
(1) Begin
(2) Input: mobile wireless network topology graph 𝐺(𝑉, 𝐸), crowdsourcing task flow matrix 𝑇.
(3) for each row in 𝑇 do
(4) If V is non-SDN node then
(5) Assign the task flow to its next hop forwarding link;
(6) repeat
(7) ∀V ∈ 𝑉, V + +;
(8) until all non-SDN nodes are traversed;
(9) If V is SDN node then
(10) Compute all possible forwarding path 𝑃𝑒;
(11) Compute the link capacity 𝐶𝑟(𝑃𝑒);
(12) Use the AFSA algorithm to assign task flow to its next hop forwarding link;
(13) repeat
(14) ∀V ∈ 𝑉, V + +;
(15) until all SDN nodes are traversed;
(16) Update the crowdsourcing task traffic matrix 𝑇 to 𝑇, 𝑇𝑚 = 𝑇𝑚 + 1. Return to the third step.
(17) Output: Number of times: 𝑇𝑚.
(18) End.

Algorithm 2: Congestion control algorithm.

executeTakeOut(𝑝, 𝑗) (𝑝 is any task that is assigned to the link
𝑗) until 𝐶𝑟(𝑗) ≥ 𝐿(𝑖), and then we execute (1). The artificial
fish is always kept in a feasible solution and close to the bound
boundary. The effective optimization of artificial fish under
the guidance of behavior strategy was carried out by artificial
fish feeding, rear-ending, and clustering.

Since we can only control SDN nodes in the network, we
will take the traffic of non-SDN nodes in the forwarding link
first. The remaining capacity of the link is the backpacking
capacity of our multibackpack problem. We also need to
assume that the crowdsourcing task flow cannot be split.
Assume that when the number of tasks on a link exceeds the
link capacity of the link, it causes the task to be discarded and
needs to be reposted. Define 𝑇𝑚 as the number of times that
the crowdsourcing task has been forwarded. Finally, we eval-
uate our congestion control algorithm by calculating the link
throughput. We use formula (7) to compute the throughput
of the network:

Throughput = ∑𝐿 (𝑛)
𝑇𝑚

. (7)

The congestion control algorithm is given in Algorithm 2.

5. Number Results and Analysis

We mainly use VS2010 to complete the simulation, which is
coded in C/C++.We use the wireless network standard based
on IEEE 802.11b [35] to build our mobile wireless network
with a maximum bandwidth of 11Mbps, which means the
maximum link capacity can be set to 11M. Here we use

the method described in [36] to set the link capacity in
mobile wireless network. First, divide all the nodes into two
categories according to the degree of each node, A class node
represents those nodes whose degree is less than 3, and B class
represents the set of other degrees of nodes. If a link has two
nodes in the B class node set, then the link capacity is 11M;
if there is a node in the link in the A class node, set the link
capacity of 6M.

Simulation of the mobile wireless network topologies are
shown in Figures 4 and 5, where yellow nodes represent SDN
nodes and white nodes represent non-SDN nodes, and we
simulate the experiment by increasing the number of SDN
nodes gradually.

For the hybrid routing and forwarding algorithm, we
compare the network with no SDN nodes by increasing the
amount of SDN nodes in the network, which is the network
that we assume all nodes are forwarded according to the
OSPF protocol. From (a) to (d) compare the maximum link
utilization between our proposed hybrid routing forwarding
scheme and the OSPF protocol by increasing the number of
SDNnodes.The simulation results are shown in Figures 6 and
7.

Figures 6 and 7 present analyses of the maximum utiliza-
tion with different SDN nodes deployment in Topology 1 and
Topology 2. The simulation results are shown in Figures 6
and 7, the 𝑦-axis represents the maximum link utilization,
and the 𝑥-axis represents the number of crowdsourcing task
flowmatrixes. We can see intuitively that with the increase in
SDN nodes the overall trend of maximum link utilization is
decreasing in the mobile wireless network from the simula-
tion results in Figures 6 and 7. However, it can be seen in the
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Figure 4: Mobile wireless network topology 1.
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Figure 5: Mobile wireless network topology 2.

figure that when the SDN nodes in the network are relatively
few, the maximum link utilization in the network obtained
from the hybrid routing and forwarding algorithm is almost
the same compared with the OSPF routing algorithm.This is
because the SDN controller can only control the SDN nodes
to manipulate the traffic in the network. When the SDN
nodes in the network are few, the traffic in the whole network
becomes uncontrollable. Although traffic through the SDN

nodes can be controlled, the maximum utilization rate of the
local link in the network is reduced, and the local network
can achieve load balancing, and it is difficult to achieve load
balancing for the whole network. In addition, by comparing
Topology 1 and Topology 2, the benefits of deploying SDN
nodes will become more apparent as the number of nodes
in the network increases and the network topology becomes
more complex.
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Figure 6: Comparison of the maximum utilization with different SDN nodes deployment in Topology 1.

For the congestion control algorithm, we gradually in-
crease the number of SDN nodes in the mobile wireless net-
work. We calculate the throughput of the network through
formula (7) and then compare it. The simulation results are
shown in Figure 8.

Figure 8 shows the analysis of throughput for different
SDN nodes deployment in Topology 1 and Topology 2. It can
be observed that the throughput performance of Topology 1
and Topology 2 are both better with SDN nodes increasing.
From the comparison results in Figure 8, it can be concluded
that our congestion control algorithm can effectively improve
the network throughput.

6. Conclusion

At present, massive crowdsourcing-based mobile applica-
tions have been applied in mobile networks and IoT, targeted
at real-time services and recommendation. The frequent
information exchanges and data transmissions in collabora-
tive crowdsourcing are continually injected into the current
communication networks, which poses great challenges in
MobileWirelessNetworks (MWN).This paper focuses on the
traffic scheduling and load balancing problem in software-
defined MWN and designs a greedy heuristic algorithm as
well as a congestion control algorithm to achieve feasible
solutions.The proposed traffic scheduling algorithm sorts the

tasks in ascending order according to the amount of tasks and
then solves them using the greedy scheme. The packet task
is assigned to the corresponding link for forwarding, so that
the maximum link utilization in MWN is the least. In the
proposed congestion control scheme, the traffic assignment
is transformed into a multiknapsack problem, and then the
AFSA algorithm is employed to solve the problem. The node
selects a subset in its feasible task set and assigns it to the
p links, whichmakes themaximum amount of tasks allocated
without exceeding the limited capacity of each link. The
simulation results demonstrate that compared with the tra-
ditional schemes the proposed congestion control and traffic
scheduling methods can achieve load balancing, reduce the
probability of network congestion, and improve the network
throughput.
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InWireless Local Area Networks (WLANs), cochannel deployment can bound channel access delay and improve network capacity
due tomitigating the collision and interference among different Access Points (APs). In this paper, we present a networkmodel and
an interferencemodel for multiple APs cochannel deployment and propose a channel assignmentmechanismwhich formulates the
channel assignment problem into a time slot allocation problem. Meanwhile, we assign the channel based on the vertex coloring
algorithm and make extra polls by utilizing the time slot reservation strategy to improve the channel assignment. Furthermore, we
optimize the polling list of APs through classifying the clients to improve the channel utilization. The simulation results show that
our proposed algorithm can improve the performance in terms of network throughput, transmission delay, and packet loss rate
compared with the DCF (Distributed Coordination Function) and TMCA algorithms.

1. Introduction

In recent years, with the development of wireless technolo-
gies, the demand of WLANs has risen and its deployment
has become denser and denser. The wireless APs are placed
everywhere in our daily life environment [1, 2]. A plenty of
APswill cause serious collision, influencing users’ experience.
Hence, eliminating interference amongAPs under the limited
number of channels has become an important issue.

Typically, the clients for IEEE 802.11 operate on the
DCF mode, in which clients use the carrier sense medium
access with collision avoidance (CSMA/CA) mechanism [3]
to compete for the wireless medium to transmit data. Due
to the contention nature and throughput fair characteristic
of DCF, it is difficult to provide guaranteed bandwidth and
bounded access time for each client. Especially, in high
density and multi-AP WLANs, high collision probability
leads to low efficiency of channel access, and thus too much
time is spent in dealing with collision for retransmission [4].
This significantly affects networks performance and user’s
experience. Although many optimal extensions of DCF are
proposed, the competition among nodes cannot be eased and
the transmission failure and retransmission increase sharply

with the increase of the deployment density. Due to the lim-
itation of DCF, some literatures suggest adopting centralized
channel access mechanism such as the Point Coordination
Function (PCF). Although PCF provides contention-free
channel access among clients, it is mainly designed to be used
in single-AP network and cannot be directly used inmulti-AP
WLANs.

In this paper, we propose a multi-AP deployment frame-
work, which lets all APs operate in the same channel and
coordinates them to obtain the appropriate channel, reducing
the system interference. The core idea of the algorithm is to
maintain moderate cooperation among APs by the central
Access Controller (AC) to achieve high channel utilization.
As a result, transmission collision is reduced and wasted
time isminimized.We first formulate the channel assignment
problem into vertex coloring problem and then present an
improved channel assignment strategy which makes extra
poll for APs without collision. It is referred to as CCA
(cochannel assignment) mechanism and it has been demon-
strated that this strategy can improve the channel utiliza-
tion and guarantee the bandwidth demand in our previous
work [5]. Meanwhile, aiming at the possible empty polling
problem, we also propose a priority channel access strategy
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to improve the channel utilization, which is referred to as
optimized CCA mechanism. We preserve as much features
of IEEE802.11 standard as possible. Thus, little hardware
modification for APs is needed.

The contributions of this paper are listed as follows.
(1) We present the system framework of cochannel

deployment and workflow of coordination data traffic among
APs, which formulates the channel assignment problem into
vertex coloring problem and gives the constraint conditions
for channel allocation.

(2) Benefiting from the cochannel deployment frame-
work, we propose a basic CCA algorithm and an optimized
CCA algorithm, which not only provides the high concurrent
data transmission, but also reduces some empty poll to
further enhance the channel utilization.

(3) Compared to our previous work, we conduct some
more simulations under the different network densities and
scales to demonstrate the feasibility and improvement of
algorithm.

The rest of this paper is organized as follows: we survey
some related works in Section 2; in Section 3, the network
interference model and conflict constraint are introduced;
the cochannel assignment strategy and the priority channel
access strategy are presented in Section 4; we evaluate the
performance of the proposed algorithm in Section 5 and
make conclusion in Section 6.

2. Related Work

In WLANs, to degrade the interference, the researchers
usually assign nonoverlapping channels to neighboring APs.
Achanta proposes the classic Least Congested Channel
Search (LCCS) [6] algorithm. In the algorithm, APs scan each
channel and detect the condition of data transmission in all
channels. APs can obtain the load level in each channel and
choose the channel in which the load is lighter and the inter-
ference is smaller. Since this method only assigns the channel
statically on the AP side, the performance may drop sharply
under the high density environment. In [7], the authors
propose a kind of global channel allocation method based on
graph theory. The main idea is to select the vertex according
to the saturation and adjacent degree of vertices to color from
the available color sets. A similar channel assignment scheme
is proposed in [8], where the expected transmission delay
due to the interference from a neighboring BSS is regarded
as the weight of the edge. In [9], a kind of distributed flexible
channel assignment, called DFCA, is designed to assign the
channel width and center frequency to each link based on the
interfering relation among clients in the network. Similarly
papers [10, 11] maximize throughput by the way of allocating
nonoverlapping channel. The authors of paper [12, 13] try to
eliminate the interference by researching channel allocation
and power control jointly. However, both of the methods
do not consider the competition between different APs and
load distributions.Thus, due to a limited number of channels
available, they cannot eliminate interference completely.

Other literatures focus on eliminating the interference
by utilizing the PCF (Point Coordination Function). In [14],
the authors propose a kind of collision-free client polling

method to mitigate the conflict, which polls the clients in
a time slot manner. Though the interference is eliminated
effectively, this method needs too much time slots to poll
all clients so that the utilization of channel is degraded. In
[15], a client polling framework, named MiFi, is proposed
for multi-AP deployment, in which CFPs (contention-free
periods) at all APs are synchronized and divided into time
slots. Neighboring APs are assigned with different time slots,
so as to poll all clients without collisions. Nevertheless,
in the AP interference model, there are too many con-
straints to suppress the concurrent polls, thus resulting in
the decline of aggregated throughput. In [16], the authors
describe an adaptive AP cooperation scheme where each
AP autonomously controls its polling period according to
channel conditions. Yet, these algorithms mainly concentrate
on allocating nonoverlapping channels to APs while the
coordination mechanism between APs is ignored.

In this paper, we propose a collision-free channel assign-
ment algorithm to improve the aggregated throughput by
utilizing cochannel deployment, which consists of three
procedures: (1) conducting a basic channel assignment by
vertex coloring algorithm that determines the minimum
number of time slots; (2) constructing an improved channel
assignment by making extra polls for APs to improve the
channel utilization; (3) classifying the clients to optimize
the polling list of APs and reduce empty polls. Additionally,
since all APs only operate in one channel in our algorithm,
multiple vertically nonoverlapping channels also can be used
to improve the network capacity in high density WLANs.

3. Network Interference Model
and Conflict Constraint

3.1. Network Model. Figure 1 shows a framework of network
deployment. All APs operate in the PCFmode and utilize the
same channel. Each client is associated with the APwhich has
the largest received signal strength indication (RSSI) and can
obtain an optimal physical data rate according to the channel
condition. The central AC gathers the information of clients
by all APs. And with the global information, the AC makes
the client data transmission decision in a centralizedmanner.
The workflow is shown in Figure 2.

Due to the global network state awareness of centralized
data transmission, the AC gathers all necessary information
from other components in this system. In our scheme, the
information refers to the associating relation between APs
and clients and the neighboring relation among all APs and
clients. Then, with the global information, the AC can make
an interference table. According to this table, the AC can
make an appropriate transmission decision when the AP
wants to make polling with a client.

Furthermore, the contention-free periods (CFPs) of APs
are divided into several time slots, and within each time
slot the AP polls one client or transmits a frame to one of
its clients. Different client may have different physical data
rates; thus the referred length of time slot Δ can be calculated
roughly by

Δ = 𝐿MaxMPDU
∑𝑟 (𝐶𝑟/𝐶)

, (1)
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Figure 1: An example of WLAN deployment.
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Polling

Polling query

Figure 2: Workflow of clients and APs by centralized AC.

where 𝐿MaxMPDU is the length of the maximum Message
Protocol Data Unit (MPDU) and 𝐶 and 𝐶𝑟 are the total
number of clients and the number of clients whose data rate
is 𝑟, respectively. In addition, the value of Δ can be updated
periodically to adapt to the dynamic of network.

3.2. Interference Model. In our proposed channel assignment
mechanism, since all APs are operating in the PCF mode,
there would not be any interference between two clients in
the same AP. However, two clients from neighboring APs
may interfere with each other. Assume that two APs of AP𝑚
and AP𝑛 have 𝑆 clients totally. The interference probability 𝐼𝑒
between AP𝑚 and AP𝑛 can be estimated by

𝐼𝑒 =
𝜌1 + 𝜌2 + ⋅ ⋅ ⋅ + 𝜌𝑠

𝑆 . (2)

Equation (2) is subject to

𝜌𝑠 =
{
{
{

1, if ∃ (𝑖, 𝑗) ∈ Φ𝑚 × Φ𝑛 s.t. 𝑖, 𝑗 interfere
0, otherwise,

(3)

where 𝜌𝑠 describes the interference relationship and Φ𝑚 and
Φ𝑛 are the sets of clients associated with AP𝑚 and AP𝑛,
respectively. Note that the threshold 𝐼th can change according
to the network scenario.

1 2 3

4

Figure 3: Polling conflict graph of the example of WLAN.

3.3. Conflict Constraint. Naturally, only one client in the same
AP is allowed to transmit or receive data during a time slot.
Simultaneously, to avoid transmission collisions, interfering
clients from neighboring APs should be polled in different
time slots. Hence, a variable 𝑇𝑖 is defined to denote the time
slot assigned to client 𝑖 and then such conflict constraint can
be formally expressed as follows:

1 ≤ 𝑇𝑖 ≤ 𝑅, ∀𝑖 ∈ 𝑅,

𝑇𝑖 ̸= 𝑇𝑗, if 𝐼𝑒 = 1, ∀𝑖, 𝑗 ∈ 𝐶,

𝑇𝑖 ̸= 𝑇𝑗, if 𝐴𝑚 = 𝐴𝑛, ∀𝑖, 𝑗 ∈ 𝐶, ∀𝑚, 𝑛 ∈ 𝐴,

(4)

where 𝑅 is the number of time slots, 𝐶 is the set of clients,
and𝐴 is the set of APs. Furthermore, the conflict constraint of
concurrent polling can also be described by a polling conflict
graph 𝐺 = (𝑉, 𝐸), where each vertex represents an AP, and
there is an edge between two vertexes if the interference
probability 𝐼𝑒 exceeds the threshold 𝐼th. Figure 3 shows the
polling conflict graph for WLANs deployment in Figure 1.

Note that the problem of polling conflict graph can be
solved by the vertex coloring algorithm. In other words,
allocating time slot to the corresponding AP in the network
is equivalent to coloring a vertex in the graph. However, it is a
K-colorable problem in graph theory, which is a well-known
NP-hard problem.
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Input:
Polling Conflict Graph 𝐺 = (𝑉, 𝐸);
Time Slots Assignment Matrix 𝑃;
Output:
Time Slots Matrix 𝑃;
Procedure:
Initiate the element of matrix 𝑃 to zero and time slot 𝑇𝑟 = 0
while (|𝑉| > 𝑞)
𝐼𝑚 = MIS(){Use MIS algorithm to find a maximal independent set in 𝐺}

end while
Find the maximal independent sets as {𝐼1, . . . , 𝐼𝑟}.

for 𝑖 = 𝑟 down to 1
Assign 𝑟minimum available colors to {𝐼𝑟} and set 𝑇𝑟 = 1 of {𝐼𝑟}.

end for

Algorithm 1: The basic channel assignment procedure.

4. Channel Assignment Algorithm

In this section, we propose the CCA mechanism based on
vertex coloring for cochannel channel assignment, which
includes a basic channel assignment and an improved chan-
nel assignment strategy. In addition, to minimize polling
overhead, we also propose an optimized CCA, which
arranges the different channel access priority based on the
clients’ load level.

4.1. Basic Channel Assignment. The basic channel assign-
ment for a cochannel deployment is aiming to avoid the
interference among APs by allocating time slots to all APs
in a collision-free manner based on PCF. It includes two
components. The first one is the coloring algorithm given a
graph 𝐺 = (𝑉, 𝐸) and the number of colors 𝑅, which seeks
out a feasible color scheme with minimal number of colors.
The second component works out an efficient slot assignment
by using the coloring scheme, which also can be described by
time slots assignment matrix.

To solve the vertex coloring problem, a mass of heuristic
algorithms has been proposed in graph theory and many of
them have been applied into practice, such as the maximal
independent set (MIS) [17] and the EXTRACOL [18] which
both can provide the optimal results. Thus, we use the
MIS algorithm to solve the problem of the vertex coloring
graph and realize the basic channel assignment strategy. The
procedure is described by Algorithm 1.

We construct the interference collision graph by using the
proposed interference model. And then, the MIS algorithm
is applied to solve the coloring problem repeatedly and
the coloring scheme is recorded. After that, the time slots
assignment matrix is established according to the coloring
scheme and all APs can poll their associating clients in the
assigned time slots. By this procedure, an AP cannot poll any
of its associating clients when one of its neighboring APs is
receiving or transmitting data from or to its clients.

4.2. Time Slots Reservation Scheme. In the basic channel
assignment, part of APs may be idle in some time slots. To
utilize such idle time slots adequately and improve channel

utilization, we propose an improved channel assignment
mechanism that is called time slots reservation (TSR) scheme.
Crucially, the AP can poll its associating clients in idle time
slots by querying the polling list of all the neighboringAPs. As
mentioned in previous section, such queries can be supported
by the AC with the global network neighboring table and
data transmission dynamic information.Therefore, we define
the variable 𝐶sen to denote the set of clients which are in the
carrier sensing range of APs. The procedure is described by
Algorithm 2.

The idle APs in the next time slot query the set 𝑁
consisting of all adjacent APs and also query the polling
list of all neighboring APs in the set 𝑁. By that, APs can
judge whether the next polling client satisfies the conflict
constraint, which can avoid the interference among the
neighboring APs in the next polling. By this procedure, the
concurrent poll is permitted among the neighboring APs,
thus resulting in improving the channel utilization. A concur-
rent data transmitting example shown in Figure 1 is that client
3 can be required to transmit data by the polling from AP2
when the AP1 is transmitting the data to client 1. However,
in legacy IEEE802.11 DCF or PCF standard, this concurrency
cannot occur due to their CSMA/CA mechanism.

4.3. Priority Channel Access Strategy. Some undesirable poll
occurring will result in the wasting of bandwidth if the AP
polls some clients without data to send or receive. Therefore,
two-class priority client pollingmechanismbased on queuing
theory is proposed in some literatures [19–21]. However, due
to the side-effects of PCF, they work inefficiently in multiple
APs cochannel deployment and high density WLANs. Thus,
to minimize the waste of bandwidth and polling overhead,
we present an optimized CCA strategy, which classifies the
clients into three categories and polls them in different
priority. The procedure is described by Algorithm 3.

In this strategy, an extra field is used to describe whether
the clients need to transmit data.The clients in the polling list
of AP are classified into three categories: (1) the clients with
both uplink and downlink data, (2) the clients with uplink
or downlink data, and (3) the clients without data needed to
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Input:
The requirement of AP k to reserve the time slot.
Output:
A Boolean value;
Procedure:
Query the set𝑁 consisting of the neighboring APs of AP k;
while (𝑚 = 1 : |𝑁|)
Query the next polling client 𝑗 of𝑁𝑚 (𝑁𝑚 ∈ 𝑁);
if (Client 𝑗 ∉ 𝐶sen) then
Reservation succeeds.

else
Reservation fails.

end if
end while

Algorithm 2: The improved channel assignment procedure.

Input:
The original polling list𝑁.
Output:
The new polling list𝑁;
Procedure:
while (𝑖 = 1 : |𝑁|)

if (down(client[𝑖]) ==1 && up(client[𝑖])==1) then
queue1[r] += client [𝑖]; // r is the list of clients with both the uplink and

downlink data.
else if (down(client [𝑖]) ==1 ‖ up(client [𝑖])==1) then

queue2[s] +=client [𝑖]; // s is the list of clients with the uplink of downlink
data.

else (down(client [𝑖]) ==0 && up(client [𝑖])==0)
queue3[t] +=client [𝑖]; // t is the list of clients without data needed to

transmit.
end if
end while

Algorithm 3: Priority channel access strategy.

transmit. The AP polls the clients in category 1 with highest
priority, assuming that the probability is 1 − 𝑃. And then,
the clients in categories 2 and 3 are polled with probability
𝑃. Note that the value of probability 𝑃 should be adjusted
and the polling list should be updated according to the real
network scenario. It is noted that only a trivial modification
for the data frame of client is needed to adapt thismechanism.
In legacy IEEE802.11 standard, one bit field “more data” in
“frame control” field is used to denote that more data will
be transmitted from AP to some sleeping clients. In our
algorithm, this flag bit also is used by the clients; thus the
extra modification hardly occurs for clients. In addition,
the time slot allocations for both basic channel assignment
and improved channel assignment are updated only when
interference or network topology changes. Therefore, the
overhead of both mechanisms is negligible compared with
data traffic in the network.

5. Performance Evaluations

5.1. Simulation Methodology. In this section, we conduct
simulations by OPNET14.5, evaluate the proposed CCA and
optimized CCA mechanisms, and compare them with the
basic DCF method and the TMCA algorithm proposed in
[22]. In the simulation, we set up the FTP server to simulate
the real network traffic and set the uplink and downlink
traffic in half, respectively. The experimental parameters are
shown in Table 1. The clients are randomly distributed in
a 1000 × 800m2 field and each client is associated with
an AP according to the largest RSSI mechanism mentioned
in previous section. And we acquire the transmission rate
of each client by utilizing the relationship between the
transmission rate 𝑟𝑖𝑗 and the Signal to Interference plus Noise
Ratio (SINR) 𝛾𝑖𝑗, which is shown in Table 2 [23].

We evaluate the performance in terms of transmission
delay, packet loss rate, and network throughput under the
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Figure 4: Basic network deployment with two APs.

Table 1: Experimental parameters.

Parameters Value
ACK 14 bytes
RTS 20 bytes
DIFS 50 us
CTS 14 bytes
SIFS 10 us
EIFS 300 us

scenario of basic and high density network deployment. The
transmission delay refers to the average time from the sending
time in source client to the reception time in target client,
which is computed by

𝑇 = 1
𝑁
𝑁

∑
𝑖=1

(RT (𝑖) − ST (𝑖)) , (5)

where 𝑁 is the number of successfully transmitted data
frames and RT(𝑖) and ST(𝑖) are the reception and transmis-
sion times of the 𝑖th data frame, respectively.

5.2. Simulation in Basic Network Deployment. The basic net-
work deployment is shown in Figure 4. TwoAPs are deployed
in the scenario of tight coupling and loose coupling, which
denotes that the APs have the same coverage overlap area
but they can interfere with each other directly or indirectly,
respectively.

5.2.1. Transmission Delay. We first examine the transmission
delay of the DCF, CCA, and optimized CCA algorithms
under various client densities, where the number of clients
increases from 5 to 30 for each AP. As shown in Figure 5,
the transmission delay of three algorithms increases with
the increasing of the number of clients. Reasonably, a larger

number of clients result in higher collision probability. Nev-
ertheless, our proposed CCA and optimized CCA algorithms
perform almost similarly and better compared with the DCF
scheme in both tight and loose coupling deployment. The
delay of our algorithms is reduced by 45% in tight coupling
and 32% in loose coupling, respectively.

5.2.2. Packet Loss Rate. We also evaluate the packet loss rate
under various client densities. Figure 6 shows the simulation
results of three algorithms. Obviously, our proposed algo-
rithms can achieve slightly lower packet loss rate in both
tight and loose coupling deployment. The reason is that
our algorithms utilize the time-sharing scheduling strategy,
which can reduce the occurrence conflict and thus result in
the lower packet loss rate.

5.2.3. Network Throughput. Figure 7 shows the average net-
work throughput tendency as the network density changes.
When the number of clients for each AP is not beyond 20,
the DCF algorithm obtains better throughput compared with
the CCA and optimized CCA algorithms, which may be due
to little channel collision and low network overhead for DCF
mechanism when the network density is low. However, the
network throughput of DCF method begins to decrease as
more clients compete for the channel. Our proposed algo-
rithms still keep high throughput in high density deployment.
Obviously, the optimized CCA algorithm can achieve higher
throughput compared with the other algorithms in high
density network, which is due to the priority scheduling
policy performing effectively.

5.3. Simulation inHighDensityNetworkDeployment. Wealso
evaluate our proposed algorithms and TMCA algorithm in
more complex and higher density networks; the scenarios are
shown in Figure 8.
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Table 2: The relationship between effective bit rates and SINRs in IEEE 802.11 Standard.

𝛾 (dB) 6–7.8 7.8–9 9–10.8 10.8–17 17–18.8 18.8–24 24–24.6 >24.6
𝐶𝑟 (Mbps) 6 9 12 18 24 36 48 54
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Figure 5: Transmission delay under various network densities.
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Figure 6: Packet loss rate under various network densities.

5.3.1. Transmission Delay. Figure 9 shows the transmission
delay of our proposed algorithms and TMCA algorithm
under the topology depicted in Figures 6(a) and 6(b). The
CCA and optimized CCA algorithms perform better and
they can reduce transmission delay by 15% compared with

the TMCA algorithm. The TMCA algorithm performs badly
in high density deployment due to its binary back-off algo-
rithm.Nevertheless, our proposed algorithms can operate the
channel access coordinately among APs and thus result in
bounded access delay.
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Figure 7: Average network throughput under various network densities.
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Figure 8: High density network deployment with 5 and 9 APs.

5.3.2. Packet Loss Rate. Figure 10 shows the packet loss
rate for 5 and 9 APs’ deployment under various client
densities. Obviously, our proposed CCA and optimized CCA
algorithms can achieve lower packet loss rate compared
with TMCA algorithm. The TMCA algorithm only has
three nonoverlapped channels available, which can cause
severe cochannel interference when more than three APs are
deployed in the same overlap area. However, our proposed
algorithms can coordinate AP operating to reduce collisions
and packet loss rate.

5.3.3. NetworkThroughput. TheTMCA,CCA, and optimized
CCAalgorithms are also evaluated in terms of the normalized
throughput, which is computed by

𝑋norm = 𝑋 − 𝑋min
𝑋max − 𝑋min

, (6)

where 𝑋 is the measurement data and 𝑋max and 𝑋min are
the maximum and minimum of the measurement data,
respectively. Figure 11 shows the simulation results for the
number of clients for each AP increasing from 5 to 30. The
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Figure 9: Transmission delay in 5 and 9 APs’ deployment under various network densities.
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Figure 10: Packet loss rate in 5 and 9 APs’ deployment under various network densities.

throughput of TMCA algorithm is slightly higher than that
of our proposed algorithms when the number of clients is
less than 20. But as the number of clients increases, the
throughput of TMCA algorithm decreases while those of the
CCA and optimized CCA algorithms always stay at a high
level and they can achieve 10% improvement compared with
TMCA, which is due to more collision for TMCA algorithm
only using three nonoverlapped channels. Meanwhile, the

optimized CCA algorithm performs more impressively since
it optimizes the scheduling strategy and reduces the polling
number of those clients without data transmission, thus
improving the throughput.

6. Conclusions

In this paper, we propose a channel assignment algorithm
based on PCF mechanism for multiple APs cochannel
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Figure 11: Normalized throughput under various network densities in 5 and 9 APs’ deployment.

deployment scenario. We present the network and interfer-
encemodel and formulate the problemof channel assignment
into a vertex coloring problem. We propose the CCA algo-
rithmwhich assigns the channel based on the vertex coloring
approach, and then, by applying time slot reservation, make
extra polls to improve the efficiency of channel assignment
by applying time slot reservation. In addition, an optimized
CCA algorithm also is proposed by classifying the clients and
optimizing the polling list to reduce empty polls. Finally, we
evaluate the proposed algorithms under different network
densities, which shows that our proposed algorithm can
obtain high throughput, low packet loss rate, and bounded
access delay.
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For embracing the ubiquitous Internet-of-Things (IoT) devices, edge computing and Network Function Virtualization (NFV) have
been enabled in branch offices and homes in the form of virtual Customer-Premises Equipment (vCPE). A Service Provider (SP)
deploys vCPE instances as Virtual Network Functions (VNFs) on top of generic physical Customer-Premises Equipment (pCPE)
to ease administration. Upon a usage surge of IoT devices at a certain part of the network, vCPU, memory, and other resource
limitations of a single pCPE node make it difficult to add new services handling the high demand. In this paper, we present IoT-
B&B, a novel architecture featuring resource sharing of pCPEnodes.When a pCPEnode has sharable resources available, the SPwill
utilize its free resources as a “bed-and-breakfast” place to deploy vCPE instances in need. A placement algorithm is also presented
to assign vCPE instances to a cost-efficient pCPE node. By keeping vCPE instances at the network edge, their costs of hosting are
reduced. Meanwhile, the transmission latencies are maintained at acceptable levels for processing real-time data burst from IoT
devices. The traffic load to the remote, centralized cloud can be substantially reduced.

1. Introduction

Customer-premises equipment (CPE) devices, such as rout-
ers, switches, residential gateways, and set-top boxes, have
been deployed at the subscriber’s premises to originate,
route, and terminate communications between the customer
premises and the central office [1]. In the wake of cloud com-
puting and Network Function Virtualization (NFV) [2, 3],
Service Providers (SPs) leverage virtual Customer-Premises
Equipment (vCPE) as Virtual Network Function (VNF)
instances on top of generic physical Customer-Premises
Equipment (pCPE), in search of rebuilding a dynamic rev-
enue stream [4]. There can be enough resources for pCPE to
deploy VNFs locally [5], while pCPE can also coordinate with
the cloud if VNF scale-out is needed to accommodate heavier
usage.

Taking advantage of centralized cloud services in the core
networks has benefits [6] because of scalable and flexible
computing capabilities. However, large-number deployments
of Internet-of-Things (IoT) devices bring challenges to VNFs

running in a centralized cloud, as the network traffic load
would be drastically increased by transmitting data between
the core and the edge of the network. Such traffic overhead
can become unacceptable with excessive data transmission,
causing high processing delay or even service outage due to
the congestion of the network. Meanwhile, high usage of the
cloud networks would jack up the price per usage, resulting
in a higher-than-expected operating expense (OPEX).

Recent research has been aware of the explosive growth
of devices in the edge of the networks. The concepts of fog
computing [7] and edge computing [8] were proposed to
move the initial handling of raw data to the edge for IoT
devices. Although the fog can mitigate the load of the core
network, the power of the Customer Edge (CE), namely,
the computational capabilities of CPE, is buried. While a
single pCPE node has limited resources and typically serves
a designated location, the aggregated computing capabilities
of pCPE nodes across the edge of a network can be powerful:
pCPE nodes have time-varying resource usage that does not
always reach full workloads. For instance, the home gateways
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typically have significantly lower usage in business hours as
their users leave for work, while office gateways become idle
after hours. If the spare resources of pCPE can be shared
within the network edge, VNFs will be able to roam around
the edge. Both SP and users will benefit from the considerable
capabilities of the sharable resources. Meanwhile, the VNFs
deployed on the pCPEnodes keepmost trafficwithin the edge
and reduce the traffic to the core network.

It certainly sounds interesting to utilize the time-varying
computational resources. However, CPE resource sharing
faces challenges:

(i) It is unclear how much SP can benefit from spare
resources of pCPE nodes compared to traditional
virtualization without resource sharing.

(ii) Service availability becomes a concern. A pCPE
node’s availability can be jeopardized if it no longer
has enough resources to host VNFs. It can also be
down due to power outages or user pulling the plugs.
The availability of offloadedVNFsmust be ensured by
enforcing proper redundancy.

(iii) The users need to be motivated to consent to con-
tributing their pCPE nodes for resource sharing.They
would not do so without incentives or discounts.
Incentives returned to users are required in order to
benefit both the SP and its end users.

In this paper, we propose an architecture to allow sharing
resources of pCPE within the network edge, namely, IoT-
B&B. We discuss the scenario that SP deploys VNFs, which
are vCPE instances, to both the cloud and the available
pCPE nodes participating in the resource sharing program.
As Figure 1 shows, when a sharable pCPE node is not actively
used by its owner, it will be treated as a “bed-and-breakfast”
place for vCPE instances to “stay.” SPwill have the permission
to utilize free resources through the resource manager to
deploy VNFs of other users from the same edge network.The
following contributions aremade for enabling crowdsourcing
at the network edge by utilizing resources of pCPE nodes:

(i) We propose an architecture extended fromETSINFV
architecture and interfaces [9] to support resource
sharing of pCPE nodes. The pCPE nodes at the
network edge are treated as compute hosts which
can have VNF instances deployed. They are grouped
together and abstracted into the NFV Infrastructure
(NFVI) layer. A resource manager is embedded in the
NFVI and can leverage placement algorithms tomake
placement decisions.

(ii) A model is presented to evaluate the cost of assigning
a VNF instance to a pCPE node and to the remote
cloud. Multiple factors are considered to determine
the cost, including remaining resources, network
transmission delay, and availability requirements.

(iii) A placement algorithm called “IoT-B&B Algorithm”
is also presented to assign vCPE instances to pCPE
nodes with the goal of finding a cost-efficient pCPE
node for each VNF.

NFV Infrastructure (NFVI)

pCPE-A

VNF-A1

VNF-B3

Virtualized 
Infrastructure 

Manager
(VIM)

VNF Manager (VNFM)

NFV Orchestrator (NFVO)

Cloud host
servers

VNF-B4

Resource managerVNF-B&B

VM scheduler

pCPE-B

VNF-B1

VNF-B2

Figure 1: The system architecture is extended from ETSI NFV
architecture and interfaces [9]. It has a resource manager integrated
with NFVI to schedule VNF placement, leveraging the VNF-B&B
algorithm.The architecture enables pCPE resources to be part of the
NFVI alongwith cloudhost servers, where each pCPEnode canhave
VNFs deployed for multiple users in the edge network. For instance,
when pCPE-B needs more VNFs to handle its overloaded use, they
can be deployed on both pCPE-A (VNF-B3) and the cloud (VNF-
B4).

(iv) We implement a system with the IoT-B&B architec-
ture with steps to set up the NFVI and the system’s life
cycle. Numerical results are shown to demonstrate the
placement algorithm’s effectiveness.

We divide the contents into the following sections. Sec-
tion 2 formulates the problem. Section 3 proposes the IoT-
B&B Algorithm based on the problem formulation. Then,
Section 4 is presented, covering the actual implementation of
the system, followed by the numerical results in Section 5.The
relatedwork is illustrated in Section 6. Section 7 concludes the
paper and lists future work items.

2. Problem Formulation

In this section, we formulate the problem by modeling the
resource properties and constraints of the network edge.
The resource types we discuss are limited to CPU, memory,
and network bandwidth. We believe these three types of the
resources are most representative for cost estimation and
optimization. Adding consideration of more resource types
will not necessarily change the optimizationmodel.Then, the
properties of the VNF instances are defined and annotated.
All notations defined and used are also summarized in the
Notations Used in Problem Formulation. Note that the terms
“VNF”; “VNF instance”; and “vCPE instance” in this paper
are interchangeable.

2.1. Connected pCPE at Network Edge. We discuss one par-
ticular network edge, which includes all pCPE nodes under



Wireless Communications and Mobile Computing 3

pCPE
1A

pCPE
1B

pCPE
1C

Network Edge 1

Edge
Network 1

pCPE
2A

pCPE
2B

pCPE
2C

Network Edge 2

Edge
Network 2

Core
network

Resource quota for
Network Edge 1

Resource quota for
Network Edge 2

Cloud

Figure 2: Topologies at network edges. All pCPE nodes can communicate with each other if they are within the same network edge.

it. A network edge is defined as the networks connecting
all pCPE nodes under it. We model a network edge to
have a topology such that each pCPE node within it can
communicate with another. An example with two network
edges can be found in Figure 2. The nodes of pCPE 1A, 1B,
and 1C group as one network edge connected to each other
via Edge Network 1, while the other one consists of the nodes
2A, 2B, and 2C, connected by Edge Network 2.

Based on the definition above, the pCPE nodes and their
links at the network edge can be modeled as a directed graph
𝐺 = (𝑉, 𝐿). Set 𝑉 represents all pCPE nodes at the network
edge, while 𝐿 is the set of all connected links from one vCPE
node to another. A pCPE node in𝑉 is denoted by V, and there
is V ∈ 𝑉. Define the total number of pCPE nodes to be 𝑛𝑉. Let
V𝑖 be a specific pCPE node in 𝑉, such that

V𝑖 ∈ 𝑉, ∀𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉] . (1)

Since all pCPE nodes are connected to each other, 𝐺 is
strongly connected. For any data transmitted from one node
V𝑖 to another node V𝑗 in 𝑉, there exists a link 𝑙𝑖𝑗, such that

𝑙𝑖𝑗 ∈ 𝐿, ∀𝑖, 𝑗 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉] , 𝑖 ̸= 𝑗. (2)

The network edge is connected to the core network via a
logical link, denoted by 𝑙𝑐. The capacity of 𝑙𝑐 is limited due
to budget reasons: the network edge has a certain bandwidth
quota. The total bandwidth to the cloud must be kept within
the quota. In reality, 𝑙𝑐 can be a group of links connecting the
remote cloud.

2.2. VNF Types and Resource Requirement Profiles (Flavors).
The network functions serving the IoT networks have been
encapsulated into various types of VNFs. Each type provides
a user with a specific service. When the demand increases
for a certain type of VNF to a certain level that it exceeds
the maximum capacity of current VNF instances, the VNF
scales out by increasing the number of VirtualMachine (VM)

1

u1

f1(a1) f1(a2)

2

f2(a2) f3(a2)

3

f4(a2) f5(a2)

Figure 3: An example of VNF instances grouped by 𝑢1.

instances, so that more requests can be processed at the same
time. Depending on the purpose, different types of VNF have
different resource requirements. The term “flavor” is used
to describe the resource requirements profile of an instance
of the VNF, including the number of vCPUs, the amount
of memory, the size of the disk. We use 𝑓 to define a VNF
instance.

Assign 𝑎 to identify a specific type of network function
and 𝑛𝑎 to be the number of network function types. A VNF
instance with type “𝑎” can then be represented by 𝑓(𝑎). The
CPU, memory, and bandwidth requirements of 𝑓(𝑎) are then
denoted by 𝑈(𝑓(𝑎)),𝑀(𝑓(𝑎)), and 𝐵(𝑓(𝑎)).

2.3. The User of a VNF Instance. Another property of a VNF
instance is the user who owns and uses it. Suppose each pCPE
node has one unique owner. This is a valid assumption as the
actual device on customer premise is typically not shared and
belongs to the entity who pays for the service. For a pCPE
node V, its owner 𝑢 uses a set of VNF instances to satisfy its
needs, regardless of where the instances are deployed. When
referring to a specific node V𝑖, 𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉], we represent the
node’s owner by 𝑢𝑖, where 𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉].

Figure 3 illustrates an example of VNF instances grouped
by the user 𝑢1. There is 1 instance of 𝑓(𝑎1) and 5 instances
of 𝑓(𝑎1). The only instance of 𝑓(𝑎1), denoted by 𝑓1(𝑎1), is on
V1, along with 𝑓1(𝑎2). Instances 𝑓2(𝑎2) and 𝑓3(𝑎2) are on V2.
Instances𝑓4(𝑎2) and𝑓5(𝑎2) are on V3.The numbers and types
of VNF instances grouped by their users are determined by
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user activities and can change dynamically according to user
demands.

Based on the user of VNF instances, the annotation of 𝑓
can be extended from𝑓(𝑎) to𝑓(𝑎, 𝑢), where 𝑢 is the user who
owns and uses 𝑓.

2.4. Places to Deploy VNF Instances. Placement decisions
are made based on the flavors, which are the resource
requirement profiles, of VNF instances and the resource
capacities of pCPEnodes. AVNF instance of a certain user 𝑢𝑖,
denoted by 𝑓(𝑎, 𝑢𝑖), can be deployed at either of the locations
below.

2.4.1. B&B Deployment. For a VNF instance 𝑓(𝑎, 𝑢𝑖), any
pCPE node within the same network edge can be consid-
ered as a candidate place to deploy, also known as B&B
deployments. A B&B deployment is performed when𝑓(𝑎, 𝑢𝑖)
is deployed on a pCPE node V𝑗. For a B&B deployment of
𝑓(𝑎, 𝑢𝑖), its notation can be extended to 𝑓(𝑎, 𝑢𝑖, V𝑗), where V𝑗
is the place to deploy 𝑓. We use the set 𝐹V to define all VNF
instances deployed on the pCPE node V.

Particularly, when there are enough resources on the
pCPEnode V𝑖 of𝑢𝑖,𝑓(𝑎, 𝑢𝑖) can be deployed on V𝑖 locally. For a
local deployment of𝑓(𝑎, 𝑢𝑖), its notation becomes𝑓(𝑎, 𝑢𝑖, V𝑖),
where V𝑖 is the place to deploy 𝑓.

2.4.2. Cloud Deployment. Besides B&B deployments, the
remote cloud can be chosen as an alternative place to deploy
VNF instances. For a cloud deployment of 𝑓(𝑎, 𝑢𝑖), its
notation can be extended to 𝑓(𝑎, 𝑢𝑖, 𝑐), where 𝑐 is the place to
deploy 𝑓, and 𝑐 stands for the remote cloud location. We use
the set 𝐹𝑐 to define all VNF instances deployed on the cloud.

2.5. Factors to Impact Placement Decisions. The following
factors will impact the placement decisions.

2.5.1. pCPE Resource Capacity. Every pCPE node V has its
own resource capacity to host a limited number of VNF
instances. As a compute node, the resources for VNF
instances are as follows: virtual CPUs (vCPUs) and memory.
We assume that there is a plenty of disk space on each pCPE
node for any virtual instances deployed. Therefore, the disk
space of the pCPE nodes is not in the scope of discussion. Let
𝑈(V) denote the number of vCPUs V can provide. Let 𝑀(V)
be the total amount of memory for VNF instances from V.
Figure 4 provides an example of the resource capacity for a
pCPE node with 20 vCPUs and 10GBmemory in total.There
are currently 2 instances of VNF 𝑓(𝑎1) and 3 instances of
𝑓(𝑎2) deployed on it.

2.5.2. EdgeNetwork TransmissionDelay. Comparingwith the
core network transmission delay to be discussed in the next
section, the transmission delay between pCPE nodes at the
network edge can be ignored as the bandwidth between edge
nodes is considered plenty and the transmission delay is small
enough to be ignored in the discussion.

2.5.3. Core Network Transmission Delay. The core network
transmission delay of a VNF instance𝑓 offloaded to the cloud

Free memory

2 2 4 4 4
Free vCPU

vCPU capacity = 20

Memory capacity = 10 GB

f1(a1) f2(a1) f1(a2) f2(a2) f3(a2)

f1(a1) f2(a1) f1(a2) f2(a2) f3(a2)

1GB 1GB 1GB2GB 2GB

Figure 4: Capacities of the number of vCPUs and the amount of
memory of a pCPE node. At the moment, there are 2 instances of
VNF 𝑓(𝑎1) and 3 instances of VNF 𝑓(𝑎2).

is defined as the time consumed by offloading the VNF
instance to the cloud and is denoted by 𝑡(𝑓), while 𝑇max(𝑓)
is the maximum allowed network delay for a specific network
function instance.The actual delaymust not exceed this limit,
or the requests would eventually overflow the buffer and
cause malfunction of the VNF.

There are many factors that may affect the core network
transmission delay. As stated in [10], the transmission delay
to the cloud can be calculated by

Transmission delay = Message size
Network bandwidth

. (3)

For the same message, the less available bandwidth left from
the network edge to the cloud, the longer transmission delay
will be. During the peak hours, more VNF instances are
requested by users concurrently across the network and
would congest 𝑙𝑐. The severity of direct oversubscription is
reflected by the residue bandwidth of the link from the edge
switch to the cloud, denoted by 𝑅(𝑙𝑐), which is the link’s total
bandwidth𝐵(𝑙𝑐) less themean bandwidth usage for all remote
VNF instances. The smaller residue bandwidth 𝑅(𝑙𝑐) there is,
the bigger core network transmission delay 𝑡(𝑙𝑐) we should
expect.

Because all network function instances offloaded to a
remote cloud share the same link 𝑙𝑐 that connects the edge
network to the remote cloud and the same cloud environ-
ment, we assume the core network transmission delay is the
same for all offloaded network function instances to simplify
the modeling process. Let 𝐵(𝑙𝑐) be the total bandwidth of 𝑙𝑐
and 𝑡(𝑙𝑐) be the transmission delay of 𝑙𝑐. VNF instances take
up the bandwidth of 𝑙𝑐 to communicate with the pCPE nodes.
The latency of the core network is therefore highly correlated
to the bandwidth consumption of 𝑙𝑐.

Let 𝐹𝑐 denote the set of VNF instances deployed in the
remote cloud. 𝑅(𝑙𝑐) can be calculated by

𝑅 (𝑙𝑐) = 𝐵 (𝑙𝑐) − ∑
𝑓∈𝐹
𝑐

𝐵 (𝑓) , ∀𝑓 ∈ 𝐹𝑐. (4)

Even if 𝑙𝑐 is not congested, the remote cloud environment
may be degraded by other sources. For example, overloaded
VNFs fromother users or applications of a shared cloud could
affect other VNFs on the same host because of overcommit-
ting. To better utilize the resources on a host, overcommitting
is enabled by default [11]. However, the performance could be
jeopardized if some VNFs are taking up most of the resource
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[12]. We define the delay not directly caused by the network
edge as a 𝑇𝑑, where the value of 𝑇𝑑 changes according to the
load of the cloud environment.

Oversubscription will result in a higher core network
delay 𝑡(𝑙𝑐). For all VNF instances offloaded to the cloud, there
must be

𝑡 (𝑙𝑐) ≤ 𝑇max (𝑓) , ∀𝑓 ∈ 𝐹𝑐. (5)

The equation above ensures the functionality of all
VNFs offloaded to the cloud with the existence of 𝑡(𝑙𝑐). It
draws a limit of how much VNF offloading can be done,
since an oversubscribed cloud environment would increase
𝑡(𝑙𝑐). Based on the calculation of transmission delay, we
further model 𝑡(𝑙𝑐) to be inversely proportional to 𝑅(𝑙𝑐) + 𝑏
and proportional to 𝑇𝑑 with 𝑏 as a constant scoping the
maximum core network delay when the bandwidth of 𝑙𝑐 is
depleted:

𝑡 (𝑙𝑐) =
𝑇𝑑

𝑅 (𝑙𝑐) + 𝑏 , 0 ≤ 𝑅 (𝑙𝑐) ≤ 𝐵 (𝑙𝑐) . (6)

Combining (5) with (6), we have

𝑇𝑑
𝑅 (𝑙𝑐) + 𝑏 ≤ 𝑇max (𝑓) , ∀𝑓 ∈ 𝐹𝑐. (7)

When 𝑇𝑑 gets higher or 𝑅(𝑙𝑐) becomes lower, the value
of 𝑡(𝑙𝑐) would exceed 𝑇max(𝑓) of one or more offloaded VNF
instances.

2.6. Cost of Offloading to Edge Network. By enabling the
resource sharing of pCPE nodes across the network edge,
SP benefits from extended containers hosting the VNFs. The
costs of leveraging these resources include the following.

2.6.1. Incentives Returned to End Users. By encouraging the
users to participate in the resource sharing program and to
consent to share, it is necessary to give incentives to the
users based on the amount of resource shared. We denote
the unit incentive of CPU, memory, and bandwidth usage
for pCPE node V as 𝑤𝑈(V), 𝑤𝑀(V), and 𝑤𝐵(V), respectively.
One exception is that when the pCPE node is hosting
VNF instances used by its own user, the incentives do not
apply.

2.6.2. Extra Redundancy. Since the availability of the pCPE
nodes is lower than the cloud, more standby VNF instances
are needed. We define the redundancy factor 𝛾 to be the
mean number of standby VNF instances needed for one VNF
instance on B&B nodes.

Based on the two factors above, the cost of offloading a
VNF instance𝑓 to any of the pCPE nodes, denoted by 𝑆(𝑓, V),
is calculated as below:

𝑆 (𝑓, V) = (1 + 𝛾)

⋅ [𝑤𝑈 (V) 𝑈 (𝑓) + 𝑤𝑀 (V)𝑀 (𝑓) + 𝑤𝐵 (V) 𝐵 (𝑓)] .
(8)

2.7. Cost of Offloading to Cloud. As defined earlier, we use
𝑐 to represent the remote cloud in general to deploy VNF
instances, to make it distinct from B&B deployments.
Although the resources in the cloud, especially in the public
cloud, can be considered infinite [13] due to the elasticity of
the amount of resources available, for a specific edge network,
there are budgets for resources assigned to it. Therefore,
resources in the cloud to an edge network are limited when
we model them.

The total amounts of vCPUs, memory, and network
bandwidth assigned to the edge network we discuss in the
cloud are denoted by 𝑈(𝑐), 𝑀(𝑐), and 𝐵(𝑐), respectively.
The cost of offloading to the cloud depends on its usage.
In general, the less resources left in the cloud for the edge
network, the higher unit price our model gives, because the
cloud needs to be available as an alternative place to host
vCPE instances. Allowing the cloud resources to be drained
too early will jeopardize the flexibility of placement and do
harm to the service availability.

Let𝑤𝑈(𝑐) stand for the unit cost for consuming the cloud’s
CPU resource. We model 𝑤𝑈(𝑐) to be inversely proportional
to the cloud’s remaining vCPUs with the constant of propor-
tionality𝑊𝑈. The remaining number of vCPUs is denoted by
𝑅𝑈(𝑐). The total cost of vCPUs for a VNF instance 𝑓 to be
offloaded to the cloud, denoted by 𝑆𝑈(𝑓, 𝑐), is then

𝑆𝑈 (𝑓, 𝑐) = 𝑤𝑈 (𝑐) 𝑈 (𝑓) = 𝑊𝑈
𝑅𝑈 (𝑐) + 𝛿𝑈 (𝑓)

= 𝑊𝑈𝑈 (𝑓)
𝑈 (𝑐) − ∑𝑓∈𝐹

𝑐

𝑈 (𝑓) + 𝛿 .
(9)

In (9), 𝛿 is a small positive number to avoid dividing by zero.
Also, let 𝑤𝑀(𝑐) represent the unit cost of the memory

resource in the cloud. Like vCPUs, 𝑤𝑀(𝑐) is modeled to be
inversely proportional to the cloud’s residue memory with
the constant of proportionality 𝑊𝑀. The residue memory
resource of the cloud is denoted by 𝑅𝑀(𝑐). Similar to the
induction of (9), we have the total cost of cloud memory for
a VNF instance 𝑓 denoted by 𝑆𝑀(𝑓, 𝑐), where 𝛿 is a small
positive number to avoid dividing by zero:

𝑆𝑀 (𝑓, 𝑐) = 𝑤𝑀 (𝑐)𝑀 (𝑓) = 𝑊𝑀
𝑅𝑀 (𝑐) + 𝛿𝑀(𝑓)

= 𝑊𝑀𝑀(𝑓)
𝑀 (𝑐) − ∑𝑓∈𝐹

𝑐

𝑀(𝑓) + 𝛿 .
(10)

Let 𝑤𝐵(𝑐) denote the unit cost of the remote cloud’s
network bandwidth. The variable 𝑤𝐵(𝑐) is defined to be
proportional to the core network delay 𝑡(𝑙𝑐)with the constant
of proportionality𝑊𝐵. We define the total cost of bandwidth
used between theVNF instance𝑓 and the cloud as 𝑆𝐵(𝑓, 𝑐). As
defined previously, 𝑏 is a constant representing themaximum
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core network delaywhen the bandwidth of 𝑙𝑐 is depleted.Then
we have

𝑆𝐵 (𝑓, 𝑐) = 𝑤𝐵 (𝑐) 𝐵 (𝑓) = 𝑊𝐵𝑡 (𝑙𝑐) 𝐵 (𝑓)

= 𝑊𝐵
𝑇𝑑

𝑅 (𝑙𝑐) + 𝑏𝐵 (𝑓)

= 𝑊𝐵𝑇𝑑𝐵 (𝑓)
𝐵 (𝑙𝑐) − ∑𝑓∈𝐹

𝑐

𝐵 (𝑓) + 𝑏 .

(11)

From (9), (10), and (11), the cost of offloading a VNF
instance 𝑓 to the cloud, denoted by 𝑆(𝑓, 𝑐), is then calculated
as

𝑆 (𝑓, 𝑐) = 𝑆𝑈 (𝑓, 𝑐) + 𝑆𝑀 (𝑓, 𝑐) + 𝑆𝐵 (𝑓, 𝑐)

= 𝑊𝑈𝑈(𝑓)
𝑈 (𝑐) − ∑𝑓∈𝐹

𝑐

𝑈(𝑓) + 𝛿

+ 𝑊𝑀𝑀(𝑓)
𝑀 (𝑐) − ∑𝑓∈𝐹

𝑐

𝑀(𝑓) + 𝛿

+ 𝑊𝐵𝑇𝑑𝐵 (𝑓)
𝐵 (𝑙𝑐) − ∑𝑓∈𝐹

𝑐

𝐵 (𝑓) + 𝑏 .

(12)

2.8. Objective and 0-1 Integer Programming Formulation. SP
would like to reduce the total cost of deploying and running
VNF instances for all users across the network edge. The
VNF instances can be deployed either to the remote cloud
location 𝑐 or to the pCPE location V. Based on where the
VNF instances are offloaded, we identify two portions of costs
offloading the VNF instances: (1) to the cloud and (2) to B&B
nodes. The objective of the optimization is to minimize the
total offloading cost of the SP.

Variables

(i) 𝑋(𝑓, V): a group of Boolean variables representing if
each VNF instance 𝑓 is deployed on the B&B node V.

(ii) 𝑋(𝑓, 𝑐): a group of Boolean variables representing if
each VNF instance𝑓 is deployed on the remote cloud
𝑐

𝑋 (𝑓, V) =
{
{
{

0, 𝑓 not deployed on V;
1, 𝑓 deployed on V.

𝑋 (𝑓, 𝑐) =
{
{
{

0, 𝑓 not deployed on cloud;
1, 𝑓 deployed on cloud.

(13)

Objective

Minimize ∑
𝑓∈𝐹

∑
V∈𝑉

𝑆 (𝑓, 𝑐)𝑋 (𝑓, 𝑐) + 𝑆 (𝑓, V)𝑋 (𝑓, V) (14)

Constraints

𝑋(𝑓, 𝑐) + ∑
V∈𝑉

𝑋(𝑓, V) = 1, ∀𝑓 ∈ 𝐹, (15)

𝑈 (𝑐) − ∑
𝑓∈𝐹
𝑐

𝑈(𝑓) ≥ 0, (16)

𝑀(𝑐) − ∑
𝑓∈𝐹
𝑐

𝑀(𝑓) ≥ 0, (17)

𝑇𝑑
𝑅 (𝑙𝑐) + 𝑏 ≤ 𝑇max (𝑓) , ∀𝑓 ∈ 𝐹𝑐, (18)

𝑈 (V) − ∑
𝑓∈𝐹V

𝑈(𝑓) ≥ 0, ∀V ∈ 𝑉, (19)

𝑀(V) − ∑
𝑓∈𝐹V

𝑀(𝑓) ≥ 0, ∀V ∈ 𝑉. (20)

Remarks

(i) Function (14) is the objective function. It minimizes
the total cost of offloading VNFs instances to the
cloud and to B&B nodes.

(ii) Constraint (15) ensures that every VNF instance 𝑓 ∈
𝐹 is only deployed at one place.

(iii) Constraints (16) and (17) are the capacity bounds of
the CPU and memory of the cloud. Each type of
the three resources leveraged by all VNF instances
offloaded to the cloud must not exceed the cloud’s
allocated resource capacity for the network edge.

(iv) Constraint (18) sets the bottom line of the residue
bandwidth for 𝑙𝑐 between the network edge and the
cloud, which is essentially setting a limit for the
number of VNFs offloaded to the cloud.

(v) Constraints (19) and (20) are the capacity bounds for
CPU and memory of every pCPE node. Each type of
the resources used by all VNFs offloaded to the vCPEs
must not exceed these bounds.

3. IoT-B&B Heuristic Placement Algorithm

From the 0-1 integer programming in the previous section,
we design a heuristic algorithm to achieve a lower cost
by choosing the first valid candidate place to deploy new
VNF instances, after the candidate places are sorted by the
remaining resources.

3.1. Preliminary Resource Check. For every request of deploy-
ing a new VNF instance, we first use Algorithm 1 to check
the placement eligibility of every pCPE node, as well as the
remote cloud. If the place does not meet the resource con-
straints of the instance, it will be excluded from the list of can-
didate places. By calling the function GetCandidates(𝑓), a
list of candidate places will be returned from the input of a
specific VNF instance 𝑓 and the current resource level. The
list will be sorted by considering the lowest percentage of
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(1) function GetSortedCandidates(𝑓)
(2) create an empty list candidates
(3) for all V ∈ 𝑉 do
(4) if IsResourceEnough(V, 𝑓) then
(5) add V to candidates

(6) end if
(7) end for
(8) sort candidates by remaining resources descending
(9) if IsResourceEnough(𝑐, 𝑓) then
(10) add 𝑐 to candidates

(11) end if
(12) return candidates

(13) end function

(14) function IsResourceEnough(V, 𝑓)
(15) if V is 𝑐 then ⊳ Check delay for cloud
(16) link bw left ← 𝐵(𝑙𝑐) + 𝑏
(17) for all 𝑓 ∈ 𝐹𝑐 do
(18) link bw left ← link bw left − 𝐵(𝑓)
(19) end for
(20) delay ← 𝑇𝑑/ link bw left

(21) if delay < 𝑇max(𝑓) then
(22) return false ⊳ Too much delay
(23) end if
(24) end if
(25) if 𝑅𝑈(V) < 𝑈(𝑓) then
(26) return false ⊳ vCPU not enough
(27) end if
(28) if 𝑅𝑀(V) < 𝑀(𝑓) then
(29) return false ⊳memory not enough
(30) end if
(31) if 𝑅𝐵(V) < 𝐵(𝑓) then
(32) return false ⊳ bandwidth not enough
(33) end if
(34) return true ⊳ validation passes
(35) end function

Algorithm 1: IoT-B&B resource eligibility check algorithm.

remaining resource type, in a descending order. For example,
if a pCPE node has 90% of vCPU left but only 20% ofmemory
left, then the remaining memory will be used for sorting.

3.2. Cost Estimation. With the list of eligible candidate places
for a VNF instance 𝑓, we can further estimate the cost of 𝑓
deployed at each place. Algorithms 2 and 3 provide imple-
mentation of the cost model from Section 2. Algorithm 3
defines the function to choose the place for VNF instance 𝑓
at the lowest cost, namely, ChoosePlace(𝑓). The function
first calls GetCandidates(𝑓) in Algorithm 1 to get the places
eligible for deploying 𝑓. Then, for each eligible place, the
cost is checked based on the type of the place based on
Algorithm 2. If the place is the cloud, CloudCost(𝑓) is
invoked for cost; if the place is a pCPE node, the function
BnbCost(𝑓, V) is called instead. After iterating all eligible
places, the place with the lowest cost is selected and returned.

3.3. Time Complexity. Algorithm 1 has the time complexity of
𝑂(𝑛 log(𝑛)) because of sorting the pCPE nodes by remaining

resources (assuming merge sort is used). Algorithm 2 has
time complexity of 𝑂(1). Algorithm 3 will always compare
the first candidate pCPE node with the cloud and choose
the destination with the lower cost, which has the time
complexity of𝑂(1). Combining the three algorithms, the time
complexity of IoT-B&B Algorithm is 𝑂(𝑛 log(𝑛)).

If the exhaustive algorithm is used, which does not
sort the candidate pCPE nodes, it would have to check
all candidates and find out the one with the lowest cost.
Such algorithm would increase the time complexity to𝑂(𝑛2).
Figure 5 shows the time consumed using the two different
algorithms (Algorithms 2 and 3) with up to 50 pCPE nodes.
From the results, we can see that VNF-B&B algorithm scales
well compared to the exhaustive algorithm, where the time
consumed is less than 1000ms for 50 nodes, while the
exhaustive algorithm takes more than 9000ms.

3.4. Access to IoT-B&BAlgorithms. Wehave implemented the
Java version of the IoT-B&B Algorithm library. The library
source code is published under the MIT License and is
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(1) function CloudCost(𝑓)
(2) cpu left ← 𝑈(𝑐) + 𝛿
(3) memory left ← 𝑀(𝑐) + 𝛿
(4) link bw left ← 𝐵(𝑙𝑐) + 𝑏
(5) cost ← 0
(6) for all 𝑓 ∈ 𝐹𝑐 do
(7) cpu left ← cpu left − 𝑈(𝑓)
(8) memory left ← memory left − 𝑀(𝑓)
(9) link bw left ← link bw left − 𝐵(𝑓)
(10) end for
(11) cost ← cost + 𝑊𝑈𝑈(𝑓)/cpu left

(12) cost ← cost + 𝑊𝑀𝑀(𝑓)/memory left

(13) cost ← cost + 𝑊𝐵𝑇𝑑𝐵(𝑓)/link bw left

(14) return cost
(15) end function

(16) function BnbCost(𝑓, V)
(17) cost ← 0
(18) if user of 𝑓 does not own V then
(19) cost ← cost + 𝑤𝑈(V)𝑈(𝑓)
(20) cost ← cost + 𝑤𝑀(V)𝑀(𝑓)
(21) cost ← cost + 𝑤𝐵(V)𝐵(𝑓)
(22) cost ← cost × (1 + 𝛾)
(23) end if
(24) return cost

(25) end function

Algorithm 2: IoT-B&B cost estimation algorithm.

downloadable from the following URL: https://github.com/
zhuheec/iot-bnb.

4. System Implementation

We have implemented a system following the architecture
illustrated in the previous section. The system provides a
platform to practice and evaluate the IoT-B&B algorithm.

4.1. Hardware Configuration of pCPE Nodes. For flexibility
and scalability, we use VMs instead of bare metal machines
as pCPE nodes. Up to 99 VMs are deployed, and each acts
as a pCPE node with 8 Cores of CPU, 16GB of memory, and
40GB of disk space. Every pCPE node can communicate with
any other one via a private virtual network, to mimic that
these pCPE nodes are at the same network edge.

4.2.NFVI Setup. EachpCPEnodehasCentOS 7 [14] installed
as its operating system. It has its essential functionalities
running as CPE. We use the OpenStack Kolla Project [15]
to deploy OpenStack services across multiple pCPE nodes as
well as PE, such that

(a) the OpenStack services on a pCPE node runs as
Docker containers. They can be spun up and torn
down with minimal overhead;

(b) with container-based OpenStack services, a pCPE
node can be converted into an OpenStack compute
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Figure 5: Time complexity comparison between IoT-B&B heuristic
algorithm and the exhaustive algorithm checking all pCPE candi-
date nodes.

node and then register to the controller to be one of
the available hosts;

(c) when the pCPE is no longer available to be a compute
node due to high usage, the OpenStack services on it
can be stopped to free up resources.

Figure 6 reflects the architecturewe use to provision IoT-B&B
service upon container-based OpenStack.

4.3. IoT-B&B Algorithm as Filter Scheduler. To leverage the
proposed IoT-B&B algorithm in the system, we implement
it as a filter scheduler used by nova service, with the
name VnfBnbFilter. The IoT-B&B algorithm matches the
filtering-weighting mechanism of the filter scheduler.

Figure 7 shows how IoT-B&B algorithm works as a
filter scheduler to rank places to deploy. Suppose there are
four places to choose: V1, V2, V3, and 𝑐. Algorithm 1 is first
invoked to filter out ineligible places that do not have enough
resources. In the example, V2 is filtered out as a result of
resource shortage.Then, Algorithms 2 and 3 are used to rank
the places according to the cost to deploy the VNF instance.
They determine that V3 has the lowest cost to deploy the
instance.

4.4. System Life Cycle. We define a set of system states and
events for IoT-B&B. The system transitions its state based on
the events according to the actual demand, in order to adjust
the scaling of the VNF. As Figure 8 shows, the states and
events are listed as follows.

4.4.1. Up State. The state indicates the system is up and
running as expected. System load level is acceptable to satisfy
the needs.The system is expected to stay in this state if it runs
properly.

https://github.com/zhuheec/iot-bnb
https://github.com/zhuheec/iot-bnb
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(1) function ChoosePlace(𝑓)
(2) candidates ← GetSortedCandidates(𝑓)
(3) for all candidate in candidates do
(4) if candidate is 𝑐 then
(5) current cost ← CloudCost(𝑓)
(6) else
(7) current cost ← BnbCost(𝑓, candidate)
(8) end if
(9) if current cost < cost then
(10) return place

(11) end if
(12) end for
(13) return none

(14) end function

Algorithm 3: IoT-B&B place selection algorithm.

PE cloud host serverpCPE-A

Host operating system
Docker engine daemon

Nova compute container

IoT-B&B

Nova controller container

Host operating system
Docker engine daemon

Keystone container

Nova compute container

Remote cloud

Glance container

CPE-specific processes

VNF-
A1

VNF-
B3

VNF-
B4

Figure 6: IoT-B&B service backed by container-based OpenStack.

4.4.2. Load Check Event. This is the event to update the
system load level. If the updated load level triggers a change,
the system may enter Overloaded or Underloaded state or
remain in Up state, depending on the threshold to determine
them.

4.4.3. Overloaded State. The state indicates the system is
overloaded by a higher volume of requests. A scale-out
is pending. The placement scheduler will be invoked to
determine the place to scale out: B&B or the cloud and then
triggers the actual event to scale out.

4.4.4. Scale-out to B&B Event. This is the event to trigger a
newVM to be deployed on a B&B, that is, a CPE deployment.

4.4.5. Scale-out to Cloud Event. This is the event to trigger a
new VM to be scaled out in the remote cloud environment.

4.4.6. Underloaded State. The state indicates the system is
underloaded because of a lower volume of requests. A scale-
in is pending. If the number of the VMs has already reached

Algorithm 1 Algorithms 2, 3
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Figure 7: IoT-B&B algorithm in OpenStack as a filter scheduler.
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Figure 8: IoT-B&B service system life cycle.

the minimum number required, then the system would not
enter this state.

4.4.7. Scale-in Event. This is the event to trigger an existing
VM to be scaled in from either the B&B or the remote cloud.

4.4.8. Migration Event. This is the event that is triggered by
pCPE availability changes.When a pCPE is no longer capable
of hosting a VM because of higher usage from its user, it will
cease to be a B&B and be removed from the list of available
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Table 1: Constant configurations.

Constant Value
𝑇𝑑 50000ms
𝑊𝑈 1000
𝑊𝑀 1000
𝑊𝐵 1000
𝛿 1
𝑏 1
𝛾 1

hosts. Meanwhile, the migration event will be added to the
system to move the existing VMs deployed.

4.5. Typical Use Cases. With the definition of the system life
cycle, we describe typical uses cases leveraging the IoT-B&B
algorithm.

4.5.1. Launch of NewApplication. Thedynamic nature of IoT-
based services allows the user to launch new applications
which are processed by new VNF instances. A new VNF
instance does not automatically get deployed on-site, that is,
the pCPE node of its user. The reason can range from lack of
enough resources to higher cost being deployed on-site. The
IoT-B&B algorithm will be called to determine the place to
deploy the new VNF instances.

4.5.2. Scaling out due to Higher Load. When the user appli-
cations have more significant activities, resulting in a higher
load of the existing instances, the system’s periodical load
check daemon will detect the load increase. If the load is
above the threshold raising flags of performance, extra VNF
instances are needed for processing the larger amount of
requests. The IoT-B&B algorithm will be called to determine
the place to scale out new VNF instances.

4.5.3. Migration for Lower Cost. The VNF instances in the
cloud may start with low cost. However, it does not last
forever. As more VNF instances are deployed to the remote
cloud, fewer resources are available and the unit resource
becomes more expensive. At some point, a migration from
the cloud to B&B nodes, or vice versa, is reasonable to lower
considerable cost.

5. Numerical Results

The numerical results based on simulations are shown in
this section. From the numerical results, our goals are to
verify the benefits of leveraging B&B nodes, compared to
using a centralized cloud alone. Table 1 lists the values of the
constants used in the algorithms.

5.1. Host Nodes Setup. Wecreate 99 pCPEnodeswith random
levels of initial resources. As all pCPE nodes and the cloud
are used to deploy VNF instances, in our configuration,
there is a total of 100 nodes for deployments. As seen in
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Figure 9: Initial resource levels of the 100 nodes used for experi-
ments. The nodes are arranged as a 10 × 10 matrix, where the last
element represents the cloud.

Figure 9, the nodes are arranged as a 10 × 10 matrix. Each
node is represented by a cell, and is given a horizontal and
a vertical coordinate from 1 to 10. The last element, which
has the coordinates (10, 10), represents the remote cloud.The
colors of the cells reflect the remaining resource levels of the
nodes. For the ease of demonstration, the CPU, memory, and
bandwidth resources are all broken into 20 levels ranging
from 1 to 20. Deploying VNF instances on a pCPE node
follows the Law of the Minimum [16], meaning that the
capacity of a pCPE node to host instances is determined by
its scarcest resource. Therefore, we color the cells according
to the resource type of the lowest level of a node. For example,
if the remaining CPU level of a node is 20, while the memory
level is 3, the cell representing the node will be colored at
Level 3. From the initial resource levels, it can be learned that
the pCPE nodes have various levels of resources available.
Meanwhile, the cloud starts with the maximum level of
resources for deployment.

5.2. VNF Resource Requirement Profile (Flavor) Types. We
predefine 10 types of VNF resource requirement profiles
(flavors), as shown in Table 2, with different requirements
of resources and max delays allowed. A VNF instance to
be deployed will have a flavor from the 10 predefined ones.
Templating VNF flavors is based on the real use cases as users
will need VNF instances from limited kinds of images for
serving known functionalities.

5.3. Placement Configuration Modes. In order to compare
the effectiveness of the IoT-B&B algorithm, we configure the
simulated system to keep deploying new VNF instances of a
specific flavor with one of the three modes below, until the
resources are depleted:

(i) Local mode: deploying only on the pCPE node the
user owns.The cloud and B&B nodes are not allowed.
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Table 2: Predefined flavor types for simulation. Resource requirements in units.

Name CPU Memory Bandwidth Max delay
F1 1 1 1 1000ms
F2 2 2 2 100ms
F3 2 2 2 1000ms
F4 2 2 2 10000ms
F5 4 4 4 100ms
F6 4 4 4 1000ms
F7 4 4 4 10000ms
F8 8 8 8 100ms
F9 8 8 8 1000ms
F10 8 8 8 10000ms
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Figure 10: Total number of VNF instances deployed for the network
edge with various flavors and placement configuration modes.

(ii) Local + cloud mode: deploying locally on the pCPE
node the user owns, as well as on the remote cloud.

(iii) Local + cloud + B&B mode: local, cloud, and B&B
deployments.

5.4. Extended VNF Instance Capacity. Figure 10 shows the
numbers of instances of deploying each of the 10 predefined
flavors with the 3 modes. From the results of Figure 10,
we learn that the numbers of instances deployed for all 10
flavors have dramatically increased. Taking F3 as an example,
in Local Mode, only 9 instances are deployed. When using
Local + Cloud Mode, the number jumps to 85. For Local +
Cloud + B&BMode, the number skyrockets to 550.Therefore,
the most beneficial part of the system is to extend the total
capacity of hosting VNF instances. If using the remote cloud
alone, the capacity of the cloud for VNF instances is limited
by the core network delay, even if other resources are assumed
to be unlimited.This bottleneck is greatly relieved by the B&B
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Figure 11: Cost hikes when the cloud load increases: Local + Cloud
Mode.
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Figure 12: Cost hikes when the cloud load increases: Local + Cloud
+ B&B Mode.

nodes hosting instances, because the instances on B&B nodes
do not put extra traffic to the core network.

5.5. Cost Hike by Cloud Load Increase. We pick the three
flavors: F3, F6, and F9, to investigate the trends of cost
increase as more VNF instances are deployed in the system.
Figures 11 and 12 demonstrate the changes of costs to deploy
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a new VNF instance on the cloud in two different modes, as
the numbers of deployed instances go up.

Using Local + Cloud Mode, the cost is first 0 as the
instances are deployed on the local pCPE nodes. As the loads
increase, the remote cloud starts to be picked and the cost
to deploy an instance increases as the numbers of deployed
instances climb. For F6 and F9, the numbers of deployedVNF
instances stop at 42 and 21, respectively.

Comparing Figure 12 with Figure 11, in Local + Cloud
+ B&B Mode, the costs are lower when deploying the same
numbers of instances in the system. For instance, when
deploying 20 instances with flavor F9, the cost using Local
+ Cloud Mode is about 140. Meanwhile, when deploying the
samenumber of instanceswith the same flavor, the cost under
Local + Cloud + B&B Mode is only around 50.

The results above have demonstrated the ability of the
B&B nodes to redirect the load off the cloud and to reduce
the overall cost, even if offering incentives to the users.

5.6. Impact from outside the Network Edge. As discussed in
Section 2, when the cloud load fromoutside the network edge
gets higher, that is, the value of 𝑇𝑑 is higher, the ability of the
cloud hosting VNF instances may be reduced. To verify how
much the impact will be, under Local + Cloud + B&B Mode
and for the three flavors F3, F6, and F9, we increase the level of
𝑇𝑑 by 1 each time and repeat the deployment for 10 times.The
numbers of VNF instances deployed are shown in Figure 13.
From the results, the capacity of the system is affected by the
increase of 𝑇𝑑. However, the impact becomes less significant
as the level of 𝑇𝑑 increases. With the considerable buffer of
the B&B nodes, the impact from 𝑇𝑑 is reduced.

5.7. Remaining Resource Levels. In Local + Cloud + B&B
Mode, all B&B nodes participate in hosting VNF instances.
We examine the resource levels after the system resources are
depleted. When all VNF instances deployed are of flavor F1,
the resource levels after the maximum number of instances is
deployed are displayed in Figure 14.

The dark colors of all cells indicate that the remaining
resource levels are low across all pCPE nodes. The cloud
resource levels are also low because of the link/delay bottle-
neck from the network edge to the core network. The results
have demonstrated the ability of the IoT-B&B algorithm to
extract the resources to deploy more instances following the
best-effort basis.

6. Related Work

NFV has been a key role to accelerate usage-based changes
and to reduce OPEX by both SPs and vendor. Much of
the recent NFV research relies on cloud computing as the
underlying infrastructure [17].

By leveraging generic cloud computing Infrastructure-
as-a-Service (IaaS) frameworks, such as OpenStack [18] and
VMWare [19], research on cloud-based NFV has been done
to ensure that VNFs run at optimum levels in the cloud
[20]. Soares et al. presented a platform for VNFs called
Cloud4NFV [3], which is compliant with the ETSI [9] NFV
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Figure 13: Cost changes when the cloud load increases due to tasks
outside the target network edge.
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Figure 14: Remaining resource levels after all B&B nodes have been
used.

architectural specification. Two approaches were discussed
to virtualize NF: full virtualization moved all control and
user plane functional entities to the cloud, while partial
virtualization still forwarded user traffic to physical hardware.
With the implementation of service provisioning and end-to-
end inventory management, vConductor [21] was presented
by Shen et al. that enabled users to plan the virtual network
services using its data model. The systems and architectures
above focus on deploying VNF instances into the generic
cloud infrastructure, rather than the edge of the network.

Due to the nature of varying cost of resources in the
cloud, cloud-based resource allocation problems have been
studied to reduce the cost and to help evenly distribute the
workload. We have analyzed vulnerability of mobile apps in
[22] to keep sensitive information in local mobile device,
while offloading secured computing-intensive modules to
the cloud. Xiao et al. [23] presented a system leveraging
virtualization to dynamically allocate resources in datacenter
and to optimize the number of servers in use. While these
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solutions did help better use cloud resources, they keep the
computing remotely in the cloud and will not move it to the
edge of the network.

The concept of fog computing was proposed in [7] and
was anticipated to become an essential part of cloud com-
puting with the volume of Internet-of-Things (IoT) growing
explosively. Vaquero and Rodero-Merino [24] proposed a
comprehensive definition of the fog covering its features
and impact, including device ubiquity, challenges on ser-
vice and fog-based network management, levels of device
connectivity, and privacy. Edge clouds were presented as
entry points for IoT, which could be parts of the Enhanced
Packet Core (EPC).The scenarios of fog computing in several
domains were discussed in [25], including Smart Grid, IoT,
and SDN, with topics about security, privacy, trust, and
service migration. The work above has pointed the research
direction of leveraging the edge of the network from high
levels. Based on fog computing, crowdsourcing becomes an
option as fog nodes can be updated dynamically with the
participation of the third party.The security and privacy chal-
lenges were illustrated in [26], where a general architecture
was presented to model crowdsourcing networks, including
crowdsourcing sensing and crowdsourcing computing. The
security concerns were captured from the characteristics of
the architecture.

Virtualization in edge networks as a form of fog comput-
ing, including NFV, have been given a close look. Manzalini
et al. visioned potential value chain shifts and business
opportunities in [27] by emerging paradigms such as SDN
andNFV.The paper pictured amassive number of virtualized
network and service functions running at the edge of the
network, making the processing power more distributed
globally. The service chaining in the cloud-based edge net-
works was analyzed in [28] by programming actions into
OpenFlow switches to achieve dynamic service chaining. A
platform called Network Functions At The Edge (NetFATE)
was proposed in [29] as a proof of concept (PoC) of an NFV
framework at the edge of a telco operator networks. EachCPE
node was realized with a generic-purpose computer installed
with a hypervisor and virtual switches. This made the CPE
node capable of deploying VNFs on itself. The focus of this
paper was to prove that deploying VNFs on the edge of the
network is feasible. However, the benefits of resource sharing
across different CPE nodes are not mentioned.

7. Conclusions

In this paper, we have presented the architecture and the
algorithms to share resources of pCPE nodes across the
network edge. When a sharable pCPE node has enough
resources, SP will utilize its free resources as a bed-and-
breakfast place to deploy VNFs of other users from the same
network edge for a certain period.Theusers can get incentives
by allowing SP to leverage the free resources.

By applying the VNF-B&B architecture, the capacity of
VNF instances for the network edge is greatly increased. The
cost of offloading to the centralized cloud is reduced. By
keeping the VNFs at the network edge, the delay is reduced
for better processing of real-time data burst from IoT devices.

Meanwhile, the traffic load to the core network is substantially
reduced with the same number of VNF instances deployed.

Making better use of the network edge is an interesting
topic and has a massive potential. While the paper ends here,
we are continuing to beef up the architecture, including the
following:

(i) Explore the availability to factor in the service up
and down of B&B nodes. This paper has used a
constant factor to model the backup VNF instances.
The modeling can be improved so that it is closer to
the real-world scenario.

(ii) Consider more factors impacting the deployment
placement besides vCPUs, memory, and network
bandwidth. Also, consider detailed factors that can
indirectly impact the cost and the core network delay
of the remote cloud.

Future work of this paper will consider the items listed
above with the aim of obtaining a practical and effective
framework of virtualizing and utilizing the network edge.

Notations Used in Problem Formulation

V, V𝑖, 𝑛𝑉: V is a pCPE node. V𝑖 is a specific
pCPE node by its index, where
𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉]. 𝑛𝑉 is the total
number of pCPE nodes in the
network edge

𝑐: The remote cloud location to
deploy

𝑢, 𝑢𝑖: 𝑢 is a user. Each user owns one
pCPE node. 𝑢𝑖 is a specific user by
the pCPE index, where
𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉]

𝑙𝑖𝑗, 𝑙𝑐, 𝑅(𝑙𝑐): 𝑙𝑖𝑗 is the link between pCPE nodes
V𝑖 and V𝑗, where 𝑖, 𝑗 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉],
𝑖 ̸= 𝑗. 𝑙𝑐 is the link between the
network edge and the core
network. 𝑅(𝑙𝑐) is the remaining
network bandwidth of 𝑙𝑐

𝑎, 𝑛𝑎: 𝑎 is a VNF type/flavor. 𝑛𝑎 is the
total number of VNF types

𝑓, 𝑓(𝑎𝑘): 𝑓 is a VNF instance. 𝑓(𝑎𝑘) is an
instance of type 𝑎𝑘, 𝑘 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑎]

𝑓(𝑎𝑘, 𝑢𝑖): A VNF instance of type 𝑎𝑘 and
user 𝑢𝑖, 𝑘 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑎], 𝑖 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉]

𝑓(𝑎𝑘, 𝑢𝑖, V𝑗): A VNF instance of type 𝑎𝑘, user
𝑢𝑖, and deployed on pCPE node
V𝑗, 𝑘 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑎], 𝑖, 𝑗 ∈ [1 ⋅ ⋅ ⋅ 𝑛𝑉]

𝐹V, 𝐹𝑐: 𝐹V is the set of all VNF instances
deployed on pCPE node V. 𝐹𝑐 is
the set of all VNF instances
deployed on the cloud

𝑈(V),𝑀(V), 𝐵(V): The number of vCPUs, the
amount of memory, and the
network bandwidth capacity that
can be provided by the pCPE
node V, respectively
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𝑈(𝑓),𝑀(𝑓), 𝐵(𝑓): The number of vCPUs, the
amount of memory, and the
network bandwidth required by
𝑓, respectively

𝑡(𝑓), 𝑇max(𝑓), 𝑇𝑑: 𝑡(𝑓) is the core network delay by
offloading 𝑓 to the cloud. 𝑇max(𝑓)
is the maximum delay allowed by
𝑓. 𝑇𝑑 is the core network delay
not caused by the network edge

𝑏, 𝛿: 𝑏 is the maximum core network
delay when the bandwidth of 𝑙𝑐 is
depleted. 𝛿 is a very small positive
number used as part of the
denominators in (9), (10), and (12)
to avoid dividing by 0

𝑆(𝑓, 𝑐), 𝑆(𝑓, V): Cost of 𝑓 deployed on the cloud 𝑐
and the pCPE node V, respectively

𝑋(𝑓, 𝑐), 𝑋(𝑓, V): They equal 1 if 𝑓 is on 𝑐/V and 0 if
not.
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This paper focused on the safety verification of themultithreaded programs for mobile crowdsourcing networks. A novel algorithm
was proposed to find a way to apply IC3, which is typically the fastest algorithm for SAT-based finite state model checking, in a very
clever manner to solve the safety problem of multithreaded programs. By computing a series of overapproximation reachability, the
safety properties can be verified by the SAT-basedmodel checking algorithms.The results show that the new algorithm outperforms
all the recently published works, especially on memory consumption (an advantage that comes from IC3).

1. Introduction

The mobile crowdsourcing network is a promising network
architecture to perform tasks with human involvement and
numerous mobile devices but suffers from security and
privacy concerns [1, 2]. Pthread-style multithreaded pro-
grams play an important role in crowdsourcing computing
[3, 4] and crowdsourcing sensing [5, 6] for supporting
concurrent programming.Multithreaded programming used
much existing system-level code such as device drivers,
operating system, and distributed computing. The mobile
crowdsourcing networks [7, 8] distribute tasks and collect the
results and must make sure safely access for the shared data.
Therefore, it is important to verify the safety properties for
multithreaded programs.

In this paper, we consider the multithreaded programs
with an unbounded number of threads. Each thread executes
a finite, nonrecursive state machine. Mutexes, which can be
expressed using Boolean variables, are used for synchroniza-
tion in this kinds of multithreaded programs. The illegal
access of mutexes will lead to safety problem. We assume all
mutexes are shared variables. The safety problems is to verify
if the illegal access of mutexes exists.

The safety property for multithreaded programs which
was expressed as upward-closed sets of the target (“bad”)
states can be verified by reduction to the coverability problem

of well-structured transition systems (WSTS) [9, 10]. WSTS
are a very broad class of infinite-state systems, including
thread transition system (TTS) [11], Petri nets and their
monotonic extensions [12–16], broadcast protocols [17, 18],
lossy channel systems [19] and context-free grammars [10].
Coverability is the base verification task for WSTS: the
question is whether the system can reach an unsafe or illegal
configuration among some subset of its (possibly unbounded
number of) components.There have been several algorithms
published for WSTS coverability problem [9–11, 20–22], but
none perform as efficiently as finite state model checking.

The IC3 algorithm [23] is an SAT-based model checking
algorithm and introduced as an efficient technique for safety
properties verification of finite state systems, especially in
hardware verification. It computes an inductive invariant by
maintaining a sequence of overapproximation of reachability
from initial states and strengthens them incrementally. An
efficient implementation of the procedure shows good per-
formance on hardware benchmarks [24].

This paper focuses on the multithreaded programs for
mobile crowdsourcing networks. All multithreaded pro-
grams are pthread-style ANSI-C source code and trans-
formed into TTS by using predicate abstraction [25, 26].
We introduce a novel, highly efficient algorithm for the
coverability problem of TTS. The new algorithm is to find a
way to apply conventional, finite state IC3, which is typically
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the fastest algorithm for finite state model checking, in a
very clever manner to solve the coverability problem. IC3
algorithm is a finite state model checking algorithm, and the
original input is an FSM. We try to use the finite state model
checker to solve the infinite-state systems. The bounded TTS
is transformed into an FSM and described as the inputs
format for IC3 engine. The significant contributions of this
paper are as follows:

(1) Our approach requires very novel and intricate rea-
soning because IC3 produces a series of overapproxi-
mation reachability results. A novel algorithm which
is based on IC3 engine is proposed to solve the
coverability problem of TTS.

(2) We introduce new encoding techniques to make the
verification of infinite-state systems possible by using
finite state algorithms.

(3) We implement tool’s combination, which is a good
way to improve the total rate of successfully solved
instances.

The experimental results show that our new algorithm
outperforms all the recently published works, uses far less
memory (an advantage that comes from IC3), and can solve
more benchmarks successfully. The new method can solve
97.2% instances within 1 GB.

The rest of this paper is organized as follows. In Section 2,
we review the related work. Section 3 presents necessary
preliminaries used in this paper. In Section 4, we propose
our new method based on IC3 and give more details of the
implementation. Section 5 shows the experimental evaluation
on multithreaded programs. Section 6 concludes this paper
and discusses future works.

2. Related Works

A general decidability result showed that the coverability
problem is decidable for WSTS [9], which backward-explore
states starting from the target states. Bingham and Hu [20]
proposed a new algorithm to compute fix-points over a series
of finite state systems of increasing size. A new subclass of
WSTS, namedNice SliceableWSTS, was introduced. Starting
from the target states, it computed the exact backward
reachability by using finite state symbolic model checking
[27] based on BDDs [28] to solve the coverability problem
of NSW. Kaiser et al. [11, 22] introduced a new algorithm
to solve the safety properties of multithreaded programs
with an unbounded number of threads executing a finite
state, nonrecursive procedure. By using many inexpensive
uncoverability proofs, this new approach combined forward
propagation under-approximations with backward propaga-
tion of overapproximations to the coverability problem in
TTS. Inspired by the success of IC3 algorithm in finite state
model checking, Kloos et al. [21] proposed an incremental,
inductive procedure to check coverability of downward-finite
WSTS, which contains Petri nets, broadcast protocols, and
lossy channel systems. All those algorithms are based on the
backward reachability and suffered from complex computa-
tional consumption. Esparza et al. [29] introduced an incom-
plete but empirically efficient solution to the coverability

problem. The new approach was based on classical Petri
nets analysis techniques, the marking equation and traps
[30, 31], and utilized an SMT solver to implement the
constraint approach. Inspired by Esparza’s work, Athanasiou
et al. [32] introduced an approximate coverability method by
using thread state equations and implemented it in a tool
named TSE. TSE is very capable on Boolean programs but
theoretically incomplete.

3. Preliminaries

3.1. Nicely Sliceable WSTS

Definition 1 (well-quasi-ordering). A well-quasi-ordering
(wqo) is a reflexive and transitive binary relation ⪯ over set
𝑋, and for every infinite sequence 𝑥0, 𝑥1, 𝑥2, . . . of elements
from𝑋, there exists 𝑖 < 𝑗 such that 𝑥𝑖 ⪯ 𝑥𝑗.

For 𝑌 ⊆ 𝑋, the upward-closure of 𝑌 is the set ↑ 𝑌 =
{𝑥 | ∃𝑦 ∈ 𝑌, 𝑦 ⪯ 𝑥}. A basis of an upward-closed set 𝑌
is a set 𝐵 ⊆ 𝑌 such that 𝑌 =↑ 𝐵. A set 𝑈 is said to be ⪯-
upward-closed (or simply upward-closed if⪯ is clear from the
context) if 𝑈 =↑ 𝑈. It is known that if ⪯ is a 𝑤𝑞𝑜, then any ⪯
-upward-closed set has a unique finite basis 𝐵 such that for
all 𝑥, 𝑦 ∈ 𝐵 we have 𝑥 �⪯ 𝑦 and 𝑦 �⪯ 𝑥 [33]. Given upward-
closed 𝑈, we let 𝑏𝑎𝑠𝑖𝑠(𝑈) denote the unique finite basis of 𝑈.
Moreover, it is known that any infinite increasing sequence
𝑆0 ⊆ 𝑆1 ⊆ 𝑆2 ⊆ ⋅ ⋅ ⋅ of upward-closed sets eventually stabilizes;
that is, there exists 𝑘 ∈ N such that 𝑆𝑘 = 𝑆𝑘+1 = 𝑆𝑘+2 = ⋅ ⋅ ⋅ .

Definition 2 (discrete wqo). A wqo is a discrete wqo (dwqo)
over 𝑋 if for all 𝑥 ∈ 𝑋 there exists 𝑘 ∈ N such that for any
sequence 𝑥0 ≺ 𝑥1 ≺ ⋅ ⋅ ⋅ ≺ 𝑥𝑙 = 𝑥, we have 𝑙 ≤ 𝑘. The weight
function 𝑤 : 𝑋 → N maps each 𝑥 to the minimum such
as 𝑘. For the ⪯-upward-closed set 𝑈, the base weight of 𝑈 is
𝑏𝑤(𝑈) = max{𝑤(𝑥) | 𝑥 ∈ 𝑏𝑎𝑠𝑖𝑠(𝑈)}.

The weight function 𝑤(𝑥) slices the state space into a
countable number of finite sets 𝑆0, 𝑆1, 𝑆2, . . ., where 𝑆𝑖 = {𝑥 ∈
𝑆 | 𝑤(𝑥) = 𝑖}. This property allows for finite state model
checking techniques to be used to the reachability for each
weighted bounded 𝑆𝑖.

Definition 3 (nicely sliceable well-structured transition sys-
tems). A nicely sliceable well-structured transition system
(NSW) 𝑀 = (𝑆,→, ⪯) is a transition system equipped with
a dwqo on its states that satisfies the following properties:

(1) 𝑆 is the (possibly infinite) state space.
(2) →⊆ 𝑆 × 𝑆 is transition relation.
(3) ⪯ is a dwqo over 𝑆.
(4) For all 𝑥, 𝑥, 𝑦 ∈ 𝑆, if 𝑥 → 𝑥 and 𝑥 ⪯ 𝑦, there exists

𝑦 such that 𝑦 → 𝑦 and 𝑥 ⪯ 𝑦.
(5) Weight-respecting: for all 𝑥, 𝑥, 𝑦 ∈ 𝑆,𝑤(𝑥) −𝑤(𝑥) =

𝑤(𝑦) − 𝑤(𝑦).
(6) 𝛿-deflatable: for 𝛿 ∈ N if whenever𝑥 → 𝑥 and 𝑧 ⪯ 𝑥,

there exists𝑦 and𝑦 such that the following properties
hold: (1) 𝑦 ⪯ 𝑥, (2) 𝑦 → 𝑦, (3) 𝑧 ⪯ 𝑦, (4) 𝑤(𝑦) ≤
𝑤(𝑧) + 𝛿, and (5) 𝑤(𝑦) ≤ 𝑤(𝑧) + 𝛿.



Wireless Communications and Mobile Computing 3

3.2. Thread Transition Systems. Thread transition systems
(TTS) are motivated by the verification task of multithread
asynchronous programs, which is the subset of NSW. Let 𝐿
and 𝑆 be finite sets for local and shared states, respectively.
The elements of 𝑇 = 𝑆 × 𝐿 are called thread states.

Definition 4 (thread transition system). A thread transition
system (TTS) is a pair (𝑇, 𝑅), where 𝑅 ⊆ 𝑇 × 𝑇 is a binary
relation on 𝑇, partitioned into 𝑅 =→ ∪ →.

Let 𝑉 = ⋃∞𝑛=1(𝑆 × 𝐿
𝑛). The elements of 𝑉 are called states.

We write them in the form (𝑠 | 𝑙1, 𝑙2, . . . , 𝑙𝑛). A TTS gives rise
to a transition system𝑀 = (𝑉, ) with

(𝑠 | 𝑙1, 𝑙2, . . . , 𝑙𝑛)  (𝑠
 | 𝑙1, 𝑙


2, . . . , 𝑙


𝑛) , (1)

if one of the following conditions holds.

Thread Transitions. 𝑛 = 𝑛 and there exists (𝑠, 𝑙) → (𝑠, 𝑙) ∈ 𝑅
and 𝑖 such that 𝑙𝑖 = 𝑙, 𝑙𝑖 = 𝑙

, and, for all 𝑗 ̸= 𝑖, 𝑙𝑗 = 𝑙𝑗.

SpawnTransitions. 𝑛 = 𝑛+1 and there exists (𝑠, 𝑙) → (𝑠, 𝑙) ∈
𝑅 and 𝑖 such that 𝑙𝑖 = 𝑙, 𝑙𝑛 = 𝑙

, and for all 𝑗 < 𝑛, 𝑙𝑗 = 𝑙𝑗.
Let 𝐼𝑙 ⊆ 𝐿 be a set of initial local states and 𝐼𝑠 ⊆ 𝑆 be a

set of initial shared states. We define the set of initial states to
be 𝐼 = 𝐼𝑠 × ⋃

∞
𝑛=1 𝐼
𝑛
𝑙 . An execution of the transition system𝑀

is a finite or infinite sequence of states in 𝑉 whose adjacent
states are related by , which started at initial states. A state
is reachable if it appears in some execution.

In order to state the coverability problem, define the 𝑐𝑜V𝑒𝑟
relation ⪯ over 𝑉 as (𝑠 | 𝑙1, 𝑙2, . . . , 𝑙𝑛) ⪯ (𝑠 | 𝑙1, 𝑙


2, . . . , 𝑙


𝑛) if

𝑠 = 𝑠 and [𝑙1, 𝑙𝑛, . . . , 𝑙𝑛] ⊆ [𝑙1, 𝑙

2, . . . , 𝑙


𝑛], where [⋅] denotes a

multiset.
Give target states V𝐹 ∈ 𝑉, if V𝐹 is coverable; that is, does

there exists a path in 𝑀 leading to a state V that covers V𝐹:
V ⪰ V𝐹?The safety property is described as the upward-closed
set of V𝐹 and converts into the coverability analysis problem.

A cover relation ⪯ is neither symmetric nor antisymmet-
ric, thus a quasi-order, and in fact a well-quasi-order (wqo)
on 𝑉: any infinite sequence V1, V2, . . . of elements from 𝑉
contains an increasing pair V𝑖 ⪯ V𝑗 with 𝑖 < 𝑗. It is easy to
see that (𝑀, ⪯) fulfills the definition of WSTS. A TTS with
standard thread and spawn transition can be expressed as
plain Petri nets [22] and is the subset class of NSW [20].

4. Multithreaded Programs Safety Verification

In this section, we introduce a new method for the safety
verification of multithread programs. The input source code
is translated into TTS by using SatAbs [34]. Then, we
propose a novel TTS coverability analysis algorithm to verify
the safety properties. Finally, the implementation details are
described.

4.1. The Input Languages. Most popular programming lan-
guages such as Java and C/C++ embrace concurrent pro-
gramming via their pthread or thread class APIs, respectively.
In this paper, we focus on the pthread-style multithreaded
ANSI-C programs. ANSI-C is one of the most popular pro-
gramming languages for safety critical embedded software.

The mobile crowdsourcing networks contains most embed-
ded devices which are based on multithreaded programs to
support the crowdsourcing computing and communications.
SatAbs is an SAT-based model checker by predicate abstrac-
tion, and can be used to model the ANSI-C programs into
TTS format. We follow the introduction from the SatAbs
website (http://www.cprover.org/satabs/) to transform the
ANSI-C programs into TTS. All ANSI-C programs can be
translated into Boolean programs by SatAbs, completely.The
safety properties can be reserved during the formalization
process.

4.2. IC3-BasedThread Transition System Coverability Analysis
Algorithm. IC3 is SAT-based and computes inductive over-
approximations of reachable sets. Let 𝐼 and 𝑃 be initial states
and the property states, respectively. Also let 𝑇 denote the
transition relation over the current and the next states. IC3
maintains a trace: [𝑅0, 𝑅1, . . . , 𝑅𝑁]. The first element 𝑅0 is
the initial states. For 𝑖 > 0, 𝑅𝑖 is a set of clauses that AND-
ed together and represent an overapproximation of the states
reachable from the initial states in 𝑘 steps or less. 𝑅𝑖 → 𝑅𝑖+1,
and the clauses 𝑅𝑖+1 are a subset of 𝑅𝑖, except for 𝑖 = 0. The
IC3 algorithm will terminate if a counterexample is found or
an inductive proof 𝑅𝑁 is got.

This section develops our new algorithm, TTSCov, which
is based on the IC3 algorithm. For a target set V𝐹 and
𝑖 ∈ N, 𝑤𝑙(V𝐹, 𝑖) presents the set of weight limited V𝐹 by
𝑖. From the base weight of V𝐹, the algorithm computes the
overapproximation for the backward reachable set 𝑂𝑖. 𝑂𝑖 is
an inductive overapproximation of the states from V𝐹 which
is reachable along a path that never exceeds weight 𝑖. We
use IC3, an SAT-based finite state model checker, to compute
this weight limited and inductive overapproximation of
V𝐹.

As shown in Algorithm 1, the input is a TTS𝑀, a set of
initial states 𝐼, and an ⪯-upward-closed set of target states
V𝐹. The variable 𝑖 is the current weight boundary, which
is initially the base weight of V𝐹 and increases by 1 each
loop iteration. 𝑂𝑖 is an overapproximation of 𝑏𝑟(V𝐹, 𝑖), which
initially is set as 𝑤𝑙(V𝐹, 𝑏𝑤(V𝐹)). 𝑂𝑖 is an overapproximation
of 𝑂𝑖−1 bounded by the weight 𝑖, which is computed by
IC3 engine. If 𝑂𝑖 intersected with the initial states 𝐼, the
counterexample was found, and the algorithm terminated. In
line (6), we check if 𝑂𝑖 and 𝑂𝑖−1 are equal, if not, the variable
𝑛was assigned as the current 𝑖. If the condition of line (6) fails
𝛿 times consecutively, we have𝑂𝑛+𝛿 = 𝑂𝑛+𝛿−1 = ⋅ ⋅ ⋅ = 𝑂𝑛, and
thus the verification is successful.

Actually, the condition in line (8) can be replaced by
𝑂𝑖 �≡ 𝑂𝑖−1, and the algorithm works well under the syntacti-
cally equal check. But the syntactic checking is more efficient,
as the IC3 algorithm builds the frame incrementally, and the
clause in𝑂𝑖 is the subset in𝑂𝑖−1. In order to take this feature,
a Boolean variable can be used to check if new clauses add to
𝑂𝑖 when computing the overapproximation at line (3). This
speeds up the algorithm much more.

The main routine in Algorithm 1 is the while-loop. For
each loop, the IC3 engine computes the overapproximation
by using the SAT solver. The algorithm terminates when it
finds a counterexample at line (5) or proves safety at line (13).

http://www.cprover.org/satabs/
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Intput:
𝑀 = (𝑆,→, ⪯): a TTS model to describe a multi-threaded program
𝐼 ⊆ 𝑆: the inital states
𝛿: a constant which depend on the input model𝑀
V𝐹: the target states, which is described as an upward-closed set

Output:
safe or unsafe

(1) 𝑖 fl 𝑏𝑤(V𝐹), 𝑛 fl 𝑖, 𝑂𝑖−1 fl 𝑤𝑙(V𝐹, 𝑖) // initialization
(2) while 𝑛 ≥ 𝑖 − 𝛿 do
(3) 𝑂𝑖 fl 𝐼𝐶3(𝑂𝑖−1, 𝐼, 𝑖)
(4) if 𝑂𝑖 ∩ 𝐼 ̸= 0 then
(5) print CEX
(6) RETURN unsafe
(7) end if
(8) If 𝑂𝑖 ̸= 𝑂𝑖−1 then
(9) 𝑛 fl 𝑖
(10) end if
(11) 𝑖 fl 𝑖 + 1
(12) end while
(13) RETURN safe

Algorithm 1: TTSCov.

4.3. Implementation. A TTS with thread and spawn tran-
sitions is expressive as a plain Petri net. Zhang et al. [35]
introduced a method to cut off a Petri net into a finite
state machine (FSM). Inspired by Zhang’s work, this section
introduces the details of how to bound the TTS into FSM.

The TTS Format. The input multithreaded programs model
are encoded in the TTS format (http://www.cprover.org/
bfc/). Each shared or local ismapped to a shared/local variable.
Just one shared variable can be assigned to “1,” and all local
variables could be assigned to arbitrary natural number. A
transition is a thread transition or spawn transition, which
described how the thread state changed.

The FSM Format: AIGER. AIGER is a format, library and set
of utilities for And-Inverter Graphs (AIGs) (http://fmv.jku.at/
aiger/). AIGs are a good way to describe a FSM and can be
translated into a propositional logic for a SAT solver. The
boundedTTS is encoded as anAIGmodel, where each shared
and local state corresponds to state variables. Extra input
variables are introduced to select which rule to be fired, and
then update the state variables’ value to set up the transition
relations equally.

Shared and Local Variables. An |𝑆|-bit vector was used to
encode all shared variables, as just one shared variable was
assigned with “1” at the same time. For each local variable, the
unary encoding was used to encode the natural numbers 𝑛,
as literature [35] shows that one-hot encoding is one possible
unary encoding. As shown in Table 1, thermometer encoding
is another unary encoding and performs well when using
the incremental SAT solvers. In this paper, thermometer
encoding is used to encode the local variables.

A full adder is used to bound the total thread number,
and the logic is the same as described in [35]. The total
thread number is the sum of all local variables’ value. As

Table 1: Encoding: binary, one-hot, and thermometer.

𝑛 Binary One-hot Thermometer
0 000 00000001 00000001
1 001 00000010 00000011
2 010 00000100 00000111
3 011 00001000 00001111
4 100 00010000 00011111
5 101 00100000 00111111
6 110 01000000 01111111
7 111 10000000 11111111

the thermometer encoding technique is used to encode the
local variables, the structure information is also added as the
constraint to the AIG model.

5. Experimental Evaluation

We have implemented our algorithm in a tool named
TTSCov. TTSCov is implemented with C++, and all input
instances are encoded in TTS format. Petri nets tools
are used by converting TTS instances into MIST format
(https://github.com/pierreganty/mist). Most crowdsourcing
programs are described in pthread-style multithreaded
ANSI-C. SatAbs is the front-end of TTSCov,which translates
the input ANSI-C programs in to TTS.

Tomeasure TTSCov’s performance, we compare with the
state-of-the-art tools: MIST, IIC [21], BFC [11], Petrinizer
[29], and TSE [32]. All experiments are performed on an Intel
3.4 GHz Intel, and 16GBofmemory, running LinuxOS in 64-
bit. The CPU time is limited to 1 hour, and memory to 10GB.

5.1. Benchmarks. We collect 178 Petri nets examples from the
Petrinizer repository (https://github.com/cryptica/pnerf), in

http://www.cprover.org/bfc/
http://www.cprover.org/bfc/
http://fmv.jku.at/aiger/
http://fmv.jku.at/aiger/
https://github.com/pierreganty/mist
https://github.com/cryptica/pnerf
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Figure 1: Total instances. All 178 instances are separated into safe and unsafe by the real results. There are 115 safe instances, and 63 unsafe
instances. TTSCov compare with the state-of-the-art tools: MIST, IIC, BFC, Petrinizer, and TSE. There are two versions of BFC tool, and
for each version, the tool has three modes. BFC2𝑐 means the BFC v2.0 run in concurrent mode. 𝑓 and 𝑏 respect forward and backward,
respectively. MIST toolkit implemented five algorithms: 𝐵𝑎𝑐𝑘𝑤𝑎𝑟𝑑, 𝐸𝐸𝐶, 𝑇𝑆𝐼, 𝐼𝐶4𝑃𝑁, and 𝐶𝐸𝐺𝐴𝑅.

which 115 instances are safe and 63 instances are unsafe.
All examples are organized into five suites. The first suite
is a collection of plain Petri nets from the MIST toolkit.
This suit contains 23 Petri nets (17 instances are safe, and
the rest are unsafe) and 6 bounded Petri nets which are all
safe. The second suite comes from the provenance analysis
of message in a medical system, which contains 12 safe
instances. The third suite also comes from the provenance
analysis of message in bug tracking application, which con-
tains 40 safe instances and 1 unsafe instance. The fourth
suite contains 46 instances that are used to evaluate the
BFC tool(http://www.cprover.org/bfc). Those instances are
generated from concurrent C program in TTS format. They
are mostly unsafe, and just 2 instances are safe. The fifth suite
contains 50 instances that comes from the Erlang verification
tool called Soter [36], and those examples can be found on
Soter’s Website (http://mjolnir.cs.ox.ac.uk/soter). Out of 50
instances in this suite, 38 are safe. This suite contains the
largest example in the collection, with 66,950 places and
213,635 transitions.

5.2. Rate of Success on All Instances. We run two different ver-
sion of BFC, named BFC v1.0 and BFC v2.0, respectively. The
BFC tool has 3 modes: backward, forward, and concurrent.
In concurrent mode, two threads are used to run backward
and forward parallel. But we find there is a potential bug
in BFC v2.0 with concurrent mode. The tool got stuck in
concurrentmodewhen switching the thread.We run 10 times
in concurrent mode and show the median results in Figure 1.
Petrinizer is an SMT-based tool, which has 8 parameters,
and the tool may return wrong answer for some examples. If

Petrinizer returns wrong result in one configuration, we say
the result is wrong. All five algorithms in MIST toolkit were
compared.

Figure 1 shows that TTSCov performs better than the
other complete tools, which solve 147 instances in total the
same as Petrinizer, which is incomplete. For safe instances,
TTSCov solves 91 out of 115, and 22 instances timeout. Most
importantly, there are just 2 instances over the memory
limit, which support the IC3 less memory usage. Petrinzier
solves 84 instances, and 1 timeout. But 30 instances return
unsafe results for those safe instances. Out of 30 wrong
results examples, 19 instances return wrong answer with all
8 configurations, and the others are partly wrong. TSE solves
84 instances, 10 out of memory and 21 timeout. BFC2𝑐 solves
67 examples in total, whereas 30 examples time out and
18 instances are out of memory. BFC2𝑏 performs same as
BFC2𝑐, in which 66 instances are solved, but with more out
of time instances. BFC1𝑐 solves 53 out of 115 safe instances,
and 61 examples out of memory limit, with just one timeout.
BFC1𝑏 solves 47 safe instances, and 9 out of time limit and
59 out of memory limit. The forward algorithm performs
worst in both BFC v1.0 and BFC v2.0, where 34 instances
and 35 instances are solved by BFC2𝑓 and BFC1𝑓, respectively.
There are 53 instances of timeout for both tools. The BFC2𝑓
has 28 examples out of memory, and the BFC1𝑓 runs out
of memory limit for 27 examples. IIC solves 47 instances,
24 instances timeout and 44 instances out of memory. For
five algorithms in MIST toolkit, EEC solves 56 instances,
13 instances timeout, and 46 out of memory. Backward
algorithm performs the same as EEC, 5 more instances

http://www.cprover.org/bfc/
http://mjolnir.cs.ox.ac.uk/soter
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Table 2: Petrinizer and TSE combine with the other tools. For each suite, we focus on the instance that Petrinizer or TSE are unsolved, but the
combined tool is solved, then present the total number of solved instances. All data are under taking the sum of the instances that Petrinizer
or TSE can solve and the disjoint instances that the other tools can solve.

Petri (29) Medical (12) Bug-tr (41) Wa-kr (46) Soter (50) Total (178)
Petrinizer 21 4 33 46 43 147
Petrinizer + MIST 29 12 33 46 47 167
Petrinizer + BFC 27 4 33 46 49 159
Petrinizer + IIC 29 9 33 46 47 164
Petrinizer + TTSCov 29 12 41 46 49 177
TSE 19 4 33 46 44 146
TSE + MIST 29 12 33 46 47 167
TSE + BFC 27 4 33 46 49 159
TSE + IIC 29 9 33 46 47 164
TSE + TTSCov 29 12 41 46 49 177

timeout. TSI and IC4PN solve about 30 safe instances, but
CEGAR just solves 8.

For unsafe instances, TTSCov solves 56 examples out of
63, no out of memory case, but 7 timeout. Petrinizer and
BFC perform well in those suite cases. Petrinizer, BFC1𝑐, and
BFC1𝑓 solve all 63 unsafe instances. TSE solves 62 instances,
and just one out of memory. BFC1𝑏 has 4 timeout and 4 out
of memory, respectively. BFC2𝑏 has 8 instances out of time
or memory limitation, and BFC2𝑓 just has 2 instances out
of memory. BFC2𝑐 performs worse, where 30 instances are
solved, because of the potential bugs in concurrent mode.
For some unsafe instances in the fourth suite, the forward
thread has found the counterexample, but got stuck when
switching the thread until timeout. What is more, there
are 3 examples out of memory when running BFC v2.0 in
concurrent mode. IIC and Backward performs almost the
same, which solve about 50 instances, 1 out of memory and
the rest are timeout. EEC, TSI, IC4PN, and CEGAR are not
good on unsafe instances, especially CEGAR, which only
solves 2 unsafe instances.

In brief, TTSCov performs well both for safe and unsafe
instances, especially in memory usage. Petrinizer performs
well in time and memory usage for all instances, but reports
wrong answer for safe instances. TSE performs nearly the
same as TTSCov, but incomplete the same as Petrinizer. BFC
v1.0 and v2.0 are good at unsafe cases, excluding the potential
bugs in BFC2𝑐. IIC and MIST perform the same, but take
more memory usage.

5.3. Tools Combination. Petrinizer and TSE are incomplete,
but perform excellently on time and memory usage. We
combine the Petrinizer and TSE with the other tools, and the
total solved instances number is shown in Table 2.

Petrinizer works out 147 instances alone, but 30 instances
return wrong or partly wrong result. For BFC, we compared
the BFC v1.0 and BFC v2.0 in all three modes and then
chose the best one. MIST stands for 𝐵𝑎𝑐𝑘𝑤𝑎𝑟𝑑 algorithm,
which performs the best of five algorithms in the MIST
toolkit. When combining BFC with Petrinizer, 159 instances
are solved. IIC andMIST solve 164 and 167, respectively, when

working together with Petrinizer. Our tool TTSCov can solve
177 instances when combined with Petrinizer.

TSE solves 146 instances in total. When combined with
the other tools, the total solved instances number is the
same as Petrinizer. More importantly, TTSCov can solve all
collected instances when combined with Petrinizer or TSE,
except one instance from the Soter suite, which all tools can
not deal with.

5.4. Memory Usage Evaluation. To show the memory usage
of TTSCov, we compare with MIST, IIC, and BFC. Figure 2
shows that TTSCov is an efficient tool in memory usage,
due to the use of IC3 as the back-end engine. TTSCov
solves nearly 97.3% instances within 1 GB memory. About
two-thirds instances can be solved within 2GB for all tools,
but TTSCov and BFC perform better than MIST and IIC
in large instances. We find a bug when running BFC v2.0
for some instances from the forth instance suite. The tool
has a segmentation fault for two instances, and we have get
the bug confirmation from the author. The segmentation
fault instances are marked as out of memory. Petrinizer and
TSE are indeed efficient for memory usage, but incomplete.
Therefore, we do not comparewith those. TTSCov is based on
the IC3 engine, which solves the verification problemwithout
unrolling the transition relations. This is the main reason for
why TTSCov performs well in memory usage. In conclusion,
TTSCov is an efficient tool in memory usage, especially for
huge instances.

6. Conclusion and Future Works

This paper introduce an IC3-based algorithm to verify
the safety properties of multithreaded programs in mobile
crowdsourcing networks. The pthread-style multithreaded
program is modeled as a TTS. Then the state-of-the-art
SAT-based model checking algorithm is used to verify the
safety properties, by computing a series of overapproximation
reachability with IC3.The results show that our new approach
can solve more instances compared favorably against several
recently published approaches. Due to using IC3 as the back-
end engine, our method is significant for its lower memory
consumption. Tools combination is a good direction to
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Figure 2: Comparison of TTSCov with MIST, IIC, and BFC for
memory usage. BFC stands for BFC2𝑏. We use two versions BFC in
all threemodes and find that the BFC2𝑏 performs the best inmemory
usage test. 𝐵𝑎𝑐𝑘𝑤𝑎𝑟𝑑 algorithm is the best of five algorithms for
memory usage inMIST toolkit, so MIST represented the 𝐵𝑎𝑐𝑘𝑤𝑎𝑟𝑑
algorithm. For all timeout instances, we also show thememory usage
in this figure.

solve the multithreaded programs for more complex mobile
crowdsourcing networks. Parallel programming will be a
good way to speed up the TTSCov algorithm.
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The joint of WiFi-based and vision-based human activity recognition has attracted increasing attention in the human-computer
interaction, smart home, and security monitoring fields. We propose HuAc, the combination of WiFi-based and Kinect-based
activity recognition system, to sense human activity in an indoor environmentwith occlusion, weak light, and different perspectives.
We first construct a WiFi-based activity recognition dataset named WiAR to provide a benchmark for WiFi-based activity
recognition. Then, we design a mechanism of subcarrier selection according to the sensitivity of subcarriers to human activities.
Moreover, we optimize the spatial relationship of adjacent skeleton joints and draw out a corresponding relationship between CSI
and skeleton-based activity recognition. Finally, we explore the fusion information of CSI and crowdsourced skeleton joints to
achieve the robustness of human activity recognition. We implemented HuAc using commercial WiFi devices and evaluated it in
three kinds of scenarios. Our results show that HuAc achieves an average accuracy of greater than 93% using WiAR dataset.

1. Introduction

Human activity recognition is an important research problem
in the social life, pervasive computing, and security monitor-
ing fields [1–3]. Daily activities [4] were seen as an important
means of communicating in our daily life, and we can
communicate through body language like hands and head
rather than speaking. Therefore, human activity recognition
systems have been proposed in terms of application demand,
technical support, and auxiliary devices.

Previous works related to activity recognition are roughly
divided into three categories including wearable-based,
vision-based, and WiFi-based. Wearable-based sensing be-
havior has been popular and widely used in elder healthcare,
smart sensing, sports application, and tracking [1, 5, 6].
Researchers leverage the collecting information via sensors
to recognize human behavior and analyze human health con-
dition. However, it has several limitations such as increasing
the burden of users, the inconvenience of routine life, and
sensors with limited power. Vision-based activity recognition
has been popular and achieves high accuracy. The light,
shadowing, privacy protection, and angle factors increase the

difficulty of activity recognition and constrain the application
fields. Microsoft released Kinect technology and Kinect can
provide skeleton information using built-in sensors [7, 8].
Although Kinect-based activity recognition solves the light-
environment problem and can track the skeleton joints of an
activity with high accuracy, it cannot recognize the imperfect
activity due to the crowded room, the presence of obstacles, and
out of the monitoring range.

With the coverage ofWiFi signals and the improvement of
wireless infrastructures in public places, WiFi-based activity
recognition systems [4, 9–11] leverage the change pattern of
WiFi signals reflected by a human body to recognize the
activity. WiFi-based activity recognition systems [12–14] not
only ease the burden of wearable-based users, but also can
sense the presence of obstacles in comparison with Kinect-
based works. For example, WiVi [14] can sense the user’s
behavior through the wall, and RF-Capture [11] tracks the
3D positions of a human body when the person is occluded
completely and captures the human figure without wearable
devices.

We are interested in BodyScan system [15], and it is
estimated on the idea of the combination of the wearable
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sensors andWiFi signals. Moreover, it overcomes key limita-
tions of existing wearable devices by providing a contactless
and privacy-preserving approach to capture a rich variety
of human activities. Based on this work, we explore the
combination of CSI and skeleton data to sense human behav-
ior. According to the works mentioned above, we explore
three issues of activity recognition in this paper. First, we
construct a WiFi-based activity recognition dataset named
WiAR to provide a benchmark for previous works. Second,
we design the mechanism of subcarrier selection to improve
the robustness of activity recognition in the WiAR dataset.
Third, we combine WiFi signals with crowdsourced skeleton
data to improve the accuracy and robustness of activity
recognition breaking the limitations of Kinect technology.
The contributions of our work are summarized as follows:

(i) We propose a HuAc system to recognize human
activity and also construct a WiFi-based activity
recognition dataset named WiAR as a benchmark to
evaluate the performance of existing activity recogni-
tion systems. We use the kNN, Random Forest, and
Decision Tree algorithms to verify the effectiveness of
the WiAR dataset.

(ii) We detect the start and end of the activity using
the moving variance of CSI. Moreover, we leverage𝐾-means algorithm to cluster effective subcarriers
according to subcarrier’s sensitivity and improve the
robustness of activity recognition.

(iii) We develop a selection method of skeleton joints
based on KARD’s work named SSJ, and it considers
the spatial relationship and the angle of adjacent
joints as auxiliary information of human activity
recognition to improve the accuracy of tracking.

(iv) We implement the fusion framework of CSI and
skeleton data to sense the activity and solve the
limitations of CSI-based and skeleton-based activity
recognition, respectively. Experimental results show
that HuAc achieves the accuracy of greater than 93%.

The rest of this paper is organized as follows. We intro-
duce the related work in Section 2. Section 3 introduces
preliminaries of WiFi-based activity recognition, and we
describe the overview of HuAc in Section 4. Section 5
describes Kinect module, and WiFi module is shown in
Section 6. Section 7 describes the process of human activity
recognition. Section 8 evaluates the performance of HuAc
system, and we give a case study about a motion-sensing
game using WiFi signals in Section 9. Section 10 lists several
discussions, and we give the conclusion of this paper in
Section 11.

2. Related Work

In this section, related works on human activity recognition
can be divided into two categories: Kinect-based,WiFi-based.

2.1. Kinect-Based Activity Recognition. Vision-based activity
recognition has been proposed and developed in the com-
puter vision field. With the release of Kinect, researchers

explore the human activity recognition using depth informa-
tion and skeleton joints data provided by Kinect [7, 8, 16].
Biswas and Basu [8] leverage the histogram of depth infor-
mation to recognize eight gestures. Moreover, the differences
between continuous frames can obtain the motion profile to
describe various gestures. Other works [7, 16] leverage depth
information in combination with color image to improve the
accuracy of gestures recognition. The limitations of Kinect-
based activity recognition contain the restriction of sensing
field, skeleton joints overlapping, and position-dependence
factors. HuAc system explores the spatial relationship of
skeleton joints to describe the trajectory of an activity and
combines with CSI to improve the robustness of human
activity recognition in a dynamic environment.

2.2. WiFi-Based Activity Recognition. Early works [17–19]
explore the attenuation characteristics of WiFi signals to
locate the position of someone and count the number of
people in the indoor environment. Researchers study the
signal pattern reflected by a human body to sense human
behavior [11, 20–22]. These works describe human behav-
ior recognition using coarse-grained RSSI information. For
example, WiGest [18] studies the relationship between RSSI
fluctuation and gestures to controlmedia player actions with-
out training. Therefore, we explore the relationship between
RSSI fluctuation and humanmovement to detect the presence
of an activity.

With the requirement of the practical application and
the limitations of RSSI, an increasing number of researchers
begin to explore fine-grained channel state information (CSI)
to sense human behavior. Compared with RSSI, CSI can
capture the tiny behavior [2, 9, 23–28] in terms of location,
speed, and direction.WiFall system [2] detects a fall behavior
by learning the specific CSI pattern. E-eyes [9] recognizes
walking activity and in-place activity by adopting moving
variance of CSI and fingerprint technique. Walking activity
causes significant pattern changes of the CSI amplitude
over time, since it involves significant body movements
and location changes. In-place activity (watching TV) only
involves relative smaller body movements and will not cause
significant amplitude changes with repetitive patterns. The
relationship between an activity and the place where an
activity occurs motivates the novel idea on human activity
recognition. CARM [10] shows the correlation between CSI
value and human activity by constructingCSI-speed andCSI-
activity model. WiDance [28] explores the Doppler shifts
reflected by human behavior to predict the motion direc-
tion for the Exergames. We design the combination system
of Kinect-based and WiFi-based methods to recognize an
activity in different environments such as gaming system,
supermarket, and elder health applications.

3. Preliminaries

3.1. RSSI and CSI. Received Signal Strength Indicator (RSSI)
[29] in the level of packet represents signal-to-interference-
plus-noise ratio (SINR) over the channel bandwidth as
follows:

RSSI = 10 lg (‖𝑉‖2) , (1)
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Figure 1: Skeleton joints.

where 𝑉 is signal voltage. RSSI is the received signal strength
in decibels (dB) and mapped into the distance according
to Log-distance path loss model to roughly locate users or
devices.

Channel State Information (CSI) depicts multipath prop-
agation at the granularity of OFDM subcarrier in the fre-
quency domain. It contains amplitude and phase measure-
ments as follows:

ℎ = |ℎ| 𝑒𝑗 sin 𝜃, (2)

where |ℎ| and 𝜃 are the amplitude and phase, respectively.
The variable ℎ shows CSI value of each subcarrier. We study
the characteristics of each subcarrier to sense activity in the
following work.

3.2. Kinect Technology. Kinect (RGB-D camera) refers to the
advanced RGB/depth sensing, hardware, and the software-
based technology that interprets the GRB/depth information.
The hardware contains a normal RGB camera, a depth
sensor (infrared projector and infrared camera), and a four-
microphone array, which is able to provide depth signals,
RGB images, and audio signals simultaneously. Kinect-based
activity recognition algorithm frequently fails due to occlu-
sions, overlapping joints (limbs close to the body), or clutter
(other objects in the scene) [7]. A skeleton reported by Kinect
contains 15 joints in Figure 1. We explore the corresponding
relationship between skeleton joints and CSI to analyze
the characteristics of an activity. Moreover, we explore the
fusion information to improve the accuracy of human activity
recognition. The details of Kinect-based activity recognition
are listed in Section 5.

3.3. WiAR: Constructing WiFi-Based Activity Dataset. At
present, there is noWiFi-based public activity dataset as well
as vision-based public activity dataset. Due to the sensitivity
of WiFi signals, it is hard for peer researchers to reproduce
and evaluate previous works. Therefore, we construct the
WiAR dataset which collectsWiFi signals reflected by sixteen
activities in three indoor environments such as empty room,
meeting room, and office listed in Table 1. Each activity is
performed 50 times by 10 volunteers which consist of five

Kinect 
applications

Public Family Research
Crowdsourcing

Skeleton joints 
data

Collecting WiFi 
signals

Input of HuAc 
system+

Figure 2: The framework of crowdsourced dataset.

females and five males, and the height of human body ranges
from 150 cm to 185 cm.

The environmental complexity according to the room
layout divides into three levels including empty environment,
normal environment, and complex environment. First, empty
environment describes no people and furniture around it.We
obtain the high-quality WiFi signals from the empty room
due to less noise and treat it as a baseline of WiAR dataset.
Then, the normal environment contains furniture and work-
ing people. Compared with the empty environment, the
multipath effect reflected by the furniture enriches collecting
WiFi signals. Finally, a complex environment with furniture
and moving people increases the difficulty of human activity
recognition. The performance of WiAR dataset is given in
Section 8.

3.4. Crowdsourced WiFi Signals and Skeleton Joints. Crowd-
sourced-based applications [30–37] have been increasingly
developed by collecting data and reducing the cost in the
Internet field. For the macrolevel network, the work [30]
proposed a crowdsensing-oriented mobile cyber-physical
system to provide the practical usage of the vita. For the
microlevel wireless network, related works [38–41] leverage
crowdsensing WiFi signals to detect the user’s location.

In our work, we attempt to collect WiFi signals and
crowdsourced skeleton joints to reduce the training burden
for collecting activity dataset. We obtain the activity label
by leveraging the help from Kinect’s user. The framework of
crowdsourced WiFi signals and skeleton joints are shown in
Figure 2.

4. Overview of HuAc

4.1. Observations. The following observations come from the
combination of our results and previous works [20, 42–44].

The Impact of Indoor Environment on WiFi Signals Has a
Difference with Time. RSSI and CSI keep stability in the
static indoor environment, and RSSI fluctuation ranges from
0 dB to 5 dB (empty environment: 0–3 dB; home environ-
ment: 0–7 dB; office: 0–5 dB; dynamic environment: 5–10 dB).
Although RSSI sharply changes with environmental change,
it cannot describe the fine-grained change of indoor environ-
ment due to themultipath effect.However, CSI is able to sense
the change of fine-grained environment and detects what
happened in an indoor environment. Specifically, RSSI only
can find the environmental change and cannot sense how
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Table 1: WiFi-based activity recognition dataset (WiAR).

Granularity Activities Environments Devices

Activity Forward kick, side kick, bend, walk, phone, sit down, squat, drink
water

Empty room, meeting
room, office

Router, laptop with
5300 card

Gestures Horizontal arm wave, two-hand wave, high throw, toss paper, draw
tick, draw x, hand clap, high arm wave

Empty room, meeting
room, office

Router, laptop with
5300 card

Subcarrier selection
-K-means-

Distribution of CSI
Features extraction

Outlier detection
-Threshold-
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Figure 3: The framework of HuAc system.

the environment changes. CSI can find what causes environ-
mental change and also can recognize how the environment
changes such as tracking, sensing environment, and activity
recognition.

It Is Hard to Distinguish Similar Activities. Existing works [2,
15, 45] explore the similar activity recognition. For example,
WiFall [2] extracts seven features to describe fall behavior
because similar activity causes the similar patterns of CSI,
and it is difficult to distinguish them only using anomaly
detection.The following RT-Fall system adopts the CSI phase
difference to segment fall and fall-like activities because the
phase difference of CSI is a more sensitive signature than CSI
amplitude for activity recognition. The phase of CSI depends
on the variation of LOS (Line-of-Sight) length.Therefore, the
breakthrough point of the similar activity recognition rests
on the physical difference between similar activities.

The Same Activity Operated by Different People Has Various
Signal Patterns. According to our observations, the amplitude
of CSI reflected by the same activity changes continuously in
the different time and environments. Therefore, we cannot
recognize activity with high accuracy according to the ampli-
tude of CSI. The changing pattern of signals reflected by an
activity can describe the characteristic of activity as verified
by Smokey [25]. Therefore, we explore the changing pattern
of signals to recognize an activity.

The Impact of Activity with Different Directions on Activity
Recognition. In order to explore the impact of direction on
activity recognition, we design a simple and clear experiment

on the playground because the playground does not have
rich multipath effect and other wireless devices. We explore
the impact of four directions including east, west, north, and
south on the change pattern of signals, and the difference
between face and back to the AP is biggest. Moreover, CSI
data we collect in the playground contains less noise than that
in an indoor environment.

4.2. Framework of HuAc. The HuAc framework consists of
theKinect-basedmodule andWiFi-basedmodule in Figure 3.
We describe details of each module, respectively.

Kinect module consists of the preprocessing and posture
analysis. We detect the overlap of skeleton joints using the
statisticalmethod and complete the normalization of skeleton
joints. In order to obtain effective features of skeleton joints,
we analyze postures of an activity according to the sequence
of skeleton joints. Moreover, we design a selection method
of skeleton joints named SSJ according to the result of
posture analysis. Finally, we extract features of skeleton joints
according to effective skeleton joints and also consider the
spatial relationship of adjacent joints as auxiliary information
to sense human activity.

WiFi module consists of the preprocessing and features
extraction. In the preprocessing stage, we detect and remove
the outlier data of an activity sequence according to the
variance of RSSI reflected by an activity. After removing
outlier data, we leverage the weighted moving average to
smooth the activity data. For features extraction, we first
analyze the amplitude distribution of CSI reflected by an
activity to evaluate the sensitivity of the subcarrier on an
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(a) (b)

Figure 4: Skeleton structure [7]. (a) A skeleton structure contains 15
skeleton joints. (b) The white circle represents skeleton joints with-
out direction such as shoulder and hip. The gray circle represents
the neck and the torso which has a weak effect on the upper-body
activity and the lower-body activity except the squat.The black circle
represents normal skeleton joints.

activity. Then, we use 𝐾-means algorithm to cluster effec-
tive subcarriers. Finally, we extract important features from
effective subcarriers to improve the stability of human activity
recognition.

We use the combination information of CSI features set
and the skeleton features set as an input of SVM to recognize
human activity. Compared with the result of predict label, we
give a feedback to the previous process of HuAc framework
by using a train label, respectively.

5. Kinect Module

We mainly describe the details of Kinect module on the
human activity recognition. Kinect module contains the
preprocessing and posture analysis.

5.1. Preprocessing. The collected skeleton data contain empty
values due to the overlap of skeleton joints or the occlusion
in the motion-sensing game. Therefore, we need to detect
the overlapping joints and replace the invalid values by
recovering the true value of the overlapping joints. We
leverage the relationship between the coordinates of adjacent
joints to detect the overlapping joints. Certainly, we discard
the sample of an activity when the percent of invalid joints
exceeds the threshold.

After recovering the invalid data, we normalize the
coordinates of skeleton joints due to the differences of people’s
height and the distance between the user and the sensor.
The work [7] extracts 11 joints (except right shoulder, left
shoulder, right hip, and left hip) from 15 joints in Figure 4,
and we explore 30 subcarriers with the similar pattern
reflected by a human body. Therefore, we select 15 joints
to match the 15 subcarriers. Let 𝐽𝑖 be one of the 15 joints
detected by the Kinect, and the coordinates vector 𝑓 is given
by

𝑓 = {𝑗1, 𝑗2, . . . , 𝑗𝑖, . . . , 𝑗14, 𝑗15} , (3)
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Figure 5: High arm wave tracking using skeleton data. The activity
has two active joints (right hand, right elbow), and the direction
changes with every clockwise movement. However, adjacent joints
have the slight change in a certain range.

where 𝑗𝑖 is the vector containing the 3D normalized coordi-
nates of the 𝑖th joint 𝐽𝑖 detected by Kinect. Thus,

𝑗𝑖 = 𝐽𝑖𝑠 + 𝑇𝑖, 1 ≤ 𝑖 ≤ 15, (4)

where 𝑠 is the scale factor which normalizes the skeleton
according to the distance ℎ, between the neck and the torso
joints of a reference skeleton, and

𝑠 = 𝐽9 − 𝐽2ℎ . (5)

The translation matrix, 𝑇, needs to set the origin of the
coordinate system to the torso. After preprocessing phase, we
obtain high-quality skeleton data.

5.2. Postures Analysis. An activity consists of subactivity
sequence over time. According to the skeleton structure, a
human body is divided into two parts including upper body
and lower body. Upper body contains five joints (right elbow,
left elbow, right hand, left hand, and head) and two baseline
joints (neck, torso) as in Figure 4. Lower body contains four
joints (right foot, left foot, right knee, and left knee). We
reproduce the tracking of skeleton joints using QT tool and
plot the trajectory chart of each activity. We observe that the
adjacent joints keep the similar track in Figure 5, and some
joints have slight movement influenced by human activity.
For example, when the right elbow and right hand move in
the clockwise direction to complete the horizontal arm wave,
we observe that right hip and left hip have slight movement.

According to the change of joints sequence, we can
segment an activity into several subactivities in terms of
direction and pause factor. Horizontal arm wave behavior
consists of four postures (subactivities) as in Figure 6. Each
subactivity roughly contains 14 frames and 𝐹 𝑖 represents
the 𝑖th frame (packet) of the activity reported by Kinect. We
can evaluate the rough activity according to the sequence of
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Figure 6: Postures of horizontal arm wave.

subactivity. Except for related joints of each subactivity, torso
and hip joints have a weak swing. We neglect the impact
of weak swing on the activity recognition. We pay more
attention to the selection of skeleton joints in the following
section.

5.3. SSJ: Selecting Skeleton Joints. We design a selection
method of skeleton joints named SSJ to describe a fine-
grained subactivity. After postures analysis, we know the
relationship between a subactivity and key skeleton joints.
We expend the coordinated system of human skeleton to
miniature coordinated system of subactivity skeleton by the
above-mentioned relationship. The miniature coordinated
system needs to determine a fixed skeleton joint and different
subactivities have different fixed skeleton joints. For example,
we observe that shoulder joint is a fixed joint from the process
of high arm wave behavior. Therefore, we determine the
starting point coordinate of theminiature coordinated system
corresponding to the subactivity.

6. WiFi Module

We introduce the design details of WiFi module on the
human activity recognition. WiFi module consists of the
preprocessing and features extraction.

6.1. Preprocessing. The collected data with noises increases
the difficulty of activity recognition due to the tiny differences
between noises and WiFi signals reflected by a fine-grained
activity. Outlier data also weaken the quality of collecting
data. Therefore, we detect outlier using the variance-based
method and remove high-frequency signals using the low-
pass filter. Moreover, we reduce the sawtooth wave of the
filtered signal by using the weighted moving average.

6.1.1. Outlier Detection and Removing High Frequency. Out-
lier has an important impact on the quality of collecting
data because outlier increases or decreases the fluctuation
strength of WiFi signals. We analyze the RSSI distribution
of an activity to evaluate the possible experience-threshold.
Then, we combine the variance of RSSI and the experience-
threshold to detect outlier. After removing outlier data, the
activity corresponds to the low-frequency change of CSI
according to the waveform of CSI reflected by an activity.
Therefore, we adopt the low-pass filter to remove the high-
frequency data in Figure 7.

6.1.2. Weighted Moving Average. For filtered signal, signal
data still contain sawtooth wave. Because CSI is sensitive to
indoor layout or human movement, and the received CSI
fluctuation caused by the environment is hard to distinguish
from the fluctuation caused by a fine-grained activity. There-
fore, we smooth the CSI data using the weighted moving
average as proposed in WiFall [2]. We randomly select15 subcarriers from 30 subcarriers which correspond to15 skeleton joints of Kinect technology. Each CSI stream
contains 15 subcarriers as {CSI1,CSI2, . . . ,CSI15}. CSI𝑡,1 is the
first subcarrier of CSI at time 𝑡. {CSI1,1, . . . ,CSI𝑡,1} indicates
the CSI sequence of first subcarrier in the time period 𝑡. The
latest CSI has weight 𝑚, the second latest 𝑚 − 1, and so on.
The expression of CSI series is shown as follows:

CSI𝑡,1 = 1𝑚 + (𝑚 − 1) + ⋅ ⋅ ⋅ + 1 × (𝑚 × CSI𝑡,1

+ (𝑚 − 1) × CSI𝑡−1,1 + ⋅ ⋅ ⋅ + 1 × CSI𝑡−𝑚−1,1) ,
(6)

where CSI𝑡,1 is the averaged new CSI. The value of𝑚 decides
in what degree the current value is related to historical
records. In our study, we select𝑚 according to the experience
and trial method. We first set 𝑚 as 5 which means the
length of 5 packets. A weighted moving average algorithm
and median filter have the similar effect on the original
signals recorded by the receiver in Figure 7.They can remove
the galling of signals and alleviate the sharp change of
signals. With the𝑚 increasing, the weighted moving average
algorithm becomes more smooth than the low-pass filter and
the median filter. Finally, we set𝑚 to 10 because each activity
produces a sharp change in 10 packet periods.
6.2. Feature Extraction. Plenty of related works summarize
the importance of features extraction for human activity
recognition in a dynamic indoor environment. We segment
activity after smoothing CSI and extract features of each
activity according to activity characteristics. Kinect-based
features extraction quotes the work [3].

6.2.1. Activity Segmentation. Activity segmentation mainly
detects the start and end of an activity and removes the
nonactivity packets from a sample which corresponds to
the whole activity. We propose two methods to detect the
start and end of an activity and improve the robustness of
segmentation algorithm. First, we remove the first second
and the last-second data sequence of an activity to reduce
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Figure 7: Methods of signal filtering.

the error of true activity sequence in our experimental
environment. But this method is invalid in the practical
environment due to the unknown time which each activity
starts.Therefore, we leveragemoving variance ofCSI to detect
the start and end of each activity. Moving variance of CSI
describes the difference of the local packets reflected by the
activity. Packet sequences on the corresponding activity are
defined as𝑋 = {𝑥1, 𝑥2, . . . , 𝑥𝑛}.𝑋 represents data sequence (a
sample) of an activity, and 𝑥𝑖 represents the 𝑖th packet in the
data sequence.We often use the standard deviation instead of
the variance of CSI as follows:

𝜎𝑖 = √∑𝑚1 (𝑥𝑖+𝑗−1 − 𝑥)2𝑚 , (𝑖 = 1, 2, . . . , 𝑛 − 𝑚) , (7)

where 𝑚 represents step-size and 𝑥 is the mean value of
samples.

We construct a window per 10 packets from the packet
sequence of each sample and compute the variance of the
window. Then, we construct the moving variance histogram
and compare with other strength windows. Finally, we can
detect the sharp points of each activity and roughly recognize
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Figure 8: Segmentation point of similar activity.

the start and end of each activity from the data sequence.The
start and end of the activity period are shown in Figure 8.The
red circle describes a sharp change of CSI at the start point of
collecting data, but it is not the true start of an activity.The red
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Figure 9: The fluctuation of different subcarriers reflected by the
horizontal arm wave behavior.

rectangle represents the duration of activity. Moreover, the
black dotted line roughly represents the true start and end of
the activity. According to our experimental results, detecting
the start and end of the activity still causes a small error due
to the sensitivity of signals.

6.2.2. Subcarrier Selection and Feature Detection. According
to our observation, subcarriers have the similar tendency for
the same activity in Figure 9, but they have different sensitiv-
ity. Therefore, we select the obvious subcarriers reflected by
an activity using𝐾-means to achieve the robustness of human
activity recognition. Thirty subcarriers are divided into 3
clusters using 𝐾-means algorithm in Figure 10. According
to the output of 𝐾-means algorithm on subcarriers, CSI
features we extract include variance, the envelope of CSI,
signal entropy, the velocity of signal change, median absolute
deviation, the period of motion, and normalized standard
deviation. Finally, we construct the features set of CSI.

7. HuAc: Activity Recognition

We explore the relationship between CSI-based and skeleton-
based methods on human activity recognition in Figure 11.
The CSI-based method leverages the signal pattern to rec-
ognize an activity. The skeleton-based method uses the
coordinate change of skeleton joints to recognize the same
activity. From the opinion of experiment results, an activity
with back to the AP has more complex CSI pattern and has
the smaller amplitude than that with face to AP.

We mainly introduce several classification algorithms
used by the human activity recognition field including
kNN, Random Forest, Decision Tree, and SVM. In the
following sections, we verify that the performance of SVM
outperforms others. We select SVM classification algorithm
to recognize sixteen activities in the WiAR dataset. CSI
features set and skeleton features set as the inputs of SVM
train the optimal model to achieve the stable accuracy
of activity recognition. The outputs of SVM contain the
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Figure 10: Clustering subcarriers.

𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦, 𝑝𝑟𝑒𝑑𝑖𝑐𝑡 𝑙𝑎𝑏𝑒𝑙, and 𝑝𝑟𝑜𝑏 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑠. We evaluate
the performance of classification algorithm according to the
accuracy and achieve the accuracy of activity recognition
using the𝑝𝑟𝑒𝑑𝑖𝑐𝑡 𝑙𝑎𝑏𝑒𝑙. According to thematch level between𝑡𝑟𝑎𝑖𝑛 𝑙𝑎𝑏𝑒𝑙 and𝑝𝑟𝑒𝑑𝑖𝑐𝑡 𝑙𝑎𝑏𝑒𝑙, we obtain the false positive rate
and the false negative rate. We analyze the result and give a
feedback on the previous step. According to the feedback, we
pay more attention to the activity with low accuracy.

8. Implementation and Evaluation

8.1. Implementation

8.1.1. Experimental Setup. We use a commercial TP-Link
wireless router as the transmitter operating in IEEE 802.11n
APmode at 2.4GHz.AThinkpad 400 laptop runningUbuntu
10.04 is used as a receiver, which is equipped with off-the-
shelf Intel 5300 card and a modified firmware. During the
process of receivingWiFi signals, the receiver pings 30 pkts/s
from the router and records the RSSI and CSI from each
packet. Three experimental environments including empty
room, meeting room, and office are shown in Figure 12.

8.1.2. Experimental Data. We deal with data from three
cases: ForWiFi-based activity data, we collect activity data in
different indoor environment. For skeleton data, we directly
leverage the KARD dataset [3] to get the skeleton data. For
environmental data, we mainly collect data from the empty
room, meeting room, and office with the human. Our goal
is to explore the impact of the environmental factor on the
WiFi signals and analyze the differences between an activity
and environmental change on WiFi signals according to the
above-mentioned three kinds of data.

We collectWiFi signals to construct a new dataset named
WiAR which contains 16 activities with 50 times performed
by ten volunteers. The details of WiAR have been introduced
in Section 3. The KARD contains RGB video (.avi), depth
video (.avi), and 15 skeleton points (.txt). Each volunteer
performs 18 activities 3 times each with ages ranging from
20–30 years and height from 150–180 cm. In this paper, we
only select 16 activities as target activity listed in Table 1.
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Figure 11: Skeleton joints sequence and CSI change of squat behavior. (a)–(c) represent the skeleton sequence of squat behavior. (d) is the
CSI change reflected by squat behavior in terms of face to AP and back to AP.
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Figure 12: Experimental scenarios.

We design three experimental schemes to analyze the
accuracy of activity recognition. First, we collect RSSI and
CSI to recognize an activity as the reference point. Second, we
leverage the skeleton data of KARD to recognize an activity
by using our method and previous method [3] in the similar
indoor environment. Third, we propose a fusion scheme

which CSI combines with skeleton data to recognize an
activity. Moreover, we design another experimental scheme
in which volunteer performs an activity with repeating 10
times. The goal of the experimental scheme is to investigate
the periodic regularity of CSI change influenced by the same
activity.
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Table 2: Performance comparison by four classification algorithms.

Method 10 subcarriers 30 subcarriers
A B C A B C

kNN 0.875 0.916 0.947 0.916 0.895 0.947
Random Forest 0.885 0.906 0.958 0.906 0.895 0.948
Decision Tree 0.8542 0.822 0.916 0.865 0.834 0.917
SVM 0.9625 0.9688 0.975 0.94375 0.90625 0.9375

8.2. Evaluation of WiAR Dataset. We analyze activity data of
all volunteers to evaluate the performance of WiAR dataset
using kNN with voting, Random Forest, and Decision Tree
algorithms.

We study the impact of subcarriers and antennae on the
performance of activity recognition by using four classifica-
tion algorithms shown in Table 2. It shows that the accuracy
using SVM outperforms other classification algorithms and10 subcarriers obtained by subcarrier selection mechanism
increase 4.26% when compared with activity recognition
using 30 subcarriers. Three antennae such as A, B, and C
increase the diversity of CSI data and keep more than 80%
of activity recognition accuracy. The four algorithms verify
the effectiveness of WiAR dataset.

8.3. Evaluation of Activity Recognition

8.3.1. Performance of Activity Recognition Using RSSI. The
section evaluates the performance of RSSI on the human
activity recognition. The difficulty we encounter in the
process of activity recognition using RSSI is how to deal
with the multipath effect caused by indoor environment and
reflection effect caused by human behavior. We select an
indoor environment as a reference environment which keeps
static and only contains a volunteer and an operator. We
leverage RSSI variance as an input of SVM to obtain the 89%
of average recognition accuracy in the static environment.
When other people move and are close to the control area of
WiFi signals, the accuracy of activity recognition decreases
to 77% with the high stability. Several activities face the low
accuracy such as two-hand wave, forward kick, side kick,
and high throw. The average false positive rate is 8.9% and
increases to 15.3% in a dynamic environment. Therefore,
human activity recognition using RSSI needs the help of CSI-
based method to improve the accuracy and the robustness of
human activity recognition.

8.3.2. Performance of Activity Recognition Using CSI. This
section elaborates the impact of interference factors on
human activity recognition using CSI in the following four
aspects: human diversity, similar activities, different indoor
environments, and the size of a training set. Moreover,
we keep the fixed position of volunteers and the distance
between receiver device and transmitter device in the whole
experiment.

The Impact of Human Diversity on the Accuracy. Human
diversity not only increases the diversity information of CSI
but also raises the difficulty of activity recognition because

different people have different motion styles such as speed,
height, and strength. We achieve 93.42% of average recogni-
tion accuracy for all volunteers in Figure 13(a). We select two
volunteers including volunteer A and volunteer B to verify
the impact of human diversity on the accuracy. Volunteer
A which often regularly exercises obtains 97.1% of average
recognition accuracy. Volunteer B which rarely exercises
in the routine lives achieves 92.3% of average recognition
accuracy. Therefore, the exercise experience increases the
differences between activities due to standard activity and
improves the recognition accuracy.

The Impact of Similar Activity on theAccuracy.We explore two
group similar activities including high arm wave, horizontal
armwave, high throw, and toss paper in Figure 13(b).The first
group activity achieves 92.5%of average recognition accuracy
and 94.6% for the second group.The false positive for similar
activity is higher than independent activity. For example,
forward kick and side kick also belong to the similar activity,
and the difference between them is the moving direction.
In order to obtain the better accuracy, we will consider the
impact of moving direction on the signal change in the future
work.

The Impact of Indoor Environment on the Accuracy. As shown
in Figure 12, there are three experimental environments
including empty room, meeting room, and office in terms
of the complexity. The accuracy about three environments is
shown in Figure 13(c).The accuracy of themeeting roomwith94.7% outperforms the other two environments, and then
accuracy was 93% for empty room and 87% for office due to
multipath effect.Themeeting room generates 2.6%of average
error, and 9.8% of average error in the office due to paths
excessively reflected by the body. We will deeply explore the
multipath effect using the amplitude and phase of CSI in the
future work.

The Impact of Training Size on the Accuracy. We design three
proof schemes to analyze the accuracy of human activity
recognition by using different training sizes in Figure 13(d).
We first introduce three activity sets and three training sets.
Activity set 1 consists of horizontal arm wave, high arm
wave, high throw, and toss paper. Activity set 2 contains
two-hand wave and handclap activity. Activity set 3 consists
of phone, draw tick, draw x, and drink water. Moreover,
these activity sets come from the same people. With the
training size increasing, the accuracy of activity recognition
is improved by about 10% for the activity set 1. Activity set1 has a low accuracy because activity set 1 contains more
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Figure 13: Performance analysis of activities using CSI. (a) Sixteen activities include horizontal arm wave, high arm wave, two-hand wave,
high throw, draw x, draw tick, toss paper, forward kick, side kick, bend, handclap, walk, phone, drink water, sit down, and squat. (b) Four
activities contain horizontal arm wave, high armwave, high throw, and toss paper. (c)The impact of experimental environments on accuracy.
(d) The impact of training samples on accuracy of three activity sets.

similar activities. Although activity set 3 also contains similar
activities, the accuracy is better than activity set 1 due to the
strength of activity.

8.3.3. Performance between Kinect-Based and WiFi-Based
Activity Recognition. It is hard for the waveform of RSSI with
noise to keep the stability when controlling area changes
during collecting data. Therefore, we use waveform shape of
RSSI to recognize an activity that is not a better choice for
the current level of technology. Waveform pattern of CSI can
describe an activity with credibility and fine-grainedway.The
mapping relationship between CSI-based and Kinect-based
activity recognition for various activities is represented by
using several parameters shown in Table 3. The environmen-
tal factor is evaluated by using the number of multipaths
and the complexity of the indoor environment. In order to
extend the application field of activity sensing, we construct
the mapping relationship between CSI-based and Kinect-
based activity recognition. The mapping relationship can
avoid information loss. For example, once one of the two

datasets is lost, activity recognition system still works by using
another dataset information.

We evaluate the performance of human activity recog-
nition from KARD dataset [3]. The highest recognition rate
is 100% (side kick, handclap), while the worst is 80% (high
throw). We propose a selection method of skeleton joints
named SSJ to improve the accuracy of activity recognition
and reduce the computing cost. SSJ achieves 93.15% of the
average recognition accuracy. Existing three activities, such
as high arm wave, draw kick, and sit down, achieve the
low accuracy of 80%, 75%, and 70%, respectively. Table 4
shows the performance of fourmethods includingCSI-based,
KARD-based (skeleton joints), SSJ-based, and HuAc. Table
row of the bold font shows that skeleton-based method
outperforms CSI-based method on the accuracy of activity
recognition. Table row of the italic font shows that several
activities are sensitive to CSI. HuAc improves the accuracy
of activity recognition and increases the stability of activity
recognition in a dynamic indoor environment. We focus
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Table 3: Mapping relation between WiFi and Kinect.

WiFi Kinect
Techniques CSI Skeleton joints
Granularity Subcarriers (15) Joints (15)

Parameters Similarity coefficient, median absolute deviation, variance,
environment factor

Distance between joints, angle between adjacent joints,
variance, sequence of key joints

Table 4: Accuracy of activity for CSI-based and Kinect-based.

Activities WiFi KARD [3] SSJ HuAc
Horizontal arm wave 90% 92% 100% 100%
High arm wave 100% 96% 80% 95%
Two-hand wave 93.1% 96% 100% 100%
High throw 90% 80% 100% 100%
Draw x 100% 96% 100% 93%
Draw tick 100% 90% 75% 93%
Toss paper 100% 90% 100% 100%
Forward kick 87% 96% 100% 100%
Side kick 100% 100% 90% 100%
Bend 95.7% 96% 100% 100%
Hand clap 92% 100% 100% 100%
Walk 100% 100% 100% 100%
Phone 100% 96% 100% 100%
Drink water 100% 86% 100% 100%
Sit down 90% 100% 70% 91%
Squat 96.7% 100% 90% 90%

attention on the stability of activity recognition algorithm or
system in the future work.

9. Case Study: Motion-Sensing Game
Using WiFi Signals

We introduce the application based on our work in the
motion-sensing game. At present, Kinect provides the angle
with limitations in which the horizontal viewing angle is
57.5∘ and 43.5∘ for vertical viewing angle, and distance with
limitation ranges from 0.5m to 4.5m. Moreover, Kinect loses
the sensing ability when barrier occurs and occludes game
user in the control area. An interesting point of our work
is that we pay more attention to the activity itself, and we
do not care about the user location. However, Kinect needs
to adjust the location of a user before activity recognition to
achieve well sensing.Therefore, we will propose a framework
instead of Kinect in the future when the accuracy of human
activity recognition usingWiFi can satisfy the requirement in
an indoor environment.

We list a motion-sensing game using WiFi signals in
Figure 14. One or two people are located in the middle of the
transmission and receiving terminal and prolong the distance
between the TV and user.The area below the blue dashed line
represents the control area, and our work can sense human
behavior within 10m and achieve a better performance

in the range of black circle. The user operates the same
activity as well as the TV set, and receiving terminal collects
corresponding data. By the phase of signals processing, we
achieve an activity with the probability and match it with
the game of TV set. Once the matching result satisfies the
threshold value, activity recognition matches success in the
motion-sensing game using WiFi signals.

10. Discussion and Future Work

10.1. Extending to Shadow Recognition. In our research, we
consider the relationship between the WiFi signals and
skeleton data on the human activity recognition. Moreover,
we describe the interesting topic of the shadow activity
recognition. Shadow is an important issue to vision-based
activity recognition or monitoring; however, WiFi-based
activity recognition can sense human behavior through wall
or shadow. First, we explore the characteristics of CSI to
enhance the sensing ability by using the high-precision
device. Second, WiFi signals can help vision-based activity
recognition to improve the ability of sensing environment. In
this study, we also need to consider the material attenuation.
According to our observations, there is a little difference
between the impact of wall reflection and body reflection on
theWiFi signals. WiVi [14] leverages the nulling technique to
explore the through-wall sensing behavior by using CSI and
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Transmission 
terminal of signals
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Figure 14: Motion-sensing game using WiFi signals.

analyzing the offset of signals from reflection and attenuation
of the wall.We recommend researchers to read this paper and
their following work [11].

10.2. Extending to Multiple People Activity Recognition. Mul-
tiple people activity recognition needs multiple APs to obtain
more signals information reflected by a human body. At
present, existing works can locate target location [46] and
detect the number [19] of multiple people using CSI in
the indoor environment. Kinect-based activity recognition
system recognizes two skeletons (six skeletons for Kinect 2.0)
and locates skeletons of six people. Therefore, the combina-
tion of WiFi signals and Kinect facilitates the development
of multiple people activity recognition. In the future, our
team wants to deeply research the character of WiFi signals
and propose a novel framework to facilitate the practical
application of human activity recognition in the social lives.

10.3. Data Fusion. Skeleton data detect the position of each
joint for each activity and track the trajectory of human
behavior. CSI can sense a fine-grained activity without
attaching device in the complex indoor environment. The
balance point between CSI and skeleton joints and the selec-
tion method of effective features are important factors for
improving the quality of fusion information. Moreover, time
synchronization of fusion information is also an important
challenge in the human activity recognition field.

11. Conclusion

In ourwork,we construct aWiFi-based public activity dataset
namedWiAR and designHuAc, a novel framework of human
activity recognition using CSI and crowdsourced skeleton

joints, to improve the robustness and accuracy of activity
recognition. First, we leverage the moving variance of CSI
to detect the rough start and end of an activity and adopt
the distribution of CSI to describe the detail of each activity.
Moreover, we also select several effective subcarriers by
using 𝐾-means algorithm to improve the stability of activity
recognition. Then, we design SSJ method on the basis of
KARD to recognize similar activities by leveraging spatial
relationship and the angle of adjacent joints. Finally, we
solve the limitations of CSI-based and skeleton-based activity
recognition using fusion information. Our results show that
HuAc achieves 93% of average recognition accuracy in the
WiAR dataset.
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To tackle the issue in deep crowd sensing, a Time and Location Correlation Incentive (TLCI) scheme is proposed for deep data
gathering in crowdsourcing networks. In TLCI scheme, a metric named “Quality of Information Satisfaction Degree” (QoISD) is
to quantify how much collected sensing data can satisfy the application’s QoI requirements mainly in terms of data quantity and
data coverage. Two incentive algorithms are proposed to satisfy QoISD with different view.The first algorithm is to ensure that the
application gets the specified sensing data tomaximize the QoISD.Thus, in the first incentive algorithm, the reward for data sensing
is to maximize the QoISD.The second algorithm is to minimize the cost of the system while meeting the sensing data requirement
and maximizing the QoISD. Thus, in the second incentive algorithm, the reward for data sensing is to maximize the QoISD per
unit of reward. Finally, we compare our proposed scheme with existing schemes via extensive simulations. Extensive simulation
results well justify the effectiveness of our scheme. The QoISD can be optimized by 81.92%, and the total cost can be reduced by
31.38%.

1. Introduction

Internet of Things (IoT) [1–5] and cloud computing [6–13]
take advantage of the ubiquity of smart sensor-equipped
devices such as smartphones, iPad, and vehicle sensor devices
All of these are to collect information with low cost and
provide a new paradigm for solving the complex data sensing
based applications from the significant demands of critical
infrastructure such as surveillance systems [14–16], remote
patient care systems in healthcare, intelligent traffic man-
agement, and automated vehicles in transportation environ-
mental [17–19] and weather monitoring systems. In such
applications, due to the need to collect a wide range and
large amount of data even in a long-term continuous period,
the cost of traditional method deploying sensing devices or
specialized employee to collect the data is so high limiting the
development of applications [20, 21]. Hence, a new method
of data collection named crowd sensing (or participatory
sensing) is adopted to collect data [21–26]. First, there are a

large number of users who can participate in data collection.
Because of the development of electrical devices, for example,
the smartphones have been very popular in the past few years
[27]. In the final quarter of 2010, it is the first time that
smartphone sales passed PCs [28]. Smartphones are equipped
with rich sensors which are cheap but useful, such as
accelerometer, digital compass, GPS,microphone, gyroscope,
and camera. These sensors can monitor a diverse range of
human activities and collect large amounts of useful informa-
tion [23, 28].These can sense data through their smartphones
or smart sensing devices which are collectively referred to
as users. Second, the data in this way to collect has a broad
range and at a low cost, which can provide effective data for
many applications. This data collection is generally carried
out as shown in Figure 1. In such a crowdsourcing sensing
system, there are four main components. (a) users (also
known as crowdsourcing, or participants): they represent the
smart sensing devices or people who hold sensing devices,
which are to sense data samples, report to applications, and
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Figure 1: A crowdsourcing sensing system.

gain the reward, also known as reporter; (b) applications (or
task publisher): application is the demander of data, which
publishes the requirements for data and pays a certain reward
to users, motivating the users to collect sensing data, and
after users collect data and report to applications, applications
provide the customers for advanced services based on the
collected sensing data and charge a certain fee to make up
for the data contribution; (c) customers: the people who use
the application’s services and pay a certain fee to applications;
(d) the third-party process platform: the interaction between
users, applications, and customers is not certainly direct and
may be carried out through the third-party trusted platform
and the third-party trusted interactive platform helping the
interaction between the parties becomes more effective and
convenient and it has been widely used in many researches
and practices. The main body of this paper is the incentive
mechanism and interaction between users and applications
[23].The interactive process of crowdsourcing sensing system
is shown as follows: the applications publish the attributes,
such as area, time period, storage quality, and the reward for
reporting data samples [22]. The users in target area collect
the sensing data, report the sensed data to applications, and
gain the reward. Applications process the collected data, form
the services, and provide the customers for services. Because
a large number of users are involved in collecting the sensing
data, it is fast and of low cost and high quality to complete
the applications which cannot be achieved in the past. For
example, in the wide-area bird ecology system, in order to
obtain the biological habits of the entire bird ecosystem,
migration, and the relationship between the food chains, a

large amount of data must be collected in a wide location and
for long time to provide effective service. In these large data
services, due to the large amount and range, long time period,
and even high data acquisition frequency of data collection,
the cost is very high if the applications deploy and maintain
the data acquisition equipment (or employee) by itself. Thus,
after the applications published needed data elements of bird
data samples, time, locations, and the reward for the data,
a large number of users volunteered to collect the data and
report to applications, which can form the services which
are of low cost and high quality and have rich sampling data
compared to other methods.

It is foreseeable that, with the development of smart
sensing devices, the sensing devices will become more pow-
erful and have a wider sensing scope. And crowd sensing
based applications will play an increasingly important role
in every aspect of mankind in the future, so as to provide
more convenient and better user experience for human.
However, it depends on the high-quality data samples that
the crowd sensing processes the data, provides customers for
advanced services, and gets the payoff which can maintain a
positive input to the data collection to ensure the sustainable
development of applications. For data collection, it is nec-
essary that rewards are introduced into the crowdsourcing
sensing system because (1) it is possible that participating
in a sensing task may incur monetary costs, the usage of
network bandwidth, and the consumption of the power of
the smartphones. Thus, the rewards could motivate them to
tolerate these costs and contribute to the sensing task. (2)The
smartphones are personal which are not controlled by others.
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We cannot decide when and how to collect sensor data and it
is necessary that rewards can be used to affect their behavior.
As a general incentive mechanism, the users who participate
in sensing will get monetary reward since they provide the
sensed data.

There are many existing studies [29–32] that focus on
the incentivemechanism.This paper summarizes the existing
research into the following categories.(1)The incentive mechanisms which are for the purpose
of certain number of data samples: the main objective of this
type of incentive mechanism is to obtain a sufficient number
of data samples.There aremanyways in such strategy, such as
game basedmechanism and demand and supplymodel based
market incentive mechanism.

However, in this type of study, the main consideration
is to collect a sufficient number of data samples with the
least cost, but without considering or rarely considering the
quality of data. It obviously no longer meets the current rapid
development of the application demands.(2) Incentive mechanism based on quality: this kind
of research not only considers the quantity and cost of
data collection but also takes quality of data collection
into account. For example, Tham and Luo [30] propose a
metric called Quality of Contributed Service (QCS), and the
metric named Quality of Information (QoI) is also proposed
by Reddy et al. [31] to evaluate the quality of the data
samples. This type of incentive mechanism achieves efficient
data collection through selecting high QCS reporters. Data
coverage is also studied by Song et al. [32], which recruits
the most matching participants to maximize coverage. But
the actual performance of these strategies is not stratifying
due to three reasons as follows. First of all, these studies
tend to think that the participants can be controlled by the
applications so that the applications can select or recruit the
certain participants to meet the QoS, QoI, or coverage of
applications. However, whether users participate in sensing
task depends on themselves in practice. Hence, the partici-
pants cannot be chosen by the application. Secondly, it always
assumes that the number of users involved in sensing data
is very large in these applications so that the applications
could only consider how to select the certain users meeting
the needs of application, which is impossible in many cases.
Even if in the downtown area where there are rich sensing
devices, if there is no sufficient incentive ability, the users
who can participate in sensing data are so few that there are
little participants which can be chosen by applications. In this
case, the focus of the study is to study how to make a suitable
reward to motivate users to participate in sensing task rather
than considering how to select certain users. Last but not
least, in these studies, even if selecting the data with Quality
of Information (QoI) in high priority, it cannot obtain high-
quality applications from the overall perspective. The reason
is that the quality of data is high from the partial perspective,
but, in the overall perspective, there is no improvement on
quality of applications while collecting data samples in the
area where the collected data is enough, even if the data is
of high quality. At the time, the data in the area where the
collected data is very few can efficiently improve the quality
of applications, even if the data is of low quality. Therefore,

there is local optimization but no overall optimization if data
collection only depends on QoI.

In deep crowd sensing (DCS), there are more detailed
requests for the data collection [33–38]. First of all, in this
aspect of data quality, the demand of sensing data in target
area is𝐷, which means that the application is of high quality
if the collected data is not less than𝐷. Thus, the extra sensing
data that is more than 𝐷 is redundant. Hence, the system
should collect the certain amount of sensor data meeting the
demands and it is important that the collected data have a
well coverage while the total amount of the collected data
is 𝐷. Coverage generally refers to the case where data is
distributed evenly in the data collection range. If the target
area of data collection is divided into many subareas and
every subarea is not large, the best coverage is that the amount
of data collected by each subarea is equal. When the total
amount of collected data is certain, if the data collected in
some subareas is more than needed, it leads to the lacking of
data collected in other subareas. As a result, the QoI is low
in the subareas that the collected data is less than needed.
As the task mentioned above for monitoring bird migration,
data collection is needed in specified monitoring area. If
there is no collected data in some subareas, it means that the
monitoring of bird migration is not comprehensive. And as
the monitoring of haze, if there is no collected data in some
subareas, it leads to the disappearance of these subareas of
haze in the data report.

On the other hand, the data demand 𝐷 of system is
changing over the time. In order to reduce the cost of data
collection, making sure the data demand 𝐷 is to ensure that
the collected data can reflect the actual situation. Thus, the
data demand 𝐷 is often changing in different cases. As the
hazemonitoringmentioned above, if theweather is stable, the
haze of the whole city is stable, and the decrease of actual total
collected data has little impact on the high-quality services
provided by applications, but it can reduce a lot of cost. And
in the case of large changes in the weather, it needs data
collection with high frequency and large amount of data to
ensure that applications meet the requirements of customers.
Obviously, this issue also exists in other applications and it
lacks the consideration of these cases in previous studies.

For users, it is different between the users in different
subareas, which seriously affect the effectiveness of previous
studies. Specifically, there are significant differences in the
number of users in different subareas, which leads to a serious
shortage of incentive mechanisms that provide all users with
the same incentive reward. The main reason is two points
as follows: (a) the impact on application quality. Generally
speaking, the probability of users involved sensing data is
higher when gaining more reward, and, on the contrast, it is
the same.Thus, in the case of gaining the same reward, the less
subareas where the users are, the less available data samples
are, which cannotmeet the requirements of applications. And
data samples in the subareas where there are more users are
so many leading to the data redundancy and it even seriously
affects the quality of services provided by applications, which
has a negative impact on the development of applications. (b)
Because the cost in different subareas is different, it has more
damage to the quality of services provided by applications.
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In practice, the cost in different subareas is different. The
general rule is that the cost of sensing data is low in the
subareas where there are adequate infrastructures because
the convenience of communication bandwidth, net speed,
communication costs, and physical traffic reduce the cost of
system in these subareas. On the contrary, at the edge of
the subareas where network, communication, network, and
traffic are inconvenient, the cost of system is high. At the
time, combined with the previous reasons, the number of
users is large in the low-cost subareas. Thus, in the same
incentive reward strategy, it will result in the rich is the
richer, and the poor is the poorer, which further deteriorates
the performance of the applications. It can be seen that
the previous studies cannot solve the problem better, which
results in deep crowd sensing.

To tackle those issues in deep crowd sensing, a Time and
Location Correlation Incentive (TLCI) scheme is proposed
for deep data gathering in crowdsourcing networks in this
paper. The goal of TLCI scheme is to collect the appropriate
data and to satisfy the Quality of Information (QoI) require-
ments of applications with minimum budget as much as
possible. In TLCI scheme, the data sensing is fine-grained and
the reward for data samples is dynamically changing based on
the time and location of data sensing, which can effectively
improve the system performance. The main contributions of
this paper are summarized as follows.(1) A Time and Location Correlation Incentive (TLCI)
scheme is proposed for deep data gathering in crowdsourcing
networks. The TLCI scheme is a fine-grained data gathering
mechanismwhich ismore efficient than previous strategies to
provide high-quality data gathering with lower cost, because
our scheme takes the number of users in different time and
locations, the cost for sensing data, and the willingness of
participating in sensing data into consideration.(2) A concept named “QoI satisfaction degree” (QoISD)
is introduced in this paper to quantify the degree of how
collected sensing data can satisfy whole requirements of
applications mainly in terms of data quantity and data
coverage. The applications of our proposed algorithm show
“QoI satisfaction degree” is more effective in evaluating the
overall performance contribution of the data samples to the
system.(3) Two incentive algorithms are proposed to satisfy
QoISD with different view. The first algorithm is to ensure
that the application gets the specified sensing data to max-
imize the QoISD. So in the first incentive algorithm, the
reward for data sensing is tomaximize theQoISD.The second
algorithm is tominimize the cost of the systemwhilemeeting
the sensing data requirement and maximizing the QoISD. So
the reward for data sensing is tomaximize theQoISDper unit
of reward in the second incentive algorithm.(4) Finally, we compare our proposed scheme with
existing schemes via extensive simulations. Experimental
results show that our distributed incentive mechanism can
successfully attain our aim in this work, which is more
suitable in real world. Extensive simulation results well justify
the effectiveness of our scheme.TheQoISD can be optimized
by 81.92%, and the total cost can be reduced by 31.38%.

The rest of the paper is organized as follows. We review
related work in Section 2. In Section 3, we describe the
system model and formulate the problem of our incentive
mechanism. Section 4 present the details of our distributed
algorithm for achieving the aim. We evaluate the proposed
algorithm via simulations in Section 5. Our paper is con-
cluded in Section 6.

2. Related Work

Crowd sensing (CS) refers to sensing a wide range of human
activities and their surrounding environment by kinds of
sensing devices such as smartphones, iPad, or sensor nodes
[32, 39–42]. Because the sensing devices is so vast, it is given
a newname crowdsourcing networks (CN) [43]. Due to quick
development of mobile sensing devices, collecting the data
by these devices is so rich, real-time, and low cost that the
traditional way of data collection has a fundamental change
[29–32, 43]. As a result, there is a huge change in the network
[43]. The center of the network computing migrates from the
network center to the network edge [44], which is from cloud
computing to edge computing [44], then to big data network
[45]. The root of these technological developments lies in the
collection of high-quality data [29–32]. Thus, how to obtain
high-quality data becomes the focus of research.

Due to the cost of sensing, process, and report data,
such as storage, energy, and communication, the incentive
mechanisms are a key part of these systems and have been
studied extensively [29–32, 43]. The incentive mechanism
has been applied to crowd sensing with some specialties that
are not available in other applications [43]. First, in CS, the
number of reporter is large, and most of them do not have
identity authentication features. Thus, it does not have the
verification functionality that is available in most interactive
systems. In traditional crowdsourcing, such as Amazon
Mechanical Turk [44], the crowdsourcing platform publishes
their tasks and the reward for subtask (or microtask). The
worker is required to submit proof of the task after completing
the task and crowdsourcing platform will pay the worker for
the promised reward. In this way, through the large number
of workers it can achieve the huge task which can be broken
down intomanymicrotasks. However, thismethod is difficult
to be implemented in the CS because of the following reason.
In CS, the task for data collection is called microtask, in
which each data sample is so micro so that if using a complex
authenticationmechanism, its cost and time consumption are
far more than the cost of the task itself. Thus, it is not suitable
for CS adopting such certification mechanism. Therefore, an
effective incentive mechanism tomotivate the users to collect
data samples is very important for CS [29].

There are many incentive mechanisms that are designed
to attract users to participate in sensing task. This paper
divides it into the following categories.(1)The incentive mechanisms which are for the purpose
of certain number of data samples: the incentive mechanism
is to motivate the users to collect the data through adjusting
the reward. The general process is as follows: we assume
the amount of data expected to be collected is 𝐷. It will
decrease the reward for each data sample to reduce the cost
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of applications while the actual collected data is more than
the expected. On the contrary, if the current collected data
is less than 𝐷, then the current incentive reward is not
enough and the enthusiasm of the users to sense data is
not high. At the time, the system improves the enthusiasm
and makes the collected data reach𝐷 through increasing the
reward for data samples. There are many differences for the
specific applications. A game based on services price decision
(GSPD) model to depict the process of price competition
between Services Organizers (SOs, i.e., applications) and
entities (users) as well as internal entities (users), which
leads to a Pareto-optimal equilibrium point. The auction
incentive mechanism is another incentive mechanism which
is applied in CS. A reverse auction-based dynamic price
(RADP) incentive mechanism was proposed by Lee and Hoh
[46]. And a subset of users with lowest reward (prices) are
chosen by the service provider that needs sensing data, and
their sensor data are purchased at their bid prices. It shows
that the dynamic price incentive mechanism can reduce the
incentive cost compared with the fixed price. Another reverse
auction-based incentive mechanism was designed by Jaimes
et al. [47] which considers the locations of the users, the
budget constraints, and the sensed coverage. Their incentive
schemes can improve the covered area.The Stackelberg game
joint auction-based mechanism is also proposed by Yang et
al. [48].(2) Incentive mechanism based on quality: this kind
of research not only considers the quantity and cost of
data collection but also takes quality of data collection into
account. In this type of research, some evaluation norms of
quality of data samples are proposed to evaluate the quality
of data samples. In some studies to collect data samples for
service composition, the concept of Quality of Contributed
Service (QCS) is proposed byTham and Luo [30] to measure
the contribution of collected data to the combined service. In
addition, in some applications, such as noise mapping, traffic
condition reporting, and environmental impact monitoring,
the metric named Quality of Information (QoI) is proposed
byWang et al. [29] to evaluate the quality of the data samples.
In such studies, it is generally considered that the number
of participants involved sensing data is very large. Hence,
the goal of the incentive strategy design is to select the
participants with highest level of performance assessment
(e.g., QCS and QoI) from these users. At the time, these
studies focus onminimizing the overall cost, profit, or energy
consumption while selecting the high-quality participants,
shown by Liu et al. [49–52].(3) In addition to the above two types of research, recent
studies think that only the reward based incentivemechanism
does not necessarily achieve good results. One important
reason for this is as follows: these studies did not consider
the users and collected data credibility. Thus, the recent
researchers have proposed a comprehensive consideration
of the QoI of data and the collected data credibility. These
studies think that the users’ reputation represents the col-
lected data credibility. Therefore, the applications selecting
users with high reputation on priority can improve the
performance of the system. Such a reputation-based incentive

mechanism can be found in Zhang and Van Der Schaar [53]
as well as Wang et al. [54].

3. The System Model and Problem Statement

3.1. System Model. It is considered that a crowdsourcing
sensor data gathering system is made up of a platform in the
cloud and a large number of smartphone users connecting to
the platform. The applications (data requesters) publish the
task on the platform to collect the sensor data. In addition,
the smartphone users𝑈who are possibly to participate in the
sensing task are denoted as follows:

𝑈 = {𝑢1, 𝑢2, . . . , 𝑢𝑛} . (1)

The participants U represent the users who are satisfied
with reward for their sensed data contribution and partici-
pating in the sensing task. So the setU is the subset of the set𝑈.

U = {u1,u2, . . . ,u𝑛} . (2)

The participants take a cost when they use their smart-
phone to collect the data, such as the electricity consumption
when opening the sensor or their consumed time, which
have an impact on whether to participate in task. In order to
formulate the users’ behavior in the reality, it is necessary to
stimulate the user’s cost and the probability of participating
in sensing task.

Definition 1 (participants cost). The sensing time 𝑡𝑖 represents
the consumed time of participants u𝑖 for participating in
the sensing task. In the sensing time, participants collect
data continuously. However, the cost is different in different
circumstance and different time. The cost of the users is
involved in the consumption of time and power of phone.
For example, the cost is simpler in cities than mountains and
daytime in the night. And the cost is different in the same
location and time even if the sensing time is same. It is mainly
because the difference of cost of consumption of phone power
is due to the difference of smartphones and sensors. Thus,
the cost function of participants is involved in the time and
sensing circumstance.

We assume that we need the sensor data in a place 𝐿 and
in a time period 𝑇. If the sensed data is evenly distributed on
the target area and time, it makes sensed data representative
and is of high quality. The targeted area 𝐿 and the task’s
period 𝑇will be divided equally, such as 𝐿 = {𝐿1, 𝐿2, . . . , 𝐿𝑛},𝑇 = {𝑇1, 𝑇2, . . . , 𝑇𝑚}, which form many grids. The size of
the grid is related to applications. In general, the number of
grids should be enough, and the grid area should be small
enough. In this way, the collected data from participants u𝑖
could represent the data situation for the grid. 𝑇𝑖 represents a
short period of time during which the monitored value of the
object is stationary.The data collected by sensor nodes during
this time period can represent the physical values for this time
period. The granularity of time 𝑇𝑖 division is also related to
applications. If the application changes substantially, then it
requires that𝑇𝑖 is small. And if the application changes within



6 Wireless Communications and Mobile Computing

a narrow range, then 𝑇𝑖 can take a larger value. For example,
in the case of smooth weather, the temperature in an hour
has almost no change; then the time granularity of sensing
temperature can take a larger value. In this period of time,
any data collected during this time period can represent the
temperature during this time period. And when the weather
changes substantially, 𝑇𝑖 should take a smaller value so that
the temperature value sensed in a very short time period is
basically equal and can represent the temperature in this time
period. If taking a larger value, the difference of the sensed
value is very large in different time. Thus, the sensed value in
different time cannot represent the temperature in the time
period.

Andwe use 𝑐𝑗𝑖 to represent the cost in subperiod𝑇𝑗 and in
subarea 𝐿 𝑖 caused by circumstance involved in location and
time.C𝑗𝑖 represents the cost matrix in the entire sensing time
and area.

C
𝑗
𝑖 =
[[[[[[[
[

𝑐11 𝑐21 ⋅ ⋅ ⋅ 𝑐𝑚1
𝑐12 𝑐22 ⋅ ⋅ ⋅ 𝑐𝑚𝑛... ... d

...
𝑐1𝑛 𝑐2𝑛 ⋅ ⋅ ⋅ 𝑐𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] . (3)

We assume that the cost involved in power consumption
has a linear relationshipwith the sensing time, denoted as𝛼𝑖𝜏,
and 𝜏 is sensing time. In addition, 𝛼𝑖 is user parameter, which
depends on the phone of participant and different between
different users. Hence, the cost function𝐶𝑖(𝜏) of sensing time𝜏 for participant u𝑖 is formulated as

𝐶𝑖 (𝜏) = 𝛼𝑖𝜏 + 𝑐𝑗𝑖 . (4)

Definition 2 (the probability of participation). The probabil-
ity of participation 𝛿𝑖(𝑝) of user 𝑢𝑖 represents the probability
that the user 𝑢𝑖 participates in the sensing task when the
reward is 𝑟𝑖 for the sensing time 𝜏. We assume that the users
are rational and strategic so that whether they participate in
the task depends on the reward and cost. The probability of
participation is increasing as the ratio of economic benefits
increases. We use the power function 𝛿(𝑟𝑖) of ratio of
economic benefits to represent the probability that user 𝑢𝑖
participate in data collection when the reward is 𝑟𝑖, which is
shown in the following:

𝛿 (𝑟𝑖) =
{{{{{{{{{{{

0, 𝑟𝑖 ≤ 𝐶𝑖 (𝜏)
(𝑟𝑖 − 𝐶𝑖 (𝜏)𝐶𝑖 (𝜏) )𝛽 − 1, 𝐶𝑖 (𝜏) < 𝑟𝑖 ≤ 2𝐶𝑖 (𝜏)
1, 𝑟𝑖 > 2𝐶𝑖 (𝜏) .

(5)

And 𝛽 is the parameter to be measured.

The set of users in subarea 𝐿 𝑖 and subperiod𝑇𝑗 is denoted
as follows:

𝑈𝑗𝑖 =
[[[[[[[
[

𝑢11 𝑢21 ⋅ ⋅ ⋅ 𝑢𝑚1
𝑢12 𝑢22 ⋅ ⋅ ⋅ 𝑢𝑚𝑛... ... d

...
𝑢1𝑛 𝑢2𝑛 ⋅ ⋅ ⋅ 𝑢𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (6)

where 𝑢𝑗𝑖 = {𝑢1, 𝑢2, . . . , 𝑢𝑧} | 𝑢𝑘 is the smartphone user. And𝑢𝑗𝑖 represent the set of users in the subperiod 𝑇𝑗 and subarea
𝐿 𝑖. In addition, we use |𝑢𝑗𝑖 | to represent the number of users
in the subperiod 𝑇𝑗 and subarea 𝐿 𝑖.𝑈𝑗𝑖 in (6) represent the set of users in the subperiod𝑇𝑗 and
subarea 𝐿 𝑖. But all users in a grid not necessarily participate
in sensing task. Hence, we useU𝑗𝑖 to represent the users who
actually participate in the sensing as follows:

U
𝑗
𝑖 =
[[[[[[[
[

u11 u21 ⋅ ⋅ ⋅ u𝑚1
u12 u22 ⋅ ⋅ ⋅ u𝑚𝑛... ... d

...
u1𝑛 u2𝑛 ⋅ ⋅ ⋅ u𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (7)

where u
𝑗
𝑖 = {u1,u2, . . . ,u𝑧} | u𝑘 is the participants. u𝑗𝑖

represent the set of participants in the subperiod 𝑇𝑗 and
subarea 𝐿 𝑖. In addition, we use |u𝑗𝑖 | to represent the number
of participants in the subperiod 𝑇𝑗 and subarea 𝐿 𝑖.

We assume the reward 𝑅𝑗𝑖 provided by applications is the
metric shown in

𝑅𝑗𝑖 =
[[[[[[[
[

𝑟11 𝑟21 ⋅ ⋅ ⋅ 𝑟𝑚1
𝑟12 𝑟22 ⋅ ⋅ ⋅ 𝑟𝑚𝑛... ... d

...
𝑟1𝑛 𝑟2𝑛 ⋅ ⋅ ⋅ 𝑟𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (8)

where 𝑟𝑗𝑖 represent the reward of participants in the subperiod𝑇𝑗 and subarea 𝐿 𝑖.
Equation (6) shows the users situation in the subperiod𝑇𝑗 and subarea 𝐿 𝑖. But all users in a grid not necessarily par-

ticipate in sensing task. In the incentive reward mechanism
shown in (8), according to (5), the evaluated participation
situation is shown in

U
𝑗
𝑖 =
[[[[[[[
[

u11 u21 ⋅ ⋅ ⋅ u𝑚1
u12 u22 ⋅ ⋅ ⋅ u𝑚𝑛... ... d

...
u1𝑛 u2𝑛 ⋅ ⋅ ⋅ u𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (9)

where u𝑗𝑖 = 𝛿(𝑟𝑗𝑖 ) × 𝑢𝑗𝑖 .
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The amount of data expected to collect data is shown in

𝐷𝑗𝑖 =
[[[[[[[
[

𝑑11 𝑑21 ⋅ ⋅ ⋅ 𝑑𝑚1
𝑑12 𝑑22 ⋅ ⋅ ⋅ 𝑑𝑚𝑛... ... d

...
𝑑1𝑛 𝑑2𝑛 ⋅ ⋅ ⋅ 𝑑𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (10)

where 𝑑𝑗𝑖 = |u𝑗𝑖 |𝜏
The actual amount of data obtained is shown in

D
𝑗
𝑖 =
[[[[[[[
[

d11 d21 ⋅ ⋅ ⋅ d𝑚1
d12 d22 ⋅ ⋅ ⋅ d𝑚𝑛... ... d

...
d1𝑛 d2𝑛 ⋅ ⋅ ⋅ d𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] , (11)

where 𝑑𝑗𝑖 = |u𝑗𝑖 |𝜏
Definition 3 (QoI satisfaction degree, QoISD). In the crowd-
sourcing gathering system, the data requester (i.e., applica-
tions) publishes the task on the platform to collect the sensor
data. Thus, the quality of sensed is very important for data
requester. In order to make the sensed data of high quality, it
is obvious that the data should have a good distribution on
locations and time so that the data is more representative.

In this paper, a metric named “QoI satisfaction degree”
(QoISD) is to quantify how much collected sensing data can
satisfy the application’s QoI requirements mainly in terms of
data coverage.

We assume that the data demand of application is shown
in (12). If the actual data 𝑑𝑗𝑖 is exactly the same as the
data demand D

𝑗
𝑖 , it shows that the incentive mechanism is

efficient, which means there is no redundant data. It is the
best situation, and, at the time, the QoISD is highest.

A
𝑗
𝑖 =
[[[[[[[
[

D11 D21 ⋅ ⋅ ⋅ D𝑚1
D12 D22 ⋅ ⋅ ⋅ D𝑚𝑛... ... d

...
D1𝑛 D2𝑛 ⋅ ⋅ ⋅ D𝑚𝑛

]]]]]]]
]

𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] . (12)

However, in practice, the incentive mechanism is difficult
to make 𝑑𝑗𝑖 = D

𝑗
𝑖 | ∀𝑖 ∈ [1, 𝑛], 𝑗 ∈ [1,𝑚]. Therefore, in this

paper, we use S𝑗 in (13) to represent the difference between
the collected data and the data demand, which is QoISD.
Obviously, when QoISDS𝑗 → 0, it is the best situation.

S
𝑗 = 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D𝑗𝑘)2 . (13)

If the application requires the same amount of data for
each grid, which is a constantD, then (13) is transformed into
the following:

S
𝑗 = 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D)2 . (14)

3.2. Problem Statement

(1) Sensor Data to Meet the Requirement. Sensing data to
meet the applications requirement contains two aspects of
meaning: (a) considering the total data requirement is 𝐷𝑗tota
in subperiod 𝑇𝑗. Therefore, the total amount of data collected
in the target area must be greater than𝐷𝑗tota, as in (16):

𝑛∑
𝑖=1

𝑑𝑗𝑖 ≥ 𝐷𝑗tota | ∀𝑗 ∈ [1,𝑚] . (15)

(b) The amount of data collected for each grid 𝐿 𝑖 should
be greater than the amount of data required for application,
which is shown in

𝑑𝑗𝑖 ≥ D
𝑗
𝑖 | ∀𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] . (16)

(2) Maximize the Quality of Data. As mentioned above, in
order to get high quality of sensor data, we should make the
data’s distribution best based on time and locations, which
means optimizing the QoISD, as follows:

min (S𝑗) = min( 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D𝑗𝑘)2) | ∀𝑗 ∈ [1,𝑚] . (17)

(3)Minimize the Cost for CollectionData.The aimof incentive
mechanism is to minimize the cost of system and optimize
the quality of the collected data.Therefore, an important goal
of Time and Location Correlation Incentive (TLCI) scheme
is to minimize the cost for data collection.

min (C𝑗) = min( 𝑛∑
𝑘=1

(𝑟𝑗𝑘u𝑗𝑘)) | ∀𝑗 ∈ [1,𝑚] . (18)

Thus, the overall goal of TLCI scheme is as follows:

min (S𝑗) = min( 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D𝑗𝑘)2) | ∀𝑗 ∈ [1,𝑚] ,

min (C𝑗) = min( 𝑛∑
𝑘=1

(𝑟𝑗𝑘u𝑗𝑘)) | ∀𝑗 ∈ [1,𝑚] ,

s.t.
𝑛∑
𝑖=1

𝑑𝑗𝑖 ≥ 𝐷𝑗tota | ∀𝑗 ∈ [1,𝑚] ,
𝑑𝑗𝑖 ≥ D

𝑗
𝑖 | ∀𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] .

(19)

4. Incentive Mechanism Design

In order to state the parameter of this paper clearly, the main
notions introduced in this paper can be found in Parameters’
Description.

As shown in Figure 2, we propose an incentive mech-
anism in this work to get enough sensor data which is
to optimize the QoISD. In our incentive mechanism, the
platform sends the task’s information to every user, and
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Publishing the sensing task

Updating the reward that
optimizing QoISD of

sensor data

Reward for sensor data with
time period 1

Task and requirements

Useful information extracted
from sensed data

Sensed data within time
period 1

Reward for sensor data with
time period j

Sensed data within time
period j

Reward for sensor data with
time period m

Sensed data within time
period m Mobile users within

time period m

Mobile users within
time period j

Mobile users within
time period 1

Data processing

Platform

Figure 2: An overview of our incentive mechanism.

whether users participate in the sensing task depends on
their own cost and the published reward. We assume that the
total lasting time period of sensing task is divided into some
time periods. And in every subperiod, the target area where
data is expected to be obtained is divided into some subareas
and the platform publishes a new reward for participants’
contribution, which is different for participants in different
subareas to optimize the QoISD. It is repeated until the
sensing task is completed.

In the incentivemechanism,we use two reward allocation
algorithms to optimize the QoISD and reduce the cost of
system and both of the algorithms are based on greedy strate-
gies. One algorithm is to solve the problem of optimizing
the QoISD when attaining the task’s requirement. The other
algorithm is improved on the basis of the first algorithm,
which is to take the less cost on rewarding the participants
and has a better speed than the former. The two incentive
algorithms are discussed as follows.

4.1. Distributed Algorithm for Optimizing QoISD. The aim in
this work is to find a better way of reward allocation so that
the system could gain enough high-quality sensed data. The
aim in first algorithm is to optimize the QoISDwhilemeeting
data requirements that the sensed data in subperiod 𝑇𝑗 reach
the data demand𝐷𝑗tota, which is formulated as

min (S𝑗) = min( 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D𝑗𝑘)2) | ∀𝑗 ∈ [1,𝑚]

s.t.
𝑛∑
𝑖=1

𝑑𝑗𝑖 ≥ 𝐷𝑗tota | ∀𝑗 ∈ [1,𝑚] .
(20)

The algorithm mainly motivates the smartphone users
to participate in sensing task through adjusting the reward
allocation for users in every subarea 𝑅𝑗 = {𝑟𝑗1, 𝑟𝑗2, . . . , 𝑟𝑗𝑛}. We
first analyze the optimal results of sensed data. If the total
amount of sensor data needed for applications is 𝐷𝑗tota, and
the amount of sensed data in every subarea is equal which is
formulated asA𝑗 = {D𝑗1,D𝑗2, . . . ,D𝑗𝑛}, it requiresD𝑗𝑖 ≜ D

𝑗

𝑘 |∀𝑖, 𝑘 ∈ [1, 𝑛]. In this case, the optimal incentive mechanism
is to adjust the reward vector 𝑅𝑗 so that making the amount
of sensed data in every subarea is𝐷𝑗tota/𝑛 exact and the value
of QoISD is zero which is optimal. Similarly, if there is no
requirement that D𝑗𝑖 ≜ D

𝑗

𝑘 | ∀𝑖, 𝑘 ∈ [1, 𝑛], and the data
demand is A𝑗 = {D𝑗1,D𝑗2, . . . ,D𝑗𝑛}, we assume the actual
sensed data is 𝐷𝑗 = {𝑑𝑗1, 𝑑𝑗2, . . . , 𝑑𝑗𝑛}. The optimal incentive
strategy is to adjust the reward vector 𝑅𝑗 to optimize the
QoISD the same as above. Obviously, it should increase the
reward in the subarea where sensed data is less than demand
and the difference of both is rather large tomotivate the users’
participation andmakes theQoISD optimal. On the contrary,
it optimizes the QoISD decreasing the reward in the subarea
where sensed data is more than demand. As shown in (21), 𝜎𝑗𝑖
represents that deviation rate between actual sensed data and
demand in subarea 𝐿 𝑖 and subperiod 𝑇𝑗.

𝜎𝑗𝑖 =
(D𝑗𝑖 − 𝑑𝑗𝑖)

D
𝑗
𝑖

. (21)

Obviously, when 𝜎𝑗𝑖 is positive it means the actual sensed
data is less than demand and it needs to raise the reward 𝑟𝑗𝑖 . In
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addition, the larger 𝜎𝑗𝑖 , the more amount the lacked data and
the increased reward 𝑟𝑗𝑖 . On the contrary, when 𝜎𝑗𝑖 is negative,
it means the actual sensed data is more than demand and it
should decrease the reward 𝑟𝑗𝑖 to reduce the cost of the system.

Our incentive algorithm is to find the optimal reward
allocation for every subarea. The mechanism algorithm
iteratively raises the reward to the users in the subarea that
could optimize QoISDS𝑗 until the sensed data is enough to
the sensing system’s demand and the QoISD is optimal. The
detailed descriptions are provided as follows.

Step 1. First, according the information of sensing task, we
initialize the reward of every subarea to 𝑟0 and calculate the
new amount of sensor data𝐷𝑗real.
Step 2. Second, we iteratively adjust the reward vector to
optimize the QoISD S𝑗. In each iteration, the algorithm
adjusts the reward in a subarea which makes QoISD optimal.
We use 𝜉 to mark the target subarea and 𝑟𝜉 to mark the
increased reward, which is negative when the actual sensed
data in target area is more than demand. In addition, 𝜀min
represents the optimal QoISD currently and the algorithm
updates the value of 𝜀min in every iteration. Hence, in the end
of every iteration, it updates the reward 𝑟𝑗

𝜉
in target subarea

and the amount of sensed data. In addition, the algorithm
ignores the subarea where there is no increased amount of
sensor data, as shown in Steps (19)-(20).
Step 3. Thesensed data𝐷𝑗real is updated in every iteration, and
the algorithm ends when𝐷𝑗real reaches the data demand𝐷𝑗tota.
In the end of this incentive algorithm, it returns the reward
vector, which makes the QoISD optimal.

The proposed algorithm is given in Algorithm 1.

4.2. Distributed Algorithm for Optimizing the QoISD and
Reducing the Cost. Based on Algorithm 1, in this subsection,
we propose another algorithm for taking the platform’s cost
and QoISD into account. The aim in Algorithm 2 is to opti-
mize the QoISD and reduce the cost of system while meeting
data requirements that the sensed data within subperiod 𝑇𝑗
reaches the data demand𝐷𝑗tota, which is shown in

min (S𝑗) = min( 𝑛∑
𝑘=1

(𝑑𝑗𝑘 −D𝑗𝑘)2) | ∀𝑗 ∈ [1,𝑚]

min (C𝑗) = min( 𝑛∑
𝑘=1

(𝑟𝑗𝑘u𝑗𝑘)) | ∀𝑗 ∈ [1,𝑚]

s.t.
𝑛∑
𝑖=1

𝑑𝑗𝑖 ≥ 𝐷𝑗tota | ∀𝑗 ∈ [1,𝑚]
𝑑𝑗𝑖 ≥ D

𝑗
𝑖 | ∀𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] .

(22)

It is apparent that we could solve it by weighted sum
method since it is a multiobjective optimization problem. By

selecting scalar weights parameters 𝜆 and 1−𝜆 forS𝑗 andC𝑗,
the target function is shown in the following:

min (𝜆S𝑗 + (1 − 𝜆)C𝑗) | ∀𝑗 ∈ [1,𝑚]
s.t.

𝑛∑
𝑖=1

𝑑𝑗𝑖 ≥ 𝐷𝑗tota | ∀𝑗 ∈ [1,𝑚]
𝑑𝑗𝑖 ≥ D

𝑗
𝑖 | ∀𝑖 ∈ [1, 𝑛] , 𝑗 ∈ [1,𝑚] ,

(23)

where 0 ≤ 𝜆 ≤ 1. And we could adjust the value of 𝜆 to
achieve our purpose.

The idea of Algorithm 1 is to raise the reward to the users
in the subarea that could optimize QoISDS𝑗 iteratively until
the sensed data is enough to the sensing system’s demand and
the QoISD is optimal. In order to reduce the cost of system,
the reward should be allocated to the cost-effective subarea,
where system could gain more sensor data with low cost. For
each subarea 𝐿𝑘, we use theΥ𝑘 to represent how cost-effective
it is, which is the ratio of increased data to increased cost and
formulated as

Υ𝑘 = (𝛿 (𝑟𝑘 + 𝑟∇) − 𝛿 (𝑟𝑘))u𝑗𝑘𝜏
u
𝑗

𝑘 × (𝛿 (𝑟𝑘 + 𝑟∇) × (𝑟𝑘 + 𝑟∇) − 𝛿 (𝑟𝑘) 𝑥𝑟𝑘) . (24)

Hence, there is a main alternation in Algorithm 1:

𝜀min = −𝜆Υ𝑘 + (1 − 𝜆) 𝑛∑
𝑖=1

(𝑑𝑗𝑖 −D𝑗𝑖 )2 . (25)

The proposed algorithm is given in Algorithm 2.

5. Performance Analysis and Optimization

5.1. Methodology and Setup. In this section, we compare our
two algorithms, Time and Location Correlation Incentive
Algorithm 1 (TLCI1) and Time and Location Correlation
Incentive Algorithm 2 (TLCI2) with the pricing based fixed
price algorithm (PPA). The main character of this algorithm
(PPA) is that the participants get the same reward for the same
amount of sensor data. We assume the smartphone users
are rational and strategic so that whether they participate in
sensing task depends on their cost and reward. In order to
showhow they are similar or different, the parameters of these
are the same.

We first study the situation of sense data and the cost of
system for rewarding the participants at different locations
in 5.2. Then in 5.3, we study the sensed data and the cost
in different time in two situations and make a performance
comparison of the three algorithms. In addition to the per-
formance comparison based on different time and locations,
we also study the quality of sensed data and the stability of
algorithms in 5.4 and 5.5, respectively.

The default values of all parameters in our model are set
as follows. The default units of reward and sensing time are
dollar andminute, respectively. And the user-specific param-
eters 𝛼𝑖 are uniformly distributed random values within(1, 3). In addition, according to the data obtained from the
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Input:The data demandA𝑗 = {D𝑗1,D𝑗2, . . . ,D𝑗𝑛};
Output:The new vector of reward 𝑅𝑗 = {𝑟𝑗1, 𝑟𝑗2, . . . , 𝑟𝑗𝑛}.(1) For each 𝑟𝑗𝑖 | 𝑖 ∈ [1, 𝑛](2) 𝑟𝑗𝑖 = 𝑟0 // to initialize the reward of every sub-area to 𝑟0(3) End for(4) 𝐷𝑗real = ∑𝑛𝑘=1 𝑑𝑗𝑘(5)While𝐷𝑗real < 𝐷𝑗tota Do
(6) S𝑗𝑢 = ∑𝑛𝑘=1 (𝑑𝑗𝑘 −D𝑗𝑘)2;

//S𝑗𝑢 is the QoISD before the update(7) 𝜉 = 0 //to mark the selected grid which is not determined(8) 𝜀min = +∞ //to store the minimum QoISD(9) For 𝑘 = 1 to 𝑛Do //each grid 𝐿𝑘(10) If (𝑑𝑗𝑘 −D𝑗𝑖 ) < 0(11) 𝑟∇ = +𝜍
//to increase the reward when the sensed data doses not meet the demand(12) Else(13) 𝑟∇ = −𝜍(14) //to decrease the reward when the sensed data doses not meet the demand(15) End if

(16) 𝑑𝑗𝑘 = 𝑑𝑗𝑘 + (𝛿 (𝑟𝑘 + 𝑟∇) − 𝛿(𝑟𝑘))u𝑗𝑘𝜏
//the sensed data in grid 𝐿𝑘 after updating the reward(17) 𝑑𝑗𝑘 ← 𝑑𝑗𝑘(18) S𝑗new = ∑𝑛𝑖=1 (𝑑𝑗𝑖 −D𝑗𝑖 )2
//S𝑗new is the updated QoISD(19) If S𝑗new = S𝑗𝑢 //if there is no improved QoISD(20) Goto Step (10)(21) End if(22) If S𝑗new < 𝜀min(23) 𝜀min = S𝑗new(24) 𝜉 = 𝑘; //to select the 𝐿𝑘 that makes QoISD optimal(25) 𝑟𝜉 = 𝑟∇

(26) End if
(27) End for
(28) 𝑟𝑗

𝜉
= 𝑟𝑗
𝜉
+ 𝑟𝜉

(29) 𝐷𝑗real = ∑𝑛𝑘=1 𝑑𝑗𝑘 //to update the sensed data
(30) End while
(31) Return the new reward 𝑅𝑗

Algorithm 1: The QoISD optimization algorithm.

questionnaire survey, the probability parameter 𝛽 is 1.745. All
simulations under the same setting are repeated ten times to
get the average values.

5.2. The Performance of Sensed Data and Cost at Different
Locations. We first study the performance of the three
algorithms under different situations. We mainly study two
scenarios, the active and the inactive period of users. In the
active period, there are large number of users distributed in
the target area. On the contrary, fewer people are involved
in the sensing task in the inactive period. The study on two
scenarios is shown as follows.

5.2.1. The Active Period of Users. In the active period of users,
there are large number of users that could participate in the
sensing task and have plenty of free time to collect the sensor
data.We assume that the platform’s demand is 4000 (Mb) and

the number of users of every subarea is uniformly distributed
random values within (50, 100). The results are as follows. As
shown in Figures 3, 4, and 5, the range of sensed data in the
subareas in TLCI1 and TLCI2 are similar and the range of
sensed data in our two TLCI algorithms varying from 45 to
55 is less than that in PPA, which is varying from 40 to 75 and
has a negative impact on the quality of sensed data.The result
shows that the variance of sensed data can be reduced by
68.85% and 52.50% in TLCI1 andTLCI2, respectively.We also
stimulate the participants’ reward in Figures 6 and 7 about our
twoTLCI algorithms. Compared to the same reward for every
user in PPA, the reward varying from 3.7 to 7 is different for
each user in our two TLCI algorithms.

5.2.2. The Inactive Period of Users. In the inactive period of
users, the users do not have enough time to participate in
the sensing task. Thus, the number of users is less than the
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Input:The data demandA𝑗 = {D𝑗1,D𝑗2, . . . ,D𝑗𝑛};
Output:The new vector of reward 𝑅𝑗 = {𝑟𝑗1, 𝑟𝑗2, . . . , 𝑟𝑗𝑛}.(1) For each 𝑟𝑗𝑖 | 𝑖 ∈ [1, 𝑛](2) 𝑟𝑗𝑖 = 𝑟0 // to initialize the reward of every sub-area to 𝑟0(3) End for(4) 𝐷𝑗real = ∑𝑛𝑘=1 𝑑𝑗𝑘(5)While𝐷𝑗real < 𝐷𝑗tota Do
(6) S𝑗𝑢 = ∑𝑛𝑘=1 (𝑑𝑗𝑘 −D𝑗𝑘)2;

//S𝑗𝑢 is the QoISD before the update(7) 𝜉 = 0 //to mark the selected grid which is not determined(8) 𝜀min = +∞ //to store the minimum QoISD(9) For 𝑘 = 1 to 𝑛Do //each grid 𝐿𝑘(10) If (𝑑𝑗𝑘 −D𝑗𝑖 ) < 0(11) 𝑟∇ = +𝜍
//to increase the reward when the sensed data doses not meet the demand(12) Else(13) 𝑟∇ = −𝜍(14) //to decrease the reward when the sensed data doses not meet the demand(15) End if

(16) 𝑑𝑗𝑘 = 𝑑𝑗𝑘 + (𝛿 (𝑟𝑘 + 𝑟∇) − 𝛿(𝑟𝑘))u𝑗𝑘𝜏
//the sensed data in grid 𝐿𝑘 after updating the reward(17) 𝑑𝑗𝑘 ← 𝑑𝑗𝑘(18) S𝑗new = ∑𝑛𝑖=1 (𝑑𝑗𝑖 −D𝑗𝑖 )2
//S𝑗new is the updated QoISD(19) If S𝑗new = S𝑗𝑢 //if there is no improved QoISD(20) Goto Step (10)(21) End if(22) If S𝑗new < 𝜀min(23) 𝜀min = −𝜆Υ𝑘 + (1 − 𝜆)S𝑗new(24) 𝜉 = 𝑘; //to select the 𝐿𝑘 that make QoISD optimal(25) 𝑟𝜉 = 𝑟∇

(26) End if
(27) End for
(28) 𝑟𝑗

𝜉
= 𝑟𝑗
𝜉
+ 𝑟𝜉

(29) 𝐷𝑗real = ∑𝑛𝑘=1 𝑑𝑗𝑘 //to update the sensed data
(30) End while
(31) Return the new reward 𝑅𝑗

Algorithm 2: The QoISD optimization and minimizing the cost algorithm.

number of users in the active period. We assume that the
number of users in every subarea is uniformly distributed
random values within (30, 60). As shown in Figures 8, 9,
and 10, we could draw the same conclusion as that in active
period. In the inactive period, the variance of sensed data
can be reduced by 90.85% and 79.06% in TLCI1 and TLCI2,
respectively. In addition, the situation of reward allocation is
shown in Figures 11 and 12 that the reward allocation of two
algorithms is similar.

5.3. The Performance of Sensed Data and Cost at Different
Time. It is considered that the variation of the number of
users in the whole day has an objective law, which is shown
as Figure 13.The users prefer to participate in the sensing task
in the daytime and the number of users in daylight is far less

than in daytime. For amore comprehensive consideration, we
consider the whole QoISD that involves the data at different
times rather than the QoISD at a time period. Therefore,
when the impact of incentive reward on the whole QoISD is
too little, it will reduce the data demand and increase to other
time periods according to the number of users. It is to ensure
that the collected data of the whole day meet the demand.

In this subsection, we study the performance of three
algorithms in two situations: the randomdistribution of users
and the concentrated distribution of users. In situation of the
random distribution of users, the users are evenly distributed
at different subareas. We assume that the total users at a time
is 𝑛𝜏, and the users at a subarea are uniformly distributed
random values within (𝑛𝑟/𝑚−30) and (𝑛𝑟/𝑚+30) when there
are𝑚 subregions at the time. In the concentrated distribution
of users, the 50% of users focus on the 30% of central area.
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Figure 3: The distribution of sensed data of TLCI1 in active period
of users.
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Figure 4: The distribution of sensed data of TLCI2 in active period
of users.
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Figure 5: The distribution of sensed data of PPA in active period of
users.

5.3.1. The Random Distribution of Users. In the random
distribution of users, the users are evenly distributed at the
locations at a time. In this subsection, we stimulate the
average reward for users and total reward budget for users’
contribution at different time, as shown in Figures 14 and 16.
It is obvious that, compared to fixed reward in PPA, our
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Figure 6:The distribution of users’ reward of TLCI1 in active period
of users.
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Figure 7:The distribution of users’ reward of TLCI2 in active period
of users.
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Figure 8:Thedistribution of sensed data of TLCI1 in inactive period
of users.

two TLCI algorithms have a better adaptability, adjusting the
user’s reward according to the number of users. The overall
trend is that the average of reward is declining with more
users as shown in Figure 14, which can be interpreted as
the payment in exchange for participation. As a result, the
number of participants and the total reward at different time
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Figure 9:Thedistribution of sensed data of TLCI2 in inactive period
of users.
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Figure 10:The distribution of sensed data of PPA in inactive period
of users.
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Figure 11: The distribution of users’ reward of TLCI1 in inactive
period of users.

are shown in Figures 15 and 16, in which total reward and
total participants grow up in number when there are few
users so that it can collect more sensor data. In addition, we
can see the total cost of system is reduced by 19.97% and
42.79% in TCLI1 and TCLI2, respectively. Figure 17 shows
the cumulative total reward over the time, which proves the
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Figure 12: The distribution of users’ reward of TLCI2 in inactive
period of users.
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Figure 13: The number of users at different time.
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Figure 14: The average of reward for a user at different time.
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Figure 15: The number of participants at different time.
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Figure 16: The total reward at different time.
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Figure 17: The total cumulative reward over time.
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Figure 18: The total amount of sensed data.
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Figure 19: The redundancy of sensed data.

effectiveness of our two algorithms and the TLCI2 could
reduce the cost. In addition to the total reward, we also
study the sensed data over the time in Figure 18. Figure 19
shows that the redundancy of sensed data over time that
the percentage of the difference between actual and expected
sensed data to expected data. It is similar to the sensed data
over time. And in Figure 20, we calculate the cumulative
sensed data over time and we can see the sensed data in PPA
exceeds the demand. It shows the PPA algorithms have a bad
adaptability compared with TCLI algorithms.

5.3.2.The Concentrated Distribution of Users. In the situation
of the concentrated distribution of users, the 50% of users
focus on the 30% of central area. In this subsection, we
stimulate the average reward of users and total reward budget
for users’ contribution at different time, as shown in Figures
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Figure 20: The cumulative amount of sensed data.
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Figure 21: The average of reward for a user at different time.

21 and 23. It is obvious that compared to fixed reward in
PPA, our two TLCI algorithms have a better adaptability,
adjusting the user’s reward according to the number of users.
The overall trend is that the average of reward is declining
with the more users as shown in Figure 21, which can be
interpreted as the payment in exchange for participation. As
a result, the number of participants and the total reward
at different time are shown in Figures 22 and 23, in which
total reward and total participants grow up in number when
there are few users so that it can collect more sensor data.
In addition, we can see the total cost of system is reduced
by 34.20% and 14.89% in TCLI1 and TCLI2, respectively.
Figure 24 shows the cumulative total reward over the time,
which proves the effectiveness of our two algorithms and the
TLCI2 could reduce the cost. In addition to the total reward,
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Figure 22: The number of participants at different time.
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Figure 23: The total reward at different times.

we also study the sensed data over the time in Figure 25.
Figure 26 shows that the redundancy of sensed data over
time that the percentage of the difference between actual and
expected sensed data to expected data. It is similar to the
sensed data over time. And in Figure 27, we calculate the
cumulative sensed data over time and we can see the sensed
data in PPA exceeds the demand because the fixed reward
in PPA has a bad adaptability compared with our two TLCI
algorithms.

5.3.3. The Comparison of Three Algorithms. In this subsec-
tion, we compare the performance of three algorithms in two
situations mentioned above.The results are shown as follows.

We use situation A and situation B to represent the
situation of the random distribution and the concentrated
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Figure 24: The total cumulative reward over time.
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Figure 25: The total amount of sensed data.
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Figure 26: The redundancy of sensed data.
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Figure 27: The cumulative amount of sensed data.
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Figure 28: The comparison of total reward of the whole day in two
situations.

distribution, respectively. We first calculate the total reward
and total sensed data in thewhole day andmake a comparison
in Figures 28 and 29, respectively. According to Figure 28, we
can see that our two TLCI algorithms can reduce the cost for
rewarding the participants compared with fixed reward and
TLCI2 has a better performance. On average of cost in two
TCLI algorithms, it can reduce the cost of system by 37.07%
in situation A and 24.54% in situation B, respectively. And
Figure 30 shows that the TLCI algorithms can make the cost
valuable rather than collecting redundant data.

Then, we make a comparison of total redundancy of
sensed data of whole day in two situations and the result is
shown in Figure 30. It shows the effectiveness of our two
TLCI algorithms and the TLCI1 has a better performance
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Figure 29: The comparison of total sensed data of the whole day in
two situations.
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Figure 30: The comparison of total redundancy of sensed data of
whole day in two situations.

compared with TLCI1. In addition, we make a comparison of
performance on optimizing the QoISD in three algorithms,
and the result is shown in Figure 31. On the average of QoISD
in two situations, the QoISD can be optimized by 81.92%, and
the total cost can be reduced by 31.38% with considering two
TLCI algorithms.

5.4.TheQuality of SensedData. In this subsection, we use the
difference between the amount of actual and expected sensed
data to evaluate the performance of our two algorithms
(TLCI) and PPA. As above, we evaluate it in two situations,
the active and inactive period of users, and the results are
shown as follows. Figures 32, 33, and 34 show the difference
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Figure 31: The comparison of QoISD of the whole day in two
situations.
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Figure 32: The difference between actual and expected sensed data
in active period in TLCI1.
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Figure 33: The difference between actual and expected sensed data
in active period in TLCI2.
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Figure 34: The difference between actual and expected sensed data
in active period in PPA.
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Figure 35: The difference between actual and expected sensed data
in inactive period in TLCI1.
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Figure 36: The difference between actual and expected sensed data
in inactive period in TLCI2.

between actual and expected sensor data in three algorithms
in active period. According to the figures, we can see that
the difference between actual and expected sensed data in
two TLCI algorithms is less than that in PPA algorithm and
the performance of two TLCI algorithms is similar, where
the difference is varying from −2.1 to 2.45 in TCLI1, varying
from −3.34 to 3.12 in TCLI2, and varying from −9.12 to
9.27 in PPA. And Figures 35, 36, and 37 show the same
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Figure 37: The difference between actual and expected sensed data
in inactive period in PPA.
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Figure 38: The variance of sensed data over time.

conclusion as above. At last in this subsection, we calculate
the variance of sensed data at different time in the situation
of the distribution of users, which is shown in Figure 38. The
variance of sensed data in two TLCI algorithms is less than
that in PPA algorithms, where two TCLI algorithms have the
similar performance on optimizing the quality of data. We
can see the advantage of our two TLCI algorithms, making
the sensed data evenly distributed at different locations.

5.5. The Stability of TLCI Algorithms. In this subsection, we
mainly study the stability of TLCI algorithms. We first study
the number of iterations by changing the value of 𝜆. The
result is shown in Figure 39, and we can see the number of
iterations is declining with the increasing 𝜆 in TLCI2, which
proves the better performance in speed in TLCI2 compared
with TLCI1. Then we study the stability of TLCI algorithms.
It is known that our algorithms will reach a steady state after
limited number of iterations.

In Figures 40 and 41, we compare the total reward and
the sensed data over the iteration in our two algorithms and
it proves that the TLCI2 has the better performance in terms
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Figure 39: The number of iterations by changing the value of 𝜆.
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Figure 40: The total cumulative reward over the iteration.

of speed of algorithm and cost reduction, respectively. And
we can see that the total cost of system after stabilization
in TCLI2 is lower than that in TCLI1. In the end of this
subsection, we calculate the variance of sensed data over the
iteration as shown in Figure 42.The variance of sensed data at
different subregions will stabilize after limited iterations and
the stable variance of sensed data in TLCI2 is less than that
in TLCI1, which means the same conclusion as the previous
experiment.

6. Conclusion

This paper has focused on the problem of optimizing the
quality of sensor data and collecting enough sensor data in
a sensor data gathering system. In such a system, the cost
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Figure 41: The total amount of sensed data over the iteration.
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Figure 42: The variance of sensed data over the iteration.

of each user depends on his circumstance, which has an
impact on users whether to participate in the sensing task.
The platform makes different reward for task participants
in different region and time period so that it could make
the distribution of sensed data on location and time best.
Such a sensing system has been developed to realize such
applications, such as NoiseTube [55].

In this paper, we have proposed two effective incentive
mechanism algorithms for motivating smartphone users to
participate in the smartphone sensing. Both of the algorithms
are based on greedy strategies. One algorithm is to solve the
problem of optimizing the QoISD. The other algorithm is
improved on the basis of the first algorithm, which is to take
the less cost on rewarding the participants. Extensive simu-
lations have been performed and the results have confirmed



20 Wireless Communications and Mobile Computing

that the two algorithms can achieve our goal and the latter
has a better speed than the former. QoISD can be optimized
by 81.92%, and the total cost can be reduced by 31.38%.

Parameters’ Description

𝛼𝑖,𝑐𝑗𝑖 : The parameter in the cost𝑢𝑛: The smartphone users
u𝑛: The participants in sensing task𝐶𝑖(𝜏): The cost of user 𝑖 when sensing time is 𝜏𝑟𝑖: The reward of participant 𝑖𝛿(𝑟𝑖): The participation probability of a user

participating in sensing task𝑢𝑗𝑖 : The number of smartphone users in
subperiod 𝑇𝑗 and subarea 𝐿 𝑖

u
𝑗
𝑖 : The number of task participants in

subperiod 𝑇𝑗 and subarea 𝐿 𝑖𝑟𝑗𝑖 : The reward for every participant in
subperiod 𝑇𝑗 and subarea 𝐿 𝑖

u
𝑗
𝑖 : The number of participants in subperiod𝑇𝑗 and subarea 𝐿 𝑖 based on probability

estimate𝑑𝑗𝑖 : The estimated amount of sensor data in
subperiod 𝑇𝑗 and subarea 𝐿 𝑖

d2𝑛: The actual amount of sensor data in
subperiod 𝑇𝑗 and subarea 𝐿 𝑖

D
𝑗
𝑖 : The actual demand of sensor data in

subperiod 𝑇𝑗 and subarea 𝐿 𝑖
S𝑗: QoISD in subperiod 𝑇𝑗
C𝑗: The cost of system for rewarding

participants in subperiod 𝑇𝑗𝐷𝑗tota: The total demand of sensor data in
subperiod 𝑇𝑗𝜆: The parameter in the target function𝜀𝑘: The cost-efficiency of subarea 𝑘.
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Wireless mesh network is prevalent for providing a decentralized access for users and other intelligent devices. Meanwhile, it can be
employed as the infrastructure of the last few miles connectivity for various network applications, for example, Internet of Things
(IoT) and mobile networks. For a wireless mesh backbone network, it has obtained extensive attention because of its large capacity
and low cost. Network traffic prediction is important for network planning and routing configurations that are implemented
to improve the quality of service for users. This paper proposes a network traffic prediction method based on a deep learning
architecture and the Spatiotemporal Compressive Sensing method. The proposed method first adopts discrete wavelet transform
to extract the low-pass component of network traffic that describes the long-range dependence of itself. Then, a prediction model
is built by learning a deep architecture based on the deep belief network from the extracted low-pass component. Otherwise,
for the remaining high-pass component that expresses the gusty and irregular fluctuations of network traffic, the Spatiotemporal
Compressive Sensing method is adopted to predict it. Based on the predictors of two components, we can obtain a predictor of
network traffic. From the simulation, the proposed prediction method outperforms three existing methods.

1. Introduction

The Wireless Mesh Network (WMN) provides ubiquitous
and last few miles connectivity for future wireless service,
for example, IoT, 5G mobile network, and cognitive radio.
Besides, it is also a promising solution to IoT crowdsensing
applications by connecting a large group of individuals with
capacities of computing and sensing. Compared with other
wireless architectures (e.g., ad hoc networks), the WMN
has high capacity, robustness, and low-cost deployment [1].
Hence, it is much more popular as an emerging access
paradigm in practice. With the rapid development of mobile
communications, mobile cloud systems, and IoT, the applica-
tions provided by wireless networks become multitudinous.

Besides, the big data has become a crucial role in both
industry and daily life. The quantity and substantial growth
of WMN (both in scale and in service) bring a series of
new challenges for the capacity; for example, the network
congestion may appear in a wireless mesh backbone network
induced by huge traffic demands.

Mesh routers constitute the principal infrastructure of the
WMN known as the wireless mesh backbone network. The
self-organized manner of the WMN architecture reinforces
the resilience of the network to failures, but it arises some
limitations, typically, resource allocation problem, and so
on. Above all, imperative network management operation
is useful to provide a cost-effective solution for improving
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Figure 1: Prediction method.

the performance of a WMN. These network management
operations are implemented in terms of the relative network
traffic information. For instance, in order to improve the
quality of service for users, predictive network planning is
necessary for ISPs. This planning is carried out according to
the future traces of network traffic flows between all possible
origin-destination (OD) node pairs [2, 3].

A great number of methods have been proposed to deal
with the network traffic prediction problem in traditional
IP backbone networks [4–8]. Statistical methods have been
widely adopted in this field. Originally, some simple models,
such as Autoregressive (AR) and Autoregressive Integrated
Moving Average (ARIMA), are used to pursue the short-
range dependence (SRD) of network traffic [4]. However,
current network traffic exhibits a long-range dependence
(LRD) characteristic and multifractal features in terms of
the behaviors of terminals [4]. In this case, the Fractional
Autoregressive IntegratedMoving Average (FARIMA)model
and the Multifractal Wavelet model (MWM) are involved in
this field to deal with the network traffic prediction problem
[5].With the variety of network services and applications, the
characteristics of network traffic aremuchmore complex. For
instance, it exhibits some nonlinear features [4, 6]. Hence,
some methods refer to the GARCHmodel to model network
traffic for prediction. Besides, a lot of methods based on
hybrid models have been proposed to predict network traffic
[7]. However, these methods are not suitable for dealing with
the problems of network traffic prediction in a wireless mesh
backbone network [2]. Generally, the users join in a Wireless
Mesh Network randomly. Additionally, they often have the
complicated individual association, which is significantly
discrepant compared with the users of a traditional IP
backbone network. Although the users’ applications of two

networks are probably coincident, the dominant applications
usually are distinguishing.

Motivated by this issue, we propose a network traf-
fic prediction method based on the deep belief network
(DBN) and the Spatiotemporal Compressive Sensing (STCS)
method, named Deep Belief Network and Spatiotemporal
Compressive Sensing (DBNSTCS) models. To the best of our
knowledge, this is the first paper that focuses on the problem
of traffic prediction for wireless mesh backbone networks
and takes into account the spatiotemporal characteristic for
prediction. We take account of the long-range dependence
and irregular fluctuation behaviors of network traffic inde-
pendently; see Figure 1 [9]. By the discrete wavelet transform
(DWT), the network traffic is divided into two components
tagged by scaling and discrete wavelet transform coefficients.
Namely, the DWT just likes a filter that decomposes the
network traffic into a low-pass component and a high-pass
component. The low-pass component expresses the long-
range dependence of network traffic, and the high-pass one
declares the gusty and irregular fluctuations.The LRDmeans
that the network traffic at any time depends upon multiple
previous traffic data.The LRD of network traffic derives from
a series of interacted factors (e.g., the behaviors of users).
To describe these multifarious relationships, the former is
predicted by a deep architecture based onDBN.Theproposed
architecture can deeply learn the LRD of network traffic. For
the short-range and irregular fluctuations, the STCS method
known as an excellent interpolation algorithm is employed to
predict them.

The contributions of the paper are proposed as follows:

(i) We use the DWT to extract the low-pass and high-
pass components of network traffic. The DWT of a
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time series can be viewed as making this time series
pass a low-pass filter and a high-pass filter, respec-
tively. Hence, we can obtain the low-pass and high-
pass components of network traffic. They show the
low-pass approximation and the details of network
traffic, respectively. In our method, we predict two
types of coefficients independently.

(ii) We propose a deep architecture based on DBN to
capture the low-pass component of network traffic.
Under this architecture, by learning the built deep
architecture in terms of a training set via known
network traffic, the deep architecture can describe the
LRD characteristic of traffic flows and carry out a
prediction for network traffic.

(iii) We adopt the Spatiotemporal Compressive Sensing
to fit the gusty and irregular fluctuations of network
traffic. We first assume that the high-pass component
obeys a spatiotemporal dependence.Then, we achieve
a predictor of network traffic by the Sparsity Regular-
ized Matrix Factorization (SRMF) method.

The remaining parts of this paper are organized as
follows. Section 2 reviews the related work about network
traffic prediction problem. In Section 3, we introduce some
definitions about network traffic, the DWT techniques, the
DBN theory, and the Spatiotemporal Compressive Sensing
method, respectively. We propose our prediction method in
Section 4. Then, we verify the performance of our method in
Section 5. Section 6 concludes our work of this paper.

2. Related Work

Lots of researchers have investigated network traffic pre-
diction that is instructive for congestion control, predic-
tive network planning, and intelligent routing [10–14]. The
existing network traffic prediction techniques consist of four
categories: linear time series methods, nonlinear time series
methods, hybrid model methods, and decomposition model
methods.

The linear time series methods (e.g., AR, MA, and
ARMA) are frequently used to model end-to-end traffic
flows for prediction. According to novel research findings,
the traffic flows exhibit observably nonlinear features under
complex network users behaviors and various applications.
Typically, the GARCH model in [10] is used to model the
burst characteristics. Besides, neural network is also a valid
method to track the traffic flows with nonlinear characteristic
[12].

With the rapidly development of network services, the
ISP network has been a heterogeneous and complex network.
Traffic flows show manifold statistic characteristics such as
LRD, SRD, heavy-tailed distribution, andmultifractal feature.
Therefore, researchers adopt some hybrid models to model
the traffic flows with complicated distributions.Themethods
based on hybridmodel take advantage of two ormoremodels
to capture the traces of traffic flows. In [4], the authors
combine the ARIMA model with the GARCH model to fit
several characteristics of traffic flows (i.e., LRD and SRD

characteristics). Meanwhile, the proposed hybrid model can
also model the self-similarity and multifractal features of
traffic flows. The autocorrelation function and the partial
autocorrelation function are employed by the authors to
determine the parameters in the hybrid model. The fourth
method as mentioned in the above part is the decomposition
model methods in which the traffic flows are divided into
several components. Based on this decomposition, the gained
components are, respectively, modeled and predicted. These
methods can be viewed as an evolution of the hybrid model
methods. In [13], the authors jointly use the Stationary
Wavelet Transform (SWT), the Quantum Genetic Algorithm
(QGA), and the BackpropagationNeuralNetwork (BPNN) to
implement traffic prediction of wireless network traffic. They
first decompose the traffic flows by the SWT such that the
traffic flows are made up of several stationary components.
After that, all these components are predicted by a trained
BPNN using the QGA. The authors in [14] decompose the
traffic of a large scale cellular network into regular and
random components by a classic time series decomposition
method.

3. Background

3.1. Traffic Matrix. A traffic matrix is an expression form of
network traffic. After collecting network traffic information,
the operators implement appropriate network management
functions in terms of this network traffic information. During
this period, the network traffic information is expressed as
the traffic matrix. If we denote an OD flow by 𝑥𝑝,𝑞(𝑡) which
describes the mean of the volume of traffic flow from the
origin node 𝑝 to the destination node 𝑞 in the 𝑡th time slot,
then the traffic matrix is defined as

𝑋 = [[[[[[[

𝑥1,1 (1) 𝑥1,1 (2) ⋅ ⋅ ⋅ 𝑥1,1 (𝑇)𝑥1,2 (1) 𝑥1,2 (2) ⋅ ⋅ ⋅ 𝑥1,2 (𝑇)... ... ⋅ ⋅ ⋅ ...𝑥𝑁,𝑁 (1) 𝑥𝑁,𝑁 (2) ⋅ ⋅ ⋅ 𝑥𝑁,𝑁 (𝑇)

]]]]]]]
, (1)

where 𝑝, 𝑞 ∈ {1, 2, . . . , 𝑁}, and 𝑡 ∈ {1, 2, . . . , 𝑇}. This traffic
matrix reports the network traffic data with 𝑇 time slots.
Generally, the length of time slot is 5 or 15minutes.

3.2. Discrete Wavelet Transform. For a time series 𝑓(𝑡), it can
be expressed by

𝑓 (𝑡) = +∞∑
𝑛=−∞

𝑐𝐿,𝑛2−𝐿/2𝜙( 𝑡2𝐿 − 𝑛)
+ 𝐿∑
𝑙=1

+∞∑
𝑛=−∞

𝑑𝑙,𝑛2−𝑙/2𝜓( 𝑡2𝑙 − 𝑛) ,
(2)

where 𝑐𝐿,𝑛 and 𝑑𝑙,𝑛 are scaling and discrete wavelet transform
coefficients. 2−𝐿/2𝜙(𝑡/2𝐿−𝑛) is the scaling function at scale 𝐿.2−𝑙/2𝜓(𝑡/2𝑙 − 𝑛) is so-called the wavelet function. The scaling
coefficients express a coarse approximation of 𝑓(𝑡). The
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Figure 3: Deep Belief Network with two Restricted Boltzmann Machines.

discrete wavelet transform coefficients represent the details
of 𝑓(𝑡). Hence, (2) can be viewed as making the time series
pass a filter and then obtaining a representation of 𝑓(𝑡) by
the combination of low-pass and high-pass approximations.

3.3. Deep Belief Network. The DBN is a common deep
learning primitive. It is a combination of a number of
Restricted BoltzmannMachines (RBMs) [15–17]. A RBM that
is two-layer undirected graphicalmodel consists of the visible
and hidden layers denoted by V and ℎ (shown by Figure 2)
[9, 15]. Each unit in a layer is connected with all units of
the other layer by undirected edges. The units in the same
layer are disconnected with each other. Figure 3 shows an
example of DBN architecture with two RBMs [9]. The DBN
is a stack of many RBMs.The values of all units are stochastic
variables [16]. Generally, they obey a Bernoulli distribution
or a Gaussian distribution.When the visible and hidden units
areGaussian andBernoulli, we have the following conditional
distribution:

𝑃 (V𝑖 | ℎ) = 𝑁(𝑏𝑖 + 𝐽∑
𝑗=1

𝑤𝑖,𝑗ℎ𝑗, 1) ,
𝑃 (ℎ𝑗 = 1 | V) = sigm(𝑎𝑗 + 𝐼∑

𝑖=1

𝑤𝑖,𝑗V𝑖) ,
(3)

where𝑁(𝑏𝑖+∑𝐽𝑗=1 𝑤𝑖,𝑗ℎ𝑗, 1) denotes the Gaussian distribution
whosemean and variance are 𝑏𝑖+∑𝐽𝑗=1 𝑤𝑖,𝑗ℎ𝑗 and 1. sigm(𝑧) =

exp(𝑧)/(1 + exp(𝑧)) is the sigmoid function. 𝐼 and 𝐽 are the
numbers of visible and hidden units, respectively [18]. 𝑏𝑖 and𝑎𝑗 are the biases of visible and hidden units. 𝑤𝑖,𝑗 expresses
the symmetric interaction term between the visible unit V𝑖
and the hidden unit ℎ𝑗. For a RBM, the joint probability
distribution function over visible and hidden units can be
denoted by

𝑃 (V, ℎ) = exp (−𝐸 (V, ℎ))∑V,ℎ exp (−𝐸 (V, ℎ)) , (4)

where 𝐸(V, ℎ) is termed as the energy function defined as

𝐸 (V, ℎ) = −12
𝐼∑
𝑖=1

(𝑏𝑖 − V𝑖)2 − 𝐽∑
𝑗=1

𝑎𝑗ℎ𝑗 − 𝐼∑
𝑖=1

𝐽∑
𝑗=1

𝑤𝑖,𝑗V𝑖ℎ𝑗. (5)

To train theDBN, the idea is to employ a layer-wise greedy
strategy. Besides, the parameters are updated by minimizing
the log probability log𝑃(V).
3.4. Spatiotemporal Compressive Sensing and Sparsity Regu-
larized Matrix Factorization. Compressive sensing is a novel
sampling technique for signal processing in recent years,
which makes good use of the structure or redundancy of
real-world signals. It takes advantage of an adaptive sam-
pling scheme to sense these structural signals. In detail, the
structure of these signals means that it can be denoted by
a vector that just has several nonzero elements (i.e., the
vector is sparse). In the adaptive sampling scheme, a random
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Figure 4: Decomposition of OD 63.

matrix called themeasurementmatrix is used to concurrently
implement compressing and coding. During the decoding
phase, the compressive sensing reconstruction algorithm is
a splendid approach to deal with the inverse problem with
ill-posed feature.

As a derivative of compressive sensing, the spatiotem-
poral compressive sensing technique is always used as an
interpolation algorithm to recover the missing elements of
a data set. The spatiotemporal feature means that the values
of neighboring elements in the data set are properly similar.
In terms of this feature, the SRMF method is proposed in
[19], where the missing elements can be recovered precisely
though the data loss probability is tremendous. Besides, the
SRMF method is also an accurate tool for prediction. Under
the prediction process, the elements that need to be predicted
are viewed as continuous missing elements.

4. Our Methodology

4.1. Decomposition of Network Traffic. We assume that the
known network traffic is denoted by 𝑋 whose each OD flow
is denoted by a time series 𝑥𝑝,𝑞(𝑡), where 𝑡 = 1, 2, . . . , 𝑇.
According to (1), it can be denoted by

𝑥𝑝,𝑞 (𝑡) = +∞∑
𝑛=−∞

𝑐𝐿,𝑛,𝑝,𝑞2−𝐿/2𝜙( 𝑡2𝐿 − 𝑛)
+ 𝐿∑
𝑙=1

+∞∑
𝑛=−∞

𝑑𝑙,𝑛,𝑝,𝑞2−𝑙/2𝜓( 𝑡2𝑙 − 𝑛) .
(6)

If we set the scale to be 1, then we have

𝑥𝑝,𝑞 (𝑡) = +∞∑
𝑛=−∞

𝑐1,𝑛,𝑝,𝑞2−1/2𝜙( 𝑡2 − 𝑛)
+ +∞∑
𝑛=−∞

𝑑1,𝑛,𝑝,𝑞2−1/2𝜓( 𝑡2 − 𝑛) .
(7)

The above equation divides the network traffic into two
components. One is the low-pass approximation (shown by
the scaling coefficients) that exhibits the LRD of the network
traffic 𝑥𝑝,𝑞(𝑡), and the other is the high-pass approximation
(described by the discrete wavelet transform coefficients) that
expresses the gusty and irregular fluctuation behaviors of the
network traffic 𝑥𝑝,𝑞(𝑡). For a traffic matrix that describes the
volume of traffic between all OD node pairs, obviously, its
low-pass and high-pass approximation components can be
denoted by two matrices, respectively.

Figures 4 and 5 give two examples of the traffic flow
decomposition by theDWT.We select twoODflows from the
real network traffic data set randomly, and plot their low-pass
and high-pass components, respectively. Obviously, we see
that the low-pass components are periodical, which means
that they are much easier to be predicted comparing with
the high-pass components shown by Figures 4(b) and 5(b).
In this case, two components are predicted independently in
this paper.

4.2. Deep Architecture for Low-Pass Component Prediction.
For an OD flow 𝑥𝑝,𝑞(𝑡), we assume that the length of this
series is an even number. In this case, the number of scaling
coefficients is 𝑇/2. The deep architecture for prediction is
plotted in Figure 6. There are 𝑀 hidden layers in this
architecture. Both the hidden and the input layers have 𝑇/2
units. At the top of the deep architecture, a single neuron
defined as the logistic regression is employed for prediction.
The logistic regression model is made up of a hidden layer
with 𝑇/2 units and an output layer with one unit. The deep
architecture is trained by the backpropagation algorithm in
our method. The parameters of the deep architecture are
determined lay by layer [18].

In our method, we first collect 𝐾 training set denoted
by (𝑥1𝑝,𝑞(𝑡), . . . , 𝑥𝐾𝑝,𝑞(𝑡)). Then, we have the scaling coefficient
training set (𝑐1𝑝,𝑞, . . . , 𝑐𝐾𝑝,𝑞). Meanwhile, the corresponding
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Figure 6: Deep architecture for prediction.

predictors are (𝑐1𝑝,𝑞, . . . , 𝑐𝐾𝑝,𝑞). By training the proposed deep
architecture using the scaling coefficient training set, we
can obtain a relationship between input and output scaling
coefficients. Furthermore, we use the scaling coefficients of𝑥𝑝,𝑞(𝑡) as an input, and then a predictor of the scaling
coefficient will be achieved.

4.3. Spatiotemporal Compressive Sensing for High-Pass Com-
ponent Prediction. For the discrete wavelet transform coef-
ficients, SRMF is a matrix-oriented interpolation algorithm.
Therefore, different from the prediction of the scaling coef-
ficients where each OD flow is predicted independently, we
predict the discrete wavelet transform coefficients of all OD
flows at the same time. According to (7), the discrete wavelet
transform coefficients of all OD flows constitute a matrix
denoted by 𝐷 in this paper. The matrix 𝐷 consists of two
portions. One is from the training data obtained bymeasured
network traffic data, and the other needs to be predicted.
We denote the final predicting result by 𝐷, and then it

can be predicted by the following regularized optimization
model: 𝐷 − 𝐷2𝐹 + 𝜆 (‖𝐿‖2𝐹 + ‖𝑅‖2𝐹) + (𝐿𝑅𝑇)𝐻2𝐹 , (8)

where the notations ‖ ⋅ ‖𝐹 and (⋅)𝑇 denote the Frobenius norm
and transposition, respectively. The matrix 𝐻, so-called the
temporal constraint matrix (shown by (9)), describes the
temporal neighbors.

𝐻 = [[[[[[[

1 −1 0 ⋅ ⋅ ⋅ 00 1 −1 ⋅ ⋅ ⋅ 0... ... ... ... ...0 0 0 ⋅ ⋅ ⋅ 1

]]]]]]]
. (9)

The matrices 𝐿 and 𝑅 are from the singular value decompo-
sition of the matrix𝐷; that is,

𝐷 = 𝑈Σ𝑉𝑇. (10)

𝑈 and 𝑇 are two unitary matrices, and Σ is a diagonal matrix
whose diagonal elements are the singular values of 𝐷. The
matrices 𝐿 and 𝑅 are equal to 𝑈Σ1/2 and 𝑉Σ1/2.

Finally, according to the predictors of the scaling
and discrete wavelet transform coefficients, we predict
the network traffic by inverse discrete wavelet transform.
Algorithm 1 proposes the details of our method.

5. Simulation Results and Analysis

This section will verify the performance of our prediction
method. In our simulations, a real network traffic data set
with 2016 time slots is sampled on a time scale of 5minutes.
For exact prediction, the first 2000 time slots are used as
the prior information to train the deep architecture and the
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(1) Input: training set (𝑥1𝑝,𝑞(𝑡), 𝑥2𝑝,𝑞(𝑡), . . . , 𝑥𝐾𝑝,𝑞(𝑡)); known network traffic𝑋
(2) Output: network traffic predictor𝑋(𝑇 + 1)
(3) for 𝑖 = 1 : 𝐾 do
(4) 𝑐𝑖𝑝,𝑞 ← DWT(𝑥𝑖𝑝,𝑞(𝑡))
(5) end for
(6) Training deep architecture using (𝑐1𝑝,𝑞, 𝑐2𝑝,𝑞, . . . , 𝑐𝐾𝑝,𝑞) as a training set
(7) [𝐶,𝐷] ← DWT (𝑋)
(8) 𝐶 ← DBN (𝐶)
(9) 𝐷 ← SRMF (𝐷)
(10)𝑋(𝑇 + 1) ← IDWT (𝐶, D̂)
(11) return 𝑋(𝑇 + 1)

Algorithm 1: DBNSTCS algorithm.
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Figure 7: Real traffic data versus their predictors via DBNSTCS.

matrix 𝐷. We will compare our method with three state-of-
the-art methods in network traffic prediction field, that is,
the principal component analysis (PCA) method [20], the
Tomogravity method [21], and the SRMF method [19]. The
proposed method is implemented by MATLAB in a single
machine with Core i5 central processing unit, 4 GBmemory,
and 1664 MB graphics processing unit (GPU) memory.
Meanwhile, we set𝑀 = 8 and 𝑇 = 800.

We first plot the real network traffic versus their pre-
dictors from four methods, respectively. Figure 7 displays
the prediction results of our method. The 𝑥-axis and 𝑦-
axis denote predictors and real network traffic, respectively.
From Figure 7, we see that our method has low prediction
biases for small network traffic flows. By contrast, ourmethod
shows positive predictions for large network traffic.The same
conclusion can be obtained from Figure 8. For large network
traffic, it also has positive predictions. For small network
traffic, PCA has much larger prediction bias. Tomogravity
has consistently positive predictions for large network traffic
shown by Figure 9. For small network traffic, Tomogravity
shows a desired prediction error. Besides, for large network
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Figure 8: Real traffic data versus their predictors via PCA.

traffic, SRMF in Figure 10 has positive or negative predictions
more or less.

Now, we refer to the spatial and temporal relative errors as
a metric to compare four methods. The spatial and temporal
relative errors are defined as

SRE (𝑛) = √∑𝑇𝑡=1 (𝑥𝑛 (𝑡) − 𝑥𝑛 (𝑡))2√∑𝑇𝑡=1 𝑥𝑛2 (𝑡) ,

TRE (𝑡) = √∑𝑁2

𝑛=1 (𝑥𝑛 (𝑡) − 𝑥𝑛 (𝑡))2√∑𝑁2

𝑛=1 𝑥𝑛2 (𝑡) ,
(11)

where 𝑥𝑛(𝑡) and 𝑥𝑛(𝑡) are the 𝑛th end-to-end network
traffic flow and its predictor. As mentioned above, 𝑝, 𝑞 ∈{1, 2, . . . , 𝑁}; thus the number of OD flows is𝑁2. Figure 11(a)
exhibits the spatial relative errors (SREs) of four methods.
The 𝑥-axis is the identities of end-to-end network traffic
flows. The end-to-end network traffic flows are sorted in
descending order with respect to their means. Meanwhile,
the 𝑦-axis is the SRE. From this simulation, we find that
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Figure 9: Real traffic data versus their predictors via Tomogravity.
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Figure 10: Real traffic data versus their predictors via SRMF.

our method has a consistently low SRE comparing with the
other three methods. Figure 11(b) shows the TREs of four
methods. From Figure 11(b), it shows that the TREs of PCA
are much higher than that of the other methods. The TRE of
DBNSTCS is the lowest one in four methods.The cumulative
distributions of SRE and TRE are shown by Figure 12. It can
show the prediction error more directly. Besides, we find that
DBNSTCS has much more prominent improvement in TRE,
comparing with SRE. That is because our method predicts
the low-pass component of each traffic flow independently.
In addition, contrasting to the high-pass component, this
component has a significant effect on prediction. Hence,
the weak improvement of SRE is caused by predicting the
high-pass component using the Spatiotemporal Compressive
Sensing method.

The diminutive error or bias of a prediction method does
not mean it is available. Though it has low error, it fails to

provide precise predictors when it has high variance. Hence,
the standard deviation is involved in our simulation as a
metric for variance, which is defined as

SD (𝑛) = √ 1𝑇 − 1
𝑇∑
𝑡=1

(𝑥𝑛 (𝑡) − 𝑥𝑛 (𝑡) − 𝑏 (𝑛))2, (12)

where 𝑏(𝑛) = (1/𝑇)∑𝑇𝑡=1(𝑥𝑛(𝑡) − 𝑥𝑛(𝑡)). In (12), 𝑇 is the
length of predicted traffic data set. Figure 13 shows the bias
versus standard deviation of four methods. We find that
the four methods perform very differently with respect to
variance. Tomogravity has larger variance compared with
the other methods. In contrast, the PCA method exhibits
relatively high variance. The DBNSTCS and SRMF methods
show relatively low variance.

Finally, the performance improvement ratio is shown
in Figure 14 as an overall evaluation. The performance
improvement ratio is defined as

PIR = ∑𝑁2

𝑛=1∑𝑇𝑡=1 𝑥𝑛,𝑎 (𝑡) − ∑𝑁2

𝑛=1∑𝑇𝑡=1 𝑥𝑛,𝑏 (𝑡)∑𝑁2

𝑛=1∑𝑇𝑡=1 𝑥𝑛,𝑎 (𝑡) , (13)

where 𝑥𝑛,𝑎(𝑡) and 𝑥𝑛,𝑏(𝑡) denote the predictors via the algo-
rithms 𝑎 and 𝑏, respectively. The performance improvement
ratios of DBNSTCS are 68.74%, 5.24%, and 14.70% to PCA,
Tomogravity, and SRMF.

6. Conclusions and Future Work

This paper focuses on the problem of network traffic pre-
diction in wireless mesh backbone networks and proposes
a hierarchical prediction method. The proposed hierarchical
prediction method divides the network traffic into two
components and then predicts each component by different
models. In detail, the proposed method takes advantage of
DBN and Spatiotemporal Compressive Sensing for network
traffic prediction. In our method, the DWT is applied to
dividing the network traffic into two components, that is,
the long-range dependence component and the fluctuation
component represented by the low-pass and high-pass com-
ponents, respectively. A deep architecture consisting of a
DBN layer and a logistic regression architecture is proposed
to predict the low-pass component. Meanwhile, the other is
predicted by the SRMF method which can capture the spa-
tiotemporal characteristic of the high-pass component. We
assess the performance of the proposed prediction method
and compare it with three methods that are widely used for
network traffic prediction. According to the simulation, our
method is well in prediction error, especially in TRE. The
main bottleneck of wireless mesh backbone network traffic
prediction is the predicted accuracy for the irregular fluctu-
ations of network traffic. Thereby, the prediction algorithm
aiming at low-pass components is necessary in the future.
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With the access of a myriad of smart handheld devices in cellular networks, mobile crowdsourcing becomes increasingly popular,
which can leverage omnipresent mobile devices to promote the complicated crowdsourcing tasks. Device-to-device (D2D)
communication is highly desired in mobile crowdsourcing when cellular communications are costly. The D2D cellular network
is more preferable for mobile crowdsourcing than conventional cellular network.Therefore, this paper addresses the channel access
and power control problem in the D2D underlaid cellular networks. We propose a novel semidistributed network-assisted power
and a channel access control scheme for D2D user equipment (DUE) pieces. It can control the interference from DUE pieces to
the cellular user accurately and has low information feedback overhead. For the proposed scheme, the stochastic geometry tool is
employed and analytic expressions are derived for the coverage probabilities of both the cellular link and D2D links. We analyze
the impact of key system parameters on the proposed scheme. The Pareto optimal access threshold maximizing the total area
spectral efficiency is obtained. Unlike the existing works, the performances of the cellular link and D2D links are both considered.
Simulation results show that the proposed method can improve the total area spectral efficiency significantly compared to existing
schemes.

1. Introduction

With the development of intelligent handheld devices,mobile
crowdsourcing is emerging as an efficient strategy to improve
the user experiences of applications in wireless networks [1].
With the help of ubiquitous mobile users who can share the
information between each other, the large-scale crowdsourc-
ing tasks can be facilitated [2]. The D2D communications
can realize the high-speed data transmission among mobile
users with lower power and shorter delay, which largely eases
collaborations among participants [3–6]. Therefore, the D2D
cellular network is more preferable formobile crowdsourcing
than conventional cellular network [2].

Despite making full use of radio resources, the under-
laid scenario leads to the coexistence of cellular and D2D
communications in the same frequency band, which brings
cross-tier and cotier interferences. Therefore, interference
management becomes essential in the underlaid scenario.

Transmit power control and channel allocation are widely
used to mitigate interference in wireless networks. Different
from ad hoc networks and traditional D2D technologies (e.g.,
WiFi direct), the base station (BS) can assist the DUE pieces
in controlling transmit power and allocate the subchannels in
the underlaid D2D cellular networks [7]. Compared to DUE
pieces, the BS has a more powerful signal processing ability
and more easily obtains useful information for resource
allocation. Generally, the resource management methods
in D2D underlaid cellular networks can be classified into
two main categories: the network-controlled device-assisted
method and the network-assisted device-decidedmethod [8–
14]. In the network-controlled device-assisted method, each
DUE needs to report its own information (e.g., channel state
information, CSI) to the BS, and then the BS allocates the
radio resource to each DUE [8–10]. In [8], a joint power
control andmode selection strategy was proposed to improve
the overall system performance. To protect existing cellular
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links, the authors in [9] proposed a dynamic power control
method to limit theD2D transmission power. In [10], the cen-
tralized algorithm was used to control the power of both the
cellular user equipment (CUE) andDUEpieces. Note that the
network-controlled device-assisted method requires global
information at the BS. However, when the density of DUE
pieces is high, the overhead to transmit global information
to the BS will reduce the system efficiency significantly and it
may be unacceptable for real-time processing.

For the network-assisted device-decided method, each
DUE selects suitable channels and decides the transmission
power according to aminimum transmit power criterion and
the power control instruction from theBS [11]. In this scheme,
the BS does not need to know global information about
each DUE and the overhead can be reduced significantly.
In [11], the authors proposed a network-assisted device-
decided scheme to jointly select the channels and adjust the
transmission power for DUE pieces. However, the number
of active DUE pieces on one certain channel is not limited,
whichmay lead to severe interference among theDUE pieces.
In [10], based on the statistical features of CSI, distributed
on-off power control algorithm was proposed and the fixed
threshold was applied to control the number of active DUE
pieces. The fixed threshold in [10] is the same for all DUE
pieces. In [12], to minimize the D2D transmit power, a
statistical features-based power control with opportunistic
access control was proposed. Unlike [10], each DUE has its
own optimal access threshold in [12].

However, most existing channel access schemes only con-
sider the performance of DUE pieces, while the performance
of the cellular user is ignored [10–12]. Moreover, although the
works in [10, 12] control the power ofDUEpieces according to
a minimum transmit power criterion, the interference from
DUE pieces to the cellular user is not controlled accurately. In
this paper, we focus on the power and channel access control
problem in a network-assisted device-decided scheme. The
main contributions of this paper are as follows:

(1) A novel network-assisted power and channel access
control scheme is presented. The proposed scheme
can control the interference from DUE pieces to
the cellular user accurately. Moreover, the proposed
scheme is semidistributed, which can guarantee the
performances of both the cellular link and D2D links
without high information feedback overhead.

(2) For the proposed method, we apply the stochastic
geometry tool and derive analytic expressions includ-
ing the coverage probabilities of both the cellular link
and D2D links.

(3) The Pareto optimal access threshold maximizing the
total area spectral efficiency is obtained. Different
from the existing works, the performances of the
cellular link and D2D links are both considered in
obtaining the optimal access threshold.

In the D2D cellular network, both the cellular users and
D2D users may participate in the crowdsourcing tasks. The
proposed scheme considers the performances of both the
cellular link and D2D links, which can allow cellular users

RU TU
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RU

RU

TU

TU

TU

TU

RU
CU
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TU

CU

D2D transmitter
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Figure 1: Illustration of a D2D underlaid cellular network.

and D2D users to better carry out crowdsourcing tasks. On
the other hand, large-scale crowdsourcing tasks need the
participation of ubiquitous mobile users, which is based on
the network with high performance. The proposed scheme
can improve the system efficiency significantly without high
information feedback overhead, which is preferable for large-
scale crowdsourcing tasks.

2. System Model

The architecture of a D2D underlaid network is considered,
as shown in Figure 1. In this model, we denote the circular
disk 𝐶 with radius 𝑅 as the coverage region of a base station
(BS) centered at the origin. There are one BS (i.e., 𝑘0) and𝑁tol
𝑑 D2D pairs. We assume that the cell has one cellular

user equipment (CUE) piece on one subchannel. Denote the
CUE as 𝑠0. Each D2D pair comprises one transmit DUE (TU)
piece and one DUE reception (RU) piece. Denote TU and
RU pieces as (𝑢𝑡1 , 𝑢𝑡2 , . . . , 𝑢𝑡𝑁tol

𝑑

) and (𝑢𝑟1 , 𝑢𝑟2 , . . . , 𝑢𝑟𝑁tol
𝑑

). The
DUE pieces can share the uplink subchannel of the CUE𝑠0. All nodes are equipped with one antenna. The CUE is
uniformly located in the region 𝐶. The locations of the TU
pieces follow the independent homogeneous Poisson point
processes (PPPs) ΦDU with density 𝜆DU. The intended RU
pieces are uniformly and independently located within the
distance 𝑅𝑑 of their associated TU pieces. Under the given
assumptions, E[𝑁tol

𝑑 ] = 𝜆DU𝜋𝑅2.The CUE operates at a fixed
transmission power, defined as 𝑃𝑠0 .
3. Network-Assisted Channel Access and
Power Control for DUE Pieces

3.1. Semidistributed Channel Access. In this subsection, we
present a semidistributed channel access method, which is
an effective interference mitigation method that requires
assisted information from the BS. In Figure 2, the subchannel
represents a particular time slot. For example, at slot 1, the
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Figure 2: The illustration of D2D user’s channel access.

active TU1, TU2, TU3, and TU4 use the same frequency
band. As in [10–12], the link-gain is applied as the access
metric.Weuse a nonnegative threshold to limit the number of
DUE pieces on the subchannel and reduce the interference to
cellular users.Moreover, eachD2Dpair has its own threshold,
which is calculated by itself based on the statistical parameters
from the BS. The access threshold is calculated in TU. The
RU can obtain the link-gain by channel estimation and
feed back it to the TU. 𝐺𝑢𝑛,𝑖 denotes the threshold for the
D2D pair 𝑢𝑛 (i.e., (𝑢𝑡𝑛 , 𝑢𝑟𝑛)) on the subchannel 𝑖. Then, in
order to avoid the overheads for reporting global information
to the BS, each D2D pair decides whether to access the
current subchannel solely based on its own link-gain and the
threshold independently. Specifically, when the link-gain of
the D2D pair 𝑢𝑛 on subchannel 𝑖 is larger than 𝐺𝑢𝑛,𝑖, the D2D
pair 𝑢𝑛 is active on the subchannel 𝑖; otherwise, the D2D pair𝑢𝑛 is idle on the subchannel 𝑖.

The transmit probability of the D2D pair 𝑢𝑛 in the
subchannel 𝑖 is given by

𝑃𝑆𝑢𝑛 ,𝑖 = P [ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖2 𝑑−𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 > 𝐺𝑢𝑛 ,𝑖]
= exp (−𝐺𝑢𝑛 ,𝑖𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛) ,

(1)

where ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖 and𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 represent the small-scale fast fading
and distance from TU 𝑢𝑡𝑛 to RU 𝑢𝑟𝑛 on subchannel 𝑖, respec-
tively.𝛼 is the path-loss exponent.TheRayleigh distribution is
assumed (i.e., ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖 ∼ CN(0, 1)). The proposed algorithm
is semidistributed as each D2D pair decides whether to
access the subchannel by its own channel gain |ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖|2 and
network-assisted threshold𝐺𝑢𝑛 ,𝑖. Note that the threshold𝐺𝑢𝑛 ,𝑖
not only has an influence on the performance of cellular users,
but also determines the performance of the D2D links. On
the one hand, larger 𝐺𝑢𝑛 ,𝑖 reduce both the interference from
DUE pieces to cellular users and the inter-D2D interference.
On the other hand, larger 𝐺𝑢𝑛,𝑖 leads to smaller number of
active DUE pieces. Therefore, in order to balance these two
competing factors, 𝐺𝑢𝑛 ,𝑖 is optimized in Section 5.

3.2. Semidistributed Power Control. Based on the channel
access method in Section 3.1, the semidistributed power
control strategy is presented as shown in Figure 3.

The core idea of the proposed power control strategy
mainly includes the following.

Step 1. The BS broadcasts the statistical parameters for each
D2D pair to calculate the threshold 𝐺𝑢𝑛,𝑖.

RU1 TU1 TU2 RU2BS

Decides whether
to access current
subchannel

The allowable
interference power for
current subchannel

Decides whether
to access current
subchannel

The allowable
interference power for
current subchannel

The parameters
for calculating
the threshold

The parameters
for calculating
the threshold

Power controlPower control

Channel access Channel access

Figure 3: Network-assisted, device-decided channel access and
power control scheme.

Step 2. Each D2D pair decides whether to access the current
subchannel by its own channel gain |ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖|2 and threshold𝐺𝑢𝑛 ,𝑖 and then transmits the result to the BS.

Step 3. The BS calculates the allowable power for each TU
according to both the CUE performance requirement and the
number of active D2D pairs on the current subchannel and
then transmits the allowable power to each TU.

Step 4. According to the assistant power instruction broad-
casted from the BS and themaximum transmission power for
the TU, each TU autonomously adjusts the transmit power
independently.

Steps 1 and 2 refer to Section 3.1. In the following, without
loss of generality, we take the subchannel 𝑖 as an example
and the index of subchannel 𝑖 will be ignored. For example,ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑖 will be replaced by ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 . The detailed processes of
Steps 3 and 4 will be presented.The conclusions can be easily
extended to other subchannels.

In order to ensure the link reliability of the CUE, the
proposed power control aims at adjusting the transmission
power of TU pieces. Denote the target 𝐼𝑘0 as the allowable
interference power from TU pieces to the CUE on the
subchannel 𝑖. According to Steps 1 and 2 of the proposed
power control algorithm, the BS can count the number of
active TU pieces that prefer the subchannel 𝑖 to perform
theD2D communications. Hence, the allowable transmission
power unit for TU 𝑢𝑡𝑛 is given by

𝑃𝐿𝑢𝑡𝑛 = 𝐼𝑘0𝑁𝑑 (ℎ𝑢𝑡𝑛 ,𝑘0 2 𝑑−𝛼𝑢𝑡𝑛 ,𝑘0) , (2)

where 𝑁𝑑 is the number of active D2D pairs on the sub-
channel 𝑖, and E[𝑁𝑑] = 𝜆DU𝑃𝑆𝑢𝑛𝜋𝑅2. 𝑃𝑆𝑢𝑡𝑛 is the access
probability for D2D links on the subchannel 𝑖. ℎ𝑢𝑡𝑛 ,𝑘0 and𝑑𝑢𝑡𝑛 ,𝑘0 represent the small-scale fast fading and distance from
TU 𝑢𝑡𝑛 to BS 𝑘0 on 𝑖th subchannel, respectively. The Rayleigh
distribution is assumed (i.e., ℎ𝑢𝑡𝑛 ,𝑘0 ∼ CN(0, 1)). From (2), it
can be observed that less interference link-gain leads to larger
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allowable transmission power unit, which means that the TU
far from the BS is more likely to transmit with larger power.

Thus, the transmission power of TU 𝑢𝑡𝑛 can be expressed
as

𝑃𝑢𝑡𝑛 = min {𝑃𝐿𝑢𝑡𝑛 , 𝑃𝑢𝑡𝑛 ,max} , (3)

where𝑃𝑢𝑡𝑛 ,max is themaximum transmission power for TU 𝑢𝑡𝑛
on 𝑖th subchannel. Moreover, we can get

𝑃𝑢𝑡𝑛 = {{{
𝑃𝐿𝑢𝑡𝑛 , with 𝑃𝑏,𝑢𝑡𝑛𝑃𝑢𝑡𝑛 ,max, with 1 − 𝑃𝑏,𝑢𝑡𝑛 , (4)

where 𝑃𝑏,𝑢𝑡𝑛 denotes the probability given by

𝑃𝑏,𝑢𝑡𝑛 = P [𝑃𝑢𝑡𝑛 ,max > 𝑃𝐿𝑢𝑡𝑛 ]
= P[ℎ𝑢𝑡𝑛 ,𝑘0 2 𝑑−𝛼𝑢𝑡𝑛 ,𝑘0 > 𝐼𝑘0𝑁𝑑𝑃𝑢𝑡𝑛 ,max

]
= exp(−𝑑−𝛼𝑢𝑡𝑛 ,𝑘0 𝐼𝑘0𝑁𝑑𝑃𝑢𝑡𝑛 ,max

) .
(5)

Note that the proposed power control is semidistributed
as each TU decides the transmission power according to the
allowable transmission power unit broadcasted by the BS and
its own maximum power.

4. Performance Analysis

In this section, we analyze the proposed scheme in terms of
the coverage probability.Theperformances of the cellular link
and D2D links are both analyzed.

4.1. The Cellular Coverage Probability. The uplink SINR from
CUE to the BS on 𝑖th subchannel can be expressed as [11]

𝛾𝑠0,𝑘0 = 𝑃𝑠0 ℎ𝑠0 ,𝑘0 2 𝑑−𝛼𝑠0 ,𝑘0𝐼𝑘0 + 𝜎2𝑘0 , (6)

where 𝑃𝑠0 denotes the transmission power of CUE on 𝑖th sub-
channel. ℎ𝑠0 ,𝑘0 and 𝑑𝑠0 ,𝑘0 represent the small-scale fast fading
and distance fromCUE 𝑠0 to BS 𝑘0 on 𝑖th subchannel, respec-
tively. ℎ𝑠0 ,𝑘0 ∼ CN(0, 1). 𝐼𝑘0 = ∑𝑢𝑡𝑛∈ΦDU

𝑃𝑢𝑡𝑛 |ℎ𝑢𝑡𝑛 ,𝑘0 |2𝑑−𝛼𝑢𝑡𝑛 ,𝑘0
represents the total uplink interference from TU pieces to
CUE 𝑠0 in the BS 𝑘0 on the 𝑖th subchannel. 𝜎2𝑘0 is the power
of the additive Gaussian white noise at 𝑘0.
Lemma 1. The coverage probability of the cellular link can be
expressed as

𝑃𝑐𝑐 (𝜂) = E𝑑𝑠0,𝑘0
{exp (−𝐴1𝑋1 − 𝐴2𝑋2/𝛼

1 )} , (7)

where 𝐴1 = 𝜎2𝑘0𝜂, 𝐴2 = (𝜋𝜆𝐷𝑈𝑃𝑆𝑢𝑡𝑛 𝜂2/𝛼/ sin 𝑐(2/𝛼))E[𝑃2/𝛼𝑢𝑡𝑛
],𝑋1 = 𝑃−1𝑠0 𝑑𝛼𝑠0 ,𝑘0 , and 𝜂 represents the minimum SINR value for

reliable uplink connection.

Proof. The coverage probability of the cellular link can be
expressed as [10, 12]

𝑃𝑐𝑐 (𝜂) = P (𝛾𝑠0 ,𝑘0 ≥ 𝜂) = P(𝑃𝑠0 ℎ𝑠0 ,𝑘0 2 𝑑−𝛼𝑠0 ,𝑘0𝐼𝑘0 + 𝜎2𝑘0 ≥ 𝜂)
= P (ℎ𝑠0 ,𝑘0 2 ≥ 𝜂𝑃−1𝑠0 𝑑𝛼𝑠0 ,𝑘0 (𝐼𝑘0 + 𝜎2𝑘0))
(𝑎)= E [exp (−𝜂𝑃−1𝑠0 𝑑𝛼𝑠0 ,𝑘0 (𝐼𝑘0 + 𝜎2𝑘0))]
= E {𝑒−𝜂𝑃−1𝑠0 𝑑𝛼𝑠0,𝑘0𝜎2𝑘0 𝑒−𝜂𝑃−1𝑠0 𝑑𝛼𝑠0,𝑘0 ∑𝑢𝑡𝑛 ∈ΦDU 𝑃𝑢𝑡𝑛

|ℎ𝑢𝑡𝑛 ,𝑘0
|2𝑑−𝛼𝑢𝑡𝑛 ,𝑘0 } ,

(8)

where in the equality (𝑎)we use the fact that |ℎ𝑠0 ,𝑘0 |2 ∼ exp(1)
[10]. Denote 𝑋1 = 𝑃−1𝑠0 𝑑𝛼𝑠0 ,𝑘0 . Conditioning on 𝑑𝛼𝑠0 ,𝑘0 , we can
obtain

P (𝛾𝑠0 ,𝑘0 ≥ 𝜂)𝑑𝛼
𝑠0,𝑘0

= 𝑒−𝜂𝑃−1𝑠0 𝑑𝛼𝑠0,𝑘0𝜎2𝑘0 𝑒−𝜂𝑃−1𝑠0 𝑑𝛼𝑠0,𝑘0 ∑𝑢𝑡𝑛 ∈ΦDU 𝑃𝑢𝑡𝑛
|ℎ𝑢𝑡𝑛 ,𝑘0

|2𝑑−𝛼𝑢𝑡𝑛 ,𝑘0 . (9)

The Laplace transform is applied as follows [15]:

𝐿Φ𝐷 (𝑠) = 𝑒−𝑠(∑𝑢𝑡𝑛 ∈ΦDU 𝑃𝑢𝑡𝑛
|ℎ𝑢𝑡𝑛 ,𝑘0

|2𝑑−𝛼𝑢𝑡𝑛 ,𝑘0
)

= 𝑒−(𝜋𝜆DU𝑃𝑆𝑢𝑡𝑛
/sin𝑐(2/𝛼))E[𝑃2/𝛼𝑢𝑡𝑛 ]𝑠

2/𝛼 . (10)

Deconditioningwith respect to 𝑑𝛼𝑠0 ,𝑘0 , we combine (9) and
(10), and then (7) can be obtained.

According to (7), we can observe that the D2D-related
parameter E[𝑃2/𝛼𝑢𝑡𝑛

] affects the cellular link coverage probabil-
ity. In the following, by giving the expression of E[𝑃2/𝛼𝑢𝑡𝑛

], we
will present how the proposed power control method affects
the performance of the cellular link.

Denote 𝑧 = |ℎ𝑢𝑡𝑛 ,𝑘0 |2𝑑−𝛼𝑢𝑡𝑛 ,𝑘0 ; then E[𝑃2/𝛼𝑢𝑡𝑛
] can be expressed

as

E [𝑃2/𝛼𝑢𝑡𝑛
] = ∫+∞

0
min {𝑃𝐿2/𝛼𝑢𝑡𝑛 , 𝑃2/𝛼𝑢𝑡𝑛 ,max}𝑓 (𝑧) 𝑑𝑧

= ∫+∞
0

min{( 𝐼𝑘0𝑁𝑑𝑧)
2/𝛼 , 𝑃2/𝛼𝑢𝑡𝑛 ,max}𝑓 (𝑧) 𝑑𝑧. (11)

Conditioning on the distance 𝑑𝑢𝑡𝑛 ,𝑘0 and 𝐼𝑘0 , E[𝑃2/𝛼𝑢𝑡𝑛
] is

given by

E [𝑃2/𝛼𝑢𝑡𝑛
]𝑑𝑢𝑡𝑛 ,𝑘0

= ∫+∞
0

min
{{{(

𝐼𝑘0𝑁𝑑𝑑−𝛼𝑢𝑡𝑛 ,𝑘0𝑥)
2/𝛼 , 𝑃2/𝛼𝑢𝑡𝑛 ,max

}}}⋅ exp (−𝑥) 𝑑𝑥
= min

{{{∫
+∞

0
( 𝐼𝑘0𝑁𝑑𝑑−𝛼𝑢𝑡𝑛 ,𝑘0𝑥)

2/𝛼

exp (−𝑥) 𝑑𝑥,
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∫+∞
0
𝑃2/𝛼𝑢𝑡𝑛 ,max exp (−𝑥) 𝑑𝑥}}}

= min
{{{∫

+∞

0
( 𝐼𝑘0𝑁𝑑𝑑−𝛼𝑢𝑡𝑛 ,𝑘0𝑥)

2/𝛼

exp (−𝑥) 𝑑𝑥,
𝑃2/𝛼𝑢𝑡𝑛 ,max

}}} = min
{{{(

𝐼𝑘0𝑁𝑑𝑑−𝛼𝑢𝑡𝑛 ,𝑘0)
2/𝛼 Γ (−2 + 𝛼𝛼 ) ,

𝑃2/𝛼𝑢𝑡𝑛 ,max
}}} ,

(12)

where Γ(𝑥) denotes the gamma function.Then, decondition-
ing with respect to 𝑑𝑢𝑡𝑛 ,𝑘0 , we can obtain

E [𝑃2/𝛼𝑢𝑡𝑛
] = min

{{{E[[(
𝐼𝑘0𝑁𝑑𝑑−𝛼𝑢𝑡𝑛 ,𝑘0)

2/𝛼 Γ (−2 + 𝛼𝛼 )]] ,
𝑃2/𝛼𝑢𝑡𝑛 ,max

}}}
= min{E[( 𝐼𝑘0𝑁𝑑

)2/𝛼 Γ (−2 + 𝛼𝛼 )𝑑2𝑢𝑡𝑛 ,𝑘0] ,
𝑃2/𝛼𝑢𝑡𝑛 ,max} = min{( 𝐼𝑘0𝑁𝑑

)2/𝛼 Γ (−2 + 𝛼𝛼 )E [𝑑2𝑢𝑡𝑛 ,𝑘0] ,
𝑃2/𝛼𝑢𝑡𝑛 ,max} (𝑎)= min{( 𝐼𝑘0𝑁𝑑

)2/𝛼 Γ (−2 + 𝛼𝛼 )𝑅2,
𝑃2/𝛼𝑢𝑡𝑛 ,max} ,

(13)

where E[𝑑2𝑢𝑡𝑛 ,𝑘0] = 𝑅2 given in [13]. From (13), we can see
that the proposed network-assisted power control method
can control the interferences from TU pieces to the CUE
accurately by adjusting the parameter 𝐼𝑘0 . The coverage
probability of the cellular link decreases with 𝐼𝑘0 . Larger 𝐼𝑘0
leads to more serious interference.

Generally, we set 𝐼𝑘0 to keep the uplink SINR of the CUE
to be above the target 𝜂. In D2D underlaid cellular networks,
the communication link is usually more severely affected by
the interference compared with the noise. Hence, we ignore
the effect of noise by setting𝜎2𝑘0 = 0 to facilitate the theoretical
analysis. In the interference limited regime (𝜎2𝑘0 = 0), we have

𝐼𝑘0 = 𝑃𝑠0 ℎ𝑠0 ,𝑘0 2 𝑑−𝛼𝑠0 ,𝑘0𝜂 . (14)

Then, plugging (14) into (13) and deconditioning with
respect to |ℎ𝑠0 ,𝑘0 |2, it can be obtained that

E [𝑃2/𝛼𝑢𝑡𝑛
] = min{E[( 𝐼𝑘0𝑁𝑑

)2/𝛼 Γ (−2 + 𝛼𝛼 )𝑅2] ,
𝑃2/𝛼𝑢𝑡𝑛 ,max} = min

{{{{{E
[[[(

𝑃𝑠0 ℎ𝑠0 ,𝑘0 2 𝑑−𝛼𝑠0 ,𝑘0𝜂𝑁𝑑

)2/𝛼

⋅ Γ (−2 + 𝛼𝛼 )𝑅2]]] , 𝑃
2/𝛼
𝑢𝑡𝑛 ,max

}}}}}
(𝑎)= min

{{{(
𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0𝑁𝑑𝜂 )2/𝛼 Γ (−2 + 𝛼𝛼 ) Γ (2 + 𝛼𝛼 )𝑅2,

𝑃2/𝛼𝑢𝑡𝑛 ,max
}}} ,

(15)

where the equality (𝑎) follows from |ℎ𝑠0 ,𝑘0 |2 ∼ exp(1).
4.2. The Performance of D2D Links. The SINR at RU 𝑢𝑟𝑛 on𝑖th subchannel can be expressed as [11]

𝛾𝑢𝑡𝑛 ,𝑢𝑟𝑛 = 𝑃𝑢𝑡𝑛 ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 2 𝑑−𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛𝐼𝐷,𝑢𝑟𝑛 + 𝑃𝑠0 ℎ𝑠0 ,𝑢𝑟𝑛 2 𝑑−𝛼𝑠0 ,𝑢𝑟𝑛 + 𝜎2𝑢𝑟𝑛 , (16)

where 𝑃𝑢𝑡𝑛 denotes the transmission power of TU 𝑢𝑡𝑛 .ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 and 𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 represent the small-scale fast fading
and distance between TU 𝑢𝑡𝑛 and its corresponding
RU 𝑢𝑟𝑛 , respectively. ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 ∼ CN(0, 1). 𝐼𝐷,𝑢𝑟𝑛 =∑𝑢𝑡𝑖∈ΦDU\{𝑢𝑡𝑛 }

𝑃𝑢𝑡𝑖 |ℎ𝑢𝑡𝑖 ,𝑢𝑟𝑛 |2𝑑−𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 is the total interference from
other D2D pairs to RU 𝑢𝑟𝑛 . 𝑃𝑠0 |ℎ𝑠0 ,𝑢𝑟𝑛 |2𝑑−𝛼𝑠0 ,𝑢𝑟𝑛 is the inter-
ference from the CUE 𝑠0 to RU 𝑢𝑟𝑛 . 𝜎2𝑢𝑟𝑛 is the power of the
additive Gaussian white noise at 𝑢𝑟𝑛 .
Lemma 2. Conditioning on the distance 𝑑𝑢𝑡𝑛 ,𝑢𝑡𝑛 , the coverage
probability of RU 𝑢𝑟𝑛 in the interference limited regime (𝜎2𝑢𝑟𝑛 =0) is given by

𝑃𝑑𝑐 (𝛽)𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛
≈ E𝑃𝑢𝑡𝑛

[[exp (−𝐵1𝑃−2/𝛼𝑢𝑡𝑛
) 11 + 𝐵2𝑃−2/𝛼𝑢𝑡𝑛

]] ,
(17)
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where 𝐵1 = (𝜋𝜆𝐷𝑈𝑃𝑆𝑢𝑛𝛽2/𝛼/sin 𝑐(2/𝛼))E[𝑃2/𝛼𝑢𝑡𝑛
]𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 , 𝐵2 =(𝛽𝑃𝑠0)2/𝛼((45𝜋)2𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 /(128𝑅)2), and 𝛽 represents the mini-

mum SINR value for reliable D2D connection.

Proof. The coverage probability of RU 𝑢𝑟𝑛 can be expressed as
[10, 12]

𝑃𝑑𝑐 (𝛽)𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 = P (𝛾𝑢𝑡1 ,𝑢𝑡1 ≥ 𝛽)𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛
= P( 𝑃𝑢𝑡𝑛 ℎ𝑢𝑡𝑛 ,𝑢𝑟𝑛 2 𝑑−𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛𝐼𝐷,𝑢𝑟𝑛 + 𝑃𝑠0 ℎ𝑠0 ,𝑢𝑟𝑛 2 𝑑−𝛼𝑠0 ,𝑢𝑟𝑛 ≥ 𝛽)
= P(ℎ𝑢𝑡1 ,𝑢𝑡1 2

≥ 𝑃−1𝑢𝑡𝑛𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛𝛽(𝐼𝐷,𝑢𝑟𝑛 + 𝑃𝑠0 ℎ𝑠0 ,𝑢𝑟𝑛 2 𝑑−𝛼𝑠0 ,𝑢𝑟𝑛))
= E [𝑒−𝑃−1𝑢𝑡𝑛 𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 𝛽(𝐼𝐷,𝑢𝑟𝑛 +𝑃𝑠0 |ℎ𝑠0,𝑢𝑟𝑛 |2𝑑−𝛼𝑠0,𝑢𝑟𝑛 )] .

(18)

We use Slivnyak’s theorem [16] as follows:

𝐿ΦDU\{𝑢𝑡𝑛 }
(𝑠) = E [𝑒−𝑠∑𝑢𝑡𝑖 ∈ΦDU\{𝑢𝑡𝑛 } 𝑃𝑢𝑡𝑖 |ℎ𝑢𝑡𝑖 ,𝑢𝑟𝑛 |2𝑑−𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 ]
= 𝐿ΦDU

(𝑠) = 𝑒−(𝜋𝜆DU/sin 𝑐(2/𝛼))E[𝑃2/𝛼𝑢𝑡𝑛 ]𝑠
2/𝛼 . (19)

Conditioned on 𝑃𝑢𝑡𝑛 , (18) can be written as

𝑃𝑑𝑐 (𝛽)𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 = 𝑒−(𝜋𝜆DU𝛽
2/𝛼/sin𝑐(2/𝛼))E[𝑃2/𝛼𝑢𝑡𝑛 ]𝑑

2
𝑢𝑡𝑛
,𝑢𝑟𝑛

𝑃−2/𝛼𝑢𝑡𝑛 E [𝑒−𝑃−1𝑢𝑡𝑛 𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 𝛽𝑃𝑠0 |ℎ𝑠0,𝑢𝑟𝑛 |2𝑑−𝛼𝑠0,𝑢𝑟𝑛 ] , (20)

where E[𝑒−𝑃−1𝑢𝑡𝑛 𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 𝛽𝑃𝑠0 |ℎ𝑠0,𝑢𝑟𝑛 |2𝑑−𝛼𝑠0,𝑢𝑟𝑛 ] = E𝑑𝑠0,𝑢𝑟𝑛
[1/(1 +𝛽𝑃𝑠0𝑃−1𝑢𝑡𝑛𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛𝑑−𝛼𝑠0 ,𝑢𝑟𝑛 )].

Furthermore, we use the approximation E𝑑𝑠0,𝑢𝑟𝑛
[1/(1 +𝑘/𝑑𝛼𝑠0 ,𝑢𝑟𝑛 )] ≃ [1/(1 + 𝑘2/𝛼/E[𝑑𝑠0 ,𝑢𝑟𝑛 ]2)] in [10] and E[𝑑𝑠0 ,𝑢𝑟𝑛 ] =128𝑅/45𝜋 in [13]. Equation (20) can be expressed as in (17).

In (17), we can see that the coverage probability of
the D2D link is determined by two factors: (a) the total
interference power created by other active D2D links (i.e.,𝐵1𝑃−2/𝛼𝑢𝑡𝑛

) and (b) the approximated effect of the uplink
interference from the CUE (i.e., 1/(1 + 𝐵2𝑃−2/𝛼𝑢𝑡𝑛

)).
Unlike intuition, it is interesting to find that the coverage

probability of the D2D link does not necessarily increase with
the parameter 𝐼𝑘0 for any given 𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 , 𝑑𝑢𝑡𝑛 ,𝑘0 , and |ℎ𝑢𝑡𝑛 ,𝑘0 |2.
𝑃𝑑𝑐 (𝛽)𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝑑𝑢𝑡𝑛 ,𝑘0 ,ℎ𝑢𝑡𝑛 ,𝑘0
≈ exp(−𝜋𝜆DU𝑃𝑆𝑢𝑛𝛽2/𝛼

sin 𝑐 (2/𝛼) E [𝑃2/𝛼𝑢𝑡𝑛
]𝑃2/𝛼𝑢𝑡𝑛

𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛)
⋅ 11 + (𝛽 (𝑃𝑠0/𝑃𝑢𝑡𝑛 ))2/𝛼 ((45𝜋)2 𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 / (128𝑅)2) .

(21)

According to (3), (13), and (21), there are four cases as
follows:

(1) (𝐼𝑘0/𝑁𝑑)2/𝛼Γ((−2 + 𝛼)/𝛼)𝑅2 ≤ 𝑃2/𝛼𝑢𝑡𝑛 ,max and 𝑃2/𝛼𝑢𝑡𝑛 ,max ≤(𝐼𝑘0/𝑁𝑑)2/𝛼(|ℎ𝑢𝑡𝑛 ,𝑘0 |−2)2/𝛼𝑑2𝑢𝑡𝑛 ,𝑘0 , 𝑃𝑑𝑐(𝛽) decrease with𝐼𝑘0 .
(2) (𝐼𝑘0/𝑁𝑑)2/𝛼Γ((−2 + 𝛼)/𝛼)𝑅2 ≤ 𝑃2/𝛼𝑢𝑡𝑛 ,max and (𝐼𝑘0/𝑁𝑑)2/𝛼(|ℎ𝑢𝑡𝑛 ,𝑘0 |−2)2/𝛼𝑑2𝑢𝑡𝑛 ,𝑘0 ≤ 𝑃2/𝛼𝑢𝑡𝑛 ,max, 𝑃𝑑𝑐(𝛽) increase

with 𝐼𝑘0 .

(3) 𝑃2/𝛼𝑢𝑡𝑛 ,max ≤ (𝐼𝑘0/𝑁𝑑)2/𝛼Γ((−2 + 𝛼)/𝛼)𝑅2 and 𝑃2/𝛼𝑢𝑡𝑛 ,max ≤(𝐼𝑘0/𝑁𝑑)2/𝛼(|ℎ𝑢𝑡𝑛 ,𝑘0 |−2)2/𝛼𝑑2𝑢𝑡𝑛 ,𝑘0 , 𝑃𝑑𝑐(𝛽) donot change
with 𝐼𝑘0 .

(4) 𝑃2/𝛼𝑢𝑡𝑛 ,max ≤ (𝐼𝑘0/𝑁𝑑)2/𝛼Γ((−2 + 𝛼)/𝛼)𝑅2 and (𝐼𝑘0/𝑁𝑑)2/𝛼(|ℎ𝑢𝑡𝑛 ,𝑘0 |−2)2/𝛼𝑑2𝑢𝑡𝑛 ,𝑘0 ≤ 𝑃2/𝛼𝑢𝑡𝑛 ,max, 𝑃𝑑𝑐(𝛽) increase
with 𝐼𝑘0 .

For case (1), the channel gain from TU 𝑢𝑡𝑛 to BS 𝑘0 is
small; TU 𝑢𝑡𝑛 can transmit with the maximum transmission
power 𝑃𝑢𝑡𝑛 ,max. However, for other TU pieces, the trans-
mission powers are limited by 𝐼𝑘0 . When 𝐼𝑘0 increases, the
transmission power of TU 𝑢𝑡𝑛 does not change and the
average transmission power of other TU pieces (i.e., E[𝑃2/𝛼𝑢𝑡𝑛

])
increases, which reduces the coverage probability of the D2D
link (𝑢𝑡𝑛 , 𝑢𝑟𝑛).
5. Optimizing D2D On-Off Threshold

In this section, we assume that each TU has the same
maximum transmission power (i.e., 𝑃𝑢𝑡𝑛 ,max = 𝑃𝑢,max). In the
following, we first introduce the area spectral efficiency of
D2D links and the cellular link. Second, the upper bound
of the area spectral efficiency of D2D links and the lower
bound of the area spectral efficiency of the cellular link are
obtained, respectively. Third, we optimize the D2D on-off
threshold bymaximizing the approximated total area spectral
efficiency.

Since the analysis performed for a typical link indi-
cates the spatially averaged performance of the network by
Slivnyak’s theorem [16, 17], for any given 𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 , 𝑑𝑢𝑡𝑛 ,𝑘0 , and|ℎ𝑢𝑡𝑛 ,𝑘0 |2, the area spectral efficiency of D2D communications
is given as [12, 18]
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Υ𝐷 (𝛽) = 𝜆DU𝑃𝑆𝑢𝑛 log2 (1 + 𝛽)P (𝛾𝑢𝑡𝑛 ,𝑢𝑟𝑛 ≥ 𝛽)≈ 𝜆DU𝑃𝑆𝑢𝑛
⋅ exp(−𝜋𝜆DU𝑃𝑆𝑢𝑛𝛽2/𝛼

sin 𝑐 (2/𝛼) E [𝑃2/𝛼𝑢𝑡𝑛
]𝑃2/𝛼𝑢𝑡𝑛

𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛)
⋅ log2 (1 + 𝛽)1 + (𝛽 (𝑃𝑠0/𝑃𝑢𝑡𝑛 ))2/𝛼 ((45𝜋)2 𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 / (128𝑅)2) .

(22)

The area spectral efficiency of the cellular link is as follows
[10]:

Υ𝐶 (𝜂) = log 2 (1 + 𝜂) 𝑃𝑐𝑐 (𝜂)(𝜋𝑅2) . (23)

According to (22) and (23), the optimal access probability
for D2D links can be obtained by solving the following
optimization problem:

max
𝑃𝑆𝑢𝑡𝑛

: 𝜔1Υ𝐶 (𝜂)
max
𝑃𝑆𝑢𝑡𝑛

: 𝜔2Υ𝐷 (𝛽)
s.t. 0 < 𝑃𝑆𝑢𝑡𝑛 < 1,

(24)

where 𝜔1 and 𝜔2 are the introduced scalar weights, which
represent the priorities of CUE and DUE pieces, respectively.
Note that Υtotal(𝜂, 𝛽) = 𝜔1Υ𝐶(𝜂) + 𝜔2Υ𝐷(𝛽) can represent
the total area spectral efficiency including both the cellular
link and D2D links. Note that it is difficult to obtain the
closed-form solution of the original optimization problem.
Therefore, in order to facilitate the analysis and reduce the
computational complexity, we introduce the upper bound of
the area spectral efficiency of D2D links and the lower bound
of the area spectral efficiency of the cellular link.

Lemma 3. The upper bound of the area spectral efficiency of
D2D communications is obtained as

Υ𝐷 (𝛽) ≤ Υ𝐷𝑢𝑝𝑝𝑒𝑟 (𝛽) (25)

with

Υ𝐷𝑢𝑝𝑝𝑒𝑟 (𝛽)
=
{{{{{{{{{{{{{
𝜆𝐷𝑈𝑃𝑆𝑢𝑛𝐷2 exp (−𝐷1) , for (𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0𝑁𝑑𝜂 )2/𝛼 Γ (−2 + 𝛼𝛼 ) Γ (2 + 𝛼𝛼 )𝑅2 ≥ 𝑃2/𝛼𝑢,𝑚𝑎𝑥

𝜆𝐷𝑈𝑃𝑆𝑢𝑛𝐷2 exp(−𝐷1 (𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0/𝑁𝑑𝜂)2/𝛼 Γ ((−2 + 𝛼) /𝛼) Γ ((2 + 𝛼) /𝛼) 𝑅2𝑃2/𝛼𝑢,𝑚𝑎𝑥

) , for (𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0𝑁𝑑𝜂 )2/𝛼 Γ (−2 + 𝛼𝛼 ) Γ (2 + 𝛼𝛼 )𝑅2 < 𝑃2/𝛼𝑢,𝑚𝑎𝑥,
(26)

where𝐷1 = (𝜋𝜆𝐷𝑈𝑃𝑆𝑢𝑛𝛽2/𝛼/sin 𝑐(2/𝛼))𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 ,𝐷2 = log2(1+𝛽)/(1 + (𝛽(𝑃𝑠0/𝑃𝑢,𝑚𝑎𝑥))2/𝛼((45𝜋)2𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 /(128𝑅)2)).
Proof. See Appendix A.

Conditioning on the distance 𝑑𝑠0 ,𝑘0 , we also compute a
lower bound of the coverage probability of the cellular link
by setting E[𝑃2/𝛼𝑢𝑡𝑛

] = 𝑃2/𝛼𝑢,max in the interference limited regime

(𝜎2𝑘0 = 0), which can be expressed as

𝑃𝑐𝑐,low (𝜂) = exp(−𝜋𝜆DU𝑃𝑆𝑢𝑡𝑛 𝜂2/𝛼
sin 𝑐 (2/𝛼) 𝑃2/𝛼𝑢,max𝑃2/𝛼𝑠0

𝑑2𝑠0 ,𝑘0) . (27)

The lower bound of the area spectral efficiency of the
cellular link is given by

Υ𝐶low (𝜂) = log 2 (1 + 𝜂) 𝑃𝑐𝑐,low (𝜂)(𝜋𝑅2) . (28)

According to (25) and (28), original problem (24) can be
approximated as follows:

max
𝑃𝑆𝑢𝑡𝑛

: 𝜔1Υ𝐶low (𝜂)
max
𝑃𝑆𝑢𝑡𝑛

: 𝜔2Υ𝐷upper (𝛽)
s.t. 0 < 𝑃𝑆𝑢𝑡𝑛 < 1

(29)

which is a multicriteria optimization problem. According to
(25) and (28), Υ𝐶low(𝜂) decreases with 𝑃𝑆𝑢𝑡𝑛 , while Υ𝐷upper(𝛽)
is nonmonotonic with 𝑃𝑆𝑢𝑡𝑛 . Generally, it is difficult to
maximize the two objectives simultaneously. In order to
balance these two objectives, the weighted sum method
in multicriteria optimization is used to obtain the Pareto
optimal solution [19]. Then, the multicriteria optimization
with high complexity can be converted into a simpler single
objective optimization problem given by

max
𝑃𝑆𝑢𝑡𝑛

: 𝜔1Υ𝐶low (𝜂) + 𝜔2Υ𝐷upper (𝛽)
s.t. 0 < 𝑃𝑆𝑢𝑡𝑛 < 1. (30)

The solution of (30) is a Pareto optimal solution to the
optimization problem of (29) [19].
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Theorem 4. For the optimization problem

max: 𝑓 (𝑥) = 𝜀1𝑒−𝑎𝑥 + 𝜀2𝑥𝑒−𝑏𝑥
s.t. 0 < 𝑥 < 1 (31)

with 𝜀1 ≥ 0, 𝜀2 ≥ 0, 𝑎 > 0, and 𝑏 > 0, the optimal solution 𝑥∗
is obtained as

𝑥𝑜𝑝𝑡 = max {min {𝑥, 1} , 0} (32)

with

𝑥 = 1𝑏 + 1𝑞𝜔(−𝑝𝑞𝑒−𝑞/𝑏𝑏 ) , (33)

where 𝑝 = 𝑎𝜀1/𝜀2, 𝑞 = 𝑎 − 𝑏, and 𝜔(𝑥) denotes the Lambert 𝜔
function defined as the inverse function of 𝑔(𝑥) = 𝑥𝑒𝑥.
Proof. See Appendix B.

According toTheorem4, the optimal access threshold can
be obtained as

𝑃𝑆∗𝑢𝑡𝑛 = max{min{ ∧𝑃𝑆𝑢𝑡𝑛 , 1} , 0} (34)

with

∧𝑃𝑆𝑢𝑡𝑛 = 1𝜌2 + 1𝜙2𝜔(−𝜙1𝜙2𝑒
−𝜙2/𝜌2𝜌2 ) , (35)

where

𝜙1 = 𝜌1𝜀1𝜀2 ,𝜙2 = 𝜌1 − 𝜌2,
𝜀1 = 𝜔1 log2 (1 + 𝜂)𝜋𝑅2 ,
𝜌1 = 𝜋𝜆DU𝜂2/𝛼sin 𝑐 (2/𝛼) (𝑃𝑢,max𝑃𝑠0 )

2/𝛼 𝑑2𝑠0 ,𝑘0 ,
𝜀2 = 𝜔2𝜆DUlog2 (1 + 𝛽)1 + (𝛽 (𝑃𝑠0/𝑃𝑢,max))2/𝛼 ((45𝜋)2 𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 / (128𝑅)2) ,𝜌2
=
{{{{{{{{{{{{{

𝜋𝜆DU𝛽2/𝛼
sin 𝑐 (2/𝛼)𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 , for (𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0𝑁𝑑𝜂 )2/𝛼 Γ (−2 + 𝛼𝛼 ) Γ (2 + 𝛼𝛼 )𝑅2 ≥ 𝑃2/𝛼𝑢,max

𝜋𝜆DU𝛽2/𝛼
sin 𝑐 (2/𝛼) (𝑃𝑠0𝑑

−𝛼
𝑠0 ,𝑘0
/𝑁𝑑𝜂)2/𝛼 Γ ((−2 + 𝛼) /𝛼) Γ ((2 + 𝛼) /𝛼) 𝑅2𝑃2/𝛼𝑢,max

𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 , for (𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0𝑁𝑑𝜂 )2/𝛼 Γ (−2 + 𝛼𝛼 ) Γ (2 + 𝛼𝛼 )𝑅2 < 𝑃2/𝛼𝑢,max.

(36)

Then, the optimal access threshold is designed according
to the optimal access probability. According to (1) and (34),
the optimal access threshold for the D2D pair 𝑢𝑛 is given as

𝐺∗min,𝑢𝑡𝑛
= − ln (𝑃𝑆∗𝑢𝑡𝑛 )𝑑𝛼𝑢𝑡𝑛 ,𝑢𝑟𝑛 . (37)

One D2D pair decides whether to access the current
subchannel based solely on the knowledge of its own com-
munication distance, channel gain, and the optimal access
threshold. In order to calculate the access threshold, each
TU needs some system parameters (e.g., 𝜆DU, 𝑃𝑠0 , and 𝑑𝑠0 ,𝑘0).
Compared with DUE pieces, the BS is more convenient for
obtaining these parameters and broadcasting them to each
TU.Then, each D2D pair can calculate its own optimal access
threshold according to (34) and (37) based on the system
parameters and 𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 independently. 𝑑𝑢𝑡𝑛 ,𝑢𝑟𝑛 can be easily

known by the associated TU 𝑢𝑡𝑛 . Since (34) and (37) have the
closed-forms, the computational burden is quite low for each
TU.

Note that the parameter 𝜌2 in (35) has two possible
expressions due to the relationship between 𝑃2/𝛼𝑢,max and(𝑃𝑠0𝑑−𝛼𝑠0 ,𝑘0/𝑁𝑑𝜂)2/𝛼Γ((−2 + 𝛼)/𝛼)Γ((2 + 𝛼)/𝛼)𝑅2. However, the
number of active TU pieces (i.e.,𝑁𝑑) cannot be known before
all the D2D pairs decide whether to access the current sub-
channel. In this paper, we average over the past subchannels
as in Algorithm 1 and apply �̂�𝑑,𝑖 as the estimation of𝑁𝑑,𝑖 that
is used to calculate 𝜌2 in (35).

Though �̂�𝑑,𝑖 is not the real number of active TU pieces
on the subchannel 𝑖, the optimal access threshold based on�̂�𝑑,𝑖 can achieve a good performance, which will be verified
by the extensive simulations in the following. This is because�̂�𝑑,𝑖 represents the statistical average of𝑁𝑑,𝑖 and �̂�𝑑,𝑖 is close
to𝑁𝑑,𝑖 with high D2D link density 𝜆DU.
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(1) Initial set: �̂�𝑑,1 = 𝑁tol
𝑑(2) For 𝑖 = 2 : 𝑀(3) �̂�𝑑,𝑖 = (�̂�𝑑,1 + ⋅ ⋅ ⋅ + �̂�𝑑,𝑖−1)/(𝑖 − 1) is used to calculate the optimal access as in Eq. (25) and Eq. (34).(4) Count the real number of active𝑁𝑑,𝑖 on 𝑖th sub-channel.(5) �̂�𝑑,𝑖 = 𝑁𝑑,𝑖(6) end

Algorithm 1: Estimating the number of active TUs for optimal access threshold.

6. Simulation Results

To evaluate the proposed scheme, we carry out extensive
simulations by the Matlab tool and discuss the results in
this section. The path-loss exponent 𝛼 = 4. We assume the
average radius of a cell is 500m; that is, 𝑅 = 500m. The
BS is located at the center and the CUE is uniformly located
in the cell of radius 𝑅. The transmit power of CUE 𝑃𝑠0 =100mW. Given the D2D communication range 𝑅𝑑 = 50m,
each intended RU is uniformly and independently located
within Rd of its associated TU in the isotropic direction. The
maximum transmit power of TU pieces 𝑃𝑢𝑡𝑛 ,max = 𝑃𝑢,max =0.1mW. The scalar weight factor for the DUE is 𝜔2 = 1. The
performance of the proposedmethod is compared with three
other strategies:

(1) NADD: network-assisted, device-decided scheme [11]
(2) SFPC: statistical features-based power control scheme

[12]
(3) NPC: all D2D pairs access the current subchannel.

There is no power control and all TU pieces transmit
with maximum transmit power 𝑃𝑢,max

(4) Proposed: the proposed method.

In Figure 4, the area spectral efficiency performances
versus target SIR threshold according to different power
control methods are shown. We can see that the proposed
method improves the area spectral efficiency compared to
other algorithms, especially in the high target SIR regime.
This implies that the proposed method is efficient at miti-
gating both intra-D2D and cross-tier interference when D2D
links communicate with a high data rate. Moreover, it is
interesting to see that the NADD method is even worse than
NPC in terms of the area spectral efficiency. This is because
though the NADD method guarantees the performance of
the CUE, the NADD method leads to a sharp performance
fall for D2D links, which results in the area spectral efficiency
decrease in the end.

Figure 5 shows the coverage probabilities of CUEs and
DUE pieces versus target SIR threshold according to different
power control methods. In Figure 5, it can be observed that
the proposed method achieves the best performance for both
the CUE andDUE pieces in terms of the coverage probability
in the high target SIR regime. Although the proposedmethod
does not have the highest coverage probabilities for the CUE
and DUE pieces in the low target SIR regime (e.g., the target
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Figure 4: The area spectral efficiency Υtotal(𝛽) versus target SIR
threshold according to different strategies with 𝜂 = 𝛽, 𝜆DU = 3 ×10−5, and 𝜔1 = 10.
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SIR = −4 dB), it can achieve the best area spectral efficiency as
shown in Figure 4.This is because there are more active DUE
pieces for the proposed scheme as shown in Figure 6.

In Figure 6, the active D2D link density versus target SIR
threshold is shown. We can observe that the active D2D link
densities of the proposedmethod and the SFPCdecrease with
the target SIR threshold, and the active D2D link densities
of the NADD and NPC do not change with the target SIR
threshold. On the one hand, compared with the NADD and
NPC, the proposedmethod and the SFPC can limit the active
D2D link density to guarantee the area spectral efficiency
performance. On the other hand, though the active D2D
link density of the proposed method is lower than the other
methods in the high target SIR regime, the proposed method
can achieve the best area spectral efficiency performance.
This is because the proposed method can achieve the best
performance for both the CUE and DUE pieces in terms of
the coverage probability in the high target SIR regime.

Figure 7 plots the area spectral efficiency versus D2D link
density 𝜆DU. The proposed method can improve the area
spectral efficiency significantly compared to other schemes.
With the increase of 𝜆DU, for NADD and NPC, the area
spectral efficiency decreases. This is because the number
of active DUE pieces increases with 𝜆DU and the intra-
D2D and cross-tier interferences become more serious. For
the proposed scheme, the area spectral efficiency does not
decrease with 𝜆DU according to the optimal threshold that
balances the performances of the CUE and DUE pieces.

In Figures 8 and 9, the numbers in the 𝑥-axis represent
different schemes as follows: (1) the proposed method; (2)
NADD; (3) NPC; (4) SFPC. Figures 8 and 9 show 𝜔1Υ𝐶(𝛽)
and 𝜔2Υ𝐷(𝛽) according to 𝜔1 = 5 and 𝜔1 = 15, respectively.
Comparing Figure 8 with Figure 9, we can see that the
percentage of 𝜔1Υ𝐶(𝛽) for the proposed scheme increases
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Figure 7: The area spectral efficiency Υtotal(𝛽) versus D2D link
density 𝜆DU according to different strategies with 𝜂 = 𝛽 = 6 dB and𝜔1 = 10.
with 𝜔1. This is because the priority of the CUE increases
with 𝜔1 and the larger percentage of 𝜔1Υ𝐶(𝛽) leads to a
larger total area spectral efficiency. While the percentage of𝜔1Υ𝐶(𝛽) for the other schemes also increases, the improved
range of the proposed scheme is the largest, leading to greatest
performance improvement. Moreover, the performance of
NADD (case (2)) is worse than NPC (case (3)) for 𝜔1 = 5,
while it is opposite for 𝜔1 = 15. This is because NADD can
guarantee the performance of the CUE. When the priority
of the CUE increases with 𝜔1, the performance of NADD
becomes better than NPC in terms of total area spectral
efficiency.



Wireless Communications and Mobile Computing 11

×10
−5

MUE
DUE pieces

2 3 412 3 41

MUE
DUE pieces

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

Th
e p

er
ce

nt
ag

es
 o

f M
U

E 
an

d 
D

U
E 

pi
ec

es

0

0.5

1

1.5

2

2.5

Th
e a

re
a s

pe
ct

ra
l e

ffi
ci

en
cy

 (b
its

/H
z/
Ｇ

2
)

Figure 8: The figure shows 𝜔1Υ𝐶(𝛽) and 𝜔2Υ𝐷(𝛽) with 𝜔1 = 5, 𝜂 = 𝛽 = 6 dB, and 𝜆DU = 3 × 10−5, respectively.
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Figure 9: The figure shows 𝜔1Υ𝐶(𝛽) and 𝜔2Υ𝐷(𝛽) with 𝜔1 = 15, 𝜂 = 𝛽 = 6 dB, and 𝜆DU = 3 × 10−5, respectively.

7. Conclusions

The D2D cellular network is an efficient way to carry out
mobile crowdsourcing. For D2D underlaid cellular networks,
the channel access and power control issue is investigated.
In order to limit the cross-tier and intratier interferences,
we propose a novel semidistributed network-assisted power
and channel access control scheme for DUE pieces. In the
proposed semidistributed scheme, with the help of assistant
information from the BS, each D2D pair decides whether

to access the subchannel and adjusts the transmit power
independently. The BS plays a role in offering assistant
information, which can maximize the total area spectral
efficiency on the condition of guaranteeing the performance
of the cellular link. Moreover, assistant information from
the BS is statistical, and the optimal access threshold has
the closed-form expression. The proposed scheme has the
low computational burden and low overhead to broadcast
assistant information, which is quite suitable to the practical
systems.
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Appendix

A. The proof of Lemma 3

By setting 𝑃𝑢𝑡𝑛 = 𝑃𝑢,max, we have

Υ𝐷 (𝛽) ≤ 𝜆DU𝑃𝑆𝑢𝑛
⋅ exp(−𝜋𝜆DU𝑃𝑆𝑢𝑛𝛽2/𝛼

sin 𝑐 (2/𝛼) E [𝑃2/𝛼𝑢𝑡𝑛
]𝑃2/𝛼𝑢,max
𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛)

⋅ log2 (1 + 𝛽)1 + (𝛽 (𝑃𝑠0/𝑃𝑢,max))2/𝛼 ((45𝜋)2 𝑑2𝑢𝑡𝑛 ,𝑢𝑟𝑛 / (128𝑅)2) .
(A.1)

Plugging (15) into (A.1), we have (25).

B. The proof of Theorem 4

The derivative of 𝑓(𝑥) with respect to 𝑥 is written as𝜕𝑓 (𝑥)𝜕𝑥 = −𝑎𝜔1𝑒−𝑎𝑥 + 𝜔2𝑒−𝑏𝑥 (1 − 𝑏𝑥) . (B.1)

From the first-order optimality condition, that is, 𝜕𝑓(𝑥)/𝜕𝑥 =0, we have
1 − 𝑏𝑥 = 𝑎𝜀1𝜀2 𝑒(𝑏−𝑎)𝑥. (B.2)

Denoting that 𝑝 = 𝑎𝜀1/𝜀2 and 𝑞 = 𝑎 − 𝑏, (B.2) is rewritten as1 − 𝑏𝑥 = 𝑝𝑒−𝑞𝑥. (B.3)

Then, a closed-form solution of 𝑥 which satisfies the first-
order optimality condition is derived as

𝑥 = 1𝑏 + 1𝑞𝜔(−𝑝𝑞𝑒−𝑞/𝑏𝑏 ) . (B.4)

Considering the constraint, that is, 0 < 𝑥 < 1, we have
Theorem 4.
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Email spam consumes a lot of network resources and threatens many systems because of its unwanted or malicious content. Most
existing spam filters only target complete-spam but ignore semispam. This paper proposes a novel and comprehensive CPSFS
scheme: Credible Personalized Spam Filtering Scheme, which classifies spam into two categories: complete-spam and semispam,
and targets filtering both kinds of spam. Complete-spam is always spam for all users; semispam is an email identified as spam
by some users and as regular email by other users. Most existing spam filters target complete-spam but ignore semispam. In
CPSFS, Bayesian filtering is deployed at email servers to identify complete-spam, while semispam is identified at client side by
crowdsourcing. An email user client can distinguish junk from legitimate emails according to spam reports from credible contacts
with the similar interests. Social trust and interest similarity between users and their contacts are calculated so that spam reports
are more accurately targeted to similar users. The experimental results show that the proposed CPSFS can improve the accuracy
rate of distinguishing spam from legitimate emails compared with that of Bayesian filter alone.

1. Introduction

Email is an essential communication method in the Internet
age. However, the abuse of bulk emails allows spam to spread
like a plague. Spam consumes network bandwidth and brings
also other threats to recipients: unwanted advertisements and
pornographic content, as well as malicious viruses [1]. A
spammer does not need to get permissions from recipients
when sending spam, which causes serious annoyance to
people and even leads to information security risks [2]. If
a recipient clicks a malicious link in the spam message,
their personal information may be automatically sent to
the spammer via a malicious program, which is an obvious
challenge for privacy protection [3, 4]. Statistics showed that
spam accounted for 81.8% of total emails in 2016, compared
with 72.9% in 2015 [5], which is obviously an increasing threat
to email users.

To tackle this issue, in this paper, we classify spam into
two categories according to the scope of affected users. One
kind of spam is “complete-spam,” which is defined as email

identified by all users as spam. The other kind of spam is
semispam, which is identified as spam by some users but as
legitimate by other users. Most spam filters were developed
to identify complete-spam [6, 7]. The accuracy of spam
detection of some of these filters can be fairly high [8].
However, very often we still find spam in our email inbox.
This is because the existing spam filters can only identify
complete-spam, but not semispam.

To resolve this issue, we need a comprehensive and
personalized filtering mechanism that can utilize user con-
tacts to collaboratively identify semispam, which is a novel
scheme called CPSFS—Credible Personalized Spam Filtering
Scheme. In CPSFS, a user can make use of social networks to
obtain spam reports from his or her contacts, which can then
be used to filter both complete-spam and semispam. This is
an approach using crowdsourcing from involved email users,
where spam reports from credible similar contacts help to
boost the performance of collaborative spam filtering.

But how to choose credible contacts for a user? Users
on the Internet are interconnected to form social networks
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Input:
𝐿: local spam list
𝑀: an email set from inbox
𝑇: local trust-similarity list

Output:
𝐿: updated spam list

(1) Let𝑀𝑖 is the 𝑖th email of𝑀, 𝐿𝑗 is the 𝑗th item of 𝐿, 𝑇𝑘 is 𝑘th contact’s trust, 𝑆𝑘
is 𝑘th contact’s similarity, 𝑇𝑀𝑖 is the trust of the sender of𝑀𝑖, 𝑛 is the number of
emails,𝑚 is the number of items in 𝐿, 𝑐 is the number of contacts, 𝑆𝑟 is the
generated spam report, 𝑇ℎ: trust threshold, 𝑆ℎ: interest similarity threshold, flag is
the subject of email
(2) for 𝑖 ← 1 to 𝑛 do
(4) if flag = “spam report”

if 𝑇𝑀𝑖 ≥ 𝑇ℎ
𝐿𝑚+1 ← content of the email
𝑚 ← 𝑚 + 1
for 𝑘 ← 1 to 𝑐 do

(8) if 𝑆𝑘 ≥ 𝑆ℎ
forwarding𝑀𝑖 to contact 𝑘

end if
(10) end for

end if
else

MD5 ← hash(𝑆𝑖)// Calculating MD5 hash for 𝑆𝑖
for 𝑗 ← 1 to𝑚 do

if MD5 = 𝐿𝑗
put 𝑆𝑖 into junk box

end if
end for
𝐿𝑗 ← MD5
𝑚 ← 𝑚 + 1

(6) generating the spam report 𝑆𝑟 of 𝑆𝑖
(7) for 𝑘 ← 1 to 𝑐 do
(8) if 𝑆𝑘 ≥ 𝑆ℎ

sending 𝑆𝑟 to contact 𝑘
end if

(10) end for
(11)end for
(13)return 𝐿

Algorithm 1: Local spam filtering algorithm.

according to their relationships [9–11]. Social trust is a
key factor that affects the sharing of knowledge and the
development of social relationships [12, 13]: users are more
likely to accept suggestions from others with high trust value
and interests similarity [14]. Social trust can be calculated by
analyzing Social Computing [15, 16].

Our contributions in this paper are as follows.
(1)We classify spam into two categories, complete-spam

and semispam. We design different methods for filtering
these two kinds of spam at both email servers and clients.
(2) We propose CPSFS which uses a crowdsourcing

mechanism to filter semispam, where users with similar
opinions collaborate together against semispam by sharing
spam reports with each other, and social trust is used for users
to choose credible contacts in order to avoid malicious users
exploiting our scheme to propagate spam.

This paper is organized as follows. Section 2 discusses
related work. Section 3 explains how the CPSFS is deployed.

Section 4 describes how to calculate trust value and interest
similarity. The underlying local filter algorithm is presented
in Algorithm 1. Next, Section 6 evaluates our approach via
the experimental validation and compares with other filters.
Finally, Section 7 concludes our work.

2. Related Work

Most previous works tried to filter out complete-spams for all
users. We divided the existing work into four types based on
the used techniques: the Black/White List, Bayesian,Machine
Learning, and Social Computing.

2.1. Black/White List. Jaeyeon and Emil [17] presented a
black/white list approach that relies on the number of IP
addresses to determine whether an email is spam. The black
list includes an email server and an IP address of sender.
If the source of email appears in the black list, the email is
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identified as spam.The problem with a black/white list is that
it is difficult to update and maintain the list.

2.2. Bayesian Approach. O’Brien and Vogel [18] applied the
Bayesian algorithm for spam filtering. The Bayesian filter
parsed emails into keywords and then computed probabilities
of keywords that appeared in spam and legitimate emails,
respectively. The results showed that the Bayesian filter
detected 91.7% of spam. This is a relatively high recog-
nition rate for all emails using uniform criteria without
considering semispam emails while calculating recognition
rate.

2.3. Machine Learning Approach. Haider et al. [19] presented
a machine learning-based approach by detecting batches of
emails to filter spam effectively. The filter needs to be trained
to distinguish keywords in spam. Scholkopf and Platt [20]
presented a method that minimizes a loss function with
respect to user’s personal distribution based on the available
biased samples. However, it is difficult to make the sample
data have the same Dirichlet distribution.

2.4. Social Computing Approach. Zisiadis et al. [21] presented
a collaborative method for email filtering called Mailbook
which was based on a social network. Each node could mark
the received spam and stored it in its own database. If one
node marked an email as spam, the votes of spam increased
by 1. Once the votes of spam reached a certain number,
the system would mark the email as spam automatically.
Similarly, Boykin and Roychowdhury [22] proposed a spam
filtering approach based on social networks, which allows
users to share the spam information with their friends to
identify spam.

Sirivianos et al. [23] applied social network and trust
mechanism for spam filtering. A node in a social network
may report a spammer’s IP address to a centralized server
for the spam it received. The centralized server calculated
the trust value according to the degree of confidence and
credibility of the spam reporter; then it decided whether the
IP address is a spammer. This method required a central
server, which increased additional network overhead, and
its accuracy was reduced by dynamic IP addressing. Shen
and Li [24] presented a social network-aided spam filter
which is used to improve the accuracy of spam filtering
by integrating four new components into a Bayesian filter;
these components identify spam by the closeness of nodes.
Each node needs to collect information and check spam by
its social network-aided spam filter, which will increase the
overhead of the system.

Apparently, if users can share information on spam with
their friends with similar interests, they can help each other
to identify spam emails more accurately.

3. Designing Spam Filtering Scheme

Users and their contacts with the same interests are called
“similar contacts.” We assume that similar contacts always
have the same opinion on the same email; then we can design

Table 1: Local spam list.

ID MD5 Contact
(1) 469352d907cb67bc2b228e8b0a839eee Zhang ch@163.com
(2) daeb67d732741a4982d6929ee191e210 jamesell@163.com
(3) 6d49148666475138cec9f42cc29a7cd7 qingzhi@163.com
(4) bac0b74229c3f73757fe72508e25471a hannan@gmail.com
(5) 2330ead823cd690611b9b990e29cc283 yangxf@upc.edu.cn

a scheme in which similar contacts share their information
on spam with each other to filter semispams.

Our scheme consists of two modules: (1) Bayesian-based
spam filtering deployed at an email server for all users; (2)
credible similarity-based spam filtering by crowdsourcing
deployed at each user local host. The structure of the pro-
posed CPSFS is showed in Figure 1.

We deploy the Bayesian spam filtering at email servers to
filter complete-spam for all users because themore the emails
used for training are, the more accurately the Bayesian filter
identifies spam.

The spam filtering deployed at local system uses three
lists for storing information on contacts and spam reports
from other users, namely, local trust list, local spam list,
and local interest list. A user gets his contacts’ interests and
disinterests by exchanging interest lists to calculate their
similarity between them. Users share information on spam
with their credible contacts by pushing spam reports to their
contacts. Spam reports generated at the local host and that
from contacts are stored in the local spam list. At the local
system, before a user browses his inbox, those emails in the
inbox are checked according to spam information from the
local spam list. A credible contact means the similarity and
trust between the user and the contact are higher than the
corresponding threshold. We construct an interest list and a
trust-similarity list at each local host in order to calculate the
similarities and social trust values.

3.1. Local Spam List. A local spam list contains an MD5 hash
of the spam from spam reports and the email address which
the spam report is from, as shown in Table 1.

A spam report consists of a MD5 hash of the corre-
sponding spam, which is obtained from the content of spam
email to avoid spam with an altered subject heading or a
forged address. Some spam reports were generated auto-
matically at local system. Others were from users’ credible
contacts.

A user may receive different spam reports on the same
email from different contacts. Of these, only the report from
contact with the highest interest similarity will be recorded
into the local spam list; other reports will be dropped.

3.2. Local Interest List. The interests of a user in a social
network represent the user’s personality [25]. There are simi-
lar interests among users. The common disinterests between
two users also indicate whether they are similar in some
way. Therefore we encourage each email user to fill their
own interests and disinterests in their local interest lists and
exchange their lists with each other via emails.
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Table 2: Local Interest List.

ID Interest Disinterest
(1) Shopping, movie, music, food, car Pet, beauty, drawing, cartoon, IT
(2) Pet, shopping, food, car, reading Game, music, movie, basketball, IT
(3) Car, shopping, music, food, game Singing, beauty, cartoon, drawing, reading
(4) Music, food, movie, beauty, drawing Shopping, music, pet, cartoon
(5) Car, pet, cartoon, music, food Shopping, movie, basketball, IT, beauty
(6) IT, movie, music, basketball, reading Food, car, singing, game, dancing
(7) Car, food, basketball, game, IT Movie, shopping, singing, dancing, game

Node (1)

Local
interest list

Local
interest list

Local trust
list

Local spam
list

Local spam
list

Local trust
list

Mailbox Mailbox

Node (2)

A

A: Bayesian �ltering B: storing spam reports
C: pushing spam reports D: obtaining interest keywords

A

B B

D
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A spam report from node (1)

Figure 1: The structure of the proposed CPSFS.

These interests and disinterests can be described by some
keywords. The interests and disinterests of a user and the
user’s contacts are stored in the local interest list as shown
in Table 2. Each contact of the user has an ID in the local
system. We can get the corresponding trust value and the
interest similarity according to the contact’s ID. Once a user
gets a spam report, the local system will check the local trust-
similarity list to push the spam report on this email to those
credible contacts.

3.3. Local Trust-Similarity List. Social trust is a measure of
credibility in social networks. It reflects a certain degree
of similarity between users, such as likes, dislikes, social
relationships, and the closeness of their interests. Direct trust
is calculated initially from the historical record of direct
contacts between users which indicates the direct friendships
(not including friends of a friend) between users and their
contacts; then it can be adjusted according to the similarities
between them.

Table 3: Local trust-similarity list.

ID Email address Trust value Interest similarity
(1) Zhang ch@163.com 1.00 1.00
(2) jamesell@163.com 0.52 0.25
(3) qingzhi@163.com 0.79 0.42
(4) hannan@gmail.com 0.56 0.33
(5) yangxf@upc.edu.cn 0.41 0.33
(6) dswang@upc.edu.cn 0.60 0.17
(7) jiaozy@gmail.com 0.73 0.11

The interest similarity is calculated according to interests
and disinterests between a sender and its recipient, which
indicates the closeness between them.

Trust values and similarities of contacts on a local host are
stored in a local trust-similarity list, as shown in Table 3.
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Figure 2: A simple example for obtaining personalized spam reports.

The email users and their relationships between them
formed an email network. A simple example is showed in
Figure 2, where nodes represent users and links represent the
relationships between the user and their contacts.

3.4. Obtaining Personalized Spam Reports at a Client. A
CPSFS client can filter semispam automatically by obtaining
personalized reports from a user’s contacts. When a user
node and his/her contacts have more similar interests and
disinterests, the user is more likely to obtain personalized
spam reports from his or her contacts. A simple example is
shown in Figure 2. We list the disinterests for each user in
this figure. User A gets spam reports about IT from B, spam
reports about cartoon from C, spam reports about pet and
cartoon from D, spam reports about IT and beauty from E,
and spam reports about drawing from F.

4. Calculating Trust Value and
Interest Similarity

4.1. Calculation of Interest Similarity. The more the mutual
interests and disinterests between a user and his or her
contacts are, the more similar they are [26]. We calculate the
similarity between node A and node B via

𝑆 (A,B) =
(𝑀00 +𝑀11)

(𝑀A +𝑀B −𝑀11 −𝑀00)
, (1)

where 𝑆(A,B) is the similarity between A and B. 𝑀A
represents the number of A’s interests and disinterests.
𝑀B represents the number of B’s interests and disinterests.
𝑀00 represents the number of the mutual disinterests. 𝑀11
represents the number of the mutual interests.

4.2. Calculation of Trust Value. We use the additive increase/
multiplicative-decrease algorithm [27] to adjust the trust
value between nodes. In this algorithm, initially, the trust
value of users’ contacts should be assigned. Alternatively, the
trust value of a contact can be calculated according to the
number of emails from the contact. We count each contact’s
emails in the inbox for the past month. The number of
emails from the 𝑖th contact is represented by numi. Let max
represent the largest number of emails. The initial trust value
of a contact is 𝑇𝑖 = num𝑖/max.

If the similarity between nodes is changed, the trust value
will be changed correspondingly. We use 𝑏 to indicate the
degree of trust value changes. So the trust value will be
changed via

𝑡𝑖𝑗 = 𝑡𝑖𝑗 ± 𝑏 (0 < 𝑏 < 1) . (2)

If the interest similarity is higher than the threshold of
similarity and the trust value between them is less than the
given trust threshold, the trust will increase 𝑏 in formula (2).
Otherwise the trust value will decrease 𝑏. It is important to
set an appropriate value for 𝑏. We will discuss how to adjust
the trust value threshold rationally in the evaluation section.

5. Spam Filtering Process at Local System

Users can mark an email manually or automatically as spam
at local system.

5.1. Mark an Email Automatically. All emails of a user are
examined by a Bayesian filter at an email server before they
reach clients [28]. When the user logs in, the local system
should check all emails in the inbox. If there is a spam report
in the inbox, the content should be extracted and written
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into the local spam list and then the system should forward
the email to similar contacts whose similarity is beyond the
threshold. Otherwise, the systemwill calculate theMD5 hash
for this email, if an email is identified as spam using the
local spam list. That is to say, when the MD5 hash matches
an item in the local spam list, the spam is put into a junk
box and the spam report is pushed to the similar contacts.
The corresponding filtering process is handled by Algorithm
1 LocSpamFilter.

5.2. Mark an Email Manually. While a user browses the
inbox, he or she may find some spam. Once the user puts a
spam email into a junk box, the local system will generate a
spam report, add it to the local spam list, and push it to similar
contacts.

Pushing a spam report is accomplished via sending emails
[29]. The subject of the email is spam report, which is used
to distinguish spam report from other emails. The content of
this kind of email is the MD5 hash of this spam.When a user
identifies an email as spam, the spam report is automatically
generated and pushed to similar contacts.

The trust value is used to limit the recipients of spam
reports from the credible users. If the trust value of a contact
is over a given threshold, this user will receive spam reports
from this contact. If the similarity to a contact is above a
given threshold, the local system will push spam reports
to the contact. The similarity threshold is used to limit
the scope of spam report propagation to similar contacts
only. This will both improve the accuracy of identifying
semispam, and reduce network overhead.We will discuss the
threshold of trust and interest similarity in the evaluation
section.

6. Experiments and Evaluations

6.1. Simulation Settings. The social network we used in our
experiments is from Datatang and contains 1133 nodes and
10903 edges [30]. The average number of contacts of each
node is 9.63. In addition, we use a sample set of 3000 emails
including 1000 spam emails and 2000 legitimate emails from
SpamAssassin publicmail corpus [31].We choose 1000 emails
from the sample randomly as definite sample, and 500 emails
from email boxes of our researchers as indefinite samples.
We set the total number of interest keywords to 15, and the
average number of interest keywords for each user to 10; then
we sent an email of the 1500 emails randomly to 10% of the
total nodes.

In our experiments, for formula (2), the initial trust value
𝑡𝑖𝑗 is randomly set from 0.5 to 1.0, the threshold of trust value
is 0.5 and the initial value of 𝑏 is 0.1. If a node received a spam
email report fromhis friend and the trust value between them
is less than the given trust threshold, the trust value between
him and his friend will increase by 𝑏, which can make a user
become trusted by his friend.

6.2. Comparisons with Other Methods and Accuracy of the
CPSFS. We calculate the accuracy of the CPSFS by compar-
ing with the Bayesian filter. The accuracy rate of filtration is
𝑅𝑎. We calculate the accuracy rate via
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Figure 3: The accuracy rate under poison attacks.

𝑅𝑎 =
𝑛1 + (𝑁 − 𝑛1) × (𝑛𝑓/𝑛𝑖) × (𝑛𝑐/𝑛𝑠)

𝑁
, (3)

where 𝑁 is the number of emails used in our experiments.
The number of email correctly classified by Bayesian filter
is denoted by 𝑛1. 𝑛𝑖 is the number of emails classified
incorrectly by Bayesian filter. 𝑛𝑓 is the number of emails
classified as legitimate but are actually spam. When an email
is classified correctly by the CPSFS, two cases are supposed
to be considered: (1) a user considers it as a legitimate email,
and the CPSFS did not mark it as spam; (2) a user considers
it as spam, and the CPSFS marked it as spam. If an email is
classified by the system correctly, we will record the number
of users, which is denoted as 𝑛𝑐. 𝑛𝑠 is the total number of the
users in the social network. We evaluate the system using the
same settings as in Section 6.1. The results from formula (3)
show that our CPSFS has a higher accuracy rate than that of
the Bayesian filter and Li’s work (95.1% versus 91.4% versus
93.9%).

Poison attack is that an attacker adds benign keywords
into emails intentionally in order to avoid spam to be
identified by a spam filter. As word segmentation is the
basis of a Bayesian filter, keywords of mail contents have
a crucial impact on classification and performance of a
Bayesian filter. The decreased accuracy is the decreased
value of accuracy when the poison attacks happen. Figure 3
shows the decreased accuracy of the Bayesian filter, Li and
Shen’s work [27], and the CPSFS when they are subjected
to poison attacks. When the number of benign keywords is
set to 0, 5, 10, and 15, the accuracy of our CPSFS decrease
smoothly. But the accuracy of the Bayesian filter decreases
more quickly than that of our CPSFS because the Bayesian
filter is entirely dependent on the detection of spam content.
Our CPSFS reduces the effects of poison attacks on accuracy
by sharing information on spam using crowdsourcing. The
CPSFS considers the association of an email and its recipients,
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Figure 4: The false positive rate and false negative rate.

which helps to reduce the effects of poison attacks to some
extent.

The false positive rate and false negative rate of CPSFS
are shown in Figure 4. False negative represents spam that
is classified as a legitimate email incorrectly. False positive
represents a legitimate email that is classified as spam incor-
rectly. The interest similarity threshold is set to 0.1, 0.2, 0.3,
and 0.4, respectively.The trust threshold is set to 0.5.The false
positive rate decreases and the false negative rate increases as
the interest similarity is increasing.

6.3.Different TrustThreshold and Interest SimilarityThreshold.
For formula (2), the value of parameter 𝑏 influences the trust
calculation and the accuracy rate. In our evaluations, the
value of 𝑏 is set to 0.1, 0.2, and 0.3, respectively, and the
accuracy rate results are shown in Figure 5. We can see that
when the trust threshold is set to 0.5, all the three curves
reach their accuracy peaks. In this figure, the accuracy rate
changes dramatically as the trust threshold changes in all the
three curves, which indicates that the trust threshold affects
the accuracy significantly.When 𝑏 is set to 0.1, the correlation
between accuracy and trust is the best as shown in Figure 5.
Therefore the value of 𝑏 is set to 0.1 when calculating trust
values.

The interest similarity threshold is a key factor which
influences the performance of spam filtering. The results
are shown in Figure 6, where the trust thresholds are set
to 0.4, 0.5, 0.6, and 0.7, respectively. It shows that the
accuracy rate changes when the interest similarity thresh-
old increases from 0.1 to 0.4. The accuracy rate is always
higher when the interest similarity threshold is set to 0.1
compared with other interest similarity thresholds. The
accuracy decreases when the interest similarity threshold
increases because users will not push their spam reports if
the interest similarities are lower than the corresponding
thresholds.
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7. Conclusion

To handle spam effectively, in this paper, we propose a credi-
ble and personalized spamfiltering scheme (CPSFS) based on
social trust and interest similarity, where users report their
received spam emails to their contacts in social networks.
We introduced local lists and social sensing mechanism for
spam reports. The trust value and similarity are calculated to
determine whether users should push spam reports to their
friends.The social trust and similarity increase the credibility
of the CPSFS filtering scheme. Our experiments showed that
the accuracy of our CPSFS is better than the conventional
Bayesian filter and some other approaches.
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There is work on Copy Adjustable Incentive Scheme
(CAIS) that adopts virtual credit concept to stimulate selfish
nodes to cooperate in data forwarding [32]. We will consider
incorporating this idea to the situation where some users are
reluctant to share interests. In the future, we will also improve
the performance by improving the network connectivity and
throughput [33]. In addition, wewill apply ourCPSFS scheme
to other social networks such asmobile social networking and
vehicular social networks [34].
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Accompanying the growth of surveillance infrastructures, surveillance IP cameras mount up rapidly, crowding Internet of Things
(IoT) with countless surveillance frames and increasing the need of person reidentification (Re-ID) in video searching for
surveillance and forensic fields. In real scenarios, performance of current proposed Re-IDmethods suffers from pose and viewpoint
variations due to feature extraction containing background pixels and fixed feature selection strategy for pose and viewpoint
variations. To deal with pose and viewpoint variations, we propose the color distribution pattern metric (𝐶𝐷𝑃𝑀) method,
employing color distribution pattern (𝐶𝐷𝑃) for feature representation and SVM for classification. Different from other methods,𝐶𝐷𝑃 does not extract features over a certain number of dense blocks and is free from varied pedestrian image resolutions and
resizing distortion. Moreover, it provides more precise features with less background influences under different body types, severe
pose variations, and viewpoint variations. Experimental results show that our𝐶𝐷𝑃𝑀method achieves state-of-the-art performance
on both 3DPeS dataset and ImageLab Pedestrian Recognition dataset with 68.8% and 79.8% rank 1 accuracy, respectively, under
the single-shot experimental setting.

1. Introduction

The person reidentification (Re-ID) task searches for a
targeted person from images captured in different times and
places under the assumption that the target person is wearing
the same clothing as provided in source images. With wide
deployments of public surveillance infrastructures and pri-
vate surveillance products, people are paying more attention
to Re-ID than ever before and are desperate for assistance
from Re-ID methods when searching for an individual
among massive amounts of surveillance videos. Although
many methods have been proposed in the last decade with
notable progress, Re-ID methods still face many challenges
in real scenarios. Intraclass differences of pose and view-
point variations, interclass similarities of appearance, dif-
ferent camera settings, and significant environment changes
together make the Re-ID task much more complicated and
challenging. Movements of body parts cause intraclass dif-
ferences in pose and viewpoints, while interclass similarities
include resemblances between 2 individuals sharing similar
body types with similar or identical clothing. Furthermore,
significant environmental changes like illumination changes
and occlusions have great influence on a person’s appearance
and bring environmental background noises. To deal with

these challenges, most Re-ID algorithms focus on finding
robustness features and a reliable similarity classification
metric. For robustness features, unlike shape, position, soft-
biometry, and body models, combination features of color
and texture information based on dense blocks are very
popular in many approaches well summarized in [1]. Besides
these features, silhouette information also has its own chal-
lenges and opportunities in Re-ID. Silhouette information
comes from background substraction of surveillance videos.
In IoT, it is possible to integrate background substraction and
device management service like the lightweight RESTfulWeb
service [2] into IP cameras to help ease the load of IoT and
make IP cameras smarter. In our work, we traded texture
information for silhouette information using combination of
color and silhouette information. As for finding a reliable
similarity classification metric, an annoying problem is lack
of sufficiently labeled training samples, especially positive
training samples.Therefore, we proposed a grouping strategy
called Pure-vs-Exception to separate training images into
different groups and automatically generate sufficient and
balanced labeled training samples.

In this paper, we propose a color distribution pattern
metric (𝐶𝐷𝑃𝑀) method for Re-ID. 𝐶𝐷𝑃𝑀 consists of a
color distribution pattern (𝐶𝐷𝑃) feature model for feature
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extraction and a SVM [3] for training and classification,
under the assumption that the target person still wears the
same clothing. Our 𝐶𝐷𝑃 feature model is designed to deal
with background interference, pose variations, and viewpoint
variations. It extracts color distribution patterns from HSV
and Lab color spaces, combining with silhouette information
based on leg and torso-head (TH) body parts derived from
the leg-torso-head bodymodel [4]. In similarity classification
metric learning, we aim to maximize differences of interclass
variations and suppress differences of intraclass variations by
proposing the Pure-vs-Exception strategy. We use Pure-vs-
Exception strategy to group pedestrian images and generate
training samples, which simulate significant difference pat-
terns between 2 pedestrian images of 2 different individuals
and significant difference patterns between 2 pedestrian
images of the same individual. Experimental results show
that our 𝐶𝐷𝑃𝑀 method outperforms other comparative
approaches on both 3DPeS and ImageLab Pedestrian Recog-
nition (IPR) datasets and possesses great tolerance for pose
and viewpoint variations.

The remainder of this paper is as follows. Section 2
presents a review of related works. Section 3 is a detailed
introduction of the proposed 𝐶𝐷𝑃𝑀. Experimental results
on 2 public datasets are covered in Section 4. Section 5
concludes this paper.

2. Related Work

Almost all Re-ID approaches are based on 2-step framework:
(i) feature extraction from pedestrian image pairs and (ii)
feature similarity calculation under a prelearned classification
metric. Thus, most efforts are devoted to these 2 steps.
According to the Re-ID taxonomy summarized by Vezzani
et al. [1], local features and pedestrian body model-based
features are very common because they capture detailed and
localized information for matching. Among local features,
it is very popular to use combination features of color and
texture histograms, for example, color histograms (fromHSV
color space) and scale invariant local ternary pattern (SILTP)
histograms [5], color histograms (from RGB, YUV, and HSV
color spaces) and local binary pattern (LBP) histograms [6, 7],
color histograms (from RGB and HSV color spaces) and LBP
histograms [8], color histograms (from RGB, YCbCr, and
HS color spaces) and texture histograms of Gabor filters and
Schmid filters [9], and color histograms (from HSV and Lab
color spaces) and LBP histograms [10, 11]. The implemen-
tation details of these color and texture histograms might
be different. After feature extraction, it is very important
to find a reliable similarity classification metric exploiting
feature representativeness. Hence, a variety of strategies are
introducedwhen searching for a reliable classificationmetric.

Some approaches focus on cross-domains classification
metric learning. Hu et al. [7] employed deep learning
in a transfer metric, which learned hierarchical nonlinear
transformations of cross-domains bymapping discriminative
knowledge between a labeled source domain and unlabeled
target domain. Others [12] jointly learned a transfer metric
in an asymmetric way by extracting discriminant shared
components through multitask modeling to enhance target

interclass differences under shared latent space. Recently, Shi
et al. [13] showed interest in attribute features extracted from
semantic level for the Re-ID task and employed it in cross-
domains transfer metric learning.

Most of these approaches focused on classificationmetric
learning under the same domain. In [14], authors used an
improved deep learning architecture with 2 novel layers to
extract the relationships of the input image pair. One layer
computed the cross-input neighborhood differences and the
other subsequently summarized these differences. Köstinger
et al. [15] presented KISS classification metric learned from
equivalence constraints based on statistical inference rather
than computational complex optimization. However, this
classification metric learning could be unstable under a
small-sized training set, mentioned in [10]. Thus, Tao et al.
[10] integrated smoothing and regularization techniques in
KISS for robust estimation of covariance matrices and stable
performance and proposed regularized smoothing KISS.
Pedagadi et al. [16] used local Fisher discriminant analysis
(LFDA) to learn similarity classification metric from a set of
labeled feature pairs, which consisted of features extracted
from high-dimensional features by unsupervised PCA. How-
ever, unsupervised PCA undesirably compressed most of
discriminative features under relatively small dataset. Hence,
Xiong et al. [6] used kernel approach to replace the unsu-
pervised dimensionality reduction by supervised dimen-
sionality reduction and proposed kernel LDFA (kLDFA),
avoiding eigenvalue decomposition of large scatter matrices
and replacing kernel easily for better performance. Other
researchers [11] used a reference set to learn a reference
subspace by regularized canonical correlation analysis. Then,
similaritywas calculated by the features projected in reference
subspace and reranked by saliency information. Conversely,
Liao et al. [5] proposed cross-view quadratic discriminant
analysis to learn similarity classification metric under a
low-dimensional subspace. Furthermore, Zhang et al. [17]
treated hashing learning as regularized similarity learning
and used deep learning to train hashing codes and additional
regularization term, which encoded adjacency consistency.

Besides approaches with a fixed classification metric for
all image pairs, some approaches use multiple metrics in
Re-ID. To address viewpoint variations, Wang et al. [8]
proposed a data-driven distance metric method based on
cross-view support consistency and cross-view projection
consistency to readjust the distance metric for each image
pair by exploiting the training data each time, which was
quite computational for a large scale. Ma et al. [9] modeled
amultitask distance metric for the Re-ID in camera networks
and proposedmultitaskmaximally collapsingmetric learning
method to learn distance metrics between different cameras.
Others [19] proposed a spatiotemporal feature named optical
flow energy image (OFEI) and a corresponding matching
method named multiview relevance metric learning with
listwise constraints (mvRMLLC) for video-based Re-ID. The
mvRMLLC assumed that OFEI features of the same person
from different views should be globally consistent with their
similarities.

Different from these above 2-dimensional- (2D-) based
methods, a 3-dimensional (3D) method called SARC3D [20]
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(a) Different body types (b) Pose and viewpoint variations

Figure 1: Sample images from 3DPeS dataset.
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Figure 2: CDPM for person reidentification. The 𝐶𝐷𝑃 feature model contains two parts: prefeatures extraction and similarity features
extraction.

used averaged side, frontal, and top views silhouettes to learn
an approximate graphical 3D body model, which then could
compare people from even 1 image due to its precise 3D
featuremapping via a selected set of vertices.This comparison
not only allowed one to look for details and global features but
also copped with partial data and occluded views.

However, methods based on dense block features [5–
14, 16], which encode not only person pixel information but
also background pixel information, cannot properly filter out
background information due to pose variations and different
body types. Furthermore, dense block features introduce
distortion caused by resizing from different resolutions.
Figure 1 shows different body types (including massive
build, medium build, and slim build), pose variations, and
viewpoint variations (note that viewpoint variations in this
paper refer to front view, back view, left view, and right viewor
any state in-between but do not include top view). Matching
accuracies of these aforementioned methods [5–14, 16] suffer
from encoded background information due to inappropriate
feature selection, in which case the fixed classification metric
could not properly separate encoded person information
from encoded background information, under significant
pose variations and different body types.We refer to this kind
of interference as background interference.

Our 𝐶𝐷𝑃 feature model is designed to deal with back-
ground interference by filtering out pedestrian image back-
ground pixels using silhouette images provided or extracted
from surveillance sequences and generates more precise
pedestrian features than those obtained by other methods
[5–11, 14]. In addition, our 𝐶𝐷𝑃 feature model does not
have to worry about body type variations, pose variations,
and image resolution variations, which are common in real
scenarios of video surveillance and video forensics, as long as
the silhouette images are well provided.

3. Color Distribution Pattern Metric

Our 𝐶𝐷𝑃𝑀 is designed to deal with severe pose and view-
point variations, as well as background influences. Further-
more, resolutions of pedestrian images are not required to
be fixed in 𝐶𝐷𝑃𝑀, different from fixed image resolutions
in [5–14, 16]. This characteristic of 𝐶𝐷𝑃𝑀 avoids distortion
interference brought by resizing.

Figure 2 shows the main processes of our 𝐶𝐷𝑃𝑀,
including 𝐶𝐷𝑃 feature model, SVM training, and SVM
classification. 𝐶𝐷𝑃 feature model is used to extract similarity
features from image pairs, while SVM is used for training
and classification based on similarity features.Wedivide𝐶𝐷𝑃
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feature model into 2 phases: 𝐶𝐷𝑃 prefeatures extraction and𝐶𝐷P similarity features extraction. Implementations of input
images in the prefeatures extraction phase are independent
from image pairs and could be preprocessed parallelly. For𝐶𝐷𝑃 prefeatures extractions in Figure 2, inputs include two
pedestrian images (an image pair of test image and reference
image)with corresponding silhouettemask images, which are
in the form of binary pixels. Through successive implemen-
tations of background segmentation, applying body model,
and features extraction, we obtain summary features for each
pedestrian image at the end of 𝐶𝐷𝑃 prefeatures extraction
phase. In 𝐶𝐷𝑃 similarity extraction phase from Figure 2, we
use summary features of test and reference images to produce
relative features. And then we extract similarity features from
relative features and summary features of reference image
only. Finally, we use similarity features as the SVM input for
classification metric learning and prediction. In classification
metric learning, shown in the top row of Figure 2, training
samples are labeled similarity features extracted from labeled
image pairs, where each image pair contains one test image
and one reference image.

The following are the detailed implementations of 𝐶𝐷𝑃
feature model and metric learning.

3.1. CDP Prefeature Extraction. We use background pixels
ratios calculated by (1) to observe percentages of background
pixels in pedestrian images.

𝑅background pixels = 1 − ∑
𝑟−1
𝑥=0∑𝑐−1𝑦=0 𝐵 (𝑥, 𝑦)
𝑟 ∗ 𝑐 , (1)

where 𝑟 and 𝑐 represent rows and columns of corresponding
silhouette image, respectively, and 𝐵 represents the binary
image of corresponding silhouette image. According to
3DPeS dataset [21], background pixels ratios of pedestrian
images vary from 34% to 89%, with a mean value of 59.4%.
In IPR dataset [18], background pixels ratios vary from 36%
to 80%, with a mean value of 59%. The average background
pixels ratio is about 59.2% in these two datasets, which
could bring great interference for feature robustness and clas-
sification if they are not filtered out before final classification.
To avoid interference caused by background pixels, we use sil-
houette images to segment pedestrian from the background
by setting background pixels values to 0. First, silhouette
images are transformed into binary images using thresholds.
Then, we multiply the binary image with corresponding
original image at pixel level for each channel. We filter out
background pixels of pedestrian images before feature extrac-
tion, saving a lot of work during classificationmetric learning
by enhancing feature efficiency and robustness. So, we finish
part of the work of feature selection at the beginning of
feature extraction, unlike most of state-of-the-art methods,
which implemented feature selection after applying dense
block feature extraction.

After filtering out background pixels, we divide the pedes-
trian image into 2 parts, leg and torso-head (TH), based on
the leg-torso-head [4] bodymodel.This implementation aims
to extract locations of body parts and enhance robustness of𝐶𝐷𝑃model. The main reason we choose leg and TH parts is

thatmost clothing styles around theworld share a commonal-
ity that there are differences between leg and TH parts. Even
though the whole outfit may share the same color, it is still
essential and practical to treat body as 2 parts, while the other
one from input image pair shares a different clothing style.
However, due to small proportion of head part and low reso-
lution of pedestrian images in real surveillance scenarios and
datasets, it is neither necessary nor significant to treat head
part alone. Besides, it is difficult to automatically and accu-
rately divide the head part. Therefore, we choose to put torso
and head parts together as TH to reduce computation cost for
more practical implementation.

When these 2 aforementioned implementations are ready,
we implement color extraction. We use both HSV and lab
color spaces to extract color distribution histogram matrices
on leg and TH parts, respectively, while ignoring the pixels
with a value of 0. Details of color distribution extraction are as
follows.With 2 color spaces involved, we obtain 6 channels of
data for each image and group them into 3 pairs: HS, ab, and
LV. We then apply 2D histogram extraction on these 3 pairs
of channels to extract color distribution histogram matrices
with sizes (16, 32) for HS channels, (32, 32) for ab channels,
and (32, 32) for LV channels. So, we obtain 6 histogram
matrices, 3 histogrammatrices each for the leg and TH parts,
respectively. We mark these histogram matrices as 𝐻. For
each histogram matrix, we generate a binary matrix with a
threshold value of 3 for noises reduction.Then wemark these
6 binary matrices as occurrence masks 𝑀. The occurrence
masks specify the domain boundaries for corresponding
histogram matrices. We use occurrence masks𝑀 to update
the corresponding histogram matrices 𝐻 by multiplying 𝐻
with𝑀 at pixel level as follows:

𝐻(𝑥, 𝑦) = 𝐻 (𝑥, 𝑦)𝑀 (𝑥, 𝑦) . (2)

We use these 6 occurrence masks to calculate the corre-
sponding occurrence ratios, plus mean occurrence ratios of
occurrence ratios on leg and TH parts for each pair of
channels, which produced 3 mean occurrence ratios. The
occurrence ratio, not the mean occurrence ratio, is calculated
as follows:

𝑅occurrence−ratio = ∑
𝑟−1
𝑥=0∑𝑐−1𝑦=0𝑀(𝑥, 𝑦)
𝑟 ∗ 𝑐 . (3)

In results, there are 9 occurrence ratios and we mark these 9
occurrence ratios as 𝑅. At this point, summary features
including histogram matrices 𝐻, occurrence masks 𝑀, and
occurrence ratios 𝑅 are extracted, representing the color
distribution of each pedestrian image without background
pixels. Thus, for the reference image in Figure 2, we have its
summary features marked as 𝐻𝑟,𝑀𝑟, and 𝑅𝑟. As for the test
image in Figure 2, we have its summary features marked as𝐻𝑡,𝑀𝑡, and 𝑅𝑡.
3.2. CDP Similarity Features Extraction. Obviously, summary
features extracted above are not the final data that we want in
the classification phase. There must be a pair of images in the
matching phase: one as the reference pedestrian image and
the other as the test pedestrian image. From last subsection,
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we already get𝐻𝑟,𝑀𝑟, and 𝑅𝑟 for reference pedestrian image
and𝐻𝑡,𝑀𝑡, and 𝑅𝑡 for test pedestrian image. Now, we use𝐻𝑟
and𝑀𝑟 to filter out some certain irrelevant patterns in𝐻𝑡 and𝑀𝑡 by multiplying them at pixel level, shown in (4). We treat
the resulting features as parts of the relative features andmark
them as𝐻𝑛 and𝑀𝑛.

𝐻𝑛 (𝑥, 𝑦) = 𝐻𝑡 (𝑥, 𝑦)𝑀𝑟 (𝑥, 𝑦) ,
𝑀n (𝑥, 𝑦) = 𝑀𝑡 (𝑥, 𝑦)𝑀𝑟 (𝑥, 𝑦) . (4)

Besides𝐻𝑛 and𝑀𝑛, relative features also include occurrence
ratios 𝑅𝑛. We calculate 𝑅𝑛 directly from𝑀𝑛 using (3) in 𝐶𝐷𝑃
prefeature extraction phase. 𝐻𝑛 enables filtering out some
certain irrelevant color distribution patterns while letting
similarity matching focus on the rest.𝑀𝑛 enables performing
a domain boundary match in later implementation. In other
words, 𝐻𝑛 focuses on the fine-grain distribution matching,
while𝑀𝑛 and 𝑅𝑛 focus on domain boundaries matching.

Next step is to use the summary features of reference
pedestrian image and relative features to generate similarity
features for SVM [3] training and classification. Firstly, we
normalize both 𝐻𝑟 and 𝐻𝑛 by dividing the cumulated sum
of their own, respectively. This normalization aims to reduce
fluctuation noises caused by occlusions, pose variations, and
viewpoint variations, making 𝐻𝑟 and 𝐻𝑛 more compatible
for different scales of input images while well preserving
color distribution patterns. Then, we compute the absolute
difference matrices of𝐻𝑟 and𝐻𝑛. Right after that, we project
these difference matrices into a subspace by computing
the corresponding cumulated sums of absolute difference
matrices as distance values by (5). We mark these 6 distance
values calculated from the corresponding absolute difference
matrices as 𝑉𝑑.

𝑉𝑑 = sum(abs( 𝐻𝑛sum (𝐻𝑛) −
𝐻𝑟

sum (𝐻𝑟))) . (5)

Secondly, we get 6 occurrence relative ratios 𝑅𝑟−𝑜−𝑟 from
corresponding𝑀𝑟 and𝑀𝑛 calculated by (6), plus 1 summary
relative ratio 𝑅𝑠−𝑟−𝑟 calculated by (7), resulting in 7 relative
ratios marked as 𝑉𝑟𝑟.
𝑅𝑟−𝑜−𝑟 = ∑

𝑟−1
𝑥=0∑𝑐−1𝑦=0 (𝑀𝑛 (𝑥, 𝑦)𝑀𝑟 (𝑥, 𝑦))
∑𝑟−1𝑥=0∑𝑐−1𝑦=0𝑀𝑟 (𝑥, 𝑦) , (6)

𝑅𝑠−𝑟−𝑟 = ∑
6
𝑖=1∑𝑟−1𝑥=0∑𝑐−1𝑦=0 (𝑀𝑛,𝑖 (𝑥, 𝑦)𝑀𝑟,𝑖 (𝑥, 𝑦))
∑6𝑖=1∑𝑟−1𝑥=0∑𝑐−1𝑦=0𝑀𝑟,𝑖 (𝑥, 𝑦) , (7)

where 𝑖 stands for different occurrence mask in both𝑀𝑛 and𝑀𝑟. Thirdly, for 𝑅𝑟 and 𝑅𝑛, we calculate absolute difference
ratios by (8) and mark them as 𝑉𝑒𝑟.

𝑉𝑒𝑟 = abs (𝑅𝑛 − 𝑅𝑟) . (8)

Finally, we concatenate𝑉𝑑,𝑉𝑟𝑟, and𝑉𝑒𝑟 into a 22-dimensional
vector forming the similarity features as input of SVM for
training and classification. This 22-dimensional vector is
designed with the aim of avoiding background pixels and
providing robust representativeness for classification.

3.3. Classification Metric Learning. In classification metric
learning, we use 435 pedestrian images, which are auto-
matically extracted from ViSOR [22] surveillance video
sequences, to learn interclass variations between 2 pedestrian
images of 2 individuals and intraclass variations between 2
pedestrian images of the same individual.We propose a Pure-
vs-Exception strategy to separate these 435 pedestrian images
into 4 groups.Three of themare PureGroups, only containing
3 different individuals with each individual corresponding to
1 specific PureGroup.The last group, called ExceptionGroup,
contains pedestrian images of individuals different from
those individuals in Pure Groups. Pure Groups have 130, 134,
and 136 pedestrian images, respectively, while the Exception
Group has 35 pedestrian images of 21 individuals. Positive
training samples are generated from every combination of 2
images inside each Pure Group, considering combination
order which matters for reference image and test image. So,
Pure Groups have 16,900 (1302), 17,956 (1342), and 18,496(1362) positive training samples, respectively, adding up to
53,352. Meanwhile, negative training samples are generated
from image pairs where one is from one of the Pure Groups
and the other is from any other group, resulting in an amount
of 67,324.The number 67,324 comes from (130∗ (134+ 136+35) + 134 ∗ (136 + 35) + 136 ∗ 35). Thus, we generate a
total of 120,676 labeled samples for training from these 435
pedestrian images.

With these training samples, we explore 𝐶𝐷𝑃𝑀’s perfor-
mance using the SVMprovided by [3] under different kernels
and different kernel degrees, while the other parameters of
SVM are set as default. The kernels include linear kernel
(Lin.), polynomial kernel (Poly.), radial basis kernel (Rad.),
and sigmoid kernel (Sig.). The kernel degree varies from 1 to
5, which only works in polynomial kernel.We train the SVMs
with different kernels and degrees on these 120,676 labeled
samples.

After training, we also use 200 pedestrian images (with 50
individuals and 4 pedestrian images of different viewpoints
for each individual) in IPR dataset to generate 20,400 labeled
samples with 800 positives and 19,600 negatives for the
classification test. Table 1 shows the test results of the trained𝐶𝐷𝑃𝑀 methods. In Table 1, AC means overall accuracy
on test samples, while PM and NM represent the false
prediction rates inside positive samples and negative samples,
respectively. The highest accuracies are highlighted in bold
type. As the kernel degree varies from 1 to 5, test accuracy
of polynomial 𝐶𝐷𝑃𝑀 descends from 94.89% to 91.93%, and
test accuracy declines to 81.57% when the kernel degree
reaches 10 in further tests. The classification results of all 4
kernels, where polynomial kernel’s degree is 1, are very
close, showing the stability of our 𝐶𝐷𝑃 feature model. Even
though the test samples are unbalanced on the distribution of
positives and negatives, PMs and NMs are both below
9%, and the differences between them are less than 6%.
This shows great and balanced classification performance
of 𝐶𝐷𝑃𝑀 methods on both positives and negatives. How-
ever, it is hard to determine which kernel is better in the
Re-ID ranking problem from Table 1 without any further
experiments.
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Table 1: Classification accuracies oF 𝐶𝐷𝑃𝑀methods.

Degree 1 2 3 4 5
AC PM NM AC PM NM AC PM NM AC PM NM AC PM NM

CDPMl (Lin.) 95.31 8.25 4.54 - - - - - - - - - - - -
CDPMp (Poly.) 94.89 5.88 5.08 94.43 5.25 5.59 93.78 4.25 6.3 93.08 3.25 7.07 91.93 2.5 8.3
CDPMr (Rad.) 94.82 6.88 5.11 - - - - - - - - - - - -
CDPMs (Sig.) 94.81 6 5.15 - - - - - - - - - - - -

Figure 3: Sample pedestrian images from 3DPeS.

Thus, in further experiments, we use these 𝐶𝐷𝑃𝑀
methods with 4 kernel types (where the kernel degree for
polynomial kernel is 1) to evaluate our 𝐶𝐷𝑃 feature models
capabilities and compare them with other state-of-the-art
methods on 2 public datasets: 3DPeS dataset [21] and IPR
dataset [18].

4. Experiment

In this section, we evaluate our 𝐶𝐷𝑃𝑀 method on 2 public
datasets: 3DPeS dataset [21] and IPR dataset [18]. These 2
datasets are based on real surveillance setup of University
of Modena and Reggio Emilia campus. Surveillance setup
contains 8 cameras at different zoom levels with a recording
resolution of 704 × 576 pixels. 3DPeS and IPR are 2 of the
few person Re-ID datasets that provide silhouette images
required by our 𝐶𝐷𝑃𝑀method, while the others, like VIPeR
[23], iLIDS [24], and CAVIAR [25], do not provide silhouette
images. Note that, due to implementation limits, 3DPeS
and IPR datasets provide silhouette images that filter out
most background pixels rather than all background pixels.
In addition, IPR dataset is better segmented and smaller
than 3DPeS, while some silhouette images in 3DPeS contain
shadow areas caused by sunlight.

Here, we present averaged comparison results with the
widely used cumulative match characteristic (CMC) and
CMC curves. We also report the proportion of uncertainty
removed (PUR) value proposed in [16]:

PUR = log (𝑆) + ∑𝑆𝑟𝑀(𝑟) log (𝑀 (𝑟) + 𝑒)
log (𝑆) , (9)

where 𝑆 is the size of test data,𝑀(𝑟) is match characteristic
instead of cumulative match characteristic, and 𝑒 is an
extremely small constant to avoid meaningless definition in
logarithm when 𝑀(𝑟) is 0. In our experiment, 𝑒 is set to1𝑒–18, which still preserves 16 precisions after decimal point

for 𝑆 = 95. The PUR value evaluates the entropy information
of output rank and is invariant to the logarithm base used.
Additionally, PUR value ranges from 0 to 1. A larger PUR
value indicates that more values are concentrated in fewer𝑀(𝑟)s since all𝑀(𝑟)s add up to 1. For example, assume that𝑀(1) is 1 and the remaining𝑀(𝑟)’s are all 0, and PUR value
is 1 according to (9). When all𝑀(𝑟)’s are equal, PUR value is
0. As mentioned in [16], PUR value describes the behaviors
of all 𝑀(𝑟)’s in the entire rank instead of the behavior of
any single 𝑀(𝑟). To obtain a precise evaluation of different
ranks performances, wemust combine PUR scoreswithCMC
scores during assessment. This is exceptionally helpful for
evaluating close CMC scores at different ranks.

The following subsections explain the details of experi-
mental settings and results.

4.1. Experiment on 3DPeS Dataset

4.1.1. Dataset and Experimental Protocol. 3DPeS [21] dataset
provides 1,011 snapshots of 192 individuals with both appear-
ance images and silhouette images. These 1,011 pedestrian
images contain significant pose viewpoint variations, as well
as illumination changes. Examples are shown in Figure 3.

We adopt the single-shot experiment setting [6] to ran-
domly divide 3DPeS dataset into 2 subsets with 𝑃 individuals
in test subset, where 𝑃 is set to 95. In the test subset, we
randomly choose 1 image of each individual to form the
reference set and randomly choose another image of each
individual to form the test set. We repeat this partition 10
times to generate 10 groups of test data for evaluation.

4.1.2. Features and Implementation Details. In our experi-
ment, we loosely crop out background areas, as shown in
Figure 4, instead of scaling pedestrian images into a fixed
resolution like [5–7, 12].

We employ 4 different kernels, linear kernel, polynomial
kernel with kernel degree of 1, radial basis kernel, and sigmoid
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(a) Before cropping (b) After cropping

Figure 4: Cropping out background extension area.

kernel in our𝐶𝐷𝑃𝑀.Thus, there are 4 corresponding𝐶𝐷𝑃𝑀
methods: 𝐶𝐷𝑃𝑀𝑙, 𝐶𝐷𝑃𝑀𝑝, 𝐶𝐷𝑃𝑀𝑟, and 𝐶𝐷𝑃𝑀𝑠, in which
the postfixes 𝑙, 𝑝, 𝑟, and 𝑠 represent linear kernel, polynomial
kernel, radial basis kernel, and sigmoid kernel, respectively.
Our 𝐶𝐷𝑃 feature model extracts 32 × 32 2D histogram
matrices from 6 channels of Lab and HSV color spaces based
on 2 body parts, as well as 32 × 32 occurrence mask matrices,
plus a 7-bin occurrence ratio. We project their concatenation
into a 22-dimensional feature vector.

In cAMT-DCA [12], color, LBP, and HOG features are
extracted from 75 overlapping 16 × 16 blocks. Block step sizes
in both horizontal and vertical directions are 8 pixels. The
color histogram is a 16-bin histogram from 8 color channels
of RGB, YCbCr, and HS. For each block, a 484-dimensional
vector is generated, including color, LBP, and HOG features.
Since there are 75 blocks in each pedestrian image, a 36,300-
dimensional vector is generated, which is then compressed
into a 100-dimensional vector by PCA before being applied
in cAMT-DCA.

DSTML [7] uses features extracted from 6 nonoverlap-
ping horizontal stripes of each pedestrian image. Features
consist of 16-bin histograms from 8 channels of RGB, YUV,
and HS channels, as well as uniform LBP histograms with 8
neighbors and 16 neighbors, respectively.Then, histograms of
each channel are normalized and concatenated into a 2,580-
dimensional feature vector. Before being applied in DSTML,
PCA learned from source data is used to project the target
feature vector into a low-dimensional feature vector.

PCCA [26], LDFA [16], SVMML [27], KISSME [10],
rPCCA [6], kLDFA [6], and MFA [6] use the same set of
features. The features used in PCCA are extracted from 32 ×32 overlapping blocks with a step size of 16 pixels in both
horizontal and vertical directions, while the features used in
the other 6 methods are extracted from 16 × 16 overlapping
blocks with a step size of 8 pixels in both horizontal and

vertical directions. Features, containing 16-bin histograms of
8 color channels (RGB, YUV, andHS) and 2 kinds of uniform
LBP histograms with 8 neighbors and 16 neighbors, are
extracted from these blocks.Then, histograms are normalized
and concatenated into a feature vector. In PCCA, rPCCA,
LFDA, and kLFDA, the concatenated feature vector space is
projected into 40-dimensional space, while it is projected into
30-dimensional space in MFA and 70-dimensional space in
KISSME.

REV [6] conducts ranking ensemble voting of rPCCA,
kLDFA, and MFA by adding rankings in a simple voting
scheme.

The first 10 methods in Table 2 use features extracted over
dense blocks from resized pedestrian imageswith a resolution
of 128× 48 pixels. In the parentheses of first row inTable 2, the
first parameter in numeric form indicates the region size of
pedestrian image when extracting features, while the second
parameter indicates the kernel type inwhich𝑅𝑥2 means𝑅𝐵𝐹−𝑥2 kernel. The parameter settings of these 10 methods are the
best settings reported in [6, 7, 12].

Note that our training setting is different from these
other methods. We use a training set extracted from ViSOR
surveillance video sequences, which is the source of 3DPeS
dataset. Our training set only contains 435 pedestrian images
of 24 individuals. Among these 435 images, there are 400
pedestrian images coming from 3 individuals in the Pure
Groups. In cAMT-DCA, the corresponding training set con-
tains all images in the source dataset (VIPeR, 1,264 pedestrian
images of 632 individuals) and the images of the other
97 individuals from 3DPeS dataset. DSTMLs corresponding
training set consists of the label information of source dataset
CAVIAR, with 1,220 pedestrian images of 72 individuals.The
other methods mentioned in this section all use the rest 97
individuals in 3DPeS dataset as training set, with around half
of 1,011 pedestrian images.Thus, compared to those methods,
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Table 2: PUR and CMC scores on 3DPeS dataset with 𝑃 = 95 test individuals.
𝑟 cAMT-

DCA DSTML SVMML
(75)

PCCA
(14, 𝑅𝑥2 )

LFDA
(75)

KISSME
(75)

rPCCA
(75, 𝑥2) kLFDA

(75, 𝑥2) MFA
(75, 𝑥2) REV 𝐶𝐷𝑃𝑀l 𝐶𝐷𝑃𝑀p 𝐶𝐷𝑃𝑀r 𝐶𝐷𝑃𝑀s

1 31.9 32.5 34.7 42.2 45.5 41.3 47.3 54.0 48.4 54.2 67.9 68.8 68.6 68.7
5 53.5 54.3 66.4 71.1 69.2 66.2 75.0 77.7 72.4 77.7 79.9 80.5 80.0 80.5
10 63.9 65.3 78.8 82.1 78.0 76.3 84.5 85.9 81.5 86.1 85.2 85.7 85.1 85.7
20 75.1 N/A 88.5 90.5 86.1 85.3 91.9 92.4 89.8 92.8 92.3 92.8 92.1 91.8
PUR N/A N/A 9.7 45.1 43.2 40.1 49.3 53.5 47.6 53.8 62.3 63.6 62.9 63.2

our training set is the smallest and hardest with least number
in both images and individuals.

4.1.3. Experimental Results. Table 2 and Figure 5 show the
average results of our 4 𝐶𝐷𝑃𝑀 methods and several other
methods. The highest CMC scores at every rank and highest
PUR value are highlighted in bold type. For fair comparison,
we use the results provided by the authors or by correspond-
ing cited papers, under the single-shot experiment setting
with 95 test individuals. Results in the first and second
columns in Table 2 are from Wang et al. [12] and Hu et al.
[7], respectively, and results of the third to tenth columns
come from the fantastic work reported in literature [6].These
results are the best reported results of 3DPeS in the existing
literatures [6, 7, 12, 16, 21, 28]. Table 2 shows that all 4
of our 𝐶𝐷𝑃𝑀 methods outperform the other methods at
rank 1 and rank 5 CMC scores, achieving at least 13.7% and
2.2% improvement, respectively. Meanwhile, our 𝐶𝐷𝑃𝑀𝑝
achieves 14.6% and 2.8% improvement at rank 1 and rank
5 CMC scores, respectively. At rank 10 CMC score, REV
performs best with 0.4% to 1% improvement compared to
our 4 methods. As for rank 20 CMC score, our 𝐶𝐷𝑃𝑀 and
REV achieve the highest figure, 92.8%. Note that REV is a
fusion solution of kLFDA, rPCCA, and MFA and is more
complicated and computational than any of them. Although
REV is slightly better than 𝐶𝐷𝑃𝑀𝑝 in rank 10 CMC score,
our methods have higher PUR scores than those of methods
reported by Xiong et al. [6]. Among PUR scores, 𝐶𝐷𝑃𝑀𝑝
possesses the highest score, with at least 9.8% improvement
over the PUR scores reported in the other 8 methods. Under
the consideration of both CMC and PUR, our 𝐶𝐷𝑃𝑀𝑝 has
the best performance among all methods in Table 2.

In Figure 5, our methods show great advantage with rank
1 and rank 2 matching accuracies. The other 10 methods
extracted features from dense overlapping regions containing
both background and person information and do not alter
their feature selection strategies automatically according to
different poses and different body types between test and
reference pedestrian images. This means they are unable to
properly filter out background features in matching phase
when significant pose and body type variations occur. Our
methods possess great tolerance for different poses and body
types because our 𝐶𝐷𝑃 feature model has already filtered
out most background pixels with silhouette images before
features extractions. Furthermore, it projects the extracted
features into a uniform space for similarity matching. The
slopes of our methods in Figure 5 decrease faster than those
of other methods from rank 2 to rank 10, which means the
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Figure 5: CMC curves on 3DPeS dataset.

growth ofmatching accuracies of ourmethods in top 10 ranks
is smaller than those of the other methods. Normally, the
slope of CMCcurve decreases faster when the rank 1 accuracy
is higher due to smaller growth of CMC scores in subsequent
ranks. Despite lack of competitiveness after rank 5, our 4
methods remain in top ones, still holding some of the best
reported results.

The cAMT-DCA and DSTML methods are designed
under the circumstance of learning a similarity classifica-
tion metric for the target scenario from another existing
annotated dataset, since manually annotating a large dataset
of pairwise pedestrian images is costly and impractical for
efficiently deploying a Re-ID system to a completely new
scenario [12]. Even though the results of these 2 methods are
the lowest at rank 1, rank 5, and rank 10, they are still good
trials in transfer metric learning.

Our 𝐶𝐷𝑃𝑀 provides a practical alternative to automat-
ically collecting pedestrian images from video sequences
and uses Pure-vs-Exception strategy to group these images
for similarity classification metric learning. The experimen-
tal results of our methods on 3DPeS dataset show the
effectiveness of our similarity classification metric learning.
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Table 3: PUR and CMC scores on IPR dataset with 𝑃 = 25 test individuals.
r Reference or model: 3 images for each individual Reference: 2 images for each individual Reference: 1 image for each individual

SARC3D 𝐶𝐷𝑃𝑀l 𝐶𝐷𝑃𝑀p 𝐶𝐷𝑃𝑀r 𝐶𝐷𝑃𝑀s 𝐶𝐷𝑃𝑀l 𝐶𝐷𝑃𝑀p 𝐶𝐷𝑃𝑀r 𝐶𝐷𝑃𝑀s 𝐶𝐷𝑃𝑀l 𝐶𝐷𝑃𝑀p 𝐶𝐷𝑃𝑀r 𝐶𝐷𝑃𝑀s
1 76 87.5 89.5 88 89 84.3 86.8 86.2 86.3 76.8 79.7 79 79.8
2 85 95 95 94.5 95 92.7 94.3 94 93.8 88.8 90.8 89.8 90.8
5 93 99.5 99.5 99.5 99.5 98.2 98.3 98.2 98.3 97.5 98.2 97.7 98.3
10 98a 99.5 99.5 99.5 99.5 98.8 99.2 98.8 99.3 98.7 98.8 98 98.7
PUR 68.8b 84.0 85.9 84.1 85.4 79.6 81.8 81.3 81.7 72.2 75 74.1 75.5
aThe accuracy of rank 10 in SARC3D is read from Figure 6 in [18]. bThe PUR score is calculated using figures read from Figure 6 in [18].

Our 4 methods, 𝐶𝐷𝑃𝑀𝑙, 𝐶𝐷𝑃𝑀𝑝, 𝐶𝐷𝑃𝑀𝑟, and 𝐶𝐷𝑃𝑀𝑠,
corresponding to 4 different kernels had close results on
3DPeS dataset. Although𝐶𝐷𝑃𝑀𝑝 and𝐶𝐷𝑃𝑀𝑠 are very close,𝐶𝐷𝑃𝑀𝑝 is slightly better than 𝐶𝐷𝑃𝑀𝑠. 𝐶𝐷𝑃𝑀𝑟 is third
best, and 𝐶𝐷𝑃𝑀𝑙 is last. Despite these rankings, such close
results are due to more precise and stable features provided
in our 𝐶𝐷𝑃 feature model by filtering out most background
information.

4.2. Experiment on IPR Dataset

4.2.1. Dataset and Experimental Protocol. IPR dataset is
smaller than 3DPeS dataset and does not contain many
illumination variations among images of the same individual.
However, it is a suitable dataset to evaluate the robustness of
viewpoint variations due to its specific settings. IPR dataset
is a specialized dataset that contains 50 individuals with
4 specific images for each individual, resulting in a total
of 200 pedestrian images. There are 4 different viewpoints
for each individual, as shown in Figure 6: front view, back
view, left view, and right view. These kinds of variations are
challenging for methods based on dense blocks over fixed
resolutions because of their asymmetric and nonuniform
distribution of body. Furthermore, due to its specialization
and small quantity of images, IPR dataset is not well known
to the public. Thus, we only compared our 𝐶𝐷𝑃𝑀 method
with SARC3D [18], which is intrinsically independent of
viewpoint variations as mentioned in [18], and evaluated𝐶𝐷𝑃𝑀’s capability of dealingwith these viewpoint variations.

We employ 3 different test settings with 1, 2, and 3 images
of each individual to form the reference set but only 1 image
of each individual to form the test set.We replicate 24, 24, and
8 partitions for these 3 experimental settings, respectively,
by choosing different images forming different reference and
test sets. Half partitions come from the first 25 individuals,
and the other half come from the last 25 individuals. The
reference set with 3 images is the easiest setting for testing,
while the reference set with 1 image is the hardest for testing.
Since SARC3D method requires 3 images to generate feature
model, SARC3D is only evaluated in the reference setting
with 3 images. Conversely, our methods are presented in all 3
reference settings.

4.2.2. Features and Implementation Details. We evaluate𝐶𝐷𝑃𝑀𝑙, 𝐶𝐷𝑃𝑀𝑝, 𝐶𝐷𝑃𝑀𝑟, and 𝐶𝐷𝑃𝑀𝑠 with the same
model setting in 3DPeS on IPR dataset, since IPR dataset is
also generated from ViSOR sequences.

Figure 6: Sample images from IPR dataset. Rows from up to bottom
are front views, back views, left views, and right views, respectively.

SARC3D method uses 3 images to generate features
through a graphical 3D body model with a selected set
of vertices. Note that the 3D body model is learned prior
to extract feature, which is an exclusive and advantageous
setting. SARC3D extracts a 16-bin color histogram fromHSV
with 8 bins for H channel and 4 bins each for S and V
channels, over 10 × 10 pixel blocks for each vertex. Besides
color histogram, location, mean color, optical reliability, and
saliency are also extracted for each vertex. Then, global
similarity distance 𝐷H and local similarity distance 𝐷S are
computed from weighted average of vertex-wise distances by
using different weighting strategies. During matching, the
final distancemeasure𝐷HS is computed by the product of𝐷H
and𝐷S.
4.2.3. Experimental Results. Averaged results are shown in
Table 3 and Figure 7. The highest CMC and PUR scores
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Figure 7: CMC curves on IPR dataset.

of each reference setting are highlighted in bold type in
Table 3. For better observation, we only draw results of the
first reference setting in Figure 7. With less test individuals
and less illuminations variations, CMC scores are much
higher on IPR dataset than those on 3DPeS dataset. However,
IPR dataset still possesses challenges on viewpoint and pose
variations, as shown in Figure 6.

In the first reference setting of Table 3, SARC3D’s results
represent the best setting in [18], and PUR score is calculated
using reading figures with maximum error less than 0.2%.
All 4 of our methods outperform SARC3D. In particular,𝐶𝐷𝑃𝑀𝑝 achieves 13.5%, 10%, 6.5%, and 1.5% improvements
at rank 1, rank 2, rank 5, and rank 10CMC scores, respectively,
while PUR score improvement reaches 17.1%. The higher
CMC and PUR scores of our 𝐶𝐷𝑃𝑀 methods on this
reference setting can be explained in 3 aspects. Firstly, test
set is small with only 25 individuals, and pedestrian images
are well segmented with nearly no background information.
Meanwhile, there is no illumination variance among the
pedestrian images of the same individual. Secondly, our𝐶𝐷𝑃𝑀methods are free from background influences caused
by pose and body type variations, especially for the well-
segmented pedestrian images. Thirdly, our 𝐶𝐷P𝑀 methods
use similarity scores computed from 3 reference images to
evaluate the final similarity measure for classification.

In the second reference setting, compared to SARC3D,
improvements of 𝐶𝐷𝑃𝑀𝑝 at rank 1, rank 2, rank 5, and rank
10 CMC scores are 10.8%, 9.3%, 5.3%, and 1.2%, respectively,
and PUR score improvement is 13%. In the third reference
setting, improvements of𝐶𝐷𝑃𝑀𝑠 are 3.8%, 5.8%, 5.3%, 0.7%,
and 6.7%, respectively. All our methods in these 2 reference
settings outperform SARC3D in the first reference setting
according to CMC and PUR scores. The results on these two
harder settings further prove that our 𝐶𝐷𝑃𝑀 methods have
better tolerance for pose and viewpoint variations in IPR
dataset than SARC3D. Furthermore, our experimental results

prove the effectiveness of our metric learning strategy under
the same domain.

Through these 3 reference settings, our experimental
results show that our 𝐶𝐷𝑃𝑀 methods achieve significant
improvements with multireference images. The behaviors of
our 4 methods on IPR dataset are very similar to those on
3DPeS dataset. But the lower number of test individuals, well-
segmented silhouette images, and multiple reference images
not only make our 4 methods more different at rank 1 CMC
scores and PUR scores but also swap the rankings of 𝐶𝐷𝑃𝑀𝑠
and 𝐶𝐷𝑃𝑀𝑝 in the hardest setting (with 1 reference image).

4.3. Analysis across Tables. Test results from Table 1 in dis-
tance metric learning are subject to a classification problem,
while the experiment results from Tables 2 and 3 on 3DPeS
and IPR datasets are subject to a ranking problem. Thus, the
rankings of our 4 methods in Table 1 are different from those
in Tables 2 and 3. However, there is a link between Table 1 and
the other tables. From the first column in Table 1, the sums
of PM and NM for 𝐶𝐷𝑃𝑀𝑙, 𝐶𝐷𝑃𝑀𝑝, 𝐶𝐷𝑃𝑀𝑟, and 𝐶𝐷𝑃𝑀𝑠
are 12.79%, 10.96%, 11.99%, and 11.15%, respectively, and the
corresponding mean variances of PM and NM are 3.44, 0.16,
0.78, and 0.18 with a scale of 10−4, respectively.The ascending
orders of the sums andmean variances are consistent with the
rankings on 3DPeS and IPR datasets. Thus, under identical
or very close ACs, 𝐶𝐷𝑃𝑀 tended to perform better on the
Re-ID task with both less sum and less mean variance of PM
and NM.This explains why 𝐶𝐷𝑃𝑀𝑝 had better performance
than the other 3𝐶𝐷𝑃𝑀methods. Additionally, the closeACs,
sums, and mean variances of PN and NM between 𝐶𝐷𝑃𝑀𝑝
and 𝐶𝐷𝑃𝑀𝑠 explain the close results between 𝐶𝐷𝑃𝑀𝑝 and𝐶𝐷𝑃𝑀𝑠 on 3DPeS and IPR datasets.

5. Conclusion

We have proposed a 𝐶𝐷𝑃 feature model and evaluated the
performances of our Re-ID 𝐶𝐷𝑃𝑀 methods on 3DPeS and
IPR datasets. Experimental results show that our 𝐶𝐷𝑃𝑀
methods have better performance compared to other state-
of-the-art approaches and possess great tolerance for pose
and viewpoint variations. In addition, we provide an effective
similarity classification metric learning strategy for our 𝐶𝐷𝑃
featuremodel tomaximize interclass differences and suppress
intraclass differences. Although our𝐶𝐷𝑃 featuremodel relies
on silhouette images, which can be automatically extracted
from video sequences or provided, it is compatible with
varied image resolutions and is free of resizing distortion.

However, due to strong reliance on silhouette images,
unfiltered background pixels can directly affect the classi-
fication results in our 𝐶𝐷𝑃𝑀 method. Thus, we intend to
improve segmentations of the silhouette images provided or
autoextracted, by filtering out more background pixels with
less loss of person pixels in the future. In particular, we
would like to automatically filter out shadow pixels cast by
sunlight. In addition, we will also focus on finding integrable
texture features and enriching the feature dimension of 𝐶𝐷𝑃
to enhance robustness for significant illumination variations.
By applying our method to surveillance systems in future
work, we will find amore reliablematching strategy to exploit
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𝐶𝐷𝑃 features in the similarity classification metric learning
and multireference matching.
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We propose a channel selection strategy with hybrid architecture, which combines the centralized method and the distributed
method to alleviate the overhead of access point and at the same time provide more flexibility in network deployment. By this
architecture, we make use of game theory and reinforcement learning to fulfill the optimal channel selection under different
communication scenarios. Particularly, when the network can satisfy the requirements of energy and computational costs, the
online decision algorithm based on noncooperative game can help each individual sensor node immediately select the optimal
channel. Alternatively, when the network cannot satisfy the requirements of energy and computational costs, the offline learning
algorithm based on reinforcement learning can help each individual sensor node to learn from its experience and iteratively adjust
its behavior toward the expected target. Extensive simulation results validate the effectiveness of our proposal and also prove that
higher system throughput can be achieved by our channel selection strategy over the conventional off-policy channel selection
approaches.

1. Introduction

Multichannel communication enables terminals to transmit
on different channels simultaneously without mutual inter-
ferences. It has beenwidely used inWireless SensorNetworks
(WSNs) or Internet ofThings (IoT) to support large anddense
networks [1]. Since different channels may result in different
transmission qualities, the channel selection plays crucial role
in multichannel WSNs.

Owing to the constraints of energy budget and memory
size of WSN nodes, centralized approaches are usually con-
sidered to conduct channel selection. In these approaches,
a central node, for example, access point (AP) or sink
node, performs all the necessary computations and informs
reasonable channel selection decision to other sensor nodes.
Wu et al. [2] adopt a static tree-based channel selection
approachwhere the sink node can operate on attribute sensor
node to switch to a channel with minimum interference.
Li et al. [3] extend the typical two-level architecture by
using aggregator coordinate associated with sensor nodes
to avoid the transmission of huge collected data. However,

centralized approaches have limited performances in large-
scale networks. Therefore, the distributed approaches have
attracted more interests, since they allow better flexibility
and scalability in node deployment. Tang et al. [4] design
a counter-based approach in which nodes select channels
based on the channel quality. Nevertheless, information
exchange and negotiation among nodes in this approach
require tight synchronization.

In order to implement self-decision and self-learning,
the approaches based on game theory and reinforcement
learning have been introduced to improve channel selection
or other resource allocation problems, for example, [5–11].
Game theory has been a powerful tool tomodel decentralized
networks to obtain an equilibrium state. Its common draw-
backs lie in the huge instant computational costs. Félegyházi
et al. [5] define two-tier noncooperativemedium access game
which composes of a channel allocation and amultiple access
subgames. Han and Kawanishi [6] provide two types of
game strategies to adapt to different collision probabilities.
Canzian et al. [7] design an equilibrium game between the
pricing and intervention to achieve the maximum efficiency
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in the perfect monitoring scenario. On the other hand,
reinforcement learning can be used to help each individual
node learn from a sequence of their individual feedback
history and adjust their behaviors towards expected state,
gradually. Nie and Haykin [8] provide a classical reinforce-
ment learning framework to solve the channel assignment
problem. Naddafzadeh-Shirazi et al. [9] and Zhou et al. [10]
investigate reinforcement learning schemes to help secondary
users capture the state of the primary user and learn the sat-
isfactory feedback to improve its own utility. Zame et al. [11]
design a statistical count learning scheme to make secondary
stations learn from and coordinate their own histories, while
simultaneously teaching other stations about these histories
of counter. Unfortunately, reinforcement learning approaches
have a common disadvantage that they usually require lots
of learning iterations to converge to an acceptable solution.
Furthermore, most existing work is based on information
exchange and negotiation among users, which may cause
computational complexity and communication overhead.

In this paper, we propose an intelligent channel selection
strategy with hybrid architecture which benefits from the
combination of centralizedmethods and distributedmethod.
Our work requires neither central control nor any exchange
or negotiation messages among sensors. Most importantly,
we make use of the intelligent technique, for example, game
theory and reinforcement learning, to find a solution to the
application limitation problem of optimal channel selection
with different communication overhead. To achieve this goal,
we formulate two algorithms from the perspective of sensors
which, respectively, named online decision algorithm and
offline learning algorithm. We consider the proposed online
strategy and offline strategy have their own merits and are
targeted at different application scenarios.

The online decision algorithm based on noncooperative
game is to help each individual sensor immediately select
optimal channel when the network can satisfy the require-
ments of energy and computational costs. In terms of the
computational complexity, the online strategy is based on the
noncooperative game and is less complex than the cooper-
ative game. The “online” here means real-time computation
that sensors can obtain immediate results. This approach is
focused on how to find the optimal equilibrium state through
local computation by each individual sensor.

The offline learning algorithm based on reinforcement
learning is to address the iterative channel selection to
decrease energy consumption. Each sensor can learn from
a sequence of its individual feedback history and adjust its
behavior towards the expected target. This approach empha-
sizes the learning ability that sensor learns its behavior and
picks optimal choices while converging to an acceptable and
stable solution. Different from the online decision, the offline
learning algorithm cannot affect node’s selection behavior
immediately, but in an iterative way. Therefore, the main
contributions of this paper are twofold:

(i) We propose a hybrid architecture, in which central-
ized processing and distributed processing are jointly
considered in order to alleviate overhead of AP node
and allow more flexible deployment.

(ii) In this architecture, we present two types of optimal
channel selection algorithm based on intelligent deci-
sion and learning.They can be used to adapt to differ-
ent requirements of the communication overhead. It
requires no central control, no information exchange,
or negotiation among individual nodes, which allows
low computational complexity, communication over-
head, and storage requirement.

The rest of this paper is organized as follows. Section 2
briefly reviews related work. Section 3 introduces the system
model. In Sections 4 and 5, the online decision and offline
learning method for channel selection are, respectively,
explained in detail. Section 6 validates our proposal via
simulation. Section 7 concludes this research.

2. Related Work

Intelligent methods have been extensively investigated on
the channel selection problem in the past decade. They are
different from conventional channel selection strategies by
taking advantage of the sense information around external
environment to make a decision in the channel selection
process. The intelligent methods can be broadly divided into
two categories: the game-based category that focuses on
applying game theoretical tools to make a real-time decision
[5–7, 12–23] and the learning-based category that focuses
on introducing reinforcement learning techniques to select
optimized resource [8–11, 24–31].

For the game-based category, a host of game strategies
are presented to fit the optimal channel selection process,
including cooperative game and noncooperative game solu-
tions. The cooperative game can improve the performance of
resource allocation protocol, while it needsmore information
exchange and negotiation among nodes, which incurs high
communication overhead and computational complexity.
Nuggehalli et al. in [12] exploit AP node to manage the
priority of other nodes, which guarantees the fairness of the
bargaining process. This thread is enhanced by penalizing
and pricing mechanisms [13–16]. In specific, Shrestha et al.
[13] and Chatterjee and Wong [14] investigate punishment
mechanism to promote cooperation. Wang et al. [15] and Cui
et al. [16] propose a pricingmodel based on Stackelberg game,
in which the leader node formulates price list for follower
node to access certain desirable channel. Recently, a new
incentive scheme, called intervention, has gained utilization
in [17–19]. These approaches aim at formulating several
incentive mechanisms to achieve higher utility. However,
these methods need designers or coordinators to price and
formulate reasonable rules during the initial phase. Nodes
should perform strictly with the rules during the execution
phase, which brings an inevitable problem for dynamic
network scenarios that designers need to monitor and adjust
rules constantly. All of the aforementioned works depend
on a centralized server to solve the resource allocation issue
and inform the decision to each individual node. However,
in many cases, the synchronization information may not
be available for all nodes, and some nodes may deviate
from cooperation. The second thread in this category uses
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noncooperative game-based algorithms and policies for the
distributed scenario, in which each node makes real-time
decisions considering only to maximize its individual utility.
Cho and Tobagi [20] indicate that the noncooperative game
has lower computational complexity than cooperative game.
The work suggests that noncooperative system converges
the individual benefits with an appropriate selfish strategy
that can lead to a global network optimal result. In [21],
each node maintains some local counters to collect the
states of packet transmission, based on which the conditional
collision probability and the transmission probability of the
opponents’ behavior can be calculated without negotiation.
Zheng et al. [23] extend the works in [22] and investigate the
problem of channel selection where no information exchange
is available among users without the centralized controller.
Each user adaptively updates its channel selection strategy
relying on the individual experienced action-reward. It can
be noted that the prior solutions in [22, 23] are similar to
our design as they do not need to exchange information in
dynamic and distributed networks. Nevertheless, the prior
work needs a mechanism to distinguish active users from
inactive ones, which is not required in our design.

For the learning-based category, reinforcement learn-
ing approaches are firstly proposed to achieve low energy
consumption and low computational complexity in WSN
[24–26]. Subsequently, more and more investigations are
performed by combining it with the other mechanisms [29–
33] in cognitive networks. Teng et al. [27] have discussed a
scheme which adopts a 𝑄-learning-based auction game to
help nodes compete channel access opportunity. Kakalou et
al. [28] and Saleem et al. [29] use cluster-based architectures
instead of the central entity, in which cluster head observes
the traffic of primary user (PU) to avoid collisions while
keeping other member nodes synchronized. In [30], Lin et
al. have investigated a novel dynamic spectrum access frame-
work with control information exchange through beacons. In
[31], a novel distributed 𝑄-learning algorithm with heuris-
tically accelerated scheme has been shown to be a powerful
approach to solve dynamic spectrum access problem. The
main insight of these contributions is employing interactive
information among nodes; however, an excess of information
exchange may oppose the alleviation of communication
overhead. Motivated by these observations, in our solution,
the information exchange is not necessary in our approach.

3. System Model

There are two types of node in the considered system: AP and
sensor node. Assume that there are 𝑘 orthogonal channels
and 𝑛 selfish sensors in the networks (𝑘 ≤ 𝑛). Orthogonal
Frequency Division Multiple Access (OFDMA) is applied so
that each sensor can access different channels by utilizing
the feedback information (e.g., the channel gain) from AP
[33, 34]. The sensors in the network are related to diverse
channel gains.We further assume that the interference comes
only from the sensors that are intended to contend the
same channel. Figure 1 shows the considered network model.
There are two crucial problems in this system, that is, how
the sensors select proper channels and how they compete

Channel 1 Channel 2
· · ·

· · ·

Node 1 Node 2

· · ·· · ·

AP

ℎ1 ℎ2 ℎk

Node i Node n

Channel K

Figure 1: System model.

to access if two or more sensors select the same channel
simultaneously. We will discuss these problems in detail in
the followed subsections.

3.1. Channel Selection. We consider a noncooperative chan-
nel selection scenario in Figure 1, where 𝑁 = {1, 2, . . . , 𝑛} is
the set of fully distributed sensors, 𝐾 = {1, 2, . . . , 𝑘} is the set
of the available channels, and ℎ = {ℎ1, ℎ2, . . . , ℎ𝑘} denotes the
set of channel gains. We assume that each sensor is equipped
with a single radio transceiver, and it can dynamically access
to any channel. It is worth noting that there is a unique
policy in the channel selection process that the sensors
individually select the channels withmaximum channel gain.
Due to the selfish behavior among the sensors, there are no
negotiationmessages exchanged in this process. However, the
request and acknowledgement interacting messages between
the sensors and the AP are still existed. According to the
different strategies, we divide the on-policy channel selection
method into two categories.

One category belongs to the real-time strategy, which
is named online decision method based on noncooperative
game. During the online decision process, the sensor first
transmits a random access request to AP and then AP will
send the feedback acknowledgement message. After that, the
sensor can calculate its ownmaximumutility via the feedback
from AP, which covers the information on channel gains of
different channels. The optimal channel, that is, usually the
one with the highest channel gain, will be selected.

The other category depends on the history of sensor
states, and we name it offline learning method based on
reinforcement learning. The offline learning process is actu-
ally an iterative exploration and exploitation process, in
which each sensor will evaluate its current behavior and then
improve it greedily. By this means, the random selection will
gradually converge to the optimal one. It is noteworthy that
the reinforcement learning algorithm is generally known as
a real-time machine learning approach due to the immediate
reward back from the environment. However, the immediate
reward requires a number of learning iterations and may
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bring unaffordable overhead to the network. Therefore, we
revised it to gain an “offline” learning approach which will
be affordable for the system with limited computational
capability and power supply. The detailed procedures will
be explained in Sections 4 and 5, and it is validated that
this “offline” algorithm can prolong the network lifetime
significantly.

3.2. Multiple Access Contention. Themultiple access model is
to determine the opportunity of channel access when some
sensors select the same channel. We consider a CSAMA/CA
scheme (e.g., the 802.11 DCF protocol) which is used in this
distributed application to resolve the channel contention. In
the carrier sensing phase, each sensor detects whether the
channel is idle, and then, the sensor takes binary exponential
backoff (BEB) algorithm to access the channel in the collision
avoidance phase. According to the well-known research
[35], in saturation conditions, the conditional transmission
probability of sensor can be calculated as

𝜏
= 2 ⋅ (1 − 2𝑝)
(1 − 2𝑝) ⋅ (CWmin + 1) + 𝑝 ⋅ CWmin ⋅ (1 − (2𝑝)𝑚) ,

(1)

where 𝜏, 𝑝, CWmin, and𝑚, respectively, denotes transmission
probability, collision probability, minimum contention win-
dow, and backoff stage.

Based on (1), probability that at least one sensor transmits
packets can be expressed as

𝑝tr = 1 − (1 − 𝜏)𝑛 . (2)

The transmission success probability of each sensor can
be written as

𝑝𝑠 = 𝑁 ⋅ 𝜏 ⋅ (1 − 𝜏)𝑛−1
𝑝tr . (3)

Accordingly, the achievable rate of sensor 𝑖 is given as
follows

𝑟 = 𝑊 log2 (1 + 𝛽 ⋅ SINR)
= 𝑊 log2 (1 + 𝛽 ⋅ 𝑃tx ⋅ ℎ𝑖

𝑃tx ⋅ ℎ𝑖 ⋅ 𝜌 + 𝜎2) ,
(4)

where 𝑊 is the bandwidth. SINR is the signal-to-interfer-
ence-plus-noise ratio. 𝛽 denotes the ratio of the current data
rate to the Shannon capacity. 𝑃tx is the transmission power. ℎ𝑖
denotes the channel gain of sensor node 𝑖. 𝜌 is the correlation
coefficient between sensor node andAP.𝜎2 is the noise power.

Next, we can calculate the time consumption by different
events in the transmission process as follows:

(i)The time consumption due to conflict whenmore than
two sensors contend for one transmission opportunity.

𝑇𝑐 = (PHY header +MAC header + packet length)
𝑟

+ difs + 𝛿,
(5)

where 𝛿 is the propagation delay. PHY header denotes the
length of header for the physical layer. MAC header denotes
the length of header for theMAC layer. packet length denotes
the length of one data packet. 𝑟 denotes the achievable rate.
difs denotes the length of Short Interframe Space.

(ii) The time consumption associated with a successful
transmission,

𝑇𝑠 = (PHY header +MAC header + packet length)
𝑟

+ sifs + difs + ack + 2 ⋅ 𝛿,
(6)

where sifs denotes the length of Short Interframe Space. ack
denotes the length of acknowledgement message.

(iii) Therefore, the average time consumption can be
calculated respectively as

𝑇fail = (1 − 𝑝tr) ⋅ slot + 𝑝tr ⋅ (1 − 𝑝𝑠) ⋅ 𝑇𝑐,
𝑇success = 𝑝𝑠 ⋅ 𝑝tr ⋅ 𝑇𝑠,

(7)

where slot denotes the length of one slot.
And the average throughput can be formulated as

𝑇𝑟 = packet length
PHY header +MAC header + packet length

⋅ 𝑇success
𝑇success + 𝑇fail ⋅ 𝑟,

(8)

where𝑇success denotes the average time consumption of trans-
mission success. 𝑇fail denotes the average time consumption
of transmission fail.

From the above expression, we observe that the through-
put of sensor is influenced by the achievable data rate 𝑟, which
is essentially affected by the channel gain according to (4).
Due to this fact, the channel with the maximum gain will be
selected through the channel selection procedure.

The frequently used notations in this paper are summa-
rized in Notations.

4. Online Decision Algorithm for
Channel Selection

Taking account of the selfish behavior of each sensor in
the network, we formulate the channel selection problem in
multichannel WSN as a noncooperative game. The benefit
for noncooperative game is that it requires no coordination
control or information exchange among nodes. Based on this
model, we propose an online decision algorithm for channel
selection.

4.1. Noncooperative Game Model. Let us denote the game as
Γ = {𝑁, {𝑆𝑖}𝑖∈𝑁, {𝑈𝑖}𝑖∈𝑁}, where 𝑁 is the player set (i.e., the
set of sensor nodes), {𝑆𝑖}𝑖∈𝑁 is the channel selection strategy
set for player 𝑖, and {𝑈𝑖}𝑖∈𝑁 is the utility of player 𝑖.

The utility function reflects the throughput of a sensor in
the selected channel 𝑘, which can be defined as

𝑢𝑖 = 𝑇𝑟 (ℎ𝑘𝑖 ) , (9)
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// Initialization
(1) AP evaluates the ℎ𝑘
// Each sensor obtains the channel gain
(2) Sensor 𝑖 transmits request to AP
(3) Sensor 𝑖 obtains channel gain {ℎ𝑘𝑖 }, 𝑖 ∈ 𝑁, 𝑘 ∈ 𝐾 from the feedback
// Each sensor select the optimal channel through the Non-cooperative game
(4) while (𝑢𝑖,𝑘(𝑆∗𝑖 , 𝑆∗−𝑖) < 𝑢𝑖,𝑘(𝑆𝑖 , 𝑆∗−𝑖)) do
(5) for 𝑖 = 1 to 𝑛
(6) for 𝑘 = 1 to 𝑘
(7) Sensor 𝑖 calculates the utility function 𝑢𝑖,𝑘 on each channel according to (9)
(8) end for
(9) end for
(10) end while
(11) 𝑆∗𝑖 (ℎ𝑘𝑖 ) = argmax𝑆𝑖𝑢𝑖,𝑘(𝑆∗𝑖 , 𝑆∗−𝑖)
(12) Take greedy strategy 𝑆∗𝑖 to select the 𝑘th channel

Algorithm 1: Channel selection based on noncooperative game.

where ℎ𝑘𝑖 denotes the channel gain obtained by player 𝑖 in
channel 𝑘.
Definition 1. A channel selection profile 𝑆∗ ∈ {𝑆𝑖}𝑖∈𝑁 is a pure
strategy Nash Equilibrium (NE) of the game Γ if and only if
no player can improve its utility by deviating unilaterally,

𝑢𝑖 (𝑆∗) ≥ 𝑢𝑖 (𝑆)
s.t. ∀𝑖 ∈ 𝑁, ∀𝑆 ∈ {𝑆𝑖}𝑖∈𝑁, 𝑆∗ ̸= 𝑆.

(10)

Note that NE can be generally classified into pure strategy
NE and mixed strategy NE. The mixed strategy NE usually
seeks for a stable equilibrium state in which sensors select
channel with negotiation. In this paper, we employ pure
strategy NE in which each sensor selects channel in an
on-policy manner. If player 𝑖 decides to deviate from its
individual NE, its utility will be degraded if the system is at
such NE. Therefore, this property is particularly desirable.
However, the sum-utility optimal channel selection prob-
lem is NP-hard. Thus, conventional optimization techniques
cannot be applied directly and even centralized algorithms
cannot guarantee the globally optimal solution. We propose
Theorem 2 to characterize the game.

Theorem 2. With the maximization of an individual node
utility the global benefit of the system is also maximized.

Proof. DovMonderer and Shapleyb [32] have proven that the
individual or global NE is the maximization of the potential
function. According to the concept of NE and (9), we can find
that the utility 𝑢𝑖 is the best response for node 𝑖 with strategy
𝑆∗, either individually or globally.

In terms of the global optimization, the sum-utility
optimal channel selection problem can be formalized as

𝑈 = maximize ∑
𝑖∈𝑁,𝑆∗∈𝑆

𝑢𝑖, (11)

where 𝑈 denoted the sum of each individual node’s utility.
According to Theorem 2, we should develop an effective
algorithm to obtain the global optimal NE.

4.2. Algorithm Description. Each sensor is regarded as an
online decision automaton agent, which selects the channel
according to greed strategy 𝑆∗ (𝑆∗is the strategy that selects
the channel with the highest channel gain). In other words,
each sensor will maximize its utility function 𝑢𝑖,𝑘 in a greedy
way. And the algorithm can be described as below.

In the initialization phase, the AP evaluates the channel
gain in each channel. Each sensor first transmits the required
message to the AP. Next, sensor 𝑖 obtains channel gains of
different channels in feedback acknowledgement message
from the AP, based on which the utility function of sensor 𝑖
is locally calculated. The above operations will be performed
iteratively until the expected utility function 𝑢𝑖,𝑘 converges to
the unique NE. Finally, sensor 𝑖 takes greedy strategy 𝑆∗𝑖 to
select the corresponding channelwhich has the optimal chan-
nel gain value. Algorithm 1 describes the channel selection
process based on noncooperative game.

4.3. Convergence and Complexity Analysis. The convergence
of Algorithm 1 is guaranteed since the expected utility
function 𝑢𝑖,𝑘 converges to the unique NE, and the number
of iteration is 𝑂(𝑛). Within each iteration, the maximum
computation of a sensor is 𝑂(𝑛𝑘). Therefore, the total com-
putational complexity of Algorithm 1 is 𝑂(𝑛𝑘). In terms of
storage requirement, each sensor needs to cache channel
gains of different channels in feedback acknowledgement
message; thus 𝑘 memory units are required to store the
immediate feedback acknowledgement messages in the case
of the online decision algorithm based on noncooperative
game. Obviously, the computational complexity and storage
requirement of this immediate algorithm will be increased
with the number of sensors and channels. In the following
section, we will present an alternative channel selection
algorithm with reduced computational complexity.
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Figure 2: A simplified RL model.

5. Offline Learning Algorithm for
Channel Selection

In this section, we present a decentralized channel selection
algorithm by using the reinforcement learning framework.
This framework selects the channel “offline” in a simpler way
than the online algorithm.

5.1. Decentralized Reinforcement Learning Framework. Rein-
forcement learning (RL) is usually adopted to solve the prob-
lem that a learning agent is interacting with its environment
to achieve goals related to the state of the environment [36].
Such an agent should be able to observe the state of the
environment and take actions according to the feedback
of the observation that affects the state in next time. As
illustrated in Figure 2, at time 𝑡, sensor 𝑖 observes the channel
state and obtains the current channel state 𝑆𝑡, and then sensor𝑖 takes action 𝐴 𝑡 and obtains the reward 𝑅𝑡.

In a general reinforcement learning framework, there are
two interacting objects which are agent and environment.
And three types of exchange information are included in
the learning process: state 𝑆𝑡, action 𝐴 𝑡, and reward 𝑅𝑡. For
each sensor, the learning process is called the exploration-
exploitation tradeoff with two important characteristics:
trial-and-error search and delayed reward. The current
reward may not affect the next time state immediately, and
the expected learning target will be obtained after a period of
time.Therefore, we called this learning algorithm “offline” to
distinguish it from the online decision algorithm in Section 4.

We propose a 𝑄-learning algorithm for sensors to opti-
mally select the channels according to the histories of
observed states and the rewards accumulated into the current
choice of action. Some definitions of the algorithm are given
as follows.

State. We define that state 𝑆𝑡 is observed by node 𝑖 at time 𝑡.
We use 𝑆 = {𝑆1, . . . , 𝑆𝑡} to denote the finite set of state space,
𝑆𝑡 ∈ 𝑆. The state transition from 𝑆𝑡 to 𝑆𝑡+1 depends on the
action, and accordingly the next state 𝑆𝑡+1 can be observed
when the next action occurs.

Reward. We use 𝑅 = {𝑅1, . . . , 𝑅𝑡}, ∀𝑅𝑡 = {−1, +1} denotes the
finite set of reward space. If node 𝑖 at time 𝑡 selects optimal
channel, the reward value will be equal to “1.” Otherwise, the
reward value equals “−1.”

Action. We define that the action 𝐴 𝑖,𝑡 is implemented by
node 𝑖 at time 𝑡. We use 𝐴 = {𝐴 𝑖,1, . . . , 𝐴 𝑖,𝑡}, ∀𝐴 𝑖

𝑡

=
{𝐴 𝑡,𝑅𝑡=1, 𝐴 𝑡,𝑅𝑡=−1} to denote the finite set of action space,
where𝐴 𝑡,𝑅𝑡=+1 and𝐴 𝑡,𝑅𝑡=−1, respectively, denote that the node
obtained positive reward and negative reward after action 𝐴 𝑡
are taken.

Action-Value Function. The action-value function 𝑄(𝑆, 𝐴) is
associated with the action𝐴 and state 𝑆 at time 𝑡. In Section 4,
it is equivalent to the utility function.

5.2. Channel Selection with Reinforcement Learning. In the
above reinforcement learning framework, each sensor inter-
acts with the channel environment. At each discrete time
step 𝑡, sensor observes current state 𝑆𝑡, takes action 𝐴 𝑡, and
obtains feedback reward 𝑅𝑡. As we assume that there are
𝑘 orthogonal channels allocated by the AP in the system
model, each sensor selects the optimal channel with the
probability of 1/𝑘 and other channels with the probability of
(𝑘 − 1)/𝑘. The channel selection process is a memory less
random process and obtains a sequence of random states
with the Markov property. Therefore, it can be modeled as
the Markov Decision Process (MDP) with a sequence of state
information. The “state information” includes actions, states,
and rewards. According to policy 𝜋(𝐴 | 𝑆), sensor observes
state 𝑆 which is affected by action 𝐴. The task for a sensor is
to learn the policy 𝜋(𝐴 | 𝑆) to maximize the expectation of
action-value function 𝑄𝜋(𝑆, 𝐴).

Since 𝑆𝑡 is a Markov process, that is, the information
related to past states [𝑆1, . . . , 𝑆𝑡−1] is covered by state 𝑆𝑡.
We only need to store the current state 𝑆𝑡, which allows a
considerable reduction of storage requirement.

Definition 3. A history𝐻𝑡 is a sequence of actions, states, and
rewards

𝐻𝑡 = 𝐴0, 𝑆1, 𝑅1, . . . , 𝐴 𝑡−1, 𝑆𝑡, 𝑅𝑡. (12)

Definition 4. A channel selection process is a tuple
⟨𝑆, 𝐴, 𝑅, 𝑃, 𝛾⟩, where 𝑆, 𝐴, 𝑅, and 𝑃, respectively, denote a
finite set of states, actions, 𝑅 rewards, and the transition
probability matrix. 𝛾 (𝛾 ∈ [0, 1]) is the discount factor in
order to avoid infinite returns in cyclic Markov processes.

As illustrated in Figure 3, sensor 𝑖 fulfills the channel
selection process through two discrete time steps. White
point is the initial state, red point implies sensor 𝑖 selected
optimal channel with the probability 1/𝑘, and black point
implies sensor 𝑖 selected other channel with the probability
(𝑘 − 1)/𝑘.

Let us consider the operation at time 𝑡 + 1 as an example,
and the optimal state transition probability is defined as

𝑃𝑆𝑡+1 ,RED = 𝑃 [𝑆𝑡+1 = RED | 𝑆𝑡 = WHITE] , (13)

and the other state transition probability is defined as

𝑃𝑆𝑡+1 ,BLACK = 𝑃 [𝑆𝑡+1 = BLACK | 𝑆𝑡 = WHITE] . (14)
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Figure 3: Two steps state transition model.

Definition 5. The optimal action-value function 𝑄∗(𝑆, 𝐴) is
the maximum action-value function over all policies

𝑄∗ (𝑆, 𝐴) = max
𝜋

𝑄𝜋 (𝑆, 𝐴) . (15)

𝑄∗(𝑆, 𝐴) can be recursively computed by adopting the
Bellman optimality equation:

𝑄∗ (𝑆, 𝐴) = 𝑅𝐴𝑆
+ 𝛾 ∑
𝑆RED∈𝑆

𝑃𝐴𝑆,RED max
𝐴RED

𝑄∗ (RED, 𝐴RED) . (16)

𝑄∗(𝑆, 𝐴) always specifies the best possible performance in
the MDP. For the MDP of channel selection, this property is
hold according to the following theorems.

Theorem 6. There exists an optimal policy 𝜋∗ that is better
than or equal to all other policies, 𝜋∗ ≥ 𝜋, ∀𝜋.
Theorem 7. All optimal policies achieve the optimal action-
value function, 𝑄𝜋∗(𝑆, 𝐴) = 𝑄∗(𝑆, 𝐴).

Now, we use the 𝑄-learning algorithm to solve the MDP
problem of channel selection. Each sensor decides its next
action 𝐴 𝑡+1 based on the trend of a sequence of actions,
states, and rewards, and then it observes current reward
𝑅𝑡 and state 𝑆𝑡 to update the 𝑄-value of the action-value
function 𝑄(𝑆, 𝐴). The updated 𝑄-value will affect the next-
round channel selection. The 𝑄-value can be expressed as

𝑄 (𝑆𝑡, 𝐴 𝑡)
← (1 − 𝛼)𝑄 (𝑆𝑡, 𝐴 𝑡)

+ 𝛼 (𝑅𝑡 + 𝛾max
𝑎𝑡

𝑄 (𝑆𝑡+1, 𝐴 𝑡+1))
s.t. 0 ≤ 𝛼 ≤ 1, 0 ≤ 𝛾 ≤ 1,

(17)

where 𝛼 is the learning rate, which specifies the updating
speed of the𝑄-value. 𝛾 is the discount factor that determines
the present value of future rewards.𝑄(𝑆𝑡, 𝐴 𝑡) denotes current𝑄-value and 𝑄(𝑆𝑡+1, 𝐴 𝑡+1) denotes the expected 𝑄-value.

As shown in Figure 4, we improve the learning policy
𝜋 by acting greedily with respect to optimal policy 𝜋∗greedy

in each turn of iteration. Figure 4(a) represents the learning
policy 𝜋 that will converge to the optimal policy 𝜋∗greedy after 𝑡
times iteration. In Figure 4(b), we use contracting mapping
theorem to represent this channel selection process. The
red solid line denotes optimal policy 𝜋∗greedy , and the blue
solid line denotes learning policy 𝜋. The green dash arrow
denotes stochastic action, and this action will be improved
gradually by a series of feedback information according to
the optimal policy 𝜋∗greedy . The rose dash arrow and purple
dash arrow, respectively, denote reward information and state
information.They are used to evaluate the action according to
the learning policy 𝜋 after 𝑛-step returns (𝑛 = 1, 2, . . . ,∞).

Using the offline algorithm to select channel is an
exploration-exploitation process that requires no prior
knowledge for each sensor.Through the learning process, the
stochastic behavior of sensors can gradually converge to the
optimal channel selection.

5.3. Algorithm Description. Each sensor is regarded as an
offline learning automaton agent, and the relevant task is to
learn the policy 𝜋 maximizing the expectation of 𝑄-value
𝑄(𝑆𝑡, 𝐴 𝑡). The algorithm is described as follows.

In the initialization phase, each sensor initializes its action
space and 𝑄-value. Then, sensor 𝑖 first takes an random
channel selection action𝐴 𝑡 and the AP feedback reward𝑅𝑡 to
sensor 𝑖. Next, sensor 𝑖 observes the current reward value and
the next time state. If sensor 𝑖 selects optimal channel at time 𝑡,
the corresponding reward valuewill be equal to “1”; otherwise
the reward value equals “−1.” Subsequently, sensor 𝑖 updates
𝑄-value. This process is repeated until the learning policy
𝜋 that converges to optimal policy 𝜋∗greedy . Finally, sensor 𝑖
chooses channel selection action 𝐴 𝑡+1 from 𝑆𝑡+1 by using
policy 𝜋which derives from𝑄(𝑆𝑡, 𝐴 𝑡). Algorithm 2 describes
the channel selection process based on 𝑄-learning.
5.4. Complexity and Convergence Analysis. The number of
iterations for Algorithm 2 is 𝑂(𝑛). Within each iteration, the
maximum computation of a sensor is 𝑂(1). Therefore, the
total computational complexity of Algorithm 2 is 𝑂(𝑛). In
terms of storage requirement, each sensor only needs to use
one memory unit to store the current state information. In
this way, the computational complexity and storage require-
ment can experience signification reduction compared to
Algorithm 1.

The convergence of this channel selection algorithm is
characterized by the following theorem.

Theorem 8. The learning policy 𝜋 converges to optimal policy
𝜋∗greedy if the following conditions are met:

(i) The optimal policy 𝜋∗greedy has unique point.
(ii) Robbins-Monro sequence [37] of step-sizes 𝛼 satisfies

∑∞𝑡=0 𝛼𝑡 = ∞,∑∞𝑡=0 𝛼2𝑡 < ∞.
(iii) The state 𝑆 and action 𝐴 spaces are finite.

From Theorem 8, we know that the learning policy 𝜋
converges to the optimal policy 𝜋∗greedy . Since a finite channel
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∗ＡＬ？？＞Ｓ
= Q∗(St, At)  = Q(St, At)

(a) Evaluation-improvement policy

A
R S · · ·

Action
Reward
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Q St, At ← Q St, At + (q (( (n)
t − Q St, At ))( ) )

q(n)t = Rt+1 + Rt+2 + · · · + +n−1Rt+n nQ(St+n)

Q∗(S, A) = RA
S + ∑S２％＄∈SP

A
SS２％＄

Ｇ；ＲA２％＄
Q∗(S２％＄, A２％＄)

(b) Dynamic iteration policy

Figure 4: Policy iteration process model.

// Initialization
(1) Each sensor initializes its action space 𝐴
(2) Each sensor initializes its 𝑄-value 𝑄(𝑆𝑡, 𝐴 𝑡) = 0, ∀𝑆𝑡 ∈ 𝑆, ∀𝐴 𝑡 ∈ 𝐴
//Learning
(3) Sensor 𝑖 takes random action 𝐴 𝑡
(4) Sensor 𝑖 observes reward 𝑅𝑡 and state 𝑆𝑡+1
(5) while (𝑄(𝑆𝑡, 𝐴 𝑡) = 𝑄∗(𝑆𝑡, 𝐴 𝑡)) do
(6) for 𝑖 = 1 to 𝑛
(7) for 𝑡 = 1 to 𝑡
(8) if 𝑆𝑡+1 is good
(9) 𝑅𝑡 = +1
(10) else
(11) 𝑅𝑡 = −1
(12) end if
(13) Sensor 𝑖 updates its 𝑄-value according to (17)
(13) 𝑄(𝑆𝑡, 𝐴 𝑡) ← (1 − 𝛼𝑡)𝑄(𝑆𝑡, 𝐴 𝑡) + 𝛼𝑡(𝑅𝑡 + 𝛾max𝛼𝑡+1𝑄(𝑆𝑡+1, 𝐴 𝑡+1))
(14) 𝜋(𝑆𝑡, 𝐴 𝑡) = argmax(𝑄(𝑆𝑡, 𝐴 𝑡))
(15) end for
(16) end for
(17) end while
(18) Choose 𝐴 𝑡+1 from 𝑆𝑡+1 using policy 𝜋 derived from 𝑄(𝑆𝑡, 𝐴 𝑡)

Algorithm 2: Channel selection based on 𝑄-learning.

selection process has only a finite number of policies, this
process must converge to an optimal policy and optimal
action-value function within a finite number of iterations.
The proof is given as follows.

Proof. We can rewrite the updating rule of the 𝑄-value with
learning policy in (18) as follows:

𝑄 (𝑆𝑡, 𝐴 𝑡) ← 𝑄 (𝑆𝑡, 𝐴 𝑡) + 𝛼 (𝑞(𝑛)𝑡 − 𝑄 (𝑆𝑡, 𝐴 𝑡)) , (18)

where 𝑞(𝑛)𝑡 denotes the 𝑛-step𝑄-value return value and it can
be expanded as

𝑞(𝑛)𝑡 = 𝑅𝑡+1 + 𝛾𝑅𝑡+2 + ⋅ ⋅ ⋅ + 𝛾𝑛−1𝑅𝑡+𝑛 + 𝛾𝑛𝑄 (𝑆𝑡+𝑛) . (19)
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Figure 5: Throughput performance of online noncooperative game algorithm.

The 𝑛-step (𝑛 = 1, 2, . . . ,∞) return values can be
considered as follows:

𝑛 = 1 𝑞(1)𝑡 = 𝑅𝑡+1 + 𝛾𝑄 (𝑆𝑡+1)
𝑛 = 2 𝑞(2)𝑡 = 𝑅𝑡+1 + 𝛾𝑅𝑡+2 + 𝛾2𝑄 (𝑆𝑡+2)

... ...
𝑛 = ∞ 𝑞(∞)𝑡 = 𝑅𝑡+1 + 𝛾𝑅𝑡+2 + ⋅ ⋅ ⋅ + 𝛾𝑇−1𝑅𝑇.

(20)

In (18), the 𝑄-value at time 𝑡 is a determinate value. For
the return value 𝑞(𝑛)𝑡 of the 𝑛-step 𝑄-value, we can see that
it is finite and based on the number of evaluation 𝑇, which
suggests the convergence property of 𝑞(𝑛)𝑡 is irrelevant to the
number of step.

Therefore, the 𝑄-value in (18) must be a finite value.
Theorem 8 is proved.

6. Evaluation

6.1. Simulation Setup. Whenmultiple sensors select one same
channel, we assume that all sensor nodes resolve contention
based on IEEE 802.11 standard, that is, the BEB backoff
algorithm. The parameters are set as CWmin = 32, 𝑚 = 5,
𝑃tx = 12 dBm, 𝜌 = 0.1, 𝜎2 = −80 dBm, 𝑊 = 1Hz,
and 𝛽 = 0.5. The AP randomly assigns the channel gain in
each turn of iteration according to ℎ = rand(𝑛, 𝑘) × 0.3 +
0.6. OFDMA technique is used in the physical layer, where
the packet length is 512 bits, the acknowledgement message
length is 304 bits, and the headers for the physical layer and
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Figure 6: Throughput performance of offline reinforcement learning algorithm.

MAC are, respectively, 192 bits and 272 bits. And the slot
time is 20 𝜇s, the Short Interframe Space (SIFS) and the DCF
Interframe Space (DIFS) are, respectively, 10 𝜇s and 50 𝜇s,
and the propagation delay is 1 𝜇s. The discount factor 𝛾 was
chosen to be 0.9 and the learning rate 𝛼 was designed to
be 0.6. To simulate the dynamic network environment, we
set the initial number of sensor to 2, and then 10 sensors
are added in each turn of iteration until the total number of
sensors reaches 92. In the simulation, we vary the number of
channels from 6 to 12. The presented results are obtained by
5000 independent Monte Carlo simulations.

6.2. Evaluation of Online Decision Based on Game Theory.
Figure 5 shows the performance comparison in terms of the
global throughput, which is the sum of individual throughput
achieved by each sensor. The stochastic algorithm acts as the
competing scheme as it is a typical off-policy channel selec-
tion algorithm. As shown in Figure 5, the noncooperative
game algorithm performs better in throughput under various
numbers of channels. In particular, the throughput is higher
and more stable than the stochastic algorithm. We can also
observe that the increasing tendency of the curves becomes
slower when the number of sensors becomes larger. It can
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Figure 7: Convergence performance of offline reinforcement learn-
ing algorithm under different numbers of channels.

be concluded that the throughput gets saturation in each
channel, and more sensors bring more severe contention.

6.3. Evaluation of Offline Learning Based on Reinforcement
Learning. When the offline reinforcement learning algo-
rithm is adopted, as shown in Figure 6, a better perfor-
mance in the global throughput is attained compared to
the stochastic channel selection algorithm. Similar to the
simulation results given by Figure 5, the throughput will get
saturation with the increasing number of sensors, which also
stems from the severer contention. As shown in Figure 6,
we can see that the initial process of reinforcement learning
algorithm performance curve is unstable. This is because
the learning algorithm is used to help sensors to reduce
stochastic behavior. Therefore, at the beginning the sensor
behaves stochastically, while it eventually converges to the
stable and optimal behavior. The performance gaps between
stochastic algorithm and our proposed algorithm increase
with the number of sensors. However, the gaps between our
proposed algorithms areminor.The reasons can be as follows:
(1)more sensors incur severe contention, and (2) our learning
algorithm gradually converges toward a pureNE employed in
Section 4.

Figure 7 plots the cumulative distribution function (CDF)
of 𝑄-value versus the number of sensors. It can be seen
that the convergence performance becomes stable with the
increasing number of sensors. In addition, the convergence
can be gradually achieved when the number of sensors is
larger than the number of channels. Moreover, the increasing
tendency of the curves becomes stable when the number of
sensors added in each turn of iteration is larger than the
number of channel. The reasons can be as follows: (1) the
samples space becomes larger on each channel when the
total number of sensor increases, and (2) sensors have been

accumulated enough historical observations and decision
experiences.

7. Conclusions

In this paper, two channel selection algorithms based on
online self-decision and offline self-learning, respectively,
have been investigated in a multichannel wireless sensor net-
works. Sensor nodes in both algorithms behave selfishly and
do not mutually negotiate information among other sensors.
The online self-decision is made based on noncooperative
game, and the offline self-learning is done based on the
reinforcement learning.The online self-decision can bemade
immediately and is suitable for the real-time application. By
contrast, the offline self-learning algorithm can iteratively
converge to the optimal channel selection with lower occu-
pation of computational and storage resources; thus it is
available for the applications with low computational com-
plexity, communication overhead, and storage requirement.
Theoretical analysis and simulation results demonstrated that
the proposed channel selection methods can improve the
throughput performance compared to the existing off-policy
strategies.

Notations

𝐾: Set of the available channels
𝑁: Set of fully distributed sensor nodes
𝑛: Number of sensor nodes
𝑘: Number of channels
ℎ: Set of channel gains
ℎ𝑘: Channel gain in the 𝑘th channel
ℎ𝑘𝑖 : Channel gain of sensor 𝑖 in the 𝑘th channel
𝑆∗𝑖 : The optimal strategy for sensor 𝑖
𝑢𝑖: The utility function of sensor 𝑖
𝑆𝑡: The channel state at 𝑡 time
𝑅𝑡: The feedback reward at 𝑡 time
𝐴 𝑡: The sensor node take action at 𝑡 time
𝑡: The discrete time steps
𝑛: Number of steps
𝑄𝜋(𝑆, 𝐴): The action-value function with policy 𝜋
𝑄∗(𝑆, 𝐴): The optimal action-value function
𝑃𝑆𝑡+1 ,RED: State transition probability of sensor

selected optimal state from 𝑡 to 𝑡 + 1
𝑃𝑆𝑡+1 ,BLACK: State transition probability of sensor

selected other state from 𝑡 to 𝑡 + 1
𝜋∗greedy : The optimal policy with greedy algorithm.
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Crowdsensing leverages human intelligence/experience from the general public and social interactions to create participatory
sensor networks, where context-aware and semantically complex information is gathered, processed, and shared to collaboratively
solve specific problems. This paper proposes a real-time projector-camera finger system based on the crowdsensing, in which user
can interact with a computer by bare hand touching on arbitrary surfaces. The interaction process of the system can be completely
carried out automatically, and it can be used as an intelligent device in intelligent transport system where the driver can watch and
interact with the display information while driving, without causing visual distractions. A single camera is used in the system to
recover 3D information of fingertip for hand touch detection. A linear-scanning method is used in the system to determine the
touch for increasing the users’ collaboration and operationality. Experiments are performed to show the feasibility of the proposed
system.The system is robust to different lighting conditions. The average percentage of correct hand touch detection of the system
is 92.0% and the average time of processing one video frame is 30 milliseconds.

1. Introduction

The World Health Organization in 2017 years reported that
approximately 1.25 million people die every year as a result of
a road traffic crash [1]. Distracted driving is a major factor of
road traffic crash. The distraction caused by mobile phones,
vehicle mounted central control display, and navigation
display is a growing concern for road safety. Drivers watching
the displays while driving slows braking reaction time and
makes it difficult to keep in the correct lane and to keep the
correct following distances.

In order to reduce the distractions caused by watching
display as driving, a projector-camera interactive system can
be used to project the display image on transparent glass on
the vehicle while users can create and send messages by bare
hand touching the projection content directly without any
physical clicking devices. People can watch the display infor-
mation while driving, without causing visual distractions.

The increasing social networking services based
on mobile devices are a remarkable trend in mobile

computing [2, 3]. Social networking services can be fused
with real-world sensing. Crowdsensing is one kind of fusing
[4]. Crowdsensing, as a special form of crowdsourcing [5, 6],
leverages human intelligence/experience from the general
public and social interactions to create participatory sensor
networks to solve specific problems collaboratively [7].

Projector-camera interactive system is also with potential
applications to projection-based augmented reality (AR) [8]
which directly project augmenting information upon objects
in the real world. The vehicle mounted projection-based
AR can project traffic information onto the glass screen
and overlap the reality. Through the crowdsensing method,
drivers can report specific traffic information, such as outside
buildings, and store information, road conditions in remote
areas, accidents, and so on by the AR interactive system.
Then, their information can be automatically aggregated and
uploaded to other users in real time.

For the projector-camera interactive systems,many single
camera vision-based researches have been carried out. Shah
et al. realized finger clicking detection using fingertip path
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based on Camshift tracker [9]. However, the method detects
clicks using a delay-based scheme, which is not suitable
for applications that require fast response. Dai and Chung
proposed a touch detection method in which the projection
is embedded with imperceptible structured light [10]. He
and Cheng realized touch detection method in which a kind
of self-adaptive structured light is encoded and embedded
into the projection [11]. However, special synchronized and
high-speed camera and projector must be used to lock the
phase of the embedded structured light. Hu et al. realized a
kind of bare finger touch projection interaction by a novel
approach based on button distortion [12]. However, the touch
precision much depended on the size of button. Cheng et
al. proposed a projector-camera interactive system in which
touch was detected using a matched pairs of feature points by
a projected white circle around the fingertip [13]. However,
the additional projected white circle and the shadow of the
finger on the projector screen will reduce the accuracy of
foreground extraction. Park et al. implemented and evaluated
a touch interface for a projection surface in which a depth
camera was used for hand recognition and for extracting
the hand area from the surrounding scene [14]. But the
depth camera is expensive and its precision is affected by
surrounding illumination. Zhou et al. proposed a method
enabling estimation of the finger depth information using
perceptible black-and-white stripe pattern [15]. However, the
perceptible black-and-white stripe pattern on the projection
screen disturbed the normal display image.

The information cues of the finger’s shadow has been
used in many kinds of projector-camera interactive systems.
Song et al. proposed a handwriting recognition system in
which the finger and its shadow were tracked using a camera.
Tracks of the finger were used to indicate the direction and
location of a document to simulate typical operations [16]. Xu
et al. introduced an interactive system based on the shadow
derived by the projector [17]. Shadows can provide a simple
interface between human and computer systems. Huang et al.
proposed a FSM grammar to recognize finger gestures and a
shadow-based fingertips detection method [18].

Cai et al. proposed a fingertip touching approach based on
the geometric relationship between fingertip and its shadow
to estimate the distance from fingertip to projection surface
[19].While thesemethods require ideal illumination to create
shadows that can be well recognized, Dung et al. provided a
touch system that used the distance between the finger and
its shadow to detect the touch-timing and location [20, 21].
However, an infrared camera and an infrared ray source are
necessary in the system which makes the system complicated
and costly.

In this paper, a real-time projector-camera interactive
system based on the crowdsensing is proposed in which a
triangulationmethod and a linear-scanning method are used
to determine the touch for increasing the users’ collaboration
and operationality.These approaches can enhance the robust-
ness and accuracy of the system. The interaction process
of the system can be completely carried out automatically,
and it can be used as an intelligent device in intelligent
transport system.The rest of the paper is organized as follows.
In Section 2, the overview of the system is outlined, and

our proposed method for the system including modified
multiframes differencemethod, linear-scanningmethod, and
fingertip detection method is presented. Some experimental
results are given in Section 3. Concluding remarks are
discussed in Section 4.

2. Crowdsensing-Based Interactive System

2.1. System Overview. The proposed crowdsensing-based
real-time finger interactions system for intelligent transport
system consists of a computing device, a projector, a camera,
and vehicle sensing devices. For different tasks such as the
data collection of outside buildings and store information,
road conditions in remote areas, and accidents, specific
distributed crowdsourcing platform is established in which
incentive mechanism with privacy protection is adopted to
attract users to participate in the data collection. A hybrid
incentive approach is used in this system for crowdsensing
data collection. Monetary reward incentive method is used
for the data collection of outside buildings and store infor-
mation. Entertainment and gamification incentive method
is used for the data collection of road conditions in remote
areas. Virtual credit incentive method is used for the data
collection of accidents.

The collected data is uploaded to the cloud service
platform after being preprocessed.The cloud service platform
analyzes and processes all the uploaded data. Other users
download the information from the cloud service platform
and project the information on the front screen of the car
by projection-based AR mode. A registration method is
used in the projection-based AR system based on projective
reconstruction technique using natural features. At first, four
points are specified to build the world coordinate which is
used to superimpose virtual objects. Next, the live video
natural feature is tracked using the Kanade-Lucas-Tomasi
feature tracker [22]. The corresponding projective matrix is
estimated using the tracked natural features in the image
sequence [23]. Then, the registration matrix is computed
by transforming the four specified points by the projective
reconstruction technique for AR.

The hand casts its shadow on the display screen because
of the projector light source, and the movements of the hand
and its shadow are tracked by the camera.The system extracts
the area of the hand and its shadow from the projection
image and estimate the fusion degree of the hand and its
shadow when the user interacts with the projector screen.
When the hand and its shadow have been detected as being
fused completely, the location of the fingertip will be detected
and used to determine the location of the touch.

2.2. Foreground and Shadow Extraction. There are three
approaches for detecting moving foreground target in image
sequences: optical flow [24], background subtraction [25],
and frames difference [26]. The optical flow method uses
the brightness change of the image to extract the motion
information of the object. The motion vector of each pixel is
used to generate a complete vector field. However, the projec-
tion images changed randomly, which makes the optical flow
method not suitable in our projection interactive application.
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In addition, the optical flow method is quite complex and
has poor noise immunity, so it cannot be applied to real-
time processing. The background subtraction method use
the subtracting between the current frame and a reference
image called background to detect the foreground target.The
background is found by means of an image selection process.
The frames difference approach has the same principle
with the background subtraction method, but the previous
frame is treated as the reference image. Because of its small
computation and high real-time performance, the frames
difference method is more commonly used in foreground
detection. However, the detection results of frames difference
are prone to image smear and holes. In this paper, combining
the background subtractionmethod, we proposed amodified
multiframes difference method to detect the foreground and
its shadow in the system.

At first, the camera captured image is geometric cali-
brated to the corresponding projection image in order to
obtain the location relationship between the projection image
and the camera view.The process can be carried out automat-
ically using geometric calibration on camera captured image.
A 3 × 3 matrix 𝐻 homography [27] can be used to describe
the mapping relationship between a point in the camera view
and the projection image:

𝐻 = [[
[

ℎ11 ℎ12 ℎ13
ℎ21 ℎ22 ℎ23
ℎ31 ℎ32 1

]]
]
. (1)

The main steps of geometric calibration are described as
follows [28]. (1) Project a chessboard to the display screen.
(2) Capture the projected images using the camera. (3) Detect
the chessboard corners in projection image and captured
image, as shown in Figure 1. (4) Estimate the homography
between the projection image and captured image using
the corresponding detected corner locations in the two
chessboard image. To estimate the homography, only 4 points
of one rectangle in chessboard are necessary. In this paper as
shown in Figure 1, 40 corner points are used to achieve higher
accuracy.

Next, the foreground and its shadow will be segmented
from the calibrated camera captured image. If image is
projected onto the screen directly, the captured current image
should be equal to the reference captured front image. If there
is a moving foreground in front of the screen, the surface
albedo will change. In order to increase the robustness of
extracting the foreground and its shadow, block searching
is used to obtain the albedo change of pixel [𝑥, 𝑦] which is
computed by estimating a set of albedo ratios 𝑎[𝑥 ± 𝑖, 𝑦 ± 𝑗]:

𝑎 [𝑥 ± 𝑖, 𝑦 ± 𝑗] = 𝐼𝑘 (𝑥 ± 𝑖, 𝑦 ± 𝑗)𝐼𝑘−1 (𝑥, 𝑦)
(𝑖 = 1, 2, . . . , 𝑚. 𝑗 = 1, 2, . . . , 𝑛.) ,

(2)

where 𝐼𝑘 is the current frame image and 𝐼𝑘(𝑥 ± 𝑖, 𝑦 ± 𝑗) is the
gray value of pixel [𝑥±𝑖, 𝑦±𝑗] in 𝐼𝑘. 𝐼𝑘−1 is the previous frame
image and 𝐼𝑘−1(𝑥, 𝑦) is the gray value of pixel [x, y] in 𝐼𝑘−1.

Pixel [𝑥, 𝑦] belongs to the foreground region if any one of
𝑎[𝑥 ± 𝑖, 𝑦 ± 𝑗] satisfies

𝑎 [𝑥 ± 𝑖, 𝑦 ± 𝑗] < 1 − 𝑠, (3)

or

𝑎 [𝑥 ± 𝑖, 𝑦 ± 𝑗] > 1 + 𝑠, (4)

where 𝑠 is a constant of 0.5–0.8 as a tolerant scale of the albedo
change.

If the hand movement is fast enough, as described
above, the hand and its shadow can be extracted using
two consecutive frames’ difference. If the hand movement is
slow, using the difference of two consecutive frames cannot
extract the hand and its shadow completely. So, multiframes
𝐼𝑘(𝑥, 𝑦), 𝐼𝑘−5(𝑥, 𝑦), 𝐼𝑘−10(𝑥, 𝑦), 𝐼𝑘−15(𝑥, 𝑦) are used to make
differential operation. The extracted foreground and its
shadow image can be obtained by

𝑇𝑘𝑙 (𝑙=5,10,15) (𝑥, 𝑦)

= {{
{
255, if 𝑎𝑙 [𝑥 ± 𝑖, 𝑦 ± 𝑗] < 1 − 𝑠 or 𝑎𝑙 [𝑥 ± 𝑖, 𝑦 ± 𝑗] > 1 + 𝑠
0, else,

(5)

where 𝑎𝑙 is the albedo ratio between the current frame
image 𝐼𝑘(𝑥, 𝑦) and previous reference image 𝐼𝑘−𝑙(𝑥, 𝑦), (𝑙 =5, 10, 15).

Background subtraction method is combined with mul-
tiframes difference method for the proposed interactive
projection system, which is basically similar to the frame
difference method, but the reference image is background
image.The projection image is used as the background image
in the modified multiframes difference method. According
to the difference between the background image and the
geometric calibrated camera captured image, the extracted
foreground and its shadow image can be obtained by

𝑇𝑘 (𝑥, 𝑦)

= {{
{
255, if 𝑎𝑏 [𝑥 ± 𝑖, 𝑦 ± 𝑗] < 1 − 𝑠 or 𝑎𝑏 [𝑥 ± 𝑖, 𝑦 ± 𝑗] > 1 + s
0, else,

(6)

where 𝑎𝑏 is the albedo ratio between the current frame image
𝐼𝑘(𝑥, 𝑦) and background image.

The multiframes difference results 𝑇𝑘𝑙 (𝑙=5,10,15)(𝑥, 𝑦) are
used to perform AND logical operations with 𝑇𝑘(𝑥, 𝑦),
respectively,

𝐷1 = 𝑇𝑘5 (𝑥, 𝑦) ∩ 𝑇𝑘 (𝑥, 𝑦) ,
𝐷2 = 𝑇𝑘10 (𝑥, 𝑦) ∩ 𝑇𝑘 (𝑥, 𝑦) ,
𝐷3 = 𝑇𝑘15 (𝑥, 𝑦) ∩ 𝑇𝑘 (𝑥, 𝑦) .

(7)

Then, perform OR logical operations on 𝐷1, 𝐷2, and 𝐷3
to obtain𝐷.

The extracted foreground and its shadow result𝐷 are pro-
cessed bymorphological erosion and dilation [29]. Because of
the noise interference, there is often a small amount of color
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(a) (b)

Figure 1: (a) The chessboard in projection image and (b) the chessboard in captured image. The detected corners of chessboard are marked
with circle for both the chessboard in projection and captured image.
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Figure 2: Flow chart of the foreground and shadow extraction.

or gray similarity between the target and the reference image.
Image𝐷 often has many isolated points and holes, which will
interfere the detection of foreground and its shadow.Through
erosion and dilation treatment, isolated spots are removed
and holes are filled.

The flow chart of the modified multiframes difference
method as described above for foreground and shadow
extraction is shown in Figure 2. Figure 3(a) is the captured
current image with foreground and its shadow; Figure 3(b)
is the captured previous 10th image with foreground and its
shadow. Figure 3(c) is the captured previous 15th image with
foreground and its shadow. Figure 3(d) shows the foreground

and its shadow extraction result using the modified multi-
frames difference method.

2.3. Touch Detection. The principle of touch detection is
based on the triangulation [30] in our interactive projection
system. A linear-scanning method is proposed to detect the
triangulation of the finger and its shadow without separating
the hand from its shadow, which can increase the robustness
of the system and reduce the computation cost. Before
detecting the triangulation fusion degree of the finger and
its shadow, the hand in the extracted image is demarcated
to improve the accuracy and processing speed of the fusion
detection for the disturbance from the rest of the captured
image can be avoided. The pixels of the foreground and its
shadow can be detected on the right edge of the extracted
images if the user is on the right side of the projector display
screen, while they cannot be detected on the left edge of
the extracted images, as shown in the left parts of Figures
4(a) and 4(b). Then, a section including the hand from the
far-left pixels line of the foreground and its shadow in the
extracted image to the right, as shown in the right parts of
Figures 4(a) and 4(b), is intercepted as the demarcated area
for fusion detection of the finger and its shadow. The pixels
of the foreground and its shadow can be detected on the left
edge of the extracted images if the user is on the left side of
the projector display screen, while they cannot be detected
on the right edge of the extracted images, as shown in the
left parts of Figures 4(c) and 4(d). Then, a section including
the hand from the far-right pixels line of the foreground and
its shadow in the extracted image to the left, as shown in
the right parts of Figures 4(c) and 4(d), is intercepted as the
demarcated area for fusion detection of the finger and its
shadow.

A vertical scanning line is used to scan the demarcated
area to estimate the fusion degree. If a vertical line is detected
on which a 0-pixel segment exists and the pixel value at both
ends of the segment is 255, the finger and its shadow have not
completely fused, as shown in the right parts of Figures 4(a)
and 4(c). Otherwise, if no such vertical line is detected, the
finger and its shadow have fused, as shown in the right parts
of Figures 4(b) and 4(d).
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(a) (b)

(c) (d)

Figure 3: Foreground and shadow extraction. (a)The captured current image. (b)The captured previous 10th image. (c)The captured previous
15th image. (d) Foreground and its shadow extraction result.

(a) (b)

(c) (d)

Figure 4: Schematic diagram of the linear-scanning method. (a) The finger has not fused with its shadow when the user is on the right. (b)
The finger has fused with its shadow when the user is on the right. (c) The finger has not fused with its shadow when the user is on the left.
(d) The finger has fused with its shadow when the user is on the left.

When the fingertip and its shadow are detected as being
completely fused using the linear-scanning method, the
location of the fingertip should be found in the camera
captured image to obtain the touch location on the projection

image. According to the characteristic of the user, when the
user is on the right side of the projector display screen, the
far-left pixel of the foreground in the extracted image is as
the fingertip, as shown in Figure 4(b). When the user is on
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Camera

Projector

Computer

Figure 5: The proposed projector-camera interactive system.

the left side of the projector display screen, the far-right pixel
of the foreground and its shadow in the extracted image is as
the fingertip, as shown in Figure 4(d).

3. Result and Discussion

An simulation experiment is conducted to evaluate the
performance of our proposed projector-camera interactive
system. The experiment platform, as shown in Figure 5,
includes a Lenovo computer with 3.6Ghz CPU and 4.0G
RAM, a 640 × 480 resolution camera, a SONY projector with
resolution of 1440 × 1050, and a projector screen. Lps is 1.5m,
and Lcp is 0.5m.

Figure 6 shows the experimental results of the foreground
and its shadow extraction under different lighting. Figures
6(a) and 6(b) are the foreground and its shadow extraction
results in natural lighting with bright and dark projection,
respectively. Figures 6(c) and 6(d) show experimental results
in LED (Light Emitting Diode) lighting with bright and dark
projection, respectively. It can be seen that our method is
robust in the foreground and its shadow extraction.

The touch depth accuracy is studied in the experiment.
When a touch has been detected, the maximum vertical
distance from the fingertip to the screen plane is defined as
maximum effective touch depth (METD). 9 points on the
screen are selected as our METD detection points which are
represented with red asterisks as shown in Figure 7. Figure 8
illustrated theMETDdetection results at the selected 9 points
on the projection screen in natural lighting condition with a
bright projection. It can be seen fromFigure 8 thatmost of the
METDs are below 10mm except one of 12mm. The average
METD is 8.3mm.The results demonstrate that our proposed
method is effective and it will lead to an accurate fingertip
depth detection during interaction.

The randomness and accuracy of touch position on the
projection screen are verified in the system. As shown in
Figure 9, 220 random points are measured after the finger
traverse through the screen. Most of the touch position
deviation on the X-Y screen plane is below 8mm only except
one of 21mm.The average touch position deviation is 3.3mm.

The results imply the touch position detection is accurate and
unaffected whether the points locate in the center region or
at the edge of the screen during the interaction.

Experiment is conducted for touch detection under
different lighting conditions, as shown in Table 1. In the
experiment, when the METD is below 8mm and the touch
position deviation is below 8mm, the touch detection is
supposed to be correct in normal projector interactions. In
Table 1, the touch detection accuracy rates of our method
are shown in comparison with Song et al.’s [16] and He and
Cheng’s [11] method. Among 200 sampled frames, we show
the touch detection accuracy rates experimental results in
bright and dark projection on natural lighting condition and
LED lighting condition, respectively. The touch detection
accuracy rate in bright projection on natural lighting condi-
tion is the same between ourmethod and Song et al.’smethod;
both are 98.0%, which is higher than 96.0% ofHe andCheng’s
method.The touch detection accuracy rate in dark projection
on natural lighting condition is also the same between our
method and Song et al.’s method; both are 88.0%, which is
higher than 86.0%ofHe andCheng’smethod, while the touch
detection accuracy rate of our method is much higher than
Song et al.’s and He and Cheng’s method in bright or dark
projection onLED lighting condition.The average percentage
of correct detection of ourmethod (92.0%) is higher than that
of their methods (88.0% and 88.5%).

The execution time of the blocks of the projector-camera
interactive system is shown in Table 2. The average time of
processing one video frame is 30 milliseconds; the total time
variance is 0.6; the total time range is 4. We can detect the
touch-timing and location at 33 frames per second. That is
to say, our method can achieve real-time computing in an
ordinary computing system.

4. Conclusion

In this paper, we present a real-time projector-camera inter-
active system based on the crowdsensing which enables
user to transform any flat surface into a virtual touch
panel and interact with computer by finger touching. The
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(a)
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Captured current image Captured-10th image Captured-15th image Extraction

(c)

Captured current image Captured-10th image Captured-15th image Extraction

(d)

Figure 6:The foreground and shadow extraction results under different lighting. (a) is in bright projection on natural lighting, (b) is in dark
projection on natural lighting, (c) is in bright projection on LED lighting, and (d) is in dark projection on LED lighting.

interaction process of the system can be completely carried
out automatically; it can be used as an intelligent device
in intelligent transport system where the driver can watch
and interact with the display information while driving,
without causing visual distractions. A single camera is used
in the system to recover 3D information of fingertip for hand
touch detection by the finger and its shadow triangulation.
Foreground and shadow are extracted based on a modified
multiframes differencemethodwhich has both the advantage
of the adaptability for projection dynamic environment in the
frame difference method and advantage of obtaining com-
plete target information in background subtraction method.
Therefore, the interactive system can hardly be affected by the
lighting environment, which leads to an accurate interactive
gestures extraction and makes the system more adaptable.
The fusion degree of the hand and its shadow is detected using
a linear-scanning method which avoided the errors caused

by inadequate separation of the finger and its shadow and
increased the robustness of the system. Finally, a simple and
effective method for detecting the position of the fingertip is
proposed according to the user’s habit of using the projection
interactive system. The experiment results indicate that the
projector-camera interactive system can achieve a robust and
effective performance using a single camera.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This work was supported by the National Natural Sci-
ence Foundation of China (Grant nos. 61403365 and



8 Wireless Communications and Mobile Computing

0

10
0

20
0

30
0

40
0

50
0

60
0

70
0

80
0

90
0

10
00

11
00

12
00

13
00

14
00

X (pixel)

0

100

200

300

400

500

600

700

800

900

1000

Y
 (p

ix
el

)

Figure 7: Selected 9 points on the projection screen for touch depth detection.

Table 1: Touch detection accuracy rates.

Methods Types Frames Each type’s accuracy Average accuracy

Song et al.’s method

Bright projection on natural lighting Correct 49 98.0%

88.0%

No 1

Dark projection on natural lighting Correct 44 88.0%
No 6

Bright projection on LED lighting Correct 44 88.0%
No 6

Dark projection on LED lighting Correct 39 78.0%
No 11

He and Cheng’s method

Bright projection on natural lighting Correct 48 96.0%

88.5%

No 2

Dark projection on natural lighting Correct 43 86.0%
No 7

Bright projection on LED lighting Correct 45 90.0%
No 5

Dark projection on LED lighting Correct 41 82.0%
No 9

The proposed method

Bright projection on natural lighting Correct 49 98.0%

92.0%

No 1

Dark projection on natural lighting Correct 44 88.0%
No 6

Bright projection on LED lighting Correct 48 96.0%
No 2

Dark projection on LED lighting Correct 43 86.0%
No 7

Table 2: Execution time measured.

Block Average time (milliseconds) Variance Range
Foreground and shadow extraction 25 0.8 4
Touch detection 5 0.1 1
Total 30 0.6 4
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Mobile crowdsourcing, as an emerging service paradigm, enables the computing resource requestor (CRR) to outsource
computation tasks to each computing resource provider (CRP). Considering the importance of pricing as an essential incentive
to coordinate the real-time interaction among the CRR and CRPs, in this paper, we propose an optimal real-time pricing strategy
for computing resource management in mobile crowdsourcing. Firstly, we analytically model the CRR and CRPs behaviors in
form of carefully selected utility and cost functions, based on concepts from microeconomics. Secondly, we propose a distributed
algorithm through the exchange of control messages, which contain the information of computing resource demand/supply and
real-time prices. We show that there exist real-time prices that can align individual optimality with systematic optimality. Finally,
we also take account of the interaction among CRPs and formulate the computing resource management as a game with Nash
equilibrium achievable via best response. Simulation results demonstrate that the proposed distributed algorithm can potentially
benefit both the CRR and CRPs. The coordinator in mobile crowdsourcing can thus use the optimal real-time pricing strategy to
manage computing resources towards the benefit of the overall system.

1. Introduction

With the explosion of mobile devices, mobile computing has
become an overwhelming trend in the development ofmobile
networks and Internet of things (IoT) [1–3]. However, mobile
devices are facing some limitations on various resources,
for example, computation, memory, and energy [4–6]. To
overcome these limitations, mobile cloud computing has
become a promising solution to enable mobile devices to
use cloud server resources via wireless communications and
networking [7–9]. Such mobile devices, that is, mobile as
a computing resource requestor (CRR), can improve the
computation capability and energy efficiency by offloading
computation tasks to cloud servers.

On the other hand, with the proliferation of increas-
ingly powerful mobile devices, mobile users can collabora-
tively form a mobile cloud to provide pervasive services,
such as data collection, processing, and computing [10–12].

Empowered by these capabilities, mobile devices shift from
service consumers to service providers, that is, mobile as
a computing resource provider (CRP) [13–16]. With the
unprecedentedly powerfulmobile cloud,mobile crowdsourc-
ing has been gaining momentum as a viable platform for
solving very large-scale problems with the help of the masses
[17–19]. By outsourcing computation tasks to the crowd, cost-
effective and pervasive computing services can be achieved
at a societal scale, using a possibly large number of mobile
devices to collaborate together in a distributed way.

Resourcemanagement is one of the fundamental issues in
mobile networks and IoT for network utility maximization
(NUM) [20–22]. In mobile crowdsourcing, the CRR wants
to adjust its demand amount of computing resources so
as to pursuit the maximum benefit, while each CRP wants
to adjust its supply amount of computing resources so as
to pursuit the maximum benefit. Given the importance of
computing resource management, in this paper, we focus
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on the real-time interaction among the CRR and CRPs and
introduce an optimal real-time pricing strategy. At first, we
analytically model the CRR and CRPs behaviors in form
of carefully selected utility and cost functions, based on
concepts from microeconomics. Then, we formulate the
computing resource management in mobile crowdsourcing
as an optimization problem to maximize the satisfaction of
the CRR while minimizing the aggregate expense of all CRPs
in the system. We show that there exist real-time prices that
can align individual optimality with systematic optimality,
that is, under such prices, when the CRR and CRPs self-
ishly optimize their own benefits, they also automatically
maximize the system welfare. In order to preserve everyone’s
privacy, we propose a distributed algorithm for the CRR
and CRPs to jointly determine the optimal real-time prices
and computing resource demand/supply. The coordinator in
mobile crowdsourcing can thus use the optimal real-time
pricing strategy to manage computing resources towards the
benefit of the overall system. Finally, we take account of
the interaction among CRPs and formulate the computing
resource management as a game with Nash equilibrium
achievable via best response.

To the best of our knowledge, this is an early effort
towards providing a systematic framework of optimal com-
puting resource management in mobile crowdsourcing. We
hope that this pioneering work can throw light on coordinat-
ing the real-time interaction among the CRR and CRPs via
the optimal real-time pricing strategy. Specifically, the origi-
nal contributions of this paper are summarized as follows:

(1) We model the CRR and CRPs behaviors and formu-
late the computing resource management in mobile
crowdsourcing as an optimization problem. The pro-
posed distributed algorithm does not require anyone
to reveal its private information.

(2) We take account of the interaction among CRPs and
formulate the computing resource management as
a game with Nash equilibrium achievable via best
response.

(3) Simulation results demonstrate that both the CRR
and CRPs will benefit from the proposed algorithm.

The remainder of this paper is organized as follows. The
system model is introduced in Section 2. We solve the prob-
lem of the one-CRR and one-CRP case in Section 3 and that
of the one-CRR and multi-CRP case in Section 4. Numerical
results are illustrated in Section 5 before conclusions drawn
in Section 6.

2. System Model

Consider a mobile crowdsourcing system consisting of one
CRR, one ormultiple CRPs, and a coordinator.The time cycle
is divided into 𝑇 time slots. In a certain time slot, let 𝑑 denote
the computing resource demand of the CRR; Similarly, let𝑠𝑖 denote the computing resource supply of the CRP 𝑖 (𝑖 =1, 2, . . . , 𝑛, where 𝑛 is the total number of CRPs).

(1) The Utility Function for the CRR. The computing resource
demand of the CRR depends on the resource price and the
priority of the task, which can be modeled by the utility
function. Specifically, the utility function 𝑈(⋅) represents
the satisfaction obtained by the CRR as a function of the
computing resource demand 𝑑, which is nondecreasing and
concave. In this paper, we consider the following quadratic
utility function:

𝑈 (𝑑) = {{{{{
𝜔𝑑 − 𝛼2𝑑2 0 ≤ 𝑑 ≤ 𝜔𝛼𝜔2𝛼 𝑑 ≥ 𝜔𝛼 ,

(1)

where𝜔, 𝛼 > 0 are predetermined parameters. It corresponds
to a linear decreasing marginal benefit 𝑉(𝑑) ≜ 𝜕𝑈(𝑑)/𝜕𝑑 =𝜔 − 𝛼𝑑 ≥ 0 when 0 ≤ 𝑑 ≤ 𝜔/𝛼.
(2) The Cost Function for the CRP. The cost function 𝐶𝑖(⋅)
represents the expense of supplying the computing resource𝑠𝑖 by the CRP 𝑖, which is increasing and strictly convex. In this
paper, we consider the following quadratic cost function:

𝐶𝑖 (𝑠𝑖) = 𝑎𝑖𝑠2𝑖 + 𝑏𝑖𝑠𝑖 + 𝑐𝑖, (2)

where 𝑎𝑖 > 0 and 𝑏𝑖, 𝑐𝑖 ≥ 0 are predetermined parameters.

3. One-CRR and One-CRP Case

At the beginning, consider a simple case for a mobile
crowdsourcing system consisting of one CRR, one CRP,
and a coordinator. We formulate the interaction among the
CRR, CRP, and coordinator as local and global optimization
problems and obtain the solution in a distributed way. The
resource price is taken as an incentive to reach the balance
between the supply and demand, as well as the maximum
benefit of both the CRR and CRP.

3.1. Problem Formulation. Firstly, in a certain time slot, under
the resource price 𝑝, the benefit of the CRR by demanding
the computing resource 𝑑 is calculated as 𝐵𝑟(𝑑) = 𝑈(𝑑) − 𝑝𝑑.
The CRR wants to adjust its demand amount of computing
resources so as to pursuit the maximum benefit. Thus the
local optimization problem from the CRR perspective is

max
𝑑

𝑈 (𝑑) − 𝑝𝑑. (3)

Similarly, in a certain time slot, under the resource price𝑝, the benefit of theCRPby supplying the computing resource𝑠 is calculated as 𝐵𝑝(𝑠) = 𝑝𝑠 − 𝐶(𝑠). The CRP wants to adjust
its supply amount of computing resources so as to pursuit the
maximum benefit.Thus the local optimization problem from
the CRP perspective is

max
𝑠

𝑝𝑠 − 𝐶 (𝑠) . (4)
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From the system perspective, it is desirable that the satis-
faction of the CRR is maximized and the expense of the CRP
is minimized. Mathematically, we define the system welfare
as 𝑊(𝑑, 𝑠) = 𝑈(𝑑) − 𝐶(𝑠), where 𝑠 ≥ 𝑑. The individually
optimal solution may not be systematically optimal under an
arbitrary resource price. We take the utility function minus
the cost function as the objective with the constraint that the
supply should be at least equal to the demand.Thus the global
optimization problem from the system perspective is

max
𝑑,𝑠

𝑈 (𝑑) − 𝐶 (𝑠)
s.t. 𝑠 ≥ 𝑑.

(5)

Note that the problem is a concave maximization prob-
lem, which can be solved by convex optimization techniques
in a centralized way [23]. For example, we take the constraint
into the objective by a Lagrangian multiplier. Thus the
Lagrangian is defined as

𝐿 (𝑑, 𝑠, 𝜆) = 𝑈 (𝑑) − 𝐶 (𝑠) + 𝜆 (𝑠 − 𝑑)
= [𝑈 (𝑑) − 𝜆𝑑] + [𝜆𝑠 − 𝐶 (𝑠)] , (6)

where 𝜆 denotes the Lagrangian multiplier associated with
the constraint in (5). By means of 𝜕𝐿/𝜕𝑑 = 𝜕𝐿/𝜕𝑠 = 𝜕𝐿/𝜕𝜆 =0 for (6), the coordinator wants to adjust the resource price
(later we will show that 𝜆 can be interpreted as the resource
price) so as to pursuit the maximum benefit of both the CRR
and CRP.

However, the arising challenge is that the coordinator
needs to know the exact utility function of the CRP and cost
function of the CRP. Since such information is private and
no one wants to reveal any, the coordinator may not have
sufficient information to solve problem (5). Nevertheless,
the distributed algorithm will not require the coordinator to
know the exact utility function of the CRP and cost function
of the CRP and thus preserves their privacy. Therefore, in
the following, we will present the distributed algorithm to
approach the optimal resource price for computing resource
management in mobile crowdsourcing.

3.2. Lagrange Duality. In order to solve problem (5) in a
distributed way, we define the dual function as the maximum
value of (6) over 𝑑, 𝑠:

𝐷 (𝜆) = sup
𝑑,𝑠

𝐿 (𝑑, 𝑠, 𝜆)
= sup
𝑑

[𝑈 (𝑑) − 𝜆𝑑] + sup
𝑠
[𝜆𝑠 − 𝐶 (𝑠)] . (7)

Furthermore, the Lagrange dual problem is

min
𝜆

𝐷 (𝜆)
s.t. 𝜆 > 0.

(8)

We can solve the dual problem (8) instead of the primal
problem (5) [23].

Comparing (7) with (3) and (4), we find that the
Lagrangianmultiplier 𝜆 can be replaced by the resource price𝑝 to pursuit the global optimum. In thisway, the dual problem
can be decomposed into two separable subproblems: one is in
the form of (3), which can be locally solved by the CRR, while
the other is in the form of (4), which can be locally solved by
the CRP. After both the CRR and CRP solve their own local
optimization problem to obtain 𝑑∗ and 𝑠∗, the coordinator
can solve the dual problem (8) to obtain𝑝∗, which guarantees
the constraint 𝑠∗ ≥ 𝑑∗, such that the locally optimal solution
will become globally optimal.

Firstly, for the CRR, the locally optimal solution to (3) is

𝜕𝐵𝑟 (𝑑)𝜕𝑑 = 𝜕𝑈 (𝑑)𝜕𝑑 − 𝑝 = 0 ⇒
𝑑∗ = 𝑑 (𝑝) .

(9)

Similarly, for the CRP, the locally optimal solution to (4) is

𝜕𝐵𝑝 (𝑠)𝜕𝑠 = 𝑝 − 𝜕𝐶 (𝑠)𝜕𝑠 = 0 ⇒
𝑠∗ = 𝑠 (𝑝) .

(10)

Taking the resource price 𝑝 in place of the Lagrangian
multiplier𝜆, togetherwith the locally optimal solution𝑑∗ and𝑠∗, we rewrite the dual problem (8) as

min
𝑝>0

𝐷(𝑝) = [𝑈 (𝑑∗) − 𝑝𝑑∗] + [𝑝𝑠∗ − 𝐶 (𝑠∗)] . (11)

The globally optimal solution to (11) is

𝜕𝐷 (𝑝)
𝜕𝑝 = 𝜕𝑈 (𝑑∗)

𝜕𝑑∗ 𝜕𝑑∗𝜕𝑝 − 𝑑∗ − 𝑝𝜕𝑑∗𝜕𝑝 + 𝑠∗ + 𝑝𝜕𝑠∗𝜕𝑝
− 𝜕𝐶 (𝑠∗)𝜕𝑠∗ 𝜕𝑠∗𝜕𝑝 = 0.

(12)

Note that from (9) and (10) we have 𝜕𝑈(𝑑∗)/𝜕𝑑∗ =𝜕𝐶(𝑠∗)/𝜕𝑠∗ = 𝑝, so
𝜕𝐷 (𝑝)
𝜕𝑝 = 𝑠∗ − 𝑑∗ = 0. (13)

Overall, by jointly solving (9), (10), and (13), we can
obtain the optimal resource price 𝑝∗ and further calculate
the specific 𝑑∗ and 𝑠∗, such that both the local and global
optimums are achieved. In other words, the coordinator
wants tomake the locally optimal solution be globally optimal
by adjusting the resource price.
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3.3. Distributed Solution. In order to preserve everyone’s
privacy, it is possible to approach the optimal resource price
of the dual problem (11) in a distributed way [24–26]:

(1) The coordinator begins with any initial resource price𝑝𝑘 ≥ 0 (𝑘 ∈ N+ is the iteration index) and announces
it to both the CRR and CRP.

(2) On receiving the resource price 𝑝𝑘, the CRR updates
its demand amount of computing resources 𝑑𝑘
by solving the local optimization problem 𝑑𝑘 =
argmax𝑑[𝑈(𝑑) − 𝑝𝑘𝑑] and feeds it back to the coor-
dinator. Similarly, on receiving the resource price 𝑝𝑘,
the CRP also updates its supply amount of computing
resources 𝑠𝑘 by solving the local optimization problem𝑠𝑘 = argmax𝑠[𝑝𝑘𝑠 − 𝐶(𝑠)] and feeds it back to the
coordinator too.

(3) On receiving the local optimal computing resource
demand 𝑑𝑘 and supply 𝑠𝑘, the coordinator updates the
resource price 𝑝𝑘+1 for the next iteration using the
following gradient projection method:

𝑝𝑘+1 = [𝑝𝑘 − 𝛾𝜕𝐷 (𝑝𝑘)𝜕𝑝𝑘 ]
+

= [𝑝𝑘 − 𝛾 (𝑠𝑘 − 𝑑𝑘)]+ , (14)

where 𝛾 > 0 is the step size to adjust the convergence
rate and [𝑥]+ represents the larger one between 𝑥 and
0.

(4) Repeat from (1) to (3) until the resource price remains
unchanged.

With the sufficiently small step size 𝛾, the proposed dis-
tributed algorithm converges to the globally optimal supply𝑠∗ and demand 𝑑∗, as long as the primal problem (5) is
feasible. The reason is as follows. Since the utility function𝑈(⋅) is concave and the cost function 𝐶(⋅) is convex, and thus
the relationship from the supply 𝑠 and demand 𝑑 to the price𝑝 is monotone, there exists the sufficiently small step size 𝛾
that guarantees the convergence of the gradient projection
method [27]. The proposed distributed algorithm converges
when 0 < 𝛾 < 2/𝐾, where 𝐾 is the Lipschitz constant for the
dual function: ‖∇𝐷(𝑝1) − ∇𝐷(𝑝2)‖2 ≤ 𝐾‖𝑝1 − 𝑝2‖2. The con-
vergence of the following proposed distributed algorithms is
similar, which will be omitted due to the space limitation.

The interaction among the CRR, CRP, and coordinator
is shown in Figure 1. Intuitively, from (14), if the supply is
larger than the demand, that is, 𝑠𝑘 > 𝑑𝑘, the coordinator will
drop the price, that is, 𝑝𝑘+1 < 𝑝𝑘; otherwise, if the supply is
less than the demand, that is, 𝑠𝑘 < 𝑑𝑘, the coordinator will
rise the price, that is, 𝑝𝑘+1 > 𝑝𝑘. In this way the iteration
will converge to the globally optimal price which balances
between the supply and demand.

Note that the globally optimal price which balances
between the supply and demand will also achieve the
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Coordinator for crowdsourcing

Computing Resource Provider (CRP)

(i) Update demand with pk:
dk = [U(d) − pkd]

Price pk
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Demand dk

(i) Update price with dk and sk:

pk+1 = [pk − (sk − dk)]+

Supply sk

(i) Update supply with pk:
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Figure 1: Interaction among CRR, CRP, and coordinator.
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Figure 2: Without interaction among CRPs.

maximum benefit of both the CRR and CRP. Otherwise, if
the supply is less than the demand, the exceeded computing
resource demanded by the CRR will not be satisfied, which
reduces its benefit; similarly, if the supply is larger than the
demand, the exceeded computing resource supplied by the
CRP will be wasted, which reduces its benefit too.

4. One-CRR and Multi-CRP Case

Now, consider another case for a mobile crowdsourcing sys-
tem consisting of oneCRR,multiple CRPs, and a coordinator.

4.1. Without Interaction among CRPs. Firstly, we focus on the
interaction only between the coordinator and each CRP; that
is, each CRP is expected to respond to the resource price
announced by the coordinator. Under this paradigm, each
CRP only communicates with the coordinator as depicted in
Figure 2, without the interaction among CRPs.

The problem formulation of this case is similar to that
in Section 3.1. The local optimization problemfrom the CRR
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perspective is the same as (3). Similarly, in a certain time
slot, under the resource price 𝑝, the benefit of each CRP by
supplying the computing resource 𝑠𝑖 is calculated as

𝐵𝑖𝑝 (𝑠𝑖) = 𝑝𝑠𝑖 − 𝐶𝑖 (𝑠𝑖) . (15)

Each CRP wants to adjust its supply amount of computing
resources so as to pursuit the maximum benefit. Thus the
local optimization problem from each CRP perspective is

min
𝑠𝑖

𝑝𝑠𝑖 − 𝐶𝑖 (𝑠𝑖) . (16)

From the system perspective, it is desirable that the
satisfaction of the CRR is maximized and the sum of the
expense of all CRPs isminimized.We take the utility function
minus the sum of all cost functions as the objective with the
constraint that the total supply should be at least equal to
the demand. Thus the global optimization problem from the
system perspective is

max
𝑑,s

𝑈 (𝑑) − 𝑛∑
𝑖=1

𝐶𝑖 (𝑠𝑖)

s.t. 𝑛∑
𝑖=1

𝑠𝑖 ≥ 𝑑.
(17)

Note that the problem is a concavemaximization problem,
which can be solved by convex optimization techniques in a
centralized way; for example, the Lagrangian is defined as

𝐿 (𝑑, s, 𝜆) = 𝑈 (𝑑) − 𝑛∑
𝑖=1

𝐶𝑖 (𝑠𝑖) + 𝜆( 𝑛∑
𝑖=1

𝑠𝑖 − 𝑑)

= [𝑈 (𝑑) − 𝜆𝑑] + 𝑛∑
𝑖=1

[𝜆𝑠𝑖 − 𝐶𝑖 (𝑠𝑖)] ,
(18)

where 𝜆 is the Lagrangian multiplier associated with the
constraint in (17).

Similarly, in order to solve problem (17) in a distributed
way, we define the dual function as the maximum value of
(18) over 𝑑, s:

𝐷(𝜆) = sup
𝑑,s

𝐿 (𝑑, s, 𝜆)

= sup
𝑑

[𝑈 (𝑑) − 𝜆𝑑] + 𝑛∑
𝑖=1

sup
𝑠𝑖

[𝜆𝑠𝑖 − 𝐶𝑖 (𝑠𝑖)] .
(19)

Furthermore, the Lagrange dual problem is

min
𝑝>0

𝐷(𝑝) = [𝑈 (𝑑∗) − 𝑝𝑑∗] + 𝑛∑
𝑖=1

[𝑝𝑠∗𝑖 − 𝐶𝑖 (𝑠∗𝑖 )] . (20)

We can solve the dual problem (20) instead of the primal
problem (17) [23].

Similarly, in order to preserve everyone’s privacy, it is
possible to approach the optimal resource price of the dual
problem (20) in a distributed way, which is similar to that in
Section 3.3 [28–30]:

(i) Update demand with pk:

dk = [U(d) − pkd]

Price pk

Price pk Demand dk

(i) Update supply with pk:

ski =
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Figure 3: Interaction among CRR, each CRP, and coordinator.

(1) The coordinator begins with any initial resource price𝑝𝑘 ≥ 0 and announces it to the CRR and all CRPs.
(2) On receiving the resource price 𝑝𝑘, the CRR updates

its demand amount of computing resources 𝑑𝑘
by solving the local optimization problem 𝑑𝑘 =
argmax𝑑[𝑈(𝑑) − 𝑝𝑘𝑑] and feeds it back to the coor-
dinator; similarly, on receiving the resource price 𝑝𝑘,
each CRP also updates its supply amount of com-
puting resources 𝑠𝑘𝑖 by solving the local optimization
problem 𝑠𝑘𝑖 = argmax𝑠𝑖[𝑝𝑘𝑠𝑖−𝐶𝑖(𝑠𝑖)] and feeds it back
to the coordinator too.

(3) On receiving the local optimal computing resource
demand 𝑑𝑘 and supply s𝑘, the coordinator updates
the resource price 𝑝𝑘+1 for the next iteration using the
following gradient projection method:

𝑝𝑘+1 = [𝑝𝑘 − 𝛾𝜕𝐷 (𝑝𝑘)𝜕𝑝𝑘 ]
+

= [𝑝𝑘 − 𝛾( 𝑛∑
𝑖=1

𝑠𝑘𝑖 − 𝑑𝑘)]
+

.
(21)

(4) Repeat from (1) to (3) until the resource price remains
unchanged.

The interaction among the CRR, each CRP, and coordi-
nator is shown in Figure 3.

4.2. With Interaction among CRPs. Rather than focusing
only on how each CRP behaves individually, we propose
a framework with interaction among CRPs via message
exchanges; for example, each CRP may share the informa-
tion of its computing resource supply 𝑠𝑖 among others. As
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Figure 4: With interaction among CRPs.

depicted in Figure 4, the blue arrows represent the two-way
communication between the CRR and each CRP, while the
red bidirectional arrows correspond to the interaction among
CRPs.

From (9) we know that 𝑝 = 𝜕𝑈(𝑑)/𝜕𝑑 is the local optimal
resource price for the CRR. From the above we also know
that the global optimum exists at 𝑑 = ∑𝑛𝑖=1 𝑠𝑖, by means
of 𝜕𝐿/𝜕𝜆 = 0 for (18). Therefore, in a certain time slot, if
each CRP supplies the computing resource 𝑠𝑖, then the local
optimal resource price for the CRR is calculated as

𝑝 = 𝜕𝑈 (𝑑)𝜕𝑑
𝑑=∑𝑛

𝑖=1
𝑠𝑖

≜ 𝑈( 𝑛∑
𝑖=1

𝑠𝑖) . (22)

4.2.1. Game Theory. Game theory is a study of selfish and
rational players and a formal model of interactive decision-
making situation [31]. A game 𝐺 = {𝑁, 𝑆, {𝑃𝑖(⋅)}} consists of
the following three components [32].

(1) Players.𝑁 = {1, 2, . . . , 𝑛} is a finite set of players, where 𝑛
is the total number of players in the game.

(2) Strategies. 𝑆 = ×𝑛𝑖 𝑆𝑖 is the strategy space of the game and
each player 𝑖 chooses a strategy 𝑠𝑖 from its strategy set 𝑆𝑖.
Generally we denote a strategy vector by s = (𝑠𝑖, s−𝑖), where
s−𝑖 ≜ [𝑠1, . . . , 𝑠𝑖−1, 𝑠𝑖+1, . . . , 𝑠𝑛] are the strategies chosen by all
the other players in the game.

(3) Payoff Functions. {𝑃𝑖(⋅)} is a finite set of payoff functions.
The payoff 𝑃𝑖 of the player 𝑖 is determined by the strategy
vector s. Each selfish and rational player wishes to choose the
optimal strategy 𝑠𝑖 according to the other players’ strategies
s−𝑖 to maximize its own payoff 𝑃𝑖(𝑠𝑖, s−𝑖).

Nash equilibrium (NE) is the most important concept
of equilibrium condition in game theory. NE is such a
static stable strategy vector that no player has any benefit
from unilaterally deviating from this strategy. A strategy
vector s∗ = (𝑠∗𝑖 , s∗−𝑖) is called NE if and only if 𝑃𝑖(s∗) ≥𝑃𝑖(𝑠𝑖, s∗−𝑖), ∀𝑖 ∈ 𝑁, ∀𝑠𝑖 ∈ 𝑆𝑖.
Theorem 1. A game can be shown to have NE if the following
conditions are satisfied [33]:

(1) The player set is finite.

(2) The strategy sets are closed, bounded, and convex.

(3) The payoff functions are continuous in strategy space
and quasi-concave.

An S-modular game restricts payoff function {𝑃𝑖(⋅)} such
that ∀𝑖 ∈ 𝑁 either (23a) or (23b) is satisfied.

𝜕2𝑃𝑖 (𝑠)𝜕𝑠𝑖𝜕𝑠𝑗 ≥ 0 ∀𝑗 ̸= 𝑖 ∈ 𝑁 (23a)

𝜕2𝑃𝑖 (𝑠)𝜕𝑠𝑖𝜕𝑠𝑗 ≤ 0 ∀𝑗 ̸= 𝑖 ∈ 𝑁. (23b)

When (23a) is satisfied, the game is said to be supermodular,
while when (23b) is satisfied, the game is said to be submod-
ular. We can use best response to converge to NE [33].

4.2.2. Game among CRPs. A basic modeling assumption in
this paper is that each CRP behaves rationally in a self-
interested manner. Each one wants to adjust its strategy to
maximize its own payoff. We model the computing resource
management in mobile crowdsourcing as a game among
CRPs:

(1) Players. All CRPs in the mobile crowdsourcing system are
the players in the game.

(2) Strategies. The strategy 𝑠𝑖 of the player 𝑖 is its computing
resource supply.

(3) Payoff Functions. Taking (22) into (15), we have the payoff
function of each CRP:

𝑃𝑖 (𝑠𝑖, s−𝑖) = 𝑈( 𝑛∑
𝑖=1

𝑠𝑖) 𝑠𝑖 − 𝐶𝑖 (𝑠𝑖) . (24)

Taking (1) and (2) into (24), we have, ∀𝑖 ∈ 𝑁,

𝜕2𝑃𝑖 (𝑠)𝜕𝑠𝑖𝜕𝑠𝑗 = −𝛼 < 0 ∀𝑗 ̸= 𝑖 ∈ 𝑁. (25)

Based onTheorem 1,NE is considered to be the solution of the
game. Meanwhile, the game corresponds to the submodular
game, and we can use best response to converge to NE. Best
response allows that, at each iteration, each player adapts its
strategy to the strategies of others tomaximize its own payoff.
We design the best response algorithm as follows.

(1) Initial condition: each player chooses a random strat-
egy.

(2) Adaption condition: each player chooses an opti-
mal strategy according to the strategies of others to
improve its own payoff:

𝑠∗𝑖 = argmax
𝑠𝑖∈𝑆𝑖

𝑃𝑖 (𝑠𝑖, s−𝑖) . (26)
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Figure 5: Interaction among CRR and each CRP.

Note that, at each iteration, each player updates its
strategy while the others keep their strategies fixed.

(3) Repeat (2) until each player does not revise its
strategy.

4.2.3. Distributed Solution. Note that (26) is a concave
maximization problem, which can be solved by convex
optimization techniques in a centralized way. However, the
arising challenge is that each CRP needs to know the exact
utility function of the CRR. Since such information is private
and the CRR does not want to reveal any, each CRP may
not have sufficient information to solve problem (26). In
order to preserve the CRR’s privacy, it is possible to approach
the optimal strategy of the optimization problem (26) in a
distributed way [34–36]:

(1) Each CRP shares the information of its current
computing resource supply 𝑠𝑖 among others.

(2) The CRP 𝑖 begins with any initial computing resource
supply 𝑠𝑘𝑖 ≥ 0 and aggregates the total supply of all
CRPs, that is, 𝑠𝑘 ≜ 𝑠𝑘𝑖 + ∑𝑛𝑗=1,𝑗 ̸=𝑖 𝑠𝑗, and sends it to the
CRR.

(3) On receiving the total supply, the CRR calculates the
value of𝑈(𝑠𝑘) and𝑈(𝑠𝑘) and feeds them back to the
CRP 𝑖.

(4) On receiving the feedback, the CRP 𝑖 updates its
computing resource supply 𝑠𝑘+1𝑖 for the next iteration
using the following gradient projection method:

𝑠𝑘+1𝑖 = [𝑠𝑘𝑖 + 𝛾𝜕𝑃𝑖 (𝑠
𝑘
𝑖 , s−𝑖)𝜕𝑠𝑘𝑖 ]

+

= {𝑠𝑘𝑖 + 𝛾 [−𝐶𝑖 (𝑠𝑘𝑖 ) + 𝑈 (𝑠𝑘) + 𝑠𝑘𝑖𝑈 (𝑠𝑘)]}+ .
(27)

(5) Repeat from (2) to (4) until the CRP 𝑖 does not revise
its computing resource supply.

The interaction among the CRR and each CRP is shown
in Figure 5.

5. Results and Discussion

We provide numerical examples to evaluate the proposed
distributed approach.

5.1. One-CRR and One-CRP Case. Consider a mobile crowd-
sourcing system with one CRR and one CRP. The simulation
parameters are set as 𝜔 = 3, 𝛼 = 0.5, 𝑎 = 0.1, 𝑏 = 0.5, and𝑐 = 0.That is, we assume that the CRR has the utility function𝑈(𝑑) = 3𝑑 − (0.5/2)𝑑2, while the CRP has the cost function𝐶(𝑠) = 0.1𝑠2 + 0.5𝑠. Firstly, in Figure 6, we fix the step size at𝛾 = 0.1, while setting the initial price at 𝑝1 = 0 and 𝑝1 = 3,
respectively. It is shown that in both cases the price converges
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Figure 6: Computing resource management in a mobile crowdsourcing system of the one-CRR and one-CRP case.

to the global optimum which balances between the supply
and demand. The system welfare achieves the best with the
convergence of the price, where the locally optimal solution
of both the CRR and CRP becomes globally optimal at the
converged price.

Next, in Figure 7(a), 𝛾 is fixed while 𝑝1 varies from 0
to 3, to study how the initial price impacts the convergence
performance. The figure indicates that the price will finally
converge to the equilibrium regardless of any initial value,
although the convergence rates may be different. Similarly,
in Figure 7(b), 𝑝1 is fixed while 𝛾 varies from 0.025 to
0.25, to study the impact of the step size on the price
convergence.We find that the smaller the step size, the slower
the convergence rate, while the larger the step size, the faster
the convergence rate, but the system may only approach

within a certain neighborhood of the equilibrium. This is
a general characteristic of any gradient based method. In
practice, we can first choose a large step size to ensure fast
convergence and subsequently reduce the step size once the
price starts oscillating around a certain value.

5.2. One-CRR and Multi-CRP Case. Consider a mobile
crowdsourcing system with one CRR and three CRPs. The
simulation parameters for the CRR are the same as those in
Section 5.1, while the cost functions of different CRPs are
assumed to be different. The initial price and step size are
fixed at 𝑝1 = 3 and 𝛾 = 0.05.
5.2.1. Without Interaction among CRPs. In Figure 8, we first
set 𝑏 = 0.5 while 𝑎 varies from 0.1 to 0.3 for different CRPs.
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Figure 9: CRP game in a mobile crowdsourcing system of the one-CRR and multi-CRP case (𝑎1 = 0.1, 𝑎2 = 0.2, 𝑎3 = 0.3).

It is shown that the larger the value of 𝑎, the less computing
resource the CRP will supply. Then we set 𝑎 = 0.1 while 𝑏
varies from 0.4 to 0.6 for different CRPs. The figure indicates
that the larger the value of 𝑏, the less computing resource the
CRPwill supply.The systemwelfare achieves the best with the
convergence of the price, where the locally optimal solution
of the CRR and each CRP becomes globally optimal under
the converged price.

5.2.2. With Interaction among CRPs. In Figure 9, we set 𝑏 =0.5while 𝑎 varies from0.1 to 0.3 for differentCRPs. It is shown
that the larger the value of 𝑎, the less computing resource the
CRP will supply. Initially the supplies of the three CRPs are
random, so their payoffs are very low.Then, at each iteration,
each CRP chooses the most selfish strategy according to the
strategies of others to improve its own payoff. We can see
from the figure that the best response algorithm guarantees
that the CRPs’ strategies and payoffs converge to NE. The

convergence rate is considerably fast, which is desirable for
the real-time requirement of mobile crowdsourcing. At NE,
each CRP achieves the best payoff. Through the CRP game,
each CRP can strategically adjust its supply to improve its
individual benefit. We also evaluate the distributed approach
to (26). The initial supplies of the three CRPs are the same as
those in the CRP game and the step size is fixed at 𝛾 = 0.5. It
is shown that the supplies of all CRPs converge to the optimal
solution solved by a centralized way.

In Figure 10, we set 𝑎 = 0.1 while 𝑏 varies from 0.4 to
0.6 for different CRPs. The figure indicates that the larger the
value of 𝑏, the less computing resource the CRP will supply.
We can see from the figure that the best response algorithm
guarantees that the CRPs’ strategies and payoffs converge
to NE. At NE, each CRP achieves the best payoff. We also
evaluate the distributed approach to (26). The initial supplies
of the three CRPs are the same as those in the CRP game
and the step size is fixed at 𝛾 = 0.5. It is shown that the
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Figure 10: CRP game in a mobile crowdsourcing system of the one-CRR and multi-CRP case (𝑏1 = 0.4, 𝑏2 = 0.5, 𝑏3 = 0.6).

supplies of all CRPs converge to the optimal solution solved
by a centralized way.

In Section 4.1, we solve the computing resource man-
agement problem in mobile crowdsourcing while assuming
that there is no interaction among CRPs. We refer to it as
“solution 1” (without interaction). In Section 4.2, we assume
the interaction among CRPs and formulate the CRP game
to solve the computing resource management problem in
mobile crowdsourcing. We refer to it as “solution 2” (CRP
game). In Figure 11, we compare the performance of these two
solutions.We first set 𝑏 = 0.5while 𝑎 varies from 0.1 to 0.3 for
different CRPs.Then we set 𝑎 = 0.1while 𝑏 varies from 0.4 to
0.6 for different CRPs. It is shown that in both cases each CRP
benefit in solution 1 outperforms that in solution 2, while the
CRR benefit and systemwelfare are a little lower than those in
solution 2.The reason is that the algorithm in Section 4.1 takes
the system welfare into the first consideration, while the CRP

game in Section 4.2 guarantees that each CRP is selfish and
rational who only wants to maximize its individual benefit,
regardless of the CRR benefit and system welfare.

6. Conclusions

In this paper, we propose an optimal real-time pricing
strategy for computing resource management in mobile
crowdsourcing, which is based on utilitymaximization. It can
be implemented in a distributed manner such that the real-
time interaction among the CRR and CRPs is coordinated
through a limited number of message exchanges. We show
that there exist real-time prices that can align individual
optimality with systematic optimality. We also take account
of the interaction among CRPs and formulate the computing
resource management as a game with Nash equilibrium
achievable via best response. Simulation results demonstrate
that, by using our proposed optimization-based real-time
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Figure 11: Comparison between solutions in Sections 4.1 and 4.2.

pricing strategy, not only the CRR but also CRPs will benefit.
The coordinator in mobile crowdsourcing can thus use the
optimal real-time pricing strategy to manage computing
resources towards the benefit of the overall system.
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