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The dynamical assessment has been performed in the aspect of the nuclear power plants (NPPs) security. The physical protection
system (PPS) is constructed by the cyber security evaluation tool (CSET) for the nuclear security assessment.The systems thinking
algorithm is used for the quantifications by the Vensim software package. There is a period of 60 years which is the life time of
NPPs’ operation. The maximum possibility happens as 3.59 in the 30th year. The minimum value is done as 1.26 in the 55th year.
The difference is about 2.85 times. The results of the case with time delay have shown that the maximum possibility of terror or
sabotage incident happens as 447.42 in the 58th year and the minimum value happens as 89.77 in the 51st year. The difference is
about 4.98 times. Hence, if the sabotage happens, the worst case is that the intruder can attack the target of the nuclear material in
about one and a half hours. The general NPPs are modeled in the study and controlled by the systematic procedures.

1. Introduction

The dynamical assessment is investigated for the security in
the nuclear power plants (NPPs). The nonlinear dynamic
algorithm is applied to the advanced security assessment,
which is called the systems thinking analysis. The cyber
security evaluation tool (CSET) gives operators a repeatable
and systematic ways for assessing the cyber security state
of the industrial control system networks which is shown
in Figure 1, where it provides the tools of both high-level
and detailed questions applicable to all industrial control
systems (ICSs) [1]. The CSET was developed under the
direction of the Department of Homeland Security (DHS)
Control Systems Security Program (CSSP). It is shown that
CSET is a designed desktop software that makes users assess
their network and ICS security practices regarding identified
industrial and governmental regulations [1]. This completed
CSET assessment means a suggested list that enhances the
security state for ICS of organization or network of company
and also recognizes the achievement of the designed security
level in the standards [1].

Information about the security in NPPs is available in the
literature. Safeguardmodeling is conducted for the successful

operations in the NPPs [2]. Also, Pei et al. compared their
method with some existing methods for nuclear safeguard
evaluations in an example, which supports and clarifies the
method of their paper [3]. The characteristics of the secure
operation in NPPs are investigated using the network effect
method which is quantified by the Monte-Carlo algorithm.
Also, the study analyzes some potential security risks, con-
cerning terrorism or more routine incidents like any crimes,
andmanagement of nuclear waste using a PEST scan which is
formed by political, economic, social, and technical matters,
and some insights of criminologists on crime prevention
where nuclear waste is produced by the spent fuel by
electricity production and its related contaminations and
decommissions [4]. Finally, the basic object of an effective
emergency system of regulation is to supply a sustained emer-
gency response and to prohibit an emergent circumstance as
during the emergency the regulatory purpose is to control the
incidents and to guide people and to keep the environment
safe in order not to be in catastrophic nuclear and radiological
hazards [5].

There is the background for themodeling which is shown
in Section 2. Section 3 explains the method of the study.



2 Science and Technology of Nuclear Installations

Standard

Standard

questions
Determine 
answers

Components
questions

questions

Select
standards Determine

security
level Create

diagram
Answer

questions

Security

Figure 1: Configuration for the path of cyber security evaluation
tool (CEST).

Section 4 describes the results of the study. There are some
conclusions in Section 5.

2. Background

It is examined that the literature investigations for the nuclear
security which is related to the topic of this paper. So, the
historical and analytic reviews are introduced.Then, the basic
explanations of the systems thinking are done.

2.1. Nuclear Security. For several years following 9/11 terror
attack, the Nuclear Regulatory Commission (NRC) required
many security enhancements on commercialized nuclear
power reactors, decommission of old reactors, nuclear spent
fuel storage facility, research and multipurpose reactors,
uranium fuel manufacturing facilities, nuclear fuel gaseous
diffusion plants, nuclear fuel fabrication facilities, industrial
distribution parts, transportation systems, and permitted
licensees who can treat nuclear material greater than IAEA
category II [6]. It has been done as the NRC directed NPPs
and fuel fabrication facilities to improve physical security
planning, and security officer training and uncertain plan-
ning where several facilities are shown as follows [6]:

(i) larger standoff distances for vehicle checks,
(ii) much more restrictive site access controls,
(iii) many patrols,
(iv) stronger and more capable security forces,
(v) enough physical barriers,
(vi) enhanced emergency preparedness and response

plans.

It is important that NPPs and category I fuel fabrication
facilities must show that they can defend against a set of
adversary characteristics outlined in the NRC’s design basis
threat (DBT) [6]. In 2003 and 2006, the NRC supplemented
the DBT to incorporate insights from the 9/11 attacks [6]. In
2007, the NRC amended 10 CFR 73.1 and issued a final rule
consolidating the supplemental requirements established by
DBT’s orders with the existing DBT requirements following
NRC regulations [6].

In 1996 in Russia, the 48 nuclear power reactors were
operating in five newly independent states (NISs) of the
former Soviet Union: 29 units at nine sites in Russia, 15 units
at five sites in Ukraine, a double-unit plant in Lithuania, and
one unit each in Armenia and Kazakhstan [7]. According to
the International Atomic Energy Agency (IAEA) regulation,
the objective of the State’s nuclear security regime is to protect
persons, property, society, and the environment from mali-
cious acts involving nuclear material and other radioactive
materials [8].That is, the purposes of the physical protections
are an essential component of the nuclear security regime.
So, the physical regime should prevent a dangerous act by
relevant information and system.

Using the above objectives, it is needed to be addressed
in an integrated and coordinatedmanner taking into account
the different risks covered by nuclear security. It is necessary
for these nuclear power facilities to be reliably protected
against possible radiological sabotage or terrorism. The
nation has been marked by ethnic and political conflicts,
crime, and societal instabilities. These power facilities have
great tendencies to have thesemaladies and face a broad range
of threats. In fact, the potentially catastrophic releases of
radioactivity and resultant global societal dislocations make
the national nuclear industry a particularly attractive target
in case of industrial sabotage.

2.2. Systems Thinking. The systems thinking is defined as
the thinking about how things interact with one another
[9]. One can use the phrase systems thinking to refer to a
set of tools such as causal loop diagrams, stock and flow
diagrams, and simulation models that help us map and
explore dynamic complexity [10]. In addition, the systems
thinking could use specified vocabulary where one can rep-
resent its understanding of dynamic complexity as feedback
of event for expressing the affection to future event by the
past event. The systems thinkers often describe the world
by several logics like feedback, delay, dynamical behavior,
and so on. System dynamics (SD) is basically and technically
similar to systems thinking and produces the causal loop
diagrams of systems with feedback where the event flows
to the designed modeling. This event can express several
variables like the population, speed, temperature, pollution,
contamination, and so on. The variables are quantified by
the random sampling based Monte-Carlo methods. The SD
was created during the mid 1950s by Dr. Jay Forrester of the
Massachusetts Institute of Technology (MIT). However, SD
typically goes further and utilizes simulation to study the
behavior of systems and the impact of alternative policies
[11]. The systems thinking can be realized by the SD due
to the similarity of the algorithm. The relevant software
packages are used for the simulations. The calculations with
the generated random numbers are performed by the Vensim
code system. The Vensim is made for developing, analyzing,
and packaging high quality dynamicmodels [12].Themodels
are constructed graphically or in a text editor. The features
include dynamic functions, subscripting (arrays), Monte-
Carlo sensitivity analysis, optimization, data handling, and
application interfaces [12].
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Table 1: List of numeric values.

Path for sabotage Value
Pass of fence Random number between 0 and 1

Pass of outer door (Random number between 0 and 1, mean:
0.8, and st. deviation: 0.2) + pass of fence

Pass of wall
(Random number between 0 and 1, mean:
0.6, and st. deviation: 0.3) + pass of outer

door

Pass of inner door (Random number between 0 and 1, mean:
0.4, and st. deviation: 0.3) + pass of wall

Attack of target
(Random number between 0 and 1, mean:
0.2, and st. deviation: 0.1) + pass of inner

door

3. Method

The analysis is done by the physical protection system (PPS)
in NPPs which is in Figure 2 [13]. This is the systematic
procedures of the PPS where the figure explains the design
of PPS incorporated with the PPS body selection and PPS
formation.This is followed by the CEST in Figure 1. Using the
PPS, one can make the path for sabotage in NPPs. Figure 3
shows the modified path for sabotage in NPPs in which the
person of sabotage could go through from the fence to target
to make the terror [13]. So, the diagram is modified from
the original algorithm. For the calculation, the SD method is
applied to this sabotage case. Figure 4 is constructed for the
SD using Figure 3. That is, the event sequence is connected
by the arrow line. The addition is denoted by plus sign which
also means the multiplication. If the subtraction is needed,
the minus sign will be shown. Each box gives the numeric
values of the events. In this work, there are several random
number quantifications. Table 1 shows the list of numeric
values, where the numeric values are decided by expert’s
judgment. In addition, Figure 5 shows the diagram which is
incorporated with the time delay where the detection and
action are considered in Table 2. The detection means the
detection method of the intruder, and the action means the
guarding ways against the enemy who is a possible terrorist.
Table 3 shows the related time for the step. The list of the
numeric values is obtained by the random number of Table 1
incorporatedwith the expert judged time, which is in Table 4.
In the case of the pass of fence, random numbers between 0
and 1 are multiplied by 10 (minutes).The time list with delays
is shown in Table 5.

4. Results

The attack of target is quantified by the dynamical conse-
quences in Figure 6 which is the result of the Vensim sim-
ulation. The period is considered as 60 years. The maximum
possibility happens as 3.59 in 30th year. The minimum value
is done as 1.26 in 55th year. The difference is about 2.85
times. The results of the case with time delay are in Figure 7
where the maximum possibility happens as 447.42 in 58th
year and the minimum value happens as 89.77 in 51st year.
Thedifference is about 4.98 times. So, if the sabotage happens,

PPS body selection (select standard) 

Facility design construction 

PPS formation (determine security level) 

Analysis for PPS 

Design for PPS (create diagram)  

Figure 2: Modified physical protection system (PPS) in nuclear
power plants (NPPs).
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Figure 3: Modified path for sabotage in nuclear power plants
(NPPs).

the worst case is that the intruder can attack the target of
the nuclear material in about one and a half hours. Although
the result of simulation to the target of the nuclear material
is about one and a half hours, this value could be variable
by physical protection systems from one plant to another,
according to specific site and country conditions such as
power reactors, decommissioning reactors, and spent fuel
storage.Therefore, it is analyzed that the longer time values in
the simulation are safer than the shorter time values, because
the attack action needed to take much more time. One can
prepare for the security in the period of the shorter time
values. This is a particular assessment of SD method. In
conventional safety assessment, the result of the event can
show the frequency of the event by the probability values.

5. Conclusions

The dynamical quantification is done in the security of
NPPs. The time delay is important to the security of



4 Science and Technology of Nuclear Installations

Pass of
fence

Pass of
outer door Pass of wall Pass of

inner door
Attack of
target+ + + +

Figure 4: Modified path for sabotage by system dynamics (SD) diagram.
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Figure 5: Path for sabotage with time delay by system dynamics (SD) diagram.
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Figure 6: Results of path for sabotage.

the NPPs. How the defense against possible terror attack
reacts could be analyzed by some aspects by several external
impacts.The political, social, and technological aspects could
be considered. In addition, the natural disaster could be
another kind of matter, because this happens without anyone
minding. Hence, the policy makers, security personnel, or
owners and operators of the nuclear facilities should think
of the possible terror related incidents as well as the natural
disaster, because these incidents happen usuallywithout prior
notification. The method of this paper gives a quantified
prediction which is different from the subjective description
in the conventional ways. Several significant findings are
obtained in the simulations as follows.

(i) Thedynamical consideration of the security is consid-
ered.
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Figure 7: Results of path for sabotage with time delay.

(ii) The detection and action against the incidents are
quantified.

(iii) SD method is applied to the security of NPPs.
(iv) General NPPs are modeled in the study.
(v) NPPs are controlled by the systematic procedures.

There are some more investigations in this work. The
time-based analysis could be used for the possible procedures
in the accident of the terror incidents. However, the steps of
the events are variable by the characteristics of the plants.The
nuclear materials are extremely prohibited from the public.
But some other industrial facilities are placed to be reached
by the public. Therefore, the analysis is able to be modified
by the public facilities like the public communications and
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Table 2: List of detection and action.

Path for sabotage Detection Action
Pass of fence Elec. signal + CCTV + guard Calling for guard or police
Pass of outer door Elec. signal + CCTV + noise Using weapon (hand gun, tear gas)
Pass of wall Elec. signal + CCTV + noise Using weapon (hand gun, tear gas)
Pass of inner door Elec. signal + CCTV + worker By physical defense
Attack of target Elec. signal + CCTV Impossible to defense

Table 3: Time for each step.

Path for sabotage Detection Action
Pass of fence Immediately Over several minutes
Pass of outer door ∼minutes Over several minutes
Pass of wall Minutes∼hours Up to 1 hour
Pass of inner door Over hours Up to 1 hour
Attack of target Over hours Impossible

Table 4: List of numeric values.

Path for sabotage Value (minute)
Pass of fence (Random number between 0 and 1) ∗ 2

Pass of outer door
(Random number between 0 and 1, mean:
0.8, and st. deviation: 0.2) ∗ 10 + pass of
fence

Pass of wall
(Random number between 0 and 1, mean:
0.6, and st. deviation: 0.3) ∗ 30 + pass of
outer door

Pass of inner door (Random number between 0 and 1, mean:
0.4, and st. deviation: 0.3) ∗ 60 + pass of wall

Attack of target
(Random number between 0 and 1, mean:
0.2, and st. deviation: 0.1) ∗ 90 + pass of
inner door

Table 5: Time for each step.

Path for sabotage Detection + action (minute)
Pass of fence (Random number between 0 and 1) ∗ 10
Pass of outer door (Random number between 0 and 1) ∗ 30
Pass of wall (Random number between 0 and 1) ∗ 60
Pass of inner door (Random number between 0 and 1) ∗ 120
Attack of target (Random number between 0 and 1) ∗ 180

transportations like the bus, subway, or train. For the general
goal, the safety of the facility is considered for the preven-
tion against the incidents. So, the dynamical quantifications
should imply the process of the catastrophic happening.
There should be many possibilities to the extreme case. The
security of the facility is related to the safe operations for the
normal situation.

The dynamical assessment can show the operator to find
the dangerous situation in the site. Then, the operator could
prepare for possible incidents which could be a catastrophe
for the NPPs. Generally, the terror attack of NPPs has not
been considered significantly. Therefore, in the aspect of

international policy aspect, the regulations could be con-
structed in the future.
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