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Computer security is something that brings to mind the greatest developers and companies who wish to protect their data. Major
steps forward are being taken via advances made in the security of technology. The main purpose of this paper is to provide a view
of different mechanisms and algorithms used to ensure big data security and to theoretically put forward an improvement in the
health-based environment using a proposed model as reference. A search was conducted for information from scientific databases
as Google Scholar, IEEE Xplore, Science Direct, Web of Science, and Scopus to find information related to security in big data.
The search criteria used were “big data”, “health”, “cloud”, and “security”, with dates being confined to the period from 2008 to the
present time. After analyzing the different solutions, two security alternatives are proposed combining different techniques analyzed
in the state of the art, with a view to providing existing information on the big data over cloud with maximum security in different
hospitals located in the province of Valladolid, Spain. New mechanisms and algorithms help to create a more secure environment,
although it is necessary to continue developing new and better ones to make things increasingly difficult for cybercriminals.

1. Introduction
Big data refers to the huge amount of information that is
created and proves difficult to analyze in real time, to the
extent that traditional databases are not sufficient for dealing
with such data [1]. When big data is mentioned, it tends
to refer to the three Vs (volume, velocity, and variety) [2],
and some even extend this to the five Vs: volume, velocity,
variety, veracity, and value [3, 4]. These five characteristics
mentioned are defined as follows: volume refers to the size
of the data generated, although certain minimums are yet to
be established as this is a relative concept. Velocity refers to

a large amount of data generated over time. Variety refers
to a combination of different information formats, whether
structured, semistructured, or without structure. Veracity
refers to the fact that none of the data generated is of any use
if it is not reliable. Lastly, value refers to the scientific value
attributed to this data [5–7].
The term “big data” has been exponentially growing in
use since 2011 and is taking on increasing weight in both
society and the world of business [8]. As this is a new concept,
the lack of trust factor is involved that raises other associated
problems [9]. Some of these problems that are seen in the
use of big data are rather dangerous. Even though the data is
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stored anonymously, there is little control over it, whether this
data is private or personal [10]. Moreover, there are benefits in
using big data, the most important of which is that it enables
the Government to improve quality of life in society via the
analysis of vast amounts of information [10].
Traditional databases use standard SQL that generates
request and handle relational tables. Owing to the relationships that exist between the tables, utilizing them is not practical because the big data mainly refers to the unstructured
information [10]. NoSQL databases have emerged as a result
and offer better functionality especially for the purpose of
storing and maintaining information on a large scale without
being concerned with the format of data in which it is
presented. Furthermore, the NoSQL offers high performance for the large volumes of heterogeneous data within a
distributed environment [11–15].
Moreover, the terms big data and cloud computing have
enormously gained prominence in recent years, and one of
the reason for this is because big data is directly related to the
cloud [12, 13]. The importance is because the cloud is coming
up with the new architecture paradigms in information
technology [16–18]. Emerging cloud computing technology
offers a solution to reduce the cost of development and
operating mobile networks [19–22].
As we have mentioned above, the big data uses cloud and
is accessible all around the world from any object with the
help of Internet [14]. This raises a big question of security;
therefore below a summary of the different levels of big data
security over cloud is given. This paper extensively reviews
the work carried out by different experts to minimise the risks
in utilizing cloud in handling big data [23–26]. Secondly, the
concrete solutions are presented to improve the security of
big data in a healthcare scenario.
The next section covers the methodology used to obtain
and filter the related information required. In Section 3.1, the
recent security mechanisms for healthcare big data in cloud
are reviewed. Additionally, in Section 3.2 the security model
is given and is explained in detail. Lastly, Section 4 provides
the conclusion.

2. Methods
An exhaustive search was conducted in order to carry out
the research of papers on some of the most important and
commonly used websites and scientific databases, namely,
Google Scholar, IEEE Xplore [27], Scopus [28], Science Direct
[29], and Web of Science [30].
A specific search was conducted in each of them using the
following words: “cloud” AND/OR “big data” AND “health”
AND “security” in the title and abstract. In all cases, the time
span was from 2008 to September 2017. Figure 1 shows the
3169 results obtained via the searches conducted, and we also
refer to any papers that were disregarded as a result of their
being duplicates or having a title that is unrelated to our area
of interest. We ended up with 22 papers after having read 134
and seeing which of them proved beneficial to us after viewing
the corresponding abstracts.
All the papers related to health. At the end, we decided
to use these papers because after reading the others, although
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initially appearing to cover big data and associated security,
we noted that they only mention the big data situation or
the situation regarding legislation in Europe and the USA
governing data on the cloud.
Therefore, we decided to disregard these as they failed
to provide us with relevant information, and in making our
selection, we took papers written in English into consideration. After reading the titles and abstract and ending up with
the 134 papers mentioned, we then proceeded to read their
content and thus determine which of them would provide us
with information related to big data and its security on the
cloud or on databases it uses to store data.

3. Results and Discussion
3.1. Security Mechanisms Based Literature Review. In this
section, we provide a summary of the main advances made
by the scientific community that will help to keep healthcare
data more secure. Recently, Wang et al. (2017) enhance
attribute-based encryption (ABE) that is introduced by the
Cloud Security Alliance (CSA). The improved auxiliary
input model based Ciphertext-policy ABE (CP-ABE) and
key-policy ABE (KP-ABE) schemes are presented. While
conducting the comparison, the improved model considers
also the encryptor leakage (leakage of randomness) in front
of other auxiliary input model. Furthermore, an improved
strong extractor from the modified Goldreich–Levin theorem
is given. The performance comparison is conducted between
the other three leakage resilient CP-ABE and the proposed
schemes. The author has programmed the CP-ABE scheme
in C language and has implemented it on two different types
of processors based platforms by using the pairing based
cryptography (PBC) library to test the encryption time.
Cho et al. (2016) provide us with architecture based on
a double layer for the working environment with big data.
These two layers are the prefiltering layer and the postfiltering
layer. The first-mentioned is in charge of searching for and
eliminating sensitive personal information from the data
gathered, which is done in order to make the information
anonymous and thus make it more difficult to identify the
person in particular. The second, postfiltering layer, disguises
the summarized sensitive information following big data
analysis [31].
Liu et al. (2015) define a series of steps in which the validity of the data stored is verified externally. External verification is as important as the security provided by the server
and, as this is an external agent, certain steps need to be
established to maintain data security [32].
Fabiano et al. (2015), from the University of Wyoming,
have been developing a variant of the MapReduce paradigm
to be applied in security which complies with HIPAA, as well
as using the OpenSSL encryption package. To ensure maximum scalability, they implemented a hybrid of the OpenMPMPL programming paradigm, by means of which they
enabled each processing core to be assigned a number of files
and then for each core to subdivide these files, depending on
the number of threads being used [33].
Yan et al. (2016) propose two security schemes in
which the aim is to protect the confidential information of
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Figure 1: Flow chart of the steps followed in the review.

trusted suppliers. The first scheme focuses on computational
efficiency while the second provides better protection at
the expense of computational cost. They use proxy-based
additive homomorphism with reencryption to design these
two schemes for Privacy-Preserving Trust Evaluation (PPTE)
[34].
Zhou et al. (2015) propose an encryption algorithm that
focuses on image security. This algorithm is based on the
Chaos stochastic process and the Line Map principle and is
designed to ensure that if an image is encrypted, nothing
will continue to be seen if an attempt is made to decrypt the
key. The disadvantage of this algorithm is that it can only be
used for those images that have the same width and length,
although the authors have carried out tests and reached the
conclusion that it is a robust algorithm [35].
Hsu et al. (2014) show us how to develop a protocol for
the secure transfer of data and also propose a protocol for the
transfer of a group key. To do so, they create a variant of the
Diffie Hellman algorithm which is designed for one-to-one
communication rather than between several individuals. The
motivation behind this protocol is to preserve the key refresh,
its confidentiality, and its authentication [36].
Jing (2014) comments on the growing use of the cloud
as a storage space. To improve security, they propose a
double encryption data system, which consists of an initial
encryption using the AES encryption algorithm and therefore
a symmetric algorithm. They then use the RSA algorithm as
an asymmetric algorithm, by means of which two keys are
generated—the public and private one. Users are in possession of the private one and use it to decrypt information, thus
ensuring that they alone are able to obtain the data in question
[18].
Hingwe and Bhanu (2014) explain a database model
on the cloud with architecture consisting of two additional
layers, which are used depending on whether the data is sensitive or otherwise. Data encryption is added to the layers, and
this takes the form of double encryption if the information
is deemed sensitive. A key is needed for this encryption and
a symmetric key provided by the database server is used for
such purpose. Where sensitive information is concerned and
hence two layers are used, this is split into two by an algorithm
to improve it [37].
Cheng et al. (2014) provide a summary of the most
direct threats to which a customer of a cloud supplier may

be exposed. Among these threats, the suppliers themselves
may use their data for their own interests or cybercriminals
may acquire the data, and they propose a simple scheme
to deal with these threats involving splitting the data into
fragments. After performing a hash function, these fragments
are then packaged—what makes this scheme work is that
these packages are randomly distributed among different
storage points in such a way that they possess no useful
information on their own [16].
Thilakanathan et al. (2014) provide us with a security
model to be used in monitoring patients via remote devices
such as mobile phones and bracelets. This model makes use
of double encryption, symmetric encryption, and encryption
using the ElGamal algorithm, whereby mobile devices generate the patient’s data and this data is encrypted using a
symmetric key. The second encryption, which is asymmetric,
is used to improve security, and its function will be to encrypt
the public key being used.
The disadvantage of using a symmetric key, however,
is that it loses the identity of the data [39]. Subashini and
Kavitha (2011) explain a security model that does not prevent
the database from being hacked but rather ensures the data
obtained is of no value.
They cite the example of a user’s login and password in
which two pieces of unrelated, separate data are of no value.
Their model involves splitting the data stored into a Public
Data Segment (PDS) and a Sensitive Data Segment (SDS),
and SDS data needs to be fragmented still further, until each
fragment does not have any value individually. This data is
split using the algorithm they describe and explain in such a
way that the former ceases to be of any value individually. This
model is mainly focused on providing security in avoiding
intrusion [38, 40, 41].
In summary, in Table 1 a comparison of the above
literature based on the most important parameters as security
mechanism and problem tackled is shown.
3.2. Proposed Security Solution. The literature review, the
comparison, and the analysis help in proposing the theoretical approach to put into practice. The environment is
explained in [42] where the proposed approach is applicable
in healthcare which is the most important sector of every
country around the globe. A set of information obtained
from different hospitals and clinics located in the province
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Table 1: Comparison of different security mechanisms in the literature.

Publication
Wang et al. (2009) [38]

Security mechanism

Problem tackled

CP-ABE scheme

Encryptor leakage (leakage of randomness)
Privacy invasion of personal users in big
data

Cho et al. (2016) [31]

Double layered architecture

Liu et al. (2015) [32]

Authenticator-based data integrity verification techniques

Fabiano et al. (2015) [33]

Verification of data integrity

OpenSSL encryption package

Level of security of data

Yan et al. (2016) [34]

Proxy-based additive homomorphism

Information security of trusted suppliers

Zhou et al. (2015) [35]

Chaos stochastic process and the Line Map principle

Image security

Hsu et al. [36]

Variant of the Diffie Hellman algorithm

Secure transfer of data

Hingwe and Bhanu (2014) [37]

Data encryption or double encryption for sensitive data

Thilakanathan et al. (2014) [39]

ElGamal algorithm

Security on cloud
Security in monitoring patients via remote
devices

Cheng et al. (2014) [16]

Splitting data in fragments and hash function

Security for a cloud supplier

Jing (2014) [18]
Subashini and Kavitha (2012)
[40]

AES encryption algorithm and RSA algorithm

Security on the cloud

Sensitive Data Segment

Ensuring the data

of Valladolid (Spain) is proposed theoretically in this model,
with information about patients being stored by them on a
cloud-based storage server. Moreover, this scheme may be
used to scale it to any group of hospitals or clinics in any
country. To ensure security of the available systems, such as
identification cards or firewalls, it is necessary to increase
the security of the information being extracted and stored by
these systems, because information security is extremely an
important issue.
The possible threats considered are as follows: (a) the
internal agent belongs to the health system and that is
authorized to access the information but uses it nonethically;
(b) second one is the intermediary agent, being identified as
a member of the group in possession of the stored information from storage systems; and (c) the external agent is the
third kind of threat, which may be anyone other than the
authorized user of healthcare system. The proposed improvement focuses on improving the security against these three
threats.
The information that requires protection is maintained
as the set of data expressed in the form of text or images.
The first theoretical proposal involves using the double-layer
scheme suggested by Subashini and Kavitha (2012), in which
the text data is split in such a manner that it is of no use and
is of no value. By doing this we obtain a certain anonymity
regarding the data, which is an important factor in the area
of health [40]. As an alternative, the scheme by Cho et al.
(2016) can be used, which involves splitting the data into
sensitive and nonsensitive but for the same purpose, that is,
to make the information anonymous. The next step will be to
use the proposal made by Jing (2014), which describes the use
of double encryption in order to protect data [18]. Now that
the data has been split, encryption will help to ensure that
intermediary and external agents will not obtain information
in the format of flat text. The encryption mechanism is
utilized specifically to make unauthorized access of the data
impossible [43]. Additionally, the algorithm developed by

Zhou et al. (2015) can be used for the medical images, due
to the fact that it often tends to be preferable not to split
into fragments, as these medical images are deemed to be as
valuable as written reports and hence need to be protected.
The proposed efficient security mechanism ensures that only
authorized persons are able to decrypt the images.
In Figure 2, we visually explain the two alternatives put
forward in the first stage when splitting the text-based information generated. Whereas encrypting the text and images
is the same in both situations, these two alternatives are split
into 3 layers, with layer 1 being the lower one that includes the
text and images and in layer 3 the data is encrypted. The first
layer simply represents the type of information gathered, and
in this case the data is the composition of text and images.
On the left side, the technique by Cho et al. (2016) is
utilized that splits the text into sensitive and nonsensitive
information that represents personal details and in general
labels such as “name,” respectively. On the other right side,
the technique given by Subashini and Kavitha (2012) is used
which fragments the text when it is required and stops
until it gives value [40]. Furthermore, the proposed scheme
fetches the fragmented text and delivers the actual data to the
authorized users and hence ensures the security.
In both cases, we maintain the images without either
varying or fragmenting owing to the fact that we have at our
disposal the algorithm developed by Cho et al. (2016) in order
to ensure their efficient encryption and that no fragment
of the image can be obtained without the suitable key [31].
All this information that has already been encrypted will be
passed via Internet to the cloud servers.

4. Conclusion
This article provides different mechanisms and algorithms
used to ensure big data security. Some of these techniques
to help preserve information security are data modification techniques, cryptographic methods, protocols for data
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Figure 2: Proposed security scheme.

sharing, and query auditing methods. Although there
remains much to do in the field of big data security, research
in this area is moving forward, from both a scientific and
commercial point of view. Two security alternatives have been
proposed theoretically. The new proposed model pretends to
give more security on the cloud in hospitals and clinics in
Valladolid, Spain.
There is no perfect security system, as the methods
currently in use are meant for other applications. Technology
has been taking huge steps forward over the years, which
may help to create algorithms that cannot currently be used
owing to the computational load they require. However, this
technology is the same for hackers, meaning that they need
increasingly less time to discover the keys. Hence, is security
perfect? At present, the only way of remaining beyond the
reach of cybercriminals is not to be on the Net, although
this of course is not a solution. This is because we are talking
about storing data on the cloud, which is something that can
be accessed via the Net and whereby disconnecting would
mean not gaining access to that data or simply not being
able to store it. Should we combine all these mechanisms and
security algorithms? This might be one solution; it seem that
things depend to quite a large extent on situations in so far
as some are health-oriented; others are geared to protecting a
database and others to protecting the very keys that encrypt
the data being stored. One of these ways is the one we
have proposed here which, although far from being perfect,
may help to prevent cyber-attacks from the man-in-the-middle.
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