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Recently, mobile cloud computing (MCC) has gained a lot of interest for researchers building the next-generation mobile
applications. Because unauthorized access may cause serious problems, security and privacy with MCC have become significant
issues. This paper addresses the secrecy dimming capacity of secure transmission in MCC over visible light communication (VLC)
channels. By obtaining the entropy-maximizing symbol probability of multiple light emitting diode- (LED-) based pulse amplitude
modulation (PAM), mathematical analysis of the secrecy dimming capacity of VLC was derived. Simulation results show that the
secure transmission ability of multi-LED-based VLC is determined according to the number of activated LEDs and target dimming
level. This can be a guideline for practical VLC-based mobile network designers intending to secure wireless transmission and to
decide on the number of activated LEDs at target dimming level to operate.

1. Introduction
With the proliferation of smart mobile devices and cloud
computing technologies, mobile cloud computing (MCC)
has emerged as one of the most important technologies for
next-generation mobile services [1–4]. MCC is a technology that combines mobile devices and cloud computing to
perform both data storage and data processing outside the
mobile device. The use of MCC can offer ubiquitous ondemand network access to a shared pool of configurable
data processing resources that can be rapidly provided with
minimal management effort on the user side and for the
service provider.
As the radio frequency spectrum of mobile devices
becomes increasingly crowded and light emitting diodes
(LEDs) are more widely used for various incident light
applications, visible light communication (VLC) is gaining
appeal as an alternative to conventional radio frequency (RF)
for billions of mobile devices that need to be networked [5–9].
A VLC system can transmit information by modulating the
intensity of LEDs at high frequencies (≥150 Hz) so that LED
flickering is unnoticeable to the human eye. Due to VLC’s
large spectral availability and the free unlicensed spectrum,

mobile phone-based VLC can be an important candidate
for MCC applications. By adapting multiple-input multipleoutput (MIMO) technology in VLC, where multiple LEDs
and multiple photo-detectors (PDs) are utilized, independent
data streams are simultaneously transmitted from all light
sources and thus it promises a further increase in bandwidth
for MCC networks.
Although the widespread use of mobile devices can
contribute to the improvement of standard of living, anxiety
about the leakage of personal information is increasing.
While the large spectral availability of the visible light
spectrum is certainly the main reason for the growing interest
in VLC, the inherent security that stems from line-of-sight
propagation and the nonpenetrating nature of light waves is
also an important issue and the most captivating difference
compared to RF. This vulnerability may be even worse for
RF communications due to the nature of the broadcast of
the radio propagation and the inherent random nature of
the radio channel. Although VLC channel exhibits perfect
security in a private-room, security of the transmitted signal
in public areas such as hotels, stations, libraries, or planes
cannot be guaranteed, and thus it makes transmissions over
VLC channel vulnerable to unexpected wiretappers’ attacks.
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Because user’s privacy and integrity of data are important,
secure communication for VLC becomes a significant topic
for both academia and industry.
Recently, there have been several studies that address
security in VLC systems. Mostafa and Lampe addressed
secure VLC link at the physical layer [10] by investigating the
achievable secrecy rates of a Gaussian wiretap channel. Cho et
al. [11] investigated secrecy outage probability of the downlink
for VLC. Zhang et al. [12] proposed a secure system for
barcode-based VLC, that is, for secure transmission between
a screen and a camera. To support secure data exchange,
however, the system requires a fully duplex VLC channel.
To the best of our knowledge, the secrecy dimming capacity
of VLC using multiple LEDs has not been studied in the
literature.
This paper investigates the secrecy dimming capacity
of pulse amplitude modulation- (PAM-) based VLC using
multiple LEDs. To derive a secrecy dimming capacity, the
entropy-maximizing PAM symbol probabilities were mathematically derived. Then the secrecy dimming capacity for
multiple LED-based VLC systems was analyzed. Simulation
results demonstrated the baseline information of the secrecy
dimming capacity of multi-LED PAM-based VLC systems.
To obtain robust secure transmission under VLC, the number
of activated LEDs should be decided according to the target
dimming level.
The main contribution of this paper is the analytical
derivation of secrecy dimming capacity in the presence of
the wiretapper. The curves of secrecy dimming capacity were
plotted against the SNR and target dimming ratio of the
main channel in the presence of the wiretappers channel. This
can be a guideline for practical VLC-based mobile network
designers intending to secure wireless transmission and to
decide on the number of activated LEDs at target dimming
level to operate. This paper paves the way for a new study
on the secrecy dimming capacity when both the main and
wiretapper VLC channels are considered.
The remainder of this paper is organized as follows. The
system model of a multi-LED PAM-based VLC scheme is
presented in Section 2. Section 3 addresses derivation of
entropy-maximizing PAM symbol probabilities. Section 4
reports analysis of secrecy dimming capacity and evaluation.
Section 5 presents the conclusions.

2. System Model of Multi-LED
PAM-Based VLC
A VLC scenario with one transmitter and one legitimate
receiver in the presence of a wiretapper, where the solid
and dash lines represent the main channel (from transmitter to legitimate receiver) and the wiretap channel (from
transmitter to wiretapper), respectively, is shown in Figure 1.
When a transmitter sends its signal to a legitimate receiver,
a wiretapper may overhear such transmission due to the
nature of wireless medium. Considering the fact that recent
mobile devices are highly standardized, wiretappers can
easily acquire communication parameters such as signal
waveform, coding, modulation scheme, and encryption algorithm. In addition, the secret key can be accessed by the
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wiretapper through the exhaustive search. In this scenario,
the transmitted signal can be interpreted at the wiretapper
by decoding its overheard signal, leading the legitimate
transmission to be insecure.
The number of activated LEDs, 𝑁𝑡 , at the transmitter is
assumed to be same as the number of PDs at legitimate and
wiretap receivers. When the sender transmits 𝑁𝑡 × 1 symbol
vector X, the 𝑁𝑡 × 1 received symbol vectors Y1 and Y2 at the
legitimate receiver and the wiretapper, respectively, are given
by
Y1 = X + Z1 ,
Y2 = X + Z2 .

(1)

Z𝑞 , 𝑞 = 1, 2, is 𝑁𝑡 × 1 additive white Gaussian noise (AWGN)
vector following Z𝑞 ∼ 𝑁(0, K𝑞 ), where
𝜎𝑞2 ⋅ ⋅ ⋅
[
[.
K𝑞 = [ .. d
[

0

]
.. ]
,
.]
]
2
[ 0 ⋅ ⋅ ⋅ 𝜎𝑞 ]

(2)

which satisfies
0 < K 1 < K2 .

(3)

Because the goal of the transmitter here is not just to convey
information reliably to the legitimate receiver, but also to
perfectly secure the data from the wiretap receiver, the
condition in (3) should be satisfied.
Note that intensity modulation with direct detection
(IM/DD) is typically used in VLC systems where signals are
transmitted through an LED in the form of optical power. In
the receiver, a PD is employed to convert the optical power
signal into electrical signals. By applying MIMO technology
to VLC, independent data streams are simultaneously emitted from multiple LEDs.
The PAM modulation method is considered for data
modulation, where the information is encoded in the amplitude of a series of signal pulses. Applying MIMO concept
to VLC, the independent PAM-modulated signals are transmitted from activated LEDs. As this method simultaneously
emits the identical signal from several activated LEDs,
the optical transmission power is assumed to be equally
distributed across all LEDs. For the individual LED, the
intensities of PAM with 𝑀th order modulation are given by
2𝐼𝑛
(4)
, 𝑛 = 1, 2, . . . , 𝑀,
𝑀+1
where 𝐼 is medium intensity of PAM signal candidates.
Signals with intensity 𝐼𝑛 = 0 at an individual LED are not used
for the signal modulation so that activated and nonactivated
LEDs can be distinguished.
𝐼𝑛 =

3. Entropy-Maximizing Symbol Probability of
Multi-LED PAM
To use LEDs in a mobile device as an illumination source, the
target dimming level should be determined according to various illuminating applications. To meet the target dimming
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Figure 1: The system model of VLC in the presence of wiretapper.

level of multiple LED-based VLC systems, symbol probability
of various PAM-levels should be different. Because there are
many possible alternatives for meeting the given target dimming level, each will result in a different entropy. Therefore,
an entropy-maximizing probability distribution is derived to
determine secrecy dimming capacity. The entropy of PAM at
an individual LED is given by
𝑀

− ∑ 𝑝 (𝑛) log2 𝑝 (𝑛) ,

(5)

variables to this problem are 𝑝(𝑛), 𝛽, 𝛾, and three equations
are obtained from the gradient with respect to these variables.
Having the same number of equations and variables makes
the problem determined and can be solved. To calculate the
gradient of the Lagrange equation, the functional derivative
on (7) with respect to the variables [13], 𝑝(𝑛), 𝛽, 𝛾, is taken as
follows:
𝜕𝐿
1
2𝐼𝑛
= 0,
= −log2 𝑝 (𝑛) −
−𝛽−𝛾
𝜕𝑝 (𝑛)
ln 2
𝑁𝑡 (𝑀 + 1)

𝑛=1

where 𝑀 is the order of modulation and 𝑝(𝑛) is the 𝑛th
symbol probability.
To meet the total transmit power constraint, that is, the
dimming level constraint, each respective emitted intensity
is the total power divided by the number of activated LEDs.
By doing this, the total optical power emitted is constant
regardless of the number of activated LEDs. Using the
normalization constraint associated with the definition of
a probability density, the intensity of an individual LED
considering dimming constraint is written as

𝜕𝐿 𝑀
= ∑ 𝑝 (𝑛) − 1 = 0,
𝜕𝛽 𝑛=1

𝐿 (𝑝 (1) , 𝑝 (2) , . . . , 𝑝 (𝑀) , 𝛽, 𝛾)
𝑀

𝑀

𝑛=1

𝑛=1

= − ∑ 𝑝 (𝑛) log2 𝑝 (𝑛) − 𝛽 ( ∑ 𝑝 (𝑛) − 1)

(7)

𝑀

𝐷
2𝐼𝑛
𝑝 (𝑛) − 2𝐼 𝑡 ) ,
𝑀
+
1
𝑁
𝑡
𝑛=1

− 𝛾 (∑

where 𝛽 and 𝛾 are the scalar Lagrange coefficients. The problem of maximizing (7) is solved by converting the problem
to an optimization problem with independent variables. The

(10)

Equation (8) is rearranged as
𝑝 (𝑛) = 2−1/ ln 2−𝛽−𝛾(2𝐼𝑛/(𝑀+1)) .

(11)

Equations (9) and (11) give
2𝑎 =

(6)

where 𝐷𝑡 is the target dimming ratio and 𝑁𝑡 is the number
of activated LEDs. Note that the range of the target dimming
ratio is 0 ≤ 𝐷𝑡 ≤ 1 and target dimming level is set to 𝐷𝑡 × 100.
Due to the sum-power constraint on the transmitting LEDs,
the intensity is divided by 𝑁𝑡 . Using the symbol probability
set (𝑝(1), 𝑝(2), . . . , 𝑝(𝑛)), satisfying (6), we obtain symbol
probability that maximizes (5) by using Lagrange multipliers.
Note that objective function (5) is concave, and the constraint
function (6) is linear. Therefore, the Lagrange equation is
presented as

(9)

𝐷
𝜕𝐿 𝑀 2𝐼𝑛
=∑
𝑝 (𝑛) − 2𝐼 𝑡 = 0.
𝜕𝛾 𝑛=1 𝑀 + 1
𝑁𝑡

𝑀

𝐷
2𝐼𝑛
𝑝 (𝑛) = 𝑡 2𝐼,
∑
𝑀
+
1
𝑁
𝑡
𝑛=1

(8)

𝑟 (1 − 𝑟𝑀)
1−𝑟

,

(12)

where
𝑎=

1
+ 𝛽,
ln 2

(13)

𝑟 = 2−𝛾2𝐼/(𝑀+1) .
Equations (10) and (11) are simplified as
𝐷𝑡
=

(14)
𝑟 (1 − 𝑟𝑀−1 ) (𝑀 − 1) 𝑟𝑀
𝑁𝑡 2−𝑎
(
+ 𝑀𝑟𝑀) .
−
2
(𝑀 + 1)
(1 − 𝑟)
(1 − 𝑟)

From (12) and (13), multiple solutions for (𝛽, 𝛾) are obtained.
Then, 𝛽 and 𝛾 solutions are carefully chosen to make the
group of symbol probabilities (𝑝(1), 𝑝(2), . . . , 𝑝(𝑛)) nonnegative and real. This yields (11) providing PAM symbol
probabilities that maximize entropy while satisfying the given
target dimming level.
Figure 2 presents PAM symbol probabilities maximizing
entropy when 4-PAM is considered. To meet the constraint
of target dimming ratio, turn-on probability maximizing
entropy for each PAM signal level is different except when
target dimming ratio is 0.5.
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defined as differential entropy, the secrecy dimming capacity
is presented as

0.9

𝐶𝑑 = 𝐼 (X; Y1 ) − 𝐼 (X; Y2 )

Symbol probability

0.8
0.7

= ℎ (Y1 ) − ℎ (Y1 | X) − ℎ (Y2 ) − ℎ (Y2 | X)

0.6

= ℎ (Y1 ) − ℎ (Z1 ) − ℎ (Y2 ) − ℎ (Z2 )

0.5

∞

0.4

= −∫

−∞

0.3

1
 
− log2 (2𝜋𝑒)𝑁𝑡 K1 
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Figure 2: Entropy-maximizing symbol probability (4-PAM).

4. Analysis of Secrecy Dimming Capacity for
Multi-LED PAM-Based VLC
In this section, the secrecy dimming capacity for multiLED PAM-based VLC is analyzed. The dimming capacity
means the achievable data rate obtained by a specific modulation and dimming condition and expressed as mutual
information. The secrecy dimming capacity is the difference
in the dimming capacities of the main channel and the
wiretapper’s channel under the constraint of target dimming
level [14]. When the main channel is less noisy compared
to the wiretapper’s channel, the secrecy dimming capacity is
given by
𝐶𝑑 = max [𝐼 (X; Y1 ) − 𝐼 (X; Y2 )] .
𝑝(𝑛)

(15)

Note that the secrecy dimming capacity can be expressed
in even simpler terms in certain cases. When 𝐼(X; Y1 ) and
𝐼(X; Y2 ) can be individually maximized by the same 𝑝(𝑛),
the secrecy capacity is simply the difference in channel
capacities [15]. As the mutual information between two
random variables is a measure of the amount of information
they contain about each other, the difference 𝐼(X; Y1 ) −
𝐼(X; Y2 ) represents the extra information that Y1 shares with
X over that which X and Y2 share. Because this approach
specializes the setting to less noisy main channel by imposing
the restriction of K2 > K1 , secrecy dimming capacity is
always positive. If the secrecy capacity falls below zero, the
transmission from transmitter to legitimate receiver becomes
insecure and the wiretapper would succeed in intercepting
the transmitted information. In order to enhance transmission security against a wiretapper’s attack, it is of importance
to reduce the probability of occurrence of an intercept event
through enlarging the secrecy dimming capacity.
The expression of secrecy dimming capacity becomes just
the difference in the mutual information of the main and
the wiretapper’s channel. Because the mutual information is

−∫

∞

−∞

(16)

𝑃𝑌 (Y2 ) log2 𝑃𝑌 (Y2 ) 𝑑Y2

1
 
− log2 (2𝜋𝑒)𝑁𝑡 K2  .
2
The probability distribution functions of the transmitted
signal 𝑃𝑋 (X), the received signal via main channel, 𝑃𝑌 (Y1 ),
the received signal via wiretap channel, 𝑃𝑌 (Y2 ), AWGN
via main channel, 𝑃𝑍(Z1 ), and AWGN via wiretap channel,
𝑃𝑍 (Z2 ), are expressed as
𝑀

𝑃𝑋 (X) = ∑ 𝑝 (𝑛) 𝛿 (X − b𝑛 ) ,
𝑛=1
𝑀

𝑃𝑌 (Y1 ) = ∑ 𝑝 (𝑛) 𝑃𝑍 (Y1 − b𝑛 ) ,
𝑛=1
𝑀

𝑃𝑌 (Y2 ) = ∑ 𝑝 (𝑛) 𝑃𝑍 (Y2 − b𝑛 ) ,

(17)

𝑛=1

𝑃𝑍 (Z1 ) =

1
exp (−Z1 𝑇 C−1
𝑍 Z1 ) ,
𝜋𝑁𝑡 det (C𝑍 )

𝑃𝑍 (Z2 ) =

1
exp (−Z2 𝑇 C−1
𝑍 Z2 ) ,
𝜋𝑁𝑡 det (C𝑍 )

where b𝑛 is the 𝑁𝑡 × 1 intensity vector with elements
of 𝐼𝑛 . From (16), the secrecy dimming capacity, with the
maximum information rate of the main channel (transmitterto-legitimate receiver) with the ignorance at the wiretapper,
can be obtained.
Figure 3 shows the secrecy dimming capacity of 4-PAM
versus SNR values with different target dimming level. The
ratio of average legitimate noise variance to wiretappers
average noise variance is defined as 𝛼 = 𝜎12 /𝜎22 . We can see
that secrecy dimming capacity for 𝛼 = 0.4 is larger than that
of 𝛼 = 0.6. This means that the more the noise on wiretap
channel is, the greater the secrecy dimming capacity can be
achieved. When dimming level is 44%, a single activated
LED shows a robust secrecy dimming capacity compared to
multiple activated LEDs. For 80% dimming level scenario,
however, multiple activated LEDs, that is, 𝑁𝑡 = 2, 3, result
in better performance of secrecy dimming capacity than the
scenario with single activated LED.
Figure 4 shows the secrecy dimming capacity of 4PAM versus target dimming ratio. For 𝛼 = 0.6, the single
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Figure 3: Secrecy dimming capacity with 44% and 80% of target dimming level.
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Figure 4: Secrecy dimming capacity with 𝛼 = 0.4 and 𝛼 = 0.6.

activated LED shows best performance when target dimming
ratio is ≤0.48. When target dimming ratio is larger than
0.48, the performance with dual activated LEDs outperforms
other scenarios. As the target dimming ratio approaches
0.8, the use of two and three activated LEDs shows similar
secrecy dimming capacity performance. For 𝛼 = 0.4, the
single activated LED shows best performance when target
dimming ratio is ≤0.58. If the target dimming ratio is set

to a value larger than 0.58, best secrecy dimming capacity
performance can be achieved when dual activated LEDs
are considered. From Figures 4(a) and 4(b), we see that
the use of multiple activated LEDs results in robust secrecy
dimming capacity performance when target dimming ratio
is set to high value. When low dimming is required, the use
of a single activated LED guarantees best secrecy dimming
capacity.
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5. Conclusions
Because of the increased demand for processing and storage
capabilities for mobile devices, MCC is gaining popularity.
As MCC makes data storage and data processing possible
outside of a mobile device, security risk becomes a significant
issue. This paper investigates the secrecy dimming capacity
of PAM in VLC with multiple LED arrays. By obtaining
entropy-maximizing symbol probabilities based on multiple
LED arrays, the secrecy dimming capacity considering the
presence of wiretapper is mathematically derived. Simulation
results showed the baseline information of secure capacity
performance of PAM-based VLC systems. According to the
target dimming ratio, the number of activated LEDs should
be decided to guarantee robust secrecy dimming capacity.
The result can be a guideline to practical VLC-based mobile
systems intending to secure wireless transmission.
Most of the existing works of secure transmission of
VLC have neglected the joint consideration of various forms
of the wireless attacks, including both eavesdropping and
denial-of-service (DoS) behaviors. It will be very important
to explore new techniques of joint defense and maximizing
secrecy dimming capacity against multiple different wireless
attacks. Furthermore, it will be important to consider joint
optimization of security and throughput of the VLC system,
which is a problem to be solved in the future.
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