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The distribution of the base stations (BSs) and users is mostly designed as a two-dimensional model in the study about
heterogeneous networks (HetNets), which is not suitable for ultra-dense network scenarios. Meanwhile, the eavesdroppers existing
in vertical dimension directly reduce the physical layer security of the HetNets. To tackle the mentioned problem, we propose to
adjust the vertical dimension of the full-dimension (FD) antenna placed in the BSs; then the signal-to-noise ratios (SNRs) of the
legitimate users and eavesdroppers are given due to the tilted angle. According to the three-dimensional Poisson point process
(PPP) of BSs and users, the cumulative distribution function of SNR is deduced, which derives the closed expression of average
security rate. The simulation results verify the correctness of the closed expression and the feasibility of proposed scenarios that
the physical layer security performance can be improved by adjusting the vertical tilt angle. And density ratio of the BSs can be
obtained in the various specific scenes.

1. Introduction

With the rapidly increasing number of wireless data capacity,
the privacy and security of data transmission have great
attention in wireless transmission.Wireless systems are more
vulnerable due to the broadcast nature of wireless communi-
cations, which is solved by adding keys to the application layer
in traditional research. Recently, the physical layer security
technology can securely transmit information through the
orthogonal characteristics of the physical layer resources [1].
The ultra-dense network is one of the key technologies in
the fifth generation mobile communication systems, where
the frequency utilization and coverage are improved [2];
with the deployment of ultra-dense networks, the coverage
and improvement of the system throughput are the main
fields in the research on its performance and transmission
technologies. However, due to the high deployment density
of ultra-dense network users and small-cell BSs and the fact
that the channel openness characteristics have not changed,
the research and optimization of physical layer security indi-
cators in ultra-dense networks have caused great attention.

In the research of improving the physical layer secu-
rity performance, the physical layer security performance
is improved by transmitting artificial noise and optimiz-
ing the beamforming matrix [3–5]. In literature [6], the
antenna selectionmethod is proposed to improve the physical
layer security performance of the HetNets. However, the
above researches are all based on the network structure
of two-dimensional random geometric distribution. At the
same time, even if HetNets with large-scale antennas are
researched, it is analyzed based on linear arrays. It can be
seen that the above researches have ignored the effect of the
eavesdropping user in vertical dimension.

Recently, the ultra-dense network is usually analyzed
under the two-dimensional stochastic geometric distribution
model, which is mainly applicable to rural areas or suburban
areas, instead of the environment of urban centers with high
distribution density [7]. In the central areas of the city, the
distribution density of small-cell BSs and users is large, and
most small-cell BSs and users are in the vertical dimension;
in the traditional researches of the two-dimensional HetNets
performance, the coverage rate [8], the system’s outage
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probability capacity [9], energy efficiency performance [10],
and physical layer security performance [11] are researched;
in literature [11], the security throughput of the users is
derived in the D2D system. The method of artificial noise
is applied in literature [7]; the connection probability and
security probability of users are deduced by using stochastic
geometry tools. In literature [12], the deployment density of
small-cell BSs is optimized under the condition guaranteeing
user service quality, which is proposed to optimize the energy
efficiency of HetNets. In literature [13], the sleep probability
and transmit power of the small-cell BSs are jointly optimized
to minimize the energy consumption. The above research
shows that the analysis of the ultra-dense network mostly
focuses on transmission efficiency and energy utilization
efficiency, where both the BSs and users follow the plane
random geometric distribution. However, the literature [14]
has shown that the HetNets models based on the plane
random distribution can not accurately analyze the relative
performance of HetNets. Three-dimensional random distri-
bution originated in literature [15], where three-dimensional
independent Poisson point distribution is applied to analyze
the coverage of dense cellular HetNets. Compared with the
coverage of the HetNets based on the plane random distribu-
tion, the coverage performance is more accurate. Large-scale
fading, such as Floor Attenuation Factor (FAF), is researched
in literature [16]; as a result, the coverage performance of the
ultra-dense networks can be analyzed more accurately. In the
literature [17], the secure connection probability of users is
analyzed according to the three-dimensional MHCP distri-
bution, and an optimal BSs sleeping mechanism is obtained
to maximize energy efficiency. From the above research
status, there are few researches on the analysis of ultra-dense
network performance based on three-dimensional geometric
distribution. And the physical layer security performance of
the ultra-dense networks has not been researched.

In this paper, the small-cell BSs is equipped with full-
dimension multiantenna, and the vertical dimension angle
can dynamically be adjusted. We assume that the small-
cell BSs and the user follow the three-dimensional PPP
distribution; the closed expression of the system’s security
transmission rate is deduced. According to the performance
of the security transmission rate, the optimal antenna down
tilt angle and small-cell BSs distribution density are obtained.
In future research, the secure beamforming algorithm is
proposed for full-dimensional multiantennas to optimize the
physical layer security performance of ultra-dense networks.

2. System Model

In this section, the small-cell BSs in HetNets are subject to
PPP distribution Φ𝑝 in three-dimensional space, where 𝜆𝑝
denotes the density. The macrocell BSs also follow the PPP
distribution Φ𝑚 with the density of 𝜆𝑚. Also, the density
of legitimate users is denoted by 𝜆𝑠, while 𝜆𝑒 stands for
the distribution density of the potential eavesdroppers. Due
to the distribution of high-rise buildings in dense urban
areas, the path attenuation factor is considered. The target
legitimate user 𝑢 is located at the origin, and other users are
distributed in three-dimensional space. 𝑟denotes the distance

between the BSs and the target user. Therefore, according to
theMotley-Keenan path loss model in [1], the unit of the path
loss is obtained as follows:

PL (𝑟) = PL (𝑟0) + 10𝛼 log10 ( 𝑟𝑟0) + 𝑛𝑤WAF + 𝑛𝐹FAF, (1)

where PL(𝑟0) denotes the path loss per unit length and
PL(𝑟0 = 1𝑚) = 40 dB when the frequency is 2.4GHz. WAF
and FAF are the average path loss for each wall and floor.𝑛𝑤 and 𝑛𝐹 represent the number of walls and floors between
transmitting and receiving antennas, respectively. WAF and
FAF are chosen from 1 dB to 30 dB depending on thematerial
of the walls and floors. According to various walls and floors,
the Devasirvatham model in [11] can be introduced, and the
model of path loss is rewritten:

PL (𝑟) = PL (𝑟0) + 10𝛼 log10 ( 𝑟𝑟0) + AF (𝑟) , (2)

where AF(𝑟) denotes the average impact factor of the wall and
floor. The function expression of 𝑟 is obtained by

AF (𝑟) = 10 log10 (𝜇𝑟) , (3)

where 𝜇 is the constant unit of the attenuation path. Accord-
ing to (3), the signal attenuation caused by path loss can be
expressed as

𝐾𝑟−(𝛼+1). (4)

Here 𝐾 is formulated as

𝐾 = 𝑟𝛼0𝜇10PL(𝑟0)/10 . (5)

In this paper, the small-scale Rayleigh fading is considered,
and users are served by the nearest small-cell BSs and
macrocell BSs. The attenuation 𝐺 of the vertical dimension
is written by

𝐺dB (𝜙tilt) = −min(12(𝜙 + 𝜙tilt𝜙3 dB )2 , 𝐴dB) , (6)

where 𝜙 < 0 is the acceptance angles of the BSs and
users, 𝜙tilt > 0 denotes the tilt angle, 𝜙3 dB represents 3 dB
beam width, and 𝐴dB denotes the minimum leakage power
outside the purpose district, of which the traditional value
is 20 dB. Considering the omnidirectional antenna model
in the horizontal plane, the angle 𝜙 can be expressed with
the effective height 𝐻eff (the height difference between the
transmitting and receiving BSs) and a function of the distance𝑅 between the BSs and the users.

𝜙 = −tan−1 (𝐻eff𝑅 ) . (7)

Here, 𝐻eff = 𝐻𝑎 − 𝐻𝑢𝑒 denotes the effective height, which
refers to the difference between the height𝐻𝑢𝑒 and the height𝐻𝑎 of the BSs antenna. According to this definition, a linear
expression is obtained by

𝐺dB (𝑅, 𝜙tilt) = 10−min(12((−tan−1(𝐻eff /𝑅)+𝜙tilt)/𝜙3 dB)2 ,𝐴dB)/10. (8)
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Figure 1: Geometric relationship among the various heights.

The geometric relationship among the heights is shown in
Figure 1.

Any legitimate users are served by the nearest BS; as a
result, the legitimate user not only receives the useful signal
but also receives interference with other users and BSs. Then
the SINR at the legitimate users receive is denoted by

𝛾𝑢 = 𝑃𝑡 ℎ0,02𝐾𝑟−(𝛼+1)𝐺 (𝑟, 𝜙tilt)𝐼𝑝 + 𝐼𝑚 + 𝛿2 , (9)

where

𝐼𝑝 = ∑
𝑖∈Φ𝑝\{0}

𝑃𝑡 ℎ𝑗,02 𝐺(𝑟𝑗,0, 𝜙tilt)𝐾𝑑𝑖−(𝛼+1),
𝐼𝑚 = ∑
𝑘∈Φ𝑚

𝑃𝑚 𝑔𝑗,02𝐾𝑙𝑗−(𝛼+1).
(10)

𝑃𝑡 denotes the transmitted power of the small-cell BSs, 𝑃𝑚 is
the transmitted power of the macrocell BSs, and 𝛿2 denotes
the noise power.

The cooperative mechanisms among eavesdroppers are
not considered in this paper; as a result, we propose the
security rate under the condition that the eavesdroppers
get the minimum useful information. Any eavesdropper
receives the signals fromboth legal users and the interference.
Therefore, the received SINR at the eavesdroppers is obtained
by

𝛾𝑒 = max
𝑒𝑘∈Φ𝑒

{{{
𝑃𝑡 ℎ0,𝑒𝑘 2𝐾𝑟−(𝛼+1)𝑒𝐼𝑝,𝑒 + 𝐼𝑚,𝑒 + 𝛿2 }}} , (11)

where

𝐼𝑝,𝑒 = ∑
𝑖∈Φ𝑝\{0}

𝑃𝑡 ℎ𝑗,𝑒𝑘 2𝐾𝑑𝑖−(𝛼+1),
𝐼𝑚,𝑒 = ∑

𝑘∈Φ𝑚

𝑃𝑚 𝑔𝑗,𝑒𝑘 2𝐾𝑙𝑗−(𝛼+1).
(12)

3. Physical Layer Security
Performance Analysis

The physical layer security performance is measured by
the average security rate; then, the analytical expression of
the average confidentiality rate is derived, and the overall
average confidentiality rate is analyzed as well. Therefore,
the instantaneous security rate for a legitimate user can be
expressed as

𝐶 = [𝐶𝑢 − 𝐶𝑒]+ , (13)

where [𝑥]+ = max{𝑥, 0}, 𝐶𝑢 = log2(1+𝛾𝑢) denotes the capac-
ity between the BSs and the legal users, and 𝐶𝑒 = log2(1 + 𝛾𝑒)
stands for the largest amount of mutual information of the
eavesdropper.

Note that the estimation of the SINR at the legal users and
eavesdroppers is the most important in (13); as a result, the
cumulative distribution function of the SINR at the legitimate
users and eavesdroppers is derived. Macrocell BSs and small-
cell BSs are independent. Taking the distance 𝑟 from the target
legal users 𝑢 to the nearest transmitting BSs into considered,
that is, in the spherical space of radius 𝑅, the existence
probability of the BSs is

𝑃 {𝑅 < 𝑟} = 𝑃 {Φ(43𝜋𝑅3) = 0} = exp(−43𝜋𝜆𝑅3) . (14)

From the cumulative distribution probability in (14), the
probability density function for 𝑟 > 0 is denoted by

𝑓 (𝑟) ≈ 4𝜋𝜆𝑟2 exp(−43𝜋𝜆𝑟3) . (15)

According to formula (9), the cumulative distribution func-
tion of SINR at the legal users is obtained as follows:

𝐹𝛾𝑢 (𝛾𝑢)
= ∫∞
0

𝑃{𝑃𝑡 h0,02 𝐺 (𝑟, 𝜙tilt)𝐾𝑟−(𝛼+1)𝐼𝑝 + 𝐼𝑚 < 𝛾𝑢}
= ∫∞
0

𝑃 {h0,02 < 𝜍 (𝐼𝑝 + 𝐼𝑚)} 𝑓 (𝑟) 𝑑𝑟.
(16)

Here, 𝜍 = 𝛾𝑢𝑃−1𝑡 𝐺−1(𝑟, 𝜙tilt)𝐾−1𝑟(𝛼+1) is a new definition.
By using the probability density functions of 𝑟 and ‖h0,0‖2,

formula (16) can be rewritten as follows:

𝐹𝛾𝑢 (𝛾𝑢) = 1 − ∫
𝑟≥0

4𝜋𝑟2 exp (−43𝜋𝜆𝑟3)
⋅ ∫
𝐼𝑝≥0

∫
𝐼𝑚≥0

exp (𝜎) 𝑓𝑝 (𝐼𝑝)
⋅ 𝑓𝑚 (𝐼𝑚) 𝑑𝐼𝑝𝑑𝐼𝑚𝑑𝑟,

(17)

where 𝜎 = −𝜍(𝐼𝑝 + 𝐼𝑚 + 𝛿2). 𝑓𝑝(𝐼𝑝) and 𝑓𝑚(𝐼𝑚) are
the probability density functions of 𝐼𝑝 and 𝐼𝑚, respectively.
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According to (17) and the definition of Laplace transform
operator, it can be expressed as follows:

𝐹𝛾𝑢 (𝛾𝑢) = 1 − ∫
𝑟≥0

4𝜋𝑟2exp(−43𝜋𝜆𝑝𝑟3)
⋅ exp (−𝛾𝑢𝑃−1𝑡 𝐺−1 (𝑟, 𝜙tilt)𝐾−1𝑟(𝛼+1)𝛿2)
⋅ 𝐿𝐼𝑝 [−𝛾𝑢𝑃−1𝑡 𝐺−1 (𝑟𝑗,0, 𝜙tilt)𝐾−1𝑟(𝛼+1)]
⋅ 𝐿𝐼𝑚 [−𝛾𝑢𝑃−1𝑡 𝐾−1𝑟(𝛼+1)] 𝑑𝑟.

(18)

Here, 𝐿𝐼𝑝[∙] and 𝐿𝐼𝑚[∙] are the Laplace transform operator
of 𝐼𝑝 and 𝐼𝑚, respectively. 𝐼𝑝 and 𝐼𝑚 are independent, and𝑠 = 𝛾𝑢𝑃−1𝑡 𝐾−1𝑟(𝛼+1) is an equivalent variable; we can further
derive the formula as follows:

𝐿𝐼𝑝 = E{𝐼Φ𝑝,|h𝑗,0|2} [[exp(−𝑠 ∑
𝑖∈Φ𝑝\{0}

𝜁)]
]

= EΦ𝑝 [[ ∏
𝑖∈Φ𝑝\{0}

𝐸 [exp (−𝑠𝜁)]]]
= exp(−4𝜋𝜆𝑝 ∫∞

𝑟
(1 − 11 + 𝜆𝑠𝜍𝐾V2𝑑V)) ,

(19)

where 𝜁 = 𝑃𝑡|h𝑗,0|2𝐺(𝑟𝑗,0, 𝜙tilt)𝐾𝑑−(𝛼+1)𝑖 .
And

𝐿𝐼𝑚 [𝑠] = E{Φ𝑚} [[exp(−𝑠 ∑
𝐽∈Φ𝑓

𝑃𝑚𝐾𝑙−(𝛼+1)𝑗 )]
]

= EΦ𝑚 [[ ∏
𝑖∈Φ𝑚\{𝑐𝑜}

𝐸 [exp (−𝑠𝑃𝑚𝐾𝑙−(𝛼+1)𝑗 )]]]
= exp(−4𝜋𝜆𝑚 ∫∞

𝑟
(1 − 11 + 𝜆𝑠𝛾𝑢𝑃−1𝑚 𝑟𝛼+1 V2𝑑V)) .

(20)

Plugging (19) and (20) into (18), (18) can be rewritten as

𝐹𝛾𝑢 (𝛾𝑢) = 1 − 43𝜋𝜆∫∞
0

exp(−43𝜋𝑥 (𝜆 + 𝜉)
− 𝛾𝑢𝑃−1𝑡 𝐾−1𝛿2𝑥(𝛼+1)/3)𝑑𝑥∫

𝑟≥0
4𝜋𝑟2exp(−43

⋅ 𝜋𝜆𝑟3) exp (−𝜍𝛿2)
⋅ exp(−4𝜋[𝜆𝑝 ∫∞

𝑟

𝜆𝑠𝛾𝑢𝑃−1𝑡 𝑥2𝜆𝑠𝛾𝑢𝑃−1𝑡 𝑥𝛼+1 + 𝐺 (V, 𝜙tilt)𝑑𝑥
+ 𝜆𝑚 ∫∞

𝑟

𝜆𝑠𝛾𝑢𝑃−1𝑡 𝑥2𝜆𝑠𝛾𝑢𝑃−1𝑡 + 𝑥𝛼+1 𝑑𝑥]) .

(21)

Finally, the cumulative distribution function of SINR at
the legitimate users is obtained by

𝐹𝑢 (𝛾𝑢) = 1 − ∫
𝑟≥0

4𝜋𝑟2 exp(−43𝜋𝜆𝑟3) exp (−𝜍𝛿2)
⋅ exp(−4𝜋[𝜆𝑝 ∫∞

𝑟

𝜆𝑒𝛾𝑢𝑃−1𝑡 V2

𝜆𝑒𝛾𝑢𝑃−1𝑡 + (V/𝑟)𝛼+1 𝑑V
+ 𝜆𝑚 ∫∞

𝑟

𝜆𝑒𝛾𝑢𝑃−1𝑡 V2

𝜆𝑒𝛾𝑢𝑃−1𝑡 + (V/𝑟)𝛼+1 𝑑V]) .
(22)

Next, the cumulative distribution function of SINR at the
eavesdroppers is proposed to analyze

𝐹𝑒 (𝛾𝑢) = 1 − ∫
𝑟≥0

4𝜋𝑟2 exp (−43𝜋𝜆𝑟3)
⋅ ∫
𝐼𝑝,𝑒≥0

∫
𝐼𝑚,𝑒≥0

exp (−𝛾𝑢𝑃−1𝑡 𝐾−1𝑟(𝛼+1) (𝐼𝑝,𝑒 + 𝐼𝑚,𝑒 + 𝛿2))
⋅ 𝑓𝑝,𝑒 (𝐼𝑝,𝑒) 𝑓𝑚,𝑒 (𝐼𝑚,𝑒) 𝑑𝐼𝑝,𝑒𝑑𝐼𝑚,𝑒𝑑𝑟.

(23)

Similar to the cumulative distribution function of legal
users, the cumulative distribution function of eavesdroppers
is formulated as follows.

𝐹𝑒 (𝛾𝑢) = 1 − ∫
𝑟≥0

4𝜋𝑟2 exp(−43𝜋𝜆𝑟3)
⋅ exp (−𝛾𝑢𝑃−1𝑡 𝐾−1𝑟(𝛼+1)𝛿2)
⋅ exp(−4𝜋[𝜆𝑝 ∫∞

𝑟

𝜆𝑒𝛾𝑢𝑃−1𝑡 𝑥2
𝜆𝑒𝛾𝑢𝑃−1𝑡 + (𝑥/𝑟)𝛼+1 𝑑𝑥

+ 𝜆𝑚 ∫∞
𝑟

𝜆𝑒𝛾𝑢𝑃−1𝑡 𝑥2
𝜆𝑒𝛾𝑢𝑃−1𝑡 + (𝑥/𝑟)𝛼+1 𝑑𝑥]) .

(24)

According to the definition of average security rate, the
average security rate is expressed as

𝐶 = 1
ln 2 ∫∞
0

𝐹𝛾𝑒 (𝑥)1 + 𝑥 (1 − 𝐹𝛾𝑢 (𝑥)) 𝑑𝑥. (25)

According to (22) and (23), the average security rate of
legitimate users is written by

𝐶 = 𝜋 (𝜆𝑝 + 𝜆𝑚)
ln 2 ∫∞

0
𝜓𝑑𝑥. (26)

Here,
𝜓
= exp {−𝜋𝜆𝑒/ (𝜆𝑠𝛾𝑢𝑃−1𝑡 𝐺−1 (𝑥, 𝜙tilt) 𝑟𝛼+1) 𝑥4/(𝛼+1)}(1 + 𝑥) (𝜆𝑠𝛾𝑢𝑃−1𝑡 𝐺−1 (𝑥, 𝜙tilt) 𝑟𝛼+1) 𝑥4/(𝛼+1) + 𝜋 (𝜆𝑝 + 𝜆𝑚) .

(27)

From (26), the average security rate is related to the
factors such as the density of macrocell BSs and small-cell
BSs, the loss coefficient 𝛼 of large-scale fading, the full-scale
multiantenna down tilt 𝜙tilt, and the radius distance 𝑟. Due
to the fact that the parameters such as large-scale fading
coefficient and radius distance are determined by the actual
scene, as a result, the down tilt 𝜙tilt can be adjusted.
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Figure 2: The average security rate versus density of small cells.

4. Simulation Analysis

Themacrocell BSs and the small-cell BSs deployed inHetNets
are simulated. We assume that the user density is fixed; the
coverage radius of the macrocell BSs and the small-cell BSs
is set to be 10 km and 50m, respectively. The transmitting
power of the macrocell BSs and the small-cell BSs is 𝜌 =20w and 𝜌 = 100mw, respectively. The number of row
antenna and column antenna equipped with URA is set
to be 128 and 64, and the carrier frequency is 3.2 GHz.
In these conditions, we propose to analyze the relationship
between the average security rate of legitimate users and the
distribution density of small-cell BSs in the HetNets and the
relationship between the average security rate of legal users
and the FD multiantenna down tilt.

As shown in Figure 2, the curve is the average security rate
corresponding to the distribution density 𝜆𝑝 (10−4∼10−1) of
different small-cell BSs. Taking the density 𝜆𝑚 of different
macrocell BSs into account, the density of the eavesdropping
node is set to 𝜆𝑒 = 0.001 and the threshold of the physical
layer security transmission rate is 𝛾𝑢 = 1 bit/s/Hz. It can
be seen from Figure 2 that, with the gradual increase in the
density of small-cell BSs, the average security rate is gradually
reduced,which shows that, with the increase of small-cell BSs,
the chance of information leakage increases; therefore, the
average security rate of HetNets is reduced.

As shown in Figure 3, the average security rate at the
legal users increases first and then decreases, and the users
are served by any selected small-cell BSs at different down
tilt angles and different BSs density ratios. The BS density
ratio denotes the ratio 𝜂 = 𝜆𝑝/𝜆𝑚 of the density of small-
cell BSs to the density of macrocell BSs, and the path loss
factor is selected as 𝛼 = 4. It can be seen from Figure 3 that,
under different density ratio conditions, the average security
rate increases first and then decreases as the down tilt angle
changes from small to large. It is not difficult to obtain that
the HetNets have the best down tilt angle, so the down tilting
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Figure 3: The average security rate versus antenna tilt angle for
different density ratios.
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Figure 4: The secrecy throughput versus coverage radius.

can be adjusted to improve the physical layer security. At the
same time, the small-cell BSs can also be reasonably arranged
to obtain a suitable BSs distribution density ratio; as a result,
the optimal average security rate can be obtained.

Figure 4 represents the performance of the security trans-
mission capacity versus the density of various eavesdropping
nodes 𝜆𝑒. The transmit power of small-cell BSs and the
security transmission rate are denoted by 𝜌 = 100mw and
4 bit/s/Hz, respectively. It can be seen that the security trans-
mission capacity keeps decreasing as 𝜆𝑒 increases. However,
the optimal value of the coverage area is existing in the change
of the cell radius.

Figure 5 depicts that as the distribution density of the
various eavesdroppers increases, different transmit power of
small-cell BSs correspond to different coverage.The larger the
transmit power is, the larger the coverage radius is.
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Figure 5: The optimal coverage radius versus density of Eves.

5. Conclusion

In this paper, we research the average security transmission
rate of HetNets, and the cumulative distribution function of
SINR at the legitimate users and eavesdroppers is deduced.
Then the closed expression of average security rate can
be obtained, from which we analyze the factors affecting
the average security rate. It is possible to improve the
average security rate by optimizing the down tilt of the FD
antenna. Meanwhile, physical layer security performance can
be improved by deploying the small-cell BSs reasonably and
optimizing the density ratio of macrocell BSs to small-cell
BSs, which provides a theoretical basis for the deployment of
HetNets.
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