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The new radio technology for the fifth-generation wireless system has been extensively studied all over the world. Specifically, the
air interface protocols for 5G radio access network will be standardized by the 3GPP in the coming years. In the next-generation 5G
new radio (NR) networks, millimeter wave (mmWave) communications will definitely play a critical role, as new NR air interface
(AI) is up to 100 GHz just like mmWave. The rapid growth of mmWave systems poses a variety of challenges in physical layer (PHY)
security. This paper investigates those challenges in the context of several 5G new radio communication technologies, including
multiple-input multiple-output (MIMO) and nonorthogonal multiple access (NOMA). In particular, we introduce a ray-tracing
(RT) based 5G NR network channel model and reveal that the secrecy capacity in mmWave band widely depends on the richness
of radio frequency (RF) environment through numerical experiments.

1. Introduction
Cellular mobile network has been arranged for several
years. In the past, this kind of networks was designed to
mainly facilitate a specific service, while other services were
always supported as by-products (e.g., Internet browsing and
Internet of Things deployment). However, many applications
are urgently needed in the coming decades, to name a
few, driverless car and intelligent transportation system. In
order to make these emerging applications offering more
convenience for people’s lives, a significant shift is needed
in the development of fifth-generation (5G) mobile networks
[1].
Instead of simply increasing the data rates to improve
the transmission efficiency, the International Telecommunication Union Radiocommunications Standardization Sector
(ITU-R) has announced multiple design goals of 5G mobile
networks [2], which include strong security, ultrahigh reliability, ultralow latency, extreme data rates, and extreme
capacity. In order to achieve these design goals, the 3rdGeneration Partnership Project (3GPP) launched a canonical
work plan in 2016, which is the beginning of 5G NR.
Due to the successful development of a large number of
advanced techniques in current generation 3GPP standard
[3], the 5G system is expected to consist of a number of 5G,

including the 4G LTE and new NR AIs at carrier frequencies
from below 1 GHz up to 100 GHz (e.g., mmWave) [4]. To meet
the challenging service demands and related key performance
indicators (KPIs), a highly flexible design of 5G AI is needed;
we therefore are driving technology innovation to mobilize
mmWave.
MmWave communication will play a key role in the
next-generation 5G new radio networks. MmWave generally
corresponds to the band of spectrum between frequencies
of 30 GHz and 300 GHz, with the wavelength ranging from
1 to 10 millimeters. Unlike traditional sub-6 GHz frequency
bands, mmWave bands have plenty available chunks, which
suffer from additional high path loss though [5]. Moreover,
mmWave has other merits, including limited intercell interference, low transmission latency, and improved security. As
a result, it has been adopted by some commercial standards,
for example, IEEE 802.11ad.
MmWave is intensively investigated by academia, standard organizations, regulatory commissions, and industry.
Many researchers have remarked that, as a key enabler of
5G new radio communication, mmWave infrastructure poses
new security challenges, particularly in PHY. PHY security
has attracted enormous attention from researchers, since
Wyner proposed a new type of channel named wiretap channel in 1975. Wiretap channel formulates a PHY model, where
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a transmitter (Alice) communicates with a legitimate receiver
(Bob) menaced by an eavesdropper (Eve) [6]. Wyner, the
developer of wiretap channel, justified that a perfect secure
communication can be achieved at a nonzero rate, referred
to as secrecy rate, if Bob’s channel condition overweighs Eve’s
[7].
Previous study of PHY security usually concentrated on
large-scale MIMO. MIMO was introduced to achieve the
best tradeoff between energy efficiency (EE) and spectral
efficiency (SE) [8]. Reducing circuit power helps to improve
EE in the low SE area while introducing more antennas
benefits the EE in the high SE area. Using a given number of
antennas, the optimal number of transceivers can maximize
each SE value. When taking security into account, MIMO
optimization becomes an even more complex problem, which
considers three metrics, EE, SE, and secrecy capacity [9].
MmWave technology is a burgeoning technology that
offers multi-Gbps wireless connectivity to electronic devices
in short distance. Compared to lower frequencies, mmWave
makes the RF environment too complicated to handle secrecy
capacity using MIMO channel matrix [10]. For example,
in urban area, a channel can easily have hundreds of rays,
making channel matrix too large to calculate. To overcome
this challenge, researchers apply RT models to solve mmWave
propagation problems. A survey of current propagation
modeling tools shows that RT has been a backbone of many of
these tools because of its less reliance on computer memory
and the ability to solve the three-dimensional problems on
modern desktop computers [11]. When RT is concerned,
determining the ray type from a point source to a field
point in an urban setting is not a simple task, but a hot
research topic since the 1990s [12]. For example, in [13], sitespecific models based on two-ray models were developed
for real-time prediction of the received power from waves
propagating through urban street canyons. These models are
used to predict small-area average received power for radio
communication in urban environment. The RT method, on
the other hand, is based on the high frequency regime to
solve Maxwell’s equations ray optics [14]. The RT method is a
generic propagation modeling tool that provides estimation
of path loss, arrival/departure angle, and delays [15].
The ray concept becomes valid in mmWave communications; thus we can formulate the mmWave propagation using
several mechanisms. Imagine that many rays are emitted
from the point source. Consider one of the rays and according
to the behavior of this ray we can perform the security
analysis profoundly [16].
To study the secrecy capacity of mmWave systems, we
depend on the correlation matrix to reflect the relevance of
legitimate receiver’s rays and eavesdropper’s rays. Moreover,
the RF environment decides the elements of correlation
matrix. In our proposed 5G new radio network architecture,
we have considered two propagation environments, with
rich RF and poor RF, respectively. In rich RF setup, such
as urban area, the distribution of buildings is very dense;
thus the eavesdroppers will receive more paths and have
more correlations. In poor RF setup, such as rural area, the
distribution of the buildings is sparse; thus the eavesdroppers
will receive less paths and have less correlations.
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The rest of the paper is organized as follows. We first
introduce the different mmWave propagation mechanisms
and 5G mmWave wiretap channel in Section 2. We then
analyze the secrecy capacity of 5G new radio communication
systems in different RF environments in Section 3. Section 4
presents a variety of simulation setups and justifies the system
security performance that we have derived. Finally, Section 5
concludes the paper.

2. Ray-Tracing Channel Model for
mmWave Security
Ray-tracing channel model is an effective way to formulate
mmWave system. In particular, the rays are generated based
on the following four phenomena.
Direct Rays. This ray is also called line of sight (LoS), where a
ray goes from the source to the destination directly.
Reflected and Transmitted Rays. A reflected (transmitted) ray
corresponds to the reflection (transmission) of mmWave at
interfaces between different mediums [17].
Diffracted Rays. In this case, one incident ray can spawn many
diffracted rays. A typical example is the diffraction from a
wedge that results in a continuum cone of rays.
Scattering. A general physical process where some forms of
mmWave radiation are forced to deviate from a straight trajectory by one or more paths due to localized nonuniformities
in the medium through which they pass [18].
The wavelength of mmWave is short enough to mimic
the propagation characteristic of light. As a result, the
phenomenon of reflection, diffraction, and scattering often
comes at the same time in 5G new radio networks. As shown
in Figure 1, the RF environment of city is more complex than
rural and venues, with more transmission paths.
As a trend of 5G new radio network research, raytracing model has been recently used to derive mmWave
path loss and perform multidimensional channel characterization. The higher operating frequency makes the ray optics
approximations less intense and allows for unprecedented
accuracy. When designing the radio interface of 5G new
radio communication systems, ray-tracing model goes often
in combination with measurements.
Ray tracing is considered to be the best model to help
design future short-range, mmWave wireless systems. The
most critical part of ray tracing is to predict the rays from a
source to a destination. The simplest case is for the free space,
where only one ray passes through a straight line from the
source to the destination. A more complicated scenario is an
urban environment, where there may exist many rays from
a source location to a receiving point, with each ray undergoing different number of reflections, diffractions, or scattering.
At each transmitter and receiver link, there will be several
effect rays which have different departure and arrival angles
[19], and the path loss is just calculated from the path loss and
the phase of all effective rays.
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Figure 1: Different mmWave propagation environment.

Direction of arrival of the 𝑚th subpath of the 𝑛th cluster
at building (𝜃𝑛,𝑚,AoA ) is given as
𝜃𝑛,𝑚,AoA = 𝜃building + 𝛿𝑛,AoA + Δ 𝑛,𝑚,AoA ,

(1)

where 𝜃building is the line-of-sight (LoS) angle between building and BS, 𝛿𝑛,AoA is the AoA of the main path, and Δ 𝑛,𝑚,AoA
is the offset angle of the 𝑚th subpath.
Direction of departure at the BS (𝜃𝑛,𝑚,AoD ) is given as
𝜃𝑛,𝑚,AoD = 𝜃BS + 𝛿𝑛,AoD + Δ 𝑛,𝑚,AoD ,

(2)

where 𝜃BS is the LoS angle between BS and building, 𝛿𝑛,AoD is
the angle of departure (AoD) of the main path, and Δ 𝑛,𝑚,AoD
is the offset angle of the 𝑚th subpath.
Path Loss Fitting Method and Shading Fading. In order to
better understand the specific path loss, we use two kinds
of fitting models based on the data measurement [19]: one
is called “floating intercept model” which is expressed as
follows:
PL (𝑑) = 𝛼 + 10𝛽 log10 (𝑑) + SF,

(3)

where 𝛼 is the intercept and 𝛽 is the path loss exponent and SF
is the lognormal shadowing. In general, the floating intercept
and the path loss exponent are extracted by the least square
method to fit the measurement data.
2

∑ [𝑃 (𝑑𝑖,𝑗 ) − PL (𝑑𝑖,𝑗 )] ,
𝑖,𝑗

(4)

where 𝑖 and 𝑗 are the transmitter and receiver index. This
model is difficult to give physical meaning, but it can
provide the minimum SF standard deviation of the existing
measurement data. The disadvantage of this model is that the
distance extension beyond the measurement range is limited
and requires a large number of samples. Shadow fading (SF)
is the measured standard deviation of path loss and estimated
path loss.
SF = √

2
1
∑ (PL𝑖,𝑗 − PL𝑖,𝑗 ) ,
𝑁 − 1 𝑖,𝑗

(5)

where 𝑁 is the transmitter and receiver link number.
Another is close-in-reference method as follows:
𝑃𝑟 (dBm) = 𝑃0 (dBm) − 10𝑛 log (

𝑑
) + SF,
𝑑0

(6)

where 𝑃0 is the path loss at reference distance 𝑑0 and 𝑛 is
the path loss exponent. Valid 𝑑 should be larger than far-field
distance of the transmitter antenna.
For a smooth surface, the reflected wave is coherent
with the incident wave and is calculated by the means of
reflection coefficient. If the surface becomes slightly rough,
this specular component decays due to the scattering in all
directions. This effect is caused by a reduction factor.
𝜒 = exp (−2𝑘2 Δℎ02 cos2 𝜃𝑖 ) ,

(7)
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where 𝑘 is the wavenumber, Δℎ0 is the standard deviation
of surface height, and 𝜃𝑖 is the incidence angle. Hence, the
specular reflected power can be expressed as follows:
𝑃ref = 𝑃𝑇 (

𝜆 2 𝐺𝑇 𝐺𝑅 2 2
𝑅𝜒,
)
4𝜋 (𝑠 + 𝑠 )2

(8)

where 𝑃𝑇 is the transmitted power, 𝑠 is the path length
between the transmitter and reflection point, 𝑠 is the path
length between the reflection point and receiver, 𝑅 is the Fresnel reflection coefficient, and 𝐺𝑇 and 𝐺𝑅 are the transmitter/
receiver antenna gains.
We can suppose a reasonable command. The usual length
of the brick wall is on the order of a few centimeters and the
diffuse power is scattered in all directions 𝜃𝑠 , with 𝜙𝑠 denoting
the angle between the planes of incidence and scattering, and
can be calculated as
𝑃ref = 𝑃𝑇 (

𝜆 2 𝜎sca 𝐺𝑇 𝐺𝑅
𝑑𝑠,
) ∫
4𝜋
4𝜋𝑟𝑟
𝑆

their presence, eavesdroppers (Eves) are usually considered
to be passive, so that their channel state information (CSI) is
unknown at both the transmitter (Alice) and the legitimate
receiver (Bob). Therefore, it is advantageous to confuse the
eavesdropper with generated artificial noise (AN) by using
multiantenna techniques [21]. Specifically, in order to mask
the information to be transmitted to Bob, AN radiates
isotropically. If the perfect CSI between Alice and Bob can
be used in Alice, then the AN can be made invisible to
Bob while reducing the decoding performance of potentially
eavesdroppers [22].
In order to better understand the traditional wiretap
channel model, some formulas will be introduced [23].
Assuming that the access point is equipped with 𝑁 antennas
for downlink large-scale MIMO systems serving 𝐾 singleantenna users, 𝑁, 𝐾 ∈ N+ , 𝑁 ≥ 𝐾. The channel model can
be formulated as
G = HD,

(9)

where 𝑟 is the path length between transmitter and surface 𝑠,
𝑟 is the path length between surface 𝑠 and receiver, and 𝜎sca
is the scattering cross section per unit area of rough surface,
which can be estimated using the Kirchhoff approximation.
For the study of mmWave physical layer security, most
researchers consider ray-tracing model as a good candidate
to assist as well. Due to their intrinsic capability to simulate
multipath propagation, ray-tracing models can provide a
multidimensional characterization of radio propagation for a
variety of RF environment. Figure 2 illustrates a 5G new radio
communication wiretap channel model, where the signal
passes the legitimate channel to reach a receiver (Bob) and
the illegitimate channel to reach an eavesdropper (Eve). H, G,
Z, Z𝑏 , and Z𝑒 are legitimate receiver channel, eavesdropper
channel, noise, legitimate receiver noise, and eavesdropper
noise, respectively.
In typical wiretap channel model, the eavesdropper is
located near to the legitimate receiver, which is a common
case in low frequency. In 5G new radio networks, however,
the eavesdropper could be far from the legitimate receiver
as shown in the bottom of Figure 2. In this case, the rays
go through the buildings and undergo scattering, diffraction,
and reflection, before finally arriving at “Eve” and “Bob.”
A more complicated scenario includes one legitimate
receiver and multiple eavesdroppers. As we can see from
Figure 2, there is a set of “Eve,” and it demonstrates such an
example in a rich RF environment. It will grow up to a huge
menace, if multiple eavesdroppers can cooperatively steal the
legitimate information.

3. Secrecy Capacity Analysis in mmWave
RF Environment
3.1. Previous Works. Previously, the study of wiretap channel
model is based on the traditional system model, with largescale antenna arrays. The large space freedom provided by the
large-scale antenna arrays can be used to improve the secrecy
performance [20]. In physical layer security, in order to hide

(10)

where G = [g1 , g2 , . . . , g𝐾 ] represents the channel matrix and
D = diag{√𝛽1 , √𝛽2 , . . . , √𝛽𝐾 } is the large-scale propagation
matrix.
In the mutual coupling channel model, H = [H1 , H2 ,
. . . , H𝐾 ] denotes the fast fading matrix, and the vector H𝑘 ∈
C1×𝑁 (𝑘 = 1, 2, . . . , 𝐾) is described by the following [24]:
H𝑘 = ZR𝑘 k𝑘 ,

(11)

where R𝑘 is the steering matrix and k𝑘 denotes the Gaussian
stochastic factor. Z ∈ C𝑁×𝑁 is the constant mutual coupling
matrix related to antenna configuration in the form of
−1

Z = (𝑍𝐴 + 𝑍𝐿 ) (Γ + 𝑍𝐿 I) ,

(12)

where
𝑍𝐴 𝑍𝑀 0
[
[𝑍𝑀 𝑍𝐴 𝑍𝑀
[
[ 0 𝑍 𝑍
𝑀
𝐴
Γ=[
[
[ .
..
[ ..
. d
[
[ 0

0

⋅⋅⋅
⋅⋅⋅
⋅⋅⋅
d

0

]
0]
]
0]
].
]
.. ]
. ]
]

(13)

⋅ ⋅ ⋅ 𝑍𝑀 𝑍𝐴 ]

The complex value of 𝑍𝐿 , 𝑍𝐴 , and 𝑍𝑀 denotes the
load impedance, antenna impedance, and mutual impedance,
respectively.
However, many natural as well as man-made factors
make the propagation very random in both time and space;
microwave, optical, and acoustic waves are good examples;
they will be scattered by atmospheric turbulence, rain, fog,
vegetation, snow, biological media, and composite materials
[25]. These fluctuations may affect communications, identification, and remote-sensing of objects to some extent through
these media.
Therefore, the phenomenon of reflection, diffraction, and
scattering often come at the same time in 5G new radio networks. Because of the complexity of the propagation environment, it is definitely easier for eavesdroppers to catch the
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Figure 2: The wiretap channel model in 5G new radio networks.

transmission paths. Thereby in 5G new radio networks, the
study based on the channel matrix will be inaccurate, but the
ray-based study will lead to more prepared conclusions and
results.
3.2. The Concept of Correlation Matrix. In our analysis,
capacity refers to the transmission paths that are received by
legitimate receiver without considering eavesdroppers, and
the secrecy capacity refers to the paths that are received in
consideration of eavesdroppers. And those paths which are
received by both legitimate receiver and eavesdroppers can
be called “shared path,” which is the main reason for the
decrease of security capacity. And we define the channel
matrix generated by the shared paths as the “correlation
matrix.”
We can suppose a rectangular antenna array scenario
[23]; the 𝑘th user has 𝐴 𝑘 different azimuths of arrival (AoAs)
and elevations of arrival (EoAs). The 𝑖th azimuth of arrival
(AoA) and the 𝑖th elevation of arrival (EoA) of the 𝑘th user are
written as 𝜃𝑘,𝑖 and 𝜙𝑘,𝑖 , respectively. Then the column steering
vectors in R𝑘 = [r𝑘,1 , r𝑘,2 , . . . , r𝑘,𝐴 𝑘 ] is described by
r𝑘,𝑙

1
1
𝑇
=
× vec [a (𝜃𝑘,𝑙 ) ⊗ a (𝜙𝑘,𝑙 ) ] =
× vec {[1,
𝐴𝑘
𝐴𝑘
𝑒(𝑗2𝜋𝑑/𝜆) sin 𝜃𝑘,𝑙 , 𝑒(𝑗2𝜋𝑑/𝜆)2 sin 𝜃𝑘,𝑙 , . . . , 𝑒(𝑗2𝜋𝑑/𝜆)(𝑁−1) sin 𝜃𝑘,𝑙 ]

(16)

besides, h𝑘,𝑖 (𝑖 = 1, 2, . . . , 𝐼) represents the channel vector
of the 𝑖th ray of the 𝑘th legitimate receiver, and g𝑗,𝑖 (𝑖 =
1, 2, . . . , 𝐼) represents the channel vector of the 𝑖th ray of the
𝑗th eavesdropper.
𝑇

g𝑗 = [g𝑗,1 + g𝑗,2 + ⋅ ⋅ ⋅ + g𝑗,𝐼 ] .

(17)

We can define as follows: h, g, and f = {h ∩ g}
denote a set of legitimate receiver channel matrices, a set
of eavesdropping channel matrices, and a set of correlation
matrices, respectively. The set of new legitimate receiver
channel vectors and new eavesdropper channel vectors are as
follows:
ȟ = sum {h − f} ,

(18)

The correlation matrix is
(14)

𝑒(𝑗2𝜋𝑑/𝜆)(𝑁−1) sin 𝜙𝑘,𝑙 ]} ,

where ⊗ is the Kronecker product of matrices and the vec(⋅)
function represents vectorization of matrix.
As shown in Figure 3, the transmitter has 𝑁 transmit
antennas in this system, the receivers have 𝑀 receiving
antennas, and 𝑀 < 𝑁. We assume that there are 𝐾 legitimate
receivers, 𝐽 eavesdroppers, and 𝑀 = 𝐾 + 𝐽.
𝑇

𝑇

hk = [h𝑘,1 + h𝑘,2 + ⋅ ⋅ ⋅ + h𝑘,𝐼 ] ,

ǧ = sum {g − f} .

⊗ [1, 𝑒(𝑗2𝜋𝑑/𝜆) sin 𝜙𝑘,𝑙 , 𝑒(𝑗2𝜋𝑑/𝜆)2 sin 𝜙𝑘,𝑙 , . . . ,

GM×N = [h1 , h2 , . . . , h𝐾 , g1 , g2 , . . . , g𝐽 ] ,

where GM×N represents the channel matrix of the system,
where h𝑘 (𝑘 = 1, 2, . . . , 𝐾) is the 𝑘th legitimate receiver, and
g𝑗 (𝑗 = 1, 2, . . . , 𝐽) is the 𝑗th eavesdropper.

(15)

G𝑓 = H𝑓 D𝑓 ,

(19)

where G𝑓 = [f1 , f2 , . . . , f𝐿 ] with f𝑙 (𝑙 = 1, 2, . . . , 𝐿) is the correlation vector of the 𝑙th shared path, H𝑓 = [h1 , h2 , . . . , h𝐿 ] is
the fast fading matrix, and D𝑓 = diag{√𝛽1 , √𝛽2 , . . . , √𝛽𝐿 } is
the large-scale propagation matrix.
The correlation vector is
h𝑙 = R𝑙 k𝑙 ,

(𝑙 = 1, 2, . . . , 𝐿) ,

(20)

where R𝑙 ∈ C𝑁×𝐷𝑙 contains 𝐷𝑙 steering vectors with different
AoAs for the 𝑙th user and k𝑙 denotes the Gaussian stochastic
factor.
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When the rectangular antenna array is assumed at the BS,
the steering matrix R𝑙 can be written as
1
𝑇
× vec [a (𝜃𝑙,𝑖 ) ⊗ a (𝜙𝑙,𝑖 ) ] ,
R𝑙 =
(21)
𝐷𝑙
where 𝜃𝑙,𝑖 is the 𝑖th AoA of the 𝑙th user and the steering vector
a(𝜃𝑙,𝑖 ) is given as
(𝑗2𝜋𝑑/𝜆) sin 𝜃𝑙,𝑖

a (𝜃𝑙,𝑖 ) = [1, 𝑒

(𝑗2𝜋𝑑/𝜆)2 sin 𝜃𝑙,𝑖

,𝑒

,...,

𝑒(𝑗2𝜋𝑑/𝜆)(𝑁−1) sin 𝜃𝑙,𝑖 ] ,

(22)

and 𝜙𝑙,𝑖 is the 𝑖th EoA of the 𝑙th user and the steering vector
a(𝜙𝑙,𝑖 ) is given as
a (𝜙𝑙,𝑖 ) = [1, 𝑒(𝑗2𝜋𝑑/𝜆) sin 𝜙𝑙,𝑖 , 𝑒(𝑗2𝜋𝑑/𝜆)2 sin 𝜙𝑙,𝑖 , . . . ,
𝑒(𝑗2𝜋𝑑/𝜆)(𝑁−1) sin 𝜙𝑙,𝑖 ] ,

(23)

where 𝑑 is the distance between the adjacent antennas and 𝜆
is the carrier wavelength.
The new channel matrix is
𝑇

G 𝑀×𝑁 = [h 1 , . . . , h 𝐾 , f1 , . . . , f𝐿 , g 1 , . . . , g 𝐽 ] ,

(24)

where h 𝑘 (𝑘 = 1, 2, . . . , 𝐾), f𝑙 (𝑙 = 1, 2, . . . , 𝐿), and g 𝑗 (𝑗 =
1, 2, . . . , 𝐽) represent the new channel vector of the 𝑘th
legitimate receiver, the correlation vector of the 𝑙th shared
path, and the new channel vector of the 𝑗th eavesdropper.
3.3. Projection Matrix. We implement the null-space method
in the system. To eliminate the eavesdropping signal of
the eavesdroppers, we propose a projection matrix and we
can explain the process for obtaining projection matrix M,
mapping and precoding, as shown in Figure 4.
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Figure 5: The signal transmission process in 5G new radio networks.

The joint eavesdropping channel matrix GEve-𝑓 = [f1 , . . . ,
f𝐿 , g 1 , . . . , g 𝐽 ]𝑇 . To calculate M by singular value decomposition (SVD) [26], the projection matrix is derived from the
following equations:
GEve-𝑓 = UEve-𝑓 ΛEve-𝑓 VEve-𝑓 ,
𝐻

M = V0Eve-𝑓 (V0Eve-𝑓 ) ,

(25)

where UEve-𝑓 ∈ C𝑁×𝑁, ΛEve-𝑓 ∈ C𝑁×(𝐾−𝐾𝑚 ) , and VEve-𝑓 ∈
C(𝐾−𝐾𝑚 )×(𝐾−𝐾𝑚 ) are SVD factor matrices. V0Eve-𝑓 ∈ C(𝐾−𝐾𝑚 )×𝑁
is a subspace of column vector space of VEve-𝑓 . By multiplying
M and precoding, the precoding matrix 𝜔 is shown in
Figure 4.
3.4. 5G New Radio Network Signal Transmission Process. Figure 5 illustrates that the eavesdropping signal is cancelled by
the full view of entire system, which is equivalent to system
formula in equation. After manipulation, eavesdropping
signals can be eliminated from eavesdroppers and shared
paths to ensure the security of transmission.
Y = GM𝜔S + N,
𝑇

N = [NBob , NEve ] ,
𝑇

S = [sBob , sEve ] ,

(26)

G = G𝑀×𝑁,
𝑇

Y = [yBob , yEve ] .
After the receiving signal has been processed by the
projection matrix M and precoding matrix 𝜔, we can get the
expecting result, where Y demonstrates the receiving signal
of the transmitted signal S and N denotes the White Gaussian
noise.
According to the investigation of the wiretap channel
model above, it is easy to notice that correlation matrix has
a lot to do with secrecy capacity. However, sometimes the
correlation matrix can be largely affected by the RF environment. For example, in a rich RF environment, like urban
area, the distribution of buildings is more complex; thus
the eavesdroppers will be more likely to receive more paths,
and there will be more correlations. However, in a poor RF
environment, like rural area, the distribution of the buildings
is monotonous; thus the eavesdroppers will less likely to
receive paths, and there will be less correlations.

3.5. The Different RF Environment In 5G New Radio Networks.
As shown in Figure 6, the signal passes the legitimate channel
to reach a receiver and the illegitimate channel to reach an
eavesdropper, and these related rays that are received by
both can be called “correlation matrix.” We simulated the
urban area here; there are massive eavesdroppers and more
buildings, and these eavesdroppers can be called “distributed
deployment.” The more the buildings here are, the more the
rays can be received, not only for legitimate receiver, but also
for eavesdroppers. As a result, these eavesdroppers can form
a cluster, and each terminal has a few paths of the legitimate
receiver, and the more the paths are, the more the paths can
cooperate to decode the information.
Figure 7 simulates the rural area; there are only two
ordinary houses and still a lot of eavesdroppers. Because the
distribution of the buildings is not so complicated, thereby
only two eavesdroppers can receive the paths, and there will
be less correlation matrix here.
As a result, we can get the conclusion from our proposed
5G new radio network architecture. In urban area, the
distribution of buildings is more complex, then the legitimate
receiver will receive more paths, and the capacity of the
receiver will become larger. At the same time, the probability
of capturing the shared paths for the eavesdroppers will
increase, and the growth is also reflected in the correlation
matrix, which will lead to the decrease of the secrecy capacity
of urban area. However, in rural area, the distribution of
buildings is monotonous, then the legitimate receiver will get
less paths, and normally the capacity of receiver will become
smaller. For the eavesdroppers, they have less opportunities
to get shared paths, and the elements of correlation matrix
will decrease accordingly.

4. Simulation Result
As mmWave can provide multi-Gbps wireless connectivity
for electronic devices, it has gradually become a burgeoning
technology. However, mmWave makes the RF environment
too complicated to deal with the secrecy capacity. Thus,
using traditional massive MIMO channel matrix based on
mmWave is not feasible any more. Based on our study
of correlation matrix, the ray-tracing method is a generic
propagation modeling tool which can provide estimates of
path loss, arrival/departure angles, and time delay. Thereby,
the ray-based study will lead to more prepared results.
As for the complexity for theoretical analysis of the
capacity and the nonclosed form solution of the result,
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Figure 6: Ray-tracing channel model for physical layer security in urban area.
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Figure 7: Ray-tracing channel model for physical layer security in rural area.

simulation is used to describe the feasibility of our proposed
method.
We evaluate the performance of the proposed ray-tracing
based 5G new radio communication channel model separately using MATLAB simulation. The simulation parameters
are shown in Table 1.
4.1. Analysis of Each Capacity for Urban Area. In Figure 8,
the impact of the number of eavesdroppers on each capacity
of urban area is investigated. It is observed that the security
capacity gradually decreased, and wiretap capacity gradually
increased with the rising in the number of eavesdroppers. As

the transmission paths that are received by legitimate receiver
are certain, capacity is immutable.
Under the circumstance that the total number of legitimate receivers of urban area is fixed at 80, Figure 9 shows the
trend of each capacity with the change of distance between
eavesdroppers and legitimate receiver. As the distance goes
farther, the probability of capturing the shared paths for
eavesdroppers will decrease, and when the distance is far
enough, no transmission paths can be received, which reflects
zero wiretap capacity in the figure. In contrast, secrecy
capacity will be relatively increased, and it will be equal to
the capacity finally.
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Figure 8: Impact of the number of eavesdroppers on each capacity
of urban area.

Figure 10: Impact of the number of eavesdroppers on each capacity
of rural area.
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Figure 9: Impact of the distance between eavesdropper and legitimate receiver on each capacity of urban area.

4.2. Analysis of Each Capacity for Rural Area. Figure 10 illustrates the trend of capacity in rural area. As the distribution
of buildings is monotonous, less transmission paths can be
received; thus the trend in Figure 10 is less pronounced,
but, with the increase in the number of eavesdroppers, the
secrecy capacity and the wiretap capacity also showed stable
changes.
Compared to Figure 8, as the complexity of rural area is
lower than that of urban area, the shared paths of rural are
less than that of urban area, which means that the secrecy
capacity in rural area will not fall as much as that of urban
area.
As can be observed from Figure 11, the distance value
which makes the secrecy capacity and the wiretap capacity

0
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Total Capacity
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Wiretap Capacity

Figure 11: Impact of the distance between eavesdropper and
legitimate receiver on each capacity of rural area.

tend to be constant is smaller. As the distribution of buildings
is not complex in rural area, so when the distance reaches
a marginal value, no transmission paths can be received by
eavesdroppers, as the zero wiretap capacity shown in figure.
Compared to Figure 9, as the complexity of rural area
is lower than that of urban area, the probability of catching
shared paths for eavesdroppers is smaller. Thus, under the
condition of increasing the same distance, the wiretap capacity of rural area decreases more rapidly. On the other hand,
the secrecy capacity of rural area increases more rapidly, and
when the initial value is 20 meters, rural area has a certain
secrecy capacity, while the secrecy capacity of urban area is
almost zero.
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Table 1: Simulation parameters.

Parameters
Transmit antenna number
Legitimate receiver number (urban/rural)
Path number (urban/rural)
Eavesdropper number
Shared path obtain probability (urban/rural)
Distance between eavesdropper and legitimate
user
Frequency
Tx/Rx antenna height
Tx/Rx antenna gain
Scenario

Values
128
80/30
70/40
2 to 18
70%/20%
20 to 180 m
38 GHz
36/1.5 m
25/13.3 dB
Urban/rural area

5. Conclusion
This work develops a ray-tracing based security channel
model for 5G new radio communications. In particular, we
rely on the concept of correlation matrix to reflect the relevance of rays between legitimate receiver and eavesdroppers.
As the RF environment decides the elements of correlation
matrix, we investigate both rich RF environment, such as
urban area, and poor RF environment, such as rural area
in our proposed architecture, and if the RF environment is
more complex, the eavesdroppers are more easily to obtain
the correlation paths. Our simulation results indicate that the
secrecy capacity reduces faster in urban area than in rural area
with the growth of cooperative eavesdroppers. Besides, with
the distance between eavesdropper and legitimate receiver
increased, the secrecy capacity of both urban and rural area
will increase but the rate of growth in urban area is less than
that in rural area. In addition, when the distance reaches a
certain value, the secrecy capacity and the total capacity in
urban and rural area are consistent, and the capacity is equal
to the sum of secrecy capacity and wiretap capacity.
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