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IPsec was initially developed for IPv6 to ensure the communication security. With the development of Internet of Things (IoT)
and the mounting importance of network security, increasing numbers of applications require IPsec to support the customized
definition of cryptographic algorithms and to provide flexible invocation of these algorithms. To address this issue, an invocation
mechanism for cryptographic algorithms is proposed in this paper and applied to IPsec, entitled Free to Add (FTA), based on
the concept of software-defined everything. Using the idea of interface opening, the addition of a new cryptographic algorithm
and updating of the existing algorithms in the algorithm library both can be achieved through the opening interfaces provided by
FTA. Switching the cryptographic algorithm to be used in the FTA framework can avoid the unnecessary consumption. Besides,
using the subalgorithm interface and algorithm-control interface designed here, FTA provides several software-defined invocation
modes (e.g., combination and switching according to the control instruction sent by the control program) to implement hybrid
encryptions or change the cryptographic algorithms for communication. Finally, the feasibility and availability of the proposed
FTA mechanism are evaluated by StrongSwan.

1. Introduction

With the maturity of technologies like software-defined net-
working, big data, and cloud computing, the Internet of
Things (IoT) affects people's lives in many areas. Software-
defined mobile network (SDMN) is presented as a promising
solution for IoT and works on improving wireless network-
ing, resource management, performance, and scalability [1,
2]. However, these technologies also raise the risk of privacy
leakage when creating more convenient conditions [3], and
the IoT security becomes more and more prominent and
severe.The development of the IoT needs the support of IPv6
technology [4–6], which provides sufficient IP addresses for
IoT devices and guarantees the security of communication
links through Internet protocol security (IPsec). On the basis
of an IoT security architecture, IPsec can provide data secu-
rity and authentication during the communication process
and enhance the security of IoT [7].

Following the evolution of IPv6 in IoT and its support
for IPsec, the number of applications of IPsec is constantly

increasing [8–10]. Based on the open framework provided by
IPsec, users can choose appropriate cryptographic algorithms
for communication security [11]. However, the various public
cryptographic algorithms that IPsec supports by default are
not applicable in certain specialized fields. Besides, due to the
increasing awareness of network security [1, 12], applications
are emerging that require the addition and timely switching
of customized cryptographic algorithms in IPsec to ensure
higher security and confidentiality for the IPv6 networks and
especially for the IoT [12].

Theoptional and flexible use of a cryptographic algorithm
can efficiently improve the performance of IPsec and reduce
the consumption of the IoT employing IPsec when the key is
long enough. In recent years, the flexibility and scalability of
IPsec have becomemorecritical than before, following the rise
of the concept of software-defined everything [13–15]. Mean-
while, the method of changing the cryptographic algorithms
applying in IPsec for different application scenarios is becom-
ing inefficient and complicated. At present, relevant work
is mostly focused on adding IPsec cryptographic algorithms,
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establishing a security gateway for network communication,
and the impacts of IPsec on network applications [16–18].
However, to the best of our knowledge, there is little research
on the simplification and flexibility of algorithm invocation
in IPsec.

To address this issue, in this paper, we propose an algo-
rithm invocation mechanism applied to IPsec, entitled Free
to Add (FTA), by introducing the idea of software-defined
everything. The contributions of this paper are as follows:

(i) To employ two opening interfaces that are first de-
signed in FTA, introducing the concept of software-
defined everything: the control program can be seen
as a part of the controller in the software-defined net-
work (SDN), and the instructions are sent to the FTA
module by employing the opening interfaces

(ii) To improve the implementation of adding and switch-
ing cryptographic algorithms avoiding the unnec-
essary consumption caused by the traditional IPsec
processes

(iii) To provide a software-defined way of invoking multi-
ple cryptographic algorithms by constructing a com-
bined-policy and performing a hybrid encryption
process based on the combined-policy: the policy is
combined in a similarmanner to an entry of flow table
in the OpenFlow switch in SDN.

The remainder of this paper is organized as follows. Section 2
describes the issue addressed in this paper. Section 3 presents
the details of the mechanism of FTA. Section 4 explains the
implementation of the FTA module and compares the per-
formance of FTA-based IPsec with traditional IPsec. Finally,
this paper concludes with Section 5.

2. Description of Problem

IPsec is a compute-intensive work which consumes more re-
sources and requires high-performance IoT devices. None-
theless, if the security architecture of IoT is sufficiently
improved, proper invocations of low-strength cryptographic
algorithms canprovide sufficient securitywith lower resource
consumption. That is to say, it is crucial and efficient for the
IoT security to add appropriate customized cryptographic
algorithms in IPsec and reasonably invoke these algorithms.

IPsec encryption consists of two processes: Internet key
exchange (IKE) and the subsequent encryption in session
(ES) carried out in the kernel [18, 19]. As shown in Figure 1,
the IKE process establishes an IKE security association (SA)
and negotiates the key and algorithm required for the IPsec
SAs of the ES process using the IKE SA, which is performed
mostly in the user layer. Then, in the ES process, the kernel
establishes IPsec SAs with the negotiated key and algorithm
and achieves encrypted end-to-end communication. As the
cryptographic algorithms used in the two processes are
implemented in different locations and provide security ser-
vices in different phases, the addition of new cryptographic
algorithms to IKE SA and IPsec SAs is also considered in
terms of two separate cases.

Because the Linux kernel supports IPsec, mainstream
IPsec virtual private networks (VPNs), such as StrongSwan
and OpenSwan mainly implement the IKE process, pass the
key and algorithm to the kernel, and establish IPsec SAs in
the kernel layer.Thus, the addition of a new algorithm for the
IKE SA can be implemented efficiently simply by adding it to
the IPsec VPN.

Unfortunately, when adding an algorithm to IPsec SA, the
identifier of the algorithm is required in both the IPsec VPN
and the kernel for negotiation and identification, and a mod-
ule for performing the algorithm is also needed for the kernel
or encrypted card, requiring recompilation of all related ker-
nelmodules.Moreover, the IPsecVPN typically adopts a con-
figuration file to invoke cryptographic algorithms and uses
them in an inflexible and nonuniversal way, making the addi-
tion of cryptographic algorithms more difficult (note that the
analysis and design of our work are mainly based on Strong-
Swan [20] since it is a widely used and mature open-source
IPsec VPN with proper maintenance of version updates).

To guarantee the stability of cryptographic communica-
tion, the IPsecVPNmust add the cryptographic algorithms to
be used in the configuration file in advance, and then it recog-
nizes the selected algorithm by reading the file. Nevertheless,
the use of algorithms in this way is inflexible; for instance,
if attackers can identify the cryptographic algorithm, they
can decrypt the communication data quickly and efficiently
with the relevant methods, especially when the algorithm is
public.That is to say, updating the algorithmsmore frequently
can make attacks harder and more costly, thus increasing the
strength of security. A mechanism that implements flexible
and extensible addition and invocation of an algorithm is
therefore crucial for IPsec.

Furthermore, because IPsec can be a part of the security
architecture of IoT, it will help the security architecture of
IoT to be in control of the overall system security and energy
consumption if the cryptographic algorithms in IPsec can
be invoked using a more flexible and low-cost mechanism.
The communication efficiency will be improved well while
the cryptographic algorithms can be adaptively switched and
changed according to the complex environment. However,
the asymmetric cryptographic algorithms with high strength
are often employed to ensure the security of keys in the IKE
process; it means that more resources will be required. More-
over, the frequent execution of IKE process also increases the
resource consumption.

It is vital and crucial for wireless networks to provide
secure communicationswith flexible and customized encryp-
tion schemes in a wide variety of situations, especially, the
secure communication between base stations and the core
network. Therefore, our work in this paper is to study and at-
tain an invocationmechanism providing flexible and expand-
able addition and switching of IPsec cryptographic algo-
rithms with low resource consumption.

3. Invocation Mechanism for
Cryptographic Algorithms

At its core, encrypted communication relies on cryptographic
keys and algorithms. To enable the addition and switching



Wireless Communications and Mobile Computing 3

SA: security association SPD: security policy database SAD: SA database

User Layer

Kernel Layer

IKE

SAD

IKE SA
IPsec VPN

SPD

CryptoFilter
IP Packet

Process
IP Packet

Pattern
M

atching Key

IKE

SAD

IPsec VPN

SPD

Crypto Filter
IP Packet

Process
IP Packet

Key

IPsec SAs

Algo, Key Algo, Key

Algo Algo

Algo.koAlgo.ko

User Layer

Terminal A Terminal B

Ch
oo

se
A

lg
or

ith
m Pattern

M
atching Ch

oo
se

A
lg

or
ith

m

Kernel Layer

Figure 1: Communication encryption processes in IPsec.

of cryptographic algorithms on demand during an IPsec SA
negotiation, an invocation mechanism of cryptographic algo-
rithms called FTA is presented in this section. In FTA,
the concepts of opening interface and combined-policy are
introduced, in order to reduce the complexity of adding and
switching cryptographic algorithms and the resource con-
sumption on the basis of software-definedeverything.Thecom-
bined cryptographic algorithms are multigrained, and can be
flexibly invoked to meet the demand for applications with a
higher level of security.

3.1. Invocation Mechanism: FTA

3.1.1. Basic Introduction of the FTA Process. In the tradi-
tional IPsec, the process of algorithm identification, module
addition, and recompilation of related modules is repeatedly
carried out when adding a new algorithm. As shown in
Figure 1, the encryption policy is fetched by an IPsec daemon
(a program running as a background process) during the
ES process from the security policy database (SPD) in the
kernel.The IPsec daemon then invokes the algorithm module
according to the corresponding algorithm identifier in the
policy to perform encryption or decryption.

The process is the same as that of traditional IPsec
before invoking the FTAmodule. The FTAmechanismmakes
some modifications on the basis of traditional invocation
mechanism in IPsec, and the IPsec kernel directly invokes
the FTA module rather than the implementing modules of
algorithms. In FTA, the algorithms can be switched by the
control program, with no need for reading the configuration
file and negotiating again on the IPsec layer. Besides, IKE
process regularly negotiates long-enough keys and no longer
involves the algorithm renegotiation, which can eliminate the

consumption of the duplication of IKE process caused by
algorithm renegotiation.

Furthermore, the FTA mechanism simplifies the pro-
cess of algorithm addition using the opening interfaces
and combined-policies to enhance the flexibility of IPsec.
Based on the inputting policy ID from the control program,
FTA invokes a combined-policy which provides the specific
encryption mode including the algorithm(s) and the location
of encryption. All these are done in the kernel layer and more
secure and time-effective than the process in IPsec that
implements encryption by invoking Crypto API using af-alg
in the user layer. As the encryption module in IPsec, af-alg
is invoked in the user layer, but the encryption process of
af-alg is executed in the kernel layer. In contrast, in FTA,
all the operations are executed in the kernel layer, and the
synchronizing signal is sent into the kernel by the control pro-
gram using the algorithm-control interface without affecting
the execution efficiency of the kernel.

Based on the existing IPsec workflow, the FTA mecha-
nism just needs to add an algorithm-control interface and a
subalgorithm interface to the last-invoked kernel module of
a cryptographic algorithm; this is convenient and flexible for
the addition and invocation of cryptographic algorithms.

3.1.2. Features of the FTA Mechanism. Compared with the
method of adding algorithms in the convenient IPsec
(Figure 2(a)), the FTA mechanism (Figure 2(b)) introduces
certain changes, mainly in terms of the addition and invoca-
tion of cryptographic algorithms through opening interfaces.

(i) The FTA mechanism changes the invocation mode
for the specific cryptographic algorithm; it does not
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Figure 2: Algorithm addition in (a) traditional IPsec and (b) FTA-based IPsec with additive opening interfaces.

invoke the cryptographic module Algo.ko directly but
invokes the FTA module FTA.ko including a crypto-
graphic instruction and subalgorithm invocation in
order to perform encryption. Then, the FTA module
invokes the module of a specific cryptographic algo-
rithm to perform encryption or decryption.

(ii) Alg choice is a control message sent from the control
program by employing opening interfaces. The con-
trol program can be seen as a part of the SDN con-
troller.

(iii) A cryptographic instruction, given from the exter-
nal control program through the algorithm-control
interface, is either a single specific cryptographic algo-
rithm or an ordered combination of multiple crypto-
graphic algorithms, e.g., Alg1 and Alg2, through the
subalgorithm interface of FTA.ko.

(iv) Based on the cryptographic instruction, the sender
invokes the relevant cryptographic algorithm to en-
crypt the communication data in order, and the re-
ceiver implements the decryption in reverse. The im-
plementation of these algorithms can be seen an en-
cryption device controlled by the control program.

(v) The cryptographic algorithm library may be com-
posed of multiple algorithm modules in the kernel or
may be performed using a unified subalgorithm li-
brary.

It is possible to substitute and synchronize the cryptographic
algorithm through the algorithm-control interface.The com-
bined cryptographic algorithm for an encryption/decryption
operation can also be defined by adding a combined-policy
of encryption algorithms or more flexible policy interfaces
to the FTAmodule.This software-defined mechanism makes
the invocation of cryptographic algorithms in IPsec more
scalable and flexible.

3.2. Adding a Cryptographic Algorithm Based on FTA. In the
FTA mechanism, after obtaining the encryption information
from the SPD, a specific cryptographic algorithm from the

algorithm library is not directly invoked by the kernelmodule
but by the FTA module according to predefined encryption
instructions. While there are more algorithms to be added to
IPsec, only the implement modules of these algorithms need
to be inserted into the FTAmodule and to be invoked through
the algorithm-control interface (see Figure 3). In the same
way as a plug-in device, a new cryptographic algorithm must
conform to a unified interface standard, which is the only re-
quirement for the cryptographic algorithmadded or switched
in the FTA mechanism. Thus, in subsequent processes, the
new algorithm can be invoked through the external control
program of FTA via the algorithm-control interface and
policy definition. Synchronizing with the algorithm-control
interface, FTA can also invoke other cryptographic algo-
rithms without the IKE process.

Compared with the traditional method, the proposed
FTAmechanismno longer has to repeatedly add the identifier
of a new algorithm to the IPsec VPN, recompile pfkey, xfrm,
or other modules, and modify the configuration file. The
addition of the algorithm identifier and the invocation of the
algorithm can be performed by using the software devel-
opment method in the FTA module, thus simplifying the
process of adding cryptographic algorithms without the IKE
process. This approach also avoids some system-level errors
caused by maloperation of the related kernel modules.

3.3. Software-Defined Invocation of Cryptographic Algorithms.
The FTA mechanism invokes the combined-policy and the
subalgorithms through the algorithm-control and subalgo-
rithm interfaces, respectively; the cryptographic instructions
for algorithm invocation can be software-defined using these
interfaces.

3.3.1. Combining Cryptographic Algorithms. Since the flexible
combination of algorithms (i.e., a combined-policy) and
multiple encryptions supported by the subalgorithm and
algorithm-control interfaces are possible in FTA, a subal-
gorithm invoking hybrid encryption can be implemented.
First, two or more related algorithms are integrated into a
combined-policy which is to be added to the FTA module.
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Then, when the control program defines an alg choice, one
or more of these combined-policies is chosen through the
algorithm-control interface, and data is encrypted or decrypt-
ed by invoking the corresponding algorithms through the
subalgorithm interface. There are various methods to form
and invoke a combined-policy. The policy can be predefined
and stored in the FTA module and directly invoked based on
its ID. It can also be defined using a specific format and sent to
the FTA module by the control program. The following is an
example of a combined-policy in JavaScript object notation
(JSON), which is similar to an entry of the flow table in a
OpenFlow switch in SDN:

{ “match”: {“src”:“IP”, “dst”:“IP”, “porto”:“http”},
“actions”:
[
{ “action”:“DES”,
“params”:
{ “fragment”: {“start”:0,“end”:“63” }}

},
{ “action”: “3DES”,
“params”:
{ “fragment”: {“start”:64,“end”:“127” }}

},
{ “action”:“AES128”
“params”:
{ “fragment”: {“start”:0,“end”:“127” }}

},

{ “action”:“out” }
]
}

Corresponding to Figure 3, the combined-policy defined
above means a process of 128-bit data encryption in IPsec
with following steps.

Step 1. Match the information of data (e.g., the IP addresses)
to the corresponding field; if there is no match, go to Step 4.

Step 2. Encrypt the first and last 64 bits using DES and 3DES,
respectively.

Step 3. Encrypt the 128-bit data again using the AES algo-
rithm.

Step 4. Output the data and exit.

Step 5. Operate the data using the default encryption algo-
rithm.

The process can be implemented in sequence or parallel.
The decryption based on the policy is implemented in
the reverse process. This method can refine the usage of
cryptographic algorithms and createmore flexible encryption
schemes. Compared with the traditional approach to IPsec,
the FTA mechanism can implement the customized invoca-
tion more easily without certain convenient customized pro-
cesses such as rewriting the algorithm module and updating
the configuration file.

Although the algorithm combination scheme creates ex-
tra resource overheads and decreases the efficiency of the
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cryptographic processes, it can enhance the confidentiality
and security of cryptographic algorithms, and the cracking
and attacks using a single specific decryption algorithm are
mitigated.

3.3.2. Switching Cryptographic Algorithms. FTA switches the
algorithms to be used in the IPsec SAby resending the crypto-
graphic instruction through the reserved algorithm-control
interface. There is no need to design a new cryptographic
algorithm or to implement the workflow of traditional IPsec,
i.e., to update the configuration file of IPsec and then restart
IPsec. Since the FTA module supports the policy group,
algorithm switching can be achieved simply by switching the
corresponding combined-policies instead of the algorithms
themselves, through the algorithm-control interface; that is
to say, a combined-policy can be regarded as a specific cryp-
tographic algorithm. For instance, in Figure 3, Combined-
Policy 0 can be defined as an encryption method of AES128
in the following pattern, and it will be invoked through the
algorithm-control interface:

{

“match”: {“src”:“IP”,“dst”:“IP”},
“actions”:
[
{“action”:“AES128”
“params”:
{ “fragment”: {“start”:0, “end”:“127” }}

},
{ “action”:“out” }
]
}

Algorithm switching ismore flexible in FTA-based IPsec than
in traditional IPsec and does not require interrupting IPsec
session and updating IPsec SAs. If the system should switch
the cryptographic algorithm being used for data encryption
to be another algorithm according to the encryption demand,
the only thing the control program needs to do is update
the algorithm name and the corresponding parameters in
the combined-policy. Algorithms are reencapsulated in the
combined-policy and synchronized as the FTA module syn-
chronizes the policy. The attacker cannot decrypt the crypto-
graphic algorithm to be replaced in the FTA, even if its identi-
fier can be obtained, and the FTAmechanism thereforemakes
attacks costlier and more difficult.

3.4. Discussion on the Complexity of FTA. The complexity
of the FTA mechanism mainly includes the space and time
complexity. The space complexity primarily depends on the
space requirements of combined-policies and subalgorithm
library. Because the execution of the cryptographic algorithm
is not implemented in the FTA module, the time complexity
associated with FTA is affected by the scheme of policy query
and algorithm invocation. In FTA, the invocation process
is finished by only three steps and the time complexity of

each step is O(1), which means the time complexity of the
algorithm invocation can be negligible. Therefore, the policy
query is becoming the dominant factor.

Because the data being processed by IPsec is not fine-
grained, the FTA mechanism does not take up much storage
space for policies and subalgorithm library and the time for
searching a policy.Here, the time of policy query is decided by
the volume of the policies stored in the FTA module. In the
work of this paper, the policies are stored in a simple linear
list, and the time complexity is mainly related to the number
of policies n.Themaximum value is O (n).The query method
also affects the time of policy query. Several techniques, such
as tree matching and parallel processing, can be used to
improve the query efficiency, but we have not considered the
issue yet.

As a note, in our work, we assume that the security of the
network devices is ensured. In the circumstance, the custo-
mization of cryptographic algorithms is implemented by the
network administrator in a software-defined manner.That is,
the network operating environment applying the FTA mech-
anism would not be worse than that of traditional IPsec.

4. Experiment and Evaluation

4.1. Experimental Environment. In this work, the experi-
mental environment is built on a virtual machine with an
Ubuntu installation, to evaluate the performance of the FTA
mechanism. The network topology and corresponding simu-
lation environment are shown in Figure 4 and Table 1, respec-
tively. New cryptographic algorithms and the control module
developed here were installed in advance on terminals A and
B.

4.2. Adding FTAModule. Asmentioned in Section 2, the FTA
module is added to IPsec as a new algorithm, using the tradi-
tional method in IPsec.Theopen architectures of StrongSwan
and Linux make it straightforward to add new IPsec algo-
rithms. Each functionality is inserted into StrongSwan as a
plug-in, and the Linux kernel also provides some operations
for newmodules, e.g., registration, insertion, and invocation.

Furthermore, the IPsec VPN and the kernel manage to
add the identifier of the FTA module. The corresponding
modules need to be inserted into the kernel or encrypted
card, so that the IPsec SA can negotiate the key and algorithm
with the IPsec VPN and implement encryption and decryp-
tion in the kernel. Here, we give an example to illustrate this
process. A modification was made to the configuration file
ipsec.conf (as shown in Figure 5(a)) after the new algorithm
fta (i.e., the FTAmodule) was added to IPsec. Its correspond-
ing kernel module FTA.ko was also inserted and connected
to IPsec. The results, as displayed in Figure 5(b), show that
the IPsec connectionwas successfully established and that the
FTA module was added to IPsec as a new algorithm.

Since StrongSwan supports the complete implementation
of the IKE process without involving the kernel of the
operating system, the addition of new algorithms into IKE is
easy and convenient. Furthermore, IKE is seldom employed,
and algorithm switching is seldom required in IKE. In this
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Figure 4: Topology of the testing network.

Table 1: Simulation software and hardware.

Device Configuration

PC CPU: Intel(R) Core(TM) i5-4200H @ 2.80 GHz
memory: 16 GB, hard disk: SSD 250 GB, OS: Win10 64 bits

Virtual software VMwareWorkstation 12.1.0

Virtual machine OS: Ubuntu 14.04.3, CPU: 1∗2, memory: 2 GB,
hard disk: SSD 30 GB

IPsec VPN StrongSwan 5.4.0

paper, we therefore do not consider the ways of switching the
algorithm in IKE.

4.3. Feasibility of the FTA Mechanism. In the FTA mecha-
nism, there are two methods for adding a new cryptographic
subalgorithm: one is to add this directly into the subcrypto-
graphic library, and the other is to insert the relevant imple-
mentation module of the algorithm into the FTA module.
For example, algorithms AES128, DES, and 3DES are inserted
into the FTA module FTA.ko using the second method,
and Table 2 lists the combined-policies based on these three
algorithms.

Figure 6 shows the two communication terminals (the
Receiver and Controller) establishing an IPsec encrypted
tunnel based on StrongSwan 5.4.0, in which new algorithms
have been successfully added. The Server and Client of
the control program communicate based on TCP, and the
security of the sessions between them is also ensured, due
to the existing encrypted channel. To control the algorithms
synchronously, the Server and Client communicate with the
FTAmodule through netlink, amechanism that implements a
certain type of datagram socket for communication between
the kernel and the user space.

After establishing an IPsec SA using the FTAmechanism,
cryptographic algorithm switching can be performed by
the control program. This uses 0, 1, and 2 as the policy
group IDs for switching the FTA encryption policies, where
each number corresponds to a combined-policy group. As
shown inFigure 7, these combined-policies performwell, and
combinations can easily be switched.The results indicate that
(1) it is feasible to add a new algorithm for IPsec via the
FTA subalgorithm interface; (2) the encrypted policies can
be switched flexibly via the algorithm-control interface; and
(3) a hybrid encryption can be implemented when invoking a
policy group consisting of multiple cryptographic algorithms
in FTA.

4.4. Availability of the FTA Mechanism. Compared with the
conventional method, the invocation of the cryptographic
algorithm in the FTA mechanism is somewhat complicated
and requires greater consumption of resources. The perfor-
mance of both FTA and the traditional IPsec invocation for
cryptographic algorithms AES128, DES, and 3DES is tested
on the simple network given in Figure 4. This experiment
evaluates the performance in terms of Ping response time and
CPU occupancy rate via tools ping, iperf3, and top, and the
results are shown in Figures 8 and 9 and Table 3, respectively.

Figure 8 shows the average Ping response time of 20
crypto-operations. From the results, it is evident that the Ping
response time of the FTA mechanism is slightly longer than
that of the traditional IPsec in the three cases due to the
additional operations brought by FTA (e.g., the selection and
switching of algorithms), but the fluctuations are all within a
reasonable range. For theAES128 case, the difference between
the Ping response time of the FTAmechanism and that of the
traditional approach is only 0.0072 ms, which is the largest
one of the three cases.

Based on the testing network given in Figure 4, we test the
impact on the CPU occupancy of communication terminals
when translating TCP traffic at a constant rate. Only the CPU
occupancy of the sending endA is collected, since the sending
end A has to consumemore resources for not only generating
but also sending data.

The results depicted in Figure 9 indicate that each mech-
anism causes the CPU occupancy rate to be increased with
increasing data volume, and the trend of change is almost the
same in the six cases. Even though different cryptographic
algorithms, e.g., AES128, DES, and 3DES, are invoked for
encryption, the CPU occupancy rates of the traditional and
FTA-based IPsec scenarios are approximated. Integrating the
results depicted in the three subfigures of Figure 9, the type of
cryptographic algorithm has a primary influence on the CPU
occupancy, while the FTA mechanism which modifies and
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Table 2: Examples of combined-policies.

Policy ID Cryptographic algorithm Combined-policy description
0 AES128 Encrypt 128 bits of data using AES128.

1 DES, 3DES Encrypt the first 64 bits and the last 64 bits of data using DES and
3DES, respectively.

2 AES128, DES, 3DES
Encrypt the first 64 bits and the last 64 bits of data using DES and
3DES, respectively, and then encrypt the 128 bits of data again using

AES128.

Table 3: Average processing rate under full-load CPU (Mbps).

Method Cryptographic algorithm
AES128 DES 3DES

Traditional IPsec 270 182 123
FTA-based IPsec 263 180 120

(a) (b)

Figure 5: Modification to (a) the configuration file for adding a new algorithm and (b) the established IPsec connection.

Receiver Controller

Server StrongSwan

IPsecFTA.ko

User Layer

Kernel Layer

StrongSwan Client

FTA.koIPsec

User Layer

Kernel Layer

IPsec Tunnel

Figure 6: Frame of the designed control program for switching the combined-policies.
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(a) (b)

Figure 7: Results of switching the policies of combined algorithms: (a) controlling program for switching; (b) policy switching records in the
log file.
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improves the IPsec algorithm invocation had no noticeable
impact on the CPU occupancy.

Moreover, the results listed in Table 3 indicate that the
average processing rate when applying the FTA-based IPsec
is 97.4% of that in traditional IPsec when the CPU is at full
load. Here, the data processing consists of packet generation
via iperf3, encryption using IPsec, and forwarding to the link,
and the average processing rate stands for the amount of data
processed per second.

5. Conclusions

To ensure high security and confidentiality for IPv6 networks
and especially for the IoT under diverse application environ-
ments, in this paper, we proposed an algorithm invocation

mechanism FTA with simplified processes of the invocation
of customized cryptographic algorithms in IPsec, avoiding
the unnecessary consumption caused by traditional IPsec
processes. In the verification experiment, FTAmade the addi-
tion and switching of cryptographic algorithms and hybrid
encryption in IPsec more convenient, and the algorithm
invocation is more flexible. The results indicated that the de-
finition and invocation of policy were software-defined and
configurable. Furthermore, the availability of the FTA mech-
anism was also proven. The use of the FTA mechanism had
no noticeable impact on the system performance regarding
Ping response time and CPU occupancy rate.

Based on a quantitative analysis of the candidate cryp-
tographic algorithms and the construction of a parameter-
ized module, further work will examine the methods of
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Figure 9: Trend of CPU occupancy rate influenced by data volume of traditional IPsec and FTA-based IPsec using (a) AES128, (b) DES, and
(c) 3DES.

automatically generating the policy group after the standard
of encryption policy is imported via the algorithm-control
interface. We will also study the optimized scheme of policy
query and storage in the future.
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