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The growth in many countries of the population in need of healthcare and with reduced mobility in many countries shows the
demand for the development of assistive technologies to cater for this public, especially when they require home treatment after
being discharged from the hospital. To this end, interactive applications on mobile devices are often integrated into intelligent
environments. Such environments usually have limited resources, which are not capable of processing great volumes of data and
can expendmuch energydue todevices being in communication to a cloud. Some approacheshave tried tominimize these problems
by using fog microdatacenter networks to provide high computational capabilities. However, full outsourcing of the data analysis
to a microfog can generate a reduced level of accuracy and adaptability. In this work, we propose a healthcare system that uses data
offloading to increase performance in an IoT-based microfog, providing resources and improving health monitoring. The main
challenge of the proposed system is to provide high data processing with low latency in an environment with limited resources.
Therefore, the main contribution of this work is to design an offloading algorithm to ensure resource provision in a microfog
and synchronize the complexity of data processing through a healthcare environment architecture.We validated and evaluated the
system using two interactive applications of individualized monitoring: (1) recognition of people using images and (2) fall detection
using the combination of sensors (accelerometer and gyroscope) on a smartwatch and smartphone. Our system improves by 54%
and 15% on the processing time of the user recognition and Fall Decision applications, respectively. In addition, it showed promising
results, notably (a) high accuracy in identifying individuals, as well as detecting theirmobility; and (b) efficiencywhen implemented
in devices with scarce resources.

1. Introduction

In recent years, the number of people with healthcare needs,
such as the elderly, disabled, and patients with reduced
mobility, has increased considerably in the world [1]. This
increase has created an upward trend in research involving
these people, especially when they are discharged from
hospitals and need to be cared for at home. Transitioning back
home after hospital discharge is a vulnerable time for patients.
In this context, Health Smart Homes (HSH), also known
as home care environments, have emerged as a promising

option to improve the quality of life of people treated
at home. Typically, treating people with reduced mobility
within the context of HSH uses computational intelligence to
monitor them while they are recovering in their homes [2].
Computational intelligence applied in healthcare monitoring
is feasible and extremely important, especially in countries
where the number of persons with reduced mobility is high
[2, 3].

Smart city applications are increasingly being used in
the everyday lives of the population through the Internet of
Things (IoT), as well as in the health smart home context.
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In the IoT, any physical or virtual sensor is considered a
“thing” that can be connected to the Internet [4, 5]. Such
“things” can be sensors or actuators that will activate when
a critical situation is detected.Thus, data can be collected and
transmitted to analyze and represent individuals’ information
remotely [4, 6]. Therefore, interactive applications on mobile
devices can be used for individualized sensing and monitor-
ing using cameras and other mobile device sensors, such as
specific gadgets [7]. For instance, these applications can issue
warnings to teams of health professionals or family members
whenever they detect some abnormality [1, 8].

In this context, studies have aggregated information from
multiple sources and distributed it to consumers who do not
have direct connectionswith the information producers, such
as healthcare systems thatmonitor the data of a patient under-
going home treatment and share them with a hospital system
[1, 9].These systems can analyze health problems or cognitive
disorders [10], monitoring older adults in their homes [1,
11], recognizing human activity [12, 13], or interacting with
people [8]. Thus, HSH systems based on fog computing
could help diagnose diseases and influence individuals’ social
interaction, as well as intervening with some daily tasks or
making decisions for the user (e.g., suggesting a film genre
to relieve stress according to their current state) [3]. Fog
computing is a layer of computing power between cloud
and devices [14] capable of dealing with contextualized data
points [15]. Fog computing enables sharing and management
data at the network edge. In this way, decentralized smart
processing is closer to the data source. For instance, some
Raspberry Pis connected can monitor a smart home, acting
as multiple Sink nodes or fog nodes. A fog node is deployed
at the edge of the network and is capable of handling
context awareness [16]. In this work, we designed a microfog,
which is a fog node responsible exclusively for providing
individualized monitoring. A microfog can be a subset of
fog devices (e.g., two Raspberry Pis) enabled by fog cluster
to handle data from a sensor linked to a specific monitoring
application.

An infrastructure of microfog for HSH offers encourag-
ing possibilities in edge resource provision since allowing
distributed services and resources provides distinct environ-
ments for many users [17]. However, a microfog integrated
into HSH has limited resources. The full outsourcing of
data analysis to a microfog can, consequently, give rise to a
reduced level of accuracy and adaptability [18]. However, the
device’s communication is more costly than local computing,
since such sensors can consume a great deal of energy if
their communication is not optimized [6, 19]. Furthermore,
multiple applications competing for limited resources result
in higher processing latency and more transmissions to the
cloud. They also reduce the performance of networking
services and increase devices energy consumption [18, 19].
Managing such resources is not a trivial task. One big
challenge in HSH systems, then, is how we can achieve high
data processing with low latency in an environment with
limited resources.

To overcome these above-mentioned limitations, this
work proposes MOOSE (microfog offloading system), a

healthcare system based on data offloading in an IoT-
based microfog and applications that use computational
intelligence for individualized monitoring of users with
reduced mobility. The proper microfog infrastructure for
an autonomous healthcare system might mitigate the unde-
sired effects of health monitoring and consequently improve
resource provision efficiently. We define microfog as a sub-
set of the fog computing environment responsible for the
individualized monitoring of the user. With a microfog, it is
possible to reduce the number of transmissions involving raw
data; hence, only metadata are sent. Also, microfog ensures
data volume and latency reduction, as well as the saturation
of the wireless network [6, 17, 20]. In turn, data offloading
helps mitigate the effects of the local decision and improve
the architectural limitations of devices, taking advantage of a
communication interface for the transmission of data to the
cloud. However, some of its drawbacks are accentuated in the
communication between fog layer and cloud; for instance, the
processing time of health critical IoT-based applications is
limited by the offloading of data to the cloud [18, 19].Thus, the
performance of remotemonitoring can be severely reduced if
this scenario is not carefully considered.

Additionally, MOOSE can be portable and independent
of the environment infrastructure. MOOSE’s modularized
architecture allows the simplified deployment of applications
that use computational intelligence. In this context, this work
discusses two individualized monitoring applications that
were used as a case study: (1) user recognition, an application
based on images, and (2) fall detection, an application based
on motion sensors. Our work is mainly focused on distribut-
ing resources in a healthcare IoT-based environment and
on improving the number of transmissions between smart
applications and cloud. The offloading decision improved
the individualized health monitoring and resource provision,
increasing the performance of the infrastructure in smart
environments. The results show decrease up to 54% and 15%,
respectively, in the processing time of the user recognition
and Fall Decision applications with five devices in MOOSE
microfog, as compared to an environment with only a
cloud.

The remainder of this work is organized as follows.
Section 2 discusses the related works found in the state of
the art. The background of smart individualized monitoring
is given in Section 3. Section 4 describes the MOOSE system.
Section 5 shows the performance evaluation of the proposed
system. Finally, Section 6 presents final considerations and
future research directions for this work.

2. Related Work

This section presents the advances achieved in HSHs, high-
lighting the main challenges of this research. IoT-based HSH
has been extensively studied in the literature. In partic-
ular, advances in in-home healthcare in recent years are
due to smart environment applications, as well as artificial
intelligence [21–23]. Therefore, the combination of modern
detection equipment, advanced data-processing techniques,
and wireless networks results in the creation of digital
environments that improve residents’ daily lives [24, 25].



Wireless Communications and Mobile Computing 3

For example, applications to assist people in a healthcare
environment have been developed in order to improve the
quality of their lives. Intel Corporation has developed an
ultrasound system [26] that identifies falls and irregular
movements by users as part of their IoT system. These
approaches are not generic and should be used for specific
purposes. Similarly, [27] provides a web-based IoT middle-
ware platform to connect physicians and patients using cou-
pled body sensors and actuators, called EcoHealth (Ecosys-
tem of Healthcare Devices). The solution is divided into
modules comprising device connection, data manipulation,
actuation, visualization, management, storage, and other
services. The focus of the authors is on monitoring people
under observation; they suggest coupled breathing sensors
in an oxygen mask, a temperature sensor on the patient’s
arm, and an electrocardiogram sensor. Thus, a physician
can remotely evaluate the patient in real time. However,
considering the scenario of an HSH, the above solutions are
considered intrusive, and disregarding the quality of life and
the day-to-day independence of the user. Furthermore, the
authors do not take device competition, which can occur
in a bottleneck in a wireless network, into account. Also,
there has been little written about smart monitoring in smart
homes using microfog architectures and data offloading on
such architecture for a resource providing individualized
monitoring.

Some other works are more focused on the specific IoT
infrastructure, not only software but also considering net-
works, hardware, and middleware. For example, authors in
[28] present a novel, user-centered methodology to develop
intelligent environments. The authors focus on integrating
technologies and create a software infrastructure to provide
services. The challenge addressed by the authors is related to
confidence in systems in the real world, such as performance
quality, behavioral correctness, and their validation. Also, the
authors focus on stakeholders involved in the building sys-
tems in intelligent environments.The authors in [29] describe
an intelligent approach to the analysis of IoT applications on
focused on the automation of the transitions between edge
and cloud in dynamic situations. The authors describe an
architecture divided into three layers, composed of different
components and actors that assume roles in adaptive IoT
data analytics solutions. However, any evaluation is made by
the authors. In addition, none of the above authors present
an evaluation to attest to how their solutions impact the
infrastructure of intelligent environments.

Distributed processing in an infrastructure based on the
architectural limitations of the environment devices has not
been adequately addressed. The authors in [30] describe an
IoT platform to ensure reliable data dissemination and anal-
ysis in the communication in rural and remote areas, where
the wireless infrastructure is sparse.Thus, the authors handle
with the connectivity problem by using long-range multihops
between sensors and actuators. The solution proposed by
the authors disseminates data both at the edge and in the
cloud. It is worth highlighting that the balance of computing
is essential, given that a high volume of data at the edge can
overload devices, which make the system less scalable. The
authors in [31] propose a self-configurable gateway capable

of performing detection and configuration of IoT devices in
real time.The authors explore a three-tier architecture for IoT
applications, based on different computational capabilities
scenarios. Their focus is on the dynamic discovery of IoT
devices and the management of their connections. However,
their configurations are limited to hardware, which can make
their solution dependent on specific devices or applications.
Moreover, the flexibility of data volume was not addressed.

In this paper, we go further and exploit microfog in
a three-layer environment to provide higher-level services.
Our work provides the following additional contributions:
(1) an IoT-based healthcare system that forms an interme-
diate layer of intelligence between applications and devices;
(2) a microfog architecture capable of facing challenges
in healthcare systems, such as flexibility, energy efficiency,
scalability, and reliability; (3) an increase in the processing
performance of individualized monitoring, distributing data
through the environment; and (4) a reduction in the number
of transmission and latency even when the volume of data is
high, improving the energy consumption of the devices.

3. Smart Individualized Monitoring

Because of the growth in users of computer systems and
access to such technologies, it is possible to capture and
analyze data from individuals in different contexts, especially
in the residential and personalized context. Therefore, the
identification of the individual and the detection of physical
behavior, for example, a fall, can help systems monitor the
health of peoplewith disabilities, thosewith reducedmobility,
and the elderly.They can also meet the needs and assist in the
daily life of each user [23, 32].

This work considered the interactive applications user
recognition and fall detection to validate the proposed
framework.These applications allow individualized and non-
intrusive monitoring. Figure 1 shows how we performed
individualized monitoring and then carries out the task in a
nonintrusive manner. To this end, we followed two steps: (1)
application monitoring that consists of collecting data in an
individualized way, as presented in Sections 3.1 and 3.2 and
(2) a learning module that consists of acquiring knowledge to
detect the application tasks. This monitoring opens space to
investigate methods for helping users, such as an application
to call an ambulance when an older adult falls.

We relied on computational intelligence for user recog-
nition and fall detection. In this case, we used a classifier
based on themachine learning algorithmk-nearest neighbors
(KNN), using Euclidean distance. KNN is a supervised
algorithm, which learns to perform a task (in this research,
recognition and detection) according to a specialized dataset.
We chose KNN because it presented useful results in the
detection and classification of falls, especially with the use
of wearable sensor-based fall detection [32, 33]. In the
context of face recognition, there aremore robust recognition
approaches presenting good results in face classification [8,
23, 34]. However, the choice to use KNN in our model is
justified by self-learning based on historical examples only
and by adaptability due to not requiring, at each update,
changes in network topology.
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Figure 1: Individualized monitoring.

3.1. User RecognitionApplication. InHSH systems, images are
transmitted by devices and used by recognition applications
to identify a particular individual. The face is analyzed
through the image, which determines the identity of each
user. In this work, we use the face mapping proposed in [8].
This mapping is divided into stages of face acquisition, facial
feature extraction, and identification based on automatic
learning.

Following [8], the face mapping process is performed by
considering 33 points obtained from facial feature extraction.
Points are specific parts of the face that, when joined, uniquely
identify an individual. The points are distributed as follows:
(a) eight to map the mouth; (b) six for each eye; (c) three
for each eyebrow; (d) three for the chin; (e) two for the
nostrils; and (f) two to mark the lateral ends of the face
near the eyes. Also, distances and angles are obtained for all
possible combinations of points, to show the line connecting
two distinct points with the horizontal axis. This creates a
dimensionality representation of 𝐷1 = 2 ∗ 33 + 8 + 2 ∗
528 = 1130 attributes. After obtaining the dimensionality of
the face, we used such characteristic points of each user to
form a reference method, based on kNN, for the learning and
identification of the user.

3.2. Fall Detection Application. A fall detection application
monitors the movements of users in smart environments as a
means of monitoring their routine at a distance and detecting
unusual activity, such as falls. MOOSE uses fall detection
based on [32, 33], but we used a smartwatch to collect
accelerometer and gyroscope data. The use of a smartwatch
presents an additional challenge in collecting data, namely,
false positives. To remedy the nontrivial task mentioned,
we used the smartwatch synchronized with a smartphone
to collect the data. Thus, our system collects and correlates
data from the following devices: (1) an accelerometer to
determine the displacement of a moving body and (2) a
gyroscope to determine the rotation and change of direction
of a moving body. In other words, this application simulta-
neously combines two different devices for monitoring the
user’s movements, such as a smartphone and a smartwatch.
Thus, their coordinates are crossed for better accuracy. This
approach aims to reduce false positives when identifying
falls, combining accelerometer and gyroscope data from

both devices. In summary, the application verifies if there is
movement in both devices then checks whether a device is in
contact with the user and whether it uses data to identify falls.
Thus, medical care/assistance can be notified with greater
precision, so as to act as soon as possible.

4. MOOSE: Microfog Offloading System

This section presents a healthcare system that uses data
offloading to increase performance in an IoT-basedmicrofog,
providing resources and improving health monitoring. Our
system is called MOOSE (microfog offloading system) and
was based on INCA [35].

Our proposal, shown in Figure 2, is modeled for health-
care applications based on IoT systems in order to provide
smart monitoring of individuals with reduced mobility, such
as the elderly. The proposed system consists of resources
providing increased performance for data processing and
message transmission in a fog environment using data
offloading.Theproposed systemwas based on an architecture
of three layers (see Figure 2): (1) Tier 1, (2) Tier 2, and (3) Tier
3. In the first tier, sensing is carried out by devices, which then
collect and transmit data. In the second tier, a lightweight
analysis based on images or data coordinates is conducted
by a microfog, an environment where devices are used to
carry out data processing, putting computing resources (e.g.,
processing, memory, and data) closest to the end user [6].
In the third tier, an in-depth analysis based on images or
data coordinates is completed in a cloud, which has higher
processing power and storage capacity.

The next subsection describes the healthcare system
based on data offloading. The proposed system can be
modeled in two main parts:

(1) Data traffic management: reliable transmission of
data between producers (publishers) and consumers
(subscribers) of data.

(2) Data offloading engine: satisfactory computation per-
formance of data processing in the fog cluster or
cloud.

4.1. Data Traffic Management. This section describes the
transmission of data through MOOSE’s architecture. The
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Figure 2: MOOSE’s system architecture for individualized monitoring.

producers of information are capable of collecting and
transmitting data to the fog cluster, such as an image
and accelerometer and gyroscope coordinates. This study
considers the Message Queue Telemetry Transport (MQTT)
[36] protocol for data transmissions, as the components have
loosely coupled characteristics. MQTT is one of the most
common protocols used for IoT device-to-device communi-
cations and a candidate to become the standard IoT protocol
because of its effectiveness and lightweight nature [37].

We used a temporal correlation protocol [38] to correlate
the generated events to time. This protocol acts before the
MQTT Event Management publishes the data collected by
sensors, in order to prevent redundant notifications. Thus,
redundant data are eliminated and new data are published
in blocks. Furthermore, this increases network life, reducing
the amount of data without losing quality and reducing the
number of transmissions.

MQTT Event Management is responsible for managing
the publisher and subscriber topics in Tiers 2 and 3 of the
MOOSE’s architecture. In Tier 2, the MQTT Event Manage-
ment instance contains only topics related to active applica-
tions (i.e.,monitoring applications currently connected to the
system). In Tier 3, the MQTT Event Management instance
manages all publisher and subscriber topics, since it covers all
registered applications [39]. Topic management is supported
by the Data Repository in Tier 3, in which data analysis is
performed. Thus, the system has knowledge of the whole
monitoring environment, as the cloud stores all data collected
by the sensors of devices present in the users’ everyday lives
(e.g., smartwatch, smartphone, or cameras).The data analysis
is divided into two modules:

(i) Data Management Module: module responsible for
managing publishers and subscribers topics using the
MQTT Event Management [9].

(ii) Decision Module: module that comprises Artificial
Intelligence algorithms responsible for the decision
process of each monitoring application.

4.2. Data Offloading Engine. This subsection describes how
the design of our proposal enables the fog cluster to decide
whether it transmits data to the cloud.

4.2.1. Fog Cluster. In a healthcare environment, the fog node
addresses the processing time of critical IoT applications,
which may be limited by the network delay in transmitting
data to the cloud [19].

The proposed fog cluster consists of brokers formed by
connected heterogeneous devices (e.g., embedded devices,
routers, switches, set-top boxes, proxy server, and base
stations). The brokers are composed of subscribers, which are
the back-end of monitoring applications instantiated by the
MQTT Event Management. In our proposed fog cluster, we
use two monitoring applications as subscribers, namely, user
recognition and fall detection, as described in Section 3.

To support our study, we created a microfog using
some connected Raspberry Pi 2, fog node that form a
virtualized cloud computing environment. The Raspberries
were configured in a distributed manner embedded with
wireless communication capabilities. Moreover, the microfog
had computing capabilities able to run the monitoring appli-
cations with different scenarios, evaluated in Section 5.

4.2.2. Offloading Decision. In our fog cluster, input data
processing is decided based on the impact of the application
on the fog and cloud environments. In Algorithm 1, we
present the pseudocode of the proposed offloading decision.

Algorithm 1 receives the block of data formed by MQTT
Event Management as input. In the first execution, the appli-
cations are run in both environments, the fog cluster and the
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Input: a new block of data 𝐵𝐷 composed with images or coordinates
1 while𝐷𝐵𝑖 ∈ {𝐷𝐵1, . . . , 𝐷𝐵𝑛} do
2 if firstExecution() then
3 𝐶𝑐 ← 𝑠𝑒𝑛𝑑𝑇𝑜𝐶𝑙𝑜𝑢𝑑(𝐷𝐵1);
4 𝐶𝑓 ← 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔𝐿𝑜𝑐𝑎𝑙(𝐷𝐵1);
5 𝑠𝑡𝑜𝑟𝑒𝐶𝑙𝑜𝑢𝑑𝐶𝑜𝑠𝑡(𝐶𝑐);
6 𝑠𝑡𝑜𝑟𝑒𝐿𝑜𝑐𝑎𝑙𝐶𝑜𝑠𝑡(𝐶𝑓);
7 else
8 𝑒𝐶𝑐 ← 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝐶𝑙𝑜𝑢𝑑𝑃𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔( );
9 𝑒𝐶𝑓 ← 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝐿𝑜𝑐𝑎𝑙𝑃𝑟𝑜𝑐𝑒𝑠s𝑖𝑛𝑔( );
10 if 𝑒𝐶𝑓 ≤ 𝑒𝐶𝑐 then
11 𝐶𝑓 ← 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑖𝑛𝑔𝐿𝑜𝑐𝑎𝑙(𝐷𝐵𝑖);
12 𝑠𝑡𝑜𝑟𝑒𝐿𝑜𝑐𝑎𝑙𝐶𝑜𝑠𝑡(𝐶𝑓);
13 else
14 𝐶𝑐 ← 𝑠𝑒𝑛𝑑𝑇𝑜𝐶𝑙𝑜𝑢𝑑(𝐷𝐵𝑖);
15 𝑠𝑡𝑜𝑟𝑒𝐶𝑙𝑜𝑢𝑑𝐶𝑜𝑠𝑡(𝐶𝑐);
16 end
17 end
18 end

Algorithm 1: Algorithm for offloading decision.

cloud. The costs are obtained through energy consumption
by the application’s execution. Equation (1) gives the cost of
the application execution in the fog cluster:

𝐶𝑓 = ∫
𝑥

1
𝑉𝑡𝐼𝑡𝑑𝑡 (1)

where 𝑉𝑡 is the voltage and 𝐼𝑡 is the chain read during
a time interval 𝑑𝑡. The cost of the application execution
in the cloud must consider the Round-Trip Time (RTT) in
transmissions from fog to cloud. Thus, the equation used to
estimate the cost of the application execution in the cloud is
as follows:

𝐶𝑐 = ∫
𝑥

1
𝑉𝑡𝐼𝑡𝑑𝑡 + 𝐶 (2)

where 𝐶 is a constant that represents (𝑇𝑥 + 𝑅𝑥), where 𝑇𝑥
is the transmission cost and 𝑅𝑥 is the receiving cost. Both 𝑇𝑥
and 𝑅𝑥 are defined by as follows [40]:

𝑇𝑥 = 𝑅𝑥 = 𝑉𝑥 ∗ 𝐼𝑥 ∗ 𝐶𝑥 (3)

where𝐶𝑥 is the transmission rate of the network interface,
𝑉𝑥 is the device voltage, and 𝐼𝑥 is the electric current.
It is worth pointing out that 𝐼𝑥 has different values for
transmitting and receiving data because the signal strengths
differ. For instance, the Micaz architecture takes 17.4 mA to
transmit a packet and 18.8 mA to receive. This means that the
levels of energy consumption required to transmit and receive
a packet are 0.2088 𝜇J/bits and 0.2256 𝜇J/bits respectively
[40].

The previous costs are saved in a database in order to
provide information for the next offloading decision. Thus,
our algorithm uses a simple linear speedup to evaluate the
execution time for each environment, shown in

𝑆𝑙𝑎𝑡𝑒𝑛𝑐𝑦 = 𝑇
𝑊 (4)

where 𝑇 is the execution time of the task and 𝑊 is the
execution workload of the task. Thus, our algorithm chooses
the lowest execution time. The workload increases according
to the number of data blocks currently being processed in the
environment. Thus, our proposal balances processing in both
environments, as the execution time may vary depending on
the workload.

Figure 3 shows a flowchart of procedures performed in
our proposed framework to increase performance by data
offloading in IoT healthcare systems. The offloading decision
increases performance in data processing and message trans-
mission.The procedures are divided into three stages: (1) data
collection, (2) fog cluster, and (3) cCloud.The arrow indicates
the direction in which the procedures flow. As soon as the
data are collected, they are sent to the fog cluster. The broker
receives these data and compares them to previous data. If
the data are new, a block of data is created and published in
the Event Manager. Our algorithm estimates the fog cluster
and the cloud cost for executing the application, and decides
whether to send the data to the cloud or process them locally.

5. Performance Evaluation

This section presents the methodology and results of the
performance evaluation carried out using experiments with
face recognition and fall detection. The validation ofMOOSE
was divided into two stages. In the first stage, we evaluated
the applications of individualized monitoring. In the second
stage, we evaluated the MOOSE’s communication infrastruc-
ture, comparing it with a baseline that uses a cloud server
environment.

In the baseline, processing is performed directly on the
remote server, without going through an intermediary envi-
ronment that could process the applications. It was possible
to notice that the performance of the system improved after
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Figure 3: MOOSE’s flow diagram into three layers.

the addition of a microfog as an intermediate layer, since the
resources were distributed to the whole infrastructure. All
experiments were performed in a real environment. Thus,
Raspberry Pi 2 was used as microfog (i.e., a network edge
node) and a desktop as a remote server. The measurement
and parameters selected for each scenario are presented in the
following, as well as the results obtained.

5.1. Stage 1: Impact of the Accuracy of Deployed Applications.
This work used facial expression images from the free access
Cohn-Kanade (CK +) database [41], which consists of 593
facial expressions from 123 adult actors (69% female and
31% male). However, only one CK + database subset was
used for the experiments. There are many nearly identical
images, due to the CK + dataset consisting of a sequence of
images obtained from videos, and the CK + subset was thus
used, removing very similar images to help create a balanced
subset of relevant images that can improve the generalization
performance of the investigated machine learning classifiers.
This subset comprises only frontal images of 30 different
individuals with 100 images each, making for a total of 3000
pictures for the experiments, both to train the algorithm and
for the tests performed to identify the user.

The fall detection experiments were based on literature
studies [42, 43].Thus, accelerometer and gyroscope data were
collected from three different individuals using a smartwatch

(Moto 360) and smartphone (MotoX2).This strategy of using
real data was adopted due to the need to ensure that both
accelerometer and gyroscope data were acquired at the same
time. The collected data correspond to 15 minutes of each
user performing each activity. Sensor data were collected
at time intervals of twenty milliseconds. Thus, at the end
of the experiment, there was a set of 135,000 data for each
activity, for a total of 810,000 data. Themethodology adopted
for the experiments was to perform the simple average of
every twenty-five data lines, equivalent to the mean of the
accelerometer and gyroscope data in a time interval of one
second.

For both experiments (i.e., user recognition and fall
detection), the performance of the algorithms was analyzed
separately using k-fold cross-validation [44].This is probably
the most popular technique for evaluating the generalization
capacity of a model from a set of data. It consists of dividing
the total set of data into 𝑘 independent subsets of the same
size, with one subset used to test and the remaining 𝑘 − 1 to
train. This process is performed 𝑘 times, alternating the test
subset so that all combinations are satisfied, which provides
uswith amore accurate estimate. In our experiments, we used
𝑘 = 10 in the k-fold cross-validation technique.

On the other hand, the kNN algorithm calculates the
Euclidian distance of all elements of the dataset to the new
input data and then decides which class is the closest to the
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Table 1: Experiments parameters values.

Parameters for memory and processor consumption and processing time
Tier 2 Tier 3

Experiments E1 E2 E3 E4 E5 E6 E7 E8 E9 E10
Number of data blocks 2∗1 2∗1 2∗2 2∗4 2∗8 2∗16 2∗32 2∗64 2∗128 22∗56

input data through a vote of the 𝑘 nearest elements. We used
the kNN algorithm with different configurations for the user
recognition model and fall detection model tests, such as 𝑘 =
1, 3, 5, 7, and 9 (Figure 4). Figure 4 shows the results obtained
by the kNN algorithm as a function of the user recognition
accuracy and fall detection models. In both applications, the
classifier reaches the highest accuracy rate when 𝑘 = 1 (i.e.,
when only one element votes on the classification of the
input data): 99.65% for user recognition and 95.59% for fall
detection.

5.2. Stage 2: Impact of Applications on Infrastructure. The
interactive monitoring applications described in Section 3
were used to evaluate the MOOSE’s infrastructure.The appli-
cations were run in different environments, defined as tiers
in MOOSE’s architecture: (1) Tier 2 (microfog, Raspberry Pi)
and (2) Tier 3 (remote server). Thus, it could be inferred
at what tier of the architecture the application processing is
valid from the situation and the number of input data. Image
data are collected using a smartphone, the accelerometer and
gyroscope data using a smartphone and a smartwatch. The
interfaces collected these data and sent them to the fog cluster,
in which they were compared to previous data and the new
blocks were created. Afterward, the blocks were published
in the Event Manager to serve as input for individualized
monitoring applications. Table 1 shows the parameters of
the experiments, where we considered an image file and a
coordinate file as input. It is noteworthy that the coordinate
file provided a 1-second measurement of the accelerometer
and gyroscope sensor, producing a 1KB file, whereas each
image was 32KB in size.

Assuming that the embedded devices support the appli-
cations developed in terms of memory and processing power
consumption, evaluations were focused on metrics of the
processing time of the applications in four scenarios (see
Table 2). The results were run 33 times with 95% confidence
using t-student.

In order to measure the impact of the applications on the
infrastructure, we evaluated both execution environments
based on the performance of each application. Figures 5
and 6 show the performance evaluations of Tiers 1 and 2 in
relation to the processing time of the interactive applications.
Figure 5 shows the time that the user recognition application
took to run at each level, according to the number of data
blocks taken as input. With 1 data block, the extraction of
characteristics and classification in level 1 takes around five
seconds, whereas in Tier 1, the time is one-fifth of this.
However, as the number of data blocks increases, level 2
processing time approaches the processing time of 1 data
block in Tier 1. Therefore, it can be observed that in a large

Table 2: Scenarios parameters values.

Parameters for the scenarios using data offloading
Scenario 1 1 Remote Server (Tier 3)

Scenario 2 1 Remote Server (Tier 3) e 1 Embedded Device
(Tier 2)

Scenario 3 1 Remote Server (Tier 3) e 3 Embedded Devices
(Tier 2)

Scenario 4 1 Remote Server (Tier 3) e 5 Embedded Devices
(Tier 2)

data burst, level 1 can be used for processing, making it less
idle while level 2 processes a large amount of data.

Likewise, Figure 6 shows the processing time of the fall
detection application. In this scenario, the embedded device
takes 2.2 seconds to detect a fall with one data block. In
this scenario, the response time of level 2 is seven times less
but also reaches the response time of the embedded device
at a given instant. Therefore, it is possible to use the data
offloading approach with fog computing to parallelize the
processing of a large amount of data.

Additionally, we evaluated the impact of the microfog
layer on the energy consumption caused by applications at
the moment of their execution. The metrics used in this
evaluation were memory and processing power consump-
tion, as well as processing time. Figures 7(a) and 7(b) show
the memory consumption of each interactive monitoring
application in both performance environments. We can
observe that in the execution of the user recognition app in
Tier 2 requires much more memory than in Tier 3. This is
because the memory resources of a Raspberry are scarce. To
circumvent this problem, we diversified the microfog with
more than one Raspberry and distributed the processing
between them, forming a virtualized environment. On the
other hand, the fall detection app did not have as much
impact on Tier 1 as coordinate data is lighter than image.

Figures 8(a) and 8(b) show the consumption of process-
ing power.Despite the high processor andmemory consump-
tion in an embedded device compared to a server, results
show that embedded devices support such applications. This
opens space for investigating high-performance algorithms
for these devices that require fewer device resources.Thus, the
maximumprocessing is done at the network edges, which can
save device energy because of the reduction of transmissions
to the cloud.

Here, it is worth emphasizing the role of the fog cluster
in computing the offloading decision before transmitting the
data to the cloud. It is possible to increase the infrastructure
performance by distributing the processing between Tiers 2
and 3 of the MOOSE’s architecture, considering the scenarios
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Figure 5: Processing time of the user recognition app.

presented in Table 2. Results show that processing time
decreases for both interactive applications when we combine
Tier 2 and Tier 3.When we increase Tier 2 with three devices
and distribute the processing between Tier 2 and Tier 3,
processing time decreases by 1.27 compared to the scenario
that data are processed only in Tier 3. When we increase it
with five devices, distributed processing is 1.54 shorter. In
Figure 9(b), processing time using Tier 3 and Tier 2 with five
embedded devices in microfog was shorter by up to 1.15 than
using only the Tier 3.Therefore, microfog plays a crucial role
in ensuring the efficiency of health monitoring systems in a
resource-poor environment.

The behavior discussed is similar when the number of
messages is evaluated as a metric, as in Figures 10(a) and
10(b). Results showed that the proposed mechanism was
capable of increasing the efficiency and performance of data
processing in the system.Themechanism ensured scalability,
allocating data for processing in the whole infrastructure.
Consequently, the number of messages sent by both interac-
tive applications decreased when the offloading mechanism
was applied. In particular, offloading has a greater benefit

for applications with higher processing power, such as user
recognition (See Figure 10(a)). Therefore, MOOSE sees com-
munication gains for applications with high (Figure 10(a))
and low (Figure 10(b)) processing power. Moreover, in more
robust data input, such as images, data offloading, and fog
computing had a greater impact on the performance of the
proposed system.

6. Conclusion

This work presented a healthcare system, called MOOSE
(microfog offloading system), to increase performance in an
IoT-based microfog using data offloading. A data offloading
algorithm was developed based on microfog architecture
that considered the architectural limitations of its devices.
The synchronization of data complexity through the envi-
ronment achieved high data processing with low latency.
Also, MOOSE had great advantages when the processing
was distributed, since it reduced resource competition among
the multiple applications, resulting in low latency and fewer
transmissions in communication.

We used two interactive applications of individualized
monitoring to validate and evaluate our system: (1) recog-
nition of people using images and (2) fall detection using
a combination of sensors (accelerometer and gyroscope)
on a smartwatch and smartphone. Results have shown
improvements of 54% and 15% in the processing time of the
user recognition and Fall Decision applications, respectively.
The designed system was able to provide resources and
improve health monitoring, as well as being highly accurate
in identifying individuals.

For future work, the evaluation of our approach will
explore different devices and sensors in specific situations.
Also, new techniques of data offloading will be designed to
improve intelligence in the monitoring environment.
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Figure 7: Performance evaluation of memory consumption of the applications.
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Figure 8: Performance evaluation of processing consumption of the applications.
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