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The convergence of automobiles and ICT (information and communication technology) has become a new paradigm for the
development of next-generation vehicles. In particular, connected cars represent themost in-demand automobile-ICT convergence
technology. With the development of 5G technology, communication between vehicle and external device using autonomous
driving and Internet of things (IoT) technology has been remarkably developed. Control of vehicles using smart phones has
become a routine feature, and over 200 Android apps are in use. However, Android apps are easy to tamper by repackaging
and allowing hackers to attack vehicles with using this vulnerability, which can lead to life-critical accidents. In this study, we
analyze the vulnerabilities of connected car environments when connecting with IoT technologies and demonstrate the possibility
of cyberattack by performing attack experiments using real cars and repackaging for commercial apps. Furthermore, we propose
a realistic security technology as a countermeasure to attain safety against cyberattacks. To evaluate the safety of the proposed
method, a security module is developed and a performance evaluation is conducted on an actual vehicle.

1. Introduction

Various electronic control units (ECUs) are being mounted
in the latest vehicles to enhance the safety and comfort of the
driver and passengers, and this automobile-ICT (information
and communication technology) convergence has become
a new paradigm for the development of next-generation
vehicles [1, 2]. As the development of automotive electronics
is accelerating, the proportion of electric parts in automobile
production has exceeded 40% and is expected to exceed 50%
by 2020. Along with the increase in automotive electronic
parts, communications between vehicles and outside data
services are also increasing. It is expected that around 75% of
all vehicles worldwide will be connected cars using wireless
networks by 2020 [3]. Connected cars, one of the leading use
case of IoT, are growing rapidly with the development of 5G

technology. [4] 5Gwill be the backbone of IoT, overcoming all
space-time constraints and providing a complete connection
with all the user-centric “things”. [5] The existing V2X
technology is evolving into C-V2Xusing LTEor 5G, and vehi-
cles are connected to external devices via IoT technologies.
Vehicles, which have for decades been typical machines, are
evolving into large IT systems. As a result, IT experts can now
participate in the development of vehicles and the general
public can understand vehicles more easily.

However, with the development of automotive electron-
ics, vehicles have become a new target for hackers [6–8]. Lee
et al. published the results of a cyberattack experiment that
analyzed the vulnerabilities of an ELM327-based CAN-to-
Bluetooth device and apps for vehicles [9]. Furthermore, as
shown in the hacking of GM OnStar by Samy Kamkar and
the study on the vulnerabilities of in-vehicle smartphones by
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Mikhail Kuzin andVictor Chebyshev, vulnerable smartphone
apps are emerging as a new attack surface for vehicles [10, 11].

In the present study, we automate app analysis tasks that
we performed manually in [9] and analyze the vulnerabilities
of 213 apps registered in the Google Play store. Based on
the results of this analysis, we carry out attacks to control
actual vehicles after repackaging the 10 most popular apps
among the commercial apps for vehicles. Finally, we propose
a security technology to protect against such attacks and
develop an access control device based on a whitelist for
communication service security for ELM327 devices. These
are universal access control devices applicable to all vehicles if
CAN IDs are possible to be configured by car manufacturers.

This paper organized as follows. Background describes
the overview of basic concepts and components. Next,
Proposed Attack Model introduces how the attack model
we proposed is constructed in both laboratory and real
vehicle environment. Countermeasure describes the security
measure against the attack we conducted. Finally, Conclusion
presents our conclusions.

2. Background

2.1. CAN (Controller Area Network). To support efficient
communication among ECUs, BOSCH developed the Con-
troller Area Network (CAN) in the early 1980s. CAN is
a sender ID-based broadcast communication technology
that supports the bus network topology. CAN drastically
decreased the complexity and length of in-vehicle commu-
nication lines by resolving the drawbacks of point-to-point
communication. In the data transmission process between
ECUs using CAN, the sending ECU includes its unique ID
in the CAN data frame before sending the data. The receiving
ECUs can selectively receive the data after checking the ID
of the sending ECU included in the broadcast data frame.
CAN bus systems are classified into the following two types
depending on the length of the ID in the data frame:

(i) Standard CAN 2.0A (11-bit ID)

(ii) Extended CAN 2.0B (29-bit ID)

The data frame is composed of SOF (start of frame), Arbitra-
tion ID (arbitration), Control, Data, CRC (cyclic redundancy
check), ACK (acknowledge), and EOF (end of frame) fields.
The standard CAN 2.0A format uses an 11-bit ID as the
arbitration bit, and the extended CAN 2.0B format uses a 29-
bit ID as the arbitration bit.

Because CAN was designed only for closed network
environments, it does not provide basic information protec-
tion features (e.g., confidentiality, authentication, and access
control). Recently, as connected car services were commer-
cialized, the use of FOTA (Firmware Over-The-Air) spread,
in-vehicle networks, and external networks has become
interconnected. As a result, CAN has been exposed to the
same cyberattacks experienced in general IT environments.

2.2. Connected Car. The connected car environment implies
that vehicles are always connected to an external network.

Table 1: PID codes and parameters.

PID Code Description Units Formula
04 Calculated engine load value % A∗100/255
0A Fuel pressure kPa 3∗A
0C Engine RPM kPa (256∗A+B)/4
0D Vehicle speed Km/h A

The connected car environment consists of the following
components [12, 13]:

(i) The vehicle in which ECUs have been installed and an
in-vehicle network has been configured

(ii) The portal for providing various services to the
vehicle

(iii) The communication link for connecting the vehicle
with the portal

In such an environment, vehicles have multiple ECUs
installed in them, which are connected to an in-vehicle
network such as a CAN BUS system.

The communication link is constructed using a wireless
communication device such as a telematics ECU or an
ELM327. The portal is divided into web-based services and
smartphone application-based services.

Through experiments, this study proves that vehicles are
exposed to serious threats if connected car environments are
constructed without solving the vulnerabilities of in-vehicle
networks; a securitymechanism is then proposed to solve this
problem.Theattackmodel thatwe propose has beendesigned
based on the connected car environment shown in Figure 1.

2.3. OBD Protocol. OBD (on-board diagnostics) is used to
diagnose the vehicle state. The first OBD was produced to
control the exhaust gases of vehicles [14]. As the development
of automotive electronics accelerates, more ECUs have been
installed and the OBD has developed to diagnose them
and check the fault list. Later, OBD was established as an
international standard (ISO 15765-4), and it has become
possible to confirm the vehicle state with an automotive
diagnosis device through standardized terminals [15]. In
1996, the US government mandated the installation of OBD-
II in all vehicles sold in the US to control the environmental
problems of exhaust gases.

The checking of vehicle status using OBD-II operates
via the request/response method and the OBD PID (OBD
Parameter ID) which is used in checking process defined in
the SAE J1989 standard [16]. The structure of the CAN ID
and data frame for communication defined in this standard is
shown in Figure 2.The PID codes and parameters are defined
in Table 1 [17, 18].

The diagnostic information of vehicles obtained through
OBD-II can be easily acquired not only through the dedicated
diagnostic devices used in car repair shops, but also through
smartphone applications and ELM327 modules purchased
from aftermarket suppliers. Therefore, malicious users can
control vehicles by manipulating the diagnostic information
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Figure 1: Connected car environment composed of ELM327 devices and mobile applications.

ID Field Data Field

• Request PID Frame

ID Field Data Field

• Response PID Frame

Data
Length Mode PID Code

1Byte 1Byte 1Byte

Not Used

1Byte

Data
Length Mode PID Code Not Used

1Byte 1Byte 1Byte 5Byte

0x7DF

11bit

0x7E8
0x7E9

11bit

Parameter

A
Parameter

1Byte

B
Parameter

1Byte

C
Parameter

1Byte

D
Parameter

1Byte

Figure 2: Structure of CAN ID and data frame for communication.

of vehicles, and security measures are required for the
diagnostic devices and related protocols.

2.4. ELM327. ELM327 is a microcontroller for car repair
used to diagnose the vehicle state. If a wireless communica-
tionmodule such as Bluetooth is added to ELM327, the driver
can check the vehicle state in real time by connecting his/her
smartphone with ELM327. The process of checking the
vehicle state using a smartphone and ELM327 is illustrated
in Figure 3

2.5. Cyber Kill Chain. Lockheed Martin proposed a cyberat-
tack process that is generally applicable to all cyberattacks
[19]. They also proposed the Cyber Kill Chain method

to identify the threats in each attack phase by analyzing
the cyberattack process, and to increase the resilience of
organizations by defeating and neutralizing the purpose,
intention, and activities of attackers. The Cyber Kill Chain
consists of seven steps: reconnaissance, weaponization, deliv-
ery, exploitation, installation, command and control, and
actions on objectives. The characteristics of each phase are
described in Table 2 [20].

3. Proposed Attack Model

The attack model we propose is more realistic than those
of existing studies and has been designed on the basis of
two threats. The first threat is that smartphone apps for
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Figure 3: Process of checking vehicle status using smartphone and ELM327.

Table 2: Cyber Kill Chain phases and characteristics.

Phase Action
Reconnaissance Identify the target
Weaponization Prepare the operation
Delivery Launch the operation
Exploitation Gain access to victim
Installation Establish beachhead at the victim
Command and Control Remotely control the implants
Actions on Objectives Achieve the mission’s goal

vehicles can be easily forged/repackaged and redistributed.
The second threat is that attackers can attack wirelessly
using repackaged malicious smartphone apps at any time.
The proposed attack model is composed of an attacker, a
target vehicle, and a victim. The characteristics of every
entity are gathered to form one attack model. We analyzed
the proposed attack model using the cyber intrusion kill
chain.

3.1. Attacker Ability. Using a vehicle diagnostic device, the
attacker can acquire a CAN data frame that can drive a
specific ECU mounted in the target vehicle. Furthermore,
the attacker can download a vehicle application that is
distributed/sold in the app market and repackage it in a
desired form.The attacker can then inject a desired CAN data
frame into the in-vehicle CAN using a malicious app. The
malicious app repackaged by the attacker can be distributed
through a third-party market.

3.2. Target Vehicle. The target vehicle is assumed to utilize
the connected car environment shown in Figure 1. The target
vehicle uses CAN to facilitate communication among the
ECUs. However, because the CAN bus system does not
guarantee authentication for communicated data frames, a
CAN data frame may be used in a retransmission attack
[21, 22].

3.3. Victim Behavior. Thedriver of the target vehicle (victim)
downloads a vehicle diagnosis app from the app market
onto his/her smartphone and receives various services while
driving his/her vehicle. The vehicle diagnosis app that the
driver (victim) downloaded is assumed to be a malicious app
distributed through the appmarket by the attacker.The driver
(victim) using the malicious app cannot recognize the attack
behaviors of the malicious app (injecting a data frame that
can control a specific ECU).

3.4. Attack Model. The driver of the target vehicle (victim)
who has downloaded the vehicle diagnosis app can receive
various services while driving his/her vehicle. The attacker
can inflict cyberattacks to many unspecified vehicles by
abusing this service situation. The connected car environ-
ment in Figure 1 represents an environment in which a
wireless communication module (ELM327) is installed in
the OBD-II terminal. Through this terminal, the vehicle can
connect to the in-vehicle CAN, and the smartphone app
is always interconnected with the in-vehicle CAN during
vehicle operation via the paring of the user smartphone and
the ELM327module.The attack model process is divided into
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Table 3: Analysis of proposed attackmodel using Cyber Kill Chain.

Reconnaissance

(i) Analysis of vehicle control packet (using
a diagnostic device)

(ii) Analysis of an Android app for vehicles
(iii) Analysis of ELM327 protocol

Weaponization (i) Repacking the Android app for vehicles
Delivery (i) Distribution to third-party app market
Exploitation
Installation

(i) User downloads and installs the app on
his/her smartphone

Command & Control (i) Analysis of vehicle operation state
through the in-vehicle network packets

Actions on Objectives (i) Forced control of the automotive E/E
system, causing a traffic accident

an attack preparation phase and an attack performance phase.
The entire process including the attack preparation phase and
attack performance phase is as follows:

(1) Attacker analyzes the communication vulnerabilities
of a wireless communication module for vehicles
(based on ELM327).

(2) Attacker downloads an app for vehicles from the app
market, using a wireless communication module for
vehicles based on ELM327.

(3) Attacker generates malicious code using the analysis
results from step (1).

(4) Attacker inserts malicious code in the downloaded
app for vehicles and repackages it.

(5) Attacker distributes the repacked malicious app
through the app markets (including third-party mar-
kets).

(6) Victim installs the ELM327-based wireless commu-
nication module in the OBD-II terminal of his/her
vehicle.

(7) Victim downloads the app for vehicles to his/her
smartphone from the app market (or a third-party
market) and installs it. It is assumed that the down-
loaded app is the malicious app distributed by the
attacker.

(8) Victim runs the malicious app and drives his/her
vehicle.

(9) As soon as the vehicle starts operating, the malicious
app carries out a malicious act.

The attack model consists of nine steps in total as outlined
above. Table 3 shows an analysis of the proposed attack model
using the Cyber Kill Chain.

4. Attack Experiment

In this chapter, we prove the possibility of forced control of
vehicles using an app repackaged by an attacker. Our attack
experiment consists of two phases: preparation phases and
actual attack phases. The preparation phase and the actual
attack step are each divided into two detailed steps:

Table 4: AT commands for controlling vehicles.

AT Command Description Group
Z Reset All General
SH xyz Set Header to xyz OBD
AL Allow Long(>7byte) message ODB
AR Automatic Receive OBD
R0/R1∗ Responses Off/On∗ OBD
SP x Set Protocol to h OBD
CAF0/CAF1∗ CAN Automatic Formatting Off/On∗ CAN

(1) Preparation phase 1: communication protocol analy-
sis of the CAN-to-Bluetooth module (ELM327 mod-
ule).

(2) Preparation phase 2: vulnerability analysis of the
vehicular application and production of the malicious
vehicular application.

(3) Actual attack phase 1: LABCAR-based attack experi-
ment.

(4) Actual attack phase 2: real car-based attack experi-
ment.

Finally, we performed a risk assessment for all apps related to
ELM327 sold on theGoogle Store. In order to risk assessment,
we manufactured automated analysis tools.

4.1. Preparation Phase (Analysis). In this section, the vulner-
abilities of the ELM327 module and the vehicle diagnosis
app are analyzed. In addition, all the apps sold/distributed in
the Android app market are examined and the risk of app-
repackaging attacks is analyzed.

(A) Analysis of Communication Protocol between Vehicle
Diagnosis App and ELM327. As described in Section 2.4,
the ELM327 module is mounted in the OBD-II port of
the vehicle, and delivers the vehicle state information to
the vehicle diagnosis app according to the request-response
method. The ELM327 module generally uses a fixed CAN ID
when sending a request message. However, in a special case,
the CAN ID and data of the request message can be changed
using the AT command provided by ELM Electronics. The
AT commands that can be used to control vehicles are listed
in Table 4.

However, even if the CAN ID and data are changed, the
vehicle recognizes any data as normal data if it follows the
communication protocols of AT commands and ELM327. In
other words, if the CAN data desired by the user is sent
to ELM327 as shown in Figure 4, the same information is
received in the vehicle.

Every vehicle diagnosis app based on ELM327 acquires
the vehicle state information using the OBD PID. Therefore,
the OBD PID code can be easily found by decompiling and
analyzing the vehicle diagnosis app. In the next section,
we discuss the method of finding vulnerabilities using the
AT command and OBD PID information in a commercial
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Figure 4: Message transmission from outside the vehicle to ELM327.

diagnosis app, and the method of repackaging it into a
malicious app.

(B) Analyzing and Repackaging Vehicle Diagnosis App. For
vulnerable vehicle diagnosis apps, the strings of the ELM327
AT command and OBD PID are exposed in plain text. If the
attacker has decompiled the app, he/she can easily find the
AT command and OBD PID by string search only. In this
chapter, the method of searching attack points and inserting
attack codes using the ELM327ATcommand andOBDPID is
described from the standpoint of an attacker, and the process
of producing a malicious app using this method is explained.

Figure 3 shows the process in which the vehicle diagnosis
app operates. The vehicle diagnosis app uses AT command
and OBD PID after being connected with ELM327. This
allows to analyze the vehicle diagnosis app easily.

When we decompile a target app for attack and search
the AT command and OBD PID, they are searched. This
searched string is then replacedwith the vehicle control string
desired by the attacker, and a malicious app is produced
by repacking the app. Figure 5 shows how a desired vehicle
control command can be inserted by simply modifying the
searched AT command or the OBD PID.

The vehicle diagnosis app checks the vehicle status using
the OBD PID. If the attacker can find the receiving location
information in the decompiled vehicle diagnosis app, that
location can be specified as the attack point. Figure 6 shows
the results of finding the attack point and acquiring the
vehicle information. If the attacker can insert the attack code
for controlling the vehicle based on this information, he/she
can arbitrarily control the vehicle. Figure 7 shows that the
vehicle control command has been inserted at the desired
point by the attacker.

Through the above analysis process, two attack tools can
be produced. The attack tool types to be produced and the
method of producing the attack tools are as follows:

(i) Delivery of attack command at the time the app is
started when the vehicle diagnosis app is started; it
initializes ELM327 using the AT command.Thus, the
attacker replaces the AT command in the app to be

attacked with the desired vehicle control command
and repackages it.

(ii) Delivery of attack command in the specific condition
of the vehicle.

The vehicle diagnosis app can check the vehicle status using
theOBDPID.Theattacker can insert a desired vehicle control
command by using the repackagingmethodwith theOBD ID
in the above-mentioned analysis process.

In the next section, the forgery risk associatedwith theAT
command and OBD PID of existing vehicle diagnosis apps
distributed in the Android app market is analyzed.

4.2. Actual Attack Experiment. This section describes the
attack experiment, which utilizes an actual vehicle and
the results from the preparation phase. The actual attack
experiment in this section corresponds to steps (4) throw
(7) of the seven steps of the Cyber Kill Chain. The attack
experiment environment is outlined in Table 5.

(A) LABCAR. A LABCAR-based attack experiment was
performed first to verify the effectiveness of the attack tools
produced in the preparation phase. LABCAR is configured
as shown in Figure 8, and each component has the functions
described below.

If the attack is successful in the above-mentioned LAB-
CAR environment, it is checked through the operation
of the CANoe monitoring tool and the instrument panel.
This LABCAR-based attack experiment confirmed that it is
possible to inject a malicious data frame into an in-vehicle
CAN through an app-repackaging attack.

(B) Actual Vehicle. We also performed an attack experiment
using an actual vehicle. The results of this experiment were
recorded in a video, which was then uploaded to the web [23].
The attack experiment was carried out using the attack tools
produced in the app analysis step.There were three attacks in
total, which are described below.

(i) Door Unlock. After the driver leaves the vehicle in
which ELM327 is installed, the attacker accesses the
ELM327 through a smartphone and unlocks the door
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Figure 5: Message inserting CAN data by modifying AT command or OBD PID.
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Figure 6: Message attack location of the analyzed vehicle diagnosis app and the acquisition of vehicle information.

Table 5: Cyber AT commands for controlling vehicles.

Experiment tools Model Name Functions & Features Note

Vehicle Omitted (i) Target Vehicle Actual vehicle
(ii) Analyze CAN Data & Monitoring Target

Instrument panel Omitted (i) Testing Simulation ECU LABCAR actual vehicle
(ii) Target ECU

CAN BUS CAN CASE XL (i) Simulation CAN BUS LABCAR
(ii) Connecting ECU and CANoe

ELM327 ELM327 (Version 1.5) (i) Diagnostic Device LABCAR actual vehicle
Smartphone Samsung Galaxy A3 (OS Version 5.1.1) (i) Target Smartphone Device LABCAR actual vehicle
Smali & BakSmali Smali & BakSmali (Version 2.1.0) (i) APK Assemble and Disassemble Tool LABCAR actual vehicle
Signapk Signapk (i) APK Signing Tool LABCAR actual vehicle
CANoe CANoe (Version 7.1) (i) CANMonitoring Tool & Capture Tool LABCAR actual vehicle

Diagnostic Application Omitted (i) Target Application LABCAR actual vehicle
(ii) Deployed Application
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lock. Once the door lock is unlocked, the attacker
can steal items from inside the vehicle and commit
various other malicious acts.

(ii) Engine Off (Application Start). In this experiment,
the Engine Off command set by the attacker is deliv-
ered when the repackaged app is started. The target
vehicle was empty for safety and this experiment was
performed with a safety device. It was confirmed
that when the attacker installed a malicious app and

started it, the Engine Off command was delivered and
the target vehicle was stopped.

(iii) Engine Off (Vehicle’s Status). In this experiment, the
repackaged app delivered the Engine Off command
in a specific state of the vehicle. It was confirmed that
the engine stopped at the vehicle speed specified by
the attacker.

Through the above three experiments, it was found that
various apps sold/distributed in the Google Play store were
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exposed to the app-repackaging attack. There are primarily
two reasons that the app-repackaging attack is possible. First,
it is easy to analyze applications in terms of software. Second,
the attack command can be delivered to the internal network
through the OBD-II port of the vehicle in terms of hardware.

In the next chapter, we will discuss effective countermea-
sures against the above-mentioned attack.

4.3. Analysis of the Risk of Commercial Vehicle Diagnosis
Apps. In this section, the forgery risk associated with the
AT command and OBD PID of apps is analyzed. The risk is
analyzed by checking the existence of the AT command in the
target app. In this study, the risk analysis was conducted for
213 apps related to ELM327 among the vehicle-related apps in
the Google Play store (as of June 2017).

To check the existence of the AT command, the DEX
(Dalvik Executable) file must be found first, which is a byte
code-level executable file that exists in the APK (Android
Application Package) file. Then the smali file is extracted
by decompiling the DEX file, and the existence of the
AT command is determined. The searching and analyzing
process for checking for AT commands in several hundred

Figure 10: Running screen of the automatic vulnerability analysis.

apps can be automated because it is a mechanical, repetitive
task [24]. In this study, an automatic vulnerability analysis
tool was developed for this task [25]. Figure 9 shows the
process used by the automatic vulnerability analysis tool, and
Figure 10 shows the running screen.

The results of analyzing the apps using the automatic
vulnerability analysis tool are outlined in Table 6.Thenumber
of apps that have a plain text AT command that can be
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Table 6: App analysis results using automatic vulnerability analysis
tool.

Number of apps Possible to attack
(%)

Impossible to
attack (%)

Total 213 166 (78) 47 (22)
Paid apps 66 58 (88) 8 (12)
Free apps 147 108 (73) 39 (27)

used for attack is 166, which accounts for approximately 78%
of the 213 apps in total. In other words, most of the apps
in the Google Play store can be used for attacks through
app-repackaging. Furthermore, both free and paid apps are
exposed to attacks.

The results of analyzing the apps using the automatic
vulnerability analysis tool are outlined in Table 5.Thenumber
of apps that have a plain text AT command that can be
used for attack is 166, which accounts for approximately 78%
of the 213 apps in total. In other words, most of the apps
in the Google Play store can be used for attacks through
app-repackaging. Furthermore, both free and paid apps are
exposed to attacks.

5. Countermeasure

In this chapter, we propose a security mechanism to protect
against app-repackaging attacks. We designed a security
mechanism considering the constraints of in-vehicle CANs
and verified it. The proposed security mechanism is largely
divided into two methods:

(i) Malicious data frame blocking method using a
whitelist-based access control system

(ii) Code analysis defense method using app obfuscation

(A) Whitelist-Based Firewall. Most external devices such as
ELM327 access the in-vehicle CAN through the OBD-II port.
Car manufacturers must establish an access control policy
for CAN data frames that are sent from external devices
connected to the OBD-II port. In order to construct a safe
in-vehicle CAN communication environment, a firewall is
required to verify the ID of a CAN data frame (which comes
in through the OBD-II port) and selectively send it to the
subnetwork.

Car manufacturers can perform access control for CAN
data frames that flow in through the OBD-II port during
vehicle operation by generating a whitelist. The whitelist-
based firewall can be designed/developed as follows:

(1) Car manufacturer defines a CAN ID that can be
flowed into the in-vehicle CAN through the OBD-II
port during vehicle operation.

(2) Car manufacturer develops a whitelist-based firewall
using the CAN ID defined in step (1) and installs it in
the OBD-II port.

(3) Every external device can send data frames to the in-
vehicle CAN only through the firewall installed at the
OBD-II port.

(4) The firewall checks the data frames sent from external
devices and drops abnormal data frames.

We designed and developed a whitelist-based firewall as
shown in Figure 11. This firewall is installed between the
OBD-II port and external device (ELM327module) as shown
in Figure 11(a). After producing the prototype shown in
Figure 11(b), we connected it to an actual vehicle and per-
formed an access control experiment. The prototype module
was developed using an F28335-based microcontroller unit
(MCU). All CAN data frames sent by ELM327 to the F28335-
based MCU were checked first before being delivered to the
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Figure 12: Result of running the automatic vulnerability analysis tool for obfuscated app.

OBD-II port. Therefore, all data frames that do not have the
predefined CAN ID could be dropped.

We developed the firewall device as a finished product
with assistance from the Korea Automotive Technology
Institute. The firewall device that we developed is shown
in Figure 11(c). This firewall is equipped with an MCU
based on an Infineon XC2265N (16-bit) microcontroller,
and the whitelist can be easily updated. This access control
policy for CAN data frames must be determined by the car
manufacturer.

(B) App Obfuscation. The app-repackaging attack was pos-
sible because readability was provided for easy analysis of
the internal app code, and the addition and repackaging of
the app contents were possible.The app-repackaging attack is
carried out largely in two steps.

In the first step, the AT command of the target app is
found. In the second step, the app is repackaged by inserting
malicious code. From the viewpoint of the Cyber Kill Chain,
if only one of the attack steps is disabled, the attack cannot be
performed.

Practically, the most effective method for preventing an
app-repackaging attack is to prevent the AT command from
being found.

The obfuscation technique that is mainly applied in Java
is described in Table 7 [26].

When class encryption is not utilized, it is difficult to
defend against attacks that find the AT command through
string encryption, renaming, control flow, and API hiding.

Figure 12 shows the analysis result obtained using the
automatic vulnerability analysis tool developed in this study,
in a case where analyzing source code inside the app is made
difficult by applying the class encryption method, which
encrypts the DEX file and dynamically loads it when running
the app.

In order to defend against the attacks performed in this
study, it is recommended to apply class encryption, which
makes theAT commandunsearchable by encrypting theDEX
file that includes the original source code.

6. Related Studies

K. Kosher et al. first reported ECU forced control attacks
using actual vehicles. CAN data frames that can control
vehicles by force using CANmessage fuzzing, ECU firmware

reverse engineering, and vehicle diagnostic device analysis
were obtained. Using the acquired CAN data frames, wired
and wireless attack models were proposed and actual vehicle
hacking experiments were conducted. Among the proposed
attack models, the short-range wireless attack and the long-
range wireless attack showed very threatening results. It
has been proven that a short-range wireless attack can
hack vehicles in a Bluetooth pairing between a smartphone
infected with malicious code and the hands-free function
of vehicles. Furthermore, it has been experimentally proven
that long-range wireless attacks can be performed using
the vulnerabilities of the communication protocol and the
telematics devices installed in vehicles [7].

M. Wolf, T. Hoppe, and others proved through an
experiment based on the CANoe simulator that a message
retransmission attack is possible in an in-vehicle CAN. To
solve this problem, they proposed a message authentication
method based on certificate-based ECU authentication and
symmetric keys. However, it is impossible to apply their pro-
posed security mechanisms to an actual vehicle environment
because the computing power of ECUs and the payloads of
CAN data were not considered [27, 28].

D. K. Nilsson et al. proposed the DDA (Delayed Data
Authentication) method, which considered the computing
capacity of ECUs and the limitedCANmessage structure.The
DDA method uses the message authentication code (MAC)
to prevent message retransmission attacks. They proposed
a method of using the CRC field, while pointing out the
shortage of areas available in the CAN message structure.
Furthermore, they proposed aDDA-basedmethod of authen-
tication in which four messages are grouped. However, the
CRC field in CAN cannot be used dynamically. In addition,
real-time data processing must be guaranteed in vehicles.
It is impossible to apply the DDA method to the vehicle
environment because it generates a delay of at least 80 ms in
authentication [29].

Woo et al. proposed a data frame authentication method
using 32-bit truncated MAC. In consideration of the lim-
ited characteristics of the CAN data frame, they proposed
a method of using the CRC and Extended ID fields for
message authentication. In addition, they proposed amethod
of updating the session key to strengthen the safety of
the 32-bit truncated MAC. This method ensures real-time
data processing without generating additional data frames.
However, it is impossible to apply their method to an actual
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Table 7: App analysis results using automatic vulnerability analysis tool.

Obfuscation Description

string encryption The used string is replaced with an encrypted string, and a decryption method is added to the class file and the
encrypted string is decrypted during runtime.

renaming The classes, fields, and methods are renamed with meaningless names to make it difficult to analyze the
decompiled source code.

control flow The positions of commands in the code area of the class file are changed or trash commands are inserted to
make it difficult to analyze flow during decompiling.

API hiding Sensitive libraries are used or the method calling is hidden.
class encryption A specific class file is encrypted and stored, and the dynamically decrypted code is run during runtime.

vehicle environment because the CAN protocol itself must
be modified in order to use the CRC field for sending the
message authentication code [6].

7. Conclusion

In this study, we have shown that vehicles can be eas-
ily attacked by analyzing ELM327s, which are commercial
products that send vehicle information to smartphones and
examining Android apps in the app market (Google Play
store) that show vehicle information to owners after receiving
the information. As countermeasures to such attacks, app
obfuscation and a whitelist-based firewall were proposed. For
the attack method used in this study, commercial products
that are now sold or distributed were used. Because anyone
can repackage Android apps if they have abilities to develop
and analyze them, this has large ripple effects in terms
of reality and risk. The more the 5G is expanded, the
more the connection between the vehicle and the external
device is increased; thus, the risk of cybersecurity will be
increased. Therefore, multistep, multifaceted security mea-
sures are required to attain security against realistic threats.
In the case of the firewall proposed in this study, a separate
device that operates based on a whitelist is attached to
an aftermarket device. However, car makers must install
the security feature in the OBD-II interface, because we
cannot realistically depend on an external device to counter
threats to the vehicle itself. Furthermore, from the Cyber
Kill Chain perspective, the security measures proposed in
this study are countermeasures in terms of “reconnaissance”
and “command and control.” The security measures in the
command and control step are still effective because using
Wi-Fi instead of Bluetooth for the communication between
the OBD-II device and smartphone apps, using another
dongle instead of ELM327, or using iOS instead of Android
is in the “reconnaissance,” “identification,” or “vulnerability”
steps. In the “Actions on Objectives” step, the attacks can be
detected and defended using IDS. Research on this topic is
left for future studies.
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