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Since deduplication inevitably implies data sharing, control over access permissions in an encrypted deduplication storage is more
important than a traditional encrypted storage. Therefore, in terms of flexibility, data deduplication should be combined with data
access control techniques. In this paper, we propose an authorized deduplication scheme using CP-ABE to solve this problem.
The proposed scheme provides client-side deduplication while providing confidentiality through client-side encryption to prevent
exposure of users’ sensitive data on untrusted cloud servers. Also, unlike existing convergent encryption schemes, it provides
authorized convergent encryption by using CP-ABE to allow only authorized users to access critical data. The proposed authorized
deduplication scheme provides an adequate trade-off between storage space efficiency and security in cloud environment and is
very suitable for the hybrid cloud model considering both the data security and the storage efficiency in a business environment.

1. Introduction

Cloud computing greatly facilitates data providers who want
to outsource their data to the cloud without disclosing their
sensitive data to external parties and would like users with
certain credentials to be able to access the data [1]. This
requires that the data be stored in an encrypted form that
supports access control policies so that no one but a user
with a particular type of attributes (privilege information) can
decrypt the encrypted data. On the other hand, the amount
of data stored in the storage of cloud storage providers (CSPs)
is growing very rapidly, especially at the age of big data.
Therefore, one of the important issues of the CSP is how
to efficiently manage the ever-increasing data. One of the
important techniques to solve this problem is deduplication.
Deduplication is a special data compression technique to
remove redundant copies of repeated data and can be used
to effectively reduce data storage space and communication
overhead.

However, in the corporate environment, employees have
different permissions to information depending on their

job or department. That is, different department employees
have different access rights to information according to the
various access control systems used [2]. Each employee can
only access files that correspond to its privileges. If the
deduplication technique does not check file privileges, it
would violate file access rights, which would bring some
security problems. Since deduplication inevitably implies
data sharing, control over access permissions in encrypted
deduplication storage is more important than a traditional
encrypted storage. Therefore, in terms of flexibility, data
deduplication should be combined with data access control
techniques. That is, even if encrypted, the same data must
be stored only once in the cloud, and it must be able to
control access by other users based on the policy of the
data owner. Existing secure deduplication techniques do not
support access policy based encryption. In the current cloud
computing environments, access policy-based encryption
(typically ABE (Attribute Based Encryption) scheme) and
secure deduplication are widely adopted separately. However,
the standard ABE technique does not support secure dedupli-
cation, a technique that helps save storage space and network
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bandwidth by removing redundant copies of encrypted data
in the cloud. Therefore, a design of a cloud storage system
supporting both of these properties is required.

In this paper, we propose an authorized deduplication
scheme using CP-ABE (Ciphertext-Policy Attribute-Based
Encryption) to solve this problem. The proposed scheme
provides client-side deduplication while providing confiden-
tiality through client-side encryption to prevent exposure
of users’ sensitive data on untrusted cloud servers. Also,
unlike existing convergent encryption schemes, it provides
authorized convergent encryption by using CP-ABE to allow
only authorized users to access critical data. The proposed
scheme satisfies security requirements and has advantages
over existing schemes. The proposed authorized deduplica-
tion scheme provides an adequate trade-off between storage
space efficiency and security in cloud environment and is very
suitable for the hybrid cloud model considering both the data
security and the storage efficiency in a business environment.

This paper is organized as follows. Section 2 describes
related works. In Section 3, we propose and analyse an
authorized client-side deduplication using CP-ABE. And
Section 4 describes the optimization and discussions. Finally,
Section 5 is the conclusions.

2. Related Works

2.1. Secure Deduplication. Deduplication can be classified
into client-side deduplication and server-side deduplica-
tion, and client-side deduplication is advantageous from
the viewpoint of the efficient use of bandwidth. Therefore,
many studies on client-side deduplication have been made.
Despite the many advantages of deduplication technique,
deduplication technique for the important data has caused
several new security problems. In particular, securing the
confidentiality of outsourced data is a very important issue,
and it may be considered to perform an encryption operation
before outsourcing. When a conventional encryption is used,
each user has a different key, so that different ciphertexts are
computed for the same plaintext. Therefore, deduplication
cannot be achieved in this case. To solve this problem,
Douceur et al. proposed a convergent encryption using a
hash value of a plaintext as an encryption key [3]. Here, the
encryption scheme E() is a deterministic algorithm, and a
convergent key K depends only on the input data file F. In
most cases, however, a convergent encryption is vulnerable
to offline brute-force attacks because the plaintext space of a
given ciphertext C is not large enough (messages are often
predictable) [4]. An attacker can perform the encryption
operation for all possible plaintexts at the offline stage to
find the corresponding plaintext information. To solve this
problem, Bellare et al. proposed a technique called DupLESS
that generates a convergent key through the interaction
with a key server [5]. Duan et al. proposed a technique for
generating a convergent key with the help of other users
without a key server [6]. Miao et al. also proposed a method
by modifying a single key server in DupLESS as a group of
key servers [7].

In [8], Li et al. first proposed a deduplication scheme that
applies the privilege information. In this scheme, the privilege

Wireless Communications and Mobile Computing

information is applied when calculating an authentication
tag of the file for deduplication. The authentication tag is
generated by the private cloud functioning as the authorized
server, and the private cloud possesses the privilege private
key corresponding to the user’s privileges, which are not dis-
tributed to the user. Therefore, users with the same privilege
information can generate the authentication tag identifying
deduplication, so deduplication is possible. Shin et al. applied
an access privilege to compute a convergent key [9]. Privilege
information is applied in RSA blind signature based oblivious
PRF protocol in order to allow only the authorized user to
access to data.

2.2. CP-ABE. Sahai and Waters introduced Attribute Based
Encryption (ABE) which is the public key cryptography
of one-to-many algorithm and encrypts the data based on
the set of attributes [10]. There are two kinds of ABE
schemes: Ciphertext-Policy ABE (CP-ABE) and Key-Policy
ABE (KP-ABE) [11]. In KP-ABE schemes, the ciphertext is
associated with a set of attributes while the user’s private
key is generated based on his corresponding access policy,
while in CP-ABE schemes, a user’s private key is associated
with a set of attributes, and ciphertext is encrypted under
a specified access structure [12]. A user is able to decrypt a
ciphertext only if the attributes associated with the cipher-
text/private key satisfy the access policy related to his private
key/ciphertext. Most ABE schemes [11, 12] are constructed
based on bilinear pairing. We also use CP-ABE scheme based
on bilinear pairing in [12].

In ABE scheme, attributes can be defined with different
types of privilege properties. An access structure g will
contain some authorized sets of attributes. So an access policy
can be defined as an access structure. An access structure can
be represented by an access tree [11, 12]. In this paper, we use
the definitions of an access structure and an access policy in
[11, 12], and the identities of parties may be replaced by the
attributes.

3. Authorized Client-Side Deduplication
Using CP-ABE

In this section, we propose an authorized client-side dedupli-
cation scheme based on the CP-ABE. The proposed scheme
provides the confidentiality through the client-side encryp-
tion to prevent the exposure of users sensitive data on
untrusted cloud servers. It also enables deduplication of the
encrypted data through the convergent encryption, thereby
saving the storage space in the cloud server. Unlike existing
convergent encryption schemes, it provides an authorized
convergent encryption based on CP-ABE to allow only
authorized users to access critical data.

3.1. The System and Threat Model. The proposed scheme
consists of User (U), Authorization Server (AS), and Cloud
Service Provider (CSP), as shown in Figure 1. Here, the AS can
be regarded as a private cloud and the CSP can be considered
as a public cloud. The AS is an entity that helps a user to
securely use a CSP. Also, the AS generates and manages to
the user’s privilege secret key corresponding to the access
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privilege and computes an authorized convergent key for a
file by applying the privilege through the interaction with a
user. The CSP provides data storage services to users, and
deduplication technology is applied to save storage space and
cost.

The proposed scheme consists of the system setup pro-
cess, the authorized convergent key generation process, and
the authorized deduplication process. In the system setup
process, the system parameters are generated and the key
pair of each entity is securely generated. The authorized
convergent key generation process performs an interaction
for the CP-ABE-based convergent key distribution between
the user and the authorization server. Finally, the authorized
deduplication process supports the client-side deduplication
of the encrypted data using the generated convergent key, and
the proofs of ownership (PoW) [13] protocol for verifying
the file retention of the user are performed in this process (a
concrete POW protocol is not discussed in this paper, but a
PoW protocol such as Merkle tree-based scheme [13] can be
used).

We assume that the AS assumes an honest-but-curious
trust model and the AS and the CSP do not collude. It is
assumed that the user U can act maliciously. We consider
that the CSP may act maliciously due to insider/outsider
attacks, software/hardware malfunctions, intentional saving
of computational resources, etc. [14]. According to this
assumption, we consider the following types of adversaries:

(i) Outside adversary: it tries to obtain sensitive informa-
tion from the cloud storage or tries to access the file
beyond its access privileges.

(ii) Insider adversary: it can access the cloud storage
easily and try to get information out of the user’s
encrypted data or file tags.

We consider the following security requirements that must be
satisfied according to the threat model:

(i) The confidentiality of data stored in cloud: except for
the information about duplication, no information
about the outsourced data is revealed to an adversarial
party.

(ii) The unforgeability of the file tag: a user without appro-
priate privileges should be prevented from generating
file tags.

(iii) Secure deduplication: secure deduplication is sup-
ported without revealing any information except for
the information about duplication.

3.2. The Proposed Scheme. As shown in Figure 2, the pro-
posed scheme consists of the system setup phase, the autho-
rized convergent key generation phase, and the file transfer
phase. In the system setup phase, the user and the AS set
their own keys. The authorized convergent key generation
phase generates a user’s convergent key for a file by reflecting
the user’s privilege information. The authorized file transfer
phase contains the file upload and the file download, and the
file upload is composed of the first upload module and the
deduplication module depending on whether or not the files
are duplicated. The detailed protocols are as follows.

Authorized deduplication -
Cloud Service
Provider (CSP)

Privilege key generation
& Authorized convergent

key generation
Authorization

Server (AS)

FIGURE 1: System model.

3.2.1. The System Setup Phase. Users and the AS set their own
keys by the security parameter A. First, the AS selects the
following as the system-wide public parameters:

(i) A cyclic group G of a prime order g generated by g

(ii) A bilinear paring e :
order q)

(iii) A hash function H : {0,1}* — G
(iv) A universe of privileges @ = {p, P2>- -+ > Pu}

G x G — Gy (a group G of

The AS selects values a,b € Z, randomly. Then a master
secret key (MSK) of the AS is (g%, b) and a public key (PK)
is (g, g%, (g, 9)*). In addition, the AS generates a private key
and a public key for the signing as follows:

(i) Private key for the signing, x e Z,
(ii) Public key for the signing, y = g*

It is assumed that the public parameters and the public key
information are securely distributed throughout the system.

A user U obtains the privilege secret key SK; correspond-
ing to his access privilege Ay = {p;} (Ay € g) from the
AS over the secure channel. To do this, the user U sends
(IDy, Ay) to the AS to request the key generation. After
choosing teZ, and t; € 7, for each attribute j € Ay, the
AS constructs the user’s privilege secret key SK; = (D =
g {D; = g H(pi)tf,gtf}VjEAU) to securely transmit it
to the user U (see [12] for details on the privilege secret key
generation for CP-ABE scheme). The user U securely stores
the privilege secret key SKy,. The user also generates a private
key and a public key pair (spk, ssk) for a digital signature
scheme such as DSA [15].

3.2.2. The Authorized Convergent Key Generation Phase.
Before requesting the file upload, the user must perform
the authorized convergent key generation phase. The user U
generates a convergent key CK for encrypting and uploading
the file F to the CSP as follows. This process modifies the
RSA oblivious PRE-based convergent key generation method
of [5] and generates a convergent key reflecting the user’s
privilege information by applying the CP-ABE scheme (see
[12] for details on the encryption and decryption process for
CP-ABE scheme). Figure 3 shows the authorized convergent
key generation process.
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A. System setup phase

B. Authorized convergent key generation phase

C. File transfer phase
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Public Cloud

(1) File upload

a) First upload procedure
b) Deduplication procedure

(2) File download

FIGURE 2: The proposed scheme.

Ay = {pi}
SKy: (D = g(um/b’{Dj =g «H(p)" ’9tj}vj€AU>

h = Hash(F)

IDy;, m, access structure T'
repZ,

Private key for Sign x < Z,

Public key for Sign y = g*
MSK: (g%, b)
PK: (9, 9", e(g, 9))

m=h-g
access structure T(C Ayy) for the file F

ACKM = {T, c(g'), {Ci}ieT}

o
«

v

O_I — mx (: (h . gr)X
CP-ABEEnc:o’, T
serZ

W yr)

q
a-s

C=¢"- e(g,9)
)

CP-ABE Dec with SK7; :

a b bs
TK = e(g, 9)** = e, g")
. C e(g,9)"*
o = —
TK

o= 0'/ . y—r — hx
Verify the signature :
e(h,y) =elo, 9)
Convergent Key CK = kdf(o)

C; = (g, H(p;)) forieT

FIGURE 3: The authorized convergent key generation process.

(i) A user U with access privileges A, = {p;} constructs
a request message for a convergent key generation for
file F as follows and sends it to the AS:

(ii)

(a) compute h Hash(F), where Hash() is a
cryptographically secure hash function, Hash :
0,1} — Z

(b) select regZ,

(c) computem=h-g"

(d) construct an access structure T (S Ay;) for the
file F (an access structure T is usually expressed
in a tree form; see [12] for details) and send
the request message for the convergent key
generation to the AS.

q

The AS responds to the user U by constructing
ACKM (Authorized Convergent Key Material) as
follows:

(a) compute ¢’ = m* (= (h-g')* = h*- y)
(b) perform CP-ABE Enc(o’, T) with PK:

(1) select sexZ q and compute ( gb)S (where s is
set to the value corresponding to the root
node of the tree access structure T')

(2) compute C = o’ « e(g, g)**

(3) output C; = (g%, H(p;)¥) for the leaf node
i € T (wheres; is a share of s corresponding
to the leaf node i of the tree access structure
T, see [12] for details)
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(c) send ACKM = {T,C, (gb)s, {Ci}ier} to the user
U.

(iii) The user U uses ACKM to generate a convergent key
CK and the file tag Tag,.

(a) perform CP-ABE Dec(SKy;, ACKM):

(1) compute TK =
e(g(a+t)/b, gb°5)/e(g’ g)t-S

(a+t)/be(bes) (a+t)es Aes+tes

(_ e(g.9)“" _e(g:.9)"" e(g.g)""

- tes - - tos
e(9.9) e(9.9)

e(g,9)"" =

e(g.9)" o

_e(9:9)" +e(g g)“)
e(g.9)"

where e(g, 9)™ = [Tierle(g" « H(p)" g%)/
e(g" H(p)")} = [lierle(g, 9)"™} (for
details of the computation, see [12])

(2) compute o =CJTK

(3) compute g = ¢’ « y " = h*

(b) verify that the signature of the AS is correct:
e(h, y) = e(o,9)

(c) if the signature verification passes, the con-
vergent key CK = kdf(o) and the file tag
Tagr = Hash(CK) are computed (where the
function kdf() is a cryptographically secure key
derivation function).

3.2.3. The File Transfer Phase. Suppose thata user U1 requests
the CSP to upload a file F. The CSP performs duplication
check on the file F and approves the upload of the encrypted
file if there is no duplication. If there is duplication (that
is, if the same file is already stored), then perform the
deduplication process. At this time, the PoW process is
performed to confirm whether the user holds the file actually.
If the verification is passed, the owner of the file stored in
the storage is assigned to the user U1 without uploading the
actual file.

(1) File Upload (see Figure 4)

(i) Note that the wuser Ul already has
{Tag.,r,TK,CK} for the file F through
the authorized convergent key generation
phase.

(ii) The user U1 transmits the upload request mes-
sage {IDy,, Tagy, T} for the file F to the CSP
using the file tag Tag,, and the access structure
T.

(iii) The CSP uses the tag Tagy, and the access struc-
ture T to check whether a duplicate file is stored
in the storage. If there is no duplication, perform
the “First Upload” module. If the duplicate file
exists, perform the “Deduplication” module.

(a) First Upload module (see Figure 5)

(i) The CSP requests the file transfer to the
user U1.

(ii) The user U1 computes the ciphertext CT =
Enc(CK, F) by encrypting the file F using
the convergent key CK, where Enc() is
an authenticated encryption mechanism
such as AES in CTR mode [16]. Also,
Ul computes vITK = Hash(TK,CK)
and sig = Sign, (CT, ACKM, y",vIK ),
where Sign_, () is a signing algorithm using
the user’s private key ssk. Then Ul sends
{CT, ACKM, y",vIK, sig} to the CSP. The
user U1 stores the file tag Tagy and deletes
F, CK, ACKM, and so on.

(iii) The CSP verifies the signature sig using
the user’s spk. If valid, store the file record
{Tagy,CT, ACKM, y",vTK, IDy }.

(b) Deduplication module (see Figure 6)

(i) If the file F already exists, the CSP has
the file record {Tag, CT, ACKM, y", vTK,
IDy} from the old user UO.

(ii) Note that Ul has {Tagp, v, TK',CK} for
the file F through the authorized con-
vergent key generation phase such that
{r',\ TK'} # {r, TK}.

(iii) For the deduplication procedure, the CSP
first performs PoW protocol with U1 for
the ciphertext CT' = Enc(CK, F). Within
this protocol, the CSP sends vI'K, ACKM,
and y" to Ul. If the user passes PoW
protocol, the CSP assigns the file reference
to the user Ul and adds ID;, to the file
record.

(iv) Within the PoW protocol, the user Ul
recovers TK using ACKM and verifies his
own access privileges as

CK=kdf( ¢ -i>
TK y"

(2)
and vTK == Hash (TK,CK).

If the verification passes, U1 keeps the file
tag Tag, and deletes all other data from its
own storage.

(2) File Download (see Figure 7)

(i) The user U1 has attributes Ay, = {p;} and its
corresponding privilege secret key SK;; = (D =
g(a+t)/b’ {Dj _ gt R H(pi)tj’gtj}VjeAw)-

(ii) U1 sends the File download request message
with {IDy;,, Tag} to the CSP.

(ili) The CSP finds Tag in the file records and
load it. The CSP checks whether 1Dy, is in the
user lists of the record. If exists, the CSP sends
{CT, ACKM, y",vTK} to the user U1.

(iv) U1l performs CP-ABE Dec on ACKM with
SKy, as follows and obtains CK = kdf(0):



Convergent Key CK = kdf(o)
File Tag Tag, = Hash(CK)
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IDy;y, Tagy, access structure T'

»

Duplicate-check using Tag, &T'
If there is no duplication,

perform the [First Upload module]
If there exists a duplication,

perform the [Deduplication module]

FIGURE 4: File upload process.

File request

[First Upload module]

CT = Enc(CK, F)
vTK = Hash(TK, CK)
sig = Sign . (CT, ACKM, y",vTK)

{cr, AckM, y',vTK, sig}

Save Tagp
Delete the file F, CK, ACKM, ...

.
Verify s{g using the user’s spk
If valid,
store the file record
{ Tagy, CT, ACKM, y'",vTK,IDy, }

FIGURE 5: First upload module.

CT = Enc(CK,F
el )‘ PoW protocol

File record {Tagy, CT, ACKM,y", vTK, IDy, }
[Deduplication module]

perform PoW protocol

A
A

»
,,,,, »

(include vITK, ACKM, y")

CP-ABE Decrypt ACKM with SKy;:

e(y(a+t)/b’gb-5)

TK = e(g, )" = S
o9 e(g.9)'

CK = kdf< c. i)
TK y"
Verify vI'K
vTK == Hash(TK, CK)
Save Tagp
Delete the file E CK, ACKM, ...

If pass the PoW,
assign the file reference to the user IDy;,
and add IDy; to the file record

FIGURE 6: Deduplication module.

(a) compute TK = e(g,9)™ = e(g“™",

9")/e(g, 9)™
(b) compute o' = C/TK
(c) compute 0 = 0’ « y" = h*

(v) U1 verifies vT'K. If pass, U1 obtains the file F =
Dec(CK, CT). Finally, verity the file as follows:
e(Hash(F), y) = e(0, g).

4. Optimization and Discussions

4.1. Optimization. One problem to be considered is that, in
the process of uploading duplicate files, the user with the
duplicated file must be able to ensure that the convergent
key can be correctly restored through the ACKM which is
derived by the first uploader and is stored in the CSP. One
possible solution is to verify the validity of the ACKM in the
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User’s attributes: Ay = {p;}
. ¢
SKy: (!JMM, g {H(p) })

File download request {IDy,, Tagy:}

»

{cr.ackM, y' vTK |

<

Find Tagy, in the file records and load it
Check whether IDy;, is in the user lists of the record
If exists, send {CT, ACKM, y", vTK} to the user

CP-ABE Decrypt ACKM with SKy;;:

(a+t)/b  _b-s
a-s e(g ’g )
TK = e(g, 9)"" = W
o=
TK
!
o
= (=Hh")
CK = kdf(o)
Verify vTK:

vTK == Hash (a', CK)
F = Dec (CK,CT)

Verify the file :
e(Hash (F),y) == e(0,g)

F1Gure 7: File download process.

PoW protocol because the PoW protocol must be performed
in the deduplication process. We do not describe the specific
PoW protocol in this paper, but as a simple solution to
this purpose, we introduced the vI'K value into the PoW
protocol. The verification of the validity of the ACKM can
be performed using the value of vTK in the PoW process.
To do this, the vTK value must be stored together as an
element of the ACKM in the first upload process. When the
CSP delivers the vTK value to the user in the deduplication
process, the user can verify that the value of ' = C/TK
(= Cle(g, 9)**) derived from his own privilege information is
valid. Then, it can be confirmed that the convergent key can
be derived through the ACKM stored in the CSP. In order
to support this, one hash computation overhead is added
in the first upload process. In the CSP, there is additional
storage overhead of vT'K value. Finally, in the deduplication
process, one hash computation overhead for the verification
of vT'K value and the cost for evaluating the convergent key
are added.

Also, another consideration is the possibility of opti-
mizing metadata for the duplicated file. If the file F with
access structure T is already stored in the CSP with Tag,
a user with a different access structure T' may request the
same file F to be uploaded with Tagy, (== Tagy). That is, if
different access attributes are specified for the same file, there
should be some consideration as to whether to deduplicate
it. The file upload process considering this can be performed
as follows: for the file upload request of the user, the CSP
checks whether the corresponding file tag Tag}, exists and
performs “First upload module” if it does not exist (that
is, if there is no duplication). If the corresponding file tag
exists (in case of duplicate upload), the access structure T’
is compared. It works differently depending on the inclusion

relation between the existing access structure T and the newly
requested access structure T

(i) In case of T' < T: In this case, since the access
structure T” of the file to which the duplicate upload
is requested is included in the access structure T' of
the already stored file, it is not necessary to upload it
because it can be restored by the information of the
file record already stored in the CSP. That is, the PoW
protocol is executed within the deduplication module
to confirm the retention of the file, and then the access
rights to the file record stored in cloud are assigned
without uploading the file.

(ii) In case of T < T': In this case, since the access
structure T of the already stored file is included in
the access structure T’ of the file requested to be
uploaded, it is necessary to update the existing file
record in order to save only one file in the CSP. To
do this, the user uploads related data such as the
ciphertext CT' computed with the access structure T" .
The CSP replaces the information of the existing file
record with the uploaded information. Existing users
can restore the file through the updated file record.

(iii) If not for the above two cases: This is the case
where the access structure T and T' do not satisfy
the inclusion relation. In this case, the user uploads

{ACKM’, yrl}, and the CSP adds this information
to the existing file record corresponding to the file
tag Tagp. In this case, when the user requests to
download the file, the CSP sends the appropriate

{ACKM', y’l} corresponding to the requesting user.
This allows the user to restore the file.



4.2. Security Analysis. Our scheme provides an authorized
deduplication of encrypted data stored in cloud. The security
of the proposed scheme depends on the security of the used
cryptographic primitives such as hash functions, symmetric
and asymmetric encryption algorithms. In the security of the
proposed scheme, the AS plays an important role, and so it is
assumed that the AS does not collude with an attacker.

(1) The Proposed Scheme Provides
an Authorized Deduplication

Proof. The proposed scheme deduplicates the files with the
same contents and the proper privileges. The same files always
derive the same value o (= h*, where h = H(F)). However,
o is distributed to the user in encrypted form using CP-
ABE with the access structure T by the AS. The file tag Tag,
for verifying duplication is derived from the convergent key
CK which is computed from o. So, when the users have
the proper privilege the same convergent key CK is derived
and therefore deduplication is possible. An unauthorized user
cannot obtain the same convergent key CK because of the
property of CP-ABE. To get CK, an attacker needs to get 0.
To do this, it has to calculate CP-ABE decryption or know
the AS’s private key x. If an attacker does not have the proper
access privileges or know the AS’s private key x, he cannot
compute CP-ABE Dec() and obtain o. Thus, our scheme
provides an authorized deduplication under the assumption
of the security of CP-ABE scheme and the private key.

When a new user Ul with privileges equal or higher
than an old user U0 uploads the same file that is already
stored in cloud, the CSP performs the deduplication process.
The security of the proposed scheme against offline brute-
force attack is guaranteed by the convergent key generation
procedure as in [5]. In order for an attacker with lower
permissions than an old user U0 to perform online brute-
force attacks, it is necessary to forge the tag on the file. The
unforgeability of the file tag is guaranteed by (2) below. Thus,
the proposed scheme provides secure deduplication. O

(2) The Proposed Scheme Guarantees the Unforgeability of
the File Tag

Proof. In the proposed scheme, the user generates the file tag
Tagr = Hash(kdf(o)) through the blind signature scheme
with the AS. The user sends m (= he g") to the AS, and the AS
blindly signs it, o’ = m* with its own private key x. And then
the AS encrypts by CP-ABE Enc() with the access structure
T. An unauthorized user has to obtain a valid ¢ in order to
forge the file tag. This requires obtaining the AS’s private key
or breaking the CP-ABE. Therefore, if the private key of the
AS is kept secure and the CP-ABE algorithm is secure, the
unforgeability of the file tag is guaranteed. O

(3) The Proposed Scheme Guarantees That Only Eligible
Users Can Access the Plain Data. That Is, It Provides the
Confidentiality of Data Stored in Cloud

Proof. An attacker who colludes with the CSP can access
an encrypted data CT and metadata Tag,. However, the
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proposed method can ensure security of a plaintext data even
with a low entropy because CT has encrypted with a key CK
derived by interacting with the AS through the authorized
convergent key generation process. The convergent key CK
is derived by a value to which the private key of the AS
is applied, which is encrypted and distributed by CP-ABE
algorithm with the user’s privilege attributes. As long as
an attacker does not know the AS’s private key or cannot
break CP-ABE algorithm, he cannot obtain CK and therefore
the confidentiality of data is preserved if the encryption
algorithm Enc() is secure.

A legitimate user behaving as a malicious attacker can
threaten the AS and the CSP. When attacking the AS, an
attacker has to address the discrete logarithm problem to
obtain the private information of the AS, and so it can ensure
the security of the AS. When attacking an encrypted data
stored in the CSP, an attacker has to first pass a proofs of
ownership protocol for the file. To do this in the proposed
scheme, an attacker has to construct a proof for the encrypted
file in the PoW process. Thus it depends on the security of
the PoW protocol used (for example the Merkle Tree-based
proofs of ownership scheme presented in [13] can be used).
That is, for an attacker who does not own the file, it provides
the confidentiality of data stored in cloud. O

4.3. Discussions. Li et al. [8] first proposed the deduplication
scheme applying the privilege information. In this scheme,
the file authentication tags for the deduplication are com-
puted by applying the privilege information and these tags are
generated by the AS. The AS possesses the privilege private
key corresponding to the user’s privileges and this privilege
private key does not be distributed to the user.

While Li et al. scheme supports only simple access
attributes, the proposed scheme can support hierarchical
access attributes, and so direct comparisons are difficult. Li
et al. scheme [8] has the following shortcomings. First, each
access privilege is represented by a private key. If a user
has multiple access privileges, the AS needs to keep private
keys securely as many as the number of access attributes,
which may cause a great deal of trouble in the user key
management in the AS. Also, when a user uploads a file F
that has assigned » access privileges, the AS needs to generate
n file tags for F and sends them to the user. Then, the user
must send these tags to the CSP for the file uploading, so it
causes large network traffic. In addition, Li et al. scheme has
a disadvantage in terms of the number of keys to be stored in
the cloud server when compared with the proposed scheme.
For a duplicated file, Li et al. scheme has to store keys as many
as the number of users. In the case of Li et al. scheme, each
user U stores the encrypted convergent key eK in the cloud by
encrypting the convergent key CK (i.e.,eK = Enc(sky;, CK))
using his secret key sk, so that the number of keys stored
in the cloud is equal to the number of users. However,
the proposed scheme only needs to store one encrypted
key material, ACKM. The authorized user can restore the
convergent key via ACKM. Meanwhile, Li et al. scheme has
another disadvantage that the AS is always involved in the file
upload process. This adds a lot of overhead to the AS. In the
proposed scheme, the AS participates only in the convergent
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TaBLE 1: Comparison of the storage overhead on the user and the CSP.

Li et al’ scheme [8]
User N, (2#N,,*h len)
CSP N, * {N,,*h.len + lxctlen + N;* (N,,*senclen)}

Proposed scheme
1 (ep_len (Nup +2)) + N, * (1xh_len)
N, * {lxh_len + Lxct_len + 1% (ep_len= (Nup +2)) + 1% ep_len + 1xh_len }

Notes.N,,: the number of files owned and uploaded by one user; Nq,: the number of files that are uploaded by all users and managed on CSP; Ny: the number
of deduplicated file uploads; N,,: the number of access privileges assigned to the file by the user; ct_len: the bit-length of the encrypted file; ep_len: the bit-
length of the elliptic curve pairings; h_len: the bit-length of the output of the hash function; senc_len: the bit-length of the output of the symmetric encryption.

TABLE 2: The bit-length overhead on the user and the CSP

Li et al. scheme [8]

Proposed scheme

User 512,000 bits

28,672 bits

CSp 115,360,000 bits (110.02 Mbits)

103,840,000 bits (99.03 Mbits)

key generation process and thereafter does not involve in the
protocol. This reduces the processing burden of the AS.

Of course, the proposed scheme that supports more
complex and hierarchical privileges has higher computational
complexity than existing schemes. The application of CP-
ABE scheme to the convergent key generation process has the
advantages of higher security and the utilization of hierarchi-
cal privileges, but the computational overhead has increased.
This computational overhead does not pose a problem for
the practicality of the proposed scheme. According to [17],
it is reported that the encryption and decryption take about
3.3 ms and 6.2 ms, respectively, in the case of the lightweight
CP-ABE scheme (the number of user attributes is 600). Thus,
in case of applying the lightweight CP-ABE scheme such as
(18, 19], this amount of computing costs will not be a big
problem for practical use.

We compare the storage complexity of the proposed
scheme with the existing scheme. Table 1 shows the storage
overhead on the user and the CSP.

In order to make the comparison result more clear, sup-
pose we have chosen the following bit-length as key lengths
of the cryptographic primitives to ensure 128-bit security (see
[20]): 128-bit for the symmetric encryption algorithm, 256-
bit for the hash function and 256-bit for the elliptic curve
pairings. And let N, =100, N,,=1000, N;=10, N,,=10, and
ct_len=100,000. Table 2 shows the specific storage overhead
of both schemes.

On the user side, it can be seen that the storage complexity
of the proposed scheme is reduced by 483,328 bits (That is,
it can save about 94%). On the CSP, the proposed scheme is
about 11,520,000 bits small, so it can save about 10%. These
results show that the proposed scheme has advantages in
terms of storage space complexity.

The advantages of the proposed scheme are further
clarified by the results of the comparison below. Figure 8
shows the storage overhead on the CSP when only the N, (the
number of deduplicated file uploads) value is increased in the
above comparison. Figure 9 also shows the storage overhead
when the N, (the number of access privileges assigned to the
file by the user) value increases. If the number of duplicate
files or the number of access privileges increases, we can see
that the proposed scheme is more advantageous than the
scheme of [8].

100,000
90,000 f - - oo
80,000 F - -+
70,000 F S

60,000 F s
50,000 f
40,000 |
30,000 |
20,000 f
10,000 f

storage overhead (unit: KB)

—-o-— Lietal scheme [8]
—4— Proposed scheme

FIGURE 8: Storage overhead on the CSP as the N,; value changes.

The proposed CP-ABE-based authorized convergent
encryption scheme can apply much more complex and
various attribute privileges than existing schemes. Because it
can utilize a hierarchical access structure that can be used in
the CP-ABE techniques, it is very suitable for data sharing
services in cloud storage. Since the convergent encryption
key generated by the proposed scheme can be derived only
by the authorized user, the leakage of the file information by
the unauthorized user in the deduplication process can be
blocked.

5. Conclusion

In this paper, we proposed the authorized deduplication
scheme using CP-ABE. The proposed scheme provides client-
side deduplication while providing confidentiality through
client-side encryption to prevent exposure of users’ sensitive
data on untrusted cloud servers. Also, unlike existing con-
vergent encryption schemes, it provides authorized conver-
gent encryption by using CP-ABE to allow only authorized
users to access critical data. The proposed CP-ABE-based
authorized convergent encryption scheme can apply much
more complex and various types of attribute privileges than
existing schemes. Also, it satisfies security requirements. And
the proposed scheme has advantages over existing scheme in
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terms of the AS’s burden and storage overhead. The proposed
scheme is very suitable for data sharing services in the
enterprise’s hybrid cloud storage model.
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