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In this paper, we research synthesis scheme for secure wireless communication in multibeam directional modulation (MBDM)
system, which consists of multiple legitimate users (LUs) receiving their own individual confidential messages, respectively, and
multiple eavesdroppers (Eves) intercepting confidential messages. We propose a new type of array antennas, termed frequency
diverse arrays (FDA), to enhance security of confidential messages. Leveraging FDA technology and artificial noise (AN)
technology, we aim to address the PHY security problem for MBDM by jointly optimizing the frequency offsets, the precoding
matrix and the AN projection matrix. In the first stage, with known locations of Eves, precoding matrix is designed to minimize
Eve’s receiving power of confidential message (Min-ERP), while satisfying power requirement of LUs. And then artificial-noise
projection matrix (ANPM) is calculated to enhance AN impact on Eves without influencing LUs. Furthermore, we research a
more practical scenario, where locations of Eves are unknown. Unlike the scenario of the known locations of Eves, precoding
matrix is designed to maximize AN transmit power (Max-ATP), while satisfying each LU’s requirement received power of
confidential message. In the second stage, we analyze and further optimize secrecy capacity. The problem is solved by
optimizing frequency offsets through modified artificial bee colony (M-ABC) algorithm. Numerical results show that the

proposed scheme can achieve a secure transmission in MBDM system.

1. Introduction

Wireless communication systems have gained considerable
growth rate due to its merits, such as flexibility and conve-
nience. However, Eves in free space may also receive confi-
dential message due to broadcasting nature and lacking of
physical boundaries of wireless communication. Therefore,
many researchers have studied physical layer security of
wireless communication in recent years. They focus on how
to ensure confidential message with low probability of inter-
ception (LPI) and low probability of detection (LPD) on
physical layer security [1, 2]. Antenna array technology has
been put forward to achieve confidential message wireless
communication with LPI and LPD.

Phased array, as a traditional antenna array, has been so
far mainly employed in wireless communication. The direc-
tional gain offered by phased array antenna makes confiden-
tial message transmit in the desired directions. In [3, 4], the
author optimized a group of phase shifters to transmit the
baseband symbols along a desired direction. In [5], the
author provided a bit error rate (BER) directional modula-
tion (DM) method that the predefined BER is precisely con-
trolled along a desired direction. More recently, the authors
proposed a robust DM synthesis method for secure transmis-
sion in the presence of direction angle measurement errors
[6]. But the above DM methods are dependent on phased
array. Phased-array antenna produces only an angle focusing
transmit beampattern. In free space, the ability of angle-


https://orcid.org/0000-0002-6244-4155
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2020/4715929

range steering is necessary for secure wireless communica-
tion, and thus, a new type of antenna arrays should be
considered.

In this paper, we abandon phased array and propose FDA
for secure wireless communication due to its angle-range-
dependent transmit beampattern [7-12]. FDA draws into
small frequency offset across transmit element to produce a
beampattern that changes as time, range, angle, and the fre-
quency offset. However, the beampattern of FDA is highly
coupled with angle and range, i.e., Eves which locate at other
angle-range pairs can also receive the confidential message.
To address this problem, much work focused on trying dif-
ferent form of the frequency offsets to decouple range-angle
beampattern [13-15]. In [13], the authors employed a loga-
rithmical frequency offset increment scheme, but its side lobe
suppression is not satisfactory. The author employed square
and cubic frequency increment method [14]. A new array
structure, termed random frequency diverse arrays (RFDA),
is proposed in [15] to decouple angle and range. Further-
more, in [16], synthesis strategy to optimize the beamform-
ing vector based on RFDA is proposed to enhance secrecy
performance of wireless communication. Multi-Input-
Multi-Output (MIMO) combining with FDA is an effective
method to decouple direction-range beampattern [17]. How-
ever, the system is extremely complex because each LU
requires multiple transmit channels.

Moreover, in order to further improve secrecy perfor-
mance, [18-20] focused on the AN-aided baseband technol-
ogy, which can impose AN at Eves without influencing
signal-to-noise-ratio (SNR) at LUs. An orthogonal AN-
based approach was proposed in [21] to perform DM synthe-
sis in the baseband. The authors in [11] proposed a dynamic
synthesis method constructing a projection matrix to form
artificial noises along undesired directions. The AN-based
synthesis method was also combined with FDA to implement
angle-range-dependent wireless communication. In [22],
RFDA with AN DM scheme was proposed. The scheme
achieves a better secrecy performance, but it cannot guaran-
tee the maximum secrecy capacity due to its frequency ran-
domness. In [23], the AN-aided secure transmission with
FDA was proposed to achieve the security requirement for
proximal LU and Eve. In [24], the authors investigated a mul-
tibeam synthesis scenario in broadcasting system, where the
beamforming vector and frequency offsets are optimized by
minimizing confidential message power leakage at the trans-
mitter to Eves.

Unicast is the point-to-point communication. Multicast
is the point to multipoint communication. But the basic con-
cept of multicast is groups. Each point in a multicast group is
called multicast group member, which receives specific data
stream. Broadcasting is the point-to-all-point communica-
tion. And transmitter station broadcasts same message to
all users. Actually, the system model in our paper is the
special form of multicast, i.e., each multicast group has one
LU. Therefore, we redefined our communication mode as
multibeam wireless communication. Apart from the above-
mentioned FDA-based wireless communication schemes
only for unicast system, MBDM synthesis schemes with mul-
tiple LUs should also be investigated. Legitimate transmitter
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tries to transmit multiple independent streams of message
to the multiple LUs located at different places in free space,
respectively. Two novel energy-efficient MBDM schemes
with known/unknown Eve’s locations are proposed, respec-
tively, in this paper. The secure wireless communication
includes two aspects: preventing confidential message from
being received by undesired LUs and minimizing the leakage
of all confidential messages from transmitter to Eves. To
address these secure problems, AN-based synthesis scheme
combined with FDA is employed. Overall, the main contri-
butions of our work are as follows:

(1) We extend secure wireless communications based on
FDA from previous point-to-point communication
to MBDM system. Unlike [24], the beamforming vec-
tor per LU is individually designed, which ensures the
effective reception of intended LU with no interfer-
ence from others. In particular, the proposed scheme
achieves multiuser secure wireless communication in
practical application scenario with unknown loca-
tions of Eves

(2) We design new optimization methods with know-
n/unknown locations of Eves. These methods achieve
secure multibeam wireless communication while
improving the utilization of total transmit power

(3) We judiciously design the AN projection matrix to
maximize the interference caused by AN to Eves,
which makes Eves harder to decipher the confidential
messages

(4) The scheme-based R-FDA can achieve a good secrecy
performance, but it cannot guarantee the maximum
secrecy capacity due to its frequency randomness.
In view of this, in this paper, we propose a M-ABC
algorithm that combines the global optimal solution
idea of particle swarm optimization algorithm and
crossover operation of genetic algorithm on the basis
of ABC algorithm to obtain the time-invariant opti-
mal frequency offsets, which further maximize the
secrecy capacity of MBDM system

The rest of this paper is organized as follows. Section 2
details MBDM system model. Then, in Section 3, we propose
high-performance MBDM synthesis schemes in two scenar-
ios. The performance of the proposed scheme is numerically
evaluated in Section 4, and then Section 5 draws conclusions.

2. System Model

In this section, we consider a basic MBDM system that trans-
mitter station tries to transmit independent streams of mes-
sage to multiple LUs located at different places in free
space, respectively. And we assume there exist K passive Eves
that are trying to intercept confidential messages. The archi-
tecture of MBDM system is shown in Figure 1(a), which con-
sists of a legitimate transmitter station, M LUs, and K Eves.
As shown in Figure 1(b), we assume that the transmitter
array consists of N element linear antenna array with
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FIGURE 1: (a) Model of MBDM system, (b) structure of transmit station.

uniform spacing d. The radiation frequency of nth antenna is
fo=f.+4f,, for n=1,2---N, where f_ is the carrier
frequency, Af , is the frequency offset which is controlled in

0<Af,<AF and AF<f, in this paper. Define f=

> forof N]T is the frequency offset vector. Generally, we
set the first element as the origin. Moreover, for simplicity,
the normalized line-of-sight (LOS) channel in free space is
considered throughout this paper. Thus, for an arbitrary user
located at (r,0), the instantaneous normalized steering vec-
tor can be calculated by

h(0, 7.t f)

. —(N-1)d sin 6
e (e

o )]1 e CNX!,

(1)

where p(r) is signal attenuation factor, and c refers to the
light speed. For simplicity, h(t) is defined as the instanta-
neous normalized steering vector of an arbitrary user located
at (r,0), ie, h(t)A=h(0,r1,t,f).

We assume that legitimate transmit station can estimate
the locations of LUs and ignore estimated errors. To simplify
the expression, the steering vectors of LUs can compose a
steering matrix

Hy()A= [hy, () hy (8), o by (8), 5 hy (5] (2)

As shown in Figure 1(b), transmitter station is trying to
transmit different confidential messages to M LUs located
at different places in free space. x,,(¢) is the baseband symbol
for mth LU. And the baseband symbols are assumed to be

normalized, which means the average power E[|x,, (¢)|"] =1,

for m=1,2,---, M. There are M LUs in the system, so the
transmitting vector x can be computed by combining the M
symbol confidential messages

x =[xy, %, 00 xy] (3)

The precoding matrix D at the transmitter can be
denoted as

D=[w(t.f), wy (8 f), - wy (6 )]s (4)

where wm<t’f) = [wm,l(t’f)’ wm,Z(t>f)’ ) wm,N(t’f)]T’ fOI'
m=1,2---,M, is the beamforming vector of mth LU for
processing confidential baseband signal x,,, (t).

AN-based DM method is also employed in wireless com-
munication, which AN vector z~@A4(0,1y) is aided in
baseband signal. Furthermore, the matrix T ) (¢) is designed
to project z into the null space of steering vector at LU loca-
tion, so the LU will not be affected by AN vector z. And the
signal-to-interference-plus-noise ratio (SINR) will be signifi-
cantly reduced at Eves, which makes Eve hard to intercept
confidential messages. As shown in Figure 1(b), the radiating
signal s(t) = [s, s, -+ sy]" for the N antenna elements can
be obtained by

() = Dx(t) + /Panttan (1), (5)

where P,y is the power of AN, n,y(f) is the normalized
vector, which can be obtained by
Tan(t)z
maN(f) = T (6)
I Tan ()2l



The normalized LOS channel is considered in this paper.
After passing through the LOS channel, the received signal of
the mth LU is obtained by

T () =HE, (Ds(8) +1,,(8)
=hp, (O)w,, (6 )%, () + i) (£)
+/Paxhi (D)nan(t +nm(t)7,
where n,,(t) ~ €/ (0,0?%,) is the complex additive white

Gaussian noise (AWGN) in mth LU channel with zero mean
and variance 0?2,

NS

wi(t. f)x; (7)

—

JAFEM

3. Proposed Synthesis Schemes

In this section, we try to enhance secrecy performance of
MBDM system by designing or optimizing the frequency off-
sets across transmit elements, the precoding matrix, and
ANPM. The frequency offsets across transmit elements are
optimized by M-ABC algorithm, and ANPM is calculated
to interfere Eves without affecting the LUs. Specifically, in
the first scenario with the prior known locations of Eves,
the precoding matrix is designed by Min-ERP method. In
the second scenario, with the unknown locations of Eves,
the precoding matrix is designed by Max-ATP method.

3.1. Proposed Synthesis Scheme for MBDM with Known Eves.
In the following, we assume that transmitter can estimate the
location of Eve and ignore the estimated errors. Define the
steering matrix of all Eves as

Hy(t)A= [hg (1), hg (), - by (£), -+ by (1)), (8)

where hy (t) is the steering vector of kth Eve at (rg,0; ),
k k k
which can be expressed as

T
hg, (t) = [hg, (), by, (1), -+ by, (£), by (5] (9)
where hEkn(t) - a(r)e—J'Zﬂ(fc’rAfy.)[f-fsk—(ﬂ—l)dsi”%k/c]’ n=1,2,,

N, for the kth Eve at (rg , 0, ). The received signal vector of
kth Eve is

£, (£)s(t) + ng (1)

M
—hé’k Zw (t, f)x; +«/PANh Hnan(t) +ng (1),
i=1
(10)

)’Ek(t)

where ng, () ~€.4(0, oék) is the complex AWGN in kth Eve

channel with zero mean and variance O'%k.

Without loss of generality, the total transmit power P,
is fixed. The scheme devises the Min-ERP to let Eves
receive power as little as possible, while satisfying the
basic secure requirements of LUs. Then, instantaneous
precoding matrix D(¢) based on FDA can be expressed
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. 2 o
as m(1r>121k<=1|hgk D(t)x|", while the LU only receives its own
D(t
confidential message and achievies the required receiving
power.

|h§IkD(l‘)x|2 can be expressed as

i=M

‘th(t)x’2= ()| (11)

i=1

The precoding matrix D(t) can be optimized by optimiz-
ingw,,(m=1,2,--+, M) one by one. Therefore, the optimiza-
tion problem can be equivalently expressed

2

min [ (6, (6 (1)
m(t’f>=

s.t.H? w

where &y, =[0,0, -+, /&, -+, O]T, in which &, is the con-
fidential message power received by mth LU, which satisfies
the minimum secure requirement of MBDM system, for
m=1,2,---, M. The constraint in (12) is to make mth LU
receive minimum desired received power of confidential
message. Based on this, we can accurately control the
received power of each LU by setting minimum desired
received power of LUs.

According to E[|x,,(£)|*] =1, positive definite quadratic
form of (12) can be expressed as

(12)

£M><1’

m&r}f (b F ) g, (D, ()w, (1) (13)

s.tHw,, (£) = &y -

Actually, problem (13) can be solved by Lagrange
multiplier. Thus, the optimal beamforming vector w, (¢, f)
is given by

wh(t.f)= [(H?(r) (rn 0#.0) st 0 (hEk(t)hZ(t))l} -

(14)

Next, we design the projection matrix according to the
rule that AN reduces the SINR of Eves seriously without
affecting LUs receiving confidential messages. And we
assume N > M. Thus, the optimization problem can be
expressed as

glf()t()tr{TAN () HEp(HHE (1) Tan(t)}

str{Thy(0)Tan(t)} =N - M, (15)
HL (£)Tan(t) =0.

We first decompose the HY(t) by singular value decom-
position (SVD)
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where Z<Ll)(t) is the M x M diagonal matrix. Based on the

SVD characteristic [25], we know that Vé())(t) consists of
N — M right singular vectors corresponding to N — M zero

singular values, i.e., HZ (t)v,(t) =0, for {v,(t), -, v;(t), -+,
v (D)} € VIO(t). Define B(H)A=V\"(t) and T,y(H)A=
B(t)X(t). Thus, problem (15) can be equivalently expressed
as

I;(lf{;(tr{XH(t)BH(t)HE(t)HEH (H)X(t)B(t)}
(17)

sta{X"(H)X(t)} =N -M.
Problem (17) can be converted to

N - My X (0B (0 Hy (0 HE (X ()B(1)}
X(t) tr{XH HX(t)}

()
s.t.tr{XH ()} =N-M.
(18)

Actually, problem (18) is a Rayleigh quotient. Based on
the generalized Rayleigh-Ritz theorem [25], the optimal
solution X*(¢) can be easily obtained. The optimal solution
X*(t) is composed of eigenvectors corresponding to the
N — M largest eigenvalues of the matrix given by

(N = M) [B" (t)Hg(t)H ()B(t)]. (19)

3.2. Proposed Synthesis Scheme for MBDM with Unknown
Eves. In this subsection, we consider a more practical sce-
nario, where the transmitter station does not estimate
locations of Eves. With unknown locations of Eves, the
steering vectors of Eves cannot be calculated. Thus, we
propose Max-ATP method to optimize precording matrix
D(t). In this method, total transmit power P, is fixed.
We allocate £,, power to confidential message, which &,
is the minimum power secure requirement of MBDM
system. Therefore, AN will obtain more power to prevent
Eve intercepting confidential messages. Meanwhile, the
remaining LUs cannot receive the confidential baseband
signal x,,(t) to mth LU. Therefore, the instantaneous
beamforming vector w,, (¢, f) is obtained by the following
maximized problem

max P
max Pa(1)

stHY (Hw,,(t,f) =

(20)
EMXI’

where EMxlz[O,O,-u,\/a,m,O]T, in which &, is the
confidential message power received by mth LU, which
satisfies the minimum secure requirement of MBDM sys-
tem, for m=1,2,---, M. Based on the fact P,\(t) =P, -

Z?;IIPLi(t), where P, is the total transmit power, P; (t),

N
for m=1,2,---,M, is the power of confidential message
in mth LU and PLm:me(t>f)||§> for m=1,2,---, M.
Thus, we can rewrite (20) as
min ||w,,(t,f)]|3
min 10,611 o

s.LHY (Hw &t

m(tf) =

Actually, positive definite quadratic form of (21) can
be expressed as

Hgl}f (b )W, (8. ) 22)
stHY ()W, (6 f) = Epp-

Problem (22) can be solved by Lagrange multiplier.
Thus, the optimal beamforming vector w} (¢, f) is given

by

wy,(t,f) = Hy () (Hy () HL (1)) &b (23)

The artificial noise vector z generally does not lie in
span(H,(t)). And next, we design the ANPM T,\(#) to
project the aided AN to the null space of the steering
vectors of all LUs. Based on the null-space projection rule
and according to formula (7), the ANPM is designed by

S

Note that [E[zzf]=1Iy and nu(t) = Tan(t)z/
ITon(t)zll, (24) can be equivalently expressed as

)} =0. (25)

gy (24)

Hnan(t

tr{ Tl (O H (H] (1) T an(t

Based on null-space projection rule, the number of
transmit should be greater than the total number of all
LUs, ie., N> M. Then, we construct orthogonal projec-
tion matrix as

Tan(t) = Iy = Hy(t) [HE (1) H, ()] HE(t). (26)

3.3. Analysis and Optimize Average Secrecy Capacity. In
this subsection, we first analyze the secrecy performance
of aforementioned schemes. In this paper, we adopt the
secrecy sum rate (SSR) as the main performance metric
to evaluate the secrecy performance, which is defined as

C(t) = |Cu(t) - Ce(O), (27)



where C,(t) is the achievable rate of the link from trans-
mitter to LUs, which can be expressed as

CL(t)2 ) logy(1+E,), (28)

Cg(t) is the achievable rate of the link from transmit-
ter to Eve at the time f. Firstly, we assume transmitter
knows the locations of Eves. We obtain Cg () by the fol-
lowing formula

Ce(t) 2 ) Cr (1)

k=1
K
= ) log,(1+SINR )
k=1
2
3 i (XY wi(t. f)|
= Zlog2 1+ 5
k=l PuNE Uh?k(f)"m(f)‘ } + 0%

(29)

In the following, we consider the scenario that trans-
mitter station does not know or estimate locations of
Eves. In the scenario, Eves can exist everywhere outside
the main lobes of all LUs. Thus, the location interval of
Eve can be defined as

M
ot 53]\ ,5 e
" (30)

M
Q2 \ U Qn,
m=1

min? rmax}

where O =[(67 — Opw)/2, (0] + Oy )/2] and QF =[(r}' -
rew)/2, (r]" + rgw)/2] denote the main lobes of the mth LU,
for m=1,2,---, M, with Oy, and rg,, being the beamwidth
of angle and range, respectively. To simplify the expression,
we define the wiretap area as S, A =[O, Q|. Then, Cp, ()
can be expressed as the following form:

K
Cp(t)= ) Cp (t)<Klog,[ 1+ max SINRg
k=1 Or, 75, ) Suiee
2
i (T2 wi(e. )|
=Klog,| 1+ max 5
(65, e, ) e PAN[E|: hgk(t)nAN(t)‘ :| + 0'%

(31)

It is obvious to find that SSR C(t) of proposed scheme is a
complex expression of parameter f in the scenario with know-
n/unknown locations of Eves, respectively. Our target is to
achieve secure wireless communication of MBDM system.
To this end, we can further maximize SSR by appropriately
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selecting the frequency offsets. Mathematically, the maximized
problem is formulated as

mfaxC(t) 2|C (1) - CE(t)‘Z
(32)
stf.<f,<f.+AF¥n.

According to (28), the optimization problem is equivalent
to the following expression:

minCp(t)
! (33)
stf.<f,<f.+AFYn.

According to Equations (29) and (31), the objective
function Cg(t) is intractable because of the nonconvex charac-
teristic and tightly coupled variables. Therefore, we employ
suboptimal intelligent algorithm to solve this difficult optimi-
zation problem. The artificial bee colony (ABC) algorithm has
advantage in dealing with high dimensional optimization
complex problems, so compared with other intelligent algo-
rithms, ABC algorithm is more suitable for large-scale array
antennas. And ABC algorithm was inspired by the particular
foraging behavior of honeybee in nature, which consists of
honey source and three kinds of bees. Honey source represents
all possible solutions in the global scope, and the three kinds of
bees represent the employed bees, the onlooker bees, and the
scout bees, respectively. The number of employed bees and
onlooker bees is set as NP, and the number of honey source is
equal to them. Therefore, the group of solutions is composed
of NP N-dimensional vectors, where the ith solution vector is
expressed as f,=[f;,f; .- f; |, for i=1,2,---,NP. In the
process of studying the ABC algorithm, we found its two short-
comings as follows:

(1) The search formula of ABC algorithm is expressed as

1= v (f - itk o

where g represents the current iteration number, f¥ is the
new nth element of the ith solution vector in g iteration,
17 ! is the old nth element of the ith solution vector in g —

1 iteration, f Z;l is the old nth element of the kth solution vec-
tor in g — 1 iteration, for n=1,2,---,N, i=1,2,---,NP, and
k=1,2,---,NP. ¢ is the random number between [-1, 1].
From (34), we observe that the search formula only iterates

_ g9l

in the vector direction of ¢(f{ B « ) and is lack of consid-

eration for global optimality. Therefore, the algorithm may
fall into the local optimal solution due to insufficient global
exploration ability. In order to help the algorithm to jump
out of the local extremum and avoid prematurity, we modify
the search formula by referring to the particle swarm optimi-
zation algorithm,
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fl= it re(f A ) +

(35)
ﬁ(fglobaln ‘ff:l), i+k.

where f ., represents the current optimal nth element

of all solution vectors, f is the random number between
[0, 1]. Compared with (34), we add the global guiding factor

(f global, = f,-’fl), so that the bee search has a strong direction

and purpose. Furthermore, we add an influence factor f3 in
front of the global factor, which is used to constrain the
search amplitude. From the factor composition, it can be seen
that if there is a big gap between the current solution and the
optimal solution, the updated step size will increase dynami-
cally. Otherwise, it approaches slowly.

(2) The employed bee that has been eliminated in itera-
tion process will be transformed into a scout bee,
which will randomly initialize a honey source for
search mission. However, in the next iteration, the
new honey source will be compared with other honey
sources that have evolved many times. The new
honey source has a small chance of winning, so it will
lead to the rapid loss of individual diversity, and the
algorithm will quickly converge to the local extre-
mum. To solve this problem, the search formula
(35) is further optimized by combining the crossover
operation in genetic algorithm. In each iteration, a
specified number of honey sources were randomly
selected according to the crossover rate to produce
the same number of filial generation.

(-t +
F2= 9 B(fgoba, ~S1 )it korand (0,1) <o, (36)

M+ (= N)f i % else.

where cr is the crossover rate, and A is the random number
between [0, 1].

Therefore, in this paper, we propose a M-ABC algorithm
that combines the global optimal solution idea of particle
swarm optimization algorithm and crossover operation of
genetic algorithm on the basis of ABC algorithm.

In summary, the detailed procedure of M-ABC algorithm
is given in:

Step 1. Initialize the settings. In this paper, the solution vector
is frequency offset vector. Randomly generate the initial fre-
quency offset vector f;=[f;,f,, - f; |, fori=1,2,---,NP.

The fitness value was calculated according to fit=1/1 + Cj.

Step 2. The employed bees search new solution according to
modified search formula (36) and calculate its fitness value. If
the fitness value of the new solution is better than the old

TaBLE 1: Simulation parameters.

Parameter Value
Carrier frequency f, 1GHz
Number of FDA elements N 32
Interelement spacing d cl2f,
Number of LUs M 4
Number of Eves K 2
Receive noise power for both LUs, 10 log (o7,) -100 dBm
Receive noise power for both Eves, 10 log (o7) -100 dBm

Location of LU, (r;,), 6;,)
Location of LU2, (r},), 8;,)
Location of LU3, (r3), 0;3)
Location of LU4, (r;,), 0,4)

Location of Evel, (r,), 0p;)

(3500 m, 30°)
(3500 m, 40°)
(4000 m, 35°)
(4500 m, 40°)
(4000 m, 45°)

Location of Eve2, (rg,), 05,) (3750 m, 35°)

solution, solution is updated; otherwise, the old solution is
retained.

Step 3. Calculate all fitness values of f,, and calculate the
probability values according to the following formula

- My (37)
P,

Step 4. The onlooker bees choose the honey source f; by the
roulette method, and search new solution according to mod-
ified search formula (36), and calculate its fitness value.

Step 5. Judge whether there is a discarded honey source. If
there is, the employed bee transforms into scout bee. The
scout bee generates new random honey source according to
formula

fiﬂ =fmin +rand (0’ 1)(fmax _fmin)’ (38)

where f . and f_ represent the lower limit and upper
limit of the search space, respectively.

Step 6. Record the best frequency offset vector so far.

Step 7. Rerun from step 2 until the maximal iterations G are
achieved or a threshold is obtained.

Step 8. Determine the optimal frequency offset vector f*.

4. Performance Analysis and Simulation

In this section, we analyze and numerically simulate AN
power distribution, focusing performance and secrecy per-
formance of the proposed energy-efficient MBDM synthesis
schemes. The considered application scenario and structure
of FDA array are determined as shown in Figure 1. Unless
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stated otherwise, the simulation parameters are listed in
Table 1. The signal attenuation factor p(r) is obtained by
the free space path loss formula of radio wave propagation
(39), i.e.,

Lfs(dB) =-20log [p(r)]

=32.5+20log [f (MHz)] + 20 log [r(km)],

(39)

where f_ is carrier frequency in megahertz (MHz), and r is
the range in kilometer.

4.1. Analysis of AN Power Distribution. In this paper, we
design matrix T\ (t) to project AN vector z into the null
space of steering vector at LUs. Meanwhile, the SINR of Eves
is significantly reduced. In the subsection, we plot AN energy
distribution versus range-angle dimensions to validate our
design of ANPM T, (t).

Figure 2 plots AN energy distribution versus range-angle
dimensions with unknown locations of Eves and Figure 3
plots AN energy distribution versus range-angle dimensions
with the known locations of Eves. From Figures 2 to 3, we can
observe that (1) there are four minimal values at coordinates
of LUs in Figures 2 and 3, respectively, which means AN
cannot influence LUs receiving confidential messages and
(2) there are three peaks at the locations of Eves in
Figure 3, which means that, with known locations of Eves,
we can design ANPM based on the method to maximize
AN influence on Eve. Moreover, AN is uniformly distrib-
uted versus angle-range dimensions outside the main lobes
of all LU coordinates in Figure 2. This is because, without
prior known Eves’ locations, we can only uniformly distrib-
ute AN power in free space outside LUs’ locations to pre-
vent Eves intercepting confidential messages, since Eves
could exist anywhere.

4.2. Proposed Schemes Focusing Performance Analysis. As
previously mentioned, FDA focusing depends on range-
angle dimensions whereas the focusing of phased array only
depends on angle dimension. In this subsection, we plot
confidential message energy distribution versus range-angle
dimensions and SINR distribution versus range-angle
dimensions to measure the focusing performance of MBDM
system. In this simulation, the minimum required receiving

power of all LUs are set as /&, = /&, = /& = /&, =-90

dBm in the two scenarios.

In this simulation, the spatial power distribution of the
confidential messages (i.e., with no AN) in the range dimen-
sion without prior knowledge of Eves’ location is explored in
Figure 4. It is clear that there are four sharp peaks corre-
sponding to each of the LU. Moreover, all of these power
values are almost equal to -90 dBm, which confirm the accu-
rate control of minimum required received power, and there-
fore, the energy efficiency can be effectively improved. The
spatial power distribution of the confidential message (i.e.,
with no AN) with known locations of Eves has similar results.

In the scenario with prior knowing the locations of Eves,
Figure 5 illustrates SINR distribution in free space versus
angle-range dimensions of the optimization scheme in
Section 3.1. It is easy to see from Figure 5 that there are four
sharp peaks corresponding to each of the LU. Meanwhile,
values of SINR are low at other place, especially at the Eves
locations. This illustrates that (1) the LUs can receive the
confidential message effectively; (2) in the Eves locations, it
is hard to detect the message; (3) the angle-range beampat-
tern has been successfully decoupled by the optimization
approach in Section 3.1; and (4) we achieve satisfaction
focusing on the performance of the MBDM system in the
scenario with prior knowing the locations of Eves.

In the scenario with the unknown locations of Eves,
Figure 6 illustrates SINR distribution in free space versus
angle-range dimensions of the optimization scheme in
Section 3.2. It also can be observed that SINR distribution
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is thumbtack-like, and only peak is synthesized around the
locations of LUs. This indicates that the angle-range beam-
pattern has been successfully decoupled by the optimization

approach in Section 3.2, and we achieve satisfaction focusing
on the performance of the MBDM system in the scenario
with the unknown locations of Eves.
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4.3. Proposed Schemes Secrecy Performance Analysis. Secrecy
capability is an important metric to measure the secrecy
performance of wireless communication systems. In this
subsection, we will analyze the secrecy capability of the
energy-efficient multicast directional modulation schemes.

Here, we adopt SSR to evaluate the secrecy capability.
In the subsection, we consider two FDA configurations.
One is the proposed FDA which uses the frequency offsets
optimized by M-ABC algorithm, and the other is the R-
FDA using random increasing frequency offsets [15], ie.,
fu=f.+4f,, n=1,2--,N, where f_ is the carrier fre-
quency and Af, =#,Af is a random frequency increment.

In the simulation, we illustrate the secrecy capacity
versus the total transmit power P, among the proposed
synthesis scheme and R-FDA-based DM scheme. From
Figure 7, it is clear that (1) the secrecy capacity of the pro-
posed scheme is consistently better than another method;
(2) the secrecy capacity of the R-FDA-based scheme is
unstable since the frequency offsets are randomly chosen,
and hence, it cannot guarantee the secrecy capacity; and
(3) with the increment of total transmit power, the secrecy
capacity can be enhanced.

5. Conclusion

With the assistance of the FDA technology, two AN-aided
energy-efficient secure multibeam wireless communication
schemes with known/unknown locations of Eves were pro-
posed, respectively. The operation mode was extended from

previous point-to-point communication to the point to mul-
tipoint mode. We achieve wireless physical layer secure
transmissions for multiple LUs in free space receiving their
own confidential messages, respectively. To accomplish this
goal, several important tools have been utilized like frequency
offsets optimization, precoding matrix optimization, and null
space projection of AN. AN power distribution, focusing per-
formance, and secrecy performance were analyzed and simu-
lated, which verified the advantages of the proposed schemes.
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