
Research Article
Security Enhancement for Energy Harvesting Cognitive
Networks with Relay Selection

Khuong Ho-Van 1,2 and Thiem Do-Dac 1,2,3

1Ho Chi Minh City University of Technology (HCMUT), 268 Ly Thuong Kiet Street, District 10, Ho Chi Minh City, Vietnam
2Vietnam National University Ho Chi Minh City, Linh Trung Ward, Thu Duc District, Ho Chi Minh City, Vietnam
3Thu Dau Mot University, 6 Tran Van On Street, Phu Hoa Ward, Thu Dau Mot City, Binh Duong Province, Vietnam

Correspondence should be addressed to Thiem Do-Dac; thiemdd@tdmu.edu.vn

Received 10 May 2020; Revised 1 July 2020; Accepted 29 July 2020; Published 30 September 2020

Academic Editor: Carlos T. Calafate

Copyright © 2020 Khuong Ho-Van and Thiem Do-Dac. This is an open access article distributed under the Creative Commons
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work
is properly cited.

Relay selection is proposed in this paper as an efficient solution to secure information transmission of secondary users against
eavesdroppers in energy harvesting cognitive networks. The proposed relay selection method selects a secondary relay among
available secondary relays, which are capable of harvesting radio frequency energy in signals of the secondary transmitter and
correctly restore secondary message, to curtail signal-to-noise ratio at the wire-tapper. In order to evaluate the security
performance of the suggested relay selection method, an exact intercept outage probability formula accounting for peak transmit
power confinement, Rayleigh fading, and interference power confinement is firstly derived. Monte-Carlo simulations are then
generated to corroborate the proposed formula. Numerous results expose that positions of relays, the number of relays, and
parameters of the energy harvesting method significantly influence the security performance while the power confinements on
secondary transmitters cause the performance saturation.

1. Introduction

The explosion of emerging wireless applications, significantly
increasing spectrum utilization demand, and green-and-
sustainable communication induce energy efficiency and
spectral efficiency to become critical design metrics for mod-
ern wireless communication networks (e.g., Fifth Generation
(5G)) [1–5]. Indeed, one of the 5G system’s main use cases is
Internet of Things (IoT). IoT finds wide-spread applications
in many fields such as electricity, transportation, military,
healthcare, public safety, ... A huge number of simultaneously
connected devices when deploying IoT will consume an
enormous amount of energy [6]. Therefore, it is mandatory
to enhance the energy efficiency so as to linger the lifetime
of devices and alleviate the energy demand. Furthermore,
IoT requires a wide transmission bandwidth to allocate con-
current operation of massive amount of devices. As such, in
spectrum scarcity-and-shortage circumstances as nowadays
[7], the problem of improving the spectral efficiency needs
to be solved. Similar to IoT, meeting the increasing demand

of high speed information transmission and the growing
number of mobile users forces the efficient energy-and-
spectrum utilization to become a mandatory design require-
ment for 5G mobile wireless communication systems [8].

The cognitive radio technology is an appropriate and
feasible solution to improve the spectral efficiency [9].
Indeed, a cognitive radio network is decomposed into two
primary and secondary subnetworks where radio frequencies
are solely allotted to primary transmitters in the primary sub-
network. Nonetheless, secondary users (SUs) are also able to
access the primary frequency band with interweave, overlay,
and underlay mechanisms [10]. As such, the cognitive radio
technology considerably enhances the spectral efficiency
and overcomes the spectrum shortage problem, better fulfill-
ing the increasing spectrum utilization demand of new wire-
less applications such as IoT and 5G mobile communication.
In the underlay mechanism, SUs are granted access to the
licensed spectrum only if SUs bound interference power
induced at primary users (PUs) below an endurable thresh-
old. SUs operating in the overlay mechanism utilize

Hindawi
Wireless Communications and Mobile Computing
Volume 2020, Article ID 8867148, 13 pages
https://doi.org/10.1155/2020/8867148

https://orcid.org/0000-0001-7044-4131
https://orcid.org/0000-0001-7739-1837
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2020/8867148


concurrently the licensed spectrum with PUs but informa-
tion transmission reliability of PUs must be maintained or
improved through sophisticated coding methods. Mean-
while, the interweave mechanism solely reserves empty spec-
trum holes of PUs for SUs’ access. Without spectrum sensing
implementation for detecting the empty spectrum holes as in
the interweave mechanism nor complicated coding methods
as in the overlay mechanism, the underlay one is not only
simple but also energy-efficient (no extra energy consump-
tion for spectrum sensing or complicated coding). Therefore,
the underlay mechanism is investigated in this paper.

Several energy efficiency improving solutions for wireless
communications networks have been proposed such as net-
work planning [11], hardware solutions [12], scavenging the
energy from available sources (e.g., thermal, radio frequency
(RF) powers, solar, wind, ...) [13, 14]. Among these solutions,
RF signals based energy harvesting neither depends time-
variant energy sources nor requires additional energy harvest-
ing devices (e.g., wind turbines, solar panels). Such advantages
which the RF signals based energy harvesting brings make it
completely suitable and applicable for small-size mobile
devices used in IoT or 5Gmobile communication [15]. There-
fore, the RF signals based energy harvesting is potential and
feasible to supply the energy, prolong the operation time for
wireless terminals, and increase the energy efficiency [16]. It
can be implemented through Simultaneous Wireless Power
and Information Transfer [17–19] or relaying communication
[20–22].Moreover, RF signals based energy harvesting circuits
were successfully designed and tested [23, 24].

Energy harvesting cognitive networks (EHCNs) combine
two emerging technologies (cognitive radio and RF energy
harvesting). Therefore, EHCNs are expected to achieve mul-
tiple design criteria of modern wireless communication net-
works (e.g., 5G), such as high spectral and energy
efficiencies [25–27]. However, EHCNs allow both secondary
and primary users to utilize the licensed spectrum concur-
rently. As such, information security in these networks is of
great concern. For information security against wire-tappers,
physical layer security (PLS) has lately been suggested as a
complementary-and-cheap measure to the traditional
encryption and cryptographic techniques [28]. Various tech-
niques, such as transmit beam-forming [29], opportunistic
scheduling [30], transmit antenna selection [31], jamming
[32], on-off transmission [33], and relaying [34], can be
applied for PLS. Among them, the relay selection has
received considerable attentions because of the following rea-
sons. Firstly, the relay selection achieves higher spectral effi-
ciency than all-relay transmission while the benefits of all-
relay transmission, such as diversity order and coding gain,
are still maintained for the relay selection [35]. Secondly,
the relay selection sustains the secondary transmitter-
destination connection through relaying in case that this
connection is blocked owing to heavy shadowing or severe
fading or the limited transmission range of SUs (It is recalled
that the underlay mechanism allocates the transmit power of
SUs, which limits the radio coverage of SUs.). Finally, the
relay can be selectively-and-purposely chosen in order to
not only disrupt the eavesdroppers’ signal reception but also
enhance the reliability of received signals at the desired desti-

nation. The current paper suggests a relay selection method
with the objective of minimizing the overhearing of the
eavesdroppers in EHCNs where all relays are self-powered
with harvesting radio frequency energy in signals of the sec-
ondary transmitter and the transmit powers of all SUs are
limited by the peak interference power as well as the peak
transmit power.

1.1. Related Works. This subsection solely surveys works per-
taining to the relay selection in EHCNs for secure informa-
tion transmission against eavesdroppers. More specifically,
this review relied on notable characteristics (Existing works
(e.g., [36–40]), which did not reflect these characteristics,
should not be reviewed. For example, [36–38] considered
non-cognitive radio networks with energy harvesting; [39,
40] provided the security capability analysis of the relay selec-
tion in cognitive radio networks without energy harvesting.)
including the relay selection, security performance analysis,
the interference power confinement, the energy harvesting,
the peak transmit power confinement, the underlay mecha-
nism. Through this survey, our contributions are summa-
rized in successive subsection. Actually, only few works
mentioned the relay/path selection in EHCNs for secure
information transmission against eavesdroppers. More spe-
cifically, the most relevant work is [41] in which the relay
selection follows two steps: the successfully decoding set that
consists of relays exactly recovering the secondary message is
first formed and then the relay (in the successfully decoding
set) which creates the largest signal-to-noise ratio (SNR) at
the secondary destination is chosen. All secondary relays
are self-powered with harvesting radio frequency energy in
signals of the secondary transmitter through the time-
switching (TS) method [42] where one complete secondary
transmitter-to-destination transmission undergoes three
phases: energy harvesting at relays, information transmission
of the secondary transmitter, and information transmission
of the selected relay. Both (peak transmit and interference)
power confinements regulate power distribution for the
relays and the secondary transmitter. Nevertheless, [41] only
provides simulation results on the secrecy outage probability
(SOP) of the investigated relay selection in EHCNs. The rel-
atively relevant work is [43] where the path selection, instead
of the relay selection as [41], was proposed for multi-hop
multi-path EHCNs in which multiple paths, each consisting
of multiple hops, connect the secondary transmitter with
the secondary destination. Only one path providing the larg-
est SNR is adopted to maintain secondary transmitter-
destination connection. In [43], all SUs collect the energy
from dedicated beacons through the TS method and their
transmit powers are subject to the peak transmit power con-
finement, the condition that the eavesdropper fails to recover
SUs’ message, and the interference power confinement. The
outage possibility at the secondary destination was analyzed
in an accurate closed form under the assumption of all statis-
tically independent end-to-end SNRs of transmission paths.
This assumption is not always correct since the transmit
power of the secondary transmitter is a common term which
appears in all end-to-end SNRs of transmission paths; hence,
these end-to-end SNRs are correlated in general.

2 Wireless Communications and Mobile Computing



1.2. Motivation and Contributions. Although the relay selec-
tion has several advantages, rare attention has been paid on
the relay selection in EHCNs for PLS. This motivates us to
further study it in order to have a complete evaluation on
many aspects (information security, spectral efficiency,
energy efficiency, secondary transmitter-destination connec-
tion probability) of EHCNs before practical deployment.
This paper reconsiders the system model in [41] but with
the below distinctions:

(i) Our paper suggests a different relay selection
method in which the chosen relay from the success-
fully decoding set is the one which minimizes the
SNR at the eavesdropper. This prevents the eaves-
dropper from decoding legitimate information as
much as possible

(ii) All relays in this paper harvest the energy with the
power splitting (PS) method which differs the TS
method in [41].

(iii) This paper analyzes the intercept outage probability
(IOP) in an exact form while [41] merely supplied
simulation results of the SOP

Our contributions are briefly listed as:

(i) Suggest a relay selection method in EHCNs to hin-
der the eavesdropper from overhearing as much as
possible

(ii) Derive an exact IOP formula for quickly assessing
the security measure of the suggested relay selection
method in EHCNs under Rayleigh fading channels
and the (peak transmit and interference) power
confinements

(iii) Prove the existence of optimum key system parame-
ters for the best security performance

(iv) Provide insightful results on the security performance:
i) IOP is saturated when the peak transmit power of
the secondary transmitter is large; ii) security perfor-
mance is significantly enhanced with appropriate
selections of relays’ positions, information relaying
and energy harvesting times, and power partition for
energy harvesting and information decoding

1.3. Outline. This paper continues with channel and system
models in Part II. Then, Part III derives the IOP in detail.
Illustrative results and conclusions are delivered in Part IV
and Part V, correspondingly.

1.4. Notations. c ~CN ð0, ηÞ denotes the circularly symmet-
ric complex Gaussian random variable c with η variance
and zero mean; f V ðxÞ and FV ðxÞ are the probability density
function (PDF) and the cumulative distribution function
(CDF) of the random variable V , correspondingly; Pr fV g
denotes the possibility of the event V ; Pr fV jMg is the

probability of the event V conditioned on M;
n

k

 !
= n!/k!

ðn − kÞ! is the binomial coefficient; ΞYf⋅g stands for the
expectation with respect to (w.r.t) the random variable Y ; j
V j denotes the size of the set V .

2. System and Channel Models

Figure 1 considers the relay selection in EHCNs where the sec-
ondary transmitter T communicates the secondary destina-
tion D. The secondary message, which is transmitted by T, is
illegally extracted by an eavesdropper E. Because of severe fad-
ing and heavy shadowing, direct communication between T
and D and between T and E may be unavailable. Accordingly,
the current paper suggests to choose a relay Is from a cluster of
N relays (I1, I2, ..., IN) between T and D for two purposes: i)
maintain communication between T and D through relaying;
ii) limit the eavesdropping of E. For the underlay mechanism
under consideration, T and Ir with r ∈ [1, N] interfere the sig-
nal reception at the primary receiver R. This paper assumes
(This assumption is commonly accepted in cognitive radio
related publications (e.g. [44–46]).) that primary transmitters
are far away from D, E and Ir with r ∈ [1, N] or interferences
from primary transmitters are Gaussian-distributed. As such,
interferences from primary transmitters are neglected or
incorporated into noise terms at corresponding secondary
receivers. Moreover, this paper assumes that T is not power-
constrained. Therefore, relays with limited power can scav-
enge the energy in RF signals of T.

In Figure 2(a), β is the time for the secondary message to
reach D, which is partitioned into two phases. The Phase 1,
which remains εβ where the time splitting ratio is denoted
as ε ∈ (0, 1), is for T to send the secondary message based
on which relays harvest the energy with the power splitting
method (e.g., [47, 48]) and decode the secondary message
as exposed in Figure 2(b). This method splits the received sig-
nal of Ir into two fractions: one fraction

ffiffiffiffi
ω

p
oTIr for decoding

the secondary message (The message decoder is assumed to
spend neglected energy. This assumption is popularly
accepted in open literature (e.g., [49–55]).) and the other
fraction

ffiffiffiffiffiffiffiffiffiffiffi
1 − ω

p
oTIr for harvesting the energy, where oTIr is

the received signal of Ir and ω ∈ (0, 1) is the power splitting

Phase 1

Phase 2

cTI
1
, cTI

2
, ..., cTI

N

cIsD

DT

R

EI1
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cIsE
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Figure 1: System model.
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ratio. The Phase 1 ends with the relay selection as follows.
First, Δ, which denotes a set of relays that exactly recover
the secondary message, is formed. Then, the relay Is in Δ,
which creates the smallest SNR at E, is selected (This paper
assumes that each relay can obtain the channel state informa-
tion (CSI) of channels from and to it (i.e., Ir -E channel, Ir -D
channel, and T-Ir channel) such that the SNRs of these chan-
nels are available at it [56–58]. Such CSI can be estimated, for
example, through the exchange of clear-to-send signal and
ready-to-send signal between D and Ir and between T and
Ir [59], and through local oscillator power leakage from the
wire-tapper’s radio frequency front-end [60, 61]. Further-
more, the relay selection method in this paper can be carried
out in a distributed manner, for instance, using the timer
concept where the relay Ir in Δ sets the value of its timer
which is proportional to the SNR of the Ir-E channel. There-
fore, the relay whose timer runs out first is selected.). Such a
relay selection is to reduce the successful decoding probabil-
ity of E. The Phase 2, which remains (1− ε)β, is for the cho-
sen relay Is to re-encode the decoded secondary message and
broadcast the re-encoded message to D and E.

In Figure 1, cjk, j ∈ {T, I1, I2, ..., IN} and k ∈ {I1, I2, ..., IN,
E, D, R}, signifies the j‐k channel coefficient. The current
paper models cjk ~CN ð0, ηjkÞ. Such a model of cjk implies
that wireless channels under consideration are Rayleigh-
distributed. With incorporating path-loss, ηjk is represented

as ηjk = d−ζjk where djk refers the j‐k distance and ζ denotes
the path-loss exponent. Then, the PDF and the CDF of the
channel gain gjk = jcjkj2 are correspondingly expressed as

f gjk
ðxÞ = e−x/ηjk /ηjk and Fgjk

ðxÞ = 1 − e−x/ηjk , where x ≥ 0.
The relay Ir receives the following signal in the Phase 1:

oTIr = cTIr
ffiffiffiffiffiffi
PT

p
iT + υIr , ð1Þ

where iT is the unit power symbol sent by T, PT is the trans-
mit power of T, and υIr ~CN ð0,VIr

Þ is the receiver noise at
Ir. Without loss of generality and for notation simplicity,
equal noise variances at relays’ receivers are assumed (i.e.,
VIr

= VI , ∀r ∈ ½1,N�).
The T’s transmit power, PT, must be established in the

underlay mechanism as [62].

PT =min
Qp

gTR
, Pp

� �
, ð2Þ

for controlling the interference power induced at R within a
bearable level, upper-bounding the transmit power of T by
the peak transmit power Pp restricted by hardware imple-
mentation, and maximizing the transmission range of T.
Here, Qp is the peak interference power agonized by R.

According to Figure 2(b), Ir harvests the sum energy in
the Phase 1 as

EIr
= φω PTgTIr

+VI

� �
εβ, ð3Þ

where the energy conversion efficiency is φ ∈ ð0, 1Þ. Accord-
ingly, the peak power which the relay Ir can transmit signals
in the Phase 2 is

PIr
=

EIr

1 − εð Þβ = PTgTIr
M + L, ð4Þ

in which

M = εφω/ 1 − εð Þ, ð5Þ

L = VIM: ð6Þ

Figure 2(b) shows that the input signal of the message
decoder of the relay Ir is

�oTIr =
ffiffiffiffiffiffiffiffiffiffiffi
1 − ω

p
oTIr + �υIr , ð7Þ

where �υIr ~CN ð0, �VIr
Þ is the noise generated by the

passband-to-baseband signal conversion. Without loss of
generality, equal noise variances at the passband-to-
baseband signal converters are assumed (i.e., �VIr

= �VI , ∀r ∈
½1,N�).

Plugging (1) into (7) results in

�oTIr =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − ωð ÞPT

p
cTIr iT +

ffiffiffiffiffiffiffiffiffiffiffi
1 − ω

p
υIr + �υIr : ð8Þ

It is inferred from (8) that the message decoder of the
relay Ir obtains the input SNR as

ϒTIr
=
PTgTIr
V̂ I

, ð9Þ

T transmits message
Ir harvests energy and performs decoding

Is transmits message
D and E perform decoding

𝛽

𝜀𝛽 (1 – 𝜀)𝛽

(a)

+ Power
splitter 

+ Message
decoder 

Energy
harvester 

1- 𝜔

𝜔
𝜐I

r

𝜐I
r

(b)

Figure 2: Message processing at Ir and phase times. (a) Phase times, (b) Message processing at Ir.
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where

V̂I =VI +
�VI

1 − ω
: ð10Þ

The channel capacity that the relay Ir can obtain is
CTIr

= ε log2ð1 +ϒTIr
Þ bps/Hz where ε preceding the loga-

rithm is because the Phase 1 remains εβ. Based on the
communication theory, Ir correctly restores the secondary
message only if its channel capacity is above the target trans-
mission rate Ct , i.e., CTIr

≥ Ct . In other words, iT is success-

fully restored at Ir if ϒTIr
≥ϒ t where ϒ t = 2Ct /ε − 1.

The Phase 1 ends by grouping relays which exactly
restore the secondary message into a set Δ as

Δ = Ir : YTIr
≥ Yt , r ∈ 1,N½ �� �

: ð11Þ

Then, the relay in Δ which minimizes the SNR at E is
chosen (It is noted that [38] proposed the same relay selec-
tion method as ours. Nonetheless, [38] considered the non-
cognitive scenario while our paper investigated the cognitive
scenario. As such, the analysis in our paper differs that in
[38].). In other words, the selected relay can be mathemati-
cally represented as

Is = arg min
Ir∈Δ

ϒ IrE
, ð12Þ

where ϒ IrE
is the SNR at E through the Ir−E channel.

Such a relay selection in (12) apparently boosts the IOP at
E, improving the security capability.

The Phase 2 is for Is to broadcast the decoded message iIs .
As such, E receives the signal in the Phase 2 as

oIsE = cIsE
ffiffiffiffiffiffi
�PIs

q
iIs + υE , ð13Þ

in which �PIs
is the transmit power of Is and υE ~CN ð0,VEÞ

is the receiver noise at E.
E obtains the following SNR in the Phase 2, which is com-

puted from (13), as

ϒ IsE
=
gIsE

�PIs

VE
: ð14Þ

Generally, the SNR at E through the Ir−E channel is
derived in a similar manner to (14), i.e.,

ϒ IrE
=
gIrE

�PIr

VE
, ð15Þ

where the transmit power of Ir is �PIr
.

Ir allocates its transmit power according to the underlay
mechanism as

�PIr
=min

Qp

gIrR
, PIr

 !
, ð16Þ

which is similar to (2).
The channel capacity at E in the Phase 2 is given by

CIsE
= 1 − εð Þ log2 1 +ϒ IsE

	 

, ð17Þ

where (1− ε) preceding the logarithm is because the Phase 2
remains (1− ε)β.

3. Intercept Outage Probability Analysis

The IOP is the possibility which the wire-tapper E fails to
decode the secondary message. As such, it is a critical perfor-
mance indicator to assess the security capability of the relay
selection in EHCNs. This section proposes an exact IOP for-
mula for quickly measuring the secrecy performance without
invoking exhaustive simulations.

The IOP is defined as

Θ = Pr CIsE
≤ Ct

� �
, ð18Þ

where Ct is the target transmission rate.
Inserting (17) into (18) results in

Θ = Pr 1 − εð Þ log2 1 +ϒ IsE

	 

≤ Ct

� �
= Pr ϒ IsE

≤ϒ e

� �
,
ð19Þ

where ϒ e = 2Ct /ð1−εÞ − 1.
It is recalled that Is is the relay in the set Δ providing the

smallest SNR at E. Therefore, ϒ IsE
can be represented in

terms of ϒ IrE
with Ir ∈ Δ as

ϒ IsE
=min

Ir∈Δ
ϒ IrE

ð20Þ

Additionally, the formation of the set Δ implicitly
means that the relays in Δ (i.e., Ir ∈ Δ) successfully restore
the secondary message (i.e., ϒTIr

≥ϒ t) while the relays
not in Δ (i.e., Ik ∈ Δ) fail to recover the secondary message
(i.e., ϒTIk

<ϒ t). By denoting jΔj and j�Δj as the sizes of Δ

and �Δ, respectively, it is inferred that jΔj + j�Δj =N . There-
fore, (19) can be explicitly rewritten as

Θ = Pr min
Ir∈Δ

ϒ IrE
≤ϒ e, ∩

Ir∈Δ
ϒTIr

≥ϒ t

� �
, ∩
Ik∈�Δ

ϒTIk
<ϒ t

� �� �
:

ð21Þ

Because ∣Δ ∣ = 0 falls in the range of [0, N], (21) is
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further rewritten according to the law of total probability
as

Θ = 〠
N

Δj j=0
〠
Δ

Pr min
Ir∈Δ

ϒ IrE
≤ϒ e, ∩

Ir∈Δ
ϒTIr

≥ϒ t

� �
, ∩
Ik∈�Δ

ϒTIk
<ϒ t

� �� �
:

ð22Þ

Since ∣Δ ∣ = 0 corresponds to the case which no relay
exactly restores the secondary message, the event min

Ir∈Δ

ϒ IrE
≤ϒ e with ∣Δ ∣ = 0 always happens with the probabil-

ity of 1. Therefore, the term in (22) corresponding to ∣Δ

∣ = 0 can be expressed as

R = Pr ϒTI1
≤ϒ t ,ϒTI2

≤ϒ t ,⋯,ϒTIN
≤ϒ t

� �
: ð23Þ

Without loss of generality, the current paper assumes that
relays are closely located (i.e., ηTIr = ηTI , ηIrD = ηID, ηIrR = ηIR,
ηIrE = ηIE, ∀r ∈ ½1,N�) for analysis tractability. As such, if ∣Δ ∣
= m is fixed, then Pr fmin

Ir∈Δ
ϒ IrE

≤ϒ e, ∩
Ir∈Δ

fϒTIr
≥ϒ tg, ∩

Ik∈�Δ
f

ϒTIk
<ϒ tgg is independent of elements forming the set Δ.

Moreover, the total number of sets, each with ∣Δ ∣ = m elements,

is
N

m

 !
. Therefore, (22) is simplified as

Now, two terms of (24) are computed to finish the deriva-
tion of Θ.

Theorem 1. R is expressed in an accurate closed form as

R = 〠
N

l=0

N

l

 !
−1ð Þl 1 − B

B
e−AB/ηTR + e−G

� �
ð25Þ

where

A =
Qp

Pp
, ð26Þ

B = ηTRϒ tV̂ I l
ηTIQp

+ 1, ð27Þ

G = ϒ tV̂ I l
ηTIPp

: ð28Þ

Proof. Please see Appendix A.

Theorem 2. W is derived in a precise form as

where Wx, y(z) is the Whittaker function [63], eq. (1087.4)
built in computational tools (e.g., Mathematica, Matlab)
and

K = ϒ tV̂ I

ηTI
, ð30Þ

U = ϒ eVE

ηIE
+

Qp

ηIR
, ð31Þ

S =
Qp

ηIRU
, ð32Þ

Θ =R + 〠
N

Δj j=1

N

Δj j

 !
Pr min

Ir∈Δ
ϒ IrE

≤ϒ e, ∩
Ir∈Δ

ϒTIr
≥ϒ t

� �
, ∩
Ik∈�Δ

ϒTIk
<ϒ t

� �� �

=R + 〠
N

Δj j=1

N

Δj j

 !
ΞPT

Pr minϒ IrE
≤ϒ e, ∩ ϒTIr

≥ϒ t

� �
, ∩ ϒTIk

<ϒ t

� �PT

� �|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}H
( )

|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
W

:
ð24Þ

W =
ð∞
0

e−K Δj j/min Qp
x ,Pp

	 

− S − 1ð ÞK U , min

Qp

x
, Pp

� �� �
+K H, min

Qp

x
, Pp

� �� �� � Δj j" #

× 1 − e−K/min Qp
x ,Pp

	 
� �N− Δj j 1
ηTR

e−x/ηTRdx,
ð29Þ
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H = ϒ eVE

ηIE
, ð33Þ

G c, v, bð Þ = 〠
∞

m=0

−vbð Þm
m!b

cbð Þ−m/2e−cb/2W−m/2,1−m/2 cbð Þ, ð34Þ

K n, PTð Þ = eL/ηTIPTM

ηTI
G

ϒ tV̂ I + L/M
PT

, n
PTM

, 1
ηTI

� �
:

ð35Þ
Proof. Please see Appendix B.

Inserting (25) and (29) into (24), one obtains the exact
IOP formula for the proposed relay selection in EHCNs in
a single-integral form as

Θ =R + 〠
N

Δj j=1

N

Δj j

 !
W ð36Þ

It is well-known that the single integral in (36) can be
solved by numerical methods available in computational tools
(e.g., Matlab, Mathematica). Accordingly, the accurate IOP
formula in (36) for the proposed relay selection in EHCNs
considering both the (peak transmit and interference) power
confinements can be straightforwardly computed, which is
useful to promptly measure the secrecy performance without
time-consuming simulations. Relied on our understanding,
this formula has not been published yet.

4. Results and Discussions

The IOP of the proposed relay selection in EHCNs is
evaluated through critical system parameters. For illustration
purposes, some specifications are selected as follows: T at
(0.0, 0.0), Ir at (d, 0.0), D at (1.0, 0.0), E at (0.9, 0.5), R at
(0.4, 0.6), Ct =0.1 bps/Hz, φ = 0:9, VE =VI = �VI =N0, ζ = 3.
In the sequel, “The.” means the theoretical result in (36)
whereas “Sim.” implies the simulated result.

Figure 3 shows the IOP w.r.t Pp/N0 for ω=0.7, ε=0.6,
d=0.4, Qp/N0 =15 dB. The results illustrate that the simula-
tion coincides with the theory, verifying the preciseness of
(36). Additionally, the IOP decreases with increasing Pp/N0.
This comes from the fact that increasing Pp/N0 allows the
relays to exactly restore the secondary message and to scav-
enge more radio frequency energy in signals of T, hence
increasing the SNR at E in the Phase 2 and reducing the
IOP. Nevertheless, the IOP bears the error floor at large
Pp/N0. This error floor is because of the power allocation
for secondary transmitters (please recall (2) and (16)) where
large values of Pp/N0 make the transmit powers of T and Ir
independent of Pp/N0 (i.e., large Pp/N0 neglects the peak
transmit power confinement), inducing the constant IOP.
Moreover, the IOP is proportional to the number of relays,
confirming the effectiveness of the relay selection in improv-
ing the secrecy performance.

Figure 4 demonstrates the IOP w.r.t Qp/N0, with param-
eters of Figure 3, excepting Pp/N0 =10 dB. The results expose
that the theory coincides the simulation, again proving the

validity of (36). Additionally, the IOP declines with Qp/N0.
This result is comprehended from the power distribution of
T and Ir, similarly to Figure 3. Moreover, the IOP increases
with the number of relays, showing the importance of the
proposed relay selection method in preventing the wire-
tapper from overhearing the secondary message.

Figure 5 exposes the IOP w.r.t the distance from T to the
relay group, with parameters of Figure 4, excepting
Pp/N0 =16 dB and Qp/N0 =12dB. The results prove that the
theory agrees with the simulation, again asserting the accu-
racy of (36). It should be reminded that the intercept outage
event happens as the set Δ does not exist (i.e., the relay group
is distant from T) or the selected relay Is in the set Δ cannot
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create the sufficient SNR at E (i.e., the relay group is distant
from E). As such, the least secured information transmission
(i.e., the IOP is minimum) happens when the relay group is
located in a convenient position for E to eavesdrop the largest
amount of information. This convenient position apparently
represents the best compromise between the probability that
the set Δ exists and the probability that E can achieve the
highest SNR from the selected relay. Figure 5 shows that
the least secure information transmission happens at
dworst=0.44, 0.88, 0.92 for N=1, 3, 5, respectively. That the
dworst is proportional to N can be interpreted as follows: i)
The probability that the set Δ exists is higher for the larger
value of N; hence, the relay group can be placed more dis-
tantly from T (i.e., increase d) as N increases; ii) That the
relay group can be placed more distantly from T for the larger
value of N induces the selected relay in Δ to be closer to E;
hence, the SNR at E is improved and the IOP is reduced. Fur-
thermore, Figure 5 apparently demonstrates the efficacy of
the proposed relay selection (i.e., the IOP decreases with
increasing N) in EHCNs.

Figure 6 plots the IOP w.r.t the time splitting ratio ε, with
parameters of Figure 5, excepting d=0.4. The results expose
that the theory coincides with the simulation, asserting the
preciseness of (36). Moreover, the secrecy performance is
better with the larger number of relays due to having more
chances to select the optimum relay. Figure 6 exactly reflects
this comment since increasing N induces an increase in the
IOP. Furthermore, the time splitting ratio impacts the
amount of the harvested energy and the relays’ probability
of successfully decoding the secondary message in the Phase
1 and the channel capacity at E in the Phase 2. More specifi-
cally, increasing ε prolongs the time of the Phase 1; therefore,
the relays can scavenge more energy and accurately restore
the secondary message with a larger probability. Nonetheless,
increasing ε reduces the time of the Phase 2; hence, the chan-
nel capacity at E decreases and the IOP increases. Therefore,

it is expected that there exists a certain value of ε that makes
the IOP minimized (equivalently, the worst security perfor-
mance). Figure 6 apparently illustrates this observation. To
be more specific, the minimum IOPs happen at εworst=0.41,
0.22, 0.21 for N=1, 3, 5, respectively.

Figure 7 exposes the IOP w.r.t the power splitting ratio ω,
with parameters of Figure 6, excepting ε=0.6. The results
illustrate that the theory coincides the simulation, proving
the preciseness of (36). Additionally, the larger number of
relays drastically increases the IOP, demonstrating the effi-
cacy of the suggested relay selection in reducing the informa-
tion eavesdropping of E. Furthermore, turning appropriately
the power splitting ratio can avoid the degradation of the
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security performance. For example, ω should not be chosen
in the range of [0.2, 0.7] for N=1 in which the IOP is small
(i.e., bad security performance). This is because increasing
ω enables the relays to harvest more energy; thus, the relays
can produce high SNRs at E, eventually declining the IOP.
Nonetheless, increasing ω also decreases the energy reserved
for the message decoder, which consequently reduces the size
of Δ (i.e., reducing the chance to adopt the optimum relay for
minimizing the SNR at E) and increases the IOP. Therefore,
appropriate selection of ω can avoid the least secure informa-
tion transmission (i.e., smallest IOP). In Figure 7, the smallest
IOP happens at ω=0.41 for N=1.

5. Conclusion

This paper proposes the relay selection method to improve
the information security in energy harvesting cognitive net-
works against eavesdroppers. The relays are able to harvest
radio frequency energy in the signals of the power-
unconstrained secondary transmitter and the relay which
creates the smallest SNR at the eavesdropper is adopted to
decode and forward the secondary message to the secondary
destination. The security performance of the proposed relay
selection method considering both (peak transmit and inter-
ference) power confinements and Rayleigh distribution is
quickly measured by the suggested precise IOP formula that
is asserted byMonte-Carlo simulations. Multiple results indi-
cate that the positions of the relays and the parameters
(power and time splitting ratios) of the energy harvesting
method can be properly adjusted to increase the IOP, eventu-
ally improving the security performance. Moreover, the IOP
experiences the error floor as the transmit power is high.

Appendix

A. Proof of THEOREM 1

R in (23) is explicitly expressed as

R = ΞPT
Pr ϒTI1

≤ϒ t ,ϒTI2
≤ϒ t ,⋯,ϒTIN

≤ϒ t

PT

� �� �
:

ðA:1Þ

Conditioned on PT , the events fϒTIr
≤ϒ tg with r ∈ [1,

N] are uncorrelated. Additionally, that relays are closely
located induces Pr fϒTI1

≤ϒ tjPTg = Pr fϒTI2
≤ϒ tjPTg =

⋯ =Pr fϒTIN
≤ϒ tjPTg =Z . Equivalently, Pr fϒTIr

≤ϒ tj
PTg is the same for any relay Ir. Therefore, (A.1) is simplified
as

R = ΞPT
Pr ϒTIr

≤ϒ t

PT

� �	 
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
Z

N

8><
>:

9>=
>;: ðA:2Þ

Using (9), one can rewrite Z as

Z = Pr
PTgTIr

V̂ I

≤ϒ t

PT

� �
: ðA:3Þ

It is recalled that ηTIr = ΞgTIr
fgTIrg = ηTI . Therefore,

(A.3) is further simplified as

Z = Pr gTIr
≤
ϒ t V̂ I

PT

� �
= 1 − e−ϒ tV∧I /PTηTI : ðA:4Þ

Inserting (A.4) into (A.2) and using PT =min ððQp/gTRÞ,
PpÞ in (2), the expectation with respect to PT is solved as

R = ΞPT
1 − e−ϒ tV∧I /PTηTI
	 
Nn o

= 〠
N

l=0

N

l

 !
−1ð ÞlΞPT

e−ϒ tV∧I l/PTηTI
n o

= 〠
N

l=0

N

l

 !
−1ð Þl

ð∞
Qp/Pp

e−ϒ tV∧I l/ηTIQpx
1
ηTR

e−x/ηTRdx

 

+
ðQp/Pp

0
e−ϒ tV∧I l/ηTIPp

1
ηTR

e−x/ηTRdx

!

ðA:5Þ

The above integrals are straightforwardly computed; hence,
R in (A.5) exactly matches (25) after using new notations in
(26), (27), (28). This finishes the proof.

B. Proof of THEOREM 2

Conditioned on PT , the event fmin
Ir∈Δ

ϒ IrE
≤ϒ e, ∩

Ir∈Δ
fϒTIr

≥

ϒ tgg is independent of the event f ∩
Ik∈�Δ

fϒTIk
<ϒ tgg. There-

fore, the term H in W is decomposed as

H = Pr minϒ IrE
≤ϒ e, ∩ ϒTIr

≥ϒ t

� �PT

� �|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
H1

Pr ∩ ϒTIk
<ϒ t

� �PT

� �|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
H2

:

ðB:1Þ

The termH 2 can be derived in the same way asR, result-
ing in

H 2 = Pr ϒTIk
<ϒ t

PT

� �|fflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
Z

0
B@

1
CA

�Δj j

= 1 − e−ϒ tV∧I /PTηTI
	 
 �Δj j = 1 − e−ϒ tV∧I /PTηTI

	 
N− Δj j
:

ðB:2Þ

ϒ IrE
correlates ϒTIr

because gTIr is their common term.
Therefore, the term H 1 must be rewritten in terms of
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conditional probabilities as

H 1 = Ξ gTIrf g
Ir∈Δ

Pr min
Ir∈Δ

ϒ IrE
≤ϒ e, ∩

Ir∈Δ
ϒTIr

≥ϒ t

� �PT , gTIr

n o
Ir∈Δ

� �� �

= Ξ gTIrf g
Ir∈Δ

Pr min
Ir∈Δ

ϒ IrE
≤ϒ e

PT , gTIr ≥
ϒ tV̂ I

PT

� �
Ir∈Δ

( )( )

= Ξ gTIrf g
Ir∈Δ

1 − Pr min
Ir∈Δ

ϒ IrE
>ϒ e

PT , gTIr
≥
ϒ tV̂ I

PT

� �
Ir∈Δ

( )( )

= Ξ gTIrf g
Ir∈Δ

1f g − Ξ gTIrf g
Ir∈Δ

Y
Ir∈Δ

Pr ϒ IrE
>ϒ e

PT , gTIr ≥
ϒ tV̂ I

PT

� �( )

= Ξ gTIrf g
Ir∈Δ

1f g −
Y
Ir∈Δ

ΞgTIr
Pr ϒ IrE

>ϒ e

PT , gTIr ≥
ϒ tV̂ I

PT

� �� �

= Ξ gTIrf g
Ir∈Δ

1f g|fflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflffl}
~H1

− ΞgTIr
Pr ϒ IrE

>ϒ e

PT , gTIr ≥
ϒ tV∧I

PT

� �
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}I

8<
:

9=
;|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

�H1

0
BBBBBB@

1
CCCCCCA

Δj j

:

ðB:3Þ

The term ~H 1 is straightforwardly inferred as

~H 1 =
Y
Ir∈Δ

ΞgTIr
1jgTIr

≥
ϒ t V̂ I

PT

� �

=
Y
Ir∈Δ

ð∞
ϒ t V̂ I /PT

f gTIr
xð Þdx = e−ϒ tV∧I /PTηTI

	 
 Δj j

= e−ϒ tV∧I Δj j/PTηTI :

ðB:4Þ

In order to compute �H 1, the term I is firstly derived
after inserting the explicit form of ϒ IrE

in (15) into (B.3) as

I = Pr ϒ IrE
>ϒ e

PT , gTIr ≥
ϒ tV̂ I

PT

� �

= Pr
gIrE

�PIr

VE
>ϒ e

PT , gTIr ≥
ϒ tV̂ I

PT

( )

= Ξ�PIr
e−ϒ eVE/�PIr ηIE

PT , gTIr ≥
ϒ t V̂ I

PT

� �
:

ðB:5Þ

Plugging (16) into (B.5), the compact form of I is
obtained as

I = ΞgIrR
e
−ϒ eVE/ηIE min Qp

gIrR
,PIr

� �PT , gTIr
≥
ϒ tV̂ I

PT

8<
:

9=
;

=
ð∞
Qp/PIr

e−ϒ eVE/ηIEQpx
1
ηIR

e−x/ηIRdx

+
ðQp/PIr

0
e−ϒ eVE/ηIEPIr

1
ηIR

e−x/ηIRdx = S − 1ð Þe−U/PIr

+ e−H/PIr ,
ðB:6Þ

where U, S, and H are given in (31), (32), and (33),
correspondingly.

Inserting (B.6) into �H 1 results in

�H 1 = S − 1ð ÞΞgTIr
e−U/PIr

PT , gTIr ≥
ϒ tV̂ I

PT

� �
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

K U ,PTð Þ

+ ΞgTIr
e−H/PIr

PT , gTIr ≥
ϒ t V̂ I

PT

� �
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

K U ,PTð Þ

:

ðB:7Þ

Given PIr
in (4), the function Kðn, PTÞ is simplified as

K n, PTð Þ = ΞgTIr
e−n/PTgTIrM+L

PT , gTIr
≥
ϒ tV̂ I

PT

� �
=
ð∞
ϒ t V̂ I /PT

e−n/PTMx+L 1
ηTI

e−x/ηTI dx:
ðB:8Þ

By the variable change y = x + ðL/PTMÞ, one rewrites K
ðn, PTÞ as

K n, PTð Þ = eL/ηTIPTM

ηTI

ð∞
ϒ t V̂ I+L/Mð Þ/PT

e−
n

PTM/y−y/ηTI dy: ðB:9Þ

By defining

G c, v, bð Þ =
ð∞
c
e−v/y−bydy, ðB:10Þ

it is apparent that (B.9) coincides (35). Accordingly, the proof
continues with showing that the function Gðc, v, bÞ is pre-
sented in the precise closed form as (34). Toward this end,
one applies the series expansion to e−b/y, which results in

G c, v, bð Þ =
ð∞
c

〠
∞

m=0

1
m!

−
v
y

� �m
" #

e−bydy = 〠
∞

m=0

−vð Þm
m!

ð∞
c

e−by

ym
dy:

ðB:11Þ

By the variable change x= by, one rewrites Gðc, v, bÞ as

G c, v, bð Þ = 〠
∞

m=0

−vbð Þm
m!b

ð∞
cb

e−x

xm
dx: ðB:12Þ

With the help of [63], eq. (3.381.6), the last integral in
(B.12) is expressed in closed-form in terms of the Whittaker
function; hence, (B.12) exactly matches (34).

Plugging (B.4) and (B.7) into (B.3) and then inserting the
result together with (B.2) into (B.1), one achieves

H = e−ϒ tV∧I Δj j/PTηTI − S − 1ð ÞK U , PTð Þ +K H, PTð Þf g Δj j
h i
� 1 − e−ϒ tV∧I /PTηTI
	 
N− Δj j

:

ðB:13Þ
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Because W = ΞPT
fHg and PT =min ððQp/gTRÞ, PpÞ, by

replacing PT with min ððQp/gTRÞ, PpÞ in the formula of H
and averaging H over the random variable gTR, one obtains
the single-integral formula ofW as (29). As such, the proof is
completed.
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