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With the development of wireless local area networks and intelligent transportation technologies, the Internet of Vehicles is
considered to be an effective method to alleviate the severe situation of the current transportation system. The vehicles in the
Internet of Vehicles system build the Vehicular Ad Hoc Networks through wireless communication technology and dynamically
provide different services through the real-time driving information broadcast by the vehicles. Vehicle drivers can control the
distance, planning the driving route, between vehicles according to the current traffic environment, which improves the overall
safety and efficiency of the traffic system. Due to the particularity of the Internet of Vehicles system service, vehicles need to
broadcast their location information frequently. Attackers can collect and analyze vehicle broadcast information to steal privacy
and even directionally track the owner through the driving trajectory, bringing serious security risks. This paper proposes a
blockchain-based privacy protection system for the Internet of Vehicles. The system combines the blockchain with the Internet
of Vehicles system to design a safe and efficient two-way authentication and key agreement algorithm through encryption and
signature algorithm, which also solves the central dependency problem of the traditional Internet of Vehicles system.

1. Introduction

With the improvement of living standards, traffic congestion
becomes more and more serious with the increase of vehicles.
With the emergence of 5th Generation, Bluetooth, sensor
technology, cloud computing, big data, and other new tech-
nologies, the field of intelligent transportation has made great
progress. In the Internet of Vehicles system, vehicles perceive
the surrounding road condition environmental information
through the on-board unit and communicate to roadside
units and other vehicles in the network through the vehicle
communication module so that the vehicle owner can obtain
road condition information and navigation information,
reducing traffic risks.

Because the Internet of Vehicles system is a complex sys-
tem composed of vehicles, people, and other network facili-
ties and it communicates through the wireless network, the
system faces serious security problems. Therefore, how to
protect user privacy while providing services is an urgent
problem to be solved.

The concept of Vehicular Ad Hoc Networks (VANETS)
originally originated from the Internet of Things and is the
core technology of autonomous driving. The Internet of
Vehicles system integrates advanced communication tech-
nology, and intervehicular communication, intravehicular
communication, and vehicular mobile Internet are the three
main communication components of the system [1].

Blockchain is essentially a decentralized and distributed
database technology. It maintains a chain structure of data
blocks among participating nodes, which is a continuously
growing and immutable data record based on cryptography
[2]. Each block can be logically divided into blockhead and
block body; each block is concatenated with a hash value in
the blockhead, and the transactions in each block are associ-
ated with the Merkle root. The blockchain will synchronize
the transaction information to the entire network through
the consensus mechanism, and each client stores the latest
transaction information, forming a decentralized storage
method. When some nodes fail, it will not affect the opera-
tion of the entire system [3].
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In order to solve the problem of security and communi-
cation efficiency, this paper proposed the Blockchain-Based
Internet of Vehicles Privacy Protection System. The system
solves the problem of central failure caused by excessive
access by managing the public key information of vehicles
through a distributed mechanism. Due to the tamper-proof
feature of blockchain, it can prevent the vehicle’s public key
information stored on the chain from being illegally tam-
pered with. The system uses malicious behavior voting sys-
tem to detect the message sent by the vehicle through the
blockchain node, which prevents the vehicle from mali-
ciously publishing illegal location information. The system
uses blockchain and cryptographic algorithms to design effi-
cient two-way authentication and key exchange strategies to
reduce communication costs. At the same time, vehicles in
the system can communicate anonymously with location ser-
vice providers through blockchain, avoiding location service
providers from stealing vehicle privacy. In summary, the
Blockchain-Based Internet of Vehicles Privacy Protection
System proposed in this paper is lower in cost, higher in secu-
rity, and easier to maintain than the traditional Internet of
Vehicles scheme.

The rest of the paper is organized as follows. Literature
Review introduces existing techniques. Materials and
Methods introduce the details of the system implementation.
Security Analysis analyzes the security of the system. Results
and Discussion present the performance results obtained for
the system and provide a state-of-the-art comparison.
Finally, Conclusions conclude the paper and outline some
potential future work.

2. Literature Review

The traditional Internet of Vehicles system is based on PKI
technology [4], which will generate a lot of communication
costs. Due to the centralization of authentication nodes, the
central node has heavy tasks, cannot be proxied, and is easy
to be compromised, which brings the risk of leakage of user’s
sensitive information [5]. Salem et al. proposed a dynamic
key distribution protocol based on PKI [6]. Vehicles do not
need to store a large amount of key information but dynam-
ically obtain keys from CA through RSU, which reduces the
storage pressure on the vehicle side. When the vehicle certif-
icate is revoked, the CA only needs to send a part of the rev-
ocation message without updating the entire Certificate
Revocation List (CRL). Tan et al. proposed the SA-KMP
algorithm and, based on the public key system, proposed a
key agreement protocol based on the 3-dimension matrix to
ensure secure communication between the vehicle and the
RSU. In order to better protect the private data in the IoV
system, Guo proposed a communication protocol based on
pseudonyms [7]. The protocol combines homomorphic key
agreement and digital signatures to manage and use pseudo-
nyms to ensure the communication security and privacy pro-
tection of vehicles, but there is still the problem of central
node dependence. Wang et al. proposed an anonymous cer-
tificate distribution mechanism for the Internet of Vehicles
[8]. The vehicle obtains a temporary anonymous certificate
from the passing RSU and uses it to broadcast messages.

Therefore, there is no complicated certificate management
problem, and the vehicle does not need to check the time-
consuming CRL during the authentication process, which
significantly improves authentication efficiency. Mei uses
ring signatures and identity-based encryption technologies
to authenticate communications between vehicles, but there
is no experimental plan to analyze the complex network.
Wei et al. proposed a fog-based privacy protection scheme
that improves the security of a crowded vehicle network
[9]. The schema can ensure that the fog user is anonymized
during identity authentication between the fog user and the
fog server. In order to reduce the central dependency prob-
lem, researchers combine blockchain technology with the
Internet of Vehicles. The concept of blockchain was first pro-
posed by Nakamoto in 2008 [10]. Lasla et al. proposed a
blockchain-based lightweight authentication method to
replace certificate authentication, using blockchain technol-
ogy to track the certificate of each vehicle in a distributed
immutable ledger, and proposed a completely distributed
vehicle access mechanism [11]. Yang et al. proposed a
blockchain-based vehicle reputation management system.
In this system, the Bayesian inference model is used to eval-
uate adjacent vehicles and send rating information to the
blockchain network which realized tamper-proof reputation
information [12]. He proposed a key management mecha-
nism of IoV based on blockchain technology [13], which
improves the low efficiency of traditional key management
schemes and enhances the security of keys.

In general, most of the relevant studies have flaws in com-
munication efficiency, cost, or security. Combining the
advantages and disadvantages of the abovementioned exist-
ing schema, this paper proposes a privacy protection system
based on blockchain. Based on the open, self-organized, and
fast-moving features of the Internet of Vehicles, the system
uses the tamper-proof and distributed features of blockchain
technology to design efficient two-way authentication and
key agreement algorithm and an anonymous location
service-providing algorithm which improves the security of
the Internet of Vehicles system.

3. Materials and Methods

The architecture of the Internet of Vehicles system based on
blockchain is shown in Figure 1. A large amount of real-time
traffic information such as safety messages needs to be proc-
essed in the Internet of Vehicles. Due to the limited comput-
ing power of the vehicle, the system uses RSU as a blockchain
network node. RSU has certain computing power and has
routing and forwarding functions. It adopts a cloud comput-
ing strategy to forward the received data to the RSU server,
which has powerful real-time computing power and enough
storage space to provide necessary computing power for the
blockchain system. The cloud server provides a high-speed
data query interface for RSU. Cloud computing provides a
guarantee for data storage and analysis in the Internet of
Vehicles system [14]. The blockchain is used to manage the
user’s public key and other private information to prevent
it from being illegally tampered with; the blockchain system
can hold the relevant nodes accountable in the event of a
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dispute. Law Enforcement Agency (LEA) is also added to the
system to review user information and TA-generated infor-
mation, which is then signed and posted to the blockchain
network (see Figure 1).

3.1. System Initialization. When the system is initialized, TA
needs to create a blockchain account for each blockchain
node, package the smart contract that implements the key
management function into a transaction, and publish it to
the blockchain network. TA records the contract address
and interface information. When TA communicates with
the blockchain node (RSU), it needs to provide the smart
contract address to the node; only the correct contract
address can trigger the contract to perform the predeter-
mined function.

In order to realize the system’s cryptosystem, TA needs to
set the parameter L = ðp, a, b,G, nÞ for the system to deter-
mine the elliptic curve E in the finite field GF (p). TA needs
to allocate public and private key pairs to the prearranged
blockchain nodes (RSU) and upload the public key to the
blockchain network.

3.2. Key Management. Key management is the core problem
to be solved in the application system based on cryptography.
In the traditional IoV system, the central authority has full
authority to manage the binding of vehicle identity and pub-

lic key, which requires huge communication and storage
costs. As the number of vehicles increases in the system, it
may cause the central server to crash. When the data in the
central server is tampered and not discovered by the admin-
istrator in time, it will cause huge losses to the system.

The vehicles in the IoV system are traveling at high speed;
vehicles need to make quick decisions. The central server
cannot meet the communication delay problem due to the
long communication distance [13]. The system proposed in
this paper not only enhances the security of the key in the
system but also reduces the communication delay.

3.2.1. User Registration. Before joining the Internet of Vehi-
cles system, the vehicle needs to register with the local trusted
agency. The detailed process is as follows:

(1) The owner sends the relevant personal information
such as name, ID number, license plate number, vehi-
cle type, and motor vehicle driving license to TA for
review. The identity information needs to be strictly
reviewed to ensure the legitimacy of the members in
the system

(2) After TA reviews the user information, it generates a
unique ID value for the user (UID), user public key
(UPubK), user private key (UPriK), and validity
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Figure 1: Blockchain-based IoV system.
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period VP (Valid Period) of the user public key infor-
mation for the user

(3) TA submits the user information and the generated
public key information to LEA for review. After
checking the information, LEA encodes {UID,
UPubK, VP} as hexadecimal data encapsulates it into
a transaction and sends the transaction information
to the blockchain network. Then, the blockchain
node executes according to the logic defined by the
registration function in the smart contract. After the
contract is successfully executed, the transaction is
successfully chained, and the blockchain system feeds
back the successful execution result to TA

(4) After the TA obtains the execution result, it will pack-
age {UID, UPubK, UPriK, and VP} and send it to the
vehicle user through the secure channel

3.2.2. Key Update. Regularly updating key information helps
to enhance the security of the system. The key update is for
keys whose validity period is about to expire. The user
obtains a new set of public and private key pairs from the
TA and continues to enjoy the services of the IoV system
during the next validity period. The detailed process is as
follows:

(1) The user packages the public key information and
sends a key update request to the TA; the requested
content includes the public key information before
update like {UID, UPubK, and VP}

(2) TA reviews the user’s request information and gener-
ates new public and private keys and validity period
(newVP) information after verification, that is,
{UID, newPubK, newPriK, and newVP}. TA encap-
sulates the information and sends an authentication
request to LEA

(3) After receiving the verification request, LEA verifies
the validity of the public key information, signs it
after successful verification, packages it into a trans-
action, and sends it to the blockchain network

(4) After the blockchain receives the transaction infor-
mation, the blockchain node executes the key update
method in the smart contract. After the contract is
successfully executed, the transaction is successfully
chained and the blockchain system feeds back the
successful execution result to TA

(5) After TA obtains the execution result, it packs the
new user information and sends it to the vehicle user
through the secure channel

3.2.3. Key Revocation. Key revocation is the process in which
the blockchain system analyzes the behavior of vehicles to
judge malicious users and revoke their public keys. The sys-
tem designs a malicious behavior voting mechanism through
the blockchain to record the malicious behaviors by using the
smart contract. The voting results will be encapsulated into
transactions and stored in the blockchain. Key revocation is

aimed at finding out malicious users in the system. The
detailed process is as follows:

(1) After receiving the distorted broadcast message from
the malicious user, the blockchain node (RSU)
records the vehicle ID and malicious behavior, pack-
ages it into a transaction, uploads it to the blockchain,
and calls the voting record function in the smart con-
tract. The function first queries the voting record
Votev according to this id and then saves the record
after adding one. The blockchain system will judge
whether the current Votev exceeds the threshold
THRv of malicious behavior set by the system. If
Votev > THRv , the system will determine the vehicle
as a malicious vehicle and encapsulate the vehicle
ID, public key, and other identifying information to
send a public key revocation request to TA

(2) After receiving the public key revocation request, TA
checks the voting process. If the voting process is cor-
rect, the malicious user’s information {UID, UPubK,
and newVP} will be sent to LEA

(3) LEA reviews the revocation request, encapsulates a
key revocation transaction, and sends it to the block-
chain network

(4) After receiving the key revocation transaction, the
blockchain executes the revocation function in the
smart contract, stores the public key revocation
transaction on the chain, marks the malicious user’s
public key as revoked, and sends a successful receipt
to TA

The RSU can verify its location through the positioning
system. The detailed process of the malicious behavior voting
system based on smart contracts is as follows.

After RSU receives the vehicle message, it extracts the
location information provided by the vehicle and judges
whether the message is severely distorted based on its own
location information.

bol = CL LRSU, LVð Þ#: ð1Þ

If bol is false, it means that the message is severely dis-
torted; the system will drop the data packet and query the
current malicious behavior of the vehicle through the smart
contract and save the query result after adding one.

If bol is true, it means that RSU determines that this com-
munication is normal.

Key revocation is of great significance for maintaining
system security. The system needs to set reasonable thresh-
olds to reduce system risks and ensure the normal operation
of the system.

3.3. Communication Technology

3.3.1. Authentication. In order to ensure the legality of vehi-
cles entering the system, when the vehicle enters the network
and requests to communicate with other vehicles, it needs to
be authenticated by RSU.
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(1) Blockchain network node (RSU) broadcasts its bea-
con message, including RSU ID information (RID),
RSU public key information (RPubK), time informa-
tion (TSRSU), which is used to verify whether the mes-
sage has expired, and RSU public key proof (Merv),
which is part of the Merkle tree in the block header.
It can be used to verify the existence of the RSU pub-
lic key

(2) After receiving the RSU broadcast message, the vehi-
cle uses the on-board unit to calculate Merv to verify
the correctness of the RSU public key. After the suc-
cessful verification, the vehicle ID (UID) and public
key information (UPubK) are generated by the hash
function to maintain the integrity of the information.
To ensure efficient operation of the system, this cal-
culation process can be done offline or when the pro-
cessor is idle

Hv = SHA UID, UPubKð Þ: ð2Þ

In order to ensure the authenticity of the message source,
the vehicle uses its private key to sign the generated summary
information. To enable RSU to verify the legitimacy of mes-
sages and avoid replay attacks, the vehicle needs to send clock
informationTSv to the RSU node.

Sigv = SigUPriK Hvð Þ = SigUPriK SHA UID, UPubKð Þð Þ#,
Msgv = UID, UPubK, TSv,Hv, Sigvð Þ#:

ð3Þ

(3) After receiving the Msgv from the vehicle, the RSU
checks its own clock information TRSU. Check
whether TRSU − TSv < THRt is established; if the time
is within the preset range, the communication is
allowed to continue. Otherwise, the data packet will
be dropped. After verification, the system uses the
same algorithm to calculateHv′. Compare Hv′
andHv. If it matches, it can prove that the public
key information has not been modified. If the match-
ing fails, the message will be discarded

Hv ′ = SHA UID, UPubKð Þ#: ð4Þ

After verifying the integrity, the RSU extracts the public
key information (UPubK) queries whether it exists in the
blockchain. If the public key exists, it can be used to verify
the signature information. Otherwise, the packet is discarded.
It is assumed that the user’s private key will not be disclosed
to other nodes; so when the signature verification is success-
ful, the RSU can confirm the current communication vehicle
legal.

Verv = VerUPubK Hv, SigUPriK Hvð Þð Þ#: ð5Þ

(4) In order to prevent malicious nodes from imperson-
ating RSU for communication, vehicles also need to
verify the authenticity of RSU nodes. RSU will assign
an authentication status code (ASC) and an authenti-
cation validity period (AVP) to vehicles that have
successfully authenticated. RSU sends RID, ASC,
AVP, and timestamp information (TRsu′) to the vehi-
cle node with the private key signed

S = RID, ASC, AVPf g#,
SigRsu = SigRPriK Sð Þ#:

ð6Þ

(5) After receiving the RSU information, the vehicle
node first checks its own clock informationTv .
CalculateTv − TRsu′ < THRt to verify whether the
timestamp information is within the allowed range.
After verification, use the RSU public key received
previously to verify the RSU signature message. If
the verification is successful, the vehicle saves ASC
and AVP. Two-way authentication is completed

Verv = VerUPubKv
S, SigUPriK Sð Þð Þ#: ð7Þ

After two-way authentication, the blockchain will record
the authentication status and the validity period. If the vehicle
enters the scope of other RSUmanagement within the validity
period, cross-domain certification can be quickly completed.

After the certified vehicle enters the communication
range of other RSU and receives the RSU broadcast message,
the vehicle needs to verify the authenticity of the RSU public
key through public key proof in the broadcast message first.
After successful verification, the vehicle sends ID informa-
tion, ASC, and signature information to RSU; RSU deter-
mines whether the authentication status code and validity
period are legal by querying the blockchain for the authenti-
cation information corresponding to the vehicle’s public key.
If so, RSU uses the private key to sign its own public key
information to verify the validity of the RSU to the vehicle
to complete the two-way authentication. If not, the RSU
sends a reauthentication request to the vehicle.

If the vehicle is not within the communication range of
the RSU, the vehicle needs to send a broadcast message
requesting communication with the RSU to other vehicles
within the communication range of the current vehicle. After
receiving the message, vehicles within the RSU communica-
tion range forward the request message to the RSU. If the
RSU verifies the public key information of the requested
vehicle, the RSU broadcasts a beacon message, and the vehi-
cles within the RSU communication range will try to forward
the message to the requesting vehicle. The system provides
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rewards for successfully forwarded vehicles. The rest of the
steps are the same. If the vehicle does not have an RSU within
its own communication range and there are no other vehi-
cles, it cannot communicate.

3.3.2. Key Agreement. Since the symmetric cryptosystem has a
faster encryption and decryption speed than the asymmetric
cryptosystem, the system adopts symmetric cryptography in
communication, and it is necessary for both parties to com-
plete the key agreement before transmitting the information.

(1) The vehicle generates a random number A and Initial
Key. The seed of the random number is dynamically
generated from the identity information and the
timestamp information to ensure the randomness of
the number. Packages the message M0 and uses the
hash algorithm to generate a message digest

M0 = RID, UID, A, Initial Keyf g#,
H1 = SHA M0ð Þ#:

ð8Þ

Pack the message M0, summary result and timestamp
information, encrypt it with the verified RSU public key,
and send the ciphertext to RSU.

C1 = ERPubK RID, UID, A, Initial Key,H1, TSvð Þ#: ð9Þ

(2) After receiving the message, RSU uses its private key
to decrypt the message to obtain the plaintext content
and then uses its own clock information TRSU to
check TRSU − TSv < THRt ,

M1 =DRPriK C1ð Þ = RID, UID, A, Initial Key,H1, TSvð Þ#:
ð10Þ

Verify message integrity. Use the received {RID, UID, A,
and Initial Key} to calculate the message digest value H1′;
checks whether H1 and H1′ are equal; if so, it can be proved
that the message has not been tampered with.

H1′ = SHA RID, UID, A, Initial Keyð Þ#: ð11Þ

After verifying the integrity, the RSU extracts the random
number A and generates a random number B. Using the ran-
dom number A, B and Inital Key jointly generate Basic Key
and its validity period. Store generated results. Finally, use
Basic Key, random number A, random number B, RSU iden-
tification (RID), and vehicle identification (UID) to generate
the final session key.

Basic Key = Generate Initial Key, A, Bð Þ#,
SK = Generate RID, UID, Basic Key, A, Bð Þ#:

ð12Þ

After generating the session key, the RSU uses the session
key to generate the HMAC verification code.

HMAC1 = HMACSK RID, Basic Key, A, Bð Þ#: ð13Þ

The RSU encapsulates the RID, A, B, Basic Key, summary
information, and timestamp information, encrypts it with
the vehicle public key, and sends it to the vehicle.

C2 = EUPubK RID, A, B, Basic Key, BkeyVP, HMAC1, TSRSU
� �

#:

ð14Þ

(3) After receiving the message, the vehicle uses its pri-
vate key to decrypt the message to obtain the plain
text content. Check the vehicle clock
informationTV , and checkTV − TSRSU < THRt to
ensure that the message was received within the
threshold

M2 =DUPriK C2ð Þ = RID, A, B, Basic Key, HMAC1, TSRSUð Þ#:
ð15Þ

The vehicle node extracts the Basic Key and uses the same
algorithm to generate the final session key (SK′). Use SK′ to
generate the verification code.

HMAC1′ = HMACSK′ RID, Basic Key, A, Bð Þ#: ð16Þ

Compare HMAC1′ with HMAC1; if they are equal, it
means that the key agreement is completed, store the Basic
Key, and its validity period feedback the message that the
key agreement is completed to the RSU. Subsequent commu-
nications can be encrypted using the session key SK.

(4) RSU packages the key agreement process into trans-
actions and stores them in the blockchain for
verification

In order to facilitate the communication parties to update
the session key, when the communication parties update the
key within the validity period of the Basic Key, they only need
to exchange random numbers with each other and use the
Basic Key and the new random number to directly generate
a new session key. The nodes in the system will periodically
check the saved Basic Key data and clear the invalid data.

3.4. Location-Based Service. The Internet of Vehicles system
will provide many services based on location information.
The traditional IoV system requires users to send personal
information and real-time location information to the service
provider during driving. It brings a lot of security risks.

In this system, assuming that the service provider believes
in the blockchain, users only need to send their public key
information and service request information to the service
provider when registering for the service. To improve the effi-
ciency of verification and ensure the real-time performance
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of zero-delay tolerant services, each service provider has a
local cache of public key information in the blockchain. After
receiving the message, the service provider will verify the
authenticity of the public key from the blockchain cache; if
the public key is true, record the user’s public key informa-
tion and feedback the user service application success infor-
mation. The cache will be updated regularly. The public key
can be used as the “pseudonym” of the user’s identity infor-
mation. Assuming that the TA will not disclose user registra-
tion information to other organizations, service providers
cannot match the collected user location information with
user identity information when providing services. When
users apply for LBS while driving, they need to send the loca-
tion information and service application information to the
blockchain; the blockchain node verifies whether the location
information is true. If it is true, the request information is
signed and forwarded to the service provider. If not, the vot-
ing mechanism is used to record the malicious behavior of
the user and the communication service is terminated.

4. Security Analysis

4.1. TA Security. TA has strong identity authentication. TA
processes private information through salt value and hash
function and stores private information such as keys in
ciphertext. In the worst case, even if the private information
is leaked, the attacker cannot know the plaintext information
corresponding to the private information.

4.2. Public Key Security. The consensus algorithm adopted by
the system is proof of work (Pow). When a malicious user
wants to tamper with the user’s public key information, it is
necessary to control more than 51% of the computing power

of the whole network. With the current computing power
and the attacker’s attack ability, such a large number of nodes
cannot be controlled. And with the current computing
power, the currently used 256-bit elliptic curve password
cannot be cracked. In summary, the price that illegal users
want to decipher the system exceeds its deciphering ability,
so the public key in the system is safe.

4.3. Session Key Security. Since the session key is generated by
the Initial Key and the random number negotiated by both
parties through a key generation algorithm and the two
parties need to exchange new random numbers when the
key is updated, even if the randomness of the Initial Key can-
not be guaranteed, the attacker cannot predict the random
number generated in each round during the key agreement
process, so the session key is safe.

4.4. Antieavesdropping Attack. Eavesdropping attack means
that an attacker listens to the communication channel
between the two parties to obtain sensitive data that is not
encrypted by both parties. In the system proposed in this
paper, the vehicle needs to complete the two-way authentica-
tion to confirm the user’s legitimacy after entering the RSU
communication range, and at the same time, the key agree-
ment needs to be conducted after the authentication. All sub-
sequent communications are encrypted and transmitted by
using the session key to ensure that the information is not
eavesdropped by unauthorized users.

4.5. Antireplay Attacks. Replay attacks refer to malicious
nodes republishing legitimate data packets in the previous
system to deceive the trust of legitimate vehicles. After receiv-
ing the message, the node first verifies whether the difference
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between the synchronous clock information and the time-
stamp is less than the threshold THR. Only when the time
difference is within the allowable range is the message con-
sidered valid.

4.6. Prevent Sybil Attack. Sybil attack refers to a malicious
vehicle disguised as the identity of a legal vehicle and released
distorted information. The system needs to complete the
two-way authentication before communication, and both of
them need to sign with their own private keys; the attacker
cannot obtain the private key information, so it cannot
impersonate the legitimate vehicle. At the same time, the
malicious behavior of vehicles will be recorded by the voting
mechanism of the blockchain system.

4.7. Location Information Protection. LBS service providers
manage users by using public keys as pseudonyms and verify
the public key information through blockchain. The pseudo-
nym information in this authentication mechanism is diffi-
cult to forge.

5. Results and Discussion

The experimental equipment is a computer equipped with
Intel Core i5-9400f cpu@2.90Ghz and 16GB RAM win10
system processor.

5.1. Communication Cost

5.1.1. Two-Way Authentication. According to the experi-
mental situation, the entire key agreement process requires
an interaction between the two parties (excluding broadcast
messages), and the total required communication load is
237 bytes. If there is reauthentication within the validity
period of the authentication code, the communication cost
is 79 bytes. According to the IEEE1609.2 trial standard [4],
two interactions are required to achieve two-way authentica-
tion in the traditional PKI system, totaling 554 bytes. Zhang
et al. proposed an authentication system that requires CA
participation [15]. The communication process required a
round of interaction between the RSU and the vehicle and a
round of interaction between the RSU and the CA, and the
cost was 584 bytes. The scheme proposed by He requires
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This paper
Second authentication
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0
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15000
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5000

0
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Figure 3: System delay. (a) Two-way authentication delay in a different number of vehicles. (b) Key agreement delay in a different number of
vehicles.

Table 1: Storage cost.

Schema Storage cost (byte)

PKI 126∗(number of certificates)

SA-KMP 37∗XR (the number of RSUs certified)

He 96 + 64 ∗ XV

Wang 128 + 125 ∗ XR
This paper 96 + 11 ∗ XR + 38 ∗ XV (number of key agreement nodes)
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RSU to interact with the vehicle once to complete two-way
authentication [13], and the cost is 272 bytes.

5.1.2. Key Agreement. Define the ciphertext length standard
as 213 bytes, the signature length is 64 bytes, and the message
payload as 67 bytes. Traditional PKI technology requires
encrypted communication at the key agreement stage, and
the cost is 280 bytes. He uses random polynomials to main-
tain key security [13], and the communication cost is 280
bytes. The system proposed in this paper conducts asymmet-
ric encryption twice, and the cost is 560 bytes, and only 128
bytes are needed for the second agreement process within
the Basic Key validity period.

5.1.3. Message Authentication. During the message authenti-
cation process, the traditional PKI system needs to transmit
certificates and signature information. The total message size
is 257 bytes. The message size in the system proposed by
Zhang is 257 bytes. The message cost in the scheme proposed
by Wang is 190 bytes. This system manages key information
based on blockchain, and the message size is 131 bytes (see
Figure 2).

5.2. Delay

5.2.1. Authentication Delay. The traditional PKI technology
needs to check the certificate revocation table in real time
when completing the authentication. In this system, the key
information is managed through the blockchain, which
reduces the query time of the certificate. The schema pro-
posed by Wang et al. [8] completes two-way authentication
through certificates. The schema proposed by Zhang et al.
[6] requires the participation of the CA. Before authentica-
tion, the vehicle needs to be authenticated with CA. In this
paper, the security is enhanced within the allowable range
of time delay and has better delay efficiency when the same
vehicle is certified for the second time.

5.2.2. Key Agreement Delay. This system uses a random
number-based key agreement strategy. There are two asym-
metric encryption operations and three key generation oper-
ations during the first key agreement process, but only two
symmetric encryptions are required during the second pro-
cess. The scheme proposed by Wang encrypts the message
through an authentication certificate, and there is no key
agreement process (see Figure 3).

5.3. Storage Cost. The storage cost mainly calculates the cost
of OBU. The storage cost of each schema is shown in Table 1.

6. Conclusions

The Internet of Vehicles is an important application in the
field of intelligent transportation and has received wide-
spread attention in the academic community. The issue of
privacy protection is the top priority of the Internet of Vehi-
cles system. This paper proposes a privacy protection system
for the Internet of Vehicles based on blockchain. It intro-
duces secure user registration, efficient key management
schema, two-way authentication based on blockchain, a key
agreement algorithm based on random numbers, and anon-

ymous communication technology between vehicle and ser-
vice provider to ensure the confidentiality of security
information. The system uses the decentralization feature of
the blockchain to prevent the central failure problem. After
comparing with the existing scheme, the system proposed
in this paper has better performance in communication effi-
ciency and communication security. However, the consensus
algorithm based on proof of work currently used by the sys-
tem will consume computing resources, and the system’s key
exchange strategy will bring certain storage pressure.

In the future, we plan to design amore efficient consensus
algorithm to replace the proof of work algorithm and design
a more reasonable communication data structure to reduce
system costs and improve system efficiency and user experi-
ence. We will continue to study how to reduce the delay
required to query public keys to better support real-time
communication.

Data Availability

The data used to support the findings of this study are
included in this article.
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