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The Internet of Things takes data as the center, and its core is data storage and management. With the emergence and rapid
development of wireless communication technology, with the huge number of terminals in human society, massive data will be
generated. Undoubtedly, data storage and management technology will attract much attention. In view of this, this paper
proposes a data storage scheme based on the Internet of Things. This paper introduces the Internet of Things technology,
designs it from the perspective of the massive data storage system of the Internet of Things, realizes the intelligent processing
of data storage, and provides security guarantee for information services. By combing the business process management of
doctors, nurses and patients, this paper constructs a medical record encryption management system, makes a comparative
analysis before and after the system goes online, and carries out simulation experiments. The simulation results show that (1)
the cost of paper is significantly reduced, and the related forms of medical records are more unified and standard, (2) medical
record inquiry and reading are more convenient and controllable, and (3) the safety of medical records is well guaranteed.
Except that the relevant doctors and nurses of patients can view the relevant medical records, and others have no authority to
query and access them. Therefore, the encrypted medical record storage system based on Internet of Things technology can
effectively solve the collection, statistics, and integration of patient treatment information, which can be summarized into a
unified, shared, and interconnected electronic medical record management system to realize the collection of patient treatment
information in the whole process.

1. Introduction

At present, e-government, medical, and health information
systems need to store personal data. Although the use of per-
sonal data is more humanized, the personal data stored in
the system may be abused by operators or system adminis-
trators. In this context, relevant prevention and control tech-
nologies came into being. At the same time, with the
development of cloud computing, the demand for arithmetic
operations on encrypted personal data is also growing
rapidly. The problem of medical record data storage: the
electronic medical record system requires long-term preser-
vation of patient information and can be obtained at any
time. However, considering the limited life of computer
hardware and database capacity, the data cannot be saved

online for a long time. How to realize the reuse of data after
data transfer and make the patient information separated
from the database still maintain a personal centered struc-
ture is one of the difficulties encountered in the process of
medical record data storage. Medical record data sharing:
medical record data sharing is to ensure that the electronic
medical record system can automatically identify the data
from other systems and access the medical records written
by other hospitals. How to realize the data sharing between
different information systems in the same medical institu-
tion and the information reuse between different medical
institutions is another difficult problem faced by the elec-
tronic medical record system.

With the continuous development of social economy,
the informatization of all walks of life has been gradually
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constructed and improved, which greatly facilitates people’s
daily life [1, 2]. As far as individuals are concerned, they will
generate corresponding information during medical treat-
ment, such as medical information, condition information,
and medication information. Traditional management
methods are usually filled in manually. On the one hand,
safety cannot be guaranteed; on the other hand, it is not con-
ducive to retrospective comprehensive diagnosis of the dis-
ease [3, 4]. The development of information technology
has spawned a variety of medical business systems, but also
convenient for individuals to see a doctor. All kinds of infor-
mation carriers, from PC Web application to mobile app
and WeChat mini program, have greatly enriched the med-
ical experience and made it convenient for people to see a
doctor. However, similar to other information systems,
information security is still caused by external attacks [5].
The continuous development of cloud computing technol-
ogy also makes people gradually realize the importance of
personal information. In the general trend of hospital man-
agement, how to ensure the security of information is
extremely important [6, 7]. Different doctors and different
patients have different actual needs; so, these issues need to
be considered comprehensively [8, 9]. In particular, in the
actual treatment process, it is more often to search for
relevant cases and provide targeted rescue according to the
history and allergy history of existing patients, which delays
the treatment time to a certain extent [10, 11].

The continuous development of medical informatization
has gradually changed from the initial information flow to
the collection of “patient-centered” medical data [12, 13].
In view of these needs and limitations, this paper puts
forward a practical encrypted data processing system based
on Residents’ electronic medical records, combined with
cloud storage technology and traditional homomorphic
encryption system, which can realize the operation of data
without decryption, prevent data leakage, and greatly protect
the security of personal information.

2. Demand for Electronic Medical Record
Whole-Process Management System

2.1. Electronic Medical Records

2.1.1. Definition of Electronic Medical Record. To electronic
medical records, it is different with the traditional medical
record, medical institution oriented personnel of the diagno-
sis and treatment of patients with accordingly, and interven-
tion in the use of information guidance; at the same time,
auxiliary by text, graphics, data, etc., through images, oscillo-
gram of multimedia information such as records, covers the
corresponding information resources in the process of
patients in the hospital the whole.

2.1.2. Problems Existing in Electronic Medical Records. Need
to be worthy of the electronic medical record still exists some
limitations, such as (1) electronic medical record data stor-
age, because this is an incremental process, and when people
in the clinic is the cumulative again, if you have to go to the
situation of the hospital, you will need to incremental

updates, but is limited by factors such as hardware capacity
and service life, the data cannot be stored for a long time,
and how to realize the limited storage and effective transfer
of personal electronic medical records is extremely impor-
tant and also a difficult problem worthy of study [14, 15].
(2) The sharing of electronic medical records, ordinary peo-
ple in different institutions for medical treatment, different
institutions have different forms, writing habits, and how
to effectively and comprehensively use, is also an important
and urgent problem to be solved. (3) Security of electronic
medical record: electronic medical record contains many
personal privacy issues such as physiology, which are easy
to be leaked. At the same time, there are certain security
risks in the process of information transmission.

2.2. Manage Requirements. The electronic medical record of
ordinary people is related to the whole process of personal
medical treatment, involving the corresponding data collec-
tion, query and analysis, etc. How to carry out the compre-
hensive management and storage of relevant information
realizes multiple summaries and analysis and mining of
information, so as to support doctors’ medication and anal-
ysis, etc. [16, 17].

2.3. Cloud Storage. So-called cloud storage is based on the
storage of the cloud computing technology, the correspond-
ing data resources stored in the cloud, for others to share
and use methods; on the one hand, from the user’s own,
cloud storage is very convenient, does not need to prepare
the corresponding hardware equipment, and storage space
can meet, easy access, and high efficiency, can realize the
backup and so on; on the other hand, due to the high effi-
ciency of cloud storage, the access efficiency is also high.
However, data resources in the cloud have certain security
risks, which should be paid attention to [14, 15, 18].

2.4. Holomorphic Encryption

2.4.1. Homomorphic Encryption Technology. Homomorphic
encryption is an encryption method that encrypts a specific
ciphertext by calculating the ciphertext. In turn, the cipher-
text can be decrypted by the corresponding inverse opera-
tion. From another perspective, this technology allows
people to perform operations such as retrieval and compar-
ison among encrypted data to obtain correct results without
the need to decrypt the data during the entire process. Its
significance lies in truly fundamentally solving the problem
of confidentiality when entrusting data and its operations
to a third party.

2.4.2. The Principle of Homomorphic Encryption. Assume
that the encryption operation is E, the plaintext is M, and
the encryption results in E, as shown in Formula (1),

e = E mð Þ,m =D eð Þ: ð1Þ

If there is operation F for plaintext, it can be constructed
for E, as shown in Formula (2):

F eð Þ = E f mð Þð Þ: ð2Þ
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2.4.3. The Realization of the Homomorphism Algorithm.
Encrypt(pk, m), encrypted plaintext message m ∈ f0, 1g ∗,
calculates EðmÞ = c =m + p + rpq, and the corresponding
ciphertext can be obtained.

Decrypt(sk,c) calculates DðcÞ =m = cmod.
Retrieval(c): Retrievalðci − cindexÞ mod q, the algorithm is

a retrieval algorithm.

(1) Encryption Process. Firstly, the corresponding plaintext
should be divided into subunits according to the corre-
sponding security requirements, and the encryption opera-
tion should be carried out according to the corresponding
groups, as shown below:

(1) Form the corresponding prime number P through
random number and select fixed prime number

(2) Divide the corresponding messages into plaintext
and group them accordingly

(3) Generate a random number R

(4) Use encryption algorithms C = Σici = Σiðmi + P +
PQRiÞ to calculate the ciphertext C = c1, c2,⋯, cl

(2) Decryption Process.

(1) After receiving ciphertext C, users group ciphertext
C to obtain C = c1, c2,⋯, cl

(2) Use key P and decryption algorithm mi = ci mod p,
to calculate mi

(3) Get the plaintext message M =m1,m2,⋯,ml

2.5. Management Process. The whole process management of
hospital electronic medical record information is divided
into three parts, namely, the external authority management
of the electronic medical record system based on the Internet
of Things, internal closed-loop management, and other sys-
tems of the hospital health information exchange standard
(Health Level Seven, HL7) heterogeneous database middle-
ware. ① External authority management includes label
printing, label verification, fingerprint identification, and
identity authentication; ② internal closed-loop management
includes outpatient medical records, clinical treatment,
surgical schedule, appointment sign-in management, follow-
up management, cycle summary, laboratory label manage-
ment, and cycle management and other links;③ other systems
of the hospital HL7 heterogeneous database middleware: the
electronic medical record system and the hospital’s existing
hospital information system (hospital information system,
HIS), laboratory information system (laboratory information
system, LIS), image archiving and transmission system (pic-
ture archiving and communication systems, PACS), radiology
information system (radiology information system, RIS), ECG
acquisition, blood transfusion management, and other clinical
support systems and business management system data are
transformed through HL7 heterogeneous database middle-
ware and realize the functions of information sharing and

mutual visits, as well as data mining and statistical analysis.
For patients, the management of medical records can be
divided into three basic parts, mainly including the external
rights of medical records, internal rights management, and
data exchange middleware [19].

(1) External access rights include label inspection, finger-
print identification, and identity authentication; (2) internal
rights management mainly includes outpatient medical
records, clinical diagnosis and treatment, follow-up manage-
ment, and cycle management; and (3) data exchange middle-
ware: the corresponding data management system is shared
and transmitted to realize the data sharing, query, access, data
mining, and statistical analysis of patients’ corresponding
information. The specific process management of medical
record information management is shown in Figure 1

3. Construction of Paperless Electronic Medical
Record Management System

Patient-centered, the Internet of Things is shared based on
the Internet of Things using rfid, laser scanning, global
positioning, and other technologies and equipment in the
Internet of Things technology, to realize information trans-
mission and exchange and to complete intelligent position-
ing, identification, tracking, management, and monitoring.
It adopts a three-tier network architecture of browser/server
(B/S) mode, Windows Server server operating system, 10
Gigabit Ethernet, and Oracle system for database. In the net-
work system deployment plan, a clinical information system
server with electronic medical records as the core, a certifi-
cate authority (CA) electronic signature management server,
a time stamp server, various user terminals in the hospital, a
medical record high-speed camera, and a computer is
specially set up in the network system deployment plan.
Mobile handheld devices, etc., seamlessly record patient
medical information data throughout the entire process,
collect, count, and integrate data to ensure integration and
homogeneity, overcome many problems in traditional
medical record management, and complete one-stop elec-
tronic medical record management with unification of data
format and data sharing system. The paperless electronic med-
ical record management system has good man-machine dia-
logue and powerful functions. The medical record entry
interface is completely consistent with the actual workmedical
record homepage.

3.1. Main Technical Equipment

(1) RFID technology. Radio frequency identification
(RFID) technology of electronic tags is the commu-
nication technology of target and corresponding sys-
tem through the identification and data collection of
infinite signals. The Internet of Things can connect
corresponding devices, which is an extension and
extension of Internet technology. Medical records
set up a unique RFID code and can achieve rapid
search and positioning
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(2) CA electronic signature. Use the corresponding files
for CA signature storage management, when the sys-
tem documents are generated, that is, CA signature,
first of all, the doctor in the medical record input
CA signature, using the corresponding virtual print-
ing technology method in different systems for sam-
pling and identification, in a standard and correct
format of electronic medical record management.
However, for the CA signature of ordinary people,
HD photography can be imported and transmitted
to the corresponding system through the corre-
sponding equipment, to achieve the preservation of
paper files, and at the same time assist with the orig-
inal handwriting signature and time stamp mutual
authentication; when conditions permit, the corre-
sponding recordings and photos are left for digital
confirmation

(3) Timestamp server. Timestamp service is based on
the certification, the national center for timing, and
punctual system according to the time of the trusted
timestamp, time monitoring system to ensure the
accuracy of time, use of time to clear and unified,
doctors and patients, makes the electronic medical
record access request, and needs to undertake the
corresponding authentication, with appropriate per-
missions and clear requirements, to allow for a visit.
The specific service working architecture is shown in
Figure 2:

(4) High-definition shooting of paper medical records
and mobile terminals. The basic process of medical
record management is to realize the corresponding
input and digitization of clinical diagnosis and treat-
ment report by scanning and collecting paper medi-
cal record information by using corresponding
equipment. On this basis, the corresponding supple-
ment of voice, image, signature, and report can be
realized

(5) Health Level Seven (HL7) heterogeneous data dedi-
cated interface for Iot middleware. The text data
conversion interface flow of the paperless electronic
medical record management system is shown in
Figure 3

3.2. System Function Modules. The paperless medical record
management system includes doctor’s work, nursing work,
disease prevention work, medical record quality and safety
management, medical record remote borrowing and statisti-
cal analysis of scientific research, and other functional mod-
ules. Module relationship of paperless electronic medical
record management system is shown in Figure 4.

(1) Doctor work and nursing work module. ① Doctor
work module, including outpatient doctor worksta-
tion and inpatient workstation, designed according
to the diagnosis and treatment process, the patient
is admitted to the hospital to establish the medical
record home page information, and then the doctor
receives the consultation and collects the patient’s
family medical history, past medical history, various
examinations, treatment records, and drug allergies
through the system. If the patient needs surgical
treatment, the system is connected to the surgical
anesthesia management system to automatically read
the informed consent and PACS report documents.
At the same time, the mobile nursing terminal of
the nurse workstation uploads the collected nursing
documents, surgical records, rescue records and
nursing care operation records, etc.; when the patient
is discharged from the hospital, the discharge record
is generated, and the electronic health file is com-
pleted; ② nursing work module: according to the
nurse’s execution of the doctor’s order and the scan
code confirmation of the test specimen, the daily,
monthly, and annual workload and total of a single
nurse can be counted. The workload of each ward
of the hospital provides a reference basis for the per-
formance evaluation of individual nurses and the
hospital. The nursing workstation can also record
the patient’s specimens for examination, the execu-
tion of hospital orders, and the disinfection of med-
ical equipment. The paperless electronic medical
record management system adopts closed-loop man-
agement, which greatly reduces the repeated entry
operations of medical workers and has stored a large
amount of practical data in the database. Doctors
rarely need to type in their work and only need to
use the mouse to click on the function. The key
and template describe the segment, just input, and
modify certain specific content

Internet of things

Laboratory label
management Cycle summary Cycle

management
Follow-up

management

Label printing Label verification Fingerprint
recognition

Figure 1: Whole process management flow of electronic medical record information.
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(2) Disease prevention work module includes 2 submo-
dules of disease reporting and review and hospital
feeling registration and review. ① Disease reporting
and review submodule: the doctor on duty logs in

to the disease monitoring and reporting system in
the doctor’s workstation with his default authority.
The system automatically reads patient information
from the paperless electronic medical record man-
agement system and performs heterogeneous data
through data middleware homogeneous processing,
screening correct patient information, and filling in
the diagnosis information related to the disease after
the doctor’s review; ② hospital infection registration
and review submodule: hospital infection manage-
ment personnel access the paperless electronic med-
ical record management system according to their
authority, sorting and patient-related clinical infor-
mation on hospital infections can be screened,
reviewed, and analyzed, and finally generated hospi-
tal infection statistical reports. The reports include
information such as urethral intubation use, ventila-
tor use, multidrug resistance monitoring, and patho-
genic microorganism monitoring

(3) Medical record quality and safety management mod-
ule. This module mainly includes two submodules:
medical record form review and medical record
safety management. ① Medical record form review
submodule: when the patient is discharged from
the hospital, the head nurse will organize the medical
record and check the completeness of the medical
record and the order of the medical record through
the mobile nursing terminal. After the medical
record is issued by the doctor in charge at the doc-
tor’s workstation, the department director and
department quality control the personnel conduct
the review and then send it to the medical record
room. The medical record room staff reviews each
electronic medical record. The system also sets up a
quality control expert spot check work interface; ②
medical record safety management submodule: med-
ical records are archived within 3 days from the day
the patient is discharged. The system reminds doc-
tors of necessary tasks. After the medical records

NTSC TSA

Information
system

Electronic
document

Identification
technology

When

What

Who

Figure 2: Timestamp server working architecture.

Text content
extraction

Text data
cleaning

Structured data
extraction

Custom
tokenizer

Custom part of
speech

Composite entity
merger

Text summary
generator

Figure 3: Interface flow of text data conversion in paperless
electronic medical record management system.
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are filed, no one is allowed to damage, destroy, alter,
forge, or steal medical records at will, to ensure the
integrity and accuracy of the electronic medical
records, and not to borrow or modify them at will

(4) The remote borrowing and reading module of med-
ical records. This module includes permission setting
and loan application review and statistics. Doctors
authorized by the system can check the patient’s
medical records, medical history, treatment mea-
sures, and insurance details. After the medical record
digital filing system is created, digital network
resources can be shared. Different personnel can
simultaneously access the same medical record in
different places. Multiple departments borrow the
same medical record at the same time; so, clinicians
do not need to go back and forth to the medical
record department to read the paper medical
records, which saves time for inquiry and retrieval,
support discharge follow-up and patient online ser-
vice platform for mutual visits through interface
data, and also provide patients with electronic data
copy services such as medical imaging examination
images, surgical videos, and interventional operation
videos. The current service items that are gradually
introduced include some operations of the surgical
anesthesia system, system image data and surgical
records, PACS original acquired images of digital
imaging and communication of medicine (DICOM)
4 format sequence data sets, detailed report data of
biological tests, and critical data in emergency and
intensive care

(5) Scientific research statistics module includes the
home page search of medical records and the full text
search of medical records. Mobile medical devices
and wearable devices can not only detect and track
personal health data but also help diagnose diseases.
Home monitoring devices such as electronic blood
pressure monitors have become popular. Wearable
devices help big data collect high-quality data, pro-
vide healthy decision-making and optimize treat-
ment effects, provide diet adjustment and medical

care solutions, and provide hospitals and scientific
research institutes with valuable scientific research
data. The data mining statistical analysis function
can convert various data streams into standardized
data and conduct a comprehensive analysis of the
obtained medical big data in a unified manner

A comprehensive analysis of the medical big data is
obtained.

As shown in Figure 5, the system in this article includes
five modules, namely, the client, the random number gener-
ation center, the ciphertext storage center, the decryption
module, and the computing center. It is assumed that the
modules are independent of each other, and the communi-
cation channel between the client and the server is secure.

The functions of each module are as follows:
Client defines the polynomial function used to perform

ciphertext operations and sends it to the random number
generation center to obtain statistical information about per-
sonal data. During the whole process, the client does not
know the intermediate process and can only obtain the final
result through the above function.

Random number generation center: input function f and
output random number sends it to decryption module,
ciphertext storage center, and computing center through
steps (1), (2), and (3). Ciphertext storage center protects
the privacy of data, encrypts the plaintext, and then passes
the encrypted data to the computing center. Without the
decryption key, the original data cannot be learned.

Decryption module possesses the decryption key of the
system, receives the ciphertext passed from the computing
center and calculate it, then randomizes the result with the
random number passed by the random number generation
center and then passes it to the computing center, and finally
decrypts the final result passed from the computing center
and return it to Client.

Computing center receives the ciphertext, polynomial
function, and random number passed by other modules,
performs addition and multiplication calculations on the
encrypted ciphertext, then calls the decryption module to
decrypt the calculation result, and finally encrypts the final
result and transmits it to the decryption module.

Electronic medical record
management system

Doctor work

Outpatient doctor Resident doctor Medical record quality
management

Medical record
security management

Nursing work Disease prevention
center

Quality of medical
records

Remote borrowing of
medical records

Figure 4: Module relationship diagram of paperless electronic medical record management system.
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4. Simulation Experiment

4.1. Simulation Environment. The Internet of Things tech-
nology is tested on the PC host. The CPU of the host is
2.4GHz and stored in 1G memory. Set the number of system
encryption of medical records to 200and analyze 6 types of
main encryption in the early stage, such as buffer overflow

and restriction conditions. Some false encrypted information
is added to the medical record source code to detect the
algorithm.

4.2. Data. The data of a hospital’s paperless electronic med-
ical record management system in the past two years were
selected to compare the paperless rate, medical record review
rate, and electronic medical record query times before and
after the system was used.

4.3. Statistical Methods. SPSS25.0 software was used for sta-
tistical analysis of the collected data, and the rate of counting
data (%) was expressed by X2 test. P < 0:05 was considered
statistically significant.

4.4. Application Results. The original algorithm is applicable
when the server is trusted, because when the user requests
the server to retrieve the keyword, the user must send the
encryption key p to the server. In this way, the ciphertext
data stored by the user will be completely transparent to
the server. If the algorithm is applied to the cloud storage
system with untrusted server, the information stored on
the server is likely to be leaked, and the security of the infor-
mation cannot be guaranteed.

The cloud storage system adopts a typical client-server
model. The overall structure is shown in Figure 6.

As can be seen from the structure diagram in Figure 6,
the storage of the system is mainly divided into client termi-
nal, random number generation, ciphertext storage, decryp-
tion module, and computing center. Each module is divided
into independent parts with safe links.

IoT-based
management system

Administrator Inpatient registration Inpatient ward Outpatient settlement

Figure 5: The overall structure of the cloud storage system.

Ciphertext storage
center

Decryption module

Random number
generation center Computing centerClient

Figure 6: Overall structure of the CSS.
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Figure 7: Comparison of medical record data before and after the
use of paperless electronic medical record management system.
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Client defines the polynomial function F for ciphertext
operation and sends it to the random number generation cen-
ter for obtaining statistical information about personal data.

Random number generation center: input function F
outputs random numbers and sends them to the decryption
module, ciphertext storage center, and computing center,
respectively, through steps (1), (2), and (3).

Ciphertext storage center protects the privacy of data,
encrypts the plaintext, and then transfers the encrypted data
to the computing center. Without the decryption key, the
raw data cannot be accessed.

Decryption module owns the decryption key of the system.
Computing center receives ciphertext, polynomial func-

tions, and random numbers transmitted by other modules
and calculates addition and multiplication of the encrypted
ciphertext.

The paperless electronic medical record management
system received 160,450 electronic medical records during
its two years of online use, and the paperless rate reached
86.77%. The paper cost of all kinds of medical records
decreased by 14.2%, and the rate of medical record form
examination reached 100% from the original 89%. In two
years, the visits of medical workers and patients to query
resources through the client increased from 26045 times to
150812 times. The data analysis results showed that the
paperless rate, the standard review rate of medical record
form, and the number of electronic medical record inquiries
after the use of the paperless electronic medical record man-
agement system increased significantly compared with the
use before, and the differences were statistically significant
(x2 = 13:22, x2 = 9:41, x2 = 39:63; P < 0:05).

As can be seen from the results in Figure 7, paperless
medical records have a small storage space, which is conve-
nient for doctors and patients to query and browse, proving
the effectiveness of the encrypted storage of medical records
based on the Internet of things. In addition, the paperless

medical records are more secure and reliable, which can
ensure the effectiveness, safety, and accuracy of medical
records, improve the efficiency of relevant staff, further
reduce the burden of medical workers, and improve the
real-time storage and safety management of medical records.

It can be seen from Table 1 that compared with the tradi-
tional encryption method based on rule matching, the medical
record encryption storage algorithm based on the Internet of
Things has higher accuracy (97.4%), while the encryption time
is shortened by 42.3%, which has the advantages of fast and
efficient. According to the experimental contrast of the five
thresholds in Table 2, 0.95 is used as the similar matching
threshold. The algorithm has better balance, high accuracy,
false alarm rate ≤ 26%, report leakage rate ≤ 4:5%, false alarm
rate, and report leakage rate All remain at a low level. In addi-
tion, the threshold can also be adjusted appropriately accord-
ing to the specific encryption request to meet different
encryption requirements to realize the encryption object.

5. Conclusions

With the continuous development and application of Inter-
net of Things technology, individuals pay more and more
attention to the management of medical information. In
view of this demand and limitation, this paper introduces
the Internet of Things technology, analyzes and constructs
the medical record encryption management system by sort-
ing out the business process of patients, doctors, and nurses,
makes a comparative analysis before and after the system
goes online, and conducts simulation experiment research.
The simulation results show that themedical record encryption
storage system based on the Internet of Things technology can
effectively solve the collection, statistics, and integration of
patients’ medical record information, form an electronic med-
ical record management system with unified data format, data
sharing, and device interconnection, and realize the whole pro-
cess of patients’ medical record information collection.
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