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The development of the Internet of things provides a great opportunity for the development of all walks of life, but it also brings
many risks in the process, of which the most important thing is the protection of computer network information security. Digital
art museums play a great role in viewing, education, and other functions. This article is aimed at analyzing the computer network
information security protection problems faced by digital art museums. Analyze the application of the digital art gallery in the
computer Internet of things, and combine the different aspects involved in the two parts to carry out experimental analysis and
comparison. The difference between the various subjects of the digital art gallery, such as exhibits, writers, and visitors, is to
maintain the security of Internet computer information. Introduce the application. The results show that compared with that
of fog computing technology and that of edge computing technology, the performance of the Internet of things is generally
better, with faster data processing speed, shorter processing time, higher quality, and stronger scalability. But at the same time,
it is also facing greater computer network security threats. According to statistics, 83.3% of consumers worry about its usability
but people are more concerned about its safety performance. Nearly 87.5% of consumers worry about whether their
information will be leaked. When cloud computing technology is applied to digital art museums, how to protect computer
network information security is particularly important. Based on the traditional firewall, this paper designs a hybrid firewall,
which can better solve the problem of computer network information security.

1. Introduction

A museum is a public exhibition platform for studying the
development of human civilization and inheriting history
and culture. It gathers the development information of his-
tory, arts and crafts, fine arts, and so on of each dynasty.
However, with the popularization of Internet technology
and the rapid development of information technology, the
traditional museum has been unable to meet people’s
demand for information. Therefore, digital art museums
emerge as the times require. In this environment, people
can understand information and obtain information
resources more quickly and efficiently without the limitation
of time and space. Therefore, A digital art museum is the
development and extension of physical museum resources.
However, while the computer network technology brings us

convenience, we are also facing the following threats and
challenges. Once the computer network software, data, and
system data are damaged, it will bring a serious blow to the
digital art museum.

According to the survey, computer network information
security is causing a heated discussion. Even with the contin-
uous improvement of network technology, many users still
feel “insecure.” These security issues involve the safety of
system information, information dissemination, safety of
the consequences of information dissemination, and infor-
mation content security on the network where the system
is not damaged, modified, or leaked due to accidental or
malicious reasons, and the system operates continuously,
reliably, and normally. Involving the confidentiality, integ-
rity, availability, authenticity, and controllability of informa-
tion on the network, they continue to pay attention to this
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problem and hope that information can be truly protected.
In order to make the digital art museum develop healthily
and sustainably, we must pay attention to its potential net-
work information security and put forward solutions and
strategies.

With its convenience and economy, data sharing has
become an attractive service provided by the Internet of
things platform. Jiang et al. solves this challenging problem
by proposing a new attribute-based data sharing solution
for mobile users with limited resources in the Internet of
things. However, in terms of data owners, the problem of
fine-grained, efficient, and standard data confidentiality
shared by the Internet of things has not been resolved [1].
Due to the diversity of IoT providers, it is a very important
challenge for organizations to choose the right IoT services
to meet their needs. Abdel-Basset et al. introduced how to
provide a multicriteria decision analysis (nmcda) method
to evaluate the quality of IoT services, thereby helping deci-
sion makers evaluate different IoT services. However, his
article is not comprehensive enough and there are still some
problems to be solved [2].

The innovations of this paper are as follows: (1) combin-
ing theoretical analysis and empirical research, fully apply
the Internet of things technology to the research of digital
art museums. This article not only theoretically but also
through a large number of practical investigations discusses
the computer network information security problems faced
by digital art museums under the Internet of things environ-
ment from the practical level and gives some solutions to
play a role of theoretical guidance and practice [3]. (2) The
design and development of a hybrid firewall can not only
prevent cyberattacks but also quickly respond to new cyber
threats. (3) Combining the specific design plan of the digital
art museum, based on practical experience, summarizes and
analyzes the computers faced by the digital art museum in
the Internet of things environment, an effective way of net-
work information security protection. The network BP algo-
rithm is used to analyze and organize the data of the Internet
of things model construction and various aspects of the
related content, which is a meticulous end-to-end secure
structure network. Analyze the security protection cost of
computer network security protection and the nature of
information security hazards.

2. Research Methods of Computer Network
Security Protection in Digital Art Museum

2.1. Internet of Things Technology. The Internet of things
(IoT) [4, 5] technology, that is, the Internet of everything,
is developing rapidly, and it has brought unprecedented con-
venience to life and industry. As an extension of the Internet
technology, the Internet of things technology extends the
“Internet” from traditional computer networks to various
terminal devices that can be seen everywhere, whether it is
a computer, handheld device, living industrial facility, or
tiny sensor, as long as it can be communicated through some
kind of communication method. Basic information
exchange with the outside world can be connected to the
“Internet of things” recess. The structure of the Internet of

things environment mainly includes the perception layer,
the network layer, and the application layer, which are
responsible for the collection, transmission, processing, and
transformation of information into services; as far as digital
art museums are concerned, relevant information about a
work, such as the author, the work itself, and development
information, is entered into a specific Internet information
platform and the computer automatically processes and cat-
egorizes this information to generate online and offline ser-
vices. The increasingly open features of the Internet are
more reflected in the integration of resources across the
entire network. When providing users with public resources,
information disclosure, and diversified and personalized
services, operators or openers can collect or integrate the
required resource services or conduct secondary develop-
ment through openness.

The convenience service provided by the Internet of
things environment to modern society stems from his per-
ception: so, the sensor network technology is an indispens-
able and even very important part of the entire Internet of
things environment. With the development of information
and communication technology, sensors and related compo-
nents have become increasingly robust and inexpensive. The
application of sensor networks in life and industrial produc-
tion has also become more extensive and in depth from the
fields of monitoring, tracking, and control. People use sensor
networks in a wide range, a large number, and diversity. In
the field of sensor networks, the wireless sensor network
(WSN) [6] is the most widely used. It is well known that
the wireless sensor network is a distributed sensor network
and its end is a sensor that can perceive and inspect the
external world. The sensors in the WSN communicate wire-
lessly, so the network settings are flexible, the location of the
device can be changed at any time, and it can also be con-
nected to the Internet in wired or wireless mode. Based on
its wireless characteristics, its application scenarios are more
flexible and network attributes are more complex. The
role of the sensor network gateway is also more impor-
tant. The sensor network here is a generalized sensor net-
work. It is no longer just a conventional sensor network
based on a certain protocol, but a network of perception
monitoring systems in the perception layer of the Inter-
net of things.

The overall architecture of the IoT environment mainly
includes a perception layer, a network layer, and an applica-
tion layer, as shown in Figure 1. The perception layer [7, 8],
the so-called basic network connected by everything, is
mainly responsible for the collection of information, includ-
ing traditional sensor networks and various monitoring sys-
tems; in a broad sense, it belongs to the category of sensor
networks; the network layer is responsible for the informa-
tion obtained by the perception layer, reliable transmission,
network management, and simple information processing.
It is precisely because the structure of wireless sensor net-
works has great advantages, which also promotes the diver-
sification of its communication media and means. The
transmission medium is no longer just a traditional com-
puter network. It may be a mobile phone network, a radio
and television network, or a dedicated line or a local area
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network. As long as a unified abstract description of the net-
work that can be used to transmit perception information,
the gateway involved is part of the network layer, which is
located on the network layer to realize network interconnec-
tion and is a complex network interconnection device; the
application layer is responsible for the perception of the
information. All kinds of intelligent processing are carried
out, and information is transformed into data to realize a
wide range of intelligence, which is mainly carried out on
the cloud platform.

2.2. Characteristics of Information Security in the Internet of
Things Environment. The key to solving information security
issues is how to implement regulations. From a substantive
point of view, the substantive regulation of information
security in the Internet of things environment is the applica-
tion of substantive laws in the field of information security.
Therefore, it must follow the general provisions of the law,
such as the protection of personal rights, the regulation of
public power, the general provisions of the law on infringe-
ments, intellectual property rights, property rights, and
criminal constitution and punishment. However, informa-
tion security issues in the Internet of things environment
are different from general legal issues after all. According
to its own characteristics, corresponding countermeasures
need to be taken according to these new characteristics.
The end-to-end security structure of the Internet of things
is shown in Figure 2.

2.2.1. The Overall and Extensive Nature of the Impact of
Information Security. In the Internet age, human-computer
dialogue information is input into computers by humans
and then processed by computers. Through the intermediary
of computers and networks, a great amplification effect is
produced. Information security has become a major issue
that affects the country, social development, and personal

privacy. However, due to the limitation of the influence of
the fact that information collection cannot be separated
from people, the collection and dissemination of informa-
tion are subject to certain technical limitations and its scope
of influence also has certain limitations. When the collection
of information is restricted, it will have a great impact on the
information construction of the digital art museum and will
also have a certain impact on the information of related
works and the data will have errors to some extent. In the
context of the Internet of things, the depth and breadth of
information are unmatched by the Internet. Through radio
frequency identification technology and sensing technology,
the Internet of things has surpassed the human-machine
dialogue in the Internet era and realized the trinity of
human-machine-things. The collection and utilization of
information have less dependence on people, and things
are information that can be exchanged directly between peo-
ple and things, which greatly expands the collection of
information.

“It is possible to fully and accurately obtain the physical
world environment, behavioral state (such as location and
stay time), physiological state, etc. of personal life.” The
amount of information is increasing rapidly, and people’s
understanding of information is more in depth and conve-
nient. People’s lives have a benign impact, but on the other
hand, information security is also facing greater pressure.
More and more information from the country, society, and
individuals is inadvertently collected and disseminated
through the Internet, making information confidentiality.
Integrity and authenticity are more susceptible to interfer-
ence from external forces, and information security involves
far greater areas than before. Ensure the integrity of the
information because although others cannot understand it;
it can destroy your information, such as deleting part of
the information, so that the legal recipient cannot get the
correct information, and the integrity mechanism ensures
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Figure 1: IoT architecture.
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that the integrity of the information is not destructive and
can safely let the recipient get all the data. In addition,
because the application of the Internet of things is industry
oriented, global, or even cross industry, its ultimate vision
is to form a global system, which may affect the entire indus-
try in the world or a region and even the normal operation
of several industries, while involving the privacy of the pub-
lic. Therefore, under the environment of the Internet of
things, the impact of information security is unprecedented
and it is obviously global and extensive. The overall and
extensive nature of the impact of information security deter-
mines that information security issues not only affect private
interests but also have a wide range of publicity. From a legal
perspective, legal regulation of this requires not only per-
sonal autonomous private law but also protection of the
public law norms of interests.

2.2.2. Vulnerability of Information Security. Due to the tech-
nical aspects of the Internet of things, information security is
more susceptible to infringements in the Internet of things
environment. First of all, because the Internet of things uses
radio frequency identification technology, sensor technol-
ogy, etc. to perceive and process information and the sensing
nodes of the Internet of things have simple functions, low
processing capabilities, and low energy, they cannot inde-
pendently realize complete security protection and the num-
ber of nodes. The large size is difficult to manage and
control, and it is easy to have omissions. It gives attackers
an opportunity. This makes the communication information
of the node easily eavesdropped or even controlled, resulting

in network information leakage; it also allows the attacker to
obtain identity and password information through the node.
Tamper with software and hardware, and then, capture
nodes, pretend to be legitimate users, and conduct attacks
such as monitoring user information and publishing false
information. Secondly, at the network level, the Internet of
things has common security threats on the one hand, includ-
ing illegal access to the network and eavesdropping on infor-
mation, virus intrusion, and man-in-the-middle attack. On
the other hand, the Internet of things may have information
security issues such as heterogeneous network layers and
huge network clusters. Thirdly, from the processing level of
the Internet of things, the amount of data in the Internet
of things is large and needs to be used. In cloud computing
technology, if the cloud computing system data protection
mechanism is not perfect, it may cause data theft. Finally,
from the application level, if the authentication mechanism
is not perfect and the access permission setting is not perfect,
it may not be able to isolate the intrusion of illegal users,
resulting in user information security and personal privacy
being violated. To this end, relevant agencies should
strengthen the establishment of relevant mechanisms, espe-
cially strictly control the security authentication mechanism,
supervise the entire process such as access permissions and
access records, and strictly control the screening and super-
vision of users. From a social perspective, information secu-
rity is also easy to be violated in the Internet of things
environment. In the Internet age, information security is
an important topic, which must involve the location of each
industry’s associated area. From the current experience, the
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Figure 2: End-to-end security structure diagram.
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main reason why information security is violated in the
Internet era is that the information behind it, the black
industry chain driven by commercial interests. In the era
of the Internet of things, the Internet of things will be
applied more deeply in various industries, as well as national
defense, military, and other national core interests. The
information disseminated by the Internet of things contains
higher commercial and political values. The attacker has a
stronger incentive to steal information. In addition to tech-
nical improvements, the vulnerability of information secu-
rity requires an appropriate expansion of the legal scope
and density of regulations from a legal perspective, such as
increasing the preventive obligations of participants in the
Internet of things [5].

2.2.3. The Immediacy and Uncertainty of Information
Security Hazards. In the Internet age, the dissemination of
information has achieved immediacy, that is, the dissemina-
tion of information can reach the audience immediately
from the source of the dissemination, but this information
still needs a process from being received to being maliciously
used to cause real social harm. It can be long or short, but
after all, there is room for remedy. In the era of the Internet
of things, attackers can directly manipulate things through
human-machine-things dialogue and people can directly
control things remotely and infringe on things. The harm
caused by malicious use of information is instantaneous, giv-
ing information security. The time and opportunity for the
aggrieved party to remedy are relatively very small. From
the perspective of risk science, the immediacy of information
security hazards, under the influence of psychological diffu-
sion, can easily give the society the illusion of infinite risks
and cause social panic. In addition, there is still considerable
uncertainty about the hazards of information security in the
Internet of things environment. Due to the huge amount of
data, the current information management by the existing
network mechanism cannot truly measure and clean up in
some cases. Specifically, the huge number of nodes and huge
amount of data in the Internet of things give information
security attackers a great opportunity to invade the network.
The aggressor has an absolute dominant position, and once
it invades the Internet of things, it can often effectively real-
ize its own intentions, while the victim is in a completely
passive state, and it often does not know who committed
the infringement and for what purpose, what purpose is
achieved, when it will come, and what opportunity is there
to remedy. It is the immediacy and uncertainty of this kind
of hazard that make it extremely difficult for information
security governance entities to manage and prevent it. The
eyes of legal norms are simply lingering on the hazard
results, and it is difficult to rely solely on traditional conse-
quential legal logic [9, 10]. To solve the problem, the atten-
tion of the law must be moved forward.

2.2.4. The High Cost of Information Security Assurance. In
the Internet environment, the protection of information
security has shown the characteristics of high cost. Many
acts that endanger personal privacy, trade secrets, and even
national information security cannot be dealt with due to

technical reasons, which indirectly contributes to the
infringement of information. Security behaviors have caused
a large number of information security infringements and
criminal acts. In the environment of the Internet of things,
due to the technical characteristics of the Internet of things
itself, information security is a big problem that hinders
the development of the Internet of things. Security issues will
be faced in every link of information from perception to
transmission to application. If the main focus of the solution
is on postevent relief, the cost of guaranteeing information
security will be very high, which is not conducive to the sus-
tainable development of the Internet of things and is an inef-
ficient solution. In addition, in the Internet of things
environment, the most important thing is the ambiguity of
the identity of the information security infringement subject
and the high difficulty of determining the causal relationship
between the infringement and the result of the infringement,
which makes the investigation of the responsibility for the
information security infringing costly. Because in the Inter-
net of things, although there is an identity authentication
mechanism and a password management mechanism, the
technology can never be absolutely complete, it may always
be broken and unauthorized manipulation may cause infor-
mation security to be compromised. But who is imple-
menting it? Unauthorized operation is in a state of
vagueness. The costs of litigation and the benefits of litiga-
tion are obviously asymmetrical; the mechanisms of admin-
istrative law enforcement and criminal law enforcement are
also difficult to investigate and collecting evidence is difficult
as well, and the causal relationship between the infringement
and the result of the infringement is difficult to identify in
the traditional way. As a result, the cost of law enforcement
is too high. All in all, it is very costly to solve information
security problems in the Internet of things environment in
accordance with the current legal framework and legal
means. Because of this, it is necessary to design laws govern-
ing information security in the Internet of things environ-
ment based on the cost-benefit principle to ensure that the
basic rights of citizens can be maintained and the cost of
law application can be reduced.

2.3. Methods of Computer Network Security Protection. The
network itself has a complete network security system, and
the controlled functions include list connection restrictions,
maximum list permissions, administrator permissions, and
file functions [11]. All these functions can improve data
security. In order to prevent or limit network viruses, this
article proposes the following countermeasures:

(1) Diskless workstations need to have a system server in
the network; the server contains the required operat-
ing system and additional workstations to run the
operating system. The essence of a diskless worksta-
tion is to separate the hard disk from the host and
only perform operations without storage. Adopt a
diskless workstation. Workstations without disks
can only read but cannot write to users. In this
way, the possibility of virus implantation is greatly
reduced [12]. But if there is only one diskless server,
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if this server encounters a problem and fails, it will
result in the entire disk being paralyzed. To find a
way to solve this problem, one more server is used
as a diversion. When one is broken, the division is
diverted, just on top. Only in this way can the oper-
ating speed of the diskless workstations in the disk-
less network be guaranteed, and it will play a role
in the diversion

(2) Restrict user access rights. It is best not to use a super
user to log in to the system. Ordinary users are only
allowed to access their own lists and files, and usu-
ally, multiple users are not allowed to access the
same lists or files to prevent cross contamination
of network viruses [13]. If necessary, users can
be notified not to upload executable files to the
group list and the group list can only store data
resources

(3) Strengthen system management. The files in the
shared list are generally set as read only, so that they
will not be arbitrarily deleted or modified [14].
Because the system program list does not have edit-
ing permissions, the virus will not pollute system
files nor will it spread to other users

(4) Strengthen workstation management. The worksta-
tion is the entrance of the network. If antivirus mate-
rials and chips are installed on the workstation, the
required path for screening and filtering can be
strengthened to achieve the effect of intercepting
viruses in advance [15, 16]

2.4. Solutions of Digital Art Museum. Digital virtual display
adopts virtual reality cultural relics, the construction of dig-
ital multimedia, and network technology to implement the
communication and convenient virtual display. On the basis
of the existing exhibition mode of the museum [17], the
expansion of the digital heritage information and interactive
experience of the museum is increased and the exhibition of
the museum is felt close to let us easily acquire exhibition
and historical knowledge; this is an important concept of
digital museum research. The virtual display system mainly
includes streaming media and interactive 3D video technol-
ogy [18]. The combined application of the interactivity and
immersion of virtual technology is an image of a digital art
gallery simulated with the help of Internet technology. The
image contains many sections according to the different
divisions of works inside the museum, virtual space recon-
struction, interactive virtual studio, and multimedia guide.
A digital art museum is a combination of humanities and
science and technology in the era of product information.
The new appreciation, which was born after it, is rooted in
the soil of traditional and modern technology museums
and is a new form of museum under the new network envi-
ronment, so it is different from the concept pursuit and
practice of traditional museums. Therefore, in the imple-
mentation of digital art museums, the paper puts forward
the following suggestions to promote the construction of a
digital museum [19, 20].

First, the plan of digital art museum is drawn up and the
practical solution is implemented in combination with the
overall development plan of the actual digital museum.

Second is data collection: according to the order of cul-
tural relics, the understanding of a digital museum is sorted
out one by one and the theory is full of and rich in potential
connotation of works and the existing value and necessity in
the design are discussed and solid basic work is insisted [21].

Third is the way of display and display: from the digital
display mode, the museum exhibits can be viewed 360
degrees in the web design.

2.5. Comprehensive Evaluation Method of Computer
Network Information Security. In order to better and more
directly evaluate the computer network information security
situation, this paper uses some methods, for example, set a
indicators to comprehensively evaluate m things:

X ′ = xij′
� �

m×a
, i = 1, 2,⋯,m ; j = 1, 2,⋯, a: ð1Þ

The comprehensive evaluation of distance needs the fol-
lowing steps:

(1) Index codirection

If there is an inverse index or an appropriate index in a
indicators, it will be transformed into a positive index and
the data matrix after transformation will be recorded as

X = xij
� �

m×a, i = 1, 2,⋯,m ; j = 1, 2,⋯, a: ð2Þ

(2) Dimensionless

Choose an appropriate method to make the data dimen-
sionless, and the data matrix after transformation is denoted
as

Y ′ = yij′
� �

m×a
, i = 1, 2,⋯,m ; j = 1, 2,⋯, a: ð3Þ

First, clarify the value of a certain cultural relic, including
all aspects of physical attributes. Through the combination
of itself and various utilization values, the optimal arrange-
ment is realized.

(3) Determine the reference sample (virtual sample)

Usually, the best sample y+ and the worst sample y− are
used as reference samples. Because the indicator is positive,
the maximum value of each indicator in all samples can be
used to form the best sample; the minimum value of each
indicator can be used to form the worst sample, denoted
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by Y+ and Y— as follows:

Y+ = y+1 , y+2 ,⋯, y+að ÞT ,
Y− = y−1 , y−2 ,⋯, y−að ÞT :

ð4Þ

(4) Calculate the distance

The relevant literature adopts the following forms:

(a) D+
i means distance from the sample point to the

optimal sample point:

D+
i =

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
〠
a

j=1
ym − y+j

� �2
vuut ð5Þ

(b) Based on equation (5), D−
i means distance from the

sample point to the optimal sample point:

D−
i =

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
〠
a

j=1
ym − y−j

� �2
vuut ð6Þ

3. Research Experiment on Computer Network
Information Security Based on the
Internet of Things

The digital art museum is a system that provides online ser-
vices for the protection and display of human cultural and
natural heritage. It processes and processes information
resources through digital technology, thus playing a role in
spreading civilization. However, due to the diversity of con-
nections, the uneven distribution of terminals, and the open
sharing of computer networks, the Internet of things is vul-
nerable to attacks by external hackers, malicious software,
and other means. Therefore, the security and confidentiality
of network information are very important issues and it is
urgent to resolve these threats.

Therefore, we need strong enough security measures to
protect network security and improve firewall technology
based on various devices and technologies of the Internet
of things to solve network security problems.

3.1. Design and Implementation of a Hybrid Firewall System
Based on the Internet of Things. A “firewall” refers to the sys-
tem that uses control strategy between two networks, and it
is also a network monitoring system to ensure the security of
a computer network. As a kind of control technology with
the function of separation, restriction, and analysis, a firewall
is usually a combination of the software system and hard-
ware equipment, which is used to establish a security barrier

between internal and external networks. The general struc-
ture is shown in Figure 3.

However, there are several serious problems in tradi-
tional firewalls: (1) unregistered network attacks cannot be
stopped and resolved, and the network connection perfor-
mance is relatively poor. (2) It is impossible to share
resources with each other, nor can it realize automatic
adjustment functions. (3) There are fewer countermeasures
against attacks, and the operating efficiency of the network
is relatively low.

Aiming at these problems of traditional firewall, this paper
designs a hybrid firewall system, which can solve some prob-
lems and improve the scope and efficiency of protection.

3.2. The Composition of a Hybrid Firewall Architecture Based
on the Internet of Things. The hybrid firewall adopts a com-
bined structure, which is mainly composed of an internal
firewall, external firewall, fortress host, and base station host
server, as shown in Figure 4.

3.3. Main Composition and Function Description of a Hybrid
Firewall Based on the Internet of Things. The internal and
external firewalls can perform different filtering levels. The
shielded subnet can only access the authenticated Internet
host and internal subnet and access the base station host.
All other traffics to bypass will be blocked, so that the secu-
rity factor can be constantly strengthened.

4. Analysis and Comparison of the Situation
Faced by Digital Art Museums in the Cloud
Computing Environment

4.1. Research Background of Digital Art Museums. With the
development of museums and the advancement of science
and technology, as well as the spiritual pursuit and aesthetic
awareness of the audience, there are more and more
museums in China with rich types and diverse subjects. At
the same time, the total number of museums in China has
jumped to the top five in the world, namely, the United
States, Germany, Japan, China, and Russia. The following
is the number of museums and the flow of people from
2014 to 2019, as shown in Table 1.

However, due to the impact of COVID-19, museums
across the country were closed in 2020 in accordance with
the requirements for epidemic prevention and control. During
this period, the museum system has launched digital art
museums. Actually, digital art museums move physical
museums online through technical means. The emergence of
the Internet is a kind of convenience for people. It can observe
and experience the breath of history in restaurants and
museums anytime, anywhere. When the digital art museums
went online, they were warmly welcomed by everyone.

4.2. Research and Analysis of Computer Network Information
Security Protection in the Cloud Computing Environment. In
order to better understand cloud computing and its advan-
tages, this paper makes the following comparative analysis
with fog computing and edge computing, as shown in
Table 2.
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In cloud computing services (CCS), consumers are more
concerned about moving their more private data and appli-
cations from their own private computing environment to

an online cloud environment, which is shared by different
users and can usually be accessed through public networks.
A survey conducted by the International Data Corporation

FirewallExternal users

Client computer

Intranet

DB

E-mail Server

Web server

Figure 3: General structure diagram of the firewall.

Extranet IntranetExternal firewall Internal firewall

Base station hostBastion host

Public server

Block subnet

Figure 4: Structure of the hybrid firewall system.

Table 1: Museum status.

2014 2015 2016 2017 2018 2019

Number of museums 4510 4692 4873 5136 5354 5535

Human traffic 71800 78100 85100 97200 112600 122700
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(IDC) in September 2020 revealed some issues related to
cloud computing clients, as shown in Figure 5. Security has
become the most concerned issue.

5. Conclusions

This article starts with definitions and questions and roughly
proposes the concepts of cloud computing and digital art
museums and analyzes their characteristics. From the per-
spective of the combination of the two, it discovers the com-
puter network information security problems faced. In order
to better solve these problems and make users no longer
worry about the security of cloud computing technology,
this paper designs a hybrid firewall. This kind of firewall
can greatly enhance network security and countermeasures
and upgrade and improve information security technology.
However, due to the limitations of my professional knowl-
edge and the need for more time and experimentation to
protect computer network information security, there are
still many areas for improvement in this design. We need
to continue to research and explore not only for the healthy
operation of digital art museums in the cloud computing
environment but also for the development of our country’s
computer network information security.

Data Availability

No data were used to support this study.
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