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The remote video diagnosis system based on the Internet of Things is based on the Internet of Things and integrates advanced
intelligent technology. To better promote a harmonious society, constructing a video surveillance system is accelerating in our
country. Many enterprises and government agencies have invested much money to build video surveillance systems. The
quality of video images is an important index to evaluate the video surveillance system. However, as the number of cameras
continues to increase, the monitoring time continues to extend. In the face of many cameras, it is not realistic to rely on
human eyes to diagnose video-solely quality. Besides, due to human eyes’ subjectivity, there will be some deviation in diagnosis
through human eyes, and these factors bring new challenges to system maintenance. Therefore, relying on artificial intelligence
technology and digital image processing technology, the intelligent diagnosis system of monitoring video quality is born using
the computer’s efficient mathematical operation ability. Based on artificial intelligence, this paper focuses on studying video
quality diagnosis technology and establishes a video quality diagnosis system for video definition detection and noise detection.
This article takes the artificial intelligence algorithm in the diagnosis of video quality effect. Compared with the improved
algorithm, the improved video quality diagnosis algorithm has excellent improvement and can well finish video quality
inspection work. The accuracy of the improved definition evaluation function for the definition detection of surveillance video
and noise detection is as high as 95.56%.

1. Introduction

The video monitoring system is being constructed in China
in order to promote the development of a harmonious soci-
ety. Many enterprises and government agencies have
invested much money to build video monitoring systems.
The quality of video images is an important index to evalu-
ate the video monitoring system. However, with the increas-
ing number of cameras, the monitoring time is constantly
extended. It is not realistic to rely on human eyes to diagnose
the quality of the video. Besides, there will be some deviation
through human eye diagnosis due to the human eye’s sub-
jectivity. These factors all bring new challenges to system
maintenance. Therefore, the intelligent diagnosis system of
monitoring video quality based on the computer efficient
mathematical operation ability relies on artificial intelligence
technology and digital image processing technology. This

paper focuses on video quality diagnosis technology based
on artificial intelligence and establishes a video quality diag-
nosis system of video definition detection, video color devi-
ation detection, and video noise detection. The artificial
intelligence algorithm adopted in this paper has a pro-
nounced effect on video quality diagnosis. The improved
optical frequency quality diagnosis algorithm has a more sig-
nificant improvement than the improved algorithm, which
can better complete video quality inspection work.

A video monitoring system’s video image quality is the
most critical performance index of a monitoring system [1,
2]. Good quality monitoring video can bring great conve-
nience to users and improve their work efficiency. However,
the video image quality in the case will be seriously reduced
when failure of monitoring equipment happens while with
no timely maintenance. It is undoubtedly a devastating
disaster for the monitoring system. Therefore, accurate time
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detection and maintenance monitoring equipment are
essential for people. However, with the increasing number
of surveillance cameras, the monitoring time is constantly
extended. The existing manual detection camera has a huge
workload, low efficiency, and high human cost, making tra-
ditional video image quality diagnosis relying on human
eyes quantity no longer realistic. Therefore, based on com-
puter image vision technology and artificial intelligence
technology, intelligent video quality diagnosis algorithms
with the help of a powerful computer’s powerful processing
ability emerges. Intelligent video quality diagnosis algorithm
is a branch of artificial intelligence research. It establishes the
relationship between images through computer image vision
technology and extracts valuable information from video
images, thus analyzing and processing video images. Using
a video quality diagnosis algorithm, we can simultaneously
analyze thousands of video devices and screen out the places
of interest. Therefore, it can significantly improve the effi-
ciency of maintenance personnel, greatly ease the human
cost, and improve the ability to handle emergency affairs.

Intelligent video quality diagnosis technology originated in
the 1990s, an essential branch of intelligent video analysis tech-
nology. An intelligent video quality diagnosis algorithm is an
integral part of the video monitoring system, and it is an essen-
tial tool for the video monitoring system’s maintenance per-
sonnel. The popularization of the modern video monitoring
network, the construction of a safe city at home and abroad,
the development of cities, the rapid expansion of cities, fre-
quent accidents in some security fields, and military use all
promote the accelerated development of video monitoring.
It also makes people realize the importance of the video qual-
ity diagnosis function to the video monitoring industry [3].

Video quality diagnosis system is an intelligent video
fault analysis and early warning system. It is mainly used
in the control center of the large-scale monitoring system.
By controlling the video switching output of the monitoring
center’s matrix host or connecting the digital video stream-
ing media management server, the video signal of all the
cameras in the front end is obtained. The standard camera
failures such as snowflake, rolling screen, blur, color devia-
tion, picture freezing, gain imbalance, and malicious behav-
ior of blocking and damaging the monitoring equipment are
judged accurately. The alarm information is sent out. The
video quality diagnosis system uses video image analysis to
detect the monitoring system’s common video faults. From
the current common faults, the detection is mainly carried
out from the following aspects: camera interference detec-
tion, video definition detection, video interference detection,
video signal missing detection, video brightness anomaly
detection, and video color deviation detection.

Camera interference detection [4, 5]: automatically
detects camera lens when artificial or because some unex-
pected events are moved or blocked, making the camera
deviate from the monitoring area. This function can diag-
nose whether the camera position changes or whether the
camera lens is blocked.

Video definition detection [6]: automatically detects the
image blur of the central part of the field of vision caused
by improper focus and lens damage in the video; the func-

tion evaluates the clarity of the real-time video picture and
the content of information.

Video interference detection [7]: automatically detects
noise phenomena such as video image distortion, snowflake,
jitter, or rolling screen; the main monitoring objects are dot,
prick, and strip interference on the video screen due to aging
of the line, transmission failure, poor contact, or electromag-
netic interference.

Video brightness detection [8]: automatically detects the
phenomenon of over dark, over bright, or black screen of
the picture caused by camera failure, gain control disorder,
and abnormal lighting conditions; this function will diag-
nose the brightness and darkness of video. Because the diag-
nostic plan and monitoring threshold can be changed in
different periods, the brightness anomaly detection can play
a role in day and night.

Video color deviation detection [9]: automatically detects
screen color deviation caused by poor line contact, external
interference, or camera failure, mainly including the color
deviation of the whole screen with single color or mixed
colors; the function analyzes the color information of video,
and its feature is that when there is rich color in the video, it
can distinguish them from natural scenes or from camera
fault, which makes camera color detection practical.

Video freeze detection [10, 11]: automatically detects the
freezing phenomenon of video pictures caused by the failure
of video transmission and dispatching system can avoid
missing real-time video image.

Video signal missing detection: automatically detects
intermittent or continuous video loss caused by the opera-
tion abnormality, damage, evil human intention, or video
transmission link failure of front-end platform and camera.

This paper focuses on the video definition detection and
video noise detection in video quality detection.

2. Video Definition Detection

When the playing picture of a video exceeds 24 frames/s,
according to the principle of visual retention, the human eye
cannot distinguish every single static picture, which appears
to be a smooth and continuous visual effect. Objects in a video
are usually divided into static and moving categories. Objects
that remain static in a continuous multiframe frame can be
regarded as the static background. In contrast, objects whose
positions change in a continuous multiframe frame can be
regarded as the moving foreground. Therefore, every frame
in a real-time video image can be divided into two areas: the
static background and the moving foreground. It is challeng-
ing to detect real-time video images’ sharpness because of
the unexpected change of moving foreground area in video
sequence image, which causes the random change of pixel gra-
dient value. This paper’s algorithm uses the static background
area in the real-time video image to detect the clarity of the
visual composition sequence image; that is, it consists of back-
ground extraction and definition detection.

This algorithm is roughly divided into three steps:

(1) Intercept a real-time video image to obtain the initial
background image
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The calculation formula of background image is as
follows:

Im ageBack x, yð Þ = ∑N
i=1gi x, yð Þ

N
, ð1Þ

whereN is the number of frames captured in a video sequence
and giðx, yÞ is the gray value of an image pixel ðx, yÞ.

(2) The current real-time video image is used to update
the initial background to detect the background
image

(3) Calculate the sum of the edge gradient values of the
background image according to the Sobel operator,
judge the background image’s sharpness according
to the threshold value, and get the sharpness evalua-
tion value of the real-time video image. The Sobel
operator can be expressed by formula (2):
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ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
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where f ðx, yÞ is gradation of image and gx and gy are fin-
ished by convolution template.
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The implementation steps of the algorithm are as
follows:

A video image with a length of 1min was intercepted
from the real-time video image, sampled every 5 seconds,
and a total of 12 frames of images were obtained. The
sampled 12 frames of images are converted from RGB
space to gray space because of reducing the amount of
calculation. The gray value f ðx, yÞ of each pixel in the
image is accumulated and averaged to get the real-time
video image’s initial background image. The calculation
formula is

Background0 x, yð Þ = ∑12
i=1 f i x, yð Þ

12 : ð4Þ

The current frame image in the real-time video image
needs to update the background image to achieve real-

time monitoring constantly. The calculation formula of
background update is as follows:

Background n + 1ð Þ = background nð Þ + 1
n + 1

� image n + 1ð Þ − background nð Þ½ �,
ð5Þ

where Im ageðn + 1Þ is the latest frame image in a live
video image and background ðnÞ and background ðn + 1Þ
are the background image before and after updating,
respectively.

According to the gray value of the pixels in the back-
ground image, the Sobel operator is used to detect the
image’s edge. Complete the detection of the sharpness of
the real-time video image. The detection process is as
follows:

(1) According to the edge detection theory of the Sobel
operator and the template of four directions as
shown in Figure 1, neighborhood convolution calcu-
lation is carried out for each pixel point in the image
to extract the edge components of pixel points in
four directions:

F1 = f x, yð Þ × s1, F2 = f x, yð Þ × s2, F3 = f x, yð Þ × s3, F4 = f x, yð Þ × s4

ð6Þ

The gradient value of each pixel in the image is

F x, yð Þ =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

F2
1 + F2

2 + F2
3 + F2

4

q
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(2) If jFj ≥ TN , the pixel point is an edge point; if jFj ≤
TN , the pixel point is a nonedge point. The edge gra-
dient energy value and the edge gradient energy
value are taken as the evaluation value of image
sharpness detection by adding the gradient values
of image edges:

value = 〠
n

k=1
Fk x, yð Þj j2, ð8Þ

where n is the number of edge points. We compared value
with the sharpness detection range value of a clear real-
time video image background. If value ∈ Tðα1, α2Þ, the live
video image is clear; if value ∈ Tðα1, α2Þ, the live video image
is blurry

In order to compare the effect of the Sobel operator and
other algorithms in clarity detection, the article selected 6
real-time video images. The first three are transparent
images; the latter three are fuzzy images and analyzed the
effect of the Sobel operator and square gradient method.
The comparison results are shown in Table 1.
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As shown in Table 1, the changing trend of the clarity
evaluation value of Sobel operator clarity detection and
square gradient algorithm is consistent with the facts
observed by the naked eye. The more blurred the video
sequence image, the smaller the clarity evaluation value.
The further comparative analysis found that Sobel operator
clarity detection accuracy was higher than in the square gra-
dient method. In addition, the Sobel operator detects faster
than the square gradient method.

3. Video Color Bias Detection

Traditional noise detection algorithms include the grayscale
interpolation method and spatial neighborhood method. To
better detect the noise of the image and effectively eliminate
the false positives generated by noise detection of nonnoise
points in the picture, this paper proposes to use the “image
smoothing region” module to describe the noise in the video
image.

The “image smoothing area” is a particular area in the
video picture, which has the following two characteristics.
The first is the channel change between the values of all
pixels in the smooth area. The second is the high similarity
of all pixels in the smooth area to the pixels in the surround-
ing neighborhood. The video image area that satisfies the
above two points is called the “image smoothing area.”

The algorithm flow is as follows:

(1) The user requests video diagnosis, and the video
diagnosis platform finds the idle algorithm analysis
unit and sends a message to VAM requesting the
establishment of the association between the algo-
rithm analysis unit and the camera

(2) The user starts setting diagnostic rules, including
the items to be detected and the thresholds for the
items to be detected

(3) The user requests “start diagnosis” through the
video quality diagnosis platform. After receiving

the request, VAM will send the diagnosis items,
diagnosis threshold, and related information to
the corresponding algorithm analysis unit accord-
ing to the diagnosis rules

(4) After receiving the diagnosis request, the video
quality algorithm analysis unit finds the corre-
sponding diagnosis algorithm according to the
diagnosis item. If it is video noise detection, the
noise detection algorithm is selected as the diagno-
sis algorithm, and the corresponding threshold
value is set for the algorithm

(5) The video quality algorithm analysis unit obtains
the camera ID to be detected according to the asso-
ciated camera list, and the algorithm analysis unit
obtains the video code stream to be detected
through the interface provided by the video moni-
toring platform according to the camera ID

(6) Use OpenCV computer image vision function to
extract the current video image frame data, and
judge whether the current frame data is YUV data;
if not, the current picture gray processing is used, so
as to obtain Y, U, and V data

121

000

–1–2–1

(a) 0° gradient direction template ðs1Þ
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(b) 45° gradient direction template ðs2Þ
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(c) 90° gradient direction template ðs3Þ
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(d) 135° gradient direction template ðs4Þ

Figure 1: Sobel operator convolution template of four directions.

Table 1: Comparison of different calculated clarity detection.

Algorithm Picture 1 Picture 2 Picture 3 Picture 4 Picture 5 Picture 6 Computation time (ms)

Sobel 0.9153 0.8501 0.6447 0.5914 0.4305 0.2138 62.4004

Square gradient 0.9092 0.8341 0.4015 0.2051 0.1689 0.1128 328.5043
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Figure 2: Template of “Image Smoothing Area.”
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(7) First, the current frame image data is transmitted to
the video image analysis module. Then, the current
frame image data is sent to the video image noise
anomaly analysis algorithm unit according to the cur-
rently selected diagnostic items. The algorithm in the
analysis unit analyzes the image data. The implemen-
tation process of the algorithm is from Step 4 to Step 8

(8) A template of “Image Smooth Area” is designed to
scan the pixel points of the current video picture.
As shown in Figure 2, the template of “Image
Smooth Area” designed in this paper is composed
of four templates with different vector directions

(9) According to the template of “Image Smooth Area”
designed in this paper, each pixel of the current video
image frame is scanned successively from left to right
and from top to bottom. In other words, the Y value
of the current pixel is multiplied by each element
value in the four modules to obtain the four “scan”
values of the current pixel corresponding to the four

templates: Value1, Value2, Value3, and Value4;
MinValue =Min ½Value1, Value2, Value3, Value4�.

(10) Calculate the MinValue corresponding to each
pixel in the current video image according to Step
4. When the MinValue of a pixel is 0, it is judged
that this pixel is in the smooth area of the image.
We call it “smooth pixel”; otherwise, this pixel
should be a noise point

(11) The method in Step 6 is used to calculate the total
number of “smooth pixel points” in the current
video picture, and then, the total number of
“smooth pixel points” is compared with the total
number of pixel points in the current video picture.
When this ratio is less than the noise threshold
value of 0.9, it is determined that the current video
image has noise abnormality

(12) The total number of frames with abnormal video
noise in a certain period of time is counted, and
the ratio of the total number of frames with noise

Table 2: Software environment tested.

Number Software Application

1 Video and video surveillance platform ishot6000 Platform service program

2 Network monitoring system of the video monitoring platform Platform service program

3 Video monitoring platform VQCS6000 module Platform service program

4 Video monitoring platform VQCC video diagnosis client Platform service program

5 Video diagnostic analysis module VAM Diagnostic system analysis module

Video quality 
diagnostic
platform

Video quality 
detection client 

Network
management 

system

Integrated 
access gateway

Video 
surveillance 

platform 

VAM 

VA 1 VA 2

Figure 3: Video quality diagnostic algorithm test topology.

Table 3: Test items and results.

Algorithm Sobel operator Square gradient method Improved algorithm

Number of correctly detected 28 32 42

Detection rate of the algorithm 68.22% 71.11% 93.33%

Number of false positives 12 5 2

The false-positive rate of the algorithm 26.67% 11.11% 4.44%

Algorithm Gray scale difference method Spatial neighborhood method Improved algorithm

Number of correctly detected 20 37 43

Detection rate of the algorithm 44.44% 82.22% 95.56%

Number of false positives 5 10 2

The false-positive rate of the algorithm 11.11% 22.22% 4.44%
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in the video to the total number of frames in the
video picture in this period of time is used. When
the ratio is greater than 0.4, the video is judged to
have abnormal noise

(13) After being processed by the video noise diagnosis
algorithm, if the current video is found to be noisy,
alarm information will be sent to the video quality
analysis module immediately, and the alarm infor-
mation will be uploaded to the network manage-
ment system

(14) Upload the warning information to the network
management system

4. Video Quality Diagnostic System Testing

4.1. Construction of Test Environment. The software envi-
ronment tested by this algorithm is shown in Table 2.

4.2. Construction of Test Environment. The testing process of
the quality diagnosis algorithm in this paper is as follows.

Firstly, the video code stream to be analyzed is obtained
through the video monitoring platform’s video media inter-
face. Secondly, the received video code stream is connected
to the video diagnosis and analysis management device,
simultaneously managing the VA’s multiple video analysis
algorithm units. Finally, the video analysis algorithm unit
VA is used to analyze the quality of the specified video qual-
ity diagnosis items. Each VA can independently complete
the diagnostic analysis of all the videos. Finally, the VQCC
video quality diagnosis client is used to browse the alarm
results obtained by analyzing each route VA’s specified video
quality diagnosis algorithm. The test topology for this article
is shown in Figure 3.

4.3. Analysis of Test Result. To verify the text’s accuracy
improved diagnostic algorithm, this paper uses the above
test topology to test and compare the commonly used diag-
nostic algorithm and the improved diagnostic algorithm.

Table 3 shows the results of video detection using different
definition evaluation algorithms and noise detection algo-
rithms. From the detection rate results of the algorithm, it
can be seen that the accuracy of the improved definition eval-
uation function for the definition detection of surveillance
video and noise detection is as high as 95.56%, which is much
higher than the detection rate of other definition evaluation
functions. It can more accurately judge the clarity of images.
As can be seen from the algorithm’s false-positive rate results,
the false-positive rate of the improved evaluation function for
the definition detection of surveillance video and noise detec-
tion is 4.44%, which is much lower than other evaluation func-
tions. It can be seen that the improved algorithm is a reliable
evaluation function of video definition and video noise.
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