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The firefighting IoT platform links multiple firefighting subsystems. The data of each subsystem belongs to the sensitive data of the
profession. Failure prediction is a crucial topic for firefighting IoT platforms, because failures may cause equipment injuries.
Currently, in the maintenance of fire IoT terminal equipment, fault prediction based on equipment time series has not been
included. The use of intelligent technology to continuously predict the failure of firefighting IoT equipment can not only
eliminate the intervention of regular maintenance but also provide early warning of upcoming failures. In order to solve this
problem, we propose a vertical federated learning framework based on LSTM fault classification network (LstFcFedLear). The
advantage of this framework is that it can encrypt and integrate the data on the entire firefighting IoT platform to form a new
dataset. After the synthesized data is trained through each model, the optimal model parameters can be finally updated. At the
same time, it can ensure that the data of each business system is not leaked. The framework can predict when IoT equipment
will fail in the future and then provide what measures should be used. The experimental results show that the LstFcFedLear
model provides an effective method for fault prediction, and its results are comparable to the baseline.

1. Introduction

The firefighting IoT platform is one of the key safeguards for
enterprise fire safety. However, the current fire Internet of
things platform has low accuracy in identifying various types
of alarm information. How to effectively identify the false
alarm information of the fire Internet of things platform is
very important. The current firefighting IoT platform is
linked to multiple firefighting subsystems, such as smoke
and sprinkler sensors in the office area and power environ-
ment monitoring in the substation. Since the data belongs
to different business departments, the data of each depart-
ment is expected to run on their own independent systems,
which requires that each data cannot interact with other data.
However, in order to improve the accuracy of the false alarm
prediction of the fire Internet of things platform, it is neces-
sary to use all the business data to train the network model.
Based on this, we introduced a federated learning framework

and proposed the LstFcFedLear network. The accuracy of
fault prediction is one of the keys to ensure the normal oper-
ation of the fire IoT. Predictive science is a discipline that
analyzes a large amount of data and discovers some potential
relevance among them. This provides an important basis for
industry equipment failure prediction [1, 2]. In order to
further improve the accuracy of various failure predictions,
many new technologies (for example, artificial intelligence,
big data, and blockchain) have been gradually applied to
factories [3, 4].

In essence, failure prediction is to correlate the occur-
rence of failure events with the failures that may occur in
the future. Failure prediction has made important develop-
ments in 1979. The corresponding mathematics of fault
prediction is to use input to predict output. Due to the wide-
spread existence of nonlinearity and uncertainty, it is more
difficult to establish an efficient system model in mathemat-
ics, which is also one of the objective reasons for missed
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detection and false alarms. Later, Box et al. proposed the
application of time series to forecasts, which greatly
improved the accuracy. The characteristic of the neural net-
work is that it can perform nonlinear mapping, so it is widely
used in the field of prediction. Unfortunately, neural net-
works need to be data-driven, and the biggest thing is that
they need to manually set the network model parameters.

From the current enterprise monitoring system, it is rel-
atively easy to obtain a large amount of historical equipment
data and operating data. Therefore, it is feasible to use histor-
ical data to predict failures. With the rapid development of
new technologies, it is also feasible to use artificial intelli-
gence, big data, and other technologies to assist in forecast-
ing. At present, in the use of artificial intelligence for fault
prediction research, a supervised or unsupervised method is
one of the two most common methods. For the design of
the network structure, the designer can only rely on experi-
ence to subjectively design the depth of the network, the
number of neurons, and other parameters. Designers with
different experience design different networks. This leads to
a problem, and the same problem may have different solu-
tions. Among the many algorithmmodels, the support vector
machine algorithm is more widely used.

If the condition of all equipment in the factory can be
monitored and the failure can be alerted in advance, the reli-
ability and stability of the entire factory can be greatly
increased. In recent years, in the field of PHM, a lot of
research on these fault topics has been carried out, which
greatly reduces the cost of fault maintenance of factory
equipment and also improves the efficiency of the factory
[5]. The key function of PHM is to diagnose equipment fail-
ures and discover the causes of equipment failures [6]. Equip-
ment failure prediction is very challenging, and the main
reason is the need to consider both the maintenance plan
and the type of failure. Over the years, the forecasting model
has been continuously developed and improved. But so far,
the complex algorithm model [7, 8] still has many limita-
tions. In order to overcome these shortcomings, some studies
have adopted machine learning algorithms, such as neural
networks [4] and support vector machines (SVM) [5] to pre-
dict failure types. These studies have promoted the develop-
ment of probabilistic models to a certain extent [9, 10], but
probabilistic models lack clear physical meaning in fault
prediction.

Compared with traditional machine learning algorithms
that cannot process time series data, the advantage of the
LstFcFedLear method is that it can predict the sequence of
future data through learning from historical experience.
The main contributions of this article to our work are sum-
marized as follows:

(1) We propose a vertical federated learning framework
based on LSTM fault classification network (LstFcFe-
dLear). The advantage of this framework is that it can
encrypt and integrate the data on the entire firefight-
ing IoT platform to form a new dataset

(2) The LstFcFedLear model can ensure that the data of
each business system is not leaked. This framework
can predict the probability of future failure of the fire

IoT and can provide corresponding measures to solve
the failure

The structure of this article is as follows: Section 2 intro-
duces related research. Section 3 introduces the new frame-
work method. Section 4 shows the experimental verification
results. Section 5 is the conclusion and future work.

2. Related Works

VSC and MMC lack the ability to regulate DC short-circuit
current during DC faults. For multiterminal DC system fault
detection, the calculation of short-circuit current during the
discharge phase of the DC fault capacitor is crucial. Li et al.
proposed a transient equivalent model suitable for fault anal-
ysis of multiterminal DC systems. This model only retained
the high-frequency components in the original fault network,
which greatly simplified the circuit analysis at the initial stage
of the fault [11]. Since the current waveform when the arc
fault occurs is very similar to the current waveform of some
loads, it is difficult to detect arc faults through simple current
characteristics. Aiming at this problem, Lin et al. proposed an
arc fault detection method combining a self-organizing fea-
ture mapping network and a sliding window method [12].
On the basis of autonomously mining the inherent character-
istics of current data, the current signal is continuously
detected by using the correlation and continuity between
adjacent periodic current samples. The proposed method
can effectively realize arc fault detection, and the accuracy
of arc fault detection can reach 99%.

The existing bearing fault alarm system is mainly based
on the rule diagnosis of a single shaft temperature variable,
and the alarm is not timely. In response to the above prob-
lems, Liu et al. combined the correlation of the multiaxis axle
temperature of the same car and proposed a data-driven
method for detecting and positioning train bearing faults
[13]. The proposed DiCCA modeling method is verified by
using the axle temperature data of a train in actual operation,
and the results show the effectiveness of the proposed
method. Based on a data-driven approach, Xiong et al. pro-
posed an edge-assisted privacy protection original data shar-
ing framework, which ensures that the data connected to
autonomous vehicles will not be destroyed [14].

Using the sensor data of the traction system, Chen et al.
proposed an optimal data-driven fault detection method to
solve the fault problem of the dynamic traction system
[15]. And based on the improved SVM, the optimal data-
driven fault diagnosis problem is studied. Finally, through
the actual high-speed train experimental platform, the ratio-
nality and effectiveness of the proposed method are verified.
Yang et al. proposed a data-driven soft closed-loop fault-
tolerant control strategy for the voltage sensor failure of
the DC side capacitor in the H-bridge structure of STAT-
COM [16]. This method selected capacitor voltage and sys-
tem output current as original signals and established the
MLS-SVM prediction model based on historical operating
data [17]. The predictive output of the MLS-SVM model
and the residual signal output by the actual sensor are used
to establish a sensor fault detection and judgment mechanism.
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The test results showed that the method has good accuracy
and real-time performance [18].

Condition monitoring and fault diagnosis are necessary
means to ensure the safe and stable operation of mechanical
equipment. Wang et al. proposed a deep learning framework
based on ABiLSTM for intelligent fault diagnosis of mechan-
ical equipment [19]. The framework first preprocesses the
raw data collected by the sensor and divides it into a training
sample set and a test sample set. Secondly, Oramas and
Tuytelaars extracted features of the original time-domain sig-
nal by training multiple bidirectional LSTM networks of dif-
ferent scales and obtained multiscale features of equipment
failures [20]. The experimental results show that the
ABiLSTM model can achieve multiscale feature extraction
of the original signal. By comparing with methods such as
CNN, DAE, and SVM, the fault recognition performance of
the ABiLSTM model is better than that of various common
models [21, 22]. The results of generalization performance
experiments on the ABiLSTM model show that the fault rec-
ognition accuracy of samples under off-changing conditions
can still reach more than 95%; the LSTM network architec-
ture is shown in Figure 1.

3. Materials and Methods

3.1. LSTM Network. A Recurrent Neural Network (RNN) is a
type of neural network specially used to process time series
data samples. Each layer of RNN not only outputs to the next
layer but also outputs a hidden state. RNN’s convolutional
neural network can be easily extended to images with a large
width and height, and some convolutional neural networks
can also handle images of different sizes. RNN can be
extended to longer sequence data, and most RNNs can han-
dle data with different sequence lengths. It can be seen as a
fully connected neural network with self-loop feedback. In
forward propagation, the hyperbolic tangent activation func-
tion is generally used from the input layer to the hidden layer
[23]. The hidden layer to the output layer uses softmax to
map the output to a probability distribution of ð0, 1Þ. We will
see that the output value of the hidden layer at the current
moment is affected not only by the input at the current
moment but also by the input at all times in the past. In this
way, the output value of the hidden layer can be regarded as
the memory of the network, which makes it very suitable for
processing data samples that have dependencies before and
after [24, 25]. An important feature of RNN is that the
parameters of the model are shared at different times. This
allows us to share the statistical strength of different locations
over time. When some parts of the sequence data appear in
multiple locations, this parameter sharing mechanism
becomes particularly important [26, 27]. LSTM is a type of
RNN. The timing backpropagation algorithm transmits the
error information step by step in the reverse order of time.
When the length of each time series training data is large or
the time is small, the gradient of the loss function with
respect to the hidden layer variable at a certain time is more
likely to disappear or explode.

The input vector of a standard RNN network is x = ðx1,
⋯, xTÞ. The RNN network uses equations (1) and (2) to solve

the hidden vector h = ðh1,⋯, hTÞ and the output vector y =
ðy1,⋯, yTÞ.

ht = σ Wih xt +Whh ht−1 + bhð Þ, ð1Þ

yt =Whoht + bo: ð2Þ
Among them,Wih refers to the input weight matrix.Whh

refers to the weight of the hidden layer.Who refers to the cal-
culated output matrix of the hidden layer. bh and bo refer to
all bias vectors, and σ is usually set as a sigmoid function σ
ðxÞ = 1/ð1 + exp ð−xÞÞ.

The biggest problem encountered by RNN is the gradient
problem of gradient disappearance and gradient explosion.
LSTM is one of the RNN architectures, essentially using
memory cells and gate cells to solve the problem of gradient
disappearance and gradient explosion. The memory cell
function of LSTM focuses on the input gate unit, which can
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Figure 1: The LSTM network architecture.
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make the state of each memory cell free from external inter-
ference. Each multiplication forget gate allows the memory to
filter out irrelevant storage contents. The activation function
of each multiplication forget gate is essentially an application
program, which is mainly used for the calculation of the state
of the internal memory unit. This article uses the LSTM
structure proposed by Gers et al. The results of the memory
unit and gate unit are shown in

it = σ Wxi xt +Whi ht−1 +Wcict−1 + bið Þ, ð3Þ

f t = σ Wxf xt +Whf ht−1 +Wcf ct−1 + bf
� �

, ð4Þ
ct = f tct−1 + it tan h Wxcxt +Whcht−1 + bcð Þ, ð5Þ
ot = σ Wxo xt +Who ht−1 +Wco ct + boð Þ, ð6Þ
ht = ot tanh ctð Þ: ð7Þ

Among them, the input vectors are f t , ot , and ct , which
correspond to the vectors of the input gate, forget gate, and
output gate at time t. It is worth noting that we regard the
vector with the same size as the hidden vector ht . The weight
matrixW refers to the connection coefficient matrix between
two different bodies.

The LSTM network is mainly composed of 32 bidirec-
tional units, followed by the 50% discard layer and the sig-
moid activation function. This uses L2 regularization to
prevent network overfitting. In the model training, the
cross-entropy loss function and Adam optimizer are used
to train and solidify each LSTM network. When a fault is
evaluated, LSTM divides the output fault into 5 levels, from
small to large (0-4).

The performance of the pure LSTM model is better than
that of the hybrid model [28]. Figure 2 shows the structure of
the proposed model. By extracting the characteristics of the
sequence data and using them as the input of the convolu-
tional neural network model, the spatial characteristics of
the data can be obtained. In order to prevent overfitting,
Figure 3 adds a layer to prevent overfitting.

3.2. Data Preprocessing. In this article, the premise is that we
predict daily failures. To this end, we focus on the cluster
location and date of occurrence. This turns the research ques-

tion into determining when a failure occurs. Since we are
solving two different prediction problems here, namely,
binary classification and regression, we consider the produc-
tion process of each type of prediction input dataset.

To address the problem of fault type classification for fire
facility, we used the Fault Type of Fire Facility (FTFF) dataset
from the Firefighting Internet of Things platform database of
China State Grid Gansu Electric Power Company. This data-
set contains two subdatasets, namely, FTFF1 and FTFF2.

We study the real dataset of 15084 alarm records of
power firefighting equipment recorded between 2019 and
2020 from fault in power fire facility maintenance. All the
FTFF datasets contain Alarm Time (AT), Fault Type (FT),
Failure Equipment (FE), Fault Location (FL), Municipal
Units (MU), and Level 2 Units (L2U). Considering the large
number of subjects in each of these two datasets, we used the
FTFF1 dataset for training and the FTFF2 dataset for testing.

The problem of fault type classification was approached
as a five-class classification problem, with the following clas-
ses: 0 for the Overdue Fault (OF), 1 for the Offline Fault
(OLF), 2 for the Power Failure (PF), 3 for the Equipment
Damage (ED), and 4 for the False Alarm (FA). For each input
data from one discrete time point, if the classification model
identified this input as being of class 0–4, then the fault type
of this discrete time point would be set to 0–4 (i.e., the fault
type was predicted every time point).

The original fault dataset is first transformed into a fault
vector, vR = ðvR1,⋯, vRTÞ. In the regression algorithmmodel,
for the fault at a certain time t, the text is expressed as
vRt = ðvt1,⋯VtsÞ. Among them, vts refers to the fault in the
s-th space at a certain time t. In the simplified neural net-
work, the sigmoid and hyperbolic tangent function are usu-
ally integrated in the gate and used as the activation
function. The purpose is to convert the input value to
between 0 and 1, where 1 means it is worth paying attention
to and 0 means not needing attention. On the other hand, the
role of the tanh function is to adjust the network perfor-
mance by compressing the value to between -1 and 1.
LSTM-FC is very sensitive to causality.

3.3. Prediction Models. In the design of this article, we design
two types of fault diagnosis models: binary classification and
prediction. In this research, we develop two types of failure
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Figure 2: The process of the LstFcFedLear network.
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prediction models, namely, binary classification and predic-
tion. In addition, we also focus on evaluating the relationship
between spatial clusters to judge the impact on the prediction
results. In this article, we have designed four types of failure
prediction models, as shown in Table 1. In the second sec-
tion, we introduced that the RNN model can receive delay
information and has the ability to judge whether this infor-
mation has an impact on the storage unit. The proposed
LSTM-FC model is shown in Figures 1 and 4. It can be seen
that these two models use different types of input data, and
the activation functions in the output layer are also different.
It is worth noting that it expresses faults through weighting
factors, and these weights are determined by the following
equation:

et = htwa, ð8Þ

at =
exp etð Þ

∑T
i=1exp etð Þ

, ð9Þ

v = 〠
T

i=1
aihi: ð10Þ

In these equations, ht refers to the fault that occurs at
time t. wa is the weight matrix set by the attention layer. at
refers to the probability of possible failure at time t. v refers
to the weighted summation of the probabilities at all times t.

By converting the input into a fault sequence, X = fx1,
x2,⋯, xNg. xt refers to the fault that occurs at time t calcu-
lated by the LSTM model. At each time step, we first use

the forward LSTM to predict the probability of the next fail-
ure. The overall goal is to minimize the following objective
functions:

Lf = −
1
N
〠
N

t=1
log Pr Xt+1 X1,⋯, Xtjð Þ: ð11Þ

Among them, Lf refers to all the parameters of the model
in forward prediction. The Pr ð·Þ function in the LSTM
model is calculated as xt+1, which mainly depends on the pre-
vious probability.

After getting a set of fault history data, the probability of
the next fault can also be predicted through the reverse
sequence. Therefore, we have also established a backward
LSTM, the purpose of which is to predict the previous failure
probability based on the later occurrence probability.

LA = −
1
N

〠
0

t=N−1
log Pr at aN ,⋯, at+1jð Þ: ð12Þ

Finally, we analyze and classify the fault types and incor-
porate the key information into the whole process of LSTM
training.

In summary, by using the optimized model, that is, equa-
tion (13), the parameters of the algorithm model can be
obtained. After that, the corresponding topological quantities
can be calculated.

3.4. LstFcFedLear Model. LSTM-FC can calculate the topo-
logical value of the genetic network. Using this advantage of
LSTM-FC, the LSTM-FC network algorithm can be iterated
repeatedly to obtain the most reasonable parameter matrix.
In Algorithm 1, we show the algorithms of the LSTM-FC
method one by one.

In order to be able to encrypt and integrate the data on
the entire fire IoT platform to form a new dataset and to
ensure that the data of each business system is not leaked,
we have designed the following framework, as shown in
Figure 5. Then, the new dataset is fed into the LstFcFedLear
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Figure 3: The proposed method for data preprocessing.

Table 1: The results of the forecasting model.

Model Results

Specificity = TN
TN + FPð Þ MAE RMSE SDE

KNN 0.323 0.823 0.763

SVM 0.301 0.743 0.692

CNN 0.287 0.665 0.662

LstFcFedLear 0.226 0.619 0.634
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model for training as a training set. The LstFcFedLear sub-
model corresponds to each fire subdata. The LstFcFedLear
submodel is responsible for training each subdata to obtain
the corresponding training parameters. Finally, all LstFcFe-
dLear submodels update their parameters to a unified model.
Specific steps are as follows:

Step 1. The central server sends the public key to the
LstFcFedLear1, LstFcFedLear2, LstFcFedLear3,…, LstFcFe-
dLearn models and uses the Paillier partial homomorphic
encryption algorithm to align the encrypted samples. The
Paillier encryption algorithm is mainly divided into three
steps. The first is to generate a key according to the Paillier
encryption algorithm. Then, use the generated key to encrypt
each part of the data. Finally, after the model training is com-
pleted, the model is decrypted [29].

Step 2. The encrypted samples are fed to the LstFcFe-
dLear1, LstFcFedLear2, LstFcFedLear3,…, LstFcFedLearn
models for iterative training, and the local parameter gradi-
ents of the models are calculated, respectively.

Step 3. LstFcFedLear1, LstFcFedLear2, LstFcFedLear3,…,
LstFcFedLearn models push the gradient and loss calculated
by each to the central server. The central server uses the pri-
vate key to decrypt.

Step 4. The central server sends the decrypted gradient
and loss back to the LstFcFedLear1, LstFcFedLear2, LstFcFe-
dLear3,…, LstFcFedLearn models.

Step 5. LstFcFedLear1, LstFcFedLear2, LstFcFedLear3,…,
LstFcFedLearn models update the model parameters.

Step 6. LstFcFedLear1, LstFcFedLear2, LstFcFedLear3,…,
LstFcFedLearn models are iteratively trained to generate a
joint model.

4. Experiment Results

4.1. Dataset. To address the problem of fault type classifica-
tion for fire facility, we used the Fault Type of Fire Facility
(FTFF) dataset from the Firefighting Internet of Things plat-
form database of China State Grid Gansu Electric Power
Company. This dataset contains two subdatasets, namely,
FTFF1 and FTFF2.

We study the real dataset of 15084 alarm records of
power firefighting equipment recorded between 2019 and
2020 from fault in power fire facility maintenance. All the
FTFF datasets contain Alarm Time (AT), Fault Type (FT),
Failure Equipment (FE), Fault Location (FL), Municipal
Units (MU), and Level 2 Units (L2U). Considering the
large number of subjects in each of these two datasets, we
used the FTFF1 dataset for training and the FTFF2 dataset
for testing.

The problem of fault type classification was approached
as a five-class classification problem, with the following clas-
ses: 0 for the Overdue Fault (OF), 1 for the Offline Fault
(OLF), 2 for the Power Failure (PF), 3 for the Equipment
Damage (ED), and 4 for the False Alarm (FA). For each input
data from one discrete time point, if the classification model
identified this input as being of class 0–4, then the fault type
of this discrete time point would be set to 0–4 (i.e., the fault
type was predicted every time point) [30–32].

Pooling layer

Dense layer

LSTM model

Prediction y

Frame-level
prediction y

Prediction of fault type

Feature f(x)

Input fault data

y

y3 yTy2y1

y3 yTy2

x3 xT

y1

……

……

……

Figure 4: The prediction with LstFcFedLear from the dataset.

INPUT PARAMETERS: Reasonable labeling T+,T−
Label labeling is not reasonable ˜ T+, ˜ T−
Maximum number of pre-training
Maximum number of training
OUTPUT VALUE: Train well-performing models
1: d, c ←0
2: get x on T
3: while d < preEpoch do
4: for each fault i in T do
5: get ˜r+ i ,˜r−i in L
6: get L by (9) on i;
7: update θ;
8: compute Lf
9: update θ;
10: end for 11 j ← j +1; 12 end while
13: while k < trainEpoch do
15: for each fault xi in T do
16: compute xi;
17: compute yi;
18: compute LA;
19: update θ;
20: end for
21: k ← k +1;
22: end while

Algorithm 1: LSTM-FC network algorithm.
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4.2. Prediction by LstFcFedLear. It is easy to see that display-
ing a certain vector in a sequence or a certain sequence in a
sequence is basically the same as the training process of the
LstFcFedLear algorithm. The following figure illustrates the
training progress curve of the LstFcFedLear and SVM algo-
rithm in detail. It can be clearly seen from the figure that
the loss and root mean square error performance of the two
algorithm models in the training process are very similar.
The loss curve can explain that the learning speed of SVM
is relatively slow at the beginning of training. But it is worth
noting that as time goes by, the learning curve of SVM is
close to a certain value, and it has gradually stabilized. It
can be inferred from these data that LstFcFedLear did not
learn enough knowledge at the beginning, but over time, this
problem was solved. In general, the performance of LTSM is
slightly better than that of LstFcFedLear.

In order to further demonstrate the accuracy and gener-
alization ability of LstFcFedLear, we compare its accuracy
with the other three methods in [7–9]. In order to show the
awareness of the results of the experiment, we use the method
in [10]. The simulated test data was obtained using SynT-
ReN, an environment frequently used in the industry.
Figure 1 illustrates the operational characteristics (ROC) of
the new data generated by LstFcFedLear and CNN. Obvi-
ously, on the synthesized test data, the accuracy of LstFcFe-
dLear is better than that of the CNN method. As shown in
Figure 6(b), compared with the FDR performance of SVM,
KNN, and CNN methods, the error rate of LstFcFedLear
is the lowest. This result clearly shows that for the genetic
disease dataset, LstFcFedLear is better than SVM, KNN,
and CNN.

As shown in Figure 6(c), the comparison between the
positive prediction curve of LstFcFedLear and the PPV of
SVM, KNN, and CNN shows that the LstFcFedLear method
is optimal. This also further shows that LstFcFedLear is also
superior to SVM, KNN, and CNN in terms of synthesizing
genetic test data.

In this experiment, the LstFcFedLear model has 16 to
100 storage units. The training time interval of the model
is ½16, 100�, and the unit is s. Throughout the experiment,
the mean square error is the only indicator that measures
the performance of binary classification and regression

models in the learning phase. In order to reduce the loss
and increase the learning rate, the Adam optimizer is used
in the LstFcFedLear model with the parameters beta1 = 0:9
and beta2 = 0:999. In order to prevent overfitting in the
learning phase, a total of 3 times of cross-validation were
used in this experiment. The pros and cons of the model’s
hyperparameters are the key to whether a model can
achieve the best performance. In this experiment, we
repeatedly test the hyperparameters of the LstFcFedLear
model, such as the model’s backtracking situation, the
number of storage units, and the loss rate. The backtrack-
ing rate indicates how large the time interval to consider
[33]. Table 2 shows the different dropout probability
values in the experiment. What we want to explain here
is that the loss function in the article represents the mean
square error between the training value and the predicted
value. In addition, it can be clearly seen from Table 2 that
the accuracy of LstFcFedLear is as high as 94.6, which is
8.03% higher than the average of KNN, SVM, and CNN.
The sensitivity of LstFcFedLear is as high as 93.4, which
is 7.77% higher than the average of KNN, SVM, and
CNN. The specificity of LstFcFedLear is as high as 95.1,
which is 8.37% higher than the average of KNN, SVM,
and CNN. These three indicators also show that LstFcFe-
dLear is the best.

4.3. Performance Comparison. Here, we compare the perfor-
mance of SVM, KNN, and CNN in detail with the perfor-
mance of the LstFcFedLear model proposed in this paper.
The experiment uses the scikit-learn package in Python for
testing. In order to be able to make a thorough comparison
with the performance of the LstFcFedLear model, a 3-fold
cross-validation was specifically used in the experiment. For
the best training parameters, grid search technology is also
used in the experiment. It can be seen from the experimental
results that for SVM, the value of the penalty parameter is set
to c = 0:1. In Tables 1–3, we, respectively, compared the fault
classification performance of KNN, SVM, CNN, and
LstFcFedLear in detail. The comparison results show that
the LstFcFedLear model has the best performance. In terms
of accuracy and recall, LstFcFedLear is the best among these
three. The second place is the CNN model. Table 2 mainly

Joint model

Updating parameters

Iterative training

LstFcFedLear1 LstFcFedLear2 LstFcFedLear3

Encrypted sample alignment

Paillier homorphic encryption

Data1 Data2 Data3 Data

……

……

LstFcFedLear n

n

Figure 5: LstFcFedLear model framework.
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compares the comparison results between the traditional
fault prediction method and the method proposed in the
article.

The measurement indicators used in the experiment are
sensitivity, accuracy, and Youden index scale, that is, true
positive (TP), true negative (TN), false positive (FP), and
false negative (FN) [28–31]. TP represents the number of
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Figure 6: Accuracy and precision for prediction/classification among LstFcFedLear and different competitors based on fault datasets: (a)
ROC diagram, (b) FDR chart, and (c) PPV graph.

Table 2: The comparison results between the traditional fault
prediction method and the method proposed.

Method Accuracy (%) Sensitivity (%) Specificity (%)

KNN 84.2 81.3 83.3

SVM 86.3 87.3 87. 7

CNN 89.2 88.3 89.2

LstFcFedLear 94.6 93.4 95.1

Table 3: The running time of the different models in this paper
between LstFcFedLear from SVM, KNN, and CNN.

Method KNN SVM CNN LstFcFedLear

Training time 4.209 8.703 787.342 983.306

Running time 2.217 4.332 9.243 7.276
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Figure 7: Graph of AUC box plot for LstFcFedLear.
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samples classified as correct. TN represents the number of
samples judged to be false. FP represents the number of sam-
ples classified as incorrect. FN represents the number of sam-
ples classified as correct. The specific judgment formula is as
follows:

Accuracy = TP + TNð Þ
TP + TN + FP + FNð Þ , ð13Þ

Sensitivity =
TP

TP + FNð Þ , ð14Þ

Specificity =
TN

TN + FPð Þ : ð15Þ

As shown in Figure 6, the area enclosed by the curve has
shown that LstFcFedLear is larger than the other three types.
That can show that in terms of accuracy, LstFcFedLear is def-
initely better than the other algorithms. It can be seen from
Figure 6 that the value of LstFcFedLear actually reaches the
maximum average number AUC, about 0.84. But the AUC
values of SVM, KNN, and CNN are 0.47, 0.78, and 0.59,
respectively. The rankings are LstFcFedLear, KNN, CNN,
and SVM. In addition, we calculated and visualized the area
enclosed under the curve in Figure 6 in order to highlight
the accuracy of all query methods. The AUC value obtained
by the LstFcFedLear model is about 0.84, which can also indi-
cate that the model is the best. More importantly, the average
AUC owned by GlobalMIT is about 0.47, which is obviously
much lower than that of LstFcFedLear.

As shown in Figure 7, the LstFcFedLear model has the
best performance in classifying all faults into positive proba-
bility because the area under the ROC curve corresponding
to LstFcFedLear is the largest. According to the area ranking
under the ROC curve, it can be seen that the ranking of SVM
is only lower than that of LstFcFedLear but is better than that
of CNN and KNN in turn. It is worth noting that the ROC
area of the LstFcFedLear model is 10 times that of KNN, 6
times that of SVM, and 3 times that of CNN. The huge area
difference once again illustrates the excellent accuracy of
the LstFcFedLear model.

Table 1 characterizes the accuracy of these algorithm
models from another level. The MAE value of LstFcFedLear
is 0.226, which is 0.075 lower than the average of KNN,
SVM, and CNN. The test results show that the MAE value
of KNN is the largest, indicating that the effect of the model
is the worst. The ranking of other models from good to bad
is CNN, SVM, and KNN. In terms of RMSE, the RMAE value
of LstFcFedLear is 0.619, which is 0.123 lower than the aver-
age of KNN, SVM, and CNN. The test results show that the
RMAE value of KNN is the largest, indicating that the effect
of the model is the worst, which is consistent with the perfor-
mance on the MAE value. The ranking of other models from
good to bad is CNN, SVM, and KNN. In terms of SDE, the
SDE value of LstFcFedLear is 0.634, which is 0.072 lower than
the average of KNN, SVM, and CNN. The test results show
that the SDE value of KNN is the largest, 0.763, indicating
that the effect of the model is the worst, which is consistent
with the performance on the MAE and RMSE values. The

ranking of other models from good to bad is CNN, SVM,
and KNN.

In Table 3, we compare the running time of the LstFcFe-
dLear, KNN, SVM, and CNN models. It can be seen that
although LstFcFedLear is indeed superior in various perfor-
mances, it pays relatively high in training time and running
time costs. As can be seen in Table 3, in terms of training time
cost, the time-consuming order is KNN, SVM, CNN, and
LstFcFedLear from least to more. KNN is indeed very time-
consuming, but its performance is too poor to be suitable
for promotion and application in the industry. LstFcFedLear
may take a little longer time, but it is relatively stable in terms
of performance.

5. Conclusion

In short, we propose a vertical federated learning framework
based on LSTM fault classification network to predict the
failure of the fire IoT platform. The advantage of this frame-
work is that it can encrypt and integrate the data on the entire
firefighting IoT platform to form a new dataset. After the
synthesized data is trained through each model, the optimal
model parameters can be finally updated. At the same time,
it can ensure that the data of each business system is not
leaked. The experimental results showed that the LstFcFe-
dLear model provides an effective method for fault predic-
tion, and its results are comparable to the baseline. And the
results among LstFcFedLear and SVM, KNN, and CNN
methods showed that LstFcFedLear performs better than all
methods in RMSE prediction, with the improvement being
9.8% and 24.3%, respectively. In the future, we plan to apply
the LstFcFedLear model to power production application
scenarios and then further optimize the robustness and other
performance of the model.

Data Availability

We used the Fault Type of Fire Facility (FTFF) dataset from
the Firefighting Internet of Things platform database of
China State Grid Gansu Electric Power Company. This data-
set contains two subdatasets, namely, FTFF1 and FTFF2.
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