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Mobile edge computing (MEC) is becoming more and more popular because of improving computing power in virtual reality,
augmented reality, unmanned driving, and other fields. This paper investigates a nonorthogonal multiple access- (NOMA-)
based MEC system, which is under imperfect channel state information (ipCSI). In this system model, a pair of users offloads
their tasks to the MEC server with the existence of an eavesdropper (Eve). To evaluate the impact of Eve on the performance of
the NOMA-MEC system, the secrecy outage probability (SOP) expressions for two users with the conditions of imperfect CSI
and perfect channel state information (pCSI) are derived. In addition, both throughput and energy efficiency are discussed in
the delay-limited transmission mode. Simulation results reveal that (1) due to the influence of channel estimation errors, the
secrecy outage behaviors of two users under ipCSI conditions are worse than those of users with pCSI; (2) the secrecy
performance of NOMA-MEC is superior to orthogonal multiple access- (OMA-) aided MEC systems; and (3) the NOMA-MEC
systems have the ability to attain better system throughput and energy efficiency compared with OMA-MEC.

1. Introduction

As the mobile communication systems develop rapidly, the
technical standards have constantly evolved. The 4th-
generation communication system relies on orthogonal fre-
quency division multiple access to operate, and the data ser-
vice transmission rate reaches even 1,000 megabits per
second. However, with the large-scale popularization and
application of intelligent terminals, the requirements for
new mobile services are increasing. The transmission rate
of wireless communication will have difficulty in meeting
the application requirements of future mobile communica-
tion. To improve the spectrum efficiency of the 5th-
generation (5G) mobile communication technology, the
industry recommends a new method of multiple access mul-
tiplexing, the nonorthogonal multiple access (NOMA). Only

a single radio resource can be distributed to one user in
orthogonal multiple access (OMA), while NOMA is capable
of allocating one resource to multiple users at the same fre-
quency, time, or code domain. In some scenarios like near-
remote effect and large coverage multinode access cases,
especially uplink communication scenarios, the nonorthogo-
nal method with power reuse has obvious performance
advantages over traditional orthogonal access.

Considerable research efforts have been devoted to
investigate NOMA performance. For the downlink commu-
nications, the authors in [1] considered joint user pairing
and power allocation issues, where the achievable total rate
was optimized according to the minimum rate constraint
of all users. To study the large cellular networks, a new anal-
ysis framework was developed to evaluate the outage perfor-
mance and obtained the closed-form expressions of outage
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probability [2]. The authors in [3] proposed a power allo-
cation algorithm for a multiuser scheme to ensure success-
ful and low-complexity successive interference cancellation
(SIC) decoding and evaluated the proposed performance
under different user weight ratio scenarios. As a further
advance, the optimal user grouping of the downlink
NOMA system was studied to make the sum rate maximal
[4]. To further enhance the performance of the system, an
advanced multiple-input multiple-output NOMA-aided
unmanned aerial vehicle framework was proposed in [5],
where the outage probability and diversity order were sur-
veyed in depth. For the uplink communications, the
authors studied the NOMA system with imperfect SIC,
considered to minimize the total power consumption with
the constraints of quality of service, and evaluated the
impact of imperfect SIC on system performance [6]. For
the cognitive Internet of Things (IoT) supporting the
6th-generation mobile communication technology, the
authors of [7] proposed a hybrid spectrum access scheme
based on NOMA to maximize the average data transmis-
sion rate of the cognitive IoT. The above scenarios are
assumed under the ideal condition; however, the loss of
distance and path is inevitable during the transmission
process in actual scenarios. Thus, it is necessary to
research the imperfect channel state information (ipCSI).
A new method to solve the problem of multiuser detection
was proposed in [8], where the receiver problem of ipCSI
scenarios caused by channel estimation errors was dis-
cussed carefully. The user ending (UE) signatures pre-
sented by forward error correction channel codes under
different arrangements were adopted to distinguish the
desired useful signals from interfering UEs and provide
robustness for channel state information (CSI) errors. Sim-
ilarly, the authors of [9] designed a system model based
on an ipCSI scenario, obtained the closed-form solution
of the outage probability, and analyzed the performance
of the NOMA system. For a cooperative NOMA system,
the authors in [10] considered the influence of residual
transceiver hardware damage on the system and deduced
the expressions of interruption probability, traversal capac-
ity, and energy efficiency, which proved the superiority of
outage performance of cooperative NOMA. On this basis,
considering the challenge of large-scale connection in
IoT, the author investigated the performance of NOMA
for cooperative synchronization of wireless signals and
power transmission in a large-scale IoT system [11].

With the popularization of 5G, new applications have
higher requirements for computing capabilities. With the
core technology of mobile communication networks,
mobile edge computing (MEC) sinks computing resources
and storage resources closer to users and handles resource-
intensive and delay-sensitive tasks at the edge of the net-
work, which tackles the problems of extended communica-
tion resource processing time and high energy
consumption. Due to the high requirements of MEC on
latency and energy consumption, a mass of literature has
regarded these two problems as optimization objectives.
Considering the resource constraints and interference
between multiple users, the authors of [12] designed an

iterative MEC resource allocation algorithm which oper-
ated heuristically to make dynamic offloading decisions
and confirmed that this method overmatches the cloud
computing solutions in the field of execution delay and
offloading efficiency. To achieve the requirements of ultra-
reliability and low delay in mission-critical applications,
the authors of [13] proposed a new system design, where
the applications of extreme value theory to exact probabil-
ity were used for local computing and task offloading. The
combined application of NOMA and MEC is a pivotal
solution technology. In [14], the authors comprehensively
considered the uplink and downlink communication
where NOMA cooperated with MEC. It indicated that
NOMA-MEC can greatly reduce the delay and energy
consumption of the offloading process. The authors in
[15] jointly optimized the power and time distribution to
cut down computing and offloading energy consumption
and then obtained the closed-form expression of optimal
power and time allocation solution. In [16], the partial off-
loading scheme based on NOMA minimized the average
power consumption and realized the dynamic power delay
trade-off for MEC offloading by using the Lyapunov
method. To improve the offloading efficiency of edge
users, a NOMA-assisted MEC system was introduced in
[17], where a joint communication and computation
resource iterative optimization algorithm with low com-
plexity was proposed to minimize the energy consump-
tion. In the full-duplex mode, edge users utilize NOMA
to transfer part of the computing workload to two MEC
servers. The energy consumption of the whole system
was effectively reduced through the cooperation scheme,
and the resources of different MEC servers were balanced
to improve the experience quality of edge users. Regarding
energy efficiency, the authors of [18] studied joint user
association and resource allocation and proposed a match-
ing method to reduce the energy consumption of each
user in NOMA-MEC networks. It was proven that this
method effectively lessens the energy consumption and
iterations times. In [19], a NOMA-MEC task delay mini-
mization problem was investigated, where a bisection
search iterative algorithm is applied to tackle the noncon-
vex optimization issue. It is observed that the cooperation
between NOMA and MEC can significantly improve
energy/power efficiency.

Physical layer security (PLS) is expected to be a com-
plementary role of wireless communication security in
the future. Compared with traditional key encryption mea-
sures, PLS technology makes full use of the diversity, time
variation, and heterogeneity of wireless channels to ensure
that legitimate users receive private and useful information
safely. Considering the existence of eavesdroppers (Eves),
the author in [20] optimized the allocation of time, power,
and subchannels to acquire safe and energy-saving trans-
mission among multiple users. The authors of [21] studied
the secure communications via full-duplex wiretap with
wireless power supply and proposed an iterative algorithm,
which was capable of achieving higher total security rate
and anti-interference ability of wiretap. To enhance the
security of computing task offloading, the authors in [22]
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researched the security behaviors of NOMA for MEC-
aware networks, considered passive eavesdropping
schemes, measured the security performance of computing
offload by using security interruption probability, and
deduced the semiclosed form expression of the optimal
solution. In order to further evaluate the eavesdropping
ability of users without knowing the CSI of the Eve, the
authors in [23] proposed an effective iterative algorithm
to maximize the minimum antieavesdropping ability of
uplink NOMA users by jointly formulating the security
rate, locally calculating bits, and allocating power. To
solve the delay problem of NOMA in the presence of
malicious Eves, an algorithm based on binary search
was proposed, which can ensure the security rate and
make the maximum task delay of uplink NOMA users
minimal [24]. The authors of [25] considered the trans-
mission scenarios of single-antenna and multiantenna
devices at the same time, where the exact secrecy outage
probability (SOP) expressions for two antenna-aided sce-
narios were derived. Furthermore, the authors employed
stochastic geometry to model legitimate users and Eves
and studied the impact of physical layer confidentiality
on the performance of a unified NOMA framework
[26], where the external and internal eavesdropping sce-
narios were checked carefully. Given the backscatter com-
ponent, the PLS of the environmental backscatter NOMA
system with the actual assumptions of residuary hardware
damage, channel estimation error, and imperfect SIC were
studied in [27].

This paper mainly investigates the integration of
NOMA and MEC by taking ipCSI and perfect channel
state information (pCSI) into account, i.e., considering
the Eve in the NOMA uplink-assisted MEC scenarios
with channel estimation errors. The treatises of [28, 29]
have studied the impact of Eves on NOMA-MEC system
performance. To the best of the authors’ knowledge, the
NOMA-based MEC secure problem is always considered
in the pCSI condition. Little is known, however, about
the security performance analysis of MEC based on
NOMA under ipCSI. This motivates us to evaluate the
damaging influence of ipCSI for NOMA-based MEC
secure communication, since pCSI is hardly obtained
due to channel fading and channel estimate errors in
reality. We sum up the contributions of this paper as
follows:

(1) We concentrate on the secrecy performance of
NOMA-MEC in the presence of an Eve. We derive
the exact expressions of SOP of NOMA-MEC under
ipCSI/pCSI conditions. To obtain more insights, we
further derive the expressions of the asymptotic
SOP at high signal-to-noise ratios (SNRs) and pro-
vide diversity orders of the legitimate user

(2) The results of system performance are also evaluated
by simulation, which reveal that in the presence of
the Eve, the SOP under ipCSI conditions is greater
than that under the ideal condition. We also analyze
the effect of channel estimation errors and the Eve’s

SNR on system performance. Under both ipCSI and
pCSI conditions, the secrecy performance of the
nearby user for NOMA-MEC overmatches that of
the remote user and OMA-MEC

(3) We discuss the system throughput and energy effi-
ciency in delay-limited transmission mode. We con-
firmed that NOMA-MEC is capable of attaining the
greater system throughput and energy efficiency rel-
ative to OMA-MEC. As the channel estimation
errors increase, the system throughput and energy
efficiency of NOMA-MEC decrease seriously

2. System Model

We consider the uplink NOMA-assisted MEC communica-
tion framework as shown in Figure 1, in which the tasks
are offloaded by M legitimate users to a single MEC server
in the presence of an Eve, assuming that all devices are
equipped with a single antenna and work in a half-duplex
mode. Each link in the system experiences Rayleigh fading
and will be bothered by additive white Gaussian noise
(AWGN). Then -th user and them -th user are selected
fromMusers to offload tasks, where Eve wiretaps the com-
munication between the users and MEC server. ĥi ∼CN ð0
, bΩ iÞ denotes the channel parameters of links between the
user and MEC server, and ĥEve,i ∼CN ð0, bΩEve,iÞ represents
the channel parameters of links between the user and Eve,
i ∈ f1, 2,⋯,Mg, bΩ i = bΩEve,i = 1.

Due to the existence of channel estimation errors, it is
hard to achieve perfect CSI in actual scenarios. In order to
evaluate the impact of Eve under ipCSI on the NOMA-
MEC system, the channel factor of the i -th user and
MEC server is modeled as ĥi = hi + ϖei, and the channel
parameter of the i -th user and Eve is modeled as ĥEve,i
= hEve,i + ϖeEve,i, where ϖ ∈ ð0, 1Þ, hi, and hEve,i represent
the channel gain under pCSI. ϖ = 0 represents that the sys-
tem is able to acquire the pCSI, and ϖ = 1 represents that
the system cannot acquire the pCSI and will sustain from
the channel estimation error ei ∼CN ð0, σ2

ei
Þ and eEve,i ∼

CN ð0, σ2
eEve,i

Þ.
In this paper, the n -th and m -th users are paired to

perform a nonorthogonal transmission scheme and offload
their missions to the MEC server simultaneously. More-
over, the n-th/m-th user is regarded as a nearby/remote
user, which is close/far to the MEC server and Eve. There-
fore, the channel gains between users and the MEC server
can be classified as jh∧mj2 ≤ jh∧nj2, and the channel gains
between users and the Eve can be classified as jh∧Eve,mj2
≤ jh∧Eve,nj2 [30]. According to the principle of NOMA,
the received signals at the MEC server and the Eve are
given by

yMEC = hm + ϖemð Þ
ffiffiffiffiffiffi
Pm

p
xm + hn + ϖenð Þ

ffiffiffiffiffi
Pn

p
xn + nMEC,

ð1Þ
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yEve = hEve,m + ϖeEve,mð Þ
ffiffiffiffiffiffi
Pm

p
xm + hEve,n + ϖeEve,nð Þ

ffiffiffiffiffi
Pn

p
xn + nEve,

ð2Þ

respectively, where xj represents the j -th user’s signal of
offloading task, j ∈ ðm, nÞ. nMEC ∼CN ð0, σ2MECÞ and nEve
∼CN ð0, σ2

EveÞ represent the AWGN at the MEC server
and Eve, respectively. The transmission power of the j
-th user is represented as Pj, Pj = ajP, while P is the total
transmission power of the paired users. In order to ensure
reasonable fairness among users, we assume that am > an,
am + an = 1. Hence, the signal-to-interference-plus-noise
ratios (SINRs) for the MEC server to decode the informa-
tion of two users are derived as

γn =
anρ hnj j2
ϖθn + 1 , ð3Þ

γm = amρ hmj j2
anρ hnj j2 + ϖ θn + θmð Þ + 1

, ð4Þ

respectively.
The SINR expressions of n -th and m -th tapped by Eve

are given by

γEve,n =
anρEve hEve,n

�� ��2
ϖθEve,n + 1 , ð5Þ

γEve,m = amρEve hEve,m
�� ��2

anρEve hEve,n
�� ��2 + ϖ θEve,n + θEve,mð Þ + 1

, ð6Þ

respectively, where ρ ≜ P/σ2MEC and ρEve ≜ P/σ2Eve represent
the transmit SNR of the MEC server and Eve, θi = σ2eiaiρ,
θEve,i = σ2eEve,i aiρEve, i ∈ fm, ng.

3. Performance Analysis

In this section, the secrecy outage behaviors with an Eve
under ipCSI and pCSI in the uplink NOMA-MEC system
are analyzed. The new exact expressions of SOP and the
asymptotic SOP are derived in the high SNR region. In addi-
tion, we acquire the diversity orders and evaluate through-
put as well as energy efficiency to further explore the
security in NOMA-MEC.

3.1. Secrecy Outage Probability. The secrecy outage means
that users cannot complete the offloading tasks within a cer-
tain time slot in the presence of the Eve. As a consequence,
the secrecy outage performance for the users under the two
conditions of ipCSI and pCSI with Eve is analyzed in detail.

Considering that the n -th user and the m -th user off-
load tasks to the MEC server at the same time, the secret rate
of the two users can be defined as

Cn = log2 1 + γnð Þ − log2 1 + γEve,n
� �� �+, ð7Þ

Cm = log2 1 + γmð Þ − log2 1 + γEve,m
� �� �+, ð8Þ

respectively, where ðxÞ+ = max f0, xg.
Assuming that the target secrecy rate of the n -th user is

Vn, when its actual secrecy rate Cn is less than Vn, the n -th
user has an outage behavior. Thus, the SOP of the n -th user
with the ipCSI condition is expressed as

Pn = Pr Cn < Vnð Þ =
ð∞
0
f γEve,n xð ÞFγn

2Vn 1 + xð Þ − 1
� �

dx: ð9Þ

Theorem 1. Under the condition of ipCSI, the exact SOP
expression of the n-th user in the NOMA-MEC system with

Base station
MEC server

Eavesdropper
(Eve)

The n-th user 

The m-th user 

hEve,m
⌃

hEve, n
⌃

h
m

⌃

h
n

⌃

Figure 1: System model of uplink NOMA-assisted MEC communications.
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Eve can be given by

Pn
ipCSI =

M!

M − nð Þ! n − 1ð Þ! θEve,n + 1ð Þ 〠
M−n

i=0
〠
n+i

r=0

M − n

i

 !
n + i

r

 !
−1ð Þi+r
n + i

× e− 2Vn−1ð Þ ϖθn+1ð Þr/anρΩnð Þ ρΩn

θEve,n + 1ð ÞρΩn + 2Vn θn + 1ð ÞrρEveΩEve,n
,

ð10Þ

where ϖ = 1.

Proof. The SINR of the n -th user in the process of offloading
to the MEC server γn and the SINR wiretapped by Eve γEve,n
can be obtained in (3) and (5), respectively. According to
order statistics, the CDF of the n -th user’s sorted channel
gain and the PDF of the n -th user’s unsorted channel gain
are given by

Fγn
xð Þ = M!

M − nð Þ! n − 1ð Þ! 〠
M−n

i=0
〠
n+i

r=0

M − n

i

 !
n + i

r

 !
−1ð Þi+r
n + i

e−r ϖθn+1ð Þx,

ð11Þ

f γEve,n xð Þ = ϖθEve,n + 1
anρEveΩEve,n

e− ϖθEve,n+1ð Þx/anρEveΩEve,nð Þ, ð12Þ

respectively. Substituting (11) and (12) into (9) and doing

some arithmetic operations, we can get (10), which com-
pletes the proof.☐

Corollary 2. Upon substituting ϖ = 0 into (10), the exact SOP
expression of the n -th user under the circumstance of pCSI
with Eve is shown as

Pn
pCSI =

M!

M − nð Þ! n − 1ð Þ! 〠
M−n

i=0
〠
n+i

r=0

M − n

i

 !

�
n + i

r

 !
−1ð Þi+r
n + i

e− 2Vn−1ð Þr/anρΩnð Þ ρΩn

ρΩn + 2VnrρEveΩEve,n
:

ð13Þ

According to the SIC principle, the MEC server first decodes
the task xm by regarding the task xn as an interference. By this
time, a secrecy outage event occurs when the actual secrecy rate
Cm is lower than the target secrecy rate Vm = log ð1 + γmÞ.
Therefore, the SOP under ipCSI with Eve can be given by

Pm = Pr Cm <Vmð Þ =
ð∞
0
f γEve,m yð ÞFγm

2Vm 1 + yð Þ − 1
� �

dy:

ð14Þ

Theorem 3. Under the condition of ipCSI, the exact SOP
expression of the m -th user with Eve is shown as

where ϖ = 1.

Proof. See the appendix.☐

Corollary 4. Upon substituting ϖ = 0 into (15), the exact SOP
expression of the m -th user under the pCSI condition with
Eve can be given by

Pm
ipCSI =

M!

M −mð Þ! m − 1ð Þ!
M!

M − nð Þ! n − 1ð Þ! 〠
M−m

i=0
〠
m+i

s=0
〠
M−n

r=0
〠

n+r−1

k=0

M −m

i

 !
m + i

s

 !
M − n

r

 !

×
n + r − 1

k

 !
−1ð Þi+s+r+k
m + i

ð∞
0

ϖ θEve,n + θEve,mð Þ + 1
ρEve amΩEve,m +ΩEve,nyanð Þ +

anamΩEve,mΩEve,n
amΩEve,m +ΩEve,nyanð Þ2

 !

× e− y ϖ θEve,n+θEve,mð Þ+1ð Þ/amρEveΩEve,mð Þe− s 2Vm 1+yð Þ−1ð Þ ϖ θn+θmð Þ+1½ �/amρΩmð Þ amΩm

1 + kð ÞamΩm + s 2Vm 1 + yð Þ − 1
� �

anΩn

dy; ;

ð15Þ

Pm
pCSI =

M!

M −mð Þ! m − 1ð Þ!
M!

M − nð Þ! n − 1ð Þ! 〠
M−m

i=0
〠
m+i

s=0
〠
M−n

r=0
〠

n+r−1

k=0

M −m

i

 !
m + i

s

 !
M − n

r

 !

×
n + r − 1

k

 !
−1ð Þi+s+r+k
m + i

ð∞
0

1
ρEve amΩEve,m +ΩEve,nyanð Þ + anamΩEve,mΩEve,n

amΩEve,m +ΩEve,nyanð Þ2
 !

× e− y/amρEveΩEve,mð Þe− s 2Vm 1+yð Þ−1ð Þ/amρΩmð Þ amΩm

1 + kð ÞamΩm + s 2Vm 1 + yð Þ − 1
� �

anΩn

dy:

ð16Þ
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3.2. Diversity Order. In this subsection, we acquire the diver-
sity orders of users under the two CSI conditions with Eve,
which is defined as follows:

μ = − lim
ρ⟶∞

log P∞ ρð Þ½ �
log ρ , ð17Þ

where P∞ðρÞ denotes the SOP at high SNRs.

Corollary 5. The asymptotic SOP of the n -th user at high
SNR region under ipCSI condition with Eve is given as fol-
lows:

Pn,∞
ipCSI =

M!

M − nð Þ! n − 1ð Þ! θEve,n + 1ð Þ 〠
M−n

i=0
〠
n+i

r=0

M − n

i

 !
n + i

r

 !
−1ð Þi+r
n + i

× 1 −
2Vn − 1
� �

θn + 1ð Þr
anρΩn

 !
ρΩn

θEve,n + 1ð ÞρΩn + 2Vn θn + 1ð ÞrρEveΩEve,n
:

ð18Þ

Remark 6. Substituting (18) into (17), the diversity order for
the n -th user under ipCSI condition with Eve μn,ipCSI = 0 is
acquired.

Corollary 7. Substituting ρ⟶∞ into (13), asymptotic SOP
of the n -th user at a high SNR region under the pCSI condi-
tion with Eve is shown as

Pn,∞
pCSI =

M!

M − nð Þ! n − 1ð Þ! 〠
M−n

i=0
〠
n+i

r=0

M − n

i

 !
n + i

r

 !
−1ð Þi+r
n + i

� 1 −
2Vn − 1
� �

r

anρΩn

 !
ρΩn

ρΩn + 2VnrρEveΩEve,n
:

ð19Þ

Remark 8. Substituting (19) into (17), the diversity order for
the n -th user under the pCSI condition with Eve μn,pCSI = n
is obtained.

3.3. Throughput Analysis. In this subsection, we discuss the
system throughput in the delay-limited transmission mode
of the system.

Under the condition of ipCSI, we also derive the
throughput for the users with Eve, which is given by

RipCSI = 1 − Pn
ipCSI

� 	
Vn + 1 − Pm

ipCSI

� 	
Vm, ð20Þ

where Pn
ipCSI and Pm

ipCSI have been obtained in (10) and (15),
respectively.

Under the condition of pCSI, we may derive the
throughput for the users with Eve, which is given by

RpCSI = 1 − Pn
pCSI

� 	
Vn + 1 − Pm

pCSI

� 	
Vm, ð21Þ

where Pn
pCSI and Pm

pCSI have been obtained in (13) and (16),
respectively.

3.4. Energy Efficiency. Given the previous analysis of system
throughput, we focus on the energy efficiency in NOMA-
MEC in this subsection. Energy efficiency had been defined
in [31].

In view of the results obtained above, the system energy
efficiencies under the ipCSI and pCSI conditions with Eve
are shown as

ηipCSI =
RipCSI
TP

, ð22Þ

ηpCSI =
RpCSI
TP

, ð23Þ

respectively, where T denotes the time of the whole trans-
mission process and ηipCSI and ηpCSI are the energy efficiency
of the system under the ipCSI and pCSI conditions,
respectively.

4. Results and Discussion

In this section, the simulation results verify the rationality of
the theoretical expressions deduced above. The secrecy per-
formance under the ipCSI and pCSI conditions with Eve is
further evaluated seriously. We assume that the path loss
factor is α = 2 and the power allocation parameters are an
= 0:2 and am = 0:8. The target secrecy rates of the users
are Vn = 2 bits/s and Vm = 0:05 bits/s.

Figure 2 indicates the relationship between SOP for the
two users and the transmit SNR. The channel estimation
errors are set to σ2en = −10dB, σ2em = −10dB, σ2

eEve,n
= 0dB,

and σ2eEve,m = −20dB. According to (10) and (13) and (15)

and (16), the exact theoretical SOP curves of the paired users
under the ipCSI and pCSI conditions with Eve are drawn,
respectively. Error floors of SOP exist under the ipCSI for
the NOMA-MEC system. The reason lies in the existence
of interference of channel estimation errors in communica-
tion transmission. One can also observe that the error floor
exists in a remote user under pCSI since the MEC server will
suffer from interference of the near user while detecting the
remote user’s message.

As indicated in Figure 3, we study the system throughput
versus SNR under ipCSI and pCSI conditions in the delay-
limited transmission case with Eve. The channel estimation
errors are set to σ2en = −10dB and σ2

em
= −10dB. The solid

curves represent the throughput in the NOMA-MEC system
under ipCSI and pCSI with Eve. The dashed curves stand for
the throughput in the OMA-MEC under ipCSI and pCSI
with Eve. It can be observed that the throughput of
NOMA-MEC under pCSI is higher than that under ipCSI.
This is because the user’s SOP under the pCSI condition is
lower than that of the ipCSI condition, which proves that
channel estimation errors and the Eve will indeed affect sys-
tem performance.

Figure 4 depicts the system energy efficiency versus the
SNR for the paired users under ipCSI and pCSI conditions
in the delay-limited transmission case with Eve. The solid
curves indicate the energy efficiency for the NOMA-MEC
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system. At high SNRs, under the same conditions, NOMA-
MEC obtains higher energy efficiency than OMA-MEC.
Meanwhile, the energy efficiency with channel estimation
error is superior to that without channel estimation error
since the pCSI condition is capable of achieving much
greater throughput than ipCSI condition.

In Figure 5, the SOP for the paired users with channel
estimation errors from σ2en = σ2em = −10dB to σ2

en
= σ2em = 0

dB is illustrated. We can observe that the quality of commu-
nication condition is improved as SNR increases. Moreover,
the n-th user is closer to MEC server than the m-th user, so

the improvement in SOP performance of the n-th user is
much more obvious. One can also observe that the SOP rises
with the increase of the channel estimation error values, and
the influence on the nearby user is more obvious than the
remote user on account of the interference from the nearby
user, the Eve, and the channel estimation error. Meanwhile,
the nearby user is only disturbed by the Eve and the channel
estimation error.

Figure 6 plots the SOP for the n -th user and m -th user
versus various values of target secrecy rate. When Vm = 0:05
bits/s, Vn = 2 bits/s, Vm = 0:3 bits/s, Vn = 3 bits/s, Vm = 0:7
bits/s, and Vn = 4 bits/s, it is observed that with the simulta-
neous increase of target secrecy rate for both users, SOP rises
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as well. As a result, the influence of the target secrecy rate of
users must be taken into consideration in the practical
system.

Figure 7 indicates the SOP versus different SNR values of
the Eve. ρEve = −5dB, ρEve = 0dB, and ρEve = 5dB. It can be
seen that when the SNR values of the Eve rises, the SOP
also gradually increases. That is because when the SNR
of the Eve increases, it will strengthen the interference to
users, which will lead to the degradation of users’ secrecy
performance.

5. Conclusions

We have studied the secrecy performance of uplink NOMA-
MEC under ipCSI and pCSI conditions with an Eve. New
exact and approximate expressions of SOP are derived for
NOMA-MEC systems. The analysis results have revealed
that the SOP of NOMA-MEC with pCSI performs better
than that of OMA-MEC. Due to the influence of channel
estimation errors, the secrecy behaviors of NOMA-MEC
with ipCSI are inferior to that of pCSI. As the increase of
channel estimation errors, the SOP of NOMA-MEC is get-
ting worse. Moreover, the throughput and energy efficiency
in the system have been studied under ipCSI and pCSI con-
ditions with the Eve.

Appendix

A.1. Proof of Theorem 3

The SINR of the m -th user in the process of offloading to
the MEC server γm and the SINR wiretapped by Eve γEve,m
can be obtained in (4) and (6), respectively. The CDF of
the m -th user’s unsorted channel gain is given by

FγEve,m
yð Þ = Pr γEve,m < y

� �
= Pr amρEve hEve,m

�� ��2
anρEve hEve,n

�� ��2 + ϖ θEve,n + θEve,mð Þ + 1
< y

 !

= Pr hEve,m
�� ��2 < y anρEve hEve,n

�� ��2 + ϖ θEve,n + θEve,mð Þ + 1
� 	

amρEve

0@ 1A:

ðA:1Þ

With some simple operations, the above expression can
be rewritten as

FγEve,m
yð Þ = 1 − e− y ϖ θEve,n+θEve,mð Þ+1ð Þ/amρEveΩEve,mð Þ amΩEve,m

amΩEve,m +ΩEve,nyan
:

ðA:2Þ

Taking the derivative of (A.2), the PDF expression f γEve,m
can be obtained:

Simulation
User n - pCSI
User n - ipCSI

User m - pCSI
User m - ipCSI

10–4

10–3

10–2

10–1

Se
cr

ec
y 

ou
ta

ge
 p

ro
ba

bi
lit

y

100

0 5 10 15 20 25 30
SNR (dB)

35 40 45 50

𝜌 = –5 dB
𝜌 = 0 dB
𝜌 = 5 dB

Figure 7: SOP versus SNR with different SNR values of the Eve.

10–4

10–3

10–2

Vm = 0.05bit/s, Vn = 2bit/s

Vm = 0.3bit/s, Vn = 3bit/s

Vm = 0.7bit/s, Vn = 4bit/s

10–1

Se
cr

ec
y 

ou
ta

ge
 p

ro
ba

bi
lit

y

100

0 5 10 15 20 25 30
SNR (dB)

Simulation
User n - pCSI
User n - ipCSI

User m - pCSI
User m - ipCSI

35 40 45 50

Figure 6: SOP versus SNR with various values of target secrecy
rate.

f γEve,m yð Þ = ϖ θEve,n + θEve,mð Þ + 1
ρEve amΩEve,m +ΩEve,nyanð Þ + anamΩEve,mΩEve,n

amΩEve,m +ΩEve,nyanð Þ2
 !

e− y ϖ θEve,n+θEve,mð Þ+1ð Þ/amρEveΩEve,mð Þ: ðA:3Þ
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The CDF of sorted Fγm
is expressed as

Fγm
yð Þ = Pr γm < yð Þ = Pr amρ hmj j2

anρ hnj j2 + ϖ θn + θmð Þ + 1
< y

 !

= Pr hmj j2 < y anρ hnj j2 + ϖ θn + θmð Þ + 1
� �

amρ

 !
:

ðA:4Þ

Similarly, the sorted CDF expression Fγm
of the m-th

user can be expressed as

Fγm
yð Þ = M!

M −mð Þ! m − 1ð Þ!
M!

n − 1ð Þ! M − nð Þ! 〠
M−m

i=0
〠
m+i

s=0
〠
M−n

r=0
〠

n+r−1

k=0

�
M −m

i

 !
m + i

s

 !
×

M − n

r

 !

�
n + r − 1

k

 !
−1ð Þi+s+r+k
m + i

e− sy ϖ θn+θmð Þ+1½ �/amρΩmð Þ amΩm

1 + kð ÞamΩm + syanΩn
:

ðA:5Þ

Substituting (A.3) and (A.5) into (14), (15) can be
attained easily.
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