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This paper focuses on the joint optimization of the Age of Information (Aol) and Signal to Interference plus Noise Ratio- (SINR-)
oriented channel access problem under attack in the Wireless Sensor Networks (WSNs). Firstly, to overcome the uncertain,
dynamic, and incomplete information constrains, an active probability model and a controlling channel model are proposed for
the sensors and the receiving end, respectively. Secondly, to ensure the Aol and SINR of the data generated by the sensors when
transmitted under attack, one utility function based on average Aol and SINR is defined. Then, considering the distributed
feature of the channel access process, the joint optimization problem is formulated under the game theory structure. Then, a
distributed learning algorithm is proposed to reach the Nash Equilibrium (NE) of the game. Finally, simulation results have
verified the correctness and effectiveness of the proposed method.

1. Introduction

1.1. Background. Aol (Age of Information) refers to the time
interval between data’s generations to its receiving end, and it
is significantly different from the traditional concept of per-
packet delay. Therefore, due to the capacity of representing
the freshness of the data, lots of efforts have been made on
Aol, which is significantly different from the traditional con-
cept of delay. Up to now, plenty of researchers have devoted
themselves to Aol’s research from different aspects. To be
specific, the queueing model’s effect on the average Aol has
been investigated in [1, 2]; the scenario about multihop
transmission is considered in [3, 4]; the packet with losing
situation is revealed in the calculation of Aol in [5]. In addi-
tion, more and more works concentrate on the goal that min-
imizes the average Aol, and the typical given approach is to
adopt the strategy with weighted-sum average Aol.

Owing to a series of advantages of Aol, it can bring the
unexpected benefit when used in some traditional cases.

The scenario contains internet of things (IoT) and cyber
physics systems (CPS) with edge-enabled storage or caching
[6], where the transmitted data is time critical and requires
high timeliness at the receiving end. Driven by the timeliness,
Aol is utilized to measure the performance of the wireless
transmission. For example, in mission-ciritcal industrial
Wireless Sensor Networks (WSNs), data freshness is very
critical to ensure a high-quality product manufacturing. In
addition, SINR (Signal to Interference plus Noise Ratio) is
also an important indicator for evaluating the performance
of the network [7]. Therefore, to comprehensively optimize
the effectiveness and reliability of the network, we consider
a scenario where the sensors are undergoing the wireless
channel access attack [8-14], and we focus on how to select
the available channel to transmit the data generated by sen-
sors while keeping the freshness of the data and maximizing
the SINR as much as possible.

The wireless channels could be allocated in centralized or
distributed manner. For the first one, though we can solve the
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above problem by setting a central controller to allocate the
channel resources based on the each sensor’s average Aol
payoft, two factors limit the proposal’s practicality. On the
one hand, the calculation capacity requirement for the cen-
tral controller is high, especially when the number of the sen-
sors is large. On the other hand, the efficiency of the
controller may not meet the need of the sensors when the
scale of the network is very large; for example, the attack
has influenced the available channel set, but the channel
access strategy has not been sent to some sensors in time.
Compared with the centralized decision-making (DM) man-
ner, the distributed proposal has the following advantages.
Firstly, the implementation cost is low, because there is no
need to set a central controller. Secondly, each sensor could
make the channel access decision by itself, promoting the
efficiency of the channel selection. Thirdly, the decision-
making process can adapt to the change of the attack quickly
in dynamic scenarios.

However, it is a nontrivial task to solve the problem in a
distributed manner. The following aspects hinder us from
directly using of the referred method. Firstly, taking the prac-
tical application of the sensors into consideration, a sensor
would not access the channel when there is no data to trans-
mit. Therefore, how to capture this dynamic attribution of
the sensor will be a challenge. Secondly, the attack progress
is unpredictable and the available channel set for each sensor
is unknown; how to perform the DM matching with the
changing environment is also a problem. Thirdly, there is
no information exchange for each sensor in the distributed
manner, so the sensor does not know the chosen channel
and the current state (accessing the channel or not) of other
sensors. Therefore, the information attribution constraints,
which are uncertain, dynamic, and incomplete, let the goal
to solve the channel access under dynamic attack problem
more challenging.

To tackle this tricky problem, game theory is a suitable
framework to coordinate the behavior between different sen-
sors [15]. To be specific, we formulate a game which is based
on average Aol and SINR indicator under attacks in the
WSNs, and a distributed learning algorithm is proposed to
obtain the solutions.

1.2. Related Work. It is convenient to use game theory to
model and analyze the routing and resource allocation
problems in a competitive environment and especially in
the security issues of the wireless network. To be specific,
when some users want to access limited channel resource,
how to select the channel to transmit is the key point for
users. It should be noted that all users want to maximize
their profits. Therefore, the relationship between users
needs to be accurately described to calculate their revenue
separately. Besides, game theory can model the complex
relationships in a dynamic and iterative viewpoint, which
would give the better assignment scheme by deriving the
NE solution.

As shown in Table 1, the efforts in the channel access
with game theory are classified by their optimization goals,
solution or method, and the attack consideration. It can be
seen that mean throughput is the main optimization indi-
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cator in the literature [7, 16-18], and transmission with
errors or collision situations are discussed in [19, 20].
Besides, the whole network’s utilities are optimized in
[21-24]. It is obvious that the joint optimization of Aol
and SINR has not been paid enough attention under
attack, and the proposed solution or method should be
in the distributed manner. In order to make up the above
research gap, the joint optimization issue under attack is
researched in this paper.

1.3. Main Work and Contributions. In this paper, our main
contributions are threefold:

(i) The Aol and SINR-oriented channel access model
under attack is formulated as an optimization prob-
lem, in which the transmission and controlling
channels and the unknown nature of attacks are
included to formulate the average Aol and SINR.
Then, a game-based framework is established to
curve the uncertain, dynamic, and incomplete infor-
mation constrains

(ii) A distributed learning algorithm is proposed to
derive the NE of the game, in which the channel
access algorithm based on stochastic learning
automata is put forward

(iii) To evaluate the performance of the proposed algo-
rithm, simulation experiments are conducted to ver-
ify the correctness and effectiveness of the proposed
algorithm

The remainder of this paper is organized as follows. In
Section 2, we describe the system model and formulate the
problem. Our proposed algorithm is then introduced in Sec-
tion 3. Simulations about the performance of the proposed
algorithm are detailed in Section 4, and Section 5 concludes
the paper.

2. System Model

2.1. Network Model. In the WSN, N sensor nodes are
deployed, and they can be represented by the set &=
{8,,S,,---,Sy}. In addition, the active probabilities of
the sensor nodes are also considered here. To be specific,
S,=1 means the n-th node is active; otherwise, S,=0
represents the inactive status of the n-th node.Denote the
set B={neN:S, =1} as an arbitrary nonempty active
sensor node set, and I" as the set for all the active sensor
nodes. At this time, the active probability of the WSN is
u(S), and it can be expressed as

N
u(S) = (S S+ Sy) = [ [
n=1
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TaBLE 1: A comparison of channel access efforts based on game theory model.

Reference Optimization goal Solution/method Attack consideration
(7] Mean throughput A distributed learning algorithm X
[19] Collision slots The Lagrangian extreme value approach X
[16] Mean throughput A distributed and online algorithm X
[17] Mean throughput An EGT algorithm X
[21] Quality of service The stochastic game theory tool set X
[20] Transmission and blocking probabilities A CA algorithm X
[22] Channel access and resource allocation Convex optimization X
[18] Mean throughput A closed-form solution for SG X
[23] Network utility A distributed algorithm X
[24] Spectral efficiency An expectation maximization algorithm X
This work Average Aol Reinforcement learning-based distributed scheme

Meanwhile, the active probability for 98, which repre-
sents an arbitrary nonempty active sensor node set, is

> U(RB) =1~ u(B,), (2)

Bel

where u(3,) is the probability when all sensor nodes are
inactive, and it can be calculated as

u(Bo)= [ (1-B,). 3)

n=1

2.2. Channel Model. In the WSN, owing to the dynamic
and complexity transmission environment, the active
probability of the sensor nodes and stability of the wireless
channel are always changing. Moreover, the attacker can
also deteriorate the availability of the wireless channels.
In order to ensure the essential information exchange
among the sensor nodes, two kinds of wireless channels
models are adopted here, i.e. TC (transmission channel)
and CC (controlling channel) [25]. To be specific, the
TC is used to transmit ordinary data, and CC is responsi-
ble for exchanging some control information, such as
channel-selection status, and node active probabilities.
For ease of narration, denote &/, ={a;,a,, -, a,} as the
available TC set for the n-th sensor node, where M is
the number of the available TCs. When all the active sen-
sor nodes finished the sensing process and transmitted the
sensed data through the wireless channels, the channel
access strategy of the n-th sensor node is a, € A,, which
means the channel a, is selected by the n-th node to
transmit the data.

2.3. Attack Model. An attacker can damage the performance
of the WSN, such as QoS (quality of service). To be specific,
at one certain attacking time slot, some available channels
may become unavailable; at this time, the channel’s stability

and the reliability decreased. Then, due to the unavailable
channels, the Aol and SINR performances of the sensed data
in the WSN are influenced. However, given the limited
attacking capacity of the attacker, which is consistent with
[25], there is at least one available TC in the data transmis-
sion process; i.e., it is impossible for the attacker to make all
the TCs unavailable at one attacking time slot, and CC is
always reliable and available.

2.4. Aol Model. Here, we firstly consider the average Aol
model for single node when there is no attack. Then, in the
proposed scenario, where the average Aol for multisensor
nodes under attack needs to be derived, the average Aol
expression with a closed form is derived.

2.4.1. Aol for Single Node without Channel Attack. In order to
determine the average Aol of the sensed data, the model
based on queue theory is detailed here. The serving rule is
FCEFS (first come first serve), and the queue model is M/M/
1. According to [26], the average Aol of the sensed data can
be determined by

Aoly= lim Ap=1 <E[XT] + E[ZXZ]> (4)

where A denotes the incoming rate of the sensed data, i.e.,
data generating rate; E[-] is the operation for calculating
expectation value; and X and T represent the stochastic var-
iables for the sensed data’s arrival time and system time,
respectively.

Under the M/M/1-FCFS queue model, where the
sensed data's generating rate subjects to the Poisson distribu-
tion, the serving rate, i.e., the sensed data transmission rate in
the wireless channels, obeys the negative exponential distri-
bution with parameter y. Based on [26] the serving rate p
can be calculated as

(5)

o
I
= >



At this time, the average Aol of M/M/1 - FCFS queue
model is [26]

1 1 2
AoI:—<1+—+ L ) (6)
[z p 1-p

2.4.2. Aol for Multinodes with Channel Attack. Given the fact
that multiple sensor nodes can access one wireless channel at
the same time, the distribution of arrival time X and system
time T will change. To be specific, when 7 sensor nodes select
the same wireless channel to transmit the sensed data at the
same time, the data generating rate of the n-th sensor node
should be calculated as

Ai= s (7)

where Ai is the data generating rate by the i-th sensor node
and the channel serving rate y is unchanged. Therefore, take
(7) into (6), the average Aol of sensed data generated by the i
-th sensor node is

2
AOIZ. = 1 1+ ﬁ + M
s A 1= (Al

. (ir(z) /[4)2

1+ +

1
u Ai/(ijl)Lj) - (Ai/(zj.:lkj) /;4)

(8)

Furthermore, when the WSN is under attack, the aver-
age Aol will change at the same time. In order to accu-
rately curve the dynamic channel access relationships
among the sensor nodes, the channel selection status, sen-
sor node category, and time slots need to be jointly con-
sidered. To be specific, let C(e, t) be the sensor node set
which accesses the e-th channel at the t-th time slot. Since
the C(e, t) is related with the accessed channel and time
slot, it would change with the launching of the attack at
one particular attacking time slot. At this time, the average
Aol of data, which is generated by the i-th sensor node,
can be calculated as

2
AOI,— = l 1+ ﬁ + M
¢ A 1= (M)

u (M (Zcicnh) )

1
=—|1+ +

“ Ail (ZjEC(E,t)Aj) 1- <M/ (Zjec(e,t)/\j) /”)

©)
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2.5. SINR Model. When the i-th active sensor node selects
the channel g; € &/; to transmit the sensed data, the SINR
of the i-th active sensor node, which is from the arbitrary
active node set 93, under the channel access strategy (a;,
a_;), can be calculated as

SINR,(%, a;,a_;) = = ,
( ) Zje@\{i}; aj:a,.deija +o

where p; is the transmitting power of the i-th sensor
node, d; is the distance between the i-th sensor node
and its corresponding receiver, « is the path loss efficient,
d;; is the distance between the i-th and j-th sensor nodes,
and o means the environment noise. Therefore, the
molecular represents the transmitting power of the sensed
data; the denominator is the sum of the interference of
other sensor nodes choosing the channel a; and the envi-
ronment noise.

2.6. Problem Formulation. The problem that needs to be
solved is how to make each sensor node’s own channel access
strategy to jointly minimize the Aol and maximize the SINR
when the WSN is under attack, i.e.,

min {a x Aol; - b x SINR;}
jeClet)
0<t<T

a;ed, (11)
s.t.

where a and b are the weighting factors to make Aol and
SINR optimize in the same dimension. Note that it is difficult
to directly use the typical method to solve the formulated
problem (11), e.g., convex optimization, because the relation-
ships of the channel selection results are relevant to time.
Therefore, in order to make the nontrivial problem solvable,
the problem in (11) needs to be reformulated with the game
theory perspective, which is shown in (12).

Moreover, the payoff R,(%, a;, a_;) needs to be defined
based on the optimization goal in (11) at first, i.e.,

1/(L(<@) - 1)2]63\{1} a]:a,-AOIj + b .SINR.
Aol; :

(12)

R(%,a5a;)=a-

where the number of channels in set & is represented by L(
). The numerator of the first item in R; represents the
channel competition effect on the average Aol among the
sensor nodes which select channel a; and the denominator
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Input: K = {1,2, ---k,, }: the iteration times set; &/(n): the available channel set for the active sensor node; q,,;(i) = 1/|,|: initial
mixed strategy of each sensor node (Vn e N,Vd € o/, ); %(i): the active sensor node set in the current slot; b: the learning step size.
Output: g,;(k): the final mixed strategy of the active sensor node (k > 1,vn € N,Vd € A,); the Aol utility AoI;; the SINR utility SINR;.

1: For the iteration time i=1: k_, do
2: If the sensor node is inactive

3: Do nothing, i.e. :

qnd(i + 1) = qnd(l)

4: Else

5 Perform the SLA algorithm, i.e.
6: Derive the normalized payoff r,, (i) = R,,(i)/R}™ by (12)
7: Ifd=a,(i.)

8:

qnd(i + 1) = qnd(l) + hrn(i)(l - qnd(l))

9: Else

10:

Qg (i +1) = q,4 (i) = br,(1),,4 (i)

11: End

12: End

13: Record Aol; based on (9)

14: Record SINR; according to (10)
15: End

ArcoriTHM 1. Channel access strategy for the sensor node under attack

of first item is the average Aol of the data generated by the
i-th sensor node, and the second item means the weighted
SINR value. At this time, as for R,(%,a;, a_;), the larger
its value is, the smaller of the Aol value is and the larger
of the SINR value is, where the sensed data is fresher and
more reliable.

Note that all the sensor nodes prefer to minimize the
average Aol and maximize the SINR of the data to be trans-
mitted; their relationships are contended and noncooperated.
At this time, we aim at maximizing the expectation value of
the defined payoff, so (11) is equally transformed into (13),
where the Aol and SINR are jointly optimized for the varying
active sensor node set:

P, : maxEg[R(%B, a, a_;)) =max ) u(B)R,(B,a,a_,).
% % Ber
(13)

3. Game-Based Joint Optimization of Aol
and SINR

3.1. Basic Idea. To jointly optimize the Aol and SINR perfor-
mance, the minimizing problem is formulated in (11), while
it is not applicable to the typical convex optimization
approach. Then, the problem is equivalently transformed in
the perspective of game theory, which aims at reaching the
NE of the games in (13). Finally, based on the stochastic
learning automata, one distributed algorithm is proposed to
reach the NE by determining each sensor node’s channel
access strategy under attack.

3.2. Stochastic Learning Automata. To derive the NE of the
reformulated problem in (13), one distributed-learning

algorithm is adopted at first, which is mainly based on the
stochastic learning automata [27, 28]. Then, combining the
established models in Section 2 with the stochastic learning
automata, the contents of the stochastic learning automata
algorithm include the following steps:

(Step 1) All the inactive sensor nodes keep the current
state and do nothing;

(Step 2) In the current time slot, the whole active nodes
determine their channel access strategy based
on the current payof;

(Step 3) The channel access strategies are updated by the
received payoff of the active sensor nodes at the
next time slot.

3.3. Joint Optimization Algorithm. Note that TC can be used
to transmit the sensed data, and the interactive information
among the sensor nodes can be achieved by CC. Therefore,
the sensor nodes can get their payoff instantaneously, which
can be used to make the channel access strategy by itself in a
distributed manner.

Based on the above analysis, the solution of the NE is
detailed in Algorithm 1. To be specific, Steps 1-3 determine
the channel access strategy for the active node; Steps 4-6 cal-
culate the payoff of each sensor node; the channel access
probability is included in Steps 7-8, where the payoft
increased by choosing the current channel; Steps 9-12
decrease the channel access probability due to the decreased
payof; in Steps 13-15, the Aol and SINR utilities are deter-
mined finally.
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TABLE 2: Parameter settings of the sensor nodes.
Node ID Transmitting power Generating rate Available channel Horizontal position Vertical position
1 240 2 1,2,3,4 53.78 20.39
2 630 3 2,3,4 49.11 226.60
3 255 4 1,3,4 544.70 328.04
4 175 5 3,4 387.50 453.89
5 385 6 2,3,4 238.76 30.65
6 500 7 1,2,4 108.33 213.20
7 550 8 1,2,3,4 318.55 411.87
8 300 9 1,2,4 371.37 361.69
- 0.67
ES
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—— Channel 2
—— Channel 3
Channel 4

(c) SINR of node 2

FIGURE 1: The performance of sensor node 2.

4. Simulation Results and Analysis

4.1. Parameter Settings. The simulation settings are listed in
Table 2, where different sensor nodes have different transmit-
ting powers, data generating rates, available channels, and
positions. Besides, the serving rate of the wireless channel is
set as 9.5, the active probability of the sensor nodes is 0.8,
and the coefficients a and b are 5 and 1, respectively.

4.2. Compared Baselines. In order to evaluate the perfor-
mance of the proposals, three algorithms are introduced as
the baselines compared with the proposed algorithm.

(i) Optimal: the optimal algorithm is to find the best
solution in a centric manner, which could can get
the best performance by the exhausting searching
approach.
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F1GURE 2: The performance of sensor node 3.

(ii) Best response: the best response algorithm could
determine the best NE and worst NE of the game
theory, which can be the upper and lower bounds
of the solution in the game [29].

(iii) Random selection: the random selection algorithm
means the sensor node select the channel to access,
which has no relation with the defined payoff.

4.3. Correctness Verification. For ease of presentation, sensor
nodes 2, 3, and 4 are selected as the example to show the cor-
rectness of the proposals.

4.3.1. Performance of the Sensor Node. Figure 1 is the
normalized payoff, Aol, and SINR performance of the
sensor node 2. As can be seen from Figure 1(a), with
the iteration times increasing, the max payoff is obtained
by selecting channel 4, the reason is that when node 2
selects channel 4, the Aol and SINR performance are the
best, which are revealed in Figures 1(b) and 1(c). For ease
of narration, sensor nodes 3 and 4 select channel 1 and
channel 3 to transmit the sensed data, respectively, which
are shown in Figures 2 and 3.

4.3.2. Channel Selection Probability. Figure 4 is the channel
access probabilities of sensor node 2, sensor node 3, and sen-
sor node 4. In Figure 4, on the one hand, when the iteration
times increase, sensor node 2 would select channel 4, and
so do channels 1 and 3 for nodes 3 and 4, respectively. On
the other hand, in Figures 1, 2, and 3, the performance can
reach best in the same channel selection results, so the cor-
rectness of the proposals is verified.

4.4. Effectiveness Verification. To evaluate the effectiveness of
the proposed algorithm, 4 scenarios with heterogeneous
active probabilities of the sensor nodes are considered here,
where the active probabilities of the sensor nodes are set as
follows:

(Case 1) {0.1,0.2,0.3,0.5,0.7,0.9,0.8,0.9}
(Case 2) {0.2,0.3,0.4,0.6,0.8,0.9,0.9,0.9}
(Case 3) {0.3,0.5,0.6,0.8,0.9,0.9,0.9,0.9}
(Case 4) {0.6,0.6,0.8,0.9,0.9,0.9,0.9,0.9}

Figure 5 is the effectiveness performance verification
under 4 scenarios with heterogeneous active probabilities.
As shown in Figure 5, on the one hand, when the active
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FIGURE 4: The channel access probabilities among different sensor
nodes.

probability of the sensor nodes increases, the performance of
the proposal is improved, this is because the probability of
successfully accessing to the channel is positively related with
the active probability of the sensor nodes; on the other hand,
our proposal’s performance is always better than the Worst
NE and random selection scheme, which verifies the effec-
tiveness of the proposals.

4.5. Discussion

4.5.1. Potential Application. In the Sixth Generation (6G) and
Internet of Everything (IoE) era, with the rapid development
of the wireless transmission technology, more and more data
needs to be timely processed, especially in some time-critical
networks. At this time, how to make plenty of wireless
devices access within the limited wireless resources, e.g.,
channels, can be one desperate problem to be solved. Due
to the consistent distributed attribution of the wireless
devices, the channel access strategies proposed in this paper
could be applied in the future, which can make the transmit-
ted data keep fresh and reliable.

4.5.2. Attack Property. The attack property of the attacker is
assumed to be stationary in this paper. In the next work,
the channel access-based joint optimization of Aol and SINR
under dynamic attack will be our focus. To be specific,
inspired by the concept of time slicing network, the dynamic
attack could be finished by launching attack at several differ-
ent time slots. Combined with the joint optimization pro-
posal at the particular time slot, the distributed channel
access scheme under dynamic attack can be obtained by the
method, where the dynamic attack process is divided into
several attacking time slots.
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FIGURE 5: The effectiveness performance verification.

5. Conclusion

This paper proposed an algorithm to jointly optimize the Aol
and SINR with channel accessing, when the WSN is under
attack. Firstly, system models are established to derive the
Aol and SINR indicator under attack. Then, the joint optimiza-
tion problem is formulated from the perspective of game the-
ory. To reach the NE of the game, one distributed algorithm
is proposed next. Finally, simulation experiments are con-
ducted to evaluate the correctness and effectiveness of the pro-
posals. In the future, we will consider the joint optimization-
based channel access issue under dynamic attacks.
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