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Big data has recently been a prominent topic of research due to the exponential growth of data every year. This massive growth of
data is causing problems with resource management. The available literature does not address this problem in depth. Therefore, in
this article, we aim to cover the topic of resource management for big data in detail. We addressed resource management from the
perspective of smart grids for a better understanding. This study includes a number of tools and methods, such as Hadoop and
MapReduce. Large data sets created by smart grids or other data-generating sources may be handled using such tools and
approaches. In this article, we also discussed resource management in terms of various vulnerabilities and security risks to data
and information being transmitted or received, as well as big data analytics. In summary, our comprehensive study of big data
in terms of data creation, processing, resource management, and analysis gives a full picture of big data.

1. Introduction

Over the past 20 years, data has been increasing tremen-
dously in different fields. According to the International Data
Corporation (IDC), the total copied and created data volume
all over the world was 1.8 ZB (zettabytes), which has
increased by approximately nine times within five years [1].
And there is a prediction that in the near future, this figure
will double at least every other two years. Considering these
statistics, one can well imagine about the drastic growth of
big data and the issues related to it. Big data deals with huge
data sets mostly in exabytes, zettabytes or yottabytes. Figure 1
can give a better estimate of these mega units that represent
an enormous scale of volume. In Figure 1, these higher units
of volume are converted to bytes in order to get a better esti-

mation and clear picture of the huge volume of data sets in
big data.

The enormous increase of data is generating resource
management issues. Resource management is a technique
which is used to utilize the resources in efficient way by
improving the network throughput, capacity, robustness,
and efficiency. Importance of management of resources in
data applications is growing day by day.

Big data is linked with a huge amount of data sets. Most
of the big data comprise a huge amount of unstructured data
sets as compared to traditional data sets that require more
real-time data analysis [2]. Additionally, big data help us in
categorizing the data looking at different aspects considering
the value of the data. It creates new opportunities for effec-
tively organizing and managing such enormous data sets
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according to their value [1]. There are many applications of
big data in the smart world. Everything is shifting from off-
line to online and cloud systems. Smart grid systems are a
technological innovation whose adaptation has recently
increased all over the globe. Two-way communication flow
makes it more efficient, reliable, sustainable, and cost effec-
tive as compared to traditional power grid systems. But
two-way data flow of a huge number of sensors is a big chal-
lenge for data scientists [3]. Due to limitation of resources,
resource management is needed to get the effective results
in every field. In many different fields of communication
and IT, work on resource management has been done to a
great extent. Different aspects of big data have been
highlighted in the existing literature as shown in Table 1.

There are four contributions in this article. To begin, we
will go through data generation sources. The second contri-
bution is a consideration of the relevance of resource man-
agement in the context of smart grids, as well as the sources
of big data. Third, we go through the strategies and tools
that go into analyzing various cases. Finally, we discuss
unresolved difficulties and obstacles in large data analysis
in general.

1.1. Data-Generating Sources. Big data includes large data
sets produced by different applications and devices. The
umbrella of big data covers various fields; some of them
are given as follows.

(i) Black box data: the black box of jets, airplanes,
helicopters, etc. captures voices of the flight crew,
performance information, and recordings of micro-
phones of the aircraft

(ii) Social media data: social media websites like Face-
book, LinkedIn, and Twitter hold the information
of millions of people across the globe [5].

(iii) Stock exchange data: it also contributes in generat-
ing a huge number of data sets comprising the
information regarding buying and selling of shares
of different companies

(iv) Smart grid data: one step ahead of a typical power
grid is the smart grid that also generates informa-
tion at an enormous scale [6]

(v) IoT: the internetworking of devices, sensors, and
applications works on the principle of information
exchange among the devices and hence is a leading
contributor towards big data [7]. Issues in the IoT-
based smart grid are that it uses internet-based pro-
tocols and infrastructure of public communication
which are more exposed to security threats [8].

(vi) Search engine data: search engines like Google,
Yahoo, and Bing also create a huge amount of data

1.2. Why Big Data? Big data, an emerging and one of the
most important technologies in the world of internet, IoT,
mobile networks, wireless sensor networks (WSN), smart
grid systems, medical and health monitoring systems, etc.
Big data have several benefits:

(i) The limitation of fossil fuels and natural resources
has raised the demand for efficient energy genera-
tion, distribution, and monitoring systems. In
response to requirements, the smart grid is a

1,048,576 bytes

1,073,741,824 bytes

1,099,511,627,776 bytes

1,125,899,906,842,620 bytes

1,152,921,504,606,840,000 bytes

1,180,591,620,717,410,000,000 bytes

1,208,925,819,614,620,000,000,000 bytes

Megabyte

1

Gigabyte
Terabyte

Petabyte
Exabyte

Zellabyte
Yottabyte

2

3

4

5

6

7

Figure 1: Bigger units of volume converted to bytes [4].
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technological advancement that is a solution to the
energy crisis. The generated big data from the
smart meter in terms of volume, variety, and veloc-
ity would be very much beneficial for efficient uti-
lization of energy as well as for better energy
planning [17]

(ii) Different companies of marketing agencies use big
data resource management strategies in order to
improve the response of their campaigns, promo-
tions and other advertising mediums [18], and
information of the social network like Facebook [5]

(iii) Hospitals are providing quick and better services
using the information regarding the previous medi-
cal history of patients [19] and predicting the future
health conditions using big data analysis in the
domain of health care [20, 21]

1.3. 5 Vs of Big Data. Volume: the first “V” is the large vol-
ume of the data clusters of big data. The data is so large that
it cannot be analyzed by any conventional methods. Five
versions of big data are shown in Figure 2. The data is
increasing at a very fast rate, and according to experts, 78%
of the current data on social websites has been produced in
5 years since 2011 making it the largest data generated to
date. Other examples include the following: Facebook pro-
duces 500 terabytes of data on a daily routine, according to
a report of the IDC USA; the increase of data will be 400
times by now in 2021. The explosion of data which has been
collected in e-commerce is 10 times more in quantity of an
individual’s data transaction [22].

Variety: variety targets the type of data that we have. It
may be a structured, semistructured, or unstructured data
set. However, the majority of big data is unstructured that
is randomly generated by multiple sources. Big data is not

Table 1: Comparison with existing related surveys.

Ref Research area Year Remarks Issues identified
Possible
solutions

[9] Scope and privacy 2013
This paper presents scope and privacy

concerns in big data.
Privacy and security issues ✗

[4]
Applications and

challenges
2014

This comprehensive survey covers
communication and business applications as

well as challenges and technologies.
Volume of data ✓

[10]
Clustering
algorithms

2014

This survey provides a number of
algorithms related to clustering. Comparison
of existing clustering algorithms has been

included.

Limitations of data clustering algorithms ✗

[11]
Platforms for big
data analytics

2015
This study offers a survey on available

platforms for big data analytics. Pros and
cons of each platform are explored.

Drawbacks of different data processing
platforms

✗

[12] Mining algorithm 2015

It presents brief introduction of data
analytics and the mining algorithm to
extract the useful information from

big data.

Issues related to platform, framework,
security, privacy, and data mining
perspective have been highlighted.

✗

[13] Parallel processing 2016
This survey paper presents an overview of
parallel processing and highlighted the
processing efficiency of different cases.

Novel data, processing model, energy
efficiency, and large-scale machine learning

✗

[14]
Networking for big

data
2017

This survey provides the introduction
of networking in big data as well as
networking features, challenges, and

opportunities.

Big graph mining, dynamic representation,
time evolution, security, privacy, and
scheduling for big data related to

networking perspective

✗

[15]
Modern computing

paradigms
2017

New computing paradigms are discussed
for big data in the IoT case and limitation
of cloud computing for the IoT applications.
Data base management systems based on
NoSQL are investigated for different

authorizers.

Storage, management, security, privacy,
computation, and resource performance

✗

[16]
Big data issues in

smart grids
2019

This article highlights issues related to
big data analytics, technologies, and

architectures in next-generation power
systems.

System, data management, and analysis ✗

This article
Big data resource
management in
smart grids

2021

Big data in the domain of a smart grid is
explored and the resource management for

smart grid applications is discussed.
Techniques, tools, and challenges are

also elaborated.

Volume, data integration, storage and
visualization from multiple sources, data
backup, privacy, security, confidentiality,

energy management, and quality

✓
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just bits and pieces; it is much more than that. Big data
includes audio, video, 3D data, and unstructured text,
including log files and social media. The traditional data
includes lower volumes of consistent and structured data.

Velocity: the third V is velocity, which deals with the
pace of data that is being generated by different sources like
machines, mobile networks, business processes, and human
interaction with things like social media sites and internet
banking. The information flow is continuous and massive
as well. Handling this rate at which data is being generated
provides a strong basis for valuable decisions. It leads toward
rapid interpretation and strategic competitive advantages to
help businesses and researchers from this real-time data.

(i) Clickstreams and ads capture a large amount of
data, e.g., millions of events per second

(ii) It takes a fraction of seconds to reflect market
changes for high frequency stock trading algorithms

(iii) Online gaming produces huge amount of data from
millions of concurrent users producing multiple
inputs per second

Veracity: uncertainty or inaccuracy of data can be dealt
under the 4th V of big data that is termed as veracity [23].
Data veracity refers to the abnormality and noise in the data.
It also deals with whether the stored data is meaningful to
the analysis or not. As compared to velocity and volume, it
is the observation of the community that veracity in data
analysis is the supreme challenge.

Value: value is also very important when business
models are considered. Data should be analyzed in accor-
dance to the value of data to get the best result out of the
analysis. Value is critical for business initial phases, because
it is the matter of investing money and reducing the risks.
Still, many companies are not using this application of big

data in effective way. Better use of this application will not
only be effective for revenue generation but also help to
avoid fraud.

1.4. 5 Vs and Smart Grid. Smart grid incorporates conven-
tional power systems with a bidirectional infrastructure that
integrates electricity and information flow. The smart grid is
a complex interconnected system that generates a diversified
variety of data with huge volume, high velocity, and veracity.
These 5 Vs are worthy of importance when we discuss auto-
mated electric grid systems [24].

1.5. Major Contribution. Our focus is to provide a compre-
hensive survey on big data for smart grid applications. The
contributions of this work are summarized as follows:

(i) General overview of big data and smart grid systems

(ii) Big data-generating sources in the smart grid

(iii) Importance of resource management

(iv) Tools and techniques for the analysis of big data

(v) Research challenges

Most of the existing literature on big data and smart grid
mainly focus on its applications, issues, tools, technologies,
and techniques separately, but big data resource manage-
ment in the context of the smart gird has not been explored
so far. References [16, 25] targeted the issues related to SG,
but the management perspective is missing in the literature.
Different domains of big data are being targeted in various
reviews, but a comprehensive survey is not present in the
existing literature that covers a holistic picture of big data.
This paper has been written in such a way that it clears the
complete picture of big data for the beginner in this field.
Unlike other available literature on the big data smart grid,
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it not only covers the main topic but gives a clear holistic
picture of the importance of big data and resource manage-
ment in smart grid networks. Table 2 represents a compara-
tive analysis of this article with existing literature available.
Uniqueness or real contribution of this article is clearly
judged by Table 2.

1.6. Article Structure. The paper’s organization is shown in
Figure 3 and is described in the later sections. In Section 2,
we discuss the smart grid systems and sources generating
big data like sensor and information flow of different
applications. The motivation for deploying resource man-
agement is presented in Section 2.1. In Sections 3 and 4,
we have discussed different techniques and tools like
Hadoop/MapReduce.

2. Smart Grid Systems

Smart grid power systems are new innovative power systems
which will not only provide more electricity to meet the
increasing demand but also improve reliability, efficiency,
and quality. This system will allow other individuals to add
their energy in the national grid which includes many energy
sources like renewable energy resources (solar, biogas, wind,
etc.) [35]. Traditional power distribution systems transport
energy to the consumer side from a central power plant
using transmission lines [24]. Major stakeholders of smart
grid systems are the distribution, transmission, consump-
tion, and communication networks. The communication
network is actually the main portion that converts the con-
ventional grid to a smarter one. There is a two-way commu-
nication between the distributor and the consumer in smart
grid networks. This information exchange and continuous

monitoring of energy enables efficient utilization of power
in emerging smart grid networks [36, 37].

Smart grid systems enable the grid to observe and con-
trol the power parameters accurately. This system also offers
to make decisions on time as well as allows us to integrate
renewable systems. In this advancement of the grid system,
communication technology plays a pivotal role as depicted
in Figure 4. It establishes a strong link between the distribu-
tor and the consumer to make the network more efficient.

Reliable and efficient distribution of electricity is a basic
requirement with essential energy production units. The
power grid infrastructure was deployed in early ages and is
now reaching full life. For more competition, there is a need
for strong political and regulatory push, lower energy prices
and more energy efficiency, and greater use of renewable
energy like biomass, water, solar, and wind to keep the envi-
ronment clean. The load demand has remained the same or
has slightly increased in the previous years in industrial
countries. Some of the developing countries show a rigorous
increase in load demand. But now, load demand is increas-
ing exponentially due to more industries and increasing
population [38]. On the other side, aging equipment may
lead to shortfall of electricity during peak hours. In different
parts of the world, regulators are advising utilities to find the
cost-effective solution for transmission and distribution of
electricity. That is why new techniques like the smart grid
(based on modern communication) are emerging to operate
power systems which guarantee a secure, sustainable, and
competitive energy supply. The important goals of an
advanced electrical grid are to ensure an environment-
friendly, transparent, and sustainable system. Utilization of
renewable energy resources are worthy of importance in
order to meet the above-mentioned goals of smart grid
systems.

Table 2: Comparison with existing work.

Ref Techniques/tools Smart grid Issues in smart grid
Resource management

discussed
Challenges and opportunities

discussed

[1] × × × × ✓

[3] × ✓ × ✓ ×
[8] × ✓ ✓ × ✓

[17] × ✓ × × ✓

[22] ✓ × × × ✓

[26] × ✓ ✓ × ✓

[27] × × × ✓ ✓

[28] × ✓ × ✓ ×
[29] × × × ✓ ✓

[30] × × × × ✓

[31] ✓ ✓ × × ✓

[32] × × × ✓ ✓

[33] ✓ ✓ × × ✓

[34] ✓ ✓ ✓ × ✓

[16] ✓ ✓ ✓ × ✓

[25] ✓ ✓ ✓ × ✓

This article ✓ ✓ ✓ ✓ ✓
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2.1. Types of Data-Generating Sources in Smart Grid Systems

2.1.1. Huge Sensor/Actuator Network. A smart monitoring
system is actually a strong source that generates huge data
sets. It is impossible to implement a smart monitoring infra-
structure without using low-cost but intelligent devices. A
new scheme of sensors termed as smart sensors has recently
been introduced that fulfils the criteria discussed above, i.e.,
low cost, ultralow power, and more intelligence [39, 40]. The
importance of smart sensors has been discussed in detail in
[41], and a new type of sensor termed as “stick on” was
investigated. These sensors do not even need physical con-
tact with the utility asset for some applications. They have
the capability to monitor different parameters of interest
only by getting close to utility assets. Fang et al. have also
discussed the self-powering smart sensors and challenges
related to that domain.

2.1.2. Smart Meters. A smart grid comprises smart meters
that play a very important role. A grid, by definition, is an

electric system that includes electricity generation, transmis-
sion, distribution, and consumption. A traditional power
grid system comprises a typical setup that supplies electricity
to users and consumers by carrying that power from a few
central generators [42]. One main advantage of the Smart
Meter System is their simple operation of the overall process
even if they are varied in technology and design. These intel-
ligent meters gather information from end consumers every
15 minutes or once a day and transmit that valuable infor-
mation to the data collector through the Local Area Network
(LAN). Arif et al. [43] developed a smart meter based on
GSM and ZigBee. These meters are capable enough to
update the information of the service provider about the
energy measurements. The service provider can use this
information to notify their consumers via Short Message
Service (SMS) or using the internet. A hardware architecture
is presented in [44] which discussed the adapted communi-
cation protocol and monitored the energy using web-based
application. Managing the energy in smart grid systems
using a mobile application is investigated in [45] to improve
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the availability and data exchange. Policies and security
concerns vary from country to country which has been dis-
cussed in [46], and the smart grid development in different
countries has been compared.

2.1.3. Smart Appliances. The smart grid system has done a
lot in aligning the electricity demand and supply during peak
hours by promoting small-scale renewable energy genera-
tion [47]. Talking about smart houses, the key element is
the smart cards that are responsible for communication
between the smart meter and appliances. These smart cards
act as a communication link for the transference of infor-
mation. The town server holds the connection of the num-
ber of such smart houses and is responsible for controlling
the power provided by the service provider and the power
generated by regenerative sources. A town server network
has been discussed in [48] which manages the communica-
tion and the whole power consumption between the sys-
tems. A smart house architecture is presented in [49]
which is proposed for a demand-responsive energy manage-
ment system based on Information and Communication
Technology (ICT).

2.1.4. Information Flow. In smart grid systems, communica-
tion or information plays a crucial role in making decisions.
Normally, decisions are based on the collected information.
In power systems, most of the time, information plays a very
critical role. The grid is becoming smarter with the passage
of time by the use of modern technologies which facilitate
bidirectional information sharing between customers and
the utility [50]. The smart grid consists of sensors, actuators,
smart meters, control units, computers, etc. The information
of all these sources flow from one point to another. Effective
management systems are necessary to manage the informa-
tion of these heterogeneous complex and bulk data net-
works. In [51], Suciu et al. examined the cyberphysical
system (CPS) from an information flow perspective. A

method is presented to analyze the leakage of information
by using the advice tape concept in the field of algorithms.

3. Management Perspective

3.1. Resource Management. Resource management in every
field is very important to optimize many parameters. In
Figure 5, the variety of resource management processes are
shown. Resource optimization is a supreme parameter to
minimize the cost and improve efficiency. Normally, the
resource is in the form of a spectrum which is sparse due
to the exponential increase in the user devices. Resource
management is an effective and efficient allocation of
resources in any platform. User devices are increasing expo-
nentially with the times and generating a lot of distributed
data in various forms. Data handling is a big challenge for
researchers. Without efficient management in big data appli-
cations, it is very hard to tackle such huge data. A huge
research space is available for exploring resource manage-
ment in big data.

In big data, resource management in the sense of mem-
ory and complexity is rarely explored. Different applications
create 2.5 quintillion bytes of data every day [52]. The amaz-
ing thing is that 90 percent of the data in the world has been
created in the last two years. This data includes all applica-
tions like sensors used to gather information about climate,
posts to social media sites, cell phone GPS signals, digital
pictures and videos, purchase transaction records, etc. Dif-
ferent aspects in big data like resource management, pro-
cessing, analytics for social media, database technique
packing algorithms, security, and privacy concerns are cov-
ered in [53]. Speed of information technology growth is
increased from Moor’s law at the beginning of the 21st
century. Excessive data is creating more challenges in data
science. On the other side, data science is extremely impor-
tant to produce productivity in businesses which will create
a lot of opportunities. Reference [4] discussed a closed-up
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view about big data including opportunities, applications,
and challenges. Chen et al. have also discussed techniques
and technologies used to deal with big data problems. In
[1], Chen et al. explained in detail about the background of
big data, related technologies, data storage, applications,
issues, and practical applications. In [54], different aspects
of resource management for big data platforms have been
examined. Pop et al. also discussed the importance of
resource management for smart cities. The smart grid is
the part of smart cities which will enable the use of energy
in more efficient ways. Resource management for big data
applications is an open issue for current development in
the era of the smart world. Predictive resource planning
and allocation discussed in [55] is energy saving and will
ultimately save on costs. Won et al. in [56] investigated the
advance resource management for multiple tenants using
access control to share the computing resources. In this
environment, multiple tenants having different demands
can share computing resources like data, storage, network,
memory, and Central Processing Unit (CPU). Researchers
claimed that multitenancy reduces cost and offers highly
effective saving computing resources to acquire a similar
environment for data management and processing. The
novel approach is used to support the multitenancy features
for Hadoop. It is understood that Hadoop is a large-scale
distributed system which is commonly used for the process-
ing of data. Resource management in big data is rarely cov-
ered in the community although popular literatures and
academia have many examples on initiatives of big data.
Senior managers are hesitant to commit resources on data
sciences on a sustainable basis. Reference [57] covered the
theme of improving organizational resource management
and created a concentration to attain a positive capability
with initiatives of big data. The relationship between
dynamic capabilities and big data is of great significance
because processes of data need to be developed step by step

as organizations want new insights from big data. The smart
grid is a growing technology in the power system which also
needs data or information management to efficiently utilize
the resources which is investigated in [3]. They discussed
how to manage different types of front-end intelligent
devices like smart meters and power assets.

Resource management in smart grid systems: the expo-
nential increase in the data has prompted many challenges
to develop systems to manage the resources. It is required
to manage resources to analyze the huge amount of data effi-
ciently. It is impossible to manage the big data in traditional
ways. There is a need to manage the resource like processing,
memory, and network resources so that we could be able to
process the complex data systems in comfortable ways in
emerging smart grid networks.

3.2. Processing Management. Processing in big data plays a
pivotal role to analyze the data to extract the required
results. Big data-processing techniques process data sets of
terabytes or even more than that. Processing is further
divided into distributed and parallel processing using tradi-
tional application frameworks like OpenMP and MPI which
are still playing an important role. Newly investigated big
data processing and cloud computing frameworks like
Spark, Hadoop, and Storm are becoming popular. But in
the parallel application framework, it requires a physical
cluster to run the system efficiently. A resource-sharing
approach using a cluster as a service for a private cloud
has been discussed in [58]. The ClaaS model is proposed to
make the implementation simple. Authors claimed that it
is an effective model for sharing a cluster between several
frameworks. Parallel processing systems like batch, graph,
stream, and machine learning techniques have been dis-
cussed in [13] in which optimization and extensions for
the MapReduce platform are also discussed. There are many
platforms that are developed for processing purpose, but
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Figure 5: Resource management.
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[59] developed a pipeline structure for the heterogeneous
execution environment to integrate data jobs. To integrate
data jobs in a heterogeneous execution environment, devel-
opers need to write a long glue code to get data sets into
and out of those jobs. For the data pipelining and integration
support, some frameworks are also proposed such as
Crunch, Cascading, and Pig, but these frameworks are built
on top of a single data-processing execution environment.
Resource management in big data regarding business pur-
pose is an important aspect that either these initiatives are
helping managers to grow their business and make it more
profitable or not. It is invested in [57] which classifies the
organizational resource management in three aspects. First
is to establish a business process archetype and second to
create a dynamic capability and identify the drawbacks of
the resource-based theory. Lessons are learned, and the
implications for business research and practice are sorted
out. An applied example to apply the data techniques to
smart cities had been investigated in [60], and an IoT-
based architecture was proposed. Some services imple-
mented in the smart campus of Murcia University and some
services are focused on tram service scenarios where thou-
sands of transaction data are considered.

3.3. Memory/Storage Management. Growing memory capac-
ity has accelerated the development in memory of big data
processing and management [27]. Real-time data analytics
require intelligent memory or storage systems which have
the least latency to read or write the data. Initially, the need
of this type of performance was encountered by well-known
global companies like Google, Amazon, and Facebook, but
now, it is becoming an obstacle for other organizations
which are looking for a meaningful real-time service like
social gaming, advertising, and real-time bidding. To meet
the requirements in real time for analysis of large data sets
in milliseconds requires RAM memory. Bandwidth, capac-
ity, and memory storage have been doubling after every
three years while its price is dropping by a factor of ten every
5 years. Noteworthy advances have been observed in non-
volatile memory (NVM) e.g., SSD. Hardware technology
advancement in recent times has generated interest in host-
ing the whole database as well as overturned many earlier
works [61] in memory to provide real-time analytics [62,
63] and faster access. Comprehensive memory management
and some key factors to achieve efficient memory data man-
agement and processing are investigated in [27]. There are
privacy and security implications [64] of pervasive memory
augmentation which effect what and how humans radically
change the scale and nature of external cues. The presence
of ubiquitous displays in personal devices and environment
provides new opportunities for showing memory cues to
trigger recall.

3.4. Network Resource Management. Recent findings show
that human behavior is highly predictable [65]. Improving
the performance in wireless systems by exploiting the pre-
dicted information draws an attention which is known as
anticipatory, context aware, and predictive resource alloca-
tion in the literature [66, 67]. Context awareness is not a

new concept in the computing science. Context is any infor-
mation that can be used to characterize the situation of an
entity. Entity can be anything like a place, object, or person
that is contemplate relevant to the interaction between an
application and a user. Energy-efficient predictive resource
allocation and planning is presented in [55] based on predic-
tive analysis and results that show that the proposed policy
can drastically reduce the energy consumed by the BSs.
Won et al. [56] introduced an advanced resource manage-
ment (e.g., network, memory, storage, and data) with an
access control in a multitenant environment. Multitenancy
facilitates management of multiple users who use similar
systems. Using this concept, the system is able to permit
multiple users to maintain and develop their own environ-
ment; otherwise, an application is required to provide their
products by manual anthropology to address the require-
ments of each company. The manual approach resulted in
an excessive maintenance cost because it desires the
management of each company separately. Hadoop Apache
was used as a base platform for providing features of
multitenancy.

4. Techniques

There are different techniques defined by the researcher to
analyze big data. Researchers are continuously working on
the development of new techniques as well as focusing on
the improvement of existing ones. Some of the most com-
mon and regularly used techniques for the analysis of big
data are

(1) Association rule learning (ARL)

(2) Data mining

(3) Genetic algorithm

(4) Social network analysis

(5) Classification tree analysis

4.1. Association Rule Learning. With the evolution of data
generation, new methods of data analysis are needed to
carry out in-depth analysis of the clusters. One such rule
is ARL. It is a method related to rule-based machine
learning and used to discover interesting relations between
variables in large databases. With the increase in the quan-
tity of big data, ARL is being implemented across the
globe in a number of fields to study relationships between
variables to sort data according to desired variables. Its
applications range from consumer markets to modern-
day communication.

With the increase in the internet users, the data gener-
ation across the different levels of the World Wide Web
has sky rocketed, but the internet still works on criteria
and the protocols of the past. The internet cannot keep
up with the recent increase in the data generation and
storing. The modern-day data supports a large number
of elements which can be used to create semantics to
understand the trends of data. Reference [68] introduces
the design of a human mind-based semantics to improve
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internet decision-making associated with an analysis tech-
nique for accurate reasoning about the internet and to
compare the current algorithms. As the data volume has
increased, the complexity of the mobile network, further-
more, the user-based data generation and complex interre-
lations, has also grown. Reference [69] uses ARL to
produce a deep network analyzer (DNA) for anomaly
detection in order to make further improvement in the
network and make an accurate gain prediction to address
a wide range of problems faced by internet service pro-
viders (ISP). With the increased span of the internet and
complexity of the networks, the dark network has also
increased. Since its dawn, the dark net has been the corner
stone of illegal activity across the global networks resulting
in huge loss of value from patents of companies to breach-
ing of the defense networks of countries. This new dawn
of internet volume explosion has made it easier for cyber-
attacks on critical infrastructure. ARL can be used for the
analysis of the data clusters of the dark net, predicting
relationships between a number of factors such as mal-
users and beneficiaries of such activities.

Talking about the smart grid, it is understood that it
uses a vast network of smart sensors. These sensors are
responsible of generating a huge volume of data that must
be categorized in a mathematical or scientific way to make
this advanced network more efficient. References [3, 28]
explored numerous applications as well as the techniques
used for managing the big data of smart grids. Reference
[70] uses ARL-based learning to draw a pattern between
malware and cyberattack activities and draw a rule-based
diagram to point infected machines and routes as well as
probing the dark net. Similarly, cloud computing has taken
the main stage after the recent internet revolution [71]. The
increased data and information flow through a wireless
medium between intermediate devices in smart grids has
also increased the concern of its privacy and security detail.
Reference [72] introduces an ARL-based analysis technique
for sifting through mined data in order to prepare routines
for improving privacy and security along with guaranteed
result from the data mining operations.

The recent increase in the large amount of data genera-
tion has been problematic for a number of reasons. It takes
a toll on services to store and make it accessible; further-
more, to sift through the data, to find relationships, and to
make it efficient for the user are a challenge. The data sorting
is very important from a number of views like market invest-
ment to national security concerns. ARL helps to narrow
down the study criteria to a limited pool of variables making
it easy to analyze large smart grid data clusters from the
point of view of the concerned. Reference [73] focuses on
the discovery of these routines in the big data stacks and a
post analysis of these rules to arrange them in a better fash-
ion for a more efficient process. Similarly, [74] addresses the
problem by an algorithm to highlight the mined rules by
assigning them weights in binary digits. Reference [75] uses
a number of ARL-associated trees to improve the efficiency
of the mined rules in order to keep up with the rapidly
increasing data clusters. References [76, 77] proposed a data
mining algorithm based upon MapReduce to sift through

the data and produce a more efficient rule-based tree for
decision making. Reference [78] is the implementation of
the ARL mining on the data in order to improve the failure
rate of products and predict the market variables concern-
ing it by studying the trends across the social networks.
Also, with the evolution of the internet, it also offers a
number of concerned parties a chance to evaluate the cus-
tomer psyche. Reference [79] is used to mine according to
ARL the activities of the users related to their user’s con-
cerning factors like when, where, and what for in order to
get a better understanding of the response of the customer
community.

Increase in the development of a smarter network in ser-
vice sectors and usage of internet services in many areas of
application have further increased the ease of access and
maintenance for a number of complex networks. One such
example is the new power networks. Power networks are
also very important and help in the distribution of the elec-
tricity to domestic and industrial use making them an essen-
tial part of modern-day life. A failure can lead to disaster.
Reference [80] uses a number of algorithms to rule mine
the data from power station differential equations. The
mined data projects the values regarding the system helping
in their maintenance as well as further development of the
networks.

4.2. Data Mining. Data mining software permits users to
make the analysis of data from different dimensions, sum-
marize it, and categorize the relationships identified. The
concept of data mining is gaining popularity in the modern
era of information and technology. In the information econ-
omy, data is being downloaded, uploaded, and extrapolated.
So data mining is the incorporation of mathematical
methods and algorithms including classification to extract
patterns regarding desired data.

A dynamic power grid not only focuses on energy stor-
age but is also concerned about the value of information
[81]. According to IEA (International Energy Agency), out
of our total final consumption of energy, 32% is consumed
by residential and commercial buildings [82]. So it requires
more intelligent strategies for processing and analyzing the
big data related to the smart grid and residential and com-
mercial buildings. The data mining technique can be used
for categorizing smart data into useful information.

Data mining is also used for a number of purposes in the
daily civil services ranging from engineering to finance. In
Public Structural Development (PSB), data is collected from
various aspects and sensors, providing information such as
the structural integrity of various structures forming
recognition-based patterns on the statistics and is known
as structural health monitoring (SHM). The data does not
provide the parameters like acceleration and displacement
velocity but actually provides the change in the parameters
of the structure; a number of mathematical models compute
and provide the output according to [83]. Signal sorting of
radar communication is an important factor in modern war-
fare electronics. Modern radars are highly advanced and
provide a number of challenges like using multiple emitters
eliminating conventional algorithms and producing a ton
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of data. A number of developed sorting methods are dis-
cussed in [84] in order to sift through the data.

In finance, data mining plays an important role in oper-
ation planning. In large-scale operations, business, routines,
and processes, it is very important to decompose itself into
smaller multiple units for the multiple objective optimiza-
tions of the entity also known as role-based access control
(RBAC). It uses data mining techniques to discover rules
from user permissions from access lists. Reference [85] uses
the said technique to further optimize the entity in discus-
sion using RBAC and edge concentration. On the other
hand, customer database and trend understanding is very
important for service providers. It involves a large database
of customers and their daily activates, practices, and behav-
ioral traits. Reference [86] involves the utilization of the
multivariate data collected from ends like phones and ser-
vices. The process involves receiving data and updates from
a large number of devices and nodes, sorting and production
of desired characteristics and trends. As technologies con-
tinue to improve in use and experience, similarly,
Facebook-like applications have attracted large user bases
linking the virtual space with the real world. In [87], the
authors used data mined from the geosocial networks to
understand traits and response of the users to provide better
statistical analysis for concerned parties providing peoples
opinion regarding decisions.

Tax evasion is a common felony practiced at a large
scale. Due to the high data volume, it is impossible to detect
such a large amount of tax theft, so the data must be sorted
and analyzed and the results extrapolated as [88] used the
color network-based model (CNBM) for the construction
of a pattern tree providing a link between tax evasion tech-
niques and behavior trends. Similarly, electric power is a
basic necessity and very important to the modern-day life
sustenance. A large number of energy frauds are committed
around the world. Reference [89] introduces a technique
involving data mining through the advanced metering infra-
structure (AMI) plotting the data to provide a number of
plausible suspects without including field inspections by
constructing a cluster using homogeneous data and con-
structing prototypes.

4.3. Classification Tree Analysis. Classification tree analyses
are used to generate the prediction regarding the member-
ship of cases or objects in multiple classes using one or more
predictor variables through the help of categorical measure-
ments. Classification tree analysis is one of the main tech-
niques used in data mining.

A decision tree helps the routine in classifying the best
option out of the members and their classes presented in
the tree which helps in sifting through a large amount of
data. For having accurate classes and objects, the training
data provided to the tree must be closely related to the anal-
ysis data for a comprehensive decision. Reference [89]
involves multiple methods and approaches to improve the
accuracy of the sample or the training data using multiple
attributes of the data. In big data, sometimes, it is needed
to compute numerical and mixed data which has to be made
discrete, as many of the convention methods and algorithms

are not suitable for big data computation. Reference [90]
involves the development of an algorithm to perform discre-
tization and to be further structured into fragments to con-
tain one data each in each object of the classification tree.

With the emergence of high-speed internet to the
masses, cloud services are used across the globe from domes-
tic to industrial use. The number of cloud users has reached
a peak above any other service comparable like email and
social networks. From storage of personal items to office
use, the cloud has replaced a number of services but is also
giving rise to such things as security and privacy which
increases the data multifold. As the user database is increas-
ing, so is the need of betterment in the current cloud struc-
ture and implementation. Reference [91] proposes a number
of implementations in order to answer the challenges faced
by cloud computation.

Data stream is a constant influx of infinite data continu-
ously in a nonstationary manner. In the stream, such
algorithms are placed that are learning so that they can over-
come the limitations of time and hardware. Reference [92]
involves an algorithm to deal with the issue of

(1) What and how data to present

(2) The display of the recent data by manipulating the
nodes of the classification tree; [93] uses MapReduce
in collaboration with tree analysis to sift through the
data

4.4. Genetic Algorithm (GA). GA are an adaptive and stage-
dependent search algorithm. It is based on the evolutionary
ideas of genetics and natural selection process. GA is an
intelligent optimization algorithm which uses sifting and
sorting of a random search. Genetic algorithms (GAs) are
designed in such a way so that they can simulate processes
in natural systems necessary for evolution. It is obtained
solving both limited and nonlimited optimization sets that
grow taking the best characteristics like biological evolution,
each time replacing the previous with the next.

GA is used in a number of applications along with big
data tools like Hadoop. Hadoop is a cluster which consists
of thousands of servers and tens of thousands of CPUs
which queue up a number of jobs which require multimode
scheduling using software. It is needed to improve their effi-
ciency which has been done in depth in [94, 95] keeping in
mind real-time system status.

With the increase in the amount of data-generating
sources, a better system of mining the data from multiple
sources is required. One such source is the modern commu-
nication system, which is complex due to the user base. Ref-
erence [96] performs an analysis on the problem through
classification and regression analysis by studying the big data
clusters to detect anomalies. With introduction of cloud
computing, it is needed to efficiently mine data for which
the big data cloud is used with the help of a number of tools
like Hadoop and MapReduce. So it is important to optimize
the work of the routine. Reference [97] does in-depth
analysis of the process of optimization. With the introduc-
tion of cloud computing and software as a service, a number
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of web services continue to increase, resulting in increased
business value and routines. Reference [98] is based on an
analysis on improving the scheduling criteria using
MapReduce.

As optimization techniques are used in multiple fields,
for instance, big data is generated in the medical field with
the help of the high-res scanning technology available. In
[99], genetic analysis is used to propose a distinct classifica-
tion analysis for a number of variables than build a table or
tree which could help to develop values for a number of con-
ditions like diseases and infections.

4.5. Social Network Analysis (SNA). SNA actually measures
the relationships and flows between groups, people, organi-
zations, URLs, computers, and other connected informa-
tion/knowledge entities.

Nowadays, the internet data has increased multifold
and is changing at an alarming rate. The analyses of
mined data with algorithms and traditional methods are
costly for the large amount of data. So [100] performs
the big data tools to map a tree of the traffic nodes on
the internet regarding social websites. The internet with
its complexity is a collection of large databases with mul-
tiple modes. This ranges from text to pictures, videos,
etc. However, there is no sorting process for the multi-
tudes of data mined from the internet. So [101] does
depth analysis to provide a better approach to the sorting
of the data types in order to make the process of data
mining more accurate.

Microblogging sites like Facebook, LinkedIn, and Twit-
ter are very important to modern-day communication and
play an important role in the daily lives of a large customer
database. References [102, 103] use a number of analysis
techniques to separate conversation and posts regarding
certain data types and construct a tree about relationships
interacting with the desired data which in turn can be used
for a number of purposes and by many concerned parties
for an advertisement-like process. The mined data is used
to construct a tree based on the interest of users and
recommending them items using a recommender system
based on the user activities. On the other hand, with the
increase of the microblogging and social websites, social
events have been arranged and invitations are sent out via
the internet. People attend and get awareness to it, and it
further includes the coverage of the event by the people
as well. References [104, 105] make the use of algorithms
to plot a tree from the information on these sites to detect
events and related social activities. With the growth of the
internet, social websites have also increased the number of
social event coverages on the internet. These events pro-
duce multimode data such as videos and images that can
be used by concerned parties. Reference [106] proposes an
algorithm for multimode tracking of the event for getting
a varied form of data.

With the large number of data appearing on the internet,
it is also needed to compute and sort the mined data in order
to further maximize the use. Reference [107] uses in-depth
analysis to compute and arrange the data to produce and
maximize the results for use in a number of fields like busi-

ness and media. A lot of reviews and feedback are found on
the social websites. Innovation diffusion deals with the
response a new product receives in the customer user base
like [108] uses a number of algorithms to do in-depth anal-
ysis of the data mined through social websites and networks
for a concerned product or party.

5. Tools of Big Data

The survey covers two universal tools used for the analysis of
big data generated by the smart grid, social media, IoT, stock
exchange, etc.

(1) Hadoop

(2) MapReduce

With all the Vs of big data, conventional means are not
enough to tackle the problems and challenges presented by
big data and its handling. So for a better analysis method,
a number of tools were developed on the techniques men-
tioned above to work on big data handling. The survey will
include Hadoop and its algorithm of MapReduce.

5.1. Hadoop and Its Importance. Hadoop was developed as
an Apache top level project. It was an open-source imple-
mentation of frameworks which provided qualities like
reliable, scalable, and distributed computing and data stor-
age. It is a flexible and highly available architecture [109].
The following were goals of the Hadoop Apache Project.

(i) Facilitate the processing and storage of large and
rapidly growing data sets, e.g., unstructured and
structured data

(ii) Simple programming models

(iii) High availability and scalability

(iv) Use commodity hardware with little redundancy

(v) Fault can be tolerated

(vi) Move computation rather than data

In 2003, Hadoop was bought and implemented by
Google, and in 2004, the Hadoop MapReduce Algorithm
was developed. Hadoop has the following three important
features.

(1) Hadoop is based around analyzing big volume data
in large amounts that are further analyzed by break-
ing it according to one of the analysis techniques like
ARL and CTA. One application is the analysis of
large data clusters provided by RFID sensors in a
large number of applications such as the Geographic
Information System and earth observation with the
help of ARL and genetic analysis to filter out the
required data from the cluster

(2) Hadoop is also being used in the analysis of large
number of servers ranging from cloud servers to
app-related services. These servers get a constant
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influx of data from a large number of devices like
smart phones having a large array of sensors provid-
ing a continuous stream of data. In order to sift
through the data, ARL is used with Hadoop to
develop relationships and links but with the data in
the clusters. Furthermore, the analysis of the mobile
networks also yields a large amount of mined data
which cannot be handled via conventional means.
So Hadoop is used to sift through garbage data and
get the required relationships

(3) With such volumes of data, a large amount of text is
also generated. CTA is used with Hadoop to analyze
the relationships in the text to arrange them

5.2. MapReduce. It is important to differentiate between
MapReduce and an implementation of MapReduce, in order
to fully understand the capabilities of Hadoop MapReduce.
It is an implementation of the algorithm maintained and
developed by the Hadoop Apache Project. If you take
MapReduce as an engine, then it is an efficient engine which
takes data as fuel converting it into energy in a quick and
efficient manner.

5.3. Advantage. The major advantage is that data processing
over multiple computing nodes is made easier using
MapReduce.

5.4. Working. It can be implemented in three stages, namely,
map stage, shuffle stage, and reduce stage.

(i) Map stage: the mapper’s job is to process the input
data and create small chunks of data, and that is
stored in the Hadoop file system (HDFS) in the form
of a file or directory. Then, line by line, the input file
is passed to the mapper function

(ii) Reduce stage: shuffling and reducing both combine
to form the reduce stage. The data that came from
the mapper is then processed by the reducer. It gives
a new version of the output after processing, which
will be stored in the HDFS

MapReduce is based around the analysis of the large
amount data inputs to make it very applicable on the mod-
ern data and communication network of smart power grids.
With the complexity of the modern network, it has to be
analyzed for anomalies and dark net trenches which target
the data. Furthermore, it is used to analyze the network to
maintain and upkeep the internet speed. It also analyzes
the cloud network relationships with the internet tracking
the big data associations with the cloud network. MapRe-
duce is also used in the database analysis to analyze large
data clusters of XML, structured query language (SQL)
based on CTA or genetic analysis. It helps a lot in financial
and administrative sectors, tracing and locating relationships
between data. It had already helped a lot in the federal tax
audit for tracing culprits and identity theft. It is also used
in the power and domestic services from computing power
network algorithms of a city to the traffic patterns in certain
hours of the city workload.

6. Challenges and Open Issues of Big Data

With the constant evolution of the internet and its related
data-generating sources, the volume of big data is increasing
at an alarming rate making it necessary for the developers
and researchers to keep coming up with new means and
analyses to handle big data. It also involves the development
of new technologies to look after the hardware prospect of
big data computation. So out of the multifold challenges,
the following were surveyed.

(i) Volume

(ii) Data integration, storage, and visualization from
multiple sources

(iii) Data backup

(iv) Privacy and security

(v) Confidentiality

(vi) Energy management

(vii) Quality

6.1. Volume. The volume of the big data in a smart grid is
increasing daily. With the increase in the complexity of the
data-generating sources, it is impossible for the conventional
data manipulation and sources to deal with big data. By
entering smart devices into the mix, the big data clusters
are also increasing with higher velocity than the previous 5
years of big data. So using ARL and CTA in collaboration
with MapReduce, new developments are being done in
new protocols [110] to handle the flood of data across the
cloud servers. Reference [111] involves the development of
new internet protocols for 5G based on the data accumu-
lated from the study of 3G and 4G internet. With the emerg-
ing trends, there is a need of a proper big data computing
architecture which is proposed in [112] for smart grid anal-
ysis. This communication architecture involves resources of
data generation, storage, transmission, and analysis of data.
Similarly, [29, 111] established development in the analysis
of large RFID and sensor array networks.

So, volume will always remain one of the big challenges
in big data as any restriction or limitation on increasing
the size of the data cannot be made. Proper data compres-
sion methods and continuous research and improvement
in big data-handling tools and techniques are the only way
to tackle this regularly increasing flood of volume.

6.2. Data Integration, Storage, and Visualization from
Multiple Sources. Conventional data analysis mostly deals
with data generated from a single point. For the case of
power grids, data is being generated by distributed grid sta-
tions in different areas. It is difficult to store, process, corre-
late, and visualize data from multiple sources at the same
time. HDFS is no doubt a reasonable storage file system,
but it needs to be tailored when the data is collected in dif-
ferent representations and formats [25].
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6.3. Data Backup. Maintaining the backup of collected data
is important, but it is very challenging to implement. There
are always limited resources for storage and processing of
data, and data is being generated at unprecedented scales.
There is a need for specifying a life cycle of data. Backup data
should be discarded from the storage after completion of the
life cycle. The data life cycle management system is itself an
open issue because it is very difficult to decide which data
shall be discarded without defining a standard principle for
removal of stored data from the memory [1].

6.4. Privacy and Security. The bulk of information flow and
advancement in technology have made living easy, but this
advancement in the conventional grid system has serious
security issues. Ensuring privacy and securing end-to-end
communication in big data are a real challenge for
researchers. Considering these security threats, [17] dis-
cussed some new findings regarding privacy and security
of big data. Internet-based protocols and public communica-
tion infrastructure are used in the smart grid which is the
cause of arising vulnerabilities that are discussed in [8] in
detail. ICN (information-centric networking) is also a strong
network architecture for smart grid systems with self-
security and congestion control enabled. Reference [112]
applies the ICN approach on advanced metering infrastruc-
ture to tackle the vulnerabilities regarding data security. New
protocols are discussed in [111] to protect large data clusters
of XML and SQL from cyberattacks and nonassociated data
mining, while [113] deals with the new protocol develop-
ment of cloud computation based around ARL and CTA.
There is a two-way communication between the supplier
and the consumer in the smart grid network. Bill payments
and transactional data generally include confidential infor-
mation of the customers. This personal information of the
consumer is under serious threat and is one of the most
important areas that must be monitored and improved on
regular basis.

6.5. Blockchain. Blockchain technology is considered the
most famous technology based on its high-level data trans-
parency and security. This technology helps to meet the sys-
tem requirements of smart grids effectively. A blockchain
comprises a series of blocks that helps to keep the records
of the data in different hash functions with the timestamps.
This is beneficial as the data cannot be altered or tampered
with. Since the data cannot be changed, data manipulation
is impossible, thus protecting the data and reducing the
chances of cybercriminals attacking the data.

6.6. Energy Management. Efficient utilization of energy is
among the most focused topics of discussion all over the
globe since the 20th century. The increasing demand of
devices and computing systems for storage, processing, and
transference of big data has also increased the energy
consumption. Therefore, a concrete mechanism for power
consumption control and management is worthy of impor-
tance for a clean environment and economic stability.

6.7. Quality. The quality of the data mined from large data
clusters is a crucial factor in a number of applications of

big data analysis. With the ever-increasing data volume
and variety, it is necessary to develop algorithms to highlight
the relationships between large data clusters. In [114], a vari-
ety of data clusters are investigated to improve the mining
efficiency of ARL- and SNA-based network algorithms and
are applicable in the e-commerce industry. CTA-based
decision-making data mining from RFID networks with
more accuracy has been discovered in [111].

Data generated from multiple sources, real-time process-
ing, storage, and management of bulky data sets in different
modalities and representation, and real modelling are some
of the important reasons that restrict giving a fix or one-
time solution plan for implementation of big data analytical
systems [16]. For the above-mentioned challenges, various
data scientists have suggested different solutions that have
been cited in the paper. Despite the evolution of data science,
this huge amount of collected data is still prone to real
threats like cyberattacks, information leakage, personal pri-
vacy, and security threats. This is a vast domain that requires
advanced solutions and regular improvements with the evo-
lution of big data technologies.

7. Conclusion

Based on empirical data, discussion, and literature, it can be
concluded that resource management for big data applica-
tions emphasizes effective information utilization and analy-
sis. Communities can use smart grid technology to exchange
energy in order to meet demand. This paper also addresses
the concept of resource management for smart grid applica-
tions. It explains what this contemporary idea is and what its
features are. The management of various resources, like
memory and processors, has also been explored. In a nut-
shell, resource management is critical in this era of limited
resources. Despite the fact that prior surveys have revealed
a number of research gaps, there is still a lack of discussion
on big data resource management and its recent problems.
Our study not only goes over the tools and techniques used
in big data analysis in great depth but also covers over the
most recent challenges in this field. The growing volume,
as well as security and privacy concerns, is underlined. This
study provides a comprehensive overview of big data while
also revealing unresolved challenges for researchers in the
field.
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ICT: Information and communication technology
GPS: Global positioning system
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NVM: Nonvolatile memory
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IEA: International Energy Agency
PSB: Public structure development
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SHM: Structural health monitoring
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