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The Artificial Intelligence of Things (AIoT) is the amalgamation of Artificial Intelligence (AI) methods and the Internet of Things
(IoT) infrastructure, which are deployed there to improve the overall performance of the system. AIoT can be deployed to achieve
more efficient IoT operations; thereby can improve human-machine interactions and provide better data analysis. AI methods can
be used to transform IoT data into useful information for the better decision-making processes, and it further increases the overall
usability of the system. AIoT frameworks are very useful and applicable in a variety of applications, like security and surveillance
system, smart home, intelligent transportation system, smart farming, secure and safe healthcare monitoring, industrial
automation and control, eCommerce, logistics operations and control, and many more. However, AIoT frameworks may have
issues related to data security and privacy as they are vulnerable to various types of information security-related attacks. These
issues further cause the serious consequences, like the unauthorized data leakage and data update. Blockchain is a specific type
of database. It is a digital ledger of transactions, which is duplicated and distributed across the entire network of computer
systems. It stores data in the form of some blocks, which are then chained together. Blockchain is tamper proof and provides
more security as compared to the traditional security mechanisms. Hence, blockchain can be integrated in various AIoT
applications to provide more security. A generalized blockchain-envisioned secure authentication framework for AIoT has been
proposed. The adversary model of blockchain-envisioned secure authentication framework for AIoT is also highlighted that
covers most of the potential threats of a kind of communication environment. Various applications of the proposed framework
are also discussed. Furthermore, different issues and challenges of the proposed framework are highlighted. In the end, we also
provide some future research directions relevant to the proposed framework.

1. Introduction

AIoT is the combination of Artificial Intelligence (AI)
methods and Internet of Things (IoT) infrastructure. As
we know, IoT is about different “Things” (i.e., smart IoT
devices), which are connected to various users through
the Internet [1–3]. AI provides methods to train the
devices so that they can understand the novel data based
on the training procedure that they have completed. AIoT
works for a common goal, which is the generation of use-

ful data about the world through IoT devices and drawing
of useful insights from the collected data through some AI
methods [4–9]. Artificial Intelligence (AI) refers to any
human-like intelligence manifested by a machine, i.e., a
computer and a robot. It is the ability of a machine, which
mimics like the learning capabilities of the human, i.e.,
learning from the experience, object recognition, deci-
sion-making, and problem solving. It is an interdisciplin-
ary science with multiple methods and tools, especially
the advancements, which happen due to machine learning
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and deep learning creating a paradigm shift in various sec-
tors of the tech industry [10–14].

1.1. Common AI Technologies. The following are the
common AI technologies [1–3, 15–19]:

(i) Speech recognition: speech recognition mecha-
nism is used to convert and transform human
speech in some useful format so that a computer
application can process it. The “transcription and
transformation of human language” into some
useful format is in demand these days.

(ii) Natural language processing (NLP): it focuses on
the interactions between computers and human
languages. Text analysis methods are used to
analyse the structure of sentences and their inter-
pretation through the ML algorithms. NLP is also
helpful for the fraud detection systems. Automated
assistants and applications derive unstructured
data through NLP.

(iii) Image recognition: it is the process of identification
and detection of features in a video or an image
file. It further facilitates the process of image
searches for example, detecting license plates and
diagnosis of diseases.

(iv) Machine learning platforms: it is a subdiscipline
of computer science and the important part of
AI. The motive is to develop new mechanisms
to enable the learning of computer systems to
make them more intelligent. With the deployment
of various algorithms, application programming
interface (APIs), training tools, big data analytics,
and machine learning platforms become popular
these days, which are used for the purpose of cate-
gorization and predictions. The organizations like
Amazon, Fractal Analytics, Google, and Microsoft
provide various ML platforms as per the require-
ments of the customers.

(v) Decision management: due to the AI logic and
capabilities, machines can be used for training
and maintenance. For adding value to the business
and to make it more profitable, decision manage-
ment system is being used. With the deployment
of ML-based mechanisms, these systems execute
automated decision.

(vi) Deep learning platforms: the deep learning (DL)
techniques use artificial neural networks. DL is
another form ofML, which duplicates the neural net-
work of human brain to process the data and draw
patterns from this. These patterns are further used
in the decision-making process. Some of the applica-
tions of DL are speech recognition system, image
recognition system, and prediction system, which
can predict about any phenomena of the digital
sphere. Some of the DL platforms providers are Deep
Instinct, Ersatz Labs, Fluid AI, and MathWorks.

(vii) Robotic process automation: robotic process auto-
mation depicts the functioning of corporate pro-
cesses, which automate the process through the
mimicking of human activities and tasks. However,
it is essential to mention that AI is not there to
replace the humans, but to support and comple-
ment their skills and associated tasks. The organi-
zations like automation anywhere, blue prism,
and WorkFusion are working in this domain

(viii) Cyber security: it is a computer defense mecha-
nism, which detects and defends the various infor-
mation security-related attacks happening in the
cyber space. Neural networks, which have the
ability to process sequences, can be deployed with
ML techniques to create learning technologies for
the mitigation of cyber attacks.

(ix) Marketing automation: these days, AI is also going
famous for marketing automation, especially to
predict about the market trends, offers, and
customers’ mood. That happens because of the
advantages it put into the domain.

(x) Virtual agents: a virtual agent can be a computer
agent or a program, which has the ability of inter-
action with humans. It is used in customer ser-
vice’s system via chat bots. The organizations like
Apple, Google, Amazon, and Microsoft provide
support through virtual agents.

1.2. Categories of Machine Learning Algorithms. The differ-
ent categories of machine learning algorithms are given
below.

1.2.1. Supervised Learning Algorithms. This class of algo-
rithm uses labeled data to learn (training). There is a map-
ping function that turns input variables α into the output
variable β. In other words, it solves function f as per the
following equation:

β = f αð Þ: ð1Þ

Supervised learning algorithms are further divided into
three categories, i.e., classification, regression, and ensembling.

(1) Classification: in this method, variables are in the
form of certain categories, and then, there is a pre-
diction about the outcome of the given sample. A
classification model might look at the input data
and try to predict labels for example, in case of cyber
attack detection, threat, or normal flow.

(2) Regression: there are another categories of algo-
rithms, which come under regression, which is used
to predict the outcome of the given sample, in case
when output variables are in the form of real values.
A regression method may be used to process input
data for the prediction of amount of rainfall and
temperature in a specific week of a month.
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(3) Ensembling: for this particular category, a combina-
tion of different algorithms is used to produce better
results, i.e., “Bagging with Random Forests” and
“Boosting with AdaBoost.”

“Linear Regression, Logistic Regression, CART, Naive-
Bayes, and K-Nearest Neighbors (KNN)” are examples of
supervised learning algorithms.

1.2.2. Unsupervised Learning Algorithms. These algorithms
are used when only one input variable (X) is there and no
corresponding output variables. The unlabeled training data
is used to model the underlying structure of the data. Unsu-
pervised learning algorithms are further divide into three
categories, i.e., association, clustering, and dimensionality
reduction. Their details are as follows:

(1) Association: this method is used to find out the
“probability of the cooccurrence of items in a collec-
tion.” Most of the time this technique is used in
market-basket analysis. For example, it can be used
to find out if a customer purchases shirt, he/she is
80% likely to also purchase trouser.

(2) Clustering: this method is used to group samples
such that objects in a cluster are more similar to each
other than to the objects in the other clusters, i.e.,
K-means and clustering algorithm.

(3) Dimensionality reduction: in unsupervised learning,
there is another approach called as dimensionality
reduction, which is used to reduce the number of
variables of a dataset without omitting the important
information. This can be done through “feature
extraction methods” and “feature selection methods.”
Feature selection mechanism selects a subset of the
original variables whereas feature extraction does data
transformation from a “high-dimensional space” to a
“low-dimensional space.” Algorithm Principal Com-
ponent Analysis (PCA) comes under feature extrac-
tion approach.

Algorithms like Apriori, K-means, and Principal Com-
ponent Analysis (PCA) are examples of unsupervised
learning.

1.2.3. Reinforcement Learning. It is the another category of
ML algorithms, which allows an agent to decide the next best
action to be performed on the basis of its current state via
learning behaviors, which will maximize a reward. These
methods learn optimal actions in a trial and error way, for
example, a video game in which the player has to move to cer-
tain places at certain times to earn more points. The player
may correct his/her move on the basis of previous loses
attempts. Examples of reinforcement learning algorithms are
Q-Learning and State-Action-Reward-State-Action (SARSA).

1.2.4. Deep Learning. Deep learning is another category of
ML algorithms, which are inspired by the structure and
function of the human brain. They are based on artificial
neural networks and representation learning. They are con-

cerned with building much larger and more complex neural
networks. Deep learning algorithms are concerned with very
large datasets of labelled analog data, i.e., image, text, audio,
and video. Some of the popular deep learning algorithms are
Generative Adversarial Network (GAN), Convolutional
Neural Network (CNN), Recurrent Neural Networks
(RNNs), and Long Short-Term Memory Networks (LSTMs).
Here, learning can be performed in a supervised or unsuper-
vised way. The different categories of machine learning
along with algorithms are also depicted in Figure 1.

Internet of Things (IoT) expresses the network of phys-
ical objects also called as “Things,” which are embedded with
sensors, software, and other related technologies. They are
deployed for the aim of connecting and exchanging data
with other devices and systems over the Internet. These
billions of IoT devices collect and share the data through
the Internet all around the world. The connection of all these
smart objects, which have inbuilt sensors, provides the level
of digital intelligence to them. This enables them to
exchange the real-time data without any human involve-
ment. The number of connected IoT devices was 15:41 bil-
lion in 2015, which will be increased to 75:44 billion in
2025. The trends of number of connected IoT devices are
provided in Figure 2 [20].

The IoT construction consists of four parts: device hard-
ware, device software, communication, and platform. Device
hardware deals with the hardware devices like sensors, and
networking devices, which connect the IoT systems and
devices to the external world via Internet. Device software
deals with the different tools and software, which are needed
to connect the IoT devices to the other devices (i.e., cloud
server, fog server, and gateway nodes) and users. It also pro-
vides the graphical user interface to the various users so that
they can access the services of the IoT-based systems (i.e.,
smart home). These softwares provide actual intelligence to
the Things; i.e., task like big data analytics can be performed
and prediction can be made. Communication layer facili-
tates the data exchange between the IoT system and the
outer world. Communication layer includes physical con-
nection solutions such as mobile, satellite, local area net-
works, and specific communication protocols such as
Message Queuing Telemetry Transport (MQTT) used in dif-
ferent IoT environment. The last important part is the plat-
form layer. It consists of various required platforms, which
can collect, manage, process, analyse, and display all data
in a user-friendly manner. There are many IoT platforms
(i.e., Google Cloud IoT, Cisco IoT Cloud Connect, Amazon,
and AWS IoT Core) are in the market, which provide ser-
vices to the different users as per their demands. The details
of these four important components of IoT construction are
also provided in Figure 3.

1.3. Layered Architecture of IoT. The layered architecture can
be divided into four layers: i.e., device, pipe, cloud, and
application. It is also depicted in Figure 4. The functionali-
ties of these layers are given below [21, 22]:

(i) The device layer consists of the details of all smart
devices, various sensors, operating system, and
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communication module. This layer is responsible
for information collection and signal processing

(ii) The pipe layer deals with the communication
related technologies. It is responsible for the access
and data transmission among the different devices
and users. It works through wired and wireless net-

works including, 2G, 3G, 4G, 5G, 6G, NarrowBand-
Internet of Things (NB-IoT), Long-Term Evolution
(LTE), and Zigbee

(iii) The cloud layer provides different cloud-based
platforms for the data processing, storage, and
analysis. It is responsible for device access, device
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Figure 1: Different categories of machine learning along with algorithms.
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management, data integration, and storage. It also
provides application programming interface (API)
for upper layer operations

(iv) The application layer is the upper most layer,
which is responsible for presentation, customer
interaction, and service logic processing. It is the
interface for direct contract with end users. Vari-
ous types of applications are supported from
different domains such as IoT-enabled smart
home, IoT-enabled smart city, Industrial Internet
of Things- (IIoT-) enabled smart industry, and
Internet of Vehicles- (IoV-) enabled intelligent
transportation system

Blockchain is a specific type of database. It is a digital
ledger of transactions, which is duplicated and distributed
across the entire network of computer systems (i.e., cloud
servers) on the blockchain. It differs from a conventional
database in the way it stores the information. Blockchain
stores data in the form of some blocks, which are then
chained together. As new data comes in, it is entered into a
newly generated block [23, 24].

Figure 5 defines the different properties of a blockchain.
Their details are given below [23]:

(i) Programmable: a blockchain can be implemented
through some programming language, i.e., smart
contract via solidity programming
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(ii) Secure: blockchain uses hashing and encryption
mechanisms to provide the security to the stored
data. The Merkle tree is built from the all hashes
of the transactions, which is further used for the
integrity checking. Therefore, it is very difficult to
change or update the data, which is stored inside
the blockchain. Furthermore, data is stored in the
form of encrypted transactions; thus, unauthorized
leakage of data is not possible

(iii) Anonymous: due to this property, the identities of
the entities are preserved. This further signifies that
adversary (A) is not able to discover who is com-
municating with whom

(iv) Distributed: a blockchain is built through the
peer-to-peer distributed network in the form of
a distributed ledger. This ledger is shared among
all authorized entities (i.e., miner nodes)

(v) Time-stamped: in a blockchain, when a block is
constructed, then, it is also stored with a freshly
generated timestamp value. This mechanism is fur-
ther helpful to resolve the data freshness issues.
This further signifies that entities are able to iden-
tify “when a particular record is stored in the block”

(vi) Immutable: a blockchain is built through certain
number of blocks; whatever we store there will go
inside the blocks. These blocks are connected
through a hash chain. It is not possible for A to
change the data of the block. If an A attempts for
updating the blocks, then in that situation, he/she
has to update a certain fraction of blocks, which is
practically impossible

(vii) Unanimous: there is a requirement of execution of
a consensus algorithm for the addition of a newly
created block in the blockchain. The steps of the
consensus algorithm are executed by the miner
nodes (i.e., cloud servers). During this process,
majority of the miner nodes agree on the addition
of the “newly created blocks,” if a given fraction
of miner nodes, like 80% nodes, commit (agree).
In such situation, block is added into the block-
chain. Therefore, during this implementation and
execution, nodes decide unanimously for some par-
ticular tasks

On the basis of their characteristics and features, block-
chain can be divided into different categories. Details are
given below [23].

(i) Public blockchain: in the public blockchain archi-
tecture, data and access to the system’s resources
can be given to anyone who wishes to participate.
For example, bitcoin, ethereum, and litecoin crypto-
currencies are the example of public blockchains. In
contrast to that, a public blockchain is open-ended
and thus can be called as decentralized. In a public
blockchain, all records are visible to the partici-
pants, who take participation in the agreement
(consensus) process. However, it is less efficient
since it takes a considerable amount of time to
accept each new record into the blockchain. More-
over, it is not efficient as the time required for each
transaction is less ecofriendly. It needs a huge
amount of computation power as compared to the
private blockchain.

(ii) Private blockchain: it is different than the public
blockchain architecture; in this architecture, the sys-
tem is controlled only by users from a specific orga-
nization or authorized users, who get invitations to
participate: for example, “blockchain of healthcare
system.” It is considered to be more centralized as
it is controlled by a particular organization.

(iii) Consortium blockchain: in consortium blockchain,
some organizations decide for the implementation
of a blockchain, which is also maintained by these
organizations. In this blockchain, procedures are
set up and controlled by the preliminary assigned
users: for example, blockchain of an “intelligent
transportation system.”

The structure of a block, which is used in the blockchain,
is given in Figure 6. It contains important information like
version of the block, which is unique for every block. It
contains the hash value of the previous block, hash value
of current block, and signature of the current block, which
is computed through some algorithms like Elliptic Curve
Digital Signature Algorithm (ECDSA). It also contains the
value of Merkle tree root, which is the hash value of all trans-
actions and used for the integrity checking of transactions. It
further contains values like owner’s information, public key
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Secure

Anonymous
Unanimous

Blockchain

Immutable

Time-stamped

Distributed

Figure 5: Properties of a blockchain.
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of the owner, and timestamp value, which is freshly gener-
ated for each block. Another important information that a
block has is encrypted transactions. The entire data is con-
verted in the form of certain transactions, and then, this will
be encrypted with the public key of the owner. The entity
who has the corresponding private key can only decrypt
the transactions; otherwise, it is not possible. This particular
arrangement is especially useful for the private blockchain
networks, where privacy is essentially required [23].

1.4. Novelty and Research Contributions. The novelty and
research contributions of the paper are given as follows:

(i) A blockchain-envisioned secure authentication
framework for AIoT is presented in the paper, in
which we provide the full details of the design of
that framework

(ii) The adversary model of “blockchain-envisioned
secure authentication framework for AIoT” is then
highlighted. It covers most of the potential threats
in such kind of communication environment

(iii) The security analysis of the proposed framework is
provided to prove its security against the various
possible attacks

(iv) Various applications of blockchain-envisioned
secure authentication framework for AIoT are also
highlighted

(v) Next, the different issues and challenges of blockchain-
envisioned secure authentication framework for AIoT
are discussed

(vi) Finally, we highlight some future research directions
of “blockchain-envisioned secure authentication
framework for AIoT,” which should be addressed
in the future

1.5. Paper Outline. The remaining part of the paper is orga-
nized as follows. The various applications of blockchain-
envisioned secure authentication framework for AIoT are
discussed in Section 2. Various issues and challenges of the

blockchain-envisioned secure authentication framework for
AIoT are provided in Section 3. We provide the details of
architecture of the proposed generalized framework in
Section 4. After that, the security analysis of the proposed
framework is provided in Section 5, and a detailed compar-
ative study with the state of art solutions is also provided in
Section 6. Some future research directions of the presented
framework are given Section 7. Finally, the paper is con-
cluded in Section 8.

2. Applications of Blockchain-Envisioned
Secure Authentication Framework for AIoT

In this section, we discuss some of the potential applications
of blockchain-envisioned secure authentication framework
for AIoT. Their details are provided below [1–9, 25–27].

2.1. Security and Surveillance System. The security and sur-
veillance system can be deployed in different locations like
in a city to monitor activities of thieves or in the border areas
to monitor the activities of enemies. The security and sur-
veillance system is equipped with smart sensors, drones,
infrared camera, and CCTVs. These devices are connected
to some central server, i.e., cloud server for their data
processing, storage, and analysis. However, such kind of
arrangement of data storage and analysis is not fully secure.
Therefore, it is better to maintain it in the form of block-
chain over the peer-to-peer to cloud server network. Whole
data can be stored in the form of encrypted transactions. The
authorized users of the system can also access data of the
system after completing the steps of essential user authenti-
cation process. In such system, the AI component is helpful
to predict about some threats, like chances of infiltration
activities.

2.2. Smart Home. It is the convenient setup for a home in
which smart appliances (i.e., smart air conditioner, refriger-
ator, television, and coffee maker) are deployed. These smart
appliances can be automatically controlled remotely at any-
time from anywhere through the Internet using the smart-
phone applications. The deployed devices of smart home
are interconnected via Internet that allows its user to control
functions, like the security access to the home, increasing/
decreasing of temperature, and lighting on/off. These devices
are connected to some central server, i.e., cloud server for
their data processing, storage, and analysis. Again, it is better
to maintain the data of smart home in the form of block-
chain over the peer-to-peer to cloud server network. In such
an arrangement, AI can improve the overall performance of
the system and serve the users in a better way, for example,
making coffee as per the taste of the users on the basis of
feedback received in the past [5, 28, 29].

2.3. Intelligent Transportation System. Intelligent Transport
Systems (ITS) is enabled with smart IoT devices and smart
vehicles. ITS are the control and information systems, which
use communications and data processing technologies to
achieve the following objectives. It improves the mobility
of people and goods. It also increases the safety and reduces
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Figure 6: Structure of a block.
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traffic congestion along with the management of different
incidents as per the situation, like road side condition and
occurrence of accidents. From this discussion, it is clear that
for safety and security of data of the ITS, we need important
mechanism, like the blockchain, which can be deployed
there to achieve the desired needs of information security.
Moreover, the AI component is helpful to predict about
some threats, like chances of road accidents, traffic conges-
tion in a street, and available best routes. For the ITS system,
it is better to deploy a consortium kind of blockchain as it
fulfils most of the requirements of the system [30, 31].

2.4. Smart Farming. Smart farming refers to the manage-
ment of crop farms through some tools and technologies,
for example, smart IoT devices, robotics, drones, and AI.
This further helps to increase the quantity and quality of
crops along with the minimum use of human labour
required. For the security of data of the smart farming sys-
tem, it is better to use blockchain technology. Furthermore,
AI component is helpful to predict about different phenom-
ena, like use of fertilizer as per the soil condition, weather
condition, and expectancy of crops quantity for a particular
session [32, 33].

2.5. Secure and Safe Healthcare Monitoring. Smart health-
care is enabled with Internet of Medical Things (IoMT),
which is an amalgamation of smart healthcare devices and
applications. These devices are connected to the healthcare
information technology systems through some networking
technologies. The advantage of this system is that it can
reduce unnecessary hospital visits and the burden on health-
care systems by facilitating the communication among the
patients and their physicians. However, in such a system
the sensitive healthcare data transferred through the open
channel, where this can be attached by various types of
adversaries. Hence, it is better to deploy blockchain mecha-
nism there for the secure processing and storage of sensitive
healthcare data. Here, AI can also play an important role in
the prediction of different health-related phenomena, like
chances of getting heart attack, diabetic shocks, and effective
role of a medicine for a specific disease [23, 34, 35].

2.6. Industrial Automation and Control. It uses smart sen-
sors and actuators to enhance manufacturing, industrial,
and control jobs. It is facilitated by the Industrial Internet
of Things (IIoT). It uses the functions of smart devices and
real-time analytics to take advantage of the data, which is
produced by the industrial machinery. The smart machines
are not only better than humans in the capturing and anal-
ysis of data in the real time but also good in communication
of essential information, which is required to execute the
faster business decisions in the accurate way. This communi-
cation environment also deals with the sensitive data, which
should be protected against any kind of information
security-related attacks. Therefore, if we envision blockchain
mechanism there, then, data can be processed in a safe and
secure manner. Moreover, the decentralized nature of block-
chain can also be helpful to protect against the system
failure-related problems. In industrial automation and con-

trol, AI can also play an important role in the prediction of
different related phenomena, like the health condition of
deployed tools and machinery [36].

2.7. Smart Cities. A smart city is a municipality, which uses
Information and Communications Technology (ICT) to
increase operational efficiency, share information with the
public, and provide a better quality of government service
and citizen welfare. It optimizes the various executing func-
tions in a city and also promotes economic growth. It
improves the quality of life of its citizens through the use
of various deployed smart IoT sensors, related tools and
technologies, and the data analysis process. Inside the smart
city, the data can be collected from various sources like citi-
zens, devices, buildings, and assets. This data is further proc-
essed and analysed to monitor and manage traffic problem,
power plants, utilities, water supply, wastage management,
crime detection and prevention, healthcare, and other com-
munity services. Blockchain and AI both can play an impor-
tant role in the reliable and secure functioning of a smart city
activity. If we deploy blockchain mechanism there, then,
data can be processed in the secure way. Again, the decentra-
lized nature of blockchain can also be helpful to protect
against the system failure-related problems, which are very
common when we talk about the broader domain, i.e., a
smart city. Moreover, AI can also play an important role in
data analysis process, which is one of the essential require-
ments of a smart city.

2.8. eCommerce. Blockchain-envisioned AIoT in eCom-
merce sector helps the businesses for the advanced product
positioning, optimization of relationship with vendors, auto-
mation of billing and invoice, and generation of real-time
insights on shipment deliveries. However, the data storage
and analysis of this communication environment are not
secure. Therefore, it is better to maintain it in the form of
blockchain over the peer-to-peer to cloud server network,
where the entire data can be stored in the form of encrypted
transactions inside the various blocks and then all these
blocks are chained together through a hash chain. This type
of arrangement can protect the data and associated process
against the various types of information security-related
attacks.

2.9. Logistics Operations and Control. AIoT can optimize the
supply chains and also do the management of inventories.
The smart IoT sensors and related devices can detect when
an item would go out of stock and autonomously reload
the products per the need. It also facilitates the commercial
fleets and delivery modules for their safety and smooth exe-
cutions. In the logistics operations and control, there is
requirement of communication among the various users
and devices, and these entities communicate over the public
channel. However, this public channel is vulnerable to vari-
ous types of information security-related attacks. Thus, the
data storage and analysis of this communication environ-
ment are insecure. Henceforth, it is better to maintain it in
the form of blockchain, which can protect the data and asso-
ciated process against the various types of attacks.
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The various applications of blockchain-envisioned artifi-
cial intelligence of things are also depicted in Figure 7.

3. Issues and Challenges of Blockchain-
Envisioned Secure Authentication
Framework for AIoT

The blockchain-envisioned secure authentication framework
for AIoT can be deployed for various applications as dis-
cussed earlier. However, at the same time, it also suffers from
various types of issues and challenges. Some of the potential
issues and challenges are discussed below [23].

3.1. Scalability. The management of increasing number of
users and IoT devices is always challenging. The blockchain-
envisioned secure authentication framework for AIoT uses
various types of complex algorithms, which are related to
blockchain’s consensus, AI-based analysis, and IoT communi-
cation. In case of the increasing number of people and devices,
the average transactions have also increased correspondingly.
It severely hit the processing speed of the transactions as a
higher number of users and devices need more computing
and storage devices. It causes the creation of an overall cum-
bersome system. Therefore, scalability is a challenging prob-
lem in this particular environment.

3.2. Information Security Issues. In most of the cases, IoT
devices operate with low-quality software, which are suscep-
tible to different kinds of vulnerabilities. The smart IoT
devices are vulnerable due to malware injection, software
exploits, weak cryptographic usage and failure of authentica-
tion, and access control schemes. A blockchain-envisioned

secure authentication framework for AIoT is also vulnerable
to various types of information security-related attacks, i.e.,
“replay,” “man-in-the-middle (MiTM),” “impersonation,”
“credential leakage,” “illegal session key computation,” “data
modification,” “data disclosure.” Another issue is with the
mechanism of blockchain, as blockchain lacks in the set
of regulatory oversight, which makes it a volatile environ-
ment and an easy target for market manipulation. No
matter how robust the mechanism you deploy, there is
always a chance that it will be hacked or it may be
blocked by the government agencies due to some umbra-
geous practices [37, 38].

3.3. Overall Complexity of the System. In the blockchain-
envisioned secure authentication framework for AIoT, the
smart IoT devices need rich and well-equipped hardware,
software, and data storage capabilities. Therefore, its adop-
tion usually requires sufficient investments of money for
which every organization is not ready. Other than that, IoT
devices have limited computational power and are incom-
patible with robust protection technique by their design.
To mitigate these flaws and safeguard the network from mal-
ware injections and other hacking attempts, IoT adopters
require to deploy multilayered security controls. The
included blockchain mechanism again introduces the com-
plexities in the system due to its inherit properties. Before
going for the deployment of blockchain, it is recommended
to go through the principles of encryption and distributed
ledger. Furthermore, various AI algorithms especially the
deep learning also overloaded the system in terms of com-
munication cost, computation cost, and storage cost. Thus,
complexity is another important issue in a blockchain-

Applications of blockchain envisioned artificial intelligence of things

Ecommerce
Logistics operations and

control

Smart citiesIndustrial automation and
control

Secure and safe health care
monitoring

Smart farming

Intelligent transportation
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Security and
surveillance system

Applications of blockchain envisioned artificial intelligence of things

Figure 7: Applications of blockchain-envisioned AIoT.
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envisioned secure authentication framework for AIoT,
which needs to be handled carefully.

3.4. Privacy. Blockchain is an essential component of the
blockchain-envisioned secure authentication framework for
AIoT. It is an open ledger and visible to all parties. It is the
essential requirement in some of the cases. However, in
some of the cases, it becomes a liability if it is deployed for
a sensitive environment, i.e., healthcare. Therefore, the led-
ger requires to be remodeled in such a way that it provides
access only to the authorized people, not to everyone. How-
ever, such kind of issues can be sorted out by making use of
different categories of blockchain; for example, private
blockchain can be preferred in case we need more privacy.
Furthermore, to achieve the desired goals of privacy, IoT
devices must exchange data through the Internet in a secure
way, so that Internet attackers do not get any chance to
exploit it. Therefore, IoT devices should have to exchange
their data through the best encryption algorithms, i.e.,
AES, RSA, and ECC, to avoid the data leakage [39–41].

3.5. Cost Factor. In the blockchain-envisioned secure
authentication framework for AIoT, there is a requirement
to deploy blockchain. In most of the cases, blockchain is
implemented for the elimination expenses related to the
third parties and intermediaries, which facilitate the process
of transferring the assets (i.e., health-related data in a health-
care system). Blockchain is in the riser stages, which makes it
difficult to integrate into the legacy systems. Due to such rea-
sons, it becomes expensive and further prevents its adoption
in the government and other private organizations. Further-
more, it is difficult for the financial institutions (i.e., banks)
to adopt the blockchain for the secure payment gateways
as it incurs extra costs to the system [23].

3.6. Requirement of Highly Skilled Man Power. The
blockchain-envisioned secure authentication framework for
AIoT requires highly skilled man power for the implementa-
tion, maintenance, and support purpose. This man power
should have knowledge of AI, IoT, and blockchain technol-
ogies at the same time. Therefore, rigorous training is
required to work in this particular domain. Moreover, such
type of courses should also be taught to the students, who
are doing their degrees in various universities.

3.7. Problem of Biasing. Since the blockchain-envisioned
secure authentication framework for AIoT is enabled with
AI, then, there may be some chances of biasing. It is a gen-
eral problem with the AI systems; they are only as good or
as bad as they have trained. For example, there are some
techniques, which are used for the determination of who
has been called for an interview and whose loan has been
sanctioned. If we have bias in the algorithms, then, we make
vital decisions, which are also unrecognized. This may fur-
ther lead to unethical and unfair consequences; i.e., the sys-
tem has predicted that this particular fellow has a chance of
getting massive heart attack; however, that person is
completely fit and fine. Therefore, in such systems, every-
thing depends on their training procedure and the available
dataset. Hence, we should rectify these issues as much as

possible. The developer should always try for the improve-
ment of accuracy and correctness of the system.

3.8. Computing Power. The blockchain-envisioned secure
authentication framework for AIoT is enabled with three
important components, i.e., AI, IoT, and blockchain. This
system uses various types of complicated and resource hun-
gry algorithms, i.e., consensus algorithms and deep learning
algorithms, which may trouble the organization working on
such projects. For the smooth functioning of such systems,
we need a lot of computation power and storage capacity
as it generates data in the massive amount. Therefore, we
need to deploy resource-rich devices, which may be very
costly for some organizations having budget constraints.

3.9. Legal Issues. The blockchain-envisioned secure authenti-
cation framework for AIoT may face some legal issues.
Countries have different laws for security and privacy of
data. Even in some countries, blockchain in the initial phase
of setup and different government agencies are working on
the law formation for the blockchain, for example, which is
allowed and which is prohibited. Therefore, some strong
and uniform laws should be there. Moreover, such system
deals with the sensitive data which may be in the violation
of state/federal laws. Therefore, an organization should have
to be careful of any perceived impact, which may put nega-
tive impact on the reputation of the organization.

3.10. Issues with Accepting the Technologies. The blockchain-
envisioned secure authentication framework for AIoT is
enabled with three important components, i.e., AI, IoT,
and blockchain. Therefore, some of the early adopters may
have their first experiences be negative or there are chances
that investors do not want to fund such projects. However,
such kind of issues can be resolved with the passing of time.
Slowly, people will understand the usefulness of these tech-
nologies and start accepting them.

3.11. Interoperability. The blockchain-envisioned secure
authentication framework for AIoT is the amalgamation of
tools and technologies, which are related to AI, IoT, and
blockchain. This operates through various types of compli-
cated algorithms, i.e., consensus algorithms, deep learning
algorithms, and IoT communication algorithms. In such
kind of communication environment, there may be the
issues related to interoperability of tools, technologies, and
devices. Sometimes, it may cause the malfunctioning of
deployed smart IoT devices, which can further create serious
consequences. Hence, this issue should be handled carefully.

4. The Proposed Generalized Framework

In this section, we provide the detailed architecture of the
proposed generalized framework. We also discuss about the
potential adversaries of this communication environment
under the “adversarymodel.”Moreover, we provide the details
of security analysis, which is mandatory to prove the security
of proposed framework against the various potential attacks.
A comparison of “security” and “functionality” features of
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proposed framework with the other closely related security
mechanisms is also provided [23, 42–44].

4.1. Architecture for Proposed Framework. The architecture
of the proposed framework is given in Figure 8. This archi-
tecture contains different types of smart IoT devices, like
smart home appliances, smart healthcare devices, smart
vehicles, drones, industrial monitoring, and control equip-
ment. It also contains various types of users (i.e., doctors,
smart home’s residence, traffic control’s authority, and
industrial plant’s authority), who are interested in accessing
the data of this system. All these users and smart IoT devices
are located at the end layer. In the middle, we have gateway
node devices, which receive the data from the smart IoT
devices and convert it into partial blocks and then forward
them to the connected cloud server. Cloud server is the part
of peer-to-peer cloud server (P2PCS) network. Once a cloud
server receives a partial block, it converts it into a full block.
After that, this block is forwarded to the P2PCS network for
its mining and addition into the blockchain. When a fraction
(like 70%) of miner nodes (i.e., cloud servers) agrees on the
addition of the block, it will be added into the blockchain,
which is maintained through the distributed ledger technol-
ogy. The distributed ledger is common and accessible to
legitimate miner nodes [21, 22]. Therefore, the added block
will be reflected to miner nodes’ ledger. Here, it is important
to mention that the entire communication (i.e., communica-
tion between smart devices, smart device and gateway node,

gateway node and cloud server, cloud server and other cloud
servers, and cloud server and user) happens in the secure
way through the different established session keys [43].
The different notations, which are used in the paper, are
provided in Table 1. The flow of activities of “blockchain-
envisioned secure authentication framework for AIoT” is
given below.

4.1.1. Registration of Devices and Users. In this phase, various
cryptographic parameters and algorithms (i.e., Elliptic Curve
Cryptography (ECC) and Advanced Encryption Standard
(AES)) are selected to use. Then, the registration of various
devices (i.e., smart IoT devices, gateway nodes, cloud servers,
and different users) is performed by the trusted registration
authority. After the registration of these entities, the registra-
tion values are stored in the memory of these devices and
also in the smartphone/smart card of the users. These stored
values will further help in the login, authentication, and key
establishment processes [44]. The registration process is
then summarised in Algorithm 1.

4.1.2. User Login. In this phase, the legitimate users try to
login into the system through the help for their smartpho-
nes/smart cards, as they have some pre-stored registration
values. These registration values again facilitate the login
process and abort the login process in case of any fake or
unauthorized user login. Note that a user can use 2-factor
or 3-factor user authentication protocol for the login

IoT devices and users IoT devices and users IoT devices and users

Gateway Gateway Gateway

Blockchain
Artificial

intelligence
(AI)

Peer-to-peer
cloud server

network

Servers

Trusted
registration

authority

Figure 8: Architecture of blockchain-envisioned secure authentication framework for AIoT.
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purpose [45]. The user login process is summarised in
Algorithm 2.

4.1.3. Authentication and Session Key Establishment. In this
phase, there are executions of the authentication and key
establishment procedures among the various entities, like
IoT device to other IoT device, IoT device to gateway node,
gateway node to cloud server, cloud server to other cloud
server, and cloud server to user. After performing the steps
of mutual authentications, these entities establish different
session keys for their secure communication. During the
computation of session keys, it is recommended to use
short-term secret values (i.e., different nonce values, freshly
generated timestamp values, and long term secret values,
i.e., different identities and secret key values). Such type of
recommendation is helpful to generate the different session
keys for different entities in the different sessions. Moreover,
the illegal session key computation attack also becomes
difficult for the attackers to launch. Without guessing the
correct session keys, the attacker cannot decrypt the
exchanged messages. Therefore, the ongoing communica-
tion is safe and secure against the various potential attacks
[44, 45]. This phase is summarised in Algorithm 3.

4.1.4. Blockchain Implementation. In this, blockchain is
implemented at the P2PCS network. When a gateway node
receives data from the connected IoT devices, it converts this
into a partial block, where a partial block contains fields, like
the owner of the block (i.e., gateway node), public key of the
owner, and encrypted transactions, which are encrypted
through the public key of the owner. Here, it is important
to mention that the gateway node creates the encrypted
transactions from the data that it receives from the con-
nected IoT devices in the secure manner. After that, gateway
node sends this partial block to the connected cloud server
(over the P2PCS network) in the secure way. The cloud
server creates the full block from the partial block by adding
other fields (i.e., version of the block, timestamp value, hash
of previous block, hash of current block, Merkle tree root
value (from all transactions), and signature of current block
(i.e., through Elliptic Curve Digital Signature Algorithm
(ECDSA)) [46]), into it. After that, the block is forwarded
to the P2PCS network for the consensus process. The
consensus process can be executed through algorithms, like
ripple protocol consensus algorithm (RPCA) and practical
byzantine fault tolerance consensus (PBFT). In the consen-
sus process, an elected leader (cloud server) executes the
steps of consensus (mining), in which it decides for a puzzle
and then sends encrypted puzzle and the block to the other
legitimate cloud servers. Each cloud server tries solving the
puzzle and then submits their responses to the leader. In
case, when a fraction of cloud servers (say, 70%) commit
on the addition of the block, the block will be then added
into the blockchain. Blockchain is maintained through the
distributed ledger, which is shared and accessible to all
legitimate cloud servers. Therefore, the newly added block
is reflected to all the legitimate cloud servers [23, 42]. This
phase is summarised in Algorithm 4.

4.1.5. AI-Based Data Analysis. In this phase, data analysis is
performed on the received data from the IoT smart devices.
As we know, IoT devices generate enormous amount of
data, which is in various forms. The data can be consid-
ered the Big data, and the similar big data analytics algo-
rithms are applicable here for the data analysis purpose.
This phase is a very important to draw some useful con-
clusion from the received, processed, and stored IoT data.
For example, various types of prediction can be made (i.e.,

Table 1: Notations used in the paper.

Notation Meaning

A An adversary

TA Trusted authority

SDi ith smart IoT device

GWk kth gateway node

CSl lth cloud server

Pr ix Private key of an entity x

Pubx Public key of an entity x

Note Pubx = Pr ix ·G
TSy Timestamp values

h ·ð Þ Cryptographic one-way hash function

SKx,y Session key between entity x and entity y

‖ Concatenation operation

⊕ Bitwise XOR operation

PBa Partial block of an entity a

FBa Full block of an entity a

Result: Deployed registered Ei
for Entity (i.e., device) Ei∀i = 1,2⋯ numE do

TA generates credentials
TA stores generated credentials in Ei’s memory
Ei is then deployed

end

Algorithm 1: Registration phase.

Result: Logged in Ui
for Ui where i = 1,2⋯ numU do

Ui inputs his/her identity & password
Ui inserts his/her smart card
Ui provides his/her biometric data
System checks the genuine of Ui
IF Ui passes authenticity criteria
Allows Ui to logged in
ELSE
Abort the login process

end

Algorithm 2: Login phase.
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chances of road side accident in a particular street of a
city, prediction of harsh weather conditions, prediction of
crop diseases, and prediction of critical health issues
(i.e.., massive heart attack, diabetic shock, and cancer)).
AI-based data analytics is conducted at the P2PCS net-
work as cloud servers are resource-rich devices and can
be further helpful for the smooth execution of various AI
techniques (i.e., deep learning algorithms) [47]. This phase
is summarised in Algorithm 5.

4.1.6. Secure Data Delivery to Authorized Users. This phase is
responsible to provide the data to the authorized users of
“blockchain-envisioned secure authentication framework
for AIoT.” The entire transfer of data happens in the secure
way through the established session keys. However, each
legitimate user has to first execute the required steps of
remote user authentication mechanisms (may be 2-factor
or 3-factor user authentication) to get entry into the system.
There are two possibilities: (1) the user can get the live data
directly from the smart IoT device, and (2) the user can get
the data stored over the P2PCS network. However, in the
second case, the corresponding gateway node decrypts the
encrypted transactions’ data and then provides it to the

genuine authorized users [48]. This phase is summarised
in Algorithm 6.

4.2. Adversary Model. It is very important to highlight the
potential adversaries (attackers/threats) of a communication
environment. In the designing of “blockchain-envisioned
secure authentication framework for AIoT”, we have
followed two important threat models. First one is the
Dolev-Yao (DY) model; in this model, it is assumed that
the communication channel is open and insecure and the
existing adversaries can modify, delete, drop, and delay the
exchanged messages [49]. Moreover, an adversary A can
physically capture some of deployed IoT devices and then
can extract the sensitive information (i.e., identity informa-
tion and secret keys) from their memory with the applica-
tion of sophisticated power analysis attack [50]. A can also
deploy his/her fake devices in the network, which can fur-
ther launch other attacks (i.e., routing attacks) to interrupt
the ongoing communication. Again, A can also introduce
various malware attacks on the ongoing communication.
Further, the smartcards/smartphones of the legitimate users
can also be stolen by A physically; then, A can extract the
sensitive information (i.e., identity information and secret

Result: Session key between Ei and Ej

for Entity Ei and entity Ej do
Ei generates fresh timestamp TSEi & random secret RSEi
Ei computes authentication request message MSGARQ through TSEi & RSEi
Ei sends MSGARQ to Ej

Ej verifies timeliness of received TSEi

IF verification of TSEi
happens successfully

Ej computes RSEi
from received MSGARQ

Ej Checks genuineness of MSGARQ

IF MSGARQ is valid
Ej generates fresh timestamp TSEj

and random secret RSEj

Ej generates session key SKEj ,Ei
through TSEi

, TSEj
, RSEi

, RSEj
and other secrets

Ej computes authentication response message MSGARS through SKEj ,Ei
, TSEj

& RSEj

Ej sends MSGARS to Ei

ELSE Ej aborts the process
ELSE Ej aborts the process
Ei verifies timeliness of received TSEj

IF verification of TSEj
happens successfully

Ei computes RSEj
from received MSGARS

Ei computes session key SKEi ,Ej

Ei computes MSGARS ′ through SKEi ,Ej

Ei verifies MSGARS ′ =MSGARS?
IF MSGARS is valid

Computed SKEi ,Ej
is correct

Both Ei & Ej establish session key SKEi ,Ej
= SKEj ,Ei

Ei & Ej start their secure communication through SKEi ,Ej
= SKEj ,Ei

ELSE Ei aborts the process
ELSE Ei aborts the process

end

Algorithm 3: Authentication and session key establishment phase.
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keys) from their memory with the application of sophisti-
cated power analysis attack. This malicious activity further
helps A in the guessing of secret credential (i.e., passwords)
of the users. Another important model “Canetti and Krawc-
zyk’s adversary model (CK-adversary model)” is also consid-
ered in the designing of the proposed framework [51]. As
per the guidelines of the CK-adversary model, A has all fea-
tures like the DY model along with that he/she can compro-
mise the secret credentials and with the “session keys or the
session states” corresponding to the established sessions.
Therefore, A also has the ability to compromise the session
keys, which are established among the different entities of
the network. It is also assumed that gateway nodes are kept
in physical security under some locking system to prevent
their physical stealing. Thereafter, the secret parameters are
not available to A to launch further attacks, like impersona-
tion, MITM, and illegal session key computation.

5. Security Analysis of the Proposed Framework

In this section, we provide the details of the conducted
security analysis of the proposed framework. The proposed

framework is able to protect against the following types of
potential attacks.

5.1. Prevention of Replay Attack. In the proposed framework,
we consider the use of freshly generated timestamp values in
all exchanged messages, which are also verified at the recip-
ient’s end when messages reach there. If verification happens
successfully, then messages are treated as fresh. Otherwise, it
is considered as the replayed messages. In this way, the
proposed framework prevents the replay attack.

5.2. Prevention of Man-In-The-Middle (MiTM) and
Impersonation Attacks. In the proposed framework, we con-
sider the use of freshly generated timestamp values, random
secret values, and secret keys in the different computed and
transmitted messages. Due to such kind of arrangement,
only the legitimate entity can produce the original message
as he/she has the information of secret values. Hence, A
does not have the ability to calculate the messages on behalf
of the legitimate entities of the network. A is not able to
update the content of the exchanged message without know-
ing the secret values. In this way, the proposed framework is
able to prevent both MiTM and impersonation attacks.

5.3. Prevention of Ephemeral Secret Leakage (ESL) Attacks.
The proposed framework assumes that session keys should
be calculated using short-term secrets (such as timestamps
and random nonce) and long-term secrets (such as secret
keys and multiple identities). For each session, a new session
key is computed and established by the communicating enti-
ties. An A does not have ability to calculate the correct value
of session key without knowing long-term secrets and short-
term secrets. Hence, the proposed framework is able to

Result: Implemented blockchain BC over P2PCS network
for GWk and CSl do

GWk computes PBGWk
= fOBGWk

, PubGWk
, EPubGWk

ðTxnt
Þg

GWk generates fresh timestamp TSGWk

GWk sends fPBGWk
, TSGWk

g to CSl through SKGWk ,CSl securely
CSl verifies the timeliness of received TSGWk

IF verification of TSGWk
happens successfully

CSl creates full block as FBCSl
= fBVer, PBHash,MR, TSCSl ,OBGWk

, PubGWk
, EPubGWk

ðTxnt
Þ, CBHash, BSigng

CSl forwards FBCSl
to P2PCS network

ELSE CSl discards PBGWk

A leader LD is elected at P2PCS network
LD calls the steps of consensus algorithm
LD decides a puzzle PZZ
LD encrypts PZZ with the public key of miner node (cloud server CSm) where it has to be sent as EPubCSm

ðPZZÞ
LD sends fEPubCSm

ðPZZÞ, FBCSl
g to CSm

CSm solves EPubCSm
ðPZZÞ & submit response to LD

IF a fraction of miner nodes commit (i.e., 70%) addition of FBCSl
FBCSl

is added in BC
ELSE LD calls the another consensus process

end

Algorithm 4: Blockchain implementation phase.

Result: Predictions on Blockchain data
for CSl do

CSl gathers data from BC
CSl calls the steps of a standard big data analytics
CSl predicts the results

end

Algorithm 5: AI-based data analysis.
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prevent unauthorized session key computation attack under
the CK-adversary model.

5.4. Prevention of Privileged Insider Attack. In the proposed
framework, the secret listed information is not accessible to
the internal user of the registration authority because there
is a mechanism to erase the secret registered information
from the database (memory) of the registration authority.
Accordingly, an inside user who has malicious forethought
cannot launch other related attacks such as impersonation
attack, secret credential guessing attack, and unauthorized
session key computation attack. Thereafter, the proposed
framework is protected against the privileged insider attack.

5.5. Protection against Physical IoT Device Capture Attack.
In the proposed framework, we do not store any secret
information in plain text in the memory of the IoT device.
Furthermore, an A physically gets hold of an IoT device
and tries to retrieve secret information (i.e., session key)
from its memory using an advanced power analysis attack
[50]. At that point, that type of malicious venture would
not be useful to A as it could expose the session key of that
specific IoT device and not the session key of other IoT
devices. This happens in light of the fact that each IoT device
has different identities and secret key values. As a result,
obtaining this specific session key will not be useful to obtain
the session keys of other IoT devices. Thus, the ongoing
communication between other IoT devices is still safe and
secure. Thereafter, the proposed framework is resilient
against physical IoT device capture attack.

5.6. Protection against Stolen Verifier Attack. In the proposed
framework, we store all the parameters in a secure area of
the database of the cloud servers. It is also assumed that
gateway nodes are kept in physical security under some lock-
ing system to prevent their physical stealing. Thereafter, the
secret parameters are not available to A to launch further
attacks, like impersonation, MITM, session key computa-
tion, and so forth. Hence, the proposed framework is able
to prevent the stolen verifier attack [52].

5.7. Prevention of 51% Attack and Selfish Mining. There are
possibilities of some attacks on the blockchain-based system,
for example, 51% attack and selfish mining. These attacks
may happen when A has high “hashing power” [53]. In par-
ticular, the 51% attack demands A needs to possess more
than half of the hashing power. Typically, the 51% attack is
mounted in opposition to “cryptocurrencies,” where A per-
forms malicious activities like the double spending. On the
other hand, selfish mining in the blockchain context is

another well-known vulnerability used by miners to steal
block rewards. Recently, it is identified that the consensus
algorithm “Proof-of-Work (PoW)” is vulnerable to 51%
attack, which is not used in the proposed framework. Hence,
the proposed framework is secured against the 51% attack
and selfish mining attack.

6. Comparative Study

A comparative study of the proposed framework and other
closely related frameworks is conducted. Various frame-
works, for example, Liu et al.’s framework [54], Garg
et al.’s framework [23], Saha et al.’s framework [55], Xiang
et al.’s framework [56], Xu et al.’s framework [57], Aujla
and Jindal’s framework [58], and Islam and Shin’s frame-
work [59] are analysed and compared. The details of com-
parisons are given in Table 2. During the comparative
study, the following important security and functionality
features are considered:

(i) SFF1: “provides mutual authentication/access
control”

(ii) SFF2: “supports anonymity property”

(iii) SFF3: “supports untraceability property”

(iv) SFF4: “provides session-key agreement”

(v) SFF5: “provides session key security under CK
adversary model”

(vi) SFF6: “provides data confidentiality”

(vii) SFF7: “provides data integrity”

(viii) SFF8: “protection against strong replay attack”

(ix) SFF9: “protection against man-in-the-middle
attack”

(x) SFF10: “availability of efficient login phase”

(xi) SFF11: “availability of password update phase”

(xii) SFF12: “availability of biometric update phase”

(xiii) SFF13: “availability of dynamic controller node
(personal server) addition phase”

(xiv) SFF14: “availability of dynamic IoT device
addition”

(xv) SFF15: “protection against stolen mobile device/
programmer attack”

Result: Secure data delivery to authorized users
for Ui and CSl do

Ui logged into the system using the steps of Algorithm 2
Ui and CSl establish SKUi ,CSl using the steps of Algorithm 3
CSl provides data to Ui through SKUi ,CSl securely

end

Algorithm 6: AI-based data analysis.
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(xvi) SFF16: “protection against impersonation attack”

(xvii) SFF17: “provides formal security verification using
AVISPA/SCYTHER tool”

(xviii) SFF18: “provides formal security analysis under
Real-or-Random (RoR) model”

(xix) SFF19: “blockchain enabled security”

(xx) SFF20: “provides AI-based data analysis”

From Table 2, it is clear that schemes of Liu et al. [54],
Saha et al. [55], Xiang et al. [56], Xu et al. [57], Aujla and
Jindal [58], and Islam and Shin [59] do not provide required
security and functionality features like “provides session-key
agreement,” “provides session key security under CK adver-
sary model,” “availability of password update phase,”
“availability of biometric update phase,” “availability of
dynamic controller node (personal server) addition phase,”
“availability of dynamic smart healthcare device addition,”
“provides formal security verification using AVISPA/
SCYTHER tool,” and “provides formal security analysis
under Real-or-Random (RoR) model.” Moreover, Garg
et al.’ scheme [23] does not support feature like AI-based
data analysis. However, the proposed framework supports
most of the desired security and functionality features.

7. Future Research Directions

The blockchain-envisioned secure authentication frame-
work for AIoT has various types of applications as dis-
cussed earlier. However, some limitations and challenges
are also there. To resolve these issues, some research work
needs to be conducted. In the following part of the sec-
tion, we discuss some future research directions of this
particular domain [21, 22, 41–43].

7.1. Security Enhancement. The blockchain-envisioned
secure authentication framework for AIoT uses various kinds
of authentication processes, which are required for the
mutual authentication and key establishment among the
communicating entities. To execute this task, user authenti-
cation schemes like 2-factor user authentication, 3-factor
user authentication, and device to device authentication
schemes like certificate-based authentication and certificate-
less authentication are used. However, these schemes come
up with full proof security. Still, some of them are not fully
secured, and there are some chances of vulnerability exploita-
tion. Therefore, security schemes should be designed in such
a way that they are secured against various types of possible
attacks. The security of these schemes should be proved with
various types of security analysis, like AVISPA simulation,

Table 2: Comparison of security and functionality features.

Feature
Liu et al.
[54]

Garg et al.
[23]

Saha et al.
[55]

Xiang et al.
[56]

Xu et al.
[57]

Aujla and Jindal
[58]

Islam and Shin
[59]

Proposed
framework

SFF 1 √ √ √ √ √ √ √ √
SFF 2 √ √ √ √ √ √ √ √
SFF 3 √ √ √ √ √ √ √ √
SFF 4 × √ √ √ × √ × √
SFF 5 × √ √ × × × × √
SFF 6 √ √ √ √ √ √ √ √
SFF 7 √ √ √ √ √ √ √ √
SFF 8 √ √ √ √ √ √ √ √
SFF 9 √ √ √ √ √ √ √ √
SFF 10 NA √ NA √ NA × NA √
SFF 11 NA √ NA √ NA × NA √
SFF 12 NA √ NA × NA × NA √
SFF 13 × √ × × × × × √
SFF 14 × √ × × × × × √
SFF 15 NA √ NA √ NA NA NA √
SFF 16 √ √ √ √ √ √ √ √
SFF 17 × √ × √ × × × √
SFF 18 × × × × × × × √
SFF 19 × √ √ √ √ √ √ √
SFF 20 × × × × × × × √

×: “a framework is insecure against that particular attack or does not support a specific feature”; √: “a framework is secured against that particular attack or
supports a specific feature”; NA: “not applicable in a scheme”.
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BAN logic, and formal security analysis via Real-or-Random
(RoR) model. Hence, some research work is required in this
direction [42, 43].

7.2. Efficiency of the Framework. The blockchain-envisioned
secure authentication framework for AIoT has important
components, like blockchain and AI. These technologies
usually run some resource hungry algorithms, i.e., consensus
algorithm and deep learning algorithm. These algorithms
require lots of computation power, communication cost,
and storage capacity. Therefore, it is very difficult to operate
such kind of system when we have less number of resources.
Hence, these frameworks should be designed in such a way
that they require resources in the lesser amount. For
example, the selection of algorithms can be done wisely;
for example, it is better to use pBFT in place of PoW as it
requires less number of resources. It is better to use light-
weight cryptographic algorithms in place of other algorithms
as they provide the same level of security with less commu-
nication, computation, and storage costs. For example, ECC
and RSA provide the same level of security; however, ECC
requires less costs. Thus, some research work should be done
on the designing of efficiency of the frameworks [42, 44].

7.3. Interoperability of Tools and Technologies. The
blockchain-envisioned secure authentication framework for
AIoT is the amalgamation of tools and technologies, which
are related to AI, IoT, and blockchain. This operates through
various types of complicated algorithms, i.e., consensus algo-
rithms, deep learning algorithms, and IoT communication
algorithms. In such kind of communication environment,
there may be the issues related to interoperability of tools,
technologies, and devices. Sometimes, it may cause the
malfunctioning of deployed smart IoT devices, which can
further create serious consequences. Therefore, it should be
handled carefully. Hence, some research work is also
required in this direction [60].

7.4. Handling of Privacy Issues. As we know, blockchain is an
essential component; it is implemented through an open led-
ger (distributed ledger), which is visible to all parties. It is
essentially needed in some of the cases (i.e., public block-
chain). In some of the cases, it becomes a liability if it is
deployed for a sensitive environment, i.e., a system dealing
with the healthcare data. This ledger requires to be remo-
deled in such a way that it provides access only to the autho-
rized users. However, such kind of issues can be sorted out
by making the use of different categories of blockchain (for
example, private blockchain can be preferred in case when
we need more privacy). Again for the achieving of desired
goals of privacy, IoT devices must exchange the data through
the Internet in a secure way, so that Internet attackers do not
get any chance to exploit it. Therefore, IoT devices should
have to exchange their data through the best encryption
algorithms to avoid the data leakage. Meanwhile, authentica-
tion schemes are also needed to achieve the mutual authen-
tication between the communicating entities (i.e., IoT
devices, cloud servers, and users). We can deploy some
access control mechanism to restrict the access of unautho-

rized entities. Hence, everything should be clearly defined
to the programmer of the system (i.e., which technique
should be used for which purpose). As a result, some
research works should be carried out to improve the privacy
of the framework [41].

7.5. Improvement of Accuracy of the System. As we know, AI
is an integral part of such kind of frameworks; then, there
may be some chances of biasing (i.e., wrong value of accu-
racy). It is very common with the AI-based systems; they
are only as good or as bad as they have trained. If we have
flaws in the algorithms, then, we make wrong predictions
(results). This further may lead to unfair consequences; i.e.,
the system has predicted that this particular fellow has
chance of getting massive heart attack; however, that person
is completely fit and fine. Therefore, in such systems, every-
thing depends on their training procedure and the available
dataset. Hence, such issues should be rectified. The devel-
oper should always try for the improvement of accuracy
and correctness of the system. Hence, some research work
should be carried out to improve the accuracy of the frame-
works [61, 62].

8. Conclusion

AIoT frameworks are very useful and applicable in a variety
of applications as discussed earlier. However, AIoT frame-
works may have issues related to data security and privacy
due to the existence of information security-related attacks.
A blockchain-envisioned secure authentication framework
for AIoT is presented in the paper. The given adversary
model covers most of the potential threats of such kind of
communication environment. Various applications of the
proposed framework are also discussed. Moreover, different
issues and challenges of the proposed framework are
highlighted. Furthermore, we provide some future research
directions of the proposed framework, which should be
addressed in the future.
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