
Research Article
Data Integrity Time Optimization of a Blockchain IoT Smart
Home Network Using Different Consensus and Hash Algorithms

Ammar Riadh Kairaldeen , Nor Fadzilah Abdullah , Asma Abu-Samah ,
and Rosdiadee Nordin

Department of Electrical, Electronic and Systems Engineering, Faculty of Engineering & Built Environment,
Universiti Kebangsaan Malaysia, 43600 UKM Bangi, Selangor, Malaysia

Correspondence should be addressed to Ammar Riadh Kairaldeen; aaltotanje@gmail.com

Received 27 June 2021; Accepted 5 October 2021; Published 9 November 2021

Academic Editor: Ruhui Ma

Copyright © 2021 Ammar Riadh Kairaldeen et al. This is an open access article distributed under the Creative Commons
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work
is properly cited.

Data security is a major issue for smart home networks. Yet, different existing tools and techniques have not been proven highly
effective for home networks’ data security. Blockchain is a promising technology because of the distributed computing
infrastructure network that makes it difficult for hackers to intrude into the systems through the use of cryptographic
signatures and smart contracts. In this paper, an architecture for smart home networks that could guarantee data integrity,
robust security, and the ability to protect the validity of the blockchain transactions has been investigated. The system model is
tested using various sizes of realistic datasets (30, 3 k, and 30 k to represent a small, medium, and large number of transactions,
respectively). Four different consensus algorithms were considered, the conventional schemes concatenated hash transactions
(CHT) and Merkle hash tree (MHT), as well as the newly proposed odd and even modified MHT (O&E MHT) and modified
MHT (MMHT). Moreover, 15 hash functions were also examined and compared to understand the effects of each consensus
algorithms on the data integrity verification check execution time and the time optimization provided by the proposed MMHT
algorithm. The results show that even though the CHT algorithm gives the lowest execution time, it is impractical for a
blockchain implementation due to the requirement to copy the entire blockchain ledger in real time. Meanwhile, the O&E
MHT does not give any tangible benefit in the execution time. However, the proposed MMHT offers a minimum of 30% gain
in time optimization than the conventional MHT algorithm typically used in blockchains. This work shows that the proposed
MMHT consensus algorithm not only can identify malicious codes but has an improved data integrity check performance in
smart homes, all while ensuring network stability.

1. Introduction

A large communication network of smart devices, sensors,
and other consumer electronics such as a TV, refrigerator,
and air conditioner in a home area network (HAN) has made
communication and interaction among themselves very
complicated and complex. Therefore, the communication
between these devices in the network needs to ensure high
security of data so that these systems’ users can be provided
with a high degree of privacy [1].

The changes brought by the Fourth Industrial Revolu-
tion have enabled the Internet of things (IoT) to play a
significant role in bridging the gap between each of the phys-

ical industrial environments and cyberspace of computing
systems. This requires multiple interconnected systems with
unique identities that can communicate and interact with
each another and transfer data over the network without
requiring human-to-human or human-to-computer interac-
tion, unlike the current case of physical industrial environ-
ments. In addition to this, the use of other advanced
technologies such as artificial intelligence (AI), big data ana-
lytics (BDA), machine learning (ML), and other emerging
tools helped in utilizing collected data effectively through
different sources in the network. Therefore, through this
practice, the processed data can be used to improve system
efficiency and performance [2, 3]. To accomplish a highly
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interactive, efficient but secure network, various elements
and factors such as data privacy, authentication, ease of use
and maintenance, and high security standards against possi-
ble attacks are needed. These robust and advanced features
are possible using blockchain technology in the IoT system.

Various types of blockchain are used depending on the dif-
ferent elements and features of the system in consideration.
One of the core features of blockchain-based IoT is authenti-
cation. The use of this feature helps strengthen the network
against potential attacks from hackers. Also, the accessibility
of data is another factor that defines the safety of data used
by the system. Thus, different blockchain types are discussed
further to examine their characteristics and effectiveness
against data integrity threats. In general, there are two types
of blockchain, namely, permissionless and permissioned [4].

A permissionless blockchain is a popular type of block-
chain that allows anyone to participate in the network. This
type of blockchain does not require participators to be autho-
rized to be active in the network. Anyone can join the network
and use their computational powers to contribute to the sys-
tem. An example of a permissionless blockchain is a Bitcoin
network that allows everyone to enter the system without
any prior authorization. Therefore, participation is encour-
aged by granting entry into the network without the need for
authorization. A participant’s task is to ensure performance
by verifying the network operation. These verifiers are impor-
tant for the network as they enhance its operation. Hence, dif-
ferent algorithms are used by the verifiers.

The second type of blockchain is the permissioned block-
chain, which requires the verifiers to gain authorization
before taking part in the network. Verification nodes are
set by a central authority, ensuring that the verifier should
ask for permission before becoming involved in the block-
chain. Permissioned blockchain can be further classified into
private and public blockchains. Public blockchain allows
anyone to read and submit the transactions, while private
blockchain restricts the right to users of the organization to
become involved in the network.

There are several fundamental differences between the per-
missionless and permissioned blockchains. These include their
way of operation and the range of activities that they can per-
form [5]. Each of these blockchains has different benefits and
limitations. One of the benefits of permissioned blockchains
is scalability, as they allow the verification of all the transactions
performed by the nodes. On the other hand, the permissionless
blockchain provides the benefit of being highly resistant to the
changes in the blocks using a single verifier. This capacity of the
blockchain is highly beneficial in keeping data safe and secure.
Therefore, this type of blockchain is very applicable to the
HANs, making them safer for use. The large user base of HANs
can find their data safe using permissionless blockchain that
will prevent transactions without their consensus. Nevertheless,
permissioned blockchains can also be used by the service pro-
viders who can act as a central authority to provide authoriza-
tion to the users based on their requirements. Thus, through
this practice, all the transactions can be monitored and con-
trolled by the central authority. However, it has a disadvantage
in that it can be very challenging to monitor and to control
many transactions, which can make the networks less efficient.

Nowadays, the use of second-generation blockchains,
including smart contracts, is on the rise in the industry [6,
7]. However, before the wide-scale adoption of smart contracts
occurs, various factors must be considered in keeping the
smart home applications private and secure. One of these fac-
tors includes the blockchain system that continuously moni-
tors all activities from any intrusion [8]. Scalability can be
very challenging as every node needs to process every transac-
tion in the blockchain [9], resulting in a higher execution time
cost required for the validator due to enormous computational
power [10, 11]. Secondly, code correctness is an issue as both
the developers and users must be confident about smart con-
tracts and must not employ high fees for unnecessary compu-
tations [12]. In addition to this, the concern is about using a
suitable authentication algorithmwith a suitable hash function
in the blockchain system [13].

In this work, the proof-of-work (PoW) is the selected
algorithm to provide data integrity for smart homes [14].
The consensus algorithm is based on PoW that secures the
network via the validator, which can be one or more partic-
ipant nodes to verify the accomplished and submitted work,
allowing them to add new transactions to the blockchain as
it does not allow a single verifier to make changes to the
entire network. The concept of consensus among most of
the verifiers keeps the entire system safe from hackers’ activ-
ity. Therefore, hackers must put in a large amount of time
and money due to the massive computational efforts
required. This effort has to be greater than all the power
spent from the reference point that the hacker aims to
change at a specific time [15]. The permissioned blockchains
use different consensus protocols [16] to permit users to
become authorized verifiers. Besides, this type of blockchain
also uses a set of trusted parties to perform verification so
that additional verifiers can become a part of the network.
This can be achieved through the consensus of a current
member and central authority of the blockchain. Financial
settings are more likely to include this type of blockchain,
which operates a Know Your Business (KYB) or Know Your
Client (KYC) procedure to differentiate users that are
allowed to undertake operations in a particular space [14].

This article has the following major contributions:

(i) Design of a smart home architecture using a
blockchain-based technology on specific criteria to
ensure performance and security

(ii) Selection of optimal consensus algorithms and
authentication algorithms for smart homes, consid-
ering the security standards

(iii) Comparison between different hash functions to
select the most suitable for adoption into the
authentication algorithm

(iv) Propose a modified Merkle hash tree (MMHT)
authentication algorithm to reduce the validation
execution time

The rest of the paper is structured as follows. In Section
2, a brief background on IoT in a smart home area network,
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data integrity in the blockchain system, highlighting stan-
dardizations used in security and policy, explanation on
smart contract, consensus algorithms, authentication algo-
rithms, hash functions, attacks, and smart home security
attacks has been outlined. Section 3 presents the architecture
components in the smart home ecosystem such as the server,
hardware and software requirements, applications, smart
contract structure, and design, illustrating the proposed
design and architecture workflow. Section 4 describes the
dataset used and the data preparation procedures. Section
5 explains the architecture of conventional and proposed
consensus algorithms, the implementation steps of the pro-
posed algorithms, and findings on the network’s perfor-
mance data integrity regarding transaction scalability and
validation execution time. Finally, the paper is concluded
in Section 6 with a detailed discussion on different issues
involved in the proposed MMHT algorithm.

2. Related Works

2.1. IoT in Smart Home Area Networks. Over the architec-
ture revolution, 5G networks promised to give credible
schemes such as a high quality of service, ultralow latency,
and high level of security demand [17]. Home area networks
(HANs) are home-based networks that connect all the
devices including computers, laptops, and smart appliances.
This network is aimed at achieving energy-efficient smart
homes by efficiently managing appliances and energy usage
[18]. Therefore, the concept of smart homes relies on the
application of HANs. HANs comprise various appliances
integrated with the network and different sensing devices
such as thermostats and smart meters. These sensors’ pri-
mary objective is to collect data from these appliances and
communicate it to the homeowners, utility providers, and
other service providers. Therefore, this data flow is of key
importance for HANs as it allows the homeowners and
service providers to monitor and control the operation of
the appliances and energy consumption. It is also important
to note that most of this data communication occurs
through different communication protocols such as Wi-Fi,
RFID, and Zigbee [19]. However, most contemporary smart
HANs are based on the Internet and Wi-Fi as they consume
a large bandwidth of data transmission. Therefore, the high
speed of Internet connections has made HANs very efficient
and quick.

The integration of the smart devices and sensors with
these networks has enabled the controllers to gain real-
time information about various parameters including energy
used and traffic load. Thus, the use of IoT in smart homes
provides the stakeholders with a great opportunity to auto-
mate most appliances using smart systems. IoT is defined
as the system of smart appliances and devices that can col-
lect data and transfer it over the network without human
interaction. Thus, the use of IoT in smart homes has reduced
human interaction substantially as the appliances have
become smart [20]. Smart appliances and devices are con-
nected to the network in smart homes, which also comprise
microcontrollers programmed to enable them to make deci-
sions without human support. Thus, the entire IoT concept

in smart HANs is based on collections and effective data
use. The ability of IoT-based HANs to collect, transfer, and
process data has proved to be beneficial for homeowners
and service providers as energy consumption has been made
significantly efficient [21]. However, these systems have also
increased the threat of people’s data security and privacy.

Data security lies at the core of smart home networks as
it is very important to keep the information being sent over
the network safe [22]. For this reason, data security experts
have been using different security protocols and standards
to make smart home networks safer and strong against
cyberattacks. Irrespective of these measures, smart HANs
are still prone to the threat of data security. Various issues
including credit card fraud, identity theft, and virus attacks
are common for smart homes [23]. Therefore, the service
providers have been using security methods such as encryp-
tion and authentication to protect people’s privacy and avoid
any data theft and information leak. Nevertheless, intruders
have been able to decrypt the data and communication over
the HANs, which requires data security experts to look for
new methods to mitigate this issue. Challenges such as the
complexity of the network structure in HANs and the
devices’ heterogeneity are major barriers to applying highly
efficient and effective security standards [24]. IoT for data
security has enabled researchers and experts to develop
smart data security protocols, which enable high protection
of the data and privacy of smart homeowners.

The use of IoT in smart HANs for data security is based
on monitoring and control mechanisms. IoT’s major role in
smart home networks is the monitoring and data control
through the application of security protocols that monitor
data and prevent any suspicious activity.

Previously, blockchain is normally implemented in the
public network [25]. However, with IoT there is a tendency
for adoption of blockchains in the private network. Using
Blockchain in the private network makes it easy to connect
different systems horizontally rather than work on vertical
compatibility; this will have the advantage of being easily
scalable and adding more applications while considering
security requirements.

IoT-based networks provide the benefit that they do not
require human support in case any malicious activity is
encountered [26]. These systems are smart enough to stop
intruders from injecting the virus or malicious code into
the network. Sensors are the major player in IoT that work
to monitor the data once the network is live. The real-time
monitoring of data through IoT on smart networks enables
high security of all the network gateways and communica-
tion media. The data sent and received from all the sources
is effectively monitored to prevent any data security attack.
Besides, IoT also ensures data storage safety and manages
the devices’ operation status to enforce high-security stan-
dards. Through these practices, IoT has proved to be very
efficient in maintaining data integrity and keeping it safe
from cyber criminals [20]. Therefore, due to these security
protocols offered by IoT, it is gaining high popularity among
security experts.

The use of IoT in smart HANs also ensures the high
availability of data and network systems. The efficient
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monitoring and control processes employed by IoT have
enabled the systems to reduce their downtimes as any
encountered issues are handled automatically or communi-
cated instantly to the human operators. Besides, IoT main-
tains a high focus on data integrity and confidentiality by
using different security methods and data encryption proto-
cols [27]. IoT-based data encryption is safer in smart home
networks as the systems are continuously monitored. Thus,
any activity of third-party intrusion into the network can
be immediately detected. Hence, IoT in smart home net-
works effectively increases the data and network systems’
security. The increase in IoT devices and their broad-
spectrum applications in houses provides advanced ways to
keep data safe. The risks from lack of transparency, audit-
ability, and accountability in HANs are being catered using
IoT through efficient application in critical areas by staying
within the legal domains [28].

Attacks are one of the major threats to information sys-
tems and networks. They harm the integrity and security of
data, leading to negative effects for various stakeholders of
the systems [29]. Therefore, the systems’ vulnerability to
potential attacks must be managed so that the network sys-
tems can work with high data security standards. Different
types of attacks exist to target the information systems and
network, as explained by [30]. Some of these critical and
most popular security attacks are examined as follows:

2.1.1. Data Availability Attack. This type of attack will be
defeated by the data validity algorithm [31]. Different types
of data availability attacks, the response of smart contract,
and explanation of data validity check algorithm are as
follows:

(i) Malicious block attack: when a malicious block pro-
ducer publishes a block to the blockchain, data validity
will check the block inclusion to the blockchain and
flag invalid transactions hash and show the fraud-
proof status (attack status) to the system administrator

(ii) Denial-of-service attacks: when a system is aware of
data unavailability, it will flag an alarm without
needing any kind of proof in the blockchain

2.1.2. Access Control Impersonation Attack. In HAN imper-
sonation attack comprises both user and device impersona-
tion, which is a form of fraud caused by replay, message
modification, etc. [15]. The malicious attackers pose as a
known or trusted person and gain admin privileges before
using the smart home IoT ecosystem to share sensitive infor-
mation or liability of any vicious activities. For instance,
attackers abnormally manipulate IoT devices (home appli-
ances) and increase Sauna’s temperature, which is connected
to a HAN, thus risking people’s lives at home using the facility.

In HAN impersonation attack, it is necessary to follow
the standardization protocol of communication to avoid
the lack of service, using various data communication stan-
dards to eliminate impersonation attack over a HAN (e.g.,
ZigBee and Wi-Fi) which does not affect the blockchains
efficiency [32]. The main challenge for both efficiency and
speed of ensuring is that all nodes are not involved in poten-

tial impersonation attacks or fraudulent behavior. Validator
nodes usually work to check consensus in the blockchain
network. However, this work requires enormous computa-
tional power from those validators, and hence, in this
research, we are trying to efficiently consensus algorithms
that reduce computational power by decreasing the execu-
tion time and enhancing speed.

2.1.3. Double-Spending Attack. Double-spending attacks are
one of the most popularly used threats by hackers in PoW
algorithms. This type of attack occurs when the user controls
more than 50% of the computing power [33]. Therefore,
they can send a fraudulent transaction log to the network,
enabling them to perform the same transaction multiple
times by removing the record of previous transactions. How-
ever, this attack is not very easy to execute; but, it can be very
harmful if hackers accomplish it.

2.1.4. Side-Channel Attack. The Merkle tree-based algorithm
is also vulnerable to side-channel attacks, which reduces the
integrity of data. A side-channel attack targets the authenti-
cation process, which reduces its reliability and effectiveness
[5]. This type of attack introduces a malicious code that
intrudes the authentication process, making it ineffective
for testing the data’s credibility. Therefore, this is one of
Merkle tree-based networks’ most critical threats as it takes
away their ability to validate the datasets.

Attacks can be defeated by different parts of the system
based on the type of attack and its effect. Table 1 summarizes
the attacks considered in the implementation and design.

2.2. Blockchain and Data Integrity. Blockchain is one of the
most advanced technologies for data security as it allows
the data to be stored in blocks linked through the chain. This
chain is complex enough to avoid the intrusion of cyber-
criminals. Blockchain is becoming popular in various parts
of the world as it is a highly secure method of keeping data
safe. The blocks are assigned hash values along with time-
stamps that depend on the data stored in each block and
their link with the neighbor blocks [24]. Therefore, it is
almost impossible for the hackers to intrude into the system
and steal the data as it would require changing the hash
value of a block, which would take high cost and time due
to the dependency on other blocks. In addition, it is impor-
tant to note that such an activity cannot go unnoticed as the
network managers and cybersecurity experts have a close
monitoring and control system over the blockchain [34].
Therefore, breaching the security of the blockchain is the most
challenging task for any cybercriminals. Also, blockchain tech-
nology in data safety is based on a consensus algorithm, which
prevents malicious activities from becoming successful.
Hence, most organizations are shifting their database to block-
chain to ensure high security and integrity of data.

Moreover, blockchain is based on cryptography that uses
encryption through advanced algorithms to hide the real
data [10]. The use of encryption in the blockchain is very
important for data integrity as it keeps the data safe during
communication, processing, and storage. Thus, the use of
blockchain in IoT systems adds a major benefit to the latter
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as it substantially improves the data security standards.
However, it is one of the riskiest areas in IoT due to a large
volume of data [11]. IoT-based smart home networks are
highly vulnerable to data security threats as they involve col-
lecting, transferring, and storing household users’ personal
information. Blockchain can prevent both data tampering
and spoofing [35], recording all node transactions in the
blockchain, which is a complete managing and securing of
the industrial IoT and operational technology (OT) devices,
in which the transacted data of the sensor, device, or con-
troller after it is deployed and starts working cannot be
changed [36]. Another important benefit of using block-
chain in IoT-based systems is that it will take intruders a
large amount of time to break into the system and data.

The researchers conducted a study over blockchain for the
security of data in smart home networks. It was noted that the
increasing use of smart home networks is raising different
challenges of privacy and authentication. Therefore, the
authors have proposed an IoT-based blockchain for smart
homes to ensure the safety and integrity of data. The authors
proposed network architecture based on key blockchain ele-
ments such as smart contracts and tokens to perform strong
verification checks. These verification checks are the primary
function of the blockchain that enables them to perform
authentication checks. Using these security protocols, smart
home networks can be strongly secured by blockchain tech-
nology. The authors of [37] have used an IoT-based network
to conduct tests on the use of blockchain to apply highly
secure standards for the transaction of information and data.
Thus, the result found the model to be highly effective in pre-
venting any attack from external forces.

2.3. Blockchain Standardizations. Security standards are a set
of policies and methods to keep the smart home system pro-
tected. Security standards allow the systems to become safer
as the standards have been tried and tested before. Thus, the
use of the developed standards is very effective in making
secure networks and data systems. These standards are
developed by internationally acclaimed organizations such
as ISO, NIST, IEEE, ITU, and W3C, which work to intro-
duce standardization at all levels and areas of the firms.
Therefore, organizations and industries can keep themselves
protected from the existing threats and challenges [38].

The use of network security standards is aimed at pre-
venting, detecting, and rectifying network challenges and
threats. The use of these network standards is critical in
ensuring the security and integrity of data. Hence, in our
research, we aim to comply with the standards as they are

the factors that ensure our research’s security to be applica-
ble [39]. There are several standards available in the market.
Most of them are authorized by the governments and used
in different private and public sectors.

Some of these standards focusing on blockchain and dis-
tributed ledger technologies are as follows:

(i) Permissioned distributed ledger (PDL) provides the
foundations for the operation of permissioned dis-
tributed ledgers, which is not limited to standardiza-
tion activities. Furthermore, it includes research
activities and initiatives concerning blockchain and
the distributed ledger [40]

(ii) Focus group on application of distributed ledger
technologies (FG DLT) provides the process and
technologies to synchronize the distributed ledger
across the network’s nodes to undertake the updates
and validate the network’s nodes securely

Other standards play an important role in facilitating
business interaction, communication, measurement, and
manufacturing [41]. For example, ISO 27001 is an informa-
tion security management standard based on the assessment
of organization management of its data security systems.
The implementation and control of data security are the
major requirements of this standard [10].

Thus, its use is significant for home networks as it can help
the service providers to maintain standardized security systems
that can be applied universally to all households. Similarly, in
ISO 7498-2, there are seven layers in the security architecture:

(1) The authentication layer

(2) The access control layer

(3) The nonrepudiation layer

(4) The data integrity layer

(5) The confidentiality layer

(6) The assurance/availability layer

(7) Notarization/signature layer

ISO 7498-2 standard is based on using a reference model
to secure different basic layers of the information system
model. This standard has different security protocols for
each of the layers. ISO 7498-2 focuses on the communica-
tion used by the information systems and ensures that each
layer communicates the data in a very secure manner.

Table 1: Summary of attacks on HANs.

Attack name Effect Defended by

Malicious block (cite) Attackers produce a malicious block Authentication algorithm and smart contract

Denial-of-service (cite) Data unavailability Access authority and management

Access control impersonation (cite) Fraudulent behavior Consensus algorithm

Double-spending (cite) Same transaction multiple times Consensus algorithm

Side-channel (cite) Authentication process Authentication algorithm
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Therefore, this standard provides highly efficient security of
networks involving various clients of smart home networks.
Hence, this standard is examined in detail in this research to
ensure data security for IoT smart home networks based on
blockchain technology.

2.4. Smart Contract. Smart contracts are digital contracts
that are self-executable without the need of a third party.
The use of smart contracts is very crucial in decentralized
networks such as blockchain that do not have a central
authority, allowing all the parties to interact with each other
without any third party. Therefore, smart contracts ensure
that all the transactions between the nodes are credible and
reliable [42]. A smart contract is very efficient in avoiding
conflicts and keeping the cost of transactions minimal. The
safety of blockchain is highly dependent on smart contracts
because they allow the users to share information, money,
shares, etc., without any middleman [43]. The effectiveness
of a blockchain is incomplete without smart contracts, as it
is the most important tool to ensure that all the transactions
are carried out fairly.

Smart contracts are a major part of the second-
generation blockchains. Previously, the experts found that
the blockchains are less effective due to the tools’ inability
to handle the conflicts [44]. Recently, the industry’s applica-
tion interest that focuses on digital assets has increasingly
moved to the second generation of blockchain applications,
including digitizing asset ownership, smart contract, and
intellectual property. It must be noted that smart contracts
act like real business contracts, which ensure that all the
parties comply with the contract terms. Therefore, the
increasing trend of blockchain applications worldwide is
enabling organizations to use smart contracts. This practice
has the benefit that smart contracts are strong enough to
control the behavior of parties that are part of the
blockchain. They are more efficient at keeping the transac-
tions fair as compared to physical contracts. A smart
contract is also advantageous because it can be encoded as
computer code rules, which can then be replicated and
executed across all the blockchain nodes. Therefore, this
saves the time and cost of making an individual contract
for all the blockchain nodes.

IoT devices generate a huge amount of sensitive data
with limited resources. Using blockchain technology with a
decentralized smart contract, the network will be more
secured and efficient by improving different factors like error
handling, monitoring, analysis, and data and identity issues.
However, this is outside the scope of this paper, where our
work focuses on the design and configuration of the smart
contract as a part of the blockchain.

Moreover, another benefit of smart contracts is that they
are self-enforcing. They do not require any external author-
ity to manage the contractual terms and monitor external
inputs from trusted sources, such as a financial exchange
or meteorological service [14]. The complexity of the net-
work due to a large number of users and the structure of
the conventional contracts makes them very ineffective.
Hence, smart contracts are very critical as it allows the
blockchain users to ensure their safety. Smart contracts are

incumbent upon all the nodes to perform according to their
responsibilities. Through this practice, blockchains have
become very reliable for making transactions. Bitcoin and
Ethereum are common blockchain examples that use a
smart contract for keeping all the money transactions safe
and fair [45]. Hence, through this practice, blockchains are
becoming a regular part of various organizations.

Smart contracts can also be effectively used for smart
home networks that use blockchain. In smart home net-
works, data fairness and safety management are one of the
major challenges that can be overcome by using smart con-
tracts in blockchains [46]. Also, in smart home networks, the
users are preferably not to be managed manually. Therefore,
smart contracts allow the entire network to be managed dig-
itally without the need for any external or third-party
authority. The smart contracts work based on verification
as they ensure that the terms are fully satisfied by the users.
This practice can accomplish high data safety and integrity
for the data producers and consumers [47].

There are various types of smart contracts that are used
in blockchain systems. The following are the fundamental
types of smart contracts [48]:

(1) Decentralized autonomous organizations (DAOs):
this type is based on the general rules that are made
by the developers who designed the blockchain.
These rules apply to all the participants of the chain.
Therefore, all the users have to comply with the rules
to ensure that they can work effectively in the block-
chain community. One of the key points about
DAOs is that they are usually handled manually as
the programmers and developers have a strong influ-
ence over the control of the smart contracts

(2) Application logic contracts (ALCs): this type is usu-
ally engraved in the program’s code. These contracts
work with the program code and other smart con-
tracts to enforce the rules for blockchain users.
Therefore, they are completely independent of the
external forces as they can make decisions based on
the programmed code. ALCs are highly effective in
handling the entire network transactions indepen-
dently as they can be replicated at all the nodes auto-
matically without human assistance. Hence, such
smart contracts are gaining high popularity among
network designers and developers

2.5. Consensus Algorithms. Consensus algorithms are the
core part of the blockchain network as they allow the net-
work to function without any central authority. Consensus
algorithms are based on the mechanism of consensus, in
which all peers need to arrive at a common agreement about
the states of a ledger [49].

Therefore, this mechanism of the blockchain networks
ends the need for any centralized power. Through this prac-
tice, the peers in the network can build trust and carry out
secured transactions among themselves. Various types of
consensus algorithms exist in the blockchain network, which
is applied according to the network’s objectives and the

6 Wireless Communications and Mobile Computing



users’ needs. Different consensus algorithms are used in
blockchain; they are generally categorized as proof-based
and voting-based consensus algorithms. The classification
is shown in Figure 1. The proof-based consensus algorithms
require the nodes joining the verifying network to show that
they are more qualified before having the right to append a
new block to the chain. Meanwhile, voting-based consensus
algorithms consider the number of votes cast by nodes on
the network to achieve consensus on transactions and key
network decisions.

The comparison of these consensus algorithms is shown
in Table 2 [50]. The overview for each consensus algorithms
is further explained as follows.

(i) Proof of work (PoW): the concept of this algorithm
is to produce a new block to the blockchain and con-
firm the transaction. This process responsibility
bears special nodes called miners, and a process is
called mining. In PoW,miners compete against each
other to complete transactions on the network and
get rewarded [44]. This algorithm offered multi-
signature transactions and multichannel payments
over an address to enhance blockchain security. It
also has strong support to increasing numbers of
nodes in the network. This type of consensus algo-
rithm is highly effective in an environment where
there is a lack of trust among the nodes (e.g., public
networks of home networks) that involves multiple
data collectors and communicators, where each user
sends each other digital tokens [51]

(ii) Proof-of-stake (PoS): this algorithm works on an
incentive mechanism, where every block is vali-
dated through a betting system [53]. If a consensus
is made between the majority of the blocks about
adding another block, the stakes of all the blocks
are raised, which is a strong support to increasing
numbers of nodes in the network. Therefore, this
algorithm has a drawback that it can cause major
stakeholders’ monopoly, influencing the transac-
tions’ efficiency. While PoS solved various issues
earlier associated with PoW, two popular PoS var-
iations are DPoS and LPoS

(iii) Delegated proof of stake (DPoS): this type of algo-
rithm is based on a positive relationship; the more
the coins and vote to invest, the more the weigh-
tage to receive, providing the semicentral control
benefits to the network. For instance, to increase
the speed while maintaining the features of the
decentralization network and enhance the effi-
ciency [59], this algorithm has strong support to
increasing numbers of nodes in the network

(iv) Leased proof of stake (LPoS): this type of algorithm
operates on the wave platform, which is considered
as an advanced version of the traditional PoS. The
users will add the next block to the blockchain by
releasing a larger amount of a cryptocurrency to
the full node; as a part of the process, the leaser will

gain a percent of a transaction fee [54]. Also, this
algorithm has strong support to increasing num-
bers of nodes in the network

(v) Proof of activity (PoA): this algorithm is a hybrid
approach of PoW and PoS blockchain consensus
models designed through the convergence of both
of them. The validator races to solve cryptographic
mathematical challenges at the earliest using spe-
cial hardware and electric energy, similar to PoW.
The mechanism could end up to Prove of PoS
when the blocks added the network and hold only
the information about block winner and reward
the transaction identity. [30]. This algorithm has
strong support to increasing numbers of nodes in
the network

(vi) Proof of identity (PoL): the concept in this consen-
sus algorithm is just the same as that of the autho-
rized identity. To ensure the authenticity and
integrity of the created data by network users using
cryptographic confirmation of the private key
attached in any transaction, any identified user in
the network works under a consensus that the
PoI algorithm can create and then manage a block
of data that can be presented to others in the net-
work [54]. This algorithm has strong support to
increasing numbers of nodes in the network

(vii) Proof of importance (PoI): this algorithm developed
NEM; PoI is a variation of the PoS consensus algo-
rithm that considers the mechanisms of validators
for its operation. However, this algorithm is used
to determine which network nodes are eligible to
manage, when adding a new block to the blockchain
and which are not affected by the size and balance
only but also other factors similar to the number of
transactions between network nodes; reputation
and overall balance also play a role in it [30]. In this
algorithm, scalability is considered and support
increasing numbers of nodes in the network

(viii) Proof-of-capacity (PoC): this algorithm is a less pop-
ular consensus algorithm [13], where the validators
invest their hard disk space into the network, rather
than adding any money or hardware. The more
space a validator has in the network, the bigger his
chance to mine the next block and get rewarded.
Therefore, this system also promotes monopoly,
making the smart home network less effective and
unsafe. It relies on the computing power of the
miners to their disk capacity [43], which is signifi-
cantly energy efficient. The miners store huge data
to mine the next block. The drawback of this tech-
nique is high latency, especially with the smart home
network in which the devices have limited storage
capacity. Hence, PoW is the most suitable consensus
algorithm for the home network [60]. In this
research, the PoW has been used in the system
model. Scalability?

7Wireless Communications and Mobile Computing



PoW
PoS
PoA
PoI
PoL
PoC

PoET

DPoS

PBFT

Crash fault tolerance
based consensus

DBFT
Sumeragi

Ripple

Poxos
Raft

Federated

Consensus
algorithm 

LPoS

DAG

Proof-based

Voting-based

Byzantine fault
tolerance based

consensus 

Figure 1: A summary of the consensus algorithms.

Table 2: Consensus algorithm comparison.

Algorithms Designing goal Advantages Disadvantages Scalability

PoW [44, 51] Sybil-proof
(i) Security improvements
(ii) Minimize the attacks up to
50% or less [52]

(i) More power consumption
(ii) Centralized miners

Strong

PoS [53] Energy efficiency
(i) Energy efficient
(ii) More decentralized

(i) Nothing-at-stake problem Strong

DPoS [53]
Organize PoS
effectively

(i) Energy efficient
(ii) Scalable
(iii) Increased security

(i) Partially centralized
(ii) Double spend attack

Strong

LPoS [54] Distributed PoS
(i) Fair usage
(ii) Lease coins

(i) Decentralization issue Strong

PoA [29]
Benefits of both
Pos and PoW

(i) Reduces the probability of
the
51% attack
(ii) Equal contribution

(i) Greater energy consumption
(ii) Double signing

Strong

PoL [54] Improve PoS
(i) Vesting
(ii) Transaction partnership

(i) Decentralization issue Strong

PoC [13]
Less energy than

PoW

(i) Cheap
(ii) Efficient
(iii) Distributed

(i) Favoring bigger fishes
(ii) Decentralization issue

Strong

PoET [55]
Decide the mining

rights
(i) Cheap participation

(i) Need for specialized hardware
(ii) Not good for public blockchain

Low

DAG [44, 56]
Speed and
scalability

(i) Low-cost network
(ii) Scalability

(i) Implementation gaps
(ii) Not suited for smart contracts

Strong

BFT [30] Failures of system
(i) Energy efficiency
(ii) Transaction finality

(i) Number of replicas in the network
(ii) Message complexity

Low

PBFT [30]
Remove software

errors
(i) No need for confirmation
(ii) Reduction in energy

(i) Communication gap
(ii) Sybil attack

Low

DBFT [30] Faster PBFT
(i) Scalable
(ii) Fast

(i) Conflictions in the chain Medium

Sumeragi [57] Reputation system.
(i) Distributed across many
clusters

(i) The more nodes that exist on the network, the more
time it takes to reach consensus

Medium

Ripple [58] Same FBFT (i) Reduce the latency
(i) Few nodes required to vote, not really distributed
network

Strong
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(ix) Proof of elapsed time (PoET): this algorithm
developed by Intel enhances the PoW mechanism
in view that the CPU architecture and the validator
hardware identify when and at what frequency a
validator deserves the reward block. It is based on
fair network distribution and expanding the odds
for a bigger fraction of participant nodes in the
blockchain. The task for every participating node
is to wait for a particular time to participate in
the following mining process. In this case, the
miner is randomly chosen to solve the hash prob-
lem based on a random wait time [55]. Network
validator nodes with the shortest hold-up time
have the authority to offer a block. Simultaneously,
every network node similarly comes up with its
own waiting time. After the sleep mode, the node
gets active and a block is available. This network
node is considered as a validator. In the end, the
validator can spread the information throughout
the blockchain network, even though maintaining
the property of decentralization in the network
and then receiving the shared reward. This tech-
nique is aimed at reducing energy consumption

(x) Direct acyclic graph (DAG): this algorithm is famil-
iar to every blockchain mobile app development
service company. In this model, all nodes in the
network can be a “miner” and validate transactions
by themselves and reduce fees to zero, making the
process easy, faster, and secure. This algorithm is
used in Tangle [56] that reduces the computational
time and does not use blocks to store transactions.
With DAG, each transaction must approve two
older transactions to provide a fast, scalable sup-
ports and no transaction fee framework for data
integrity [44]. The drawback of this technique is
the storage caused by imposing the rule to choose
two-order transactions for approval. It can be
solved by running a node named “coordinator”
to perform this rule. However, this can be in con-
flict with the decentralization’s basics of the block-
chain architecture

(xi) Byzantine fault tolerance (BFT): (or called Byzan-
tine Generals Problem) this algorithm is used to
deal with the Byzantine fault in situations where
the system’s actors have to agree on an effective
strategy to circumvent catastrophic failure of the
system, but some of them are dubious. The two
variations of BFT models that are prime in the
blockchain arena are PBFT and DBFT [30]. This
algorithm has low support to increasing numbers
of nodes in the network

(xii) Practical Byzantine fault tolerance (PBFT): this
algorithm is a lightweight algorithm that solves
the Byzantine Generals Problems by enabling the
user to confirm the messages delivered to them
by performing a computation to evaluate the deci-
sion about the message’s validity. This algorithm

has low support to increasing numbers of nodes
in the network [30]

(xiii) Delegated Byzantine fault tolerance (DBFT): (pre-
sented by NEO) this algorithm is similar to the
DPoS mode, besides being more effective by coun-
tering unreliable or untrustworthy participants to
the blockchain. This algorithm has medium sup-
port to increasing numbers of nodes in the net-
work. Moreover, the NEO token holders can vote
for the delegates [30]

According to [41], the consensus algorithm is used in the
smart home network to prevent anybody from playing the
network and to secure the communicated devise and stored
data in this network against malicious acts that desire to
wreak havoc with someone’s home. This work is focused
on the PoW based on optimizing data integrity for the time
required to secure the blockchain of the smart home net-
work, taking into consideration the total storage required
and executing several hash algorithms.

Moreover, the benefits gained from PoW, not covered in
this work, are solving the cooperation tracking, collective
behavior, and discrete opinion [61]. These are based on
using statistical methods and mathematical calculation. Fur-
thermore, this work is not attempting to change the struc-
ture of the PoW and disrupt the core characteristic of the
blockchain, which should be always secure, decentralized,
and peer to peer. The proposed system [62] works on
improving the transaction speed and scalability by modify-
ing the structure of PoW and introducing a parallel PoW
in which the miners work together in such task to validate
the transactions.

Additionally, it is suitable when working with the math-
ematical challenges in the digital ledger, such as recording
and maintaining the unalterable transactions [63]. Typically,
PoW is a computationally expensive consensus approach.
However, such techniques reduce the computation require-
ments to achieve data integrity of the network without
harming the data protection criteria [28]. Hence, the smart
home networks’ high security can be ensured by the PoW
consensus algorithm.

2.6. Verification Algorithms. The data structure verification
algorithm is also known as the hash tree [64], which includes
transaction blocks. Every node connected to IoT devices in a
smart home network, including miners in a blockchain net-
work, has a memory pool (Mempool) that contains all cur-
rent transactions that are waiting to be added to the
blockchain to produce a new block. This memory pool con-
tains all the current transactions in wait, which must be
added to the blockchain to create a new block.

The verification and summarization of all the transac-
tions after hashing are performed by the different algorithms
[34]. In consideration of the particularity and complexity of
the chained hash database, the concatenated hash transac-
tion (CHT) strong component is collision resistance but
not more than collision resistance because it is feasible for
an attacker to find two messages with the same hash
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functions. They can find as many additional messages with
that same hash function as they desire, with no greater diffi-
culty. Using Merkle hash tree (MHT) in blockchain is more
effective than CHT by increasing complexity, and validators
can calculate hashes progressively as they receive transac-
tions from their peers.

MHT summarizes all the transactions in a block by using
a mathematical data structure composed of hashes of differ-
ent data blocks. "?>. It allows an efficient and secure verifica-
tion in the blockchain of a large transaction hash. As a
fundamental part of blockchain, MHT benefits by providing
a means to maintain the integrity and validity of data and
helping in saving the memory or disk space as the proof,
computationally easy and fast, and their proofs and manage-
ment require tiny amounts of information to be transmitted
across networks.

Figure 2 shows the MHT block connection and the
algorithm structure. If the transactions are valid, they are
included in the new block that miners on the home network
can mine. The miners produce a hash of a block by the pro-
cess of changing the nonce and time stamp. In the block-
chain, the system then compares the generated hash with
the target. As soon as validating of the new block is finished,
this block becomes part of the chain. After checking the
hash’s value below the target value, the PoW is verified as
a successful transaction and then added to the block [65].
Subsequently, an update notification concerning this change
of the blockchain size is broadcasted to the whole network
for the ledger to inform every connected nodes [66].

Similarly, another research is conducted in [67] by the
researchers over the existing surveillance systems. It was
noted that the current surveillance system has a high risk
of data security, which demands more safety protocols to
protect the privacy of the users. The current use of cloud
and big data-based surveillance systems has not been very
efficient at handling the data and information as they are

vulnerable to possible attacks by intruders. Therefore, [67]
has proposed blockchain technology in the network of sur-
veillance systems to ensure high security of the data. The
results noted that using a MHT algorithm made the transac-
tions safer as it imposed effective monitoring and control of
the security. This proposed method is also applicable to the
home networks that have a high number of users. The
MHT algorithm enabled the blockchain to conduct verifica-
tion checks at all the nodes to prevent any data attacks [67].
Therefore, the proposed model is very efficient at handling
data security due to its high convenience of design and
implementation.

2.7. Hash Functions. One-way hash functions are used to
map any data of the arbitrary size to fixed-size values, also
referred to as message integrity check (MIC), message digest,
contraction functions, compression functions, cryptographic
checksum, fingerprint, and manipulation detection code
(MDC). In the Merkle tree, the hash value is used as a Merkle
root as the tree is created bottom-up using the individual
transaction hashes. 15 popular hash functions were used in
the implementation, which includes the following: MD2,
MD5, SHA 1, SHA384, SHA512, SHA256, SHA3, RIPEMD-
160, RIPEMD-128, RIPEMD-256, RIPEMD-320, Tiger,
Whirlpool, GOST3411, and SHAKE (SHA with KEccak) [68].

3. Home Area Network Blockchain-Based
Security System Model

3.1. Architecture Components. Node.js version (v12.16.2)
and NPM version (6.14.7) have been used at the server side,
where the local blockchain operates. At this place, the smart
contract is also developed and deployed with the help of
NPM. In addition to this, various tools and plugins such as
the Truffle framework version (5.1.37) for deployment,
migration, and management of smart contracts are used.
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Figure 2: Merkle tree algorithm visualization.
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MetaMask add-on in the Chrome browser has been used for
visiting the distributed web in the browser. Besides, the
Solidity programming language has been used to develop
smart contracts. Figure 3 and Table 3 show the components
used in the local blockchain along with the network and
server elements and versions.

After setting up all the server nodes, all the network
components are connected in a local blockchain provided
by Ganache. The Ganache version (2.5.4) has been used in
this study. The accounts provided by this blockchain net-
work are added to MetaMask to start transactions and make
the blockchain network fully operational.

The simulation is implemented on a laptop with specifi-
cations given in Table 4. An i7 8th generation processor has
been used along with 16GB RAM to enhance the network’s
performance. Also, SSD storage is used to ensure that the
data can be processed and stored at high speed.

3.2. Smart Home Ecosystem. The smart home IoT ecosystem
data is majorly generated from the sensors connected to dif-
ferent devices and electronics. The computing nodes with
the central processing unit have to process these data col-
lected from the sensors. These nodes then send the proc-
essed data to the transceivers, allowing the information’s
transfer to other nodes or other associated devices. In addi-
tion to this, the actuators work according to the decisions
made by the competing nodes. These actuators may be elec-
tromechanical in nature that allow them to receive data from
the nodes and use it to operate different devices on the net-
work. Therefore, through this practice, the data collected
from the sensors can be used to trigger different devices’
function based on the decision made by the computational
nodes [15].

On the other hand, the IoT smart home control systems
can be messaging based, such as Telegram, Blynk, and web
or they can work as a voice command, for instance, Google
Assistant, Apple kit, and Amazon Echo [69]. A decentralized
structure is implemented in the current study along with
smart contracts using Solidity in a Truffle framework. This
structure is then deployed into Ganache, a blockchain net-
work. The nodes in this network are designed to perform a
transaction through web-based services on NodeJS server,
the frontend of web3js with a combination of HTML, CSS,
and JavaScript. The network’s backend is designed using a
combination of Truffle environment for blockchain develop-
ment and management with Ethereum Virtual Machine
(EVM), smart contract, deployment, and binary manage-
ment, as well as NodeJS web servers with a node package
manager (NPM). The NPM manages the users’ requests
and calls for transactions outside the context of a frontend
in the migration of ABI bytecode for the compiler to deploy
the smart contract. Figure 4 shows a smart home ecosystem,
where all the devices are connected to a single network that
controls all the devices’ operations.

The nature of blockchain technology is usually decentra-
lized. However, in smart homes, the blockchain has a central
authority to ensure efficient control and monitoring of all
the devices on the network [7]. The decentralized nature of
blockchain is based on the distributed transactions between

the blockchain network-participating nodes. These transac-
tions are not stored in a single node or a storage device. Also,
there is no central authority to approve the transactions as
they are assessed according to the blockchain algorithm’s
specific rules. Therefore, this removes the need for a central
authority in a smart home network to carry out transactions
or reach a consensus in the network. In addition to this,
blockchains allow only new verified blocks to be added to
the old chain. The existing blocks in the blockchain are
already public and distributed, which makes them openly
verifiable. Hence, they cannot be changed or revised. Thus,
the blockchain security is another major benefit for the
home networks as they allow the data to be kept safe [70].

3.3. Smart Contract Design. A smart contract is an essential
part of the blockchain network used to ensure fair and
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Smart contract (sol)Npm

Connection
(Js code)

Deploy
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Port = 7545
Id = 5777

Truffle express box

DappWeb3 Soli langEther

Migration
(For compile ABI bytecode)

Public static 
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Figure 3: Local server blockchain components.

Table 3: Summary of server component versions.

Component Version Role

Node.js 12.16.2 Blockchain backend

NPM 6.14.7 Package management

Truffle 5.1.37 Smart contract development tools

Ganache 2.5.4 Distributed local network

Table 4: Summary of local server specifications.

Component Description

CPU
Intel(R) Core (TM) i7-8550U CPU @ 1.80GHz

1.99GHz

RAM 16.0GB Speed 2133MHz

OS
Windows 10 Pro, version 20H2, 64-bit operating

system, x64-based processor

Disk type SSD SAMSUNG MZVLB512HAJQ-000L7
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secure transactions among users. Therefore, a smart contract
is also used in this research to make the network highly effi-
cient. Smart networks are usually written in a domain-
specific language such as Solidity so that they can be used
to reach a consensus among all the peers in the network
[42]. The smart contract serves a variety of functions in
the blockchain, including registering all network and node
components, receiving queries and transactions from vari-
ous peers and applications, and allowing them to access
the blockchain network’s private ledger and update the led-
ger database. The different functions in the smart contract
system is shown in Figure 5.

The hash value of the transactions is the key to the smart
contract’s verification process as the latter uses it to ensure
all the terms have been complied. The smart contract
includes the functions with a specific requirement of the
input parameters [43]. The peers must fulfil these require-
ments on the network to make changes to the private ledger.
In the nonfulfillment of the input parameters, the smart
contract automatically rejects the peer’s query. The smart
contract takes decisions based on the code stored in it, which
are also referred to as the rule of the network [38]. There-
fore, a similar smart contract has also been used in our pro-
posed research work to gain highly efficient results. Figure 5
shows the smart contract design used in this study used to
communicate with the IoT blockchain network private
ledger and client application.

The smart contract mechanism is illustrated in Figure 6
as an executable code stored in the blockchain that defines
and manages the operation between smart devices and the
identity of all kinds of users, from homeowners to local
miners and normal users.

3.4. Process Flowchart. Figure 7 shows the process workflow
of the PoW consensus algorithm. The workflow consists of

five layers: the authentication layer, access control layer, data
integrity layer, availability layer, and signature layer.
According to the authentication layer, the registration of
all the devices on the IoT network is necessary to ensure that
all the devices are part of the system. This practice can
ensure that all the devices are ready to track and perform
the transactions.

The access control layer contains the core system com-
ponents explained previously in the HAN system model sec-
tion, which determines the process workflow into different
scenarios and is linked to other model layers. The registra-
tion process takes place at the sponsor, which is usually a
server or many servers in the case of a distributed system.
In addition to this, a smart contract is the core of the block-
chain system to achieve data integrity for all transferred data
between the nodes in the network. The transacted data is
managed by a data integrity algorithm, which will be
explained in Section 5.

Subsequently, validity check is made to approve the
transaction handled in the data integrity layer. Next, in the
availability layer, the private ledger is managed and updated
based on the consensus algorithm’s results. Finally, the users
and validators can use and verify the performance based on
the framework and the used technology in the signature
layer.

4. Dataset

The dataset is a collection of various transactions between
ten nodes in the network, sorted in tables. These datasets
include transactions along with data about transaction hash,
block no., timestamp, date and time, data value, and transac-
tion fee, as shown in Figure 8. The total number of hashes
for implementation is (30,703), compiled in ten groups.
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Figure 4: Example of a smart home network.
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The blockchain dataset structure and size of transactions are
shown in Figures 8 and 9 [71].

Data cleaning and normalization have been performed
in this work for removing unwanted records such as double
spending and errors. Through this practice, an effective eval-
uation of the proposed system model has been conducted to
produce accurate and realistic results.

In the initial stage after obtaining the selected dataset,
the data is preprocessed to remove invalid data. Next, they
are stored data of blockchain network transactions across a
distributed architecture. One of the major objectives
includes testing the system’s data integrity procedures to
examine the effect of each consensus algorithms based on
applying different hash functions.

Next, the dataset was split into three different sizes to
check the network’s performance in data integrity and trans-
action scalability. Hence, the datasets were based on 30,
3000, and 30000 transactions.

The researchers conducted a similar evaluation in [17],
which performed a similar test on the blockchain network
using real home situations. Two smart home networks were
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Figure 7: Process workflow of the PoW consensus algorithm.
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set up in different rooms, and data was collected from three
different sensors in each of the rooms. The data was col-
lected and processed through an IoT-based blockchain sys-
tem that used web3.js to interact, while the smart contract
was designed on Solidity. Their work is different from our
current framework because it used a small volume of data
and reliance on a single hash function and PoW consensus
algorithm. Therefore, their results are significantly different
from our current findings. The work in [17] tested the net-
work’s ability to prevent any attack on the network. It has
experimented on a potential attack on the network by insert-
ing correct and incorrect data parameters for the smart con-
tract. The results found that the blockchain network peers
were able to make effective transactions only when the cor-
rect parameters were provided. However, in the case of
wrong parameters, the smart contract blocked the query of
the peers. Therefore, it can be noted from [17] that smart
contracts can be highly efficient in handling the security of
smart home networks.

Moreover, another previous work conducted by the
researchers in [18] used the Merkle tree to analyze security
data of a blockchain network. The analysis was based on a net-
work of surveillance cameras connected through a blockchain
network. The work mainly relied on using the Merkle tree
algorithm for authorization of the transactions between nodes
rather than smart contracts. They tested the efficiency of the
Merkle tree by comparing it with a similar SM tree. The results
of both the trees were used to identify the network’s ability to
identify possible attacks on the blockchain. Some of the tested
critical aspects included testing the network against data falsi-
fication attacks, message tapping attacks, and privacymasking.
The results found that the use of blockchain technology in the
surveillance network can make it very secure. It was noted that
using theMerkle tree algorithm, the blockchain could perform
rigorous authorization checks, which help in the protection
against different data security threats. However, they did not
use different consensus algorithms for testing the systems
and relied on a single hash function and consensus algorithm.
Therefore, the results of [18] are less reliable than our current
work that uses multiple consensus algorithms and hash func-
tions for testing the effectiveness of blockchain against poten-
tial data security threats.

5. Performance Evaluation of Proposed
Consensus Algorithm

Different consensus algorithms were used in our proposed
system model to compare the results and test the effective-
ness and efficiency. Hence, this helped identify the most effi-
cient consensus algorithm for the blockchain network and
the ability to enhance data security and integrity. Some mod-
ifications were also made to the algorithms to increase their
performance and overcome their complexity.

In the first scenario, the transactions’ values were hashed
while the chain of transactions was concatenated to form the
concatenated hash transactions (CHT). Through this method,
the final transaction value was obtained, as shown in Figure 10.

In the second scenario, the Merkle hash tree (MHT) [72]
algorithm shown in Figure 11 was used for hashing the trans-

action values. MHT is also referred as a hash tree because it is
used in data verification and synchronization. Therefore, it is
one of the most used methods for hashing the data. MHT
has a tree-like structure in which all the nodes are of the same
depth and as far left as possible. The input of the tree is
mapped onto the fixed output, which is known as a hash.
Thus, through this mechanism,MHT can hash large and com-
plex data with high efficiency. MHT has also been used by pre-
vious researchers in [67] to enhance the authentication
procedure of the blockchain network. MHT can be repre-
sented mathematically for n blocks as follows:

H0−n = Hash H0−1 H2−3k H4−5k ⋯k Hnkð Þ: ð1Þ

Next, we attempt to modify the sequence of the values of
the MHT algorithm to add complexity to the traditional
MHT algorithm by considering the odd and even value
sequences together, as shown in Figure 12.

Odd and even modified Merkle hash tree (O&E MHT)
algorithm can be represented mathematically for n blocks
as follows:

H0−n =Hash H0−2 H1−3k H4−6k ⋯k Hnkð Þ: ð2Þ

Finally, a modified MHT algorithm (MMHT) shown in
Figure 13 is applied to the transaction chain by combining it
with two algorithms (CHT & MHT). The blockchain was
divided into two groups during the analysis. The first group
of the blockchain was given a specific size as it included the
initial blocks until block (X − 1). The second group began
from block number (X) and ended at the last transaction block
(n). The value of X that achieves the best performance will be
selected. The first group of the chain used the CHT algorithm.
When a new block was added to the chain during the experi-
ment, then block number 1 was removed from the second
group and added to the first group. Throughout the test, this
process was performed during the transactions; the blocks
were removed from the second group and added to the first
group. MHT algorithm has been used in the second group of
the chain. At the end of the test, groups one and two of the
chain were combined and a final hash value was used to vali-
date the transaction as explained in Figure 13.

The main purpose of dividing the original blockchain
into two groups was to increase the network’s efficiency by
accelerating the validation execution time required to find
the total hash of the blockchain and detect any partial
changes. Through this practice, the process of hashing the
transactions was performed with high efficiency and speed,
allowing the tests to be conducted accurately.

MMHT can be represented mathematically for n blocks
as follows:

H0⟶n = CHTH 0⟶ n− x+1ð Þð Þð Þ MHTH n−xð Þ⟶nð Þ,
�
�
�

H0⟶n = H0⟶1 H2⟶3k ⋯k H n⟶x−2ð Þ− n⟶x−1ð Þ
�
�
�

� �

,

H n⟶xð Þ− n⟶x+1ð Þ ⋯k Hnk :
�
�
�

ð3Þ
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Furthermore, another major benefit of using two different
blockchain groups was that it allowed the use of a modified
algorithm. This helped update the private ledger after knowing
the new block’s index that was newly added to the blockchain.
Therefore, only the new blocks were used to update the hash
table. The benefit of this method can be seen in testing the
algorithms’ effectiveness for the security of data and help in
comparing the results of the two algorithms. The trigger num-
ber (n) is used to define the first group size by knowing the sig-
nificant number of changes in the execution time used in the
MHT algorithm. In Figure 14, the flow of the MMHT algo-
rithm is presented, and then, Algorithm 1 describes the pro-
cess steps towards the development of the MMHT algorithm.

In this work, the evaluation of all the above consensus
algorithms (CHT, MHT, O&E MHT, and MMHT) with 15
different hash functions was conducted. Furthermore, three
different dataset sizes (30, 3 k, and 30 k) to check the data
integrity performance of the network at different transaction
scalability were investigated. This represents different
models of blockchain transactions for a specific system.
The results on the validation execution time using different
consensus algorithms and different transaction sizes are pre-
sented in Tables 5 and 6, considering various hash functions
with a length of 128 bits to 512 bits.

The analysis is performed based on an average of 11 sim-
ulation runs to obtain an accurate result with a significant

Tx1

H1

Tx2

H2

Tx3

H3

- - -

- - -

Txn

Hn

Transactions

Hashing
Transaction hash value

Figure 10: Concatenated hash transaction (CHT) algorithm.

H1 H2 H3 H4 H5 H6 --- Hn

H1,2 H3,4 H5,6 Hn

Tx1 Tx2 Tx3 Tx4 Tx5 Tx6 - - - Txn Transactions

Markel tree root

Figure 11: Merkle hash tree (MHT) algorithm.

H1 H2 H3 H4 H5 H6 - - - Hn

H1,3

H2,4

Markel tree root

Hash of Tx

Figure 12: Odd and even modified Merkle hash tree (O&E MHT) algorithm.
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confidence interval of 90%. The method of averaging the
results of the last ten runs was used to ensure the results’
high accuracy and credibility. This practice was used as it
was noted that all the execution gave different results and
were not fixed. Therefore, to gain more reliable results, the
program runs were averaged to produce efficient results.

For the n dataset size of transactions, it is shown that the
CHT algorithm has the lowest execution time compared to
any tree structure MHT, O&E MHT, and MMHT. However,
it is impractical for a blockchain implementation due to the

requirement of the entire copy of the blockchain ledger in
real time [47]. By using any hash functions, the test runs
sequentially from one block to the other.

The results from 30 transactions recorded in Table 5 show
the execution time in milliseconds (ms) and the improvement
percentage mentioned in the column (%) compared to the pro-
posed MMHT algorithm against the conventional MHT algo-
rithm. Note that the table is categorized into hash length
because it has a direct impact on the execution time of the
authentication consensus algorithm and for a fair comparison
between different hash functions of the same length. The
higher the hash length, the higher the theoretical execution
time. Then, the same hash length can be compared between
hash families. Values in green highlight the best execution time
in each family, while the grey ones show the overall best value.

Under the category of a 128-bit hash length, MD5 gives
the best performance for all consensus algorithms.Meanwhile,
SHA1 for CHT and MMHT has the best execution time
compared to other hash functions regardless of hash length.
However, the newer SHA2 family (SHA256, SHA384, and
SHA512) do not have good execution time performance. This
is due to the increase in the computational processing and
number of rounds applied in the more complex hash
algorithm. RIPEMD-256 gives the best performance for the
256-bit hash length category. However, most improvement
(65%) in time optimization between the proposed MMHT
and a conventional MHT is observed for GOST3411 hash
function. The higher processing time required by the
GOST3411 is based on the HMAC (hashed message authenti-
cation code) protocol. The results showed a significant benefit
of using the proposed MMHT algorithm compared to the
MHT algorithm. However, the proposed O&E MHT does
not offer much advantage over the conventional MHT.

The analysis also considered the storage size, which is an
important factor affecting the blockchain network’s perfor-
mance. It was noted that the storage size is fully dependent
on the hash function length used in the chain. Therefore,
there is a trade-off between security robustness and the
low-capacity smart home IoT devices.

H1 H2 --- - - - Hn

H5,6 Hn

Tx1 Tx2 --- Tx x - - - Tn Transactions

Markel tree root

H
n –(x+1) H

x

Tx
n –(x+1) Tn–1

Hn–1

Figure 13: Modified Merkle hash tree (MMHT) algorithm.

Start

Count trigger = n 

End

Count (n) hashes = MHT

NO YES
ListOfHashes > n

RestOfHashes =
ListOfHashes–Count (n) hashes 

ListOfHashes= CHT

FinalHash = MHT + CHT

FinalHash = MHT

Figure 14: MMHT algorithm flowchart.
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Input:
1. List of Hashes (listOfHashes)
2. Count trigger = n
3. Selected algorithm
Algorithm Steps:
1. Start Process, Initialize Count (n) hashes
2. Condition, listOfHashes > Count (n) hashes, if YES go to step 3, if NO go to step 7
3. Set Count (n) hashes by taking top count(n) transactions from listOfHashes. The remaining transactions are set to restOfHashes.
4. Use Merkel Root to hash Count (n) hashes based on selected algorithm and add it to the restOfHashes.
5. Use CHT to hash the restOfHashes based on selected algorithm, getting the final hash. Go to Step 8.
7. Use MHT to hash listOfHashes based on selected algorithm, getting the final hash. Go to Step 8.
8. End of Process

Algorithm 1: MMHT algorithm process steps

Table 5: Consensus algorithm execution time using a dataset size of 30 transactions.

Hash length Algorithm Total storage (bits) CHT (ms) O&E MHT (ms) MHT (ms) MMHT (ms) MMHT/MHT (%)

128 bits

MD5 3840 0.05006 0.46151 0.45941 0.20045 56.4

RIPEMD-128 3840 0.05277 0.50815 0.50605 0.24363 51.9

SHAKE 3840 0.2185 1.50799 1.50589 0.72076 52.1

MD2 3840 0.44345 2.7373 2.7352 1.18904 56.5

160 bits
RIPEMD-160 4800 0.07338 0.62818 0.62608 0.36012 42.5

SHA1 4800 0.04245 0.501 0.4989 0.18341 63.2

192 bits Tiger 5760 0.05415 0.5399 0.5378 0.29054 46.0

256 bits

RIPEMD-256 7680 0.05246 0.48365 0.48155 0.24179 49.8

SHA256 7680 0.06199 0.57151 0.56941 0.25043 56.0

SHA3 7680 0.26925 1.65981 1.65771 0.66007 60.2

GOST3411 7680 1.18739 8.26976 8.26766 2.8954 65.0

320 bits RIPEMD-320 9600 0.07626 0.70223 0.70013 0.30498 56.4

384 bits SHA384 11520 0.04286 0.48769 0.48559 0.30443 37.3

512 bits
SHA512 15360 0.04588 0.46818 0.46608 0.22264 52.2

Whirlpool 15360 0.37904 2.64535 2.64325 1.1103 58.0

Table 6: Consensus algorithm execution time using a dataset size of 30 k transactions.

Hash length Algorithm Total storage (bits) CHT (ms) O&E MHT (ms) MHT (ms) MMHT (ms) MMHT/MHT (%)

128 bits

MD5 3840000 12.21466 183.1979 180.5979 103.8136 42.5

RIPEMD-128 3840000 15.93768 211.553 208.953 101.2142 51.6

SHAKE 3840000 105.5813 823.7975 821.1975 517.4801 37.0

MD2 3840000 256.6967 1635.536 1632.936 1074.465 34.2

160 bits
RIPEMD-160 4800000 27.38025 281.9626 279.3626 168.3616 39.7

SHA1 4800000 18.12102 210.1011 207.5011 123.1716 40.6

192 bits Tiger 5760000 14.70333 191.2121 188.6121 110.3094 41.5

256 bits

RIPEMD-256 7680000 17.44287 208.334 205.734 121.6099 40.9

SHA256 7680000 23.85505 274.2761 271.6761 160.9931 40.7

SHA3 7680000 130.8481 825.7562 823.1562 543.7262 33.9

GOST3411 7680000 512.3987 3650.143 3647.543 2337.47 35.9

320 bits RIPEMD-320 9600000 26.5973 288.7437 286.1437 170.9692 40.3

384 bits SHA384 11520000 17.62926 249.641 247.041 142.4498 42.3

512 bits
SHA512 15360000 18.74704 264.5122 261.9122 151.0031 42.3

Whirlpool 15360000 178.0506 1251.731 1249.131 803.9161 35.6
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The next scenario was then conducted by increasing the
size of the dataset to 3000 transactions to represent a
medium-sized blockchain smart home network. The MD5
hash function was used along with the CHT consensus algo-
rithm due to the low execution time compared to other algo-
rithms and hash functions. The results of this medium-sized
transactions have been recorded in Table 7. Similar to small
transaction results in Table 5, the GOST3411 hash function
gives the most time optimization gain (97%) against
conventional MHT. A new trend to note, the Tiger hash
function gives the best conventional MHT performance
and RIPEMD-256 giving the best proposed MMHT perfor-
mance. These results prove that the relationship between
the number of transactions, consensus algorithm, and hash

function is not straightforward. The blockchain network
needs to be designed so that it can be adaptive to different
conditions in the network.

The third and final scenario was performed using 30000
transaction dataset. The results of these large-sized transac-
tions are shown in Table 6. In the table, a more expected
and stable result where the smallest 128-bit MD5 and
RIPEMD-128 hash functions have the best MHT and
MMHT execution time, respectively. The proposed MMHT
consensus algorithm using RIPEMD-128 hash function also
gives the highest time optimization gain of 51.6% compared
to conventional MHT. Meanwhile, SHA1 offers the lowest
execution time for the 128-bit category and RIPEMD-256
for the 256-bit category and SHA512 category. SHA3, the

Table 7: Consensus algorithm execution time using a dataset size of 3 k transactions.

Hash length Algorithm Total storage (bits) CHT (ms) O&E MHT (ms) MHT (ms) MMHT (ms) MMHT/MHT (%)

128 bits

MD5 384000 1.94123 34.92615 34.10615 22.11161 35.2

RIPEMD-128 384000 2.93489 44.16066 43.34066 20.65914 52.3

SHAKE 384000 18.99856 152.072 151.252 18.78511 87.6

MD2 384000 47.86639 329.0667 328.2467 20.32121 93.8

160 bits
RIPEMD-160 480000 4.69918 54.79416 53.97416 18.92513 64.9

SHA1 480000 3.53118 38.42909 37.60909 19.87732 47.1

192 bits Tiger 576000 2.3327 29.43644 28.61644 19.47202 32.0

256 bits

RIPEMD-256 768000 3.49019 38.84966 38.02966 17.26856 54.6

SHA256 768000 4.26395 48.45686 47.63686 18.63771 60.9

SHA3 768000 25.84644 161.3161 160.4961 20.6792 87.1

GOST3411 768000 84.64851 652.9856 652.1656 19.39326 97.0

320 bits RIPEMD-320 960000 5.27818 45.66796 44.84796 18.72902 58.2

384 bits SHA384 1152000 3.24072 44.06398 43.24398 21.01735 51.4

512 bits
SHA512 1536000 2.94544 46.2301 45.4101 19.64456 56.7

Whirlpool 1536000 31.0449 237.9127 237.0927 18.40894 92.2
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most recent version of the hash function that is frequently
debated and proposed for usage presently, is slower in soft-
ware implementation of an algorithm but more suitable for
hardware implementation [5]; hence, it is not ideal for
blockchain architecture.

As a result, we used 15 different hash functions with
three different dataset sizes to show that the consensus
authentication process can determine which Hash function
is the best in terms of performance.

To illustrate the results, one of the comparisons of MHT
and MMHT consensus algorithm execution time using
30000 transactions is shown in Figure 15.

The results shows that using the SHA3 hash function
with the CHT consensus algorithm has a low execution time
compared to other algorithms and hash functions, but not
low enough; the use of these hash functions and consensus
algorithms has a lower execution time than those of MHT
and O&E MHT using the same hash function, which is not
suitable for blockchain because of its complexity. Figure 16
shows an example of execution time with MMT and MMHT
when comparing three different datasets using SHA3.

The RIPEMD-128 hash function with the MMHT con-
sensus algorithm also has a low execution time, whereas
the improvement percentage is 51.6% compared with that

using MHT, shown in Figure 17. It is noted that we did
not consider the data maintenance functions [25] when
manipulating the structure of the transaction chain. While
changing of the block order in the proposed MMHT algo-
rithm comes with an advantage of reduced execution time,
it also increases the complexity of executing data mainte-
nance functions, especially data recovery compared with
the original MHT.

6. Conclusion

The use of blockchain-based IoT systems for smart homes
can provide high security against possible data security
threats. Recent studies have found that blockchain networks
are highly effective and secure due to their advanced features
like smart contracts, which keep a strong check over the
activities and transactions over the network. The consensus
algorithm based on PoW secures the network via a validator
responsible for handling all communication verifications
between the blockchain network nodes within the smart
homes. This work is unique because to the best of our
knowledge, there are no previous studies that has attempted
an investigation of multiple hash functions for a consensus
algorithm, as well as different data sizes for testing
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blockchain performance. In terms of data integrity verifica-
tion check, the results show that the proposed modified
Merkle hash tree (MMHT) consensus algorithm used in
the blockchain has a very efficient execution time.

This system can be effectively used by smart homes to pro-
vide the safest systems for high data security and integrity.

However, the results have shown that the relationship
between the number of transactions, consensus algorithms,
and hash functions is not straightforward. The blockchain
network needs to be designed so that it can be adaptive to
different conditions in the network. Even though the pro-
posed MMHT algorithm gives a significant advantage in
the simulation, the current study also has limitations in
terms of the lack of testing of the proposed system in a real
environment. In addition to this, the concern about the rela-
tionship between a smart electronic contract and its legal
counterpart can cause inefficiencies and barriers to the net-
works’ operation. The lack of a legal status for smart con-
tracts in the current laws is a significant issue that needs
further investigation.
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