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Data supervision is an effective method to ensure the legality of user data on blockchain. However, the massive growth of data
makes it difficult to achieve data supervision in existing blockchain applications. Also, data supervision often leads to problems
such as disclosure of transaction data and user privacy information. To address these issues, this paper proposes a privacy-
preserving blockchain supervision system (BSS) in the multiparty setting, where a supervision chain is introduced to realize
data supervision on blockchain. All sensitive information such as user information in the supervising data is encrypted by the
attribute-based encryption (ABE) technology, so that both privacy protection and access control on user data can be achieved.
Theoretical analysis and comparison show that the proposed BSS scheme is efficient, and experimental analysis indicates the
practicality of our BSS scheme.

1. Introduction

Blockchain is featured with the characteristics of decentrali-
zation, autonomy, and immutability [1]. As the key technol-
ogy in the construction of trust systems, it is envisioned as
an effective technology to address security issues faced in
finance, property rights, smart cities, government affairs,
supply chain, and other fields [2]. With the rapid develop-
ment and wide application of blockchain, due to its open
and transparent characteristics, more and more transaction
data, user information, network node address, and other
information face the risk of privacy leakage [3]. Unlike the
traditional centralized architecture, blockchain does not rely
on a central node; thus, it can effectively avoid the single
point of failure. However, in order to reach consensus by
all blockchain nodes, the data has to be disclosed to all of
them, which also brings the risk of privacy leakage.

The lack of centralized entities makes it difficult for
relevant government regulators to supervise the blockchain.
Lack of regulation will seriously restrict the healthy and
sustainable development of the entire blockchain industry.
However, there remain some problems in the existing super-
vision methods on blockchain [4]. Due to the autonomous
and decentralized features of blockchain, it is difficult to
guarantee the legality of data on blockchain; that is, the data
on blockchain cannot be well supervised. Moreover, supervi-
sion may bring the issue of privacy protection [5, 6]. Due to
the significant difference between the blockchain technology
and traditional system architecture, many traditional privacy
protection methods are not applicable to blockchain. There-
fore, it is necessary to design an effective supervision mech-
anism with privacy protection on user data in blockchain.

The multilayer structure has been used to achieve super-
vision on blockchain. Yang et al. [7] realized the monitoring
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of user behavior and the verification of blocks by employing
the multilayer structure. The block verification is executed
by the system supervisor, which improves the performance
and security of the system. Li et al. [8] designed a two-
layer adaptive blockchain-based supervision framework
(TABS) to address the supervision issues in off-site modular
housing production, where the first layer contains the adap-
tive private sidechains of participants, and the second layer
is the main blockchain for communication and transactions.
TABS can effectively prevent the main blockchain from tam-
pering with records, and it can also prompt users to quickly
publish their transaction records without revealing their
privacy. Note that a single supervisor is easily corrupted by
an adversary, which can cause irreparable losses. The prob-
lem of single point of failure can be effectively avoided by
setting multisupervision in the supervision process. Yang
et al. [7] and Li et al. [8] put forward their schemes in the
agricultural machinery scheduling and off-site modular
housing production scenarios, respectively. However, there
was no universal blockchain supervision framework for the
application scenarios that need to be regulated. In addition,
there is no blockchain supervision framework that allows
multiple parties to participate in a multilayer blockchain
structure.

1.1. Our Contributions. To address the above mentioned
issues, this paper proposes a multiparty blockchain supervi-
sion system (BSS) framework. In BSS, a dual-chain architec-
ture is introduced, which contains two types of blockchains,
namely, business chain (BC) and supervision chain (SC). SC
consists of the regulatory authorities and supervisors, which
provides the supervision service for the data on BC. By
deploying transaction information and supervision informa-
tion separately, the scalability of the BSS can be improved.

ABE is employed to realize flexible access control on
data; that is, the regulatory authority can set access control
policies, so that different supervisors have different permis-
sions. Regulatory authority can encrypt data for multiple
supervisors at the same time and build communication
channels without obtaining each supervisor’s public key in
advance. This process can reduce the computing overhead
caused by encrypting data for each recipient. Data informa-
tion will go through two rounds of supervision by regulatory
authorities and supervisors. Smart contract in BSS can real-
ize verification and upload supervision information to the
blockchain. Thus, BSS supports the management and con-
trol on data in BC and also protects the data privacy, which
offers trade-off between supervision and privacy protection.
Through security and theoretical analysis, it is shown that
the proposed BSS framework is suitable for different ABE
and application scenarios.

1.2. Related Works. Yong et al. [9] designed a blockchain
supervision system to supervise the supply of vaccines through
smart contracts and machine learning. Their scheme not only
supports the query on individual vaccination records and
tracking the vaccine operation records through the smart con-
tract but also allows the regulatory agencies to manage expired
vaccines. Meng et al. [10] proposed a security mechanism to

build trust-based filtering. This mechanism processes and
reduces malicious traffic by using traffic fusion and aggrega-
tion. Yin et al. [11] provided an approach using supervised
machine learning to implement system supervision, where
the gradient enhancement algorithm was used to predict the
type of entity. A classifier was established to distinguish 12
categories by using 957 entities as sample data for authentica-
tion. The gradient boosting algorithm with default parameters
was used to improve the accuracy of average cross validation.
Ma et al. [12] proposed a traceable blockchain scheme,
SkyEye, which enables the regulatory authority to track the
identity of users. In [13], Ma et al. designed a blockchain
traceable scheme with oversight function based on SkyEye,
from a distributed multikey generation protocol and some
other cryptographic primitives. Note that the supervisor must
obtain the consent of committees when tracing some users.
Meng et al. [14] proposed a blockchain-enabled single charac-
ter frequency-based exclusive signature matching scheme to
secure the security of smart IoT environment.

In terms of privacy protection, many information hiding
mechanisms have been proposed for transaction contents,
including Monero and Zrash. Monero is mainly based on
the Cryptonote protocol, which uses one-time random
address and ring signature to randomize the sender and
other node information so as to realize the sender’s anonym-
ity. Encryption is used to realize the anonymity of the
receiver; that is, only the receiver has the private key of the
ciphertext. In Monero coin, the anonymity of the sender is
determined by the size of the anonymous set. The stronger
the anonymity is, the larger the anonymous set is, but the
time complexity of encryption and decryption will also
increase. Zrash [15] is a cryptocurrency embedded with
noninteractive zero-knowledge proof, which divides the
address into transparent address and hidden address. The
hidden address is used to realize anonymity for users. Unlike
Monero, Zrash can authenticate transactions without dis-
closing transaction data. However, users may not make
transparent transactions due to the computational cost of
zero-knowledge proof. Blockchain platforms such as Monax
and Multichain [16] provide multichain solutions that
enable privacy protection of transaction data through inter-
chain isolation.

As a kind of computer protocol, smart contract [17] can
realize automatic verification, programmable execution,
irreversible, and other functions. The security and privacy of
smart contract can be guaranteed by formal verification [18],
decompilation [19], etc. Cheng et al. [20] introduced Ekiden,
which combines blockchain with trusted hardware. The Eki-
den system separates consensus and execution, which offers
the high system performance and scalability. In the initializa-
tion phase, the smart contract is encrypted and stored on the
blockchain after verification. The corresponding public key
and private key should be provided when the smart contract
is called and acquired. The privacy protection for smart con-
tract is realized by storing encrypted contract.

ABE is developed on the basis of identity-based encryp-
tion (IBE) proposed by Boldyreva et al. [21]. Compared with
the previous encryption methods, ABE realizes a one-to-
many encryption mode, provides fine-grained access control
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on data, and also supports certain fault tolerance [22]. Goyal
et al. [23] designed a key policy attribute-based encryption
scheme, where the access policy and attribute set are embedded
in the key and ciphertext, respectively. Bethencourt et al. [24]
proposed a ciphertext policy attribute-based encryption
scheme, where the access policy and user attributes are, respec-
tively, embedded in ciphertext and key, which can be used in
access control applications such as private data sharing [25].

1.3. Organization. The remainder of this paper is organized as
follows. Section 2 describes the system model, dual-chain
architecture, and security requirements. Section 3 introduces
the preliminaries for the proposed BSS scheme. A description
of our BSS scheme is presented in Section 4. In Section 5, the
security and performance of our BSS scheme are evaluated
and compared. Section 6 concludes the paper.

2. System Model and Requirements

2.1. System Model. As shown in Figure 1, a BSS system con-
sists of five types of entities, namely, regulatory authority,
supervisor, key generation center (KGC), business chain
(BC), and supervision chain (SC).

(i) Regulatory Authority. For the data to be supervised,
they can be judged by the regulatory authority
according to some rules. The supervision results
are encrypted by the regulatory authority and
broadcasted to supervisors.

(ii) Supervisor. The supervisors with decryption permis-
sion are able to decrypt the information sent by the
regulatory authority and supervise the related data.

(iii) KGC. The KGC is responsible for generating system
public parameters and registering the attributes of
supervisor.

(iv) BC. BC is mainly used to maintain the business data
information.

(v) SC. SC mainly manages the supervision information.
The supervision information processed by the regula-
tory authority and the supervisor is transmitted to SC.

The data to be supervised in the BSS system is first deliv-
ered to the regulatory authority. They are supervised accord-
ing to the supervision rules by the regulatory authority and
then encrypted by employing the hybrid encryption technol-
ogy, where the access policy can be set during hybrid encryp-
tion. Only the supervisor satisfying the access policy has
relevant authority to conduct supervision. The supervisors
need to perform the second round of supervision on data. If
the supervision results of two rounds are consistent, then the
smart contract uploads the supervision information to SC.

2.2. Dual-Chain Architecture. In order to realize data super-
vision, this paper introduces a dual-chain architecture
composed of BC and SC and uses the ABE method to pro-
tect the privacy of user data. The dual-chain architecture is
shown in Figure 2.

(i) SC. SC consists of the regulatory authority nodes
(RAN) and the supervisor nodes (SUN). In real
world applications, RAN can be the regulatory
authority, while SUN may comprise legal depart-
ments. RAN is able to perform supervision and
encryption on data. Data submitted to the RAN for
supervision is reviewed in the first round to detect
illegal information. SUN can complete the decryp-
tion and supervision on data, so that the supervisor
can further supervise the relevant data after decryp-
tion. The supervision results in the two rounds of
supervision can be confirmed and uploaded to SC
through smart contract.

(ii) BC. Different types of data are stored on BC, which
should have been delivered to SC for supervision
before being written to BC. Also, when the data is
retrieved from BC, it should be first delivered to SC
for supervision. In addition, the data in BC may also
be taken out for supervising whenever necessary.

2.3. Security Requirements. A secure BSS system in the mul-
tiparty setting has to satisfy the following requirements.

(i) Anticollusion Attack. Even when the keys of multi-
ple supervisors are combined, these supervisors can-
not obtain the valid ciphertext. Supervisors cannot
obtain plaintext data that exceeds their regulatory
capability.

(ii) Multiparty Supervision. Data on the BC can be
supervised by multiple parties. It avoids the prob-
lem of excessive concentration of power under the
supervision of an individual or separate agency
and reduces the security risk caused by the breach
of one party.

(iii) Privacy Protection. Sensitive data submitted to the
SC should be encrypted to guarantee their privacy.

(iv) Access Control. The supervisors are not allowed to
access data that is not authorized. Different supervi-
sors have their own permission and have different
decryption capabilities for the data sent from the
regulatory authority.

3. Preliminaries

3.1. Attribute-Based Encryption. A ciphertext-policy attribute-
based encryption scheme A consists of four algorithms

A = Setup, KeyGen, Enc, Decð Þ: ð1Þ

(i) SetupðdÞ⟶ ðPK ,MKÞ. With input the security
parameter d, the system setup algorithm outputs
public parameter PK and master key MK

(ii) KeyGenðMK ,UÞ⟶ SK . With input the master
key MK and the attribute set U , the key generation
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algorithm outputs the private key SK associated
with the user attribute set U

(iii) EncðPK ,M, TÞ⟶ CT . With input the public
parameter PK, a plaintext messageM, and an access
structure T , the encryption algorithm outputs a
ciphertext CT

(iv) DecðCT , SK , PKÞ⟶M. With input the ciphertext
CT, private key SK, and public parameter PK, if
the attributes in the user key match the access policy
required by the ciphertext, then the decryption algo-
rithm outputs the corresponding plaintext M

3.2. Bilinear Groups. Let G1 and GT be two cyclic groups of
prime order p and g be a generator of G1. A bilinear map
e : G1 × G1 ⟶GT satisfies the following conditions:

(i) Bilinearity. For a, b∈RZp, we have

e ga, gb
� �

= e g, gð Þab: ð2Þ

(ii) Nondegeneracy. There exists r, s ∈G1 such that

e r, sð Þ ≠ 1GT
, ð3Þ

where 1GT
is the identity of GT .

(iii) Computability. For r, s∈RG1, there is an efficient
algorithm to compute eðr, sÞ.

4. BSS Construction

Our BSS framework consists of five procedures, namely, system
setup, registration, regulatory authority supervision, supervisor

BC SCSupervisor

KGC
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authority 

Figure 1: System model of BSS.
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Figure 2: Dual-chain architecture.
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second-round supervision, and data processing. The frequently
used notations are summarized in Table 1, and the process of
supervision is shown in Figure 3.

4.1. System Setup. KGC selects a secure symmetric encryption
scheme F = ðKeyGen, Enc, DecÞ and a ciphertext-policy
attribute-based encryption scheme A = ðSetup, KeyGen, Enc,
DecÞ. With input the security parameter d, KGC runs the
algorithm A:SetupðdÞ to generate the public parameter PK
and the master key MK. Then, KGC uploads the encryption
scheme F and the public parameter PK to the blockchain,
while MK is kept secret and not allowed to be accessed by
other users.

4.2. Registration. The supervisor submits its own attribute
set U to KGC for registration. KGC first searches the data-
base; if the supervisor has already registered, the registration
request is rejected. Otherwise, the attribute set U is added to
the local database of KGC. Then, KGC generates a registra-
tion record as follows:

R⟵ U idSk kN tReg
��� �

, ð4Þ

which contains the user’s attribute set U , identity docu-
ment of supervisor idS, KGC’s signature N , and registration
time tReg. The registration record R is written to the block-
chain. Then, KGC runs the A:KeyGen algorithm with the
master key MK and user attribute U to generate the private
key SK, which is sent to the corresponding supervisor to
complete the registration process. The registration process
is shown in Algorithm 1.

4.3. Regulatory Authority Supervision. The data m to be
supervised is first uploaded to RAN, so that the regulatory
authority can perform supervision based on its own rules.
The regulatory authority generates supervision record

βRA ⟵ m Ik kJ1 tRAk kidRAð Þ, ð5Þ

where m is the supervised data, I is the user information,
tRA is the regulatory authority supervision time, and idRA is
the identity document of regulatory authority. Also, J1 ⟵
ðidmkidBCkVkλRAÞ denotes the supervision result of the
regulatory authority, where idm is the identity document of
m, idBC is the identity document of BC, V is the rule that
m violates, and λRA is the judgment of regulatory authority.

The regulatory authority generates a symmetric key k
⟵ F:KeyGenðdÞ and calculates

C1 = A:Enc PK, k, Tð Þ,
C2 = F:Enc k, βRAð Þ,

ð6Þ

where PK and T are the public parameters and access
structure in ABE, respectively. The RAN outputs the corre-
sponding ciphertext hC1, C2i and broadcasts it to supervisors.

4.4. Supervisor Second-Round Supervision. For the received
ciphertext tuple hC1, C2i, the supervisor executes A:Dec
ðC1, SK, PKÞ with its private key SK. If SK satisfies the

access policy T in C1, then the supervisor is allowed to get
the symmetric key k through decryption. Moreover, the super-
visor runs the algorithm F:DecðC2, kÞ to get the correspond-
ing plaintext tuple βRA, which contains data m on BC. The
supervisor is then able to run a second round of supervision
on data m and outputs the corresponding supervision record

βS ⟵ m Ik kJ2 tSk kidSð Þ, ð7Þ

where tS is the supervisor supervision time. Here, J2 ⟵
ðidmkidBCkVkλSÞ is the supervision result of the supervisor,
where λS is the judgment of supervisor.

4.5. Data Processing. The smart contract will compare the
supervision results generated in two rounds of supervision
by the regulatory authority and the supervisor, respectively.
If they are consistent, then the smart contract generates the
following supervision information

L⟵ β tProkð Þ, ð8Þ

and adds it to SC, which consists of data information β
⟵ ðβRAkβSÞ and data processing time tPro. If the two
supervision results are inconsistent, a new round of supervi-
sion should be performed by RAN. The procedure of data
processing is shown in Algorithm 2.

5. Analysis and Comparison

5.1. Security Analysis

Theorem 1. If the symmetric encryption scheme F and ABE
scheme A are secure, then the proposed BSS framework can
resist collusion attacks.

Proof. In ABE schemes, SK is associated with a random
polynomial qðxÞ or a random number r. Different random
polynomial qðxÞ or random number r will be selected when
generating private key SK for different users. The Lagrange

Table 1: Notations.

Notations Descriptions

F Secure symmetric encryption algorithm

A Ciphertext-policy attribute-based encryption scheme

R Registration record

U Attribute set

m The data to be supervised

I User information

J1 The supervision result of the regulatory authority

J2 The supervision result of the supervisor

N The signature of KGC

t Timestamp

β Supervision record

L Supervision information
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interpolation method requires that only when all values
come from the same polynomial, the value of the target
point can be solved. Therefore, when the keys of multiple
users are combined, different random numbers and random

polynomials cannot be combined to obtain the correspond-
ing plaintext information. Thus, the private keys of different
users cannot be combined, which means the proposed BSS
framework can resist collusion attacks of multiple users.☐☐

Theorem 2. The proposed BSS framework can support the
multiparty supervision of data on BC.

Proof. In the proposed BSS framework, SC is used to imple-
ment review and supervision on data m, including the data
uploaded to the BC, retrieved from the BC, and remain
existed in the BC. Users are only allowed to upload and
retrieve data that meets certain rules and conditions. Multi-
ple parties are allowed to participate in the supervision
process, where only the authorized supervisors are able to
jointly supervise certain data. Only when the supervision
results J1 and J2 are consistent, the supervision information
L will be uploaded to SC, which can reduce the risk of
privacy leakage caused by the concentration of power in
the single supervision authority setting.☐☐

Theorem 3. If the symmetric encryption scheme F and ABE
scheme A are secure, then the proposed BSS framework can
provide privacy protection of data on BC.

Proof. In the proposed BSS framework, the user information
I, timestamp t, and data on BC m are encrypted by the
hybrid encryption technology. Data information can only
be decrypted and viewed by the user who has the corre-
sponding private key, which can reduce the risk of privacy
leakage caused by supervision. In addition, SC in the pro-
posed scheme is realized by the consortium chain, so that
only the licensed users can join SC. Compared to the public
chain, the management of the consortium chain can provide
better protection for data privacy and the accountability
after privacy leakage.☐☐

RAN

5, Data 
upload

Ciphertext

6, Supervision
encryption

7, Data 
extraction

9, Supervision 
information 

upload

4, Key 
distribution

2, Attribute 
upload

Node 1 Node 2 …… Node n

Blockchain

3, Supervisor 
attribute 
upload

Data to be
supervised 

KGC

1, Public parameters upload 

SCSupervisor

8, Again 
supervise

BC

Figure 3: A procedure of BSS.

Require:U , idS,MK
Ensure: success/f ailure

KGC⟵U
if idS already registered then
returnf ailure

else
KGC ⟵idS,U
Register idS,U to local database
Generate N , tReg
R⟵ ðUkidSkNktRegÞ
Send R to blockchain
SK ⟵A:KeyGenðMK ,UÞ
Send SK to idS:

else if

Algorithm 1: Registration.

Require:J1, J2
Ensure: success/f ailure

Smart contract ⟵J1, J2
if J1 = J2 then

Generate tPro
β⟵ ðβRAkβSÞ
Smart contract ⟵β, tPro
L⟵ ðβktProÞ
SC⟵ L
return success

else
return f ailure

end if

Algorithm 2: Supervision data processing.
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Theorem 4. If the chosen ABE scheme A is secure, then the
proposed BSS framework can support access control on data.

Proof. In the proposed BSS framework, the ABE scheme A is
used to control the permissions. By embedding access policy
T in the encryption process, the specific supervisor is
assigned to decrypt and access the data. That is, when the
attribute set U of the supervisor satisfies the access policy
T , the supervisor has the permission to supervise data m;

otherwise, it does not have the permission to decrypt the
data. Thus, different supervisors have different supervision
permissions for different data.☐☐

5.2. Theoretical Analysis. As shown in Table 2, the perfor-
mance of our BSS framework is theoretical compared with
existing supervision schemes. Yong et al.’s scheme [9] and
Yin et al.’s scheme [11] mainly use the machine learning
method to achieve supervision. Sun et al.’s scheme [26]
introduces a multichain structure to complete supervision.
Peng et al.’s scheme [27] achieves the supervising through
a double-layer blockchain. In our BSS framework, the super-
vision of data in the blockchain is realized by designing a
dual-chain architecture.

In addition, the schemes [9, 11, 26, 27] cannot control the
permission of supervisors during the supervision process,
whereas our BSS realizes the control on the supervisor’s
permission through the ABE technology. In terms of applica-
tion scenarios, Yong et al.’s scheme [9] and Peng et al.’s scheme
[27] are suitable to the supervision in the supply and produc-
tion of vaccine, respectively, while Sun et al.’s supervision
scheme [26] can be applied to the central bank digital currency.
Our BSS framework is suitable for financial trade information
supervision, industrial equipment maintenance information
supervision, etc. In different application scenarios, regulatory
authorities and supervisors use different rules to supervise
different data. Our BSS framework is also suitable to other
application scenarios that require multiparty supervision.

Table 2: Theoretical comparison.

Scheme Supervision method Access control Application scenarios

Yong et al.’s scheme [9] Machine learning — Vaccine supply

Yin et al.’s scheme [11] Machine learning — —

Sun et al.’s scheme [26] Multiblockchain model — Central bank digital currency

Peng et al.’s scheme [27] Double-layer blockchain — Vaccine production

Our BBS framework Dual-chain architecture √ Financial trade, etc.
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5.3. Experimental Analysis. We conducted the experiments
using Python and Solidity programming languages, on a plat-
form with Ubuntu 16.04 operating system and 4GB memory.
The machine is with an AMDRyzen 5 4600H at 3.00GHz and
16GB in memory. FISCO BCOS 2.0 was adopted as the
underlying framework of consortium blockchain. In the Setup
phase, 256-bit AES-CBC was chosen as the symmetric encryp-
tion algorithm F, which is implemented by the Crypto library.
For ABE scheme, both Bethencourt, Sahai andWaters scheme
[24] and Agrawal and Chase’s scheme [28] were employed to
process the data on the same chain. A 224-bit asymmetric
elliptic curveMNT224 was chosen to realize bilinear mapping.

The performance of our BSS framework is compared by
two instantiations from two ABE schemes [24] and [28],
respectively. The number of supervisor attributes is a key
factor for the timing of registration phase. Figure 4 shows
the effect of the registration time when the number of supervi-
sor attributes changes from 10 to 50. It can be seen from
Figure 4 that the time in the registration phase enjoys a linear
relationship with the number of attributes of the supervisor.
When the number of attributes is 10, both instantiations take
roughly the same registration time. Although the registration
time grows as the number of attributes increases, the overall
time increase of Agrawal and Chase’s scheme [28] is lower
than that of Bethencourt, Sahai and Waters scheme [24].

In the phases of regulatory authority supervision and
supervisor second-round supervision, different access poli-
cies would affect the efficiency of encryption and decryption
of data by regulatory authority and supervisors. Figures 5
and 6, respectively, show the encryption and decryption time
of schemes [24] and [28] under different policy sizes. It can
be seen from Figure 5 that the increase of the strategy will
lead to the increase of encryption time of the system. While
the encryption time of Agrawal and Chase’s scheme [28] is
lower than that of Bethencourt, Sahai and Waters scheme
[24]. As shown in Figure 6, in the decryption phase, with
the increase of policy size, the decryption time of Agrawal
and Chase’s scheme [28] does not have significant changes,
while the scheme of Bethencourt, Sahai and Waters [24]
changes greatly.

In the data processing phase, the smart contract will
compare the supervision results J1 and J2 generated by the
regulatory authority and supervisor, respectively. Then, the
smart contract uploads the supervision information L to
the SC. The system will output the transaction information
when the supervision information L is uploaded successfully.
Part of the transaction information in the data processing

phase is shown in Figure 7, which includes block hash, trans-
action hash, contract address, and other information. Here,
the block hash is the hash value with regard to the current
block, the transaction hash is the hash value generated at
the end of supervision, and the contract address shows the
address of the invoked contract.

6. Conclusion

This paper studied the problems of difficult supervision in BC,
privacy leakage during supervision, and overconcentration of
rights. To address these issues, a supervision system architec-
ture BSS for data in BC is proposed. Through SC and the
ABE technology, both data supervision and privacy protection
can be realized. The supervisor is granted certain permission,
and only the supervisor satisfying the relevant authority per-
mission can supervise the data on BC. The proposed BSS
framework also supports access control on supervisors and
allows multiple supervisors to participate in supervision at the
same time. The designed dual-chain architecture can effectively
improve the scalability of the BSS system. Theoretical and
experimental analysis shows that the BSS instantiations with
different ABE schemes are suitable for real world applications.
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