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This work considers a secure multiple-input multiple-output (MIMO) channel where the energy receiver (ER) is a potential
eavesdropper (Eve). Specifically, we aim to maximize the secrecy energy efficiency (SEE) via jointly designing the transmit
precoding matrix and the artificial noise (AN) covariance at the base station (BS), as well as the power splitting (PS) ratio at
the desired receiver (DR), subject to the constraints of the transmit power budget and harvested energy threshold. To handle
the formulated highly nonconvex fractional problem, we apply the successive convex approximation (SCA) method to
transform the objective and constraint into a tractable form. Then, a penalty-based iterative algorithm is proposed. Finally,
simulation results validate the performance of the proposed design.

1. Introduction

Simultaneous wireless information and power transfer
(SWIPT) and energy efliciency (EE) transmission are consid-
ered two prominent approaches to the ever increasing
demand for energy in the context of next-generation com-
munication [1]. More specifically, in SWIPT-based commu-
nications, the receivers are able to salvage electromagnetic
energy from radiofrequency (RF) signals. On the other hand,
energy-efficient communication is aimed at achieving a cer-
tain rate-energy balance by maximizing the EE, defined as
the number of delivered bits per unit energy [2].

Traditionally, SWIPT and EE are often independently
investigated. Recently, there is growing interest in combin-
ing these two concepts together to maximize the EE in the
SWIPT system in [3]. Several authors characterized the
capacity and energy tradeoffs for SWIPT under different sys-
tem setups, such as the multiple-input multiple-output
(MIMO) channel in [4] and the amplify-and-forward (AF)
relay networks [5].

It is a fundamental requirement for the next-generation
wireless communication systems to provide secure commu-
nication. As a complement to traditional cryptographic
encryption, a large amount of literature has been devoted
to the physical-layer security (PLS), especially in multian-
tenna systems [6]. Taking full advantage of the spatial
degrees of freedom (DoF) offered by multiple transmit
antennas, the transmitter could enhance the overall security
by the means of transmit beamforming (BF) and artificial
noise (AN) [7]. The effectiveness of transmit BF and AN
has also been verified in the secure SWIPT system [8].

Since the goal of secrecy throughput maximization may
conflict with the aim of harvested energy maximization, secure
EE (SEE) can be considered a performance metric for studying
the tradeoff between these two goals. Specifically, for the SEE
design, in [9], the authors investigated an artificial noise-
aided energy efficiency optimization in the MIMO channel
with SWIPT, while in [10], the authors investigated the secure
and energy-efficient BF design for multiuser downlink
multiple-input single-output (MISO) channel with SWIPT.
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From a more practical view, the channel state informa-
tion (CSI) of the eavesdropper (Eve) may not be perfect
obtained by the transmitter due to the existence of channel
estimation, quantization, or feedback errors; thus, robust
secrecy design has been widely investigated. Specifically, in
[11, 12], the authors studied the robust secrecy design in
the MISO channel, based on the probabilistic constrained
robust model and the worst case robust model, respectively,
while in [13], the authors investigated the robust harvested
energy efficiency optimization for secure MIMO SWIPT sys-
tems. In [14], the authors investigated the robust BF designs
for secrecy MIMO SWIPT systems, while in [15, 16], the
authors investigated the outage constrained robust secrecy
rate maximization and secrecy energy efficiency maximiza-
tion design with SWIPT, respectively. The above works were
focused on the linear RF energy harvesting (EH) model. Fur-
thermore, by considering a practical nonlinear EH model, in
[17], the authors studied the robust BF design in a non-
orthogonal multiple access (NOMA) network relying on
SWIPT. In [18], the authors studied the computation effi-
ciency maximization in wireless-powered mobile edge com-
puting networks. Moreover, in [19], the authors investigated
the AN-aided secure cognitive BF for cooperative MISO-
NOMA using SWIPT, while in [20], the authors studied
the EE optimization in secure MISO SWIPT systems with
a nonlinear EH model. However, these works mainly focus
on the MISO channel, and the SEE in the MIMO SWIPT
channel has not been investigated yet.

Motivated by these observations, in this work, we focus
on the robust SEE design for a SWIPT-based MIMO wire-
tap channel, where the desired receiver (DR) employs the
power splitting (PS) scheme to facilitate the SWIPT and
AN is emitted by the transmitter to improve the security.
Specifically, we aim to maximize the ratio of the secrecy
rate with the total power consumption, by jointly design-
ing the precoding matrix, AN covariance, and the PS
ratios. Different from the commonly used Dinkelbach
method, we apply the successive convex approximation
(SCA) method to transform the constraints into tractable
forms, where the fractional objective is turned into expo-
nential functions. Then, to reduce the performance loss
introduced by the rank relaxation, a penalty-based iterative
algorithm is proposed. Finally, numerical results indicate
the performance of the proposed design and provide some
meaningful insights.

Our contributions are summarized as follows:

(1) To the best of our knowledge, this is the first work to
study the SEE optimization in a MIMO SWIPT net-
work. The formulated problem is nonconvex due to
the nonconvex objective, the nonconvex constraints,
the coupled variables, and the infinite constraints
arising from the CSI uncertainty

(2) Different from the Dinkelbach algorithm, we do not
transform the fractional programming into a subtrac-
tive form. However, we directly handle the fractional
objective, which is no need of the one-dimensional
search procedure, thus reducing the computational
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complexity. Specifically, a SCA method is utilized to
decompose and reformulate the original nonconvex
problem, while the CSI error is tackled by the S-
procedure. Then, a penalty-based iterative algorithm is
proposed to optimize the BF, the AN covariance, and
the PS ratio

(3) The computational complexity of the proposed algo-
rithm is analyzed, which suggests that the proposed
algorithm has lower complexity. Simulation results
show that the proposed design achieves better SEE
than other benchmarks. Besides, some meaningful
insights are given by the results: (1) AN can improve
the SEE in the wiretap channel evidently, (2) the
dynamic PS scheme can attain higher SEE than the
fixed PS scheme, and (3) the linear EH model is
more beneficial to improve the SEE than the nonlin-
ear EH model

The rest of this work is organized as follows. The system
model and problem statement are given in Section 2. Section
3 investigates the joint precoding, AN, and PS design, where
a SCA-based algorithm is proposed. Simulation results are
provided in Section 4. Section 5 concludes this work.

L.1. Notations. Throughout this work, boldface lowercase
and uppercase letters denote vectors and matrices, respec-
tively. The conjugate, transpose, conjugate transpose, and
trace of matrix A are denoted as AT, AT, A", and Tr(A),
respectively. a=vec(A) denotes stacking the columns of
matrix A into a vector a. A >0 indicates that A is a positive
semidefinite matrix. ||a|| denotes the Euclidean norm of vec-
tor a. e denotes the element-wise product. I is an identity
matrix with proper dimension. €.4(0,1) denotes a circu-
larly symmetric complex Gaussian random vector with
mean 0 and covariance I. [x]" indicates max (0, x).

2. System Model and Problem Statement

2.1. System Model. Let us consider a MIMO downlink sys-
tem as shown in Figure 1, which consists of one transmitter,
one DR, and M energy receivers (ERs). In the network, the
DR employs a PS scheme to extract information and power
simultaneously while the ER is potential Eve. It is assumed
that the transmitter, the DR, and each ER are equipped with
Ny, Np, and N antennas, respectively. The channel coeffi-
cients between the transmitter and the DR, as well as the
m-th ER, me M ={1,---, M}, are denoted as H € CN7*No
and G,, € CNrNe, respectively.

In this work, we assume that only imperfect ERs’ CSI can
be attained. Similar to [13], the imperfect CSI can be mod-
eled as

{Gm|G =G,, + AG,,,||AG,,|| . < m} (1)

where G, denotes the estimate of the true G,,, AG,,
denotes their respective error, and ¢, represents the respec-
tive size of the bounded error region.
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FIGURE 1: The secure MIMO SWIPT system.

The information bearing the signal vector se C?!
(d<Ny) is precoded by the precoding matrix W e CN,
and AN is used to help energy transfer and improve security.
Thus, the transmit signal vector x € C¥7*! can be expressed
as

x=Ws+v, (2)

where v € CN7*! is the AN vector with v ~ €.4/(0, Z). With-
out loss of generality (W.lLo.g.), we assume that E[ss”] = 1.
The total transmit power is

P (W,Z) = uTr(WW" +Z) + P, (3)

where p is the transmitter power amplifier efficiencies,
respectively. In addition, P, is the total circuit power con-
sumption for the network.

Then, the received signals at the DR and the m-th ER can
be expressed as

yp = H'Ws+ Hz + np, (42)

Vim = GﬁWs + Gﬁz +ng,, (4b)

where nj, € C"»*! and ny,,, € CV¥*! are the noise vectors
at the DR and the m-th ER with np~%4(0,0%I) and
ng,, ~ €N (0,0%,,1), respectively.

The received signals at the DR are divided into two
streams. One is used to information decoding (ID), and
the other is for EH. Specifically, by denoting p as the PS ratio
at the DR, the signal received for ID and EH at the DR can
be expressed as

Yo = vP(HWs + H'z + np,) +ny, (5a)
ypr=v/1-p(HWs + H'z +np), (5b)

where n, € C¥»! is the additional processing noise at
the DR with np, ~ €.4/(0, 031). It should be noted that, when
the harvested power is relatively small, the nonlinear EH
model can be approximated as a linear EH model [20]. Thus,
in this work, we adapt the linear EH model due to the sim-
plicity. Furthermore, in the simulation part, we will compare
the SEE performance in linear and nonlinear EH models,
respectively.

Accordingly, the achievable secrecy rate can be expressed
as

R(p,W,Z) = Cp, — max Cp,,,, (6)

VmeM

where Cp, and Cy,, denote the mutual information at the
DR and the m-th ER, respectively, and are given by

HfwWwWHH
Cp=In |1+ — 2= = : (7a)
popl+ pH"ZH + 031
GIwwr G
Cpp=In I+ = —m |, (7b)
: 02,1+ GlZG,,

On the other hand, the received RF power at the DR and
the m-th ER can be expressed as

Ep=a(l - p)Tr(H" (WW" + Z)H), (8a)

Eg, =1,Tr(G(WW" + Z)G,, + 0} 1), (8b)

where a and 77,, denote the energy transform efficiency at
the DR and the m-th ER, respectively.
Therefore, the SEE for the MIMO network is defined as

R(p,W,Z)

SEE(pW.2)= 3 " W.Z)
tot 4

[bit/Joule]. 9)

2.2. Problem Statement. In this work, we aim to maximize
the SEE via jointly designing the transmit precoding matrix
and the AN covariance at the transmitter, as well as the PS
ratio at the DR, subject to the constraints of the transmit
power budget and harvested energy threshold. Specifically,
the SEE maximization problem subject to the worst case
secrecy rate and minimum EH threshold constraint can be
formulated as

P1: ‘I)lezl’)éSEE(p, W,Z), (10a)
s.tEp(p, W, Z) 2 Epy (10b)
E,(W,Z)2E, (10¢)
P (W,Z) <P, (10d)
R(p,W,Z)=R,, (10e)
Z>0,0<p<l, (10f)



where Ej, 5, and E,, ;, are the minimum harvested energy
threshold at the DR and the m-th ER, respectively. In addi-
tion, R,, is the minimum secrecy rate and P, is the maxi-
mum transmit power.

In fact, there exists another commonly used robust
design, e.g., the probabilistic constrained robust design
[21], where the authors studied the robust trajectory and
transmit power optimization for secure unmanned aerial
vehicle- (UAV-) enabled networks and proposed a fair com-
parison between the performance of the worst case design
and the outage case design by setting the radii of the
bounded uncertainty regions to a certain value, which is

¢), where F;I{ITNNZ(')
denotes the inverse cumulative distribution function of a
chi-square random variable with 2NN + 2 degrees of free-
dom, ¢ denotes the outage probability, and @,, is the region
for the probabilistic CSI uncertainty; e.g., we assume that
vec(AG,,) ~ BN (0, @%1).

Thus, in this work, we mainly focus on the bounded CSI
uncertainty, since the proposed method can be extended to
the probabilistic constrained case.

given by e, = Y. Fyy, Nb+2(1

3. A SCA-Based Method for the SEE Design

P1 is a typical fractional programming, different from the
commonly used Dinkelbach algorithm in [22]; we will pro-
pose an effective method to handle this obstacle.

Firstly, we need to turn R (p, W, Z) into a solvable refor-
mation. Via denoting Q= WW¥ and t = 1/p, we obtain the
following problem:

Y1V
P2: 2
QZiyy, uTr(Q+Z) + P, (11a)
SLYR =Y, (11b)
Ym <Y VGm € Gm’ (llc)
1
a(l— ?>Tr(HH(Q+Z)H+of)I) > Ep s (11d)
n,Tr(GH(Q+2)G,, +0%,1) 2E, ;,VG, €Z,, (lle)
uTr(Q+Z) +P, <P, (11f)
Q>0,Z>0,t>1, (11g)
V1= V2 2 Ryps (11h)

where y, and y, are given as

Yr=In [H'(Q+Z)H + 071 + to}1| - In |HYZH + 071 + to}1],
(12a)

Yw=In |G (Q+Z)G,, +0},1| - In |G)ZG,, + 07, 1|,

(12b)

and y, and y, are the auxiliary variables.
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The main difficulty of (11) is that (11b) and (11c) are the
difference of convex functions; thus, P2 is still nonconvex.
To overcome this difficulty, we will approximate these terms
via the first-order Taylor expansion at a fixed point.

Specifically, around given point {Q, Z, £}, we have

z =1n |HH Q+Z)H+0DI+tUPI‘ In A
—Tr(A‘lHH(Z—Z) H) - Tr(A” (t - F)o}D),

(13a)

m:ln|Bm|+Tr(B;G5<Q-Q+z-Z)Gm) 1)
-In |G]'ZG,, + 07,1/,

where A=HHYZH + 031 +1021 and B, =G," (Q+Z)

G,, +0},,1, respectively.
Thus, we have the following approximated problem:

P3: max N7V,

Qztyy, uTr(Q+Z) +P’ (14a)

s.t.(11d) - (14b)

(11h), Y 2y Y S ¥

Nextly, we will focus on the CSI uncertainties in G,,. By
introducing slack variables {{,,,0,,}, the constraint p,, <y,
can be rewritten as

In |0125’m1 + GgZGm’ >In{,, (15a)
In [B,,| +Tr(B;11GnH1(Q—Q+Z—Z)Gm) <6,, (15b)
0,<In{, +7v,. (15c¢)

To transform (15a) and (15b) into deterministic refor-
mations, we introduce the following lemma.

Lemma 1 [13]. For any positive semidefinite matrix A, the
inequality holds I+ A| > 1+ Tr(A) and the equality holds if
and only if rank (A) <1

According to Lemma 1, we obtain the following relation-
ship:

(152) < o7, |1+ 072,GHZG, | 2,

2(1-Ng)

(16)
—Tr(GZG,) 2 0%, "¢, -0}

m*

Then, we vectorized the equation G,, = =G,, + AG,; e.g.
we denote g, =vec(G,,), g, =vec(G ) Ag,, —vec(AG )s
it is easy to know that [|AG,, || <¢,, = ||Ag,.|l, <e
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By using the identity Tr(AB”CD) =vec(B)" (AT ® C)
vec(D), we transform (16) to

Anggm - 62m < 0’
~gn(182)g, - 2R{g,(I©Z)Ag,,}, (17)
~Agh(1®Z)Ag,, + o' ™NeIg, — o}, <0.

Nextly, we introduce the following lemma to handle the
channel uncertainty.

Lemma 2 [23]. Define the function
fj(x):xHij+29{{bf1x}+cj,j:1,2, (18)

where A; = A]H €C™, b, € C™!, and ¢; € R. The implication
f;(x) <0= f,(x) < 0 holds if and only if there exists A >0

such that
A b ] _
b? i

provided that there exists a point x, such that f,(x,) < 0.

A (19)

AZ b2]>0

H
b; ¢

By using Lemma 2 with respect to Ag,,, (17) can be
transformed to the following linear matrix inequality (LMI):

(IeZ)g,

>0,
fwawﬂma%réwwg+éj
(20)

S l+1I®Z
e

where ¢, > 0 is the auxiliary variable.
Following a similar way, (15b) can be transformed as
_\Ilmg m

o . | =0
(21)

lvml -¥,
2. Y.,

where ¥, = (B;})T ®(Q-Q+Z-Z)andv,,>0is the aux-
iliary variable.

Besides, the ER’s harvested energy constraint (11e) can
be turned into

g.(12(Q+2))

[/\ml+(l®(Q+Z)) (Ie(Q+2z)"g, ]

E
_Amsfn - rrln,th + NEaé,m +g‘:(l ® (Q + Z))gm

m

(22)

where A,, >0 is the auxiliary variable.
By combining these steps, we obtain the following problem:

P4 - Y1= "2

' Q’Zl,yl,y;&a@)ipcwvm,/\m uTr(Q+Z)+P.’ (232)

5
s.t.(11c) - (1le), (11h), (18) - (20), (23b)
(,>0,0,>0,,>0,0,,>0,1,,>0. (23¢)

The remaining task is to handle the fractional objective
(23a). Different from the commonly used Dinkelbach method,
which turns the fractional objective into a subtractive form,
we will change (23a) into exponential functions. Then, the
monotonicity of exponential functions will be utilized to sim-
plify the objective [24]. Specifically, via introducing slack vari-
ables x; and x,, (23) can be turned into

P5: Maxx; = x;, (24a)
s.t.(21b), (21c), (24b)
yi-pzen, (240)
pIr(Q+Z)+P <ev, (24d)

where Q2 {Q,Z, t,9, V5 (> 0> Gp> Upps As X1, %, 1 denotes
the set of all optimization variables.

The only nonconvex part in (24) is (24d). Via the first-
order Taylor expansion, around given point X,, (24d) can
be approximated as

UTr(Q+Z) + P, < e (x, — X, +1). (25)
To this end, we turn (10) into the following problem:

P6 . — X5,
maxx, = x, (26a)

5.£.(22b), (22¢), (23). (26b)

Then, the remaining task is to handle the rank relaxation
introduced by Lemma 1. In the following, we will propose a
penalty-based method. Firstly, by invoking Lemma 1, we have

rank (GlZG,,) =1 < [1+G[IZG,,|
<1+Tr(G|ZG,,) = In |1+ G}ZG,,|
<In (1+Tr(GZG,,)).
(27)

In [T+ GHZG,,| is a concave function w.r.t Z. To handle

the concavity, the penalty-based method is utilized by putting

the constraint into the objective function. Then, (26) can be
recast as

M
max, —x; + k Z In (z,,) —In |1+ G}/ ZG,,

|, (28a)

s.t.(22b), (22¢), (23), (28b)
z,,<1+Tr(GLZG,,), (28¢c)

where « is a penalty factor penalizing the violation of con-
straint rank (GHZG,,) = 1. In addition, the upper bound of
In|I+GHZG,| can be obtained by using the first-order
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[2] repeat

ci=i+1.
[3] untilSEE® — SEE(-D < «.
[4] Output{W*,Z*, t*} and SEE".

[1] Initialization:i = 1, set P, Ep, 4, E,,, ;> Ryp.

a) Obtain {Q1), Z), {0} and SEE®) with fixed {Q, Z, 7} via solving (30).
b) Update {Q, Z, 7} = {Q1, 2, t()}.

ArcoriTHM 1: Iterative algorithm for (30).

Taylor approximation as

In |1 +GHZG,,| <In ‘1 + GZZ“)Gm‘ +Tr

: ((1 + anIZ(i>Gm)_l (z - z<i>)> .

(29)
Based on (29), (28) can be approximated as
M M ) -1 )
Iggxxl —x, + kaZI In (z,,) - k”; Tr(([ + GZZ(’)GM> (Z - Z(‘))>,
(30a)
5.t.(22b), (22¢), (23), (26¢). (30b)

(30) is convex w.r.t Z, which can be efficiently solved by
the convex programming toolbox CVX [25]. The entail itera-
tive algorithm for (30) is summarized in Algorithm 1, in which
{QW, 20t} is the obtained optimal solution in the i-th
iteration, respectively. In addition, SEE") is the optimal value
of (30) in the i-th iteration; x denotes the stopping criterion,
namely, the tolerance [].

Here, we analyze the computational complexity of the
proposed method. Since (26) involves the LMI constraints
and the second-order cone (SOC) constraints, we can esti-
mate the complexity based on the framework in [26]. Specif-
ically, the complexity for a x-optimal solution to (26) is on
the order of In (1/k)y/@9, where @ = 6NNy + 2N + 15, 9
=6n(NyNg+1)° +36n* (NN +1)* + 2nN3. + 412 N2, and
n = 0O(2N?.), respectively. On the other hand, when the Din-
kelbach algorithm is used, the computational complexity is
7ln (1/x)/@9, where 7 denoted the numbers of one-
dimensional ~ search, @=6N;Ny+2N,;+12, 9=6n
(NyNg +1)° +36n*(NyNg +1)° +2nN3 + 4n’N2, and n =
O(2N%.), respectively. From this comparison, we can con-
clude that the proposed method can achieve lower complex-
ity than the Dinkelbach algorithm, mainly due to the fact
that the proposed method does not conduct the one-
dimensional search procedure.

The secrecy energy efficiency (bit/joule)

0 T T T T T T T T
1 2 3 4 5 6 7 8 9 10

The number of iterations

—— Channel 3
—©- Channel 4

—*%— Channel 1
—#— Channel 2

Ficure 2: Convergence behaviour of the proposed method.

4. Simulation Results

In this section, we provide some numerical results to testify
the availability of our proposed scheme. Unless specified, the
simulation setting is assumed as follows: N =d =4, N, =2,
Ny=2, M=2, P,=10dBW, P, =0dBW, y=1, R, = 2bit/s/
Hz, Ey,, =E,, ;, = —50dBW, Vm, o}, = 0} = 03, = —80dBW,
and a =7, =1, Vm. In addition, each entry of H and G, is
randomly generated by €.#(0,107%), and the channel
uncertainties are ¢,, =107, Vm. In addition, we also com-
pare our design with several other methods: (1) the proposed
method in the case of perfect CSI, which can be seen as the
benchmark of the robust design; (2) the no AN design, e.g.,
setting Z = 0 while only optimizing W and p; (3) the fixed PS
ratio design, e.g., setting PS ratio p = 0.5 while only optimiz-
ing W and Z; (4) the nonlinear EH model, e.g., the relation-
ship between the input power E,, and output power E_,, of
the EH circuit is modeled as E,, = ((M/(1 + el-Eu=b)))) —
MQ)/(1 - ), where M is a constant denoting the maxi-
mum harvested power at the receiver when the EH circuit
is saturated, a reflects the nonlinear charging rate with
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The secrecy energy efficiency (bit/joule)

O , T T

0 0.5 1

1.5 2 2.5 3

The transmit power Ps (W)

—— Perfect CSI
Proposed design
— No AN

—*— Fixed PS

Non-linear EH

—%% Dinkelbach

FIGURE 3: SEE versus the transmit power.

The secrecy energy efficiency (bit/joule)

1 T T

-45 -40 -35 -30 -25 -20 -15
The EH threshold Eth (dBW)
=¥~ Perfect CSI —#%— Fixed PS

—~ Proposed design
—£ No AN

Non-linear EH

—%z— Dinkelbach

FIGURE 4: SEE versus the secrecy rate threshold.

respect to the input power, b is related to the minimum
turn-on voltage of an EH circuit, and Q= 1/(1 + e**), where
we set M = 20mW, a = 6400, and b =0.003 [13]; and (5) the
Dinkelbach method. These methods are labeled as “pro-
posed design,” “perfect CSI,” “no AN,” “fixed PS,” “nonlin-
ear EH,” and “Dinkelbach,” respectively.

Firstly, we investigate the convergency of the proposed
design. Figure 2 shows several examples of the convergence

behavior with random channel realizations. From this figure,
we can see that the proposed method can always converge to
the optimal solution within limited iterative numbers.
Nextly, Figure 3 plots the SEE versus the transmit power
P,. From Figure 3, we can see that the efficiency firstly
increases and then decreases with P, for all these methods
while the proposed design outperforms the other designs;
this is because when P; is relatively small compared to P,
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Proposed design
—=- No AN

3 3.5 4 4.5 5

—%— Fixed PS
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F1GURE 5: SEE versus the CSI uncertainty level.

the SEE metric is mainly determined by the information rate
in the numerator. By contrast, when P, becomes large, the
SEE metric is also determined by the transmit power in the
denominator. As a result, the SEE reaches a saturated point.
In addition, the proposed method can obtain better perfor-
mance than several other benchmarks, and the performance
gap between the proposed method and the Dinkelbach
method is negligible. Besides, the linear EH model can
achieve higher SEE than the nonlinear EH model, which is
mainly due to that more output power can be obtained for
the linear EH circuit when given the same input power.

Then, Figure 4 shows the SEE versus the harvested
power threshold E,,. From Figure 4, we find that with the
increase in E,;,, the SEE decreases for all the methods. How-
ever, the proposed design always achieves a higher efficiency
than the other designs. While the no AN method suffers
obvious performance loss. This is mainly due to AN’s dual
role: AN is able to degrade Eve’s reception and act as ER’s
energy source at the same time, which compensates for the
loss of secrecy incurred by the SWIPT scheme. Besides,
dynamic PS is beneficial to coordinate ID and EH; thus,
higher SEE can be obtained than the fixed PS scheme.

Lastly, Figure 5 shows the SEE versus the CSI uncer-
tainty level ¢,,. From Figure 5, we find that with the increase
in ¢,,, the SEE decreases for all the methods. Since with the
increase in ¢, the robust secrecy rate tends to decrease in
the condition of the same transmit power, the SEE decreases.
This result suggests that the CSI uncertainty level has a huge
impact on the SEE performance.

5. Conclusion

In this work, we have investigated the secrecy design in the
MIMO SWIPT channel. Specifically, we formulated the
SEE problem by jointly optimizing the precoding matrix,

the AN covariance, and the PS ratio with multiple con-
straints. We utilized the SCA and penalty method to solve
the formulated highly nonconvex problem. Simulation
results validated that significant SEE improvement can be
obtained with the proposed method.
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