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With the development of Internet of Things (IoTs), devices are now connecting and communicating together on a heretofore
unheard-of scale, forming huge heterogeneous networks of mobile IoT-enabled devices. For beyond 5G- (B5G-) enabled
networks, this raises concerns in terms of spectral resource allocation and associated security. Cognitive radio is one effective
solution to such a spectrum sharing issue which can be adopted to these B5G networks, which works on the principle of sharing
spectrum between primary and secondary users. In this paper, we develop the confidentiality of cognitive radio network (CRNs)
for IoT over k-μ fading channels, with the information transmitted between secondary networks with multiple cooperative
eavesdroppers, under the constraint of the maximum interference that the primary users can tolerate. All considered facilities
use a single-antenna receiver. Of particular interest, the minimum limit values of secure outage probability (SOP) and the
probability of strictly positive secrecy capacity (SPSC) are developed for this model in a concise form. Finally, the Monte Carlo
simulations for the system are provided to support the theoretical analysis presented.

1. Introduction

With the recent roll-out of 5G technology globally, an ever-
increasing number of intelligent devices are now joining the
Internet including mobile IoT devices in social, industrial,
healthcare, and smart-grid nature [1]. With this rapid rise
in connectivity between such devices, associated security
threats and challenges are also on the increase, becoming
more pressing, and need to be resolved urgently.

Traditional network encryption mechanisms can resolve
security problem through various encryption algorithms at
the network layer and above. However, such encryption
mechanisms can no longer provide perfect security for
wireless communication networks due to the complexity
and time-consuming nature of the problem. Fortunately,
the influence of fading channel and noise actually provides
the possibility for implementing physical layer security
(PLS), which has been the subject of extensive research in
the literature. On the basis of [2], Wyner first proposed a
model to estimate the security of communication systems
[3]. For the scenarios of active eavesdropping, Ai et al. pro-

vided another evaluation benchmark, namely, average
secrecy capacity (ASC), over double-Rayleigh fading chan-
nels [4]. Referring to the classical Wyner eavesdropping
model, SOP was given to study the security of the correlated
Rician fading channels [5]. To minimize information leak-
age, a precoding scheme and the security of Rician fading
channels were investigated by analyzing the SOP in [6]. Else-
where, [7] studied the security capability of large-scale fading
channels according to the probability of nonzero secrecy
capacity (PNSC) and SOP.

The generalized fading channel can model the real trans-
mission environment. By changing its parameters, it can
represent many channel models. To account for this, a large
section of the literature has studied the transmission
performance and security of the generalized fading channels
[8–15]. In [8], Lei et al. employed two mathematical forms
to complete the derivation of the lower limit of SOP and
strictly positive secrecy capacity (SPSC). Elsewhere, the
ability of such a channel to resist active eavesdropping
was investigated by deriving the ASC in [9]. Using a sys-
tem model of decode-and-forward (DF) relay cooperation
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over generalized-K channels, the exact and approximate the-
oretical expressions of SOP and ESC were evaluated in [10].
Using channels with the premise that the main link follows
α-μ distribution and the eavesdropping link was modelled
as k-μ distribution, the analytical expressions of ASC, SOP,
and SPSC were derived in [11]. Sun et al. described the closed
form of SOP and SPSC over other k-μ shadowed fading chan-
nels in a concise form [12] and gave an approximate analysis
through the method of moment matching. The authors of
[13] analyzed the security of Fox’s H-function fading chan-
nels by simulating the SOP and probability of nonzero
secrecy capacity (PNZ). In real-world wireless communica-
tion networks (WCNs), the correlation between antennas
cannot be ignored. Based on this, the security performance
analysis of correlated systems over η-μ fading channels [14]
and k-μ shadowed fading channels [15] has also been
investigated.

More recently, nonorthogonal multiple access (NOMA)
and ambient backscatter communication technology have
attracted more and more attention due to the high spectral
and energy efficiency for the Internet of Things. In order to
investigate the reliability and security of the ambient back-
scatter NOMA systems considering hardware damage, the
outage probability (OP) and the intercept probability (IP)
were studied [16]. More practically, the ambient backscatter
NOMA system under in-phase and quadrature-phase imbal-
ance (IQI) was taken into account in [17], where the expres-
sions for the OP and the IP are derived in closed exact
analytical form [18] and the secure performance for the
future beyond 5G (B5G) networks in the presence of nonlin-
ear energy harvesters and imperfect CSI and IQI in terms of
the closed form of OP and IP was studied.

Most recently, many scholars are interested in CRNs
because they can make use of scarce spectrum resources
without causing decoding errors to the primary user’s com-
munication. Considering a multirelay network over Naka-
gami- m fading channels, the authors of [19] studied the
effect of three different relay schemes on the security capacity
of the channel. In [20], the SOP of the single-input multiple-
output (SIMO) underlay CRNs over Rayleigh fading chan-
nels with imperfect CSI were derived and analyzed. Park
et al. [21] proposed a CRN model composed of a multirelay
primary network and a direct link secondary network, where
the outage performance of the two networks was analyzed.
The secrecy outage performance of DF-based multihop relay
CRN under different parameters was investigated in the pres-
ence of imperfect CSI in [22]. The authors in [23] studied the
energy distribution of CRN by analyzing spectrum sharing.
Based on an underlying CRN, the derivation and analysis of
SOP and SPSC are described in [24]. Combined with
machine learning, a resource allocation protocol for CRN
has also been proposed, and the influence of channel param-
eters on spectrum efficiency is presented in [25]. For condi-
tions where the secondary network cannot interfere with
the communication of the primary network, the authors in
[26] took PNSC and SOP as the benchmark for studying
CRN over Rayleigh fading channels. Recently, security issues
are studied for popular applications such as relaying system a
direct connection [27] and NOMA system [28].

As a generalized channel, k-μ fading can be equated with
Rayleigh, one-sided Gaussian, Nakagami- m, and Rician
fading channel [29], which can be used to simulate many
wireless communication scenarios, so it is of great value to
explore transmission performance. Bhargav et al. [30] ana-
lyzed the security of the wiretap system over fading channels
by deriving the SOP and SPSC of the considered system. The
SOP was derived based on classical Wyner’s model over k-μ
distribution [31]. The authors in [32] studied the statistical
properties of k-μ distribution and obtained the probability
density function (PDF) and cumulative distribution function
(CDF) for multiple independent k-μ variables. Utilizing DF
relay scheme, the SOP and SPSC in a relay system over k-μ
channels were provided [33]. As an extension to [32], the
authors of analyzed the secrecy outage performance of a
SIMO wiretap system over k-μ channels.

1.1. Motivation and Contribution. To date, there is negligible
work presented in the literature on the CRN security assess-
ment of multiple eavesdroppers over k-μ fading channels.
Motivated by the aforementioned discussions, this paper
presents such an investigation into the secrecy outage perfor-
mance of CRN under multiple eavesdroppers by deriving the
SOP and SPSC.

The main contributions of this paper are summarized as
follows:

(i) The work presents a CRN security assessment of
multiple eavesdroppers over k-μ fading channels,
considering multiple eavesdroppers in the cognitive
radio network. It provides theoretical analysis of
SOP and studies the influence of channel parame-
ters and other parameters on the secrecy outage
performance

(ii) The paper also presents a derivation of SPSC for
such a setup, from which it can be seen that SPSC
is independent of the primary channel, and this con-
clusion is confirmed by simulation

(iii) To further evaluate the security for the considered
system, the asymptotic analysis of SOP in the high
signal-to-noise ratios (SNRs) is derived in this paper.
The simulation results indicate that the secrecy
diversity order is equal to the main channel parame-
ters and is not influenced by the other parameters

1.2. Organization. The rest of this paper is organized as fol-
lows. Section 2 illustrates the proposed systemmodel. Section
3 presents the premise, including the PDFs and CDFs of the
main, primary, and wiretap channel. The SOP is derived in
Section 4, the asymptotic SOP is then considered in Section
5. Section 6 introduces the associated evaluation of the SPSC.
In Section 7, numerical results are presented based on the
Monte Carlo method to verify the theoretical analysis pre-
sented in the preceding sections. Finally, Section 8 provides
the conclusion for this paper.

1.3. Notations. In this paper, Imð⋅Þ is the modified Bessel
function with order m and we present Γð⋅Þ as the Gamma
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function. γða, zÞ denotes the Pochhammer symbol. ðUÞk is the
denotation of the generalized Laguerre polynomial. Lk

mð⋅Þ
presents upper incomplete Gamma function. Ψða, b ; zÞ is
the Tricomi confluent hypergeometric function defined in
[33] (Equation (9.211.4)). 2F1ða, b ; c ; zÞ is the Gauss hyper-
geometric function of variable z with parameters of a, b, and
c. In this paper, we represent the probability density function
(PDF) in f ð⋅Þ and the cumulative distribution function
(CDF) in Fð⋅Þ.

2. System Model

The system model is presented in Figure 1. It consists of one
primary transmitter (PT), one primary receiver (PR), one
secondary transmitter (ST), one secondary receiver (SR),
and multiple eavesdroppers ðEi, i = 1, 2,⋯,LEÞ. An effective
way to realize spectrum sharing is to use cognitive radio net-
works (CRN). There are three types of CRN: interweave,
underlay, and overlay. The model in this paper adopts the
underlying CRN. The system model and analysis method
can also be applied to other wireless fading channels.

In this paper, we assume that the considered network
functions in underlay mode, i.e., the secondary users (SUs),
concurrently are entitled to use the resources of the primary
network. In underlay mode, communication among the sec-
ondary networks of the CRN can be implemented, but it
must be carried out under the limitation of guaranteeing
the quantity of service (QoS) of the primary network. ST tries
to transmit information to SR in the presence of multiple
cooperative wiretappers, without reducing the communica-
tion quality of the primary network. Hence, the transmitter
power Ps of ST is written as

Ps =min
Ip

hsp
�� ��2 , Pmax

 !
, ð1Þ

where Ip is the maximum interference power at PR and Pmax
represents the peak transmit power of S restricted by
designed hardware. It is assumed that there are no direct
links between PT and SR and that Ei ði = 1, 2,⋯,LEÞ can only
eavesdrop on the signal from ST. All links of the considered
system are independent, nonidentity, frequency flat, and sub-
ject to k-μ fading, with the coefficients of the channel
unchanging during a transmission block.

Based on these assumptions, hs,v is the channel gain from
S to v, v ∈ ðd, p, ei, i ∈ ð1, 2,⋯,LEÞÞ; the power gains can be
denoted as a k-μ random variable with channel parameters
ðkv , μvÞ, assuming that all channel coefficients are integers;
finally, LE is the number of wiretappers. Therefore, the
received signals are

ysp = hspxs + np,

ysd = hsdxs + nd ,

ysei = hseixs + nei ,

8>><
>>: ð2Þ

where np, nd , nei are the additive white Gaussian noise with
zero mean value and variance of σ2 on PR, SR, and Ei. From
(2), the received instantaneous SNRs are

γp =
hsp
�� ��2Ps

σ2
,

γd =
hsdj j2Ps

σ2
,

γei =
hsei
�� ��2Ps

σ2 :

8>>>>>>>><
>>>>>>>>:

ð3Þ

For convenience, we define x = jhspj2,yd = jhsdj2, and yei =
jhsei j

2. Taking into account that multiple eavesdroppers

ę
ęMain channel

PT PR

hs,p

hs,d

hs,eN
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ST
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Figure 1: System model.
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collaborate with maximal ratio combining (MRC) technol-
ogy, the total received instantaneous SNR at E is

γe = 〠
LE

i=1
γei =

Ps

σ2
〠
LE

i=1
hsei
�� ��2: ð4Þ

From this, one can get the total wiretapped channel
power gain as

ye = 〠
LE

i=1
hsei
�� ��2: ð5Þ

3. Statistical Characteristics of k-μ Fading

Since all channels of the considered system experience the
independent, nonidentity k-μ fading, from [26] (Equation
(10)), the k-μ power probability density function (PDF) of
the link from ST to SR or Ei can be expressed as

f u zð Þ = μu 1 + kuð Þ μu+1ð Þ/2

ku
μu‐1ð Þ/2eμukuΩu

z
Ωu

� � μu‐1ð Þ/2
e − μu 1+kuð Þð Þ/Ωuð Þzð Þ

× Iμu−1 2μu

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ku 1 + kuð Þ

Ωu
z

s !

=
1

eμuku
μu 1 + kuð Þ

Ωu

� �μu
e − μu 1+kuð Þð Þ/Ωuð Þzð Þ

× 〠
∞

i=0

kuμuð Þi
i!Γ μu + ið Þ

μu 1 + kuð Þ
Ωu

� �i

zi+μu−1,

ð6Þ

where z ∈ ðyd , xÞ, u ∈ ðp, dÞ, and p, and d denote the sub-
scripts of the channel coefficient from ST to PR or SR, respec-
tively; yd ,x is the channel power gain of the link from ST to
SR or PR, respectively; Imð⋅Þ is the modified Bessel function;
and Γð⋅Þ is the Gamma function.

Utilizing ([34] Equation (8.445)), we substitute λu =
ðð1 + kuÞμuÞ/Ωu into (6), and after some algebraic manip-
ulations, (6) can be rewritten as

f u zð Þ = λuð Þ μu+1ð Þ/2 zð Þ μu−1ð Þ/2e−λuz

μukuð Þμu−1/2eμuku
Iμu−1 2

ffiffiffiffiffiffiffiffiffi
μuku

q ffiffiffiffiffiffiffi
λuz

p� �

=
λuð Þμu
eμuku

〠
∞

i=0

kuμuλuð Þi
i!Γ μu + ið Þ z

i+μu−1e−λuz:

ð7Þ

According to the relation between the CDF and PDF,
the CDF of the channel gain can now be derived as

Fu zð Þ = 1 −
1

eμuku
〠
∞

l=0

kuμuð Þl
l!

〠
μu+l−1

n=0

λu
n

n!
zð Þne−λuz

=
1

eμuku
〠
∞

l=0

kuμuð Þl
l!Γ μu + lð Þ γ μu + l, λuzð Þ,

ð8Þ

where γðμu + l, λuzÞ denotes the lower incomplete Gamma
function from ([34] Equation (8.350.1)).

In the considered system, all eavesdropping links, though
independent, are not necessarily identical, and the coopera-
tive eavesdroppers all apply MRC techniques, such that the
total channel gain of all of the wiretap links is written as
ye =∑L

l=1yei, where yei is the channel gain of the link from
the transmitter to Ei and L is the number of eavesdroppers.
Therefore, the PDF of ye is given by [33] (Equation (3))

f yeð Þ = e− y/2βð Þye
U−1

2βð ÞUΓ Uð Þ
〠
∞

k=0

k!ck
Uð Þk

Lk
U−1ð Þ Uye

2βξ

� �

=
e− ye/2βð Þ

2βð ÞU
〠
∞

k=0
ck 〠

k

q=0

−kð Þqyeq+U−1

q!Γ U + qð Þ
U
2βξ

� �q

,
ð9Þ

where ðUÞk = ΓðU + kÞ/ΓðUÞ denotes the Pochhammer sym-
bol [32], the series representation of the generalized Laguerre

polynomial LðU−1Þ
k ([35] Equation (05.08.02.0001.01)). The

efficient ck in f ðyeÞ can be calculated as

c0 =
U
ξ

� �U

exp −
1
2
〠
L

i=1

χiai U − ξð Þ
βξ + ai U − ξð Þ

( )

×
YL
i=1

1 +
ai
β

U
ξ
− 1

� �� �−μei
,

ð10Þ

ck =
1
k
〠
k−1

j=0
cjdk−j, k ≥ 1, ð11Þ

dj = −
jβU
2ξ

〠
L

i=1
χiai β − aið Þj−1 ξ

βξ + ai U − ξð Þ
� �j+1

+ 〠
L

i=1
μei

1 − ai/β
1 + U/ξ − 1ð Þai/β
� �j

j ≥ 1ð Þ,

ð12Þ
where ai =Ωei/½2μeið1 + keiÞ� ; χei = 2keiμei ;U =∑L

i=0μi; L is
the number of eavesdroppers; Ωei is the average power gain
of the ith wiretap link; and kei, μei are the channel coefficients
of the ith wiretap link. The parameters ξ and β must be
carefully selected to guarantee the convergence of the series
in (9). Specifically, when ξ <U/2 and β > 0, (9) will con-
verge in any finite interval; if ξ ≥U/2,β must be chosen
as β > ð2 −U/ξÞaðnÞ/2, to make certain the uniform conver-
gence of (9) in any finite interval, where aðnÞ =max faig ði =
1,⋯, LÞ.

4. Analysis of Secrecy Outage Probability

According to information security theory, perfect secrecy
connection can be guaranteed if the rate of encoding of the
confidential data into code words is lower or equal to the
secrecy capacity. Otherwise, the security of the information
will be compromised. In this section, we focus on analyzing
the SOP, which is an important performance metric of
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describing the security of the considered system; it denotes
the maximum achievable rate. The secrecy capacity of CRN is

Cs =
CD − CEγd > γe,

0γd ≤ γe,

(
ð13Þ

where CD= log2ð1 + γDÞ and CE= log2ð1 + γeÞ are the instan-
taneous channel capacity of main and wiretap link (s),
respectively.

For a CRN working in underlay mode, in order to guar-
antee the quality of the service for the primary network, the
transmitter power of ST must be constrained by the maxi-
mum interference threshold, Ip, that the primary user can
tolerate and its maximum transmitter power, Pmax, as

Ps =min
Ip
x
, Pmax

� �
: ð14Þ

From the definition of SOP, it can be denoted as

SOP = Pr Cs ≤ Cthf g
= Pr Cs ≤ Cth, x <

Ip
Pmax

� �
+ Pr Cs ≤ Cth, x ≥

Ip
Pmax

� �

= Pr Cs ≤ Cth, Ps = Pmaxf g|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
SOP1

+ Pr Cs ≤ Cth, Ps =
Ip
x

� �
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

SOP2

:

ð15Þ

From expression (15), we can see that the SOP is
composed of two components, with reference to SOP1 and
SOP2. The remainder of this section will consider these 2
terms in greater detail.

4.1. SOP1 Analysis. When Ps = Pmax, the work mode is the
same as for a normal communication system. According to
probability theory, SOP1 can be calculated as

SOP1 = Pr Cs ≤ Cth, Ps = Pmax
	 


= Pr γd ≤ eCthγe + eCth − 1
	 
|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}

I1

Pr x ≤
Ip

Pmax

� �
|fflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflffl}

I2

: ð16Þ

Next, we derive an expression for I1, from (16):

I1 = Pr γd ≤ eCthγe + eCth − 1
	 


, ð17Þ

where γd = ðPs/σ2Þyd , γe = ðPs/σ2Þye, and Ps = Pmax. Rearran-
ging terms and using mathematical methods, we can obtain

I1 = Pr yd ≤Θye +
Θ − 1
α

� �

=
ð∝
0
FD Θye +

Θ − 1
α

� �
f E yeð Þdye,

ð18Þ

where Θ = eCth and α = Pmax/σ2: Taking account of the fact
that I1 >

Ð∝
0 FDðΘyeÞf EðyeÞdye, here, we derive the lower

bound of I1 as

IL1 =
ð∝
0
FD Θyeð Þf E yeð Þdye: ð19Þ

Substituting (8) and (9) into (19) and utilizing [38]
(Equation (3.10.1.2)), we derived the expression of IL1 as

IL1 =
2βΘλdð Þμd
eμdkd

〠
∞

k=0
ck × 〠

k

q=0

−kð Þq
q!Γ U + qð Þ

U
ξ

� �q

× 〠
∞

i=0

2βΘλdkdμdð Þi
i!Γ μd + ið Þ

Γ μd + i + q +Uð Þ
μd + ið Þ

× 2F1 μd + i, μd + i + q +U ; μd + i + 1;−2βΘλdð Þ:
ð20Þ

Applying (8) to this equation, we get

I2 = FP

Ip
Pmax

� �
=

1
eμpkp

〠
∞

l=0
Cl: ð21Þ

From this, the lower bound of SOP1 can be obtained by
applying (20) and (21) as

SOP1
L = C0 〠

∞

k=0
〠
∞

l=0
〠
k

q=0
〠
∞

i=0
ckCiClCqΓ μd + i + q +Uð Þ2F1 μdð

+ i, μd + i + q +U ; μd + i + 1;−2βΘλdÞ,
ð22Þ

where

C0 =
1

eμpkp
2βΘλdð Þμd
eμdkd

,

Ci =
2βΘλdkdμdð Þi

i! μd + ið ÞΓ μd + ið Þ ,

Cl =
kpμp
� �l

l!Γ μp + l
� � γ μp + l, λp

Ip
Pmax

� �
,

Cq =
−kð Þq

q!Γ U + qð Þ
U
ξ

� �q

:

ð23Þ

4.2. SOP2 Analysis. From (15), SOP2 can be expressed as

SOP2 = Pr Cs ≤ Cth, Ps =
Ip
x

� �

= Pr
1 + γd
1 + γe

≤ eCth , x >
Ip

Pmax

� �

= Pr γd ≤ eCthγe + eCth − 1, x >
Ip

Pmax

� �
:

ð24Þ
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Let β2 = Ip/σ2, after some mathematical operations simi-
lar to those employed for I1, we obtain the following expres-
sion for SOP2:

SOP2 = Pr yd ≤Θye +
Θ − 1
β2

x, x >
Ip

Pmax

� �
=
ð∞
Ip/Pmax

H xð Þf P xð Þdx,
ð25Þ

where HðxÞ = Ð∞0 FDðΘye + ððΘ − 1Þ/β2ÞxÞf EðyeÞdye. Substitut-
ing (8) into this equation, after some mathematical deriva-
tion, we can obtain HðxÞ as

H xð Þ = 1 − IH xð Þ, ð26Þ

where

IH xð Þ = 1
eμdkd

〠
∞

i=0

kdμdð Þi
i!

〠
μd+i−1

n=0

λd
n

n!

�
ð∞
0
e−λd Θye+ Θ−1ð Þ/β2ð Þxð Þ Θye +

Θ − 1
β2

x
� �n

f E yeð Þdye:

ð27Þ

Then, substituting (7) into (25), IHðxÞ can be given by

IH xð Þ = φð ÞU
ekdμd

〠
∞

g=0

kdμdð Þg
g!

〠
μd+g−1

n=0

1 − φð Þn
n!

� 〠
∞

k=0
ck 〠

k

q=0

−kð Þq
q!Γ U + qð Þ

φU
ξ

� �q

× 〠
n

d=0
Cd
n

Θ − 1
β2

� �d

q +U − 1 + n − dð Þ!

� λd
1 − φ

� �d

xde−λd Θ−1ð Þ/β2ð Þxð Þ,

ð28Þ

where φ = 1/ð2βλdΘ + 1Þ; substituting (26) into (25), SOP2
becomes

SOP2 = 1 − I2 −
ð∞
Ip/Pmax

IH xð Þf P xð Þdx|fflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflfflfflfflfflfflfflffl}
Ip2

: ð29Þ

From this, we can substitute (28) and (7) into IP2
, and

with the aid of binomial expansion and [34] (Equation
(3.351.3)), IP2

can be shown to be

Ip2 =D0 〠
∞

i=0
〠
∞

g=0
〠

μd+g−1

n=0
〠
∞

k=0
〠
k

q=0
〠
n

d=0
DiDgDnckDqDdC

d
n

� q +U − 1 + n − dð Þ!

× Γ μp + i + d, λd
Θ − 1
β2

+ λp

� �
Ip

Pmax

� �
,

ð30Þ

where

D0 =
φUψμp

ekdμd+μpkp
,

Di =
kpμpψ
� �i
i!Γ μp + i
� � ,

Dg =
kdμdð Þg
g!

,

Dn =
1 − φð Þn
n!

,

Dd =
1 − ψ

1 − φ

� �d

,

ð31Þ

Dq = ðð−kÞq/q!ΓðU + qÞÞðφU/ξÞq,
ψ = λp/λdððΘ − 1Þ/β2Þ + λp:

Γðx, yÞ is the upper incomplete Gamma function ([34]
Equation (8.350.2)). Making use of the derivation result, the
lower SOP can be obtained as

SOPL = 1 − I2 − Ip2 + SOPL
1 : ð32Þ

5. Analysis of Secrecy Outage Probability
Asymptotic Secure Outage Probability

Although the expressions of SOP can help us perform numer-
ical analysis on the secrecy outage performance of the consid-
ered system, asymptotic analysis can also be used to further
evaluate the system performance. Therefore, we focus on the
derivation of an asymptotic expression of SOP in this section
and study the impact of the maximum transmit power ðPmaxÞ
of ST and the maximum interference ðIpÞ that PU can tolerate
on the secrecy communication with multiple eavesdroppers.

In the high-SNR region, the asymptotic SOP can be
defined as

SOP∞ = GaΩdð Þ−Gd + ο Ωd
−Gd

 �
, ð33Þ

where Gd = μd denotes the secrecy diversity order and οð⋅Þ
represents higher order terms. The secrecy array gain is

Ga =
1

1 + kdð Þμd
1

2βΘð ÞU μdð Þeμpkp
Θ − 1
α

� �U+μd
(

�〠
∞

l=0
〠
∞

k=0
〠
k

q=0
A0ClckAq ×

Θ − 1
Θα

� �q

Γ q +Uð ÞΨ

� q +U , q +U + μd + 1 ;
Θ − 1
2βΘα

� �

+
2βΘð Þμd
μdð Þeμpkp

〠
∞

k=0
〠
k

q=0
〠
μd

d=0
〠
∞

i=0
A0ckAqAdAiΓ

� μp + i + d, λp
Ip

Pmax

� ��− 1/μdð Þ
,

ð34Þ
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where

A0 =
1

eμdkd
,

Aq =
−kð Þq

q!Γ U + qð Þ
U
ξ

� �q

,

Ad = Cd
μd

Θ − 1
β2

� �d 1
λp2βΘ

 !d

μd − d + q +U − 1ð Þ!,

Al =
kpμpλp
� �l
l!Γ μp + l
� � :

ð35Þ

6. Probability of Strictly Positive
Secrecy Capacity

In information theory, the absolute security of communica-
tion can be guaranteed only when the instantaneous secrecy
capacity exceeds zero. Thus, SPSC is considered to be an
important indicator for measuring the secure communica-
tion system, which is given by the formula

SPSC = Pr Cs > 0f g = 1 − Pr Cs ≤ 0f g: ð36Þ

SubstitutingCthinto (16), we can get

SOP Cth=0 = 〠
∞

k=0
〠
k

q=0
〠
∞

i=0
B0ckAqAi 2βð Þi+q+μdΓ μd + i + q +Uð Þ

�����
× 2F1 μd + i, μd + i + q +U ; μd + i + 1;−2λdβð Þ,

ð37Þ

where λd = ðμdð1 + kdÞÞ/Ωd ;U =∑L
i=0μei ; B0 = λd

μd /eμdkd ;
Ai = ðkdμdλdÞi/i!ðμd + iÞ!; and Aq and A0 are the same as
mentioned above. Then, SPSC can be obtained as

SPSC = 1 − 〠
∞

k=0
〠
k

q=0
〠
∞

i=0
A0ckAqAi 2βð Þi+q+μdΓ μd + i + q +Uð Þ

× 2F1 μd + i, μd + i + q +U ; μd + i + 1;−2λdβð Þ:
ð38Þ

From this expression of SPSC, we can see that it does not
rely on the primary channel gain but is only dependent on
the gain of eavesdropping channel and main channel.

7. Numerical Results

In this section, the curves obtained by Monte Carlo simula-
tion of SOP for the considered system are compared with
the above mathematical analysis in order to consider the
impact which the different related parameters have on the
security of the cognitive networks. After verification, when
the value of the variable reaches 50 times, it converges to a
constant value. Infinite series does not affect the simulation
results. The parameters utilised in this paper are set to
Pmax = 1 and σ = 1, and the other parameter settings are
as shown in the relevant figure.

Figure 2 shows the curves of the SOP for different num-
bers of eavesdroppers. It can be seen that the analysis results
are in agreement with the simulation curves across the entire
range of SNRs. In addition, the approximate curve is the
tangent line of the exact theoretical results. Moreover, we
can also see that the SOP will increase as the number of
eavesdroppers increases. This is due to the fact that all of
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the eavesdroppers cooperate with each other. The more
eavesdroppers there are, the stronger the wiretapped signal
strength, which means that the eavesdropper SNR increases,
followed by an increase in the SOP.

Figures 3 and 4 provide the curves of SOP versus Ωd for
different values of kd and μd . In order to observe the variation
of SOP with kd more clearly, two groups of experiments with
different parameters were carried out and the results are

shown in Figure 3. It can be seen that SOP decreases with
the increase of either kd or μd . Moreover, we can see that with
this increase in the value ofkdorμdwhich means the SNR at
the receiver increases, the secrecy performance will improve.

Figures 5 and 6 show the influence of channel parameters
ðkd , μdÞ on SOP. In Figure 6, we plot the different curves of
SOP when kd and μd are varied. The blue curve is the differ-
ence between ðkd , μdÞ = ð1, 1Þ and ðkd , μdÞ = ð1, 2Þ; the red
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curve shows the difference of SOP at ðkd , μdÞ = ð3, 1Þ and
ðkd , μdÞ = ð3, 2Þ. It is worth noting that the two curves
coincide together in the low Ωd region; when Ωd is very
high, the difference is very small. When Ωd = 12, the differ-
ence of SOP is a negative peak; the corresponding positive
maximum appears at Ωd = 19, 20. In other words, at these
two points, the channel parameters ðkd , μdÞ have the greatest
impact on the channel security performance.

From Figure 7, it can be seen that the higher the value
of Ip, the better the security of the system, since ST can
transmit more high power information. We can also see

that there is a limitation for the SOP in the high Ip. This
is attributed to the fact that the maximum transmit power
of STðPmaxÞ is equal to 1, while Ip ⟶∞, as suggested in
the above sections.

Next, without loss of generality, we plot a set of curves
with different parameters to observe the effect of Cth on
SOP. As we can see from Figure 8, the SOP for lower Cth out-
performs the ones for the higher Cth. This is due to the fact
that SOP is the probability that secrecy capacity Cs remains
below the output threshold Cth. The lower the threshold Cth
is, the smaller the corresponding probability obtained. In
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particular, the red curve of Cth = 0:01 is almost identical to
the blue curve of Cth = 0:1.

Figure 9 shows the SPSC for different values of Ωp. From
Figure 9, we can see that the SPSC decreases with the increas-
ing values of ðke, μeÞ. This can be explained by noting that the
larger ðke, μeÞ implies a stronger signal obtained by eaves-
droppers; hence, the eavesdropper SNR increases which
decreases the secrecy capacity and thereby increases the

SOP. In addition, we can also observe that the SPSC does
not change with the variation of ðkp, μpÞ as discussed in (38).

To sum up, the interesting conclusion can be obtained
that the improvement of the confidentiality is manifested
by a larger value of SPSC and a smaller value of SOP. There-
fore, a smaller number of eavesdropping antennas, a larger kd
, a larger μd , and a smaller Cth can improve the confidentiality
of the CRN model.
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8. Conclusions

In this paper, we have investigated the security perfor-
mance for CRNs which operate in underlay mode with
5G, beyond 5G, and Internet of Things (IoT) technolo-
gies, where all channels experience independent, but not
necessarily identically, k-μ fading. The exact and asymp-
totic theoretical expressions of SOP are derived for the
considered system in the presence of multiple eavesdrop-
pers. We also derive an equivalent expression for the
SPSC of such a system. These resulting formulae show
that the secrecy diversity order relies on the main chan-
nel parameter. This is corroborated with simulation
results, which also prove this conclusion. Finally, Monte
Carlo simulation results are presented to verify these analyt-
ical expressions and illustrate the influence which factors
have on the secrecy performance versus the SNR ratio (s) of
the channel (s).
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