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The Internet of Health Things (IoHT) is an extended version of the Internet of Things that is acting a starring role in data sharing
remotely. These remote data sources consist of physiological processes, such as treatment progress, patient monitoring, and
consultation. The main purpose of IoHT platform is to intervene independently from geographically remote areas by providing
low-cost preventive or active healthcare services. Several low-power biomedical sensors with limited computing capabilities
provide IoHT’s communication, integration, computation, and interoperability. However, IoHT transfers IoT data via IP-centric
Internet, which has implications for security and privacy. To address this issue, in this paper, we suggest using named data
networking (NDN), a future Internet model that is well suited for mobile patients and caregivers. As the IoHT contains a lot of
personal information about a user’s physical condition, which can be detrimental to users’ finances and health if leaked,
therefore, data protection is important in the IoHT. Experts and scholars have researched this area, but the reconstruction of
existing schemes could be further improved. Also, doing computing-intensive tasks leads to slower response times, which
further worsens the performance of IoHT. We are trying to resolve such an error, so a new NDN-based certificateless
signcryption scheme is proposed for IoHT using the security hardness of the hyperelliptic curve cryptosystem. Security analysis
and comparisons with existing schemes show the viability of the designed scheme. The final results confirm that the designed
scheme provides better security with minimal computational and communicational resources. Finally, we validate the security of
the designed scheme against man-in-the-middle attacks and replay attacks using the AVISPA tool.

1. Introduction

The Internet of Health Things (IoHT) refers to the collection
of biomedical sensors and applications coupled with the net-
works as shown in Figure 1. Many healthcare providers use
IoHT applications to improve treatments and patients’ expe-
rience, reduce defects, control diseases, and reduce costs [1].
However, different healthcare things are introducing new
aggressive approaches to healthcare infrastructure. This is
attributed to the subsequent reasons:

(1) Medical things mainly transmit the sensitive data of
patients

(2) Problems of incompatibility and complexity arise
from the interaction of emerging devices and the
various networks connected to them [2]

(3) As a growing sector, healthcare manufacturers are
adopting IoT solutions regardless of safety. As a
result, new security challenges related to confidential-
ity, authenticity, and availability
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(4) As most IoT devices transmit and receive sensitive
data wirelessly, this can put IoHT at risk for wireless
sensor network security breaches [3]. Based on the
IoHT environment’s criticality, such security and pri-
vacy accidents can have devastating consequences
such as loss of life and financial loss. In a healthcare
information system, the details of patients can be pre-
served in the form of electronic health records acces-
sible to medical specialists whenever the patient
travels to the hospital. However, IoHT transfers data
over the traditional Internet paradigm with risks
associated with mobility and security. Therefore,
IoHT risks need to be identified and assessed to
provide better decision-making when adopting or
constructing a secure and reliable IoHT scheme [4]

To tackle this, named data networking (NDN) is a best-
chosen architecture of information-centric networking
(ICN) [5]. The NDN application uses semantically meaning-
ful, application-defined, and hierarchical names for the pub-
lication of data. Once the data is named and published, the
user can send an interest packet to the network by specifying
the requested content’s name. Simultaneously, the intermedi-
ate NDN routers preserve a name-based forwarding table,
which makes the longest prefix match in the name of interest
and is sent through the appropriate interfaces [6]. Once the
provider of the content receives the interest, it returns the
signed data packet. The intermediate routers store these data
packets in the content store for future requests. For more
details regarding NDN, we refer the reader to some related
publications [7, 8].

Traditionally, with a strong cryptographic scheme, mali-
cious attacks can be prevented. Consequently, the crypto-
graphic scheme must meet the security requirements of
such as authentication, confidentiality, antireplay attack,
integrity, and nonrepudiation [9]. On the other hand, the
cryptographic perspectives that are used to secure the infor-
mation are RSA-based cryptography [10, 11], symmetric
key cryptography [12, 13], bilinear pairing [14, 15], elliptic
curve cryptography (ECC) [16, 17], and hyperelliptic curve
cryptography (HCC) [18, 19]. However, symmetric key-
based schemes have major problems of key distribution. In
contrast, RSA-based schemes incur high computational and

communicational costs due to modular exponential com-
plexities, bilinear pairing-based schemes suffer from heavy
pairing operations, and ECC-based schemes outperform
RSA. At the same time, HCC surpasses ECC in providing
the same security features with lower cost complexities such
as communication overhead, computation cost, and memory
requirements.

HCC-based schemes require less storage and a smaller
key of size of 80 bits in contrast to the 160 bits key of ECC
and 1024 bits of RSA. They produce fewer ciphers compared
to other public key cryptographic schemes. Because of these
features, HCC is an attractive cryptographic phenomenon
that provides security for systems utilizing limited comput-
ing resources. On the other hand, Zheng [20] introduced
the concept of signcryption, which connects encryption and
signature logically in a single step to reduce the cost complex-
ities. Prior to the actual construction of signcryption, the
encryption-than-signature was used to obtain privacy and
authenticity. Zheng in his proposal showed that signcryption
saves 50% of computation time and 85% of communicational
costs as compared to the encryption-than-signature process.
However, the proposed scheme of Zheng was constructed on
public key cryptography (PKC) where the user’s public key is
a randomly selected string, so it requires a trusted entity such
as certification authority (CA) to issue a certificate to link the
user’s public key with his/her corresponding identity. Unfor-
tunately, the PKC suffers from the high cost of certificate
management. This prevents the PKC from spreading to the
real world. To reduce the burden of certificate management,
Shamir [21] introduced an identity-based cryptography
(IBC), where the identity of the particular users like IP
address and telephone number can be used as his/her public
key, thereby removing the certificate and simplifying key
management. In an IBC, a reliable private key generator
(PKG) is required to generate the user’s private key, so the
key escrow problem is inborn in the IBC.

Al-Riyami and Paterson [22] introduced certificateless
cryptosystem (CLC), to eliminate key escrow problems
encountered in IBS and certificate management issues in tra-
ditional PKC. In a CLC, trusted KGC is used to generate the
partial private key for both the sender and receiver. The user
must produce a secret value for himself/herself to combine
the partial private key (PPK) with secret value to create a full
private key. There has been a lot of focus on it since the intro-
duction of CLC.

However, the first CLC scheme was presented by Barbosa
and Farshim [23], combining the concepts of CLC and sign-
cryption. Since then, many CLC schemes have been proposed
in the literature [24–34].

1.1. Motivation and Contributions. Security for all health
fields is always a priority in modern communication technol-
ogy. However, due to limited computing resources, the imple-
mentation of an efficient and appropriate security scheme for
IoHT remains an ongoing challenge. The IoHT requires a
security scheme that minimizes computing, communication,
and storage overhead. Although the current complex crypto-
graphic methods, i.e., ECC and bilinear pairing, are resulting
in high-cost complexities, these cryptographic algorithms are
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Figure 1: Internet of Health Things.
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not compatible with low computing devices of IoHT systems.
For creating a practical IoHT solution that requires minimal
computation, it is necessary to use HCC. As the HCC offers
the same level of security utilizing smaller key sizes in contrast
to ECC and bilinear pairing, we describe our major contribu-
tion below.

(i) We designed an NDN-based IoHT scheme using the
security hardness of HCC

(ii) The designed scheme offers the security services of
confidentiality, authenticity, integrity, unforgeabil-
ity, and nonrepudiation

(iii) Security analysis and comparisons with existing
schemes show the designed scheme’s viability. The
obtained results confirm that the designed scheme
provides better security with minimal computational
and communicational resources

(iv) We validate the security of the designed scheme
using the AVISPA tool

(v) Finally, we deployed the newly designed scheme on
NDN-based IoHT

1.2. Overview of NDN. NDN is a future network architecture
designed to cover IoT users’ demands such as efficient con-
tent distribution, improved mobility, and scalable connectiv-
ity to the end-users [5]. NDN is designed to offer in-network
caching and named-based routing that eliminates the loca-
tion dependency, connectivity, and content distribution
problems of IP-based Internet. Moreover, NDN supports 2
types of packets, namely, interest packet (IP) and data packet
(DP). The IP consists of the requested content by name,
while the DP consists of the requested content with informa-

tion about the provider. Moreover, each NDN node main-
tains 3 kinds of data structures [6] as shown in Figure 2.
The CS is used as a local cache memory that stores the copies
of passing contents for future use to facilitate the end-users.
The PIT is used as an entry list that keeps the records of inco-
ming/outgoing IP and DP. The FIB forwards the IP and DP
from one node to another using traditional protocols such
as OSPF and BGP [7].

1.3. Road Map of the Article. The rest of the paper is struc-
tured as follows: Section 2 provides the knowledge about
the existing literature, Section 3 provides the preliminaries
of HCC, Section 4 presents the construction and the pro-
posed network model, Section 5 provides the security analy-
sis, Section 6 delivers the performance and discussion with
the existing scheme in terms of cost complexities, and Section
7 contains the overall deployment of the designed scheme on
IoHT. Finally, Section 8 contains the conclusion and
implementation of the designed scheme using AVISPA tool.

2. Preliminaries

2.1. Hyperelliptic Curve Discrete Logarithm Problem
(HCDLP)

(i) Let Θ ∈ f1, 2, 3, 4, 5,⋯, n − 1gand B =Θ ·D, then
finding Θ and B is known as HCDLP

2.2. Hyperelliptic Curve Computational Diffie-Hellman
Problem (HCCDHP)

(i) Let Θ,Ω ∈ f1, 2, 3, 4, 5,⋯, n − 1g and B =Θ ·D, δ =
Ω ·Θ ·D, then finding Θ and Ω from B and δ is
known as HCCDHP
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Figure 2: Basic NDN architecture with content distribution.

3Wireless Communications and Mobile Computing



2.3. Syntax for the Design Scheme. The proposed scheme for
NDN-based Internet of Health Things consists the following
algorithms:

(i) Setup: the network manager (NM) picks a parame-
ter of security (ℓ) as input and generates the master
secret key (M), master public key (Mpub), and pub-
lic parameter set (P )

(ii) Generation of partial private key: the NM takes the
users’ identities ðIDuÞ, M, Mpub, and P as in input
and generates the partial private keys (Xu) for users

(iii) Secret value setting: the users pick a private number
as a secret value ðSÞ

(iv) Private key generation: the users generate private
keys ðPVKÞ by taking S and Xu as input

(v) Public key generation: the users generate their pub-
lic keys PKu by taking S and deviser of HCC (D) as
input

(vi) Signcryption: the provider of the content will pro-
duce the signcrypted content (δ) by taking as input
IDu, PKu,S , P , and Xu

(vii) Unsigncryption: the consumer of the content will
unsigncrypt the received δ. For this process, it takes
as input δ, IDu, PKu,S , P , and Xu

2.4. Threat Model. In the designed scheme, we adopt the most
popular treat model, i.e., Dolev-Yao [35]. According to this
model, the communication among two or more than two
entities is not secure and trusted because the attacker has full
instructions to expose the signcrypted content and to forge
the signature. There are several security threats in the
NDN-based IoHT environment. It means that a user can edit
or delete strategic information from competitors. To preserve
the security and authenticity of NDN-based IoHT devices,
authentic and secure communication between entities is
required.

For the security explanation of the designed scheme,
we take two types of adversaries, i.e., (type I and type II)
[30, 36].

(i) Type I adversary: type I adversary is often considered
to be an external attacker who does not have the
master secret key and can request a user’s public
key and replace it with its own chosen value

(ii) Type II adversary: type II adversary is also considered
as malicious KGC that can compute a user’s PPK
using the master secret key; however, this type of
adversary is not able to replace the public key of the
users

3. Related Work

The related work consists of two parts like IoHT schemes in
NDN and certificateless signcryption approaches.

3.1. IoHT Schemes in NDN. Saxena et al. [37] in 2015 pre-
sented a healthcare scheme for NDN. The given scheme
was the first solution for NDN-based healthcare. Two years
later [38], Saxena and Raychoudhury proposed another
healthcare scheme in the NDN network. The goal of the
scheme is to provide authenticity for emergency messages.
Unfortunately, both schemes did not provide security for
NDN-based healthcare. Wang and Cai [39] designed a
framework to secure healthcare in NDN-enabled edge cloud.
It was the first security framework of healthcare NDN. The
author highlights the positive aspects of NDN for the
enhancement and efficiency of healthcare. However, the
authors used weighty pairing operations of bilinear pairing
in attribute-based encryption.

3.2. Certificateless Signcryption Schemes. Nowadays, data
transmission through the Internet is a famous communication
technique because of which security becomes a major issue of
concern. To save the personal information of the users and
avoid unauthorized access to data, wemust ensure authentica-
tion, confidentiality, and integrity of data [24]. To overcome
confidentiality, the encryption method is in use. Simulta-
neously, for integrity, authentication, and nonrepudiation,
the digital signature is operative. In the previous era, the
sender uses to encrypt and then sign the document before
sending it to the receiver which is known as the sign-then-
encrypt method. But the sign-then-encrypt method has a flaw
as it is a time-consuming process and the system needs more
power which intrudes the system efficiency.

To remove the KEP, Barbosa and Farshim [23] together
introduce a CLC signcryption method by achieving the
CLC encryption and signature in one step. Zhou et al. [25]
presented a new CLC signcryption and proved the security
of their scheme based on security according to Diffie-
Hellman problem. Later on, efficient CLC signcryption based
on the standard scheme was introduced by Rastegari and
Berenjkoub [26]. Their work shows their scheme is safer
and more effective than all existing oracle model-based
CLC signcryption schemes. Without BP, in 2017, Yu and
Yang [27] come up with a new CLC signcryption scheme
and proved the security in ROM.

Further, according to Yu and Yang, the proposed algo-
rithm is suitable for applications like an email system and
online sale. Zhou [28] proposed a new CLC signcryption
technique. The security of the scheme is based on BP using
the standard model. Based on the efficiency and the hardiness
of the elliptic curve discrete logarithm problem (ECDLP), for
the best solutions of cloud storage, Luo and Ma [29] intro-
duced a CLC hybrid signcryption technique. However, the
given scheme was constructed on the security hardness of
the ECDLP, which is not suitable for the IoT environment.
In 2020, Liu et al. [30] proposed a scheme for access control
in WBS networks by using CLC signcryption. The design
scheme is based on RSA. The security proved under the
ROM. In the same year, Kasyoka et al. [31] found out the
security shortcoming and provided an improved CLC sign-
cryption scheme.

In 2017, Li et al. [32] constructed a CLC signcryption
with access control for industrial wireless sensor networks.
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According to the authors, the given scheme achieves the
additional security properties of ciphertext authenticity,
insider security, and public verifiability. Though the given
scheme is more efficient than the previous access control
schemes, however, the scheme of Li et al. was based on bilin-
ear pairing which makes it inefficient for the resource-
constrained environment of IoT due to heavy pairing costs.

In late 2020, Swapna et al. [34] presented a new CLC
signcryption scheme under the security hardness of ECDLP
under ROM. According to the authors, the proposed scheme
achieves the additional security requirement of public verifi-
ability with strong security against various types of malicious
adversaries. Unfortunately, the scheme of Swapna et al. was
constructed on the concept of ECC, which utilizes 160 bits
keys for providing security, which is still not affordable for
the limited resource devices.

However, all the above [24–34] schemes suffer from
heavy communication and computation costs due to using
heavy bilinear pairing, RSA, and ECC.

4. Proposed Scheme for NDN-Based Internet of
Health Things

4.1. Proposed Network Model for NDN-Based Internet of
Health Things. Figure 3 shows our proposed network model
for NDN-based Internet of Health Things. The suggested
model consists of the following entities and their functions.

(i) Network manager (NM): the NM is an authentic
authority that manages and ensures secure data
transformation among IoHT devices or users (con-
sumer, producer)

(ii) Consumer: any IoHT device (such as smartphone
and body sensor) or user (such as hospital, patient,
and doctor) that are interested in IoHT data (like
patient record stats and monitoring) in a secure way

(iii) Producer: any IoHT device (such as smartphone and
body sensor) or user (such as hospital, patient, and
doctor) that provides IoHT data (like patient record
stats and monitoring) in a secure way

(iv) NDN nodes: the NDN nodes transfer IoHT interest
and data/content between consumer and producer
using NDN routing policy

In the suggested NDN-based IoHT model, at the start of
communication, the IoHT devices or users need to be regis-
tered with NM. For this process, users or devices send their
own identities to NM. Upon receiving, the NM generates a
partial private key for users and sends it. Then, users use
the partial private key and make their own public and private
keys.

Let a consumer show interest in some healthcare-related
data/content, then the NDN nodes will forward the interest
to the producer using the traditional routing protocols such
as OSPF and EIGRP. After receiving the interest, the pro-
ducer will simply signcrypt the data/content and send it to
the interested consumer using the reverse path. After the

reception, the NDN node will forward the signcrypted data/-
content through FIB. However, none of the NDN nodes will
cache the content/data as it is signcrypted for a particular
receiver. This process will repeat until the particular receiver
user receives the interesting content/data. Here, we focus on
the confidentiality and authenticity of NDN-based IoHT
data, so the copy data/content will not be cached in any
NDN node. Also, the data/content can only be verified with
the private key of interested consumers to not facilitate any
user if the content/data is cached in the intermediate NDN
nodes.

4.2. Proposed Algorithm. The proposed algorithm comprises
seven steps as described below. The symbols used in the con-
struction of the designed scheme are mentioned in Table 1.

4.2.1. Setup. Given the security parameter (ℓ), this algorithm
generates a master secret key (M) and public parameter set
(P ). The given algorithm is executed by the KGC and per-
forms the following tasks.

(i) Select (D) as a devisor of HCC of order q

(ii) Select a prime number M, where M ∈ ⪯1⪯ðq − 1Þ
(iii) Compute Mpub=M ·D as his master public key

(iv) Select one-way hash functions of ðSHA − 512Þ =H1,
H2,H3,H4

(v) The given algorithm keeps the master secret key
with itself and advertises the public parameter set
P = fMpub,D, q,H1,H2,H3,H4g in the network

4.2.2. Set Secret Value. The given algorithm is executed on
the participant’s side (i.e., client and producer) with iden-
tity IDu the participants select a random number from S
∈ ⪯1⪯ðq − 1Þ as a secret value and compute their public
keys as PKu = S ·D:

4.2.3. Partial Private Key Generation. The KGC executes the
given algorithm. It selects a random number Rn ∈ ⪯1⪯ðq − 1Þ
and computesN u = Rn ·D. The KGC then computes the par-
tial private key as follows:

(i) Compute h1 =H1ðIDu,N u, PKu,ѠÞMpub

(ii) Compute Xu = Rn +M · h1 mod q

(iii) Compute T u =N u +H1ðIDu,N u, PKu,ѠÞMpub

The KGC then forwards (Xu,T u,N u) to the participants
using a private channel. The participants, upon receiving
the Xu, can verify the validity by checking Xu ·D =N u +
H1ðIDu,N u, PKuÞMpub.

4.2.4. Private Key Generation. In this algorithm, the partici-
pants set their private key as PVK = ðXu, SÞ
4.2.5. Signcryption. This given algorithm is performed on the
producer side. For signcryption, the producer performs the
following operations:
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(1) Pick a random number ∈⪯1⪯ðq − 1Þ

(i) Compute J =W ·D
(ii) Compute Zc =W p ·T c

(iii) Compute h2 =H2(J ,Zp,Ѡ, IDc, PKp)

(iv) Compute h3 =H3(J ,Zp,Ѡ, IDc, PKc)

(v) Compute Bp =Xp +W p ·h2 + Sp ·h3 mod q

(vi) Compute h4 =H4ðZp, J ,T c, IDcÞ

(2) Produce a signcrypted text as δ = ðJ ,Bp,h4Þ and
send it to the consumer

4.2.6. Unsigncryption. With δ, IDp, and (T p, PKp), the
decryption is as follows:

(i) Compute Zp =Xp ·T p

(ii) Compute h2 =H2(J ,Zp,Ѡ, IDc, PKp)

(iii) Compute h3 =H3(J ,Zp,Ѡ, IDc, PKc); if Bp D =
T p +h2 · J +h3 · PKp holds, then the received sig-
nature is valid otherwise forged.

h4 =H4 Xc:J ,T c, IDcð Þ: ð1Þ

Table 1: List of notations.

S/no Notations Explanation

1 ℓ Parameter of security with 80 bits size

2 P Public parameter set

3 H1,H2,H3,H4 Hash functions

4 IDu User identities

5 M Master secret key

6 S Secret values

7 Mpub Master public key

8 Xu User partial private key

9 PVK User private key

10 Ѡ Fresh nonce

11 δ Signcrypted content

Table 2: Software and hardware details.

System Specification

Library
Multiprecision integer and

rational arithmetic C

Operating system Windows 7-64 bits

CPU Intel Core i7-4510

RAM 8GB

Table 3: Running time of major operations in computation
complexity.

ℍEℂDM SℙMEℂ E Bℙ ℙBℙM

0.48 0:97 1.25 14.90 4.31
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Figure 3: Proposed network model for NDN-based Internet of Health Things.

6 Wireless Communications and Mobile Computing



4.2.7. Consistency.

Zc =WT c =W N c +h1Mpub
� �

,

Zc =Xc · J =W D Rn +Mh1ð Þ =W N c +h1Mpub
� �

:

ð2Þ

5. Security Analysis

Here, we provide a detailed analysis of the designed scheme
for the security aspects of confidentiality, integrity, authenti-
cation, nonrepudiation, and unforgeability. Each of these
aspects is discussed in more detail in the following sections.

5.1. Theorem (Confidentiality). A certificateless signcryption
scheme is known to accomplish the security requirement of
confidentiality if there is no possible adversary that can attain
the provider’s encryption key.

Proof. The designed scheme certifies the requirement of con-
fidentiality if the adversary desires to obtain the content from
signcrypted text ðδÞ where δ = ðJ ,Bp,h4Þ. In this case,
he/she must have to find J ,Bp, andh4. To fix J , the adver-
sary also needs to findW from J =W ·D which is infeasible
due to the use of HCDLP. Furthermore, the adversary needs
to calculate Bp here for Bp adversary should calculate Xp

and Sp from Bp =Xp+W p ·h2 + Sp ·h3 mod q which is
infeasible due to the use of HCDLP.

5.2. Theorem (Authentication). A certificateless signcryption
scheme is known to accomplish the security requirement of
authenticity if the content receiver is somehow able to verify
the original source of content.

Proof. A client can use IDp and (T p, PKp) to verify the signa-
ture from δ. Here, to generate δ in the producer side, the pro-
ducer uses ðXpÞ and ðSpÞ which are equal to the private key
of the producer of the content. Hence, the content is signed
with the private key of the provider. So, the receiver of the

content/message can easily verify the respective producer’s
identity to check the authenticity.

5.3. Theorem (Integrity). A certificateless signcryption
approach is known to attain the security requirement of
integrity if there is no possible adversary that can produce
the equivalent hash value for the different sizes of the
message.

Proof. The producer of the content/message takes the “hash
value” “Bp =Xp+W p ·h2 + Sp ·h3 mod q” before sending
the content/message to the consumer. Suppose an adversary
tries to change the cipher content, in that case, the content
receiver can verify the ciphertext by doing the subsequent
steps. The consumer of the content/message first computes
Bp D =T p +h2 · J +h3 · PKp and h4 =H4ðXc · J ,T c,
IDcÞ; if it holds, then the content is valid; else, the content/-
message has been changed.

5.4. Theorem (Unforgeability). Suppose an adversary is able
to negotiate the XpÞ of the provider, in that case, the certifi-
cateless signcryption approach meets the security require-
ment of unforgeability.

Proof. In the designed approach, if an adversary attempts to
produce a legal signature, they need to computeBp from δ

= ðJ ,Bp,h4Þ, and for doing that, he/she needs to find J .
To fix J , the adversary needs to obtain W from J =W ·D,
which is infeasible due to the security hardness of HCDLP.

5.5. Theorem (Nonrepudiation). A certificateless signcryption
scheme is known to accomplish the security requirement of
nonrepudiation if a producer/provider of the content/mes-
sage cannot deny from his/her generated signcrypted
ciphertext.

Proof. The content/message is normally signed with the pri-
vate key ðXpÞ and ðSpÞ of the producer/provider. In the
designed scheme, the consumer/receiver of the content/mes-
sage can authenticate the identity IDp of the provider. So, the
provider of the content/message later cannot repudiate his
own signature.

6. Complexity Analysis

We compared our scheme with previously suggested certifi-
cateless signcryption schemes on the following two bases.

6.1. Computation Cost. In the following section, we will dem-
onstrate the computational cost complexity of our scheme

Table 4: Computation cost in terms of costly mathematical operations.

Schemes Signcryption Unsigncryption Total cost in (ms)

[32] 3E 3E + 1Bℙ + 1ℙBℙM 6E + 1Bℙ + 1ℙBℙM
[34] 3SℙMEℂ 4SℙMEℂ 7SℙMEℂ

[29] 4SℙMEℂ 4SℙMEℂ 4SℙMEℂ

Proposed 4ℍEℂDM 3ℍEℂDM 7ℍEℂDM

Table 5: Computation cost analysis in milliseconds.

Schemes Signcryption Unsigncryption Total cost

[32] 3:75 22:96 26:71
[34] 2:91 3:88 6:79
[29] 3:88 3:88 7:76
Ours 1:92 1:44 3:36
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and previously suggested certificateless signcryption schemes
such as Li et al. [32], Swapna et al. [34], and Luo andMa [29].
To estimate the computational complexity, we considered
the cost of signcryption and unsigncryption. However, to cal-
culate the operational computation cost of any scheme, we
mostly consider the costly mathematical operation used in
that particular cryptographic scheme. For our computation
complexity analysis, we take bilinear pairing (Bℙ), pairing-
based point multiplication (ℙBℙM), exponential (E), scalar
point multiplication of elliptic curve (SℙMEℂ), and hyperel-
liptic curve devisor multiplication (ℍEℂDM), respectively.
The software and hardware specification [19, 33] used with
the running time is shown in Tables 2 and 3.

From the results in Tables 4 and 5 and Figure 4, it is clear
that our scheme works more efficiently in terms of computa-
tional complexity than the previous ones.

6.1.1. Cost Reduction. The cost reduction/percentage
improvement can be attained using the given formula [18].

= Computation cost of previous scheme − Computation cost of designed scheme
Computation cost of previous scheme

� �
∗ 100:

ð3Þ

(i) The percentage improvement of the designed
scheme from Li et al. [32] is as follows:

= 26:71 − 3:36
26:71

� �
∗ 100 = 87:42%: ð4Þ

(ii) The percentage improvement of the designed
scheme from Swapna et al. [34] is as follows:

= 6:79 − 3:36
6:79

� �
∗ 100 = 50:51%: ð5Þ

(iii) The percentage improvement of the designed
scheme from Luo and Ma [29] is as follows:

= 7:76 − 3:36
7:76

� �
∗ 100 = 56:70%: ð6Þ

6.2. Communication Overhead.Here, we show a comparative
analysis of the given scheme with the relevant existing
schemes [29, 32, 34]. However, to calculate the operational
communication overhead of any scheme, we mostly study
the additional bits that an original message will carry. For
our scheme, we used variables such as elliptic curve crypto-
system (ECC): (n), hyperelliptic curve cryptosystem (HCC):
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Figure 4: Computation cost complexity.

Table 6: Variables used in our analysis.

Name Notation Size (bits)

BP (G) 1024

HCC (q) 80

ECC (n) 160

Message (m) 512

Table 7: Communication overhead analysis in bits.

Schemes Ciphertext size Size (bits)

Luo and Ma [29] 3 nð Þ + mð Þ 992

Li et al. [32] 3 Gð Þ + mð Þ 3584

Swapna et al. [34] 3 nð Þ + mð Þ 992

Ours 3 qð Þ + mð Þ 752

8 Wireless Communications and Mobile Computing



(q), bilinear pairing (BP): (G), and message: (m) as further
shown in Table 6.

From the results in Tables 7 and Figure 5, it is clear that
our scheme works more efficiently in terms of communica-
tional overhead than the previous ones.

6.2.1. Cost Reduction. The cost reduction/percentage
improvement can be attained using the given formula [18].

= Computation cost of previous scheme −Computation cost of designed scheme
Computation cost of previous scheme

� �
∗ 100:

ð7Þ

(i) The percentage improvement of the designed scheme
from Li et al. [32] is as follows:

= 3584 − 752
3584

� �
∗ 100 = 79:01%: ð8Þ

(ii) The percentage improvement of the designed scheme
from Swapna et al. [34] and Luo and Ma [29] is as
follows:

= 6:79 − 3:36
6:79

� �
∗ 100 = 50:51%: ð9Þ

7. Deployment on NDN-Based
Internet of Healthcare

Figure 6 shows a robust and secure deployment of the given
scheme on the NDN-based Internet of IoHT. We consider
many connected IoH devices that can exchange healthcare
information for this deployment. Furthermore, the medical
devices are linked to NDN policy [7, 8]. The complete

deployment for secure communication is described in the
subsequent steps.

7.1. Registration and Key Generation. In this phase, the KGC
enrolls both the participants with itself. To do so, the KGC
picks a security parameter (ℓ), selects D of HCC of order q,
selects a prime numberM, whereM ∈ ⪯1⪯ðq − 1Þ, as a mas-
ter secret key, then computes Mpub=M ·D, and selects one-
way hash functions H1,H2,H3,H4. The KGC keeps the mas-
ter secret key with itself and advertises the public parameter
set P = fMpub,D, q,H1,H2,H3,H4g in the network. After
the advertisement of KGC, the consumer and producer first
select random number from S ∈ ⪯1⪯ðq − 1Þ as a secret value
and compute their public keys as PKc = S ·D and PKp = S ·D.
Then, the participants send their identities (IDc, IDp) to KGC.
It selects a random number Rn ∈ ⪯1⪯ðq − 1Þ and compute
N u = Rn ·D. The KGC then computes the partial private key
as compute h1 =H1ðIDu,N u, PKuÞMpub, compute Xu = Rn

+M · h1 mod q, and compute T u =N u +H1ðIDu,N u,
PKuÞMpub. The KGC then forwards the (Xu,T u,N u) to
the client/consumer/receiver of the content and provider of
the content through a private channel. The consumer and pro-
ducer upon receiving the Xu can verify the validity by check-
ing Xu ·D =N u +H1ðIDu,N u, PKuÞMpub.

7.2. Signcryption.Whenever a consumer of the content shows
an interest in some healthcare information, after receiving,
the producer will generate signcrypted content for the con-
sumer as to pick a random numberW ∈ ⪯1⪯ðq − 1Þ, compute
J =W ·D, compute Zc =W p ·T c, compute h2 =H2(J ,
Zp,Ѡ, IDc, PKp), compute h3 =H3(J ,Zp,Ѡ, IDc, PKc),
compute Bp =Xp+W p ·h2 + Sp ·h3 mod q, and compute
h4 =H4ðZp, J ,T c, IDcÞ. Finally, produce a signcrypted text
as δ = ðJ ,Bp,h4Þ and send it to the consumer.

7.3. Unsigncryption. When the consumer receives the sign-
crypted content, it verifies the signature and decrypts the
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content as compute Zp =Xp:·T p, compute h2 =H2ðJ ,Zp,
Ѡ, IDc, PKpÞ, and compute h3 =H3ðJ ,Zp,Ѡ, IDc, PKcÞ. If
Bp D =T p +h2 · J +h3 · PKp holds, then the received signa-
ture is valid otherwise forged. Also, the consumer can decrypt
h4 =H4ðXc · J ,T c, IDcÞ.

8. Simulation of the Designed
Scheme through AVISPA

AVISPA tool [40] is a top-down automated validation of the
security protocols used to verify the resistivity of a given
security protocol against replay attacks and man-in-the-mid-
dle attacks. AVISPA uses the rule-oriented high-level proto-
col specification language (HLPSL) [41], to verify the security
protocol. The code of the HLPSL is transformed to an inter-

mediate format (IF) via a translator known as HLPSL-2-IF
[42]. The IF is then given to the required four backend check-
ers, namely, OFMC, CL-AtSe, SATMC, and TA4SP. For more
details regarding NDN, we recommend readers to study [40].
A generic structure of AVISPA is illustrated in Figure 7.

This section implemented mandatory roles for the ses-
sion, goals, and environment. We evaluate the newly
designed scheme using the two backend checkers of AVISPA
such as constraint-logic-based attack searcher (CL-AtSe) and
on-the-fly model checker (OFMC) with the help of the
graphical user interface (GUI) of security protocol animator
(SPAN) [43]. Moreover, for evaluation, AVISPA implements
the Dolev-Yao threat model [35]. The simulation results
reported in Figures 8 and 9 show the formal verification
and security of the designed scheme against man-in-the-
middle attacks and replay attacks.

HLPSL

AVISPA/SPAN

HLPSL2IF

IF

OFMC ATSE SATMC TA4SP

Figure 7: Pushdown flow of AVISPA.

Consumer side IoT of
Health care devices

Producer side IoT of
Health care devices

Key generation
center

1. The KGC takes security parameter (l),
deviser D generates master secret key
(M), and select hash functions
H1, H2, H3, H4. The advertise the public
parameter set
P = {Mpub,D, q, H1, H2, H3, H4} in the
network

4. Interest for content C

2. Select S as a secret value and compute their public key as PKp

2. Select S as a secret value and compute their public key as PKc

3. The KGC generate partial private key for
producer Xp and for consumer Xc

5. When the producer received interest for C then
producer pick a random number W and compute
J = W·D, Zc = Wp·Tc, h2 =
H2(J, Zp, 𝜔, IDc, PKp), h3 =
H3(J, Zp, 𝜔, IDc, PKc), Bp = Xp+Wp·h2 +
Sp·h3, mod q and h4 = H4 (Zp, J, Tc, IDc)
Finally produce a Signcrypted text as;
𝛿 = (J, Bp, h4) and send it to the consumer.

6. The consumer verify the signature and un-
signcrypted as; Compute Zp = Xp·Tp, h2 =
H2(J, Zp, 𝜔, IDc, PKp), h3 =
H3(J, Zp, 𝜔, IDc, PKc), if Bp D = Tp + h2·J +
h3·PKp, holds then the received signature is
valid otherwise forged. Compute h4 =
H4(Xc·J, Tc, IDc)

𝛿

Internet of
Health Things

Internet of
Health Things

Xp

P

P

Xc

Figure 6: Deployment of the designed scheme.
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9. Conclusion

As the number of biomedical devices coupled with the Inter-
net grows, providing strong security with privacy is becom-
ing a prime concern. The overuse of IoHT devices raises a
serious issue in the medical domain. Due to the critique
and sensitivity of the data within the healthcare domain,
proper security and privacy in IoHT undermines patient pri-

vacy and endangers patients’ lives. However, IoHT transfers
data via a public channel, which has implications for security
and privacy. Researchers suggest named data networking
(NDN), a future Internet model that suits the caregivers
and mobile patients to address this issue. Hence, in this arti-
cle, we have proposed a lightweight certificateless signcryp-
tion scheme for NDN-based IoHT. For most IoHT
applications, traditional cryptographic algorithms are not

Figure 9: Proposed scheme simulation results of OFMC.

Figure 8: Proposed scheme simulation results of ATSE.
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practical due to low power-embedded devices’ power con-
straints. For this cause, we use hyperelliptic curve cryptosys-
tem (HCC) which utilizes minimal key size. In addition, after
comparing with the relevant schemes, the designed scheme
has proven to be effective in terms of cost complexities. For
more evidence, we validate the designed scheme attacks’
security using the formal verification tool AVISPA.

An extension of the designed scheme is essential that pro-
vides simultaneous encryption and signature. We also aim to
improve the security of the given scheme by adding some
other elements of official formal analysis, such as random
oracle model. All these factors are under development stages
and will be taken into consideration in the near future.
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