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In Industrial Wireless Networks (IWNs), the communication through Machine-to-Machine (M2M) is often affected by the noise
in the industrial environment, which leads to the decline of communication reliability. In this paper, we investigate how to
improve route stability through M2M in an industrial environment. We first compare different link quality estimations, such
as Signal-Noise Ratio (SNR), Received Signal Strength Indicator (RSSI), Link Quality Indicator (LQI), Packet Reception Ratio
(PRR), and Expected Transmission Count (ETX). We then propose a link quality estimation combining LQI and PRR. Finally,
we propose a Hybrid Link Quality Estimation-Based Reliable Routing (HLQEBRR) algorithm for IWNs, with the object of
maximizing link stability. In addition, HLQEBRR provides a recovery mechanism to detect node failure, which improves the
speed and accuracy of node recovery. OMNeT++-based simulation results demonstrate that our HLQEBRR algorithm
significantly outperforms the Collection Tree Protocol (CTP) algorithm in terms of end-to-end transmission delay and packet
loss ratio, and the HLQEBRR algorithm achieves higher reliability at a small additional cost.

1. Introduction

In Industrial Wireless Network (IWN) communication,
wireless network has been popularized as a flexible substitute
for wired network and has gradually become a research hot
spot on the field of industrial networks [1]. Compared with
wired networks, IWNs are easier to maintain on-site equip-
ment and have the advantages of easy and quick installation.
However, IWNs still have shortcomings: first, because these
networks transmit data wirelessly, the delay is higher than
that of wired networks; secondly, there are a large number
of malicious attacks in wireless transmission in industrial
environments, which will lead to the unsafe transmission of
data by wireless network links; finally, in the existing indus-
trial environment, most industrial devices in wireless net-
works still require battery power, so once the power of the
device is exhausted, it means that the device will fail. In
industrial applications, the data being transmitted in wireless
networks may play a vital role in production safety, so the
data should be transmitted to the receiving end reliably and
as soon as possible. To improve reliability, WirelessHART
adopts TDMA and Automatic Repeat Request (ARQ) tech-

niques [2] but leaves the details and implementation of most
scheduling algorithms to the vendor. In order to ensure that
the information is not affected by background interference,
path loss, multipath fading, and node failure in the transmis-
sion process, a variety of reliability enhancement techniques
are proposed when discussing the challenges of wireless net-
work security and reliability [3]. Redundancy is a way to
improve reliability [4], which can be implemented on differ-
ent layers and appear in the form of redundant packet con-
tent and error correction code (physical layer), repeated
transmission (MAC layer), installing relay, or concurrent
transmission with multiple paths. Hong et al. proposed an
object-oriented routing algorithm to realize multipath diver-
sity for a time-invariant network environment [5]. Although
the above method [2–5] can improve the transmission reli-
ability of IWNs, the cost is to consume more energy. The sig-
nal of the wireless communication node is sent out from the
transmitting end, and it has experienced large-scale fading
and small-scale fading [6]. When the signal reaches the
receiving end, the strength of the signal will be significantly
reduced. Moreover, the noise interference of the industrial
field environment makes the detection and demodulation
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of the signal by the receiving end more difficult. In addition,
the wireless link is asymmetric, and the stability between the
two nodes is asymmetric. Therefore, the unreasonable link
quality estimation will lead to the routing performance which
can not reach the expected level even considering the reliabil-
ity and other aspects of the routing protocol. Accuracy, reac-
tivity, and stability should be considered in link quality
assessment. The hardware-based link quality estimation can
be read directly by the wireless receiving end. Its advantage
is that it does not require additional computation, but its lim-
itation is that it can only be obtained by the received packet.
Therefore, when the wireless link loses a large number of
packets, hardware-based link quality estimates tend to over-
estimate the link quality. Although hardware-based link
quality estimation can be used to determine whether a link
is in particularly good or bad condition without additional
overhead, it does not provide fine-grained link quality esti-
mation [7]. The feature of software-based link quality estima-
tion is that the link quality is not directly estimated by
hardware reading but by calculation. This method may
require a large number of probe packages, and the time to
send and receive the probe package is relatively long, which
increases the time cost and energy consumption. Relatively
speaking, it can provide fine-grained link quality estimation.

In addition, the routing algorithm used in the network
will also affect the estimation of link quality. First of all,
the adoption of non-QoS routing protocols that do not sup-
port reliability or do not involve link quality in the calcula-
tion process may lead to poor routing reliability and high
packet loss rate. Secondly, different routing algorithms have
their own emphases. Even if some aspects are considered,
others may be ignored, and sometimes, the ideal optimal
solution cannot be achieved or simply does not exist. There
are also problems in the design of the algorithm itself, such
as unreasonable logical judgment or defects in the calcula-
tion process, which may lead to insufficient utilization of
information and data. It is also possible that the complexity
of the algorithm is not suitable for IWNs. Finally, excessive
pursuit of reliability for routing algorithms can lead to other
performance degradation, such as increasing end-to-end
delay and energy consumption; such routing algorithms
are also inappropriate.

The application of IWNs requires high reliability, so
some measures must be taken to deal with the node failure.
Industrial environments can be very complex, and node fail-
ures may have different possibilities. The nodes themselves
may fail due to energy exhaustion or may be destroyed due
to physical damage. At the same time, the node may not fail
but the transmission failure due to poor link quality is mis-
taken as that the node has failed and enters the node failure
processing, which reduces the network performance. On the
one hand, it is necessary to design an effective node failure
treatment mechanism; on the other hand, we should pay
attention to the speed of failure detection and the precise-
ness of accuracy and logical judgment.

In this paper, a reliable routing algorithm based on the
most reliable routing (HLQEBRR) is proposed to ensure that
the nodes in the network can obtain sufficient reliability
assurance:

(1) We analyze the link quality estimation from both
hardware and software and adopt a link quality esti-
mation that is more suitable for IWNs, so as to
improve the reliability of link communication

(2) We propose a hybrid reliable routing algorithm
based on link quality estimation to guarantee the
reliability in IWNs

(3) We propose a necessary collection mechanism to
collect information in the network and a coping
strategy when the nodes run out of energy or fail
due to other accidents

Experimental simulation shows that the HLQEBRR
algorithm is 5% higher than the CTP (Collection Tree Proto-
col) in the average end-to-end delivery rate and 21.2% in
reliability. The remainder of this paper is organized as fol-
lows. Related work is described in Section 2 to illustrate link
quality estimation and existing routing protocols. Section 3
presents the network model and our routing algorithm. Sim-
ulation and results are presented in Section 4. Finally, Sec-
tion 5 concludes this paper.

2. Related Work

2.1. Link Quality Estimation. Estimation of link quality can
be divided into hardware-based and software-based. The
hardware-based estimation usually takes the Signal-Noise
Ratio (SNR), Received Signal Strength Indicator (RSSI),
and Link Quality Indicator (LQI) as reference, while the
software-based estimation takes the Packet Reception Ratio
(PRR) and Expected Transmission Count (ETX) for refer-
ence [7]. Four types of link quality estimation are briefly
described in the following. Received Signal Strength Indica-
tor (RSSI) can quickly and accurately estimate link quality.
Srinivasan et al. concluded through experiments that if the
RSSI value is greater than 87 dBm, the packet reception rate
can reach 99%. When below this value, the RSSI reduction of
2 dBm, link state changes dramatically [8]. The value of the
RSSI has very good stability, reflected in its standard devia-
tion less than 1dBm, so a single RSSI reading can be used
to determine whether the link quality is within an acceptable
range. Since the noise substrates of different nodes are differ-
ent, it is a better choice to estimate link quality by using
Signal-Noise Ratio (SNR) than the RSSI method of adding
pure received signal and receiving end noise substrate. The
Link Quality Indicator (LQI) can immediately determine
the state of the link as RSSI. When the LQI is close to 110,
the packet receiving rate is close to 100, and the variance is
very low. So a single LQI reading can determine the link
quality state. When the link is in the middle quality, the var-
iance of the LQI will increase, and the reading of a single
LQI cannot meet the requirement of accurately estimating
the link quality. Therefore, it is necessary to obtain a large
number of LQI and obtain the mean value to provide an
accurate link quality estimation. Boano and others suggest
that LQI variance can be used to distinguish link quality
[9]. The reason why support LQI is better than RSSI is that
it is more relevant to PRR than the average LQI. Package
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Receiving Rate (PRR) is a receiving end estimation, which is
widely used in routing protocols and can be used as an unbi-
ased measure to evaluate the accuracy of hardware link esti-
mation. If a hardware-based link estimation is correlated
with PRR, it is a good metric. Some PRR-based link quality
estimations are derived from PRR, such as the Window
Mean with Exponentially Weighted Moving Average
(WMEWMA), which uses an exponential weighted moving
average filter to smooth processing PRR estimation to pro-
vide more stable and flexible estimates [10]. At the same
time, this method also lays the foundation for other later
filter-based link quality estimations. Kalman-filter-based
Link quality Estimator (KLE) based on Kalman filter is pro-
posed to overcome the low reactivity of mean-based link
quality estimation. Compared with the method waiting to
receive a fixed number of packets and then calculate the
mean value, the method provides a link quality estimation
based on a single received packet. Expected Transmission
Count (ETX) is the inverse of the product of forward deliv-
ery rate df and reverse delivery rate dr [11]:

ETX =
1

df × dr
: ð1Þ

ETX-based routing protocols can provide a high
throughput route in multihop wireless networks because
ETX minimizes the expectation of the total number of
packet transmissions required for a packet to be successfully
delivered to the destination. The advantage of ETX is that
this approach allows for link asymmetry, while the disadvan-
tage is that ETX is ARQ-based, so if the device does not sup-
port ARQ, ETX will not be available. Moreover, although
ETX can be used to obtain high throughput, when the net-
work traffic load is large, it will lead to network congestion
and a large number of packet loss, so a large number of
nodes cannot calculate ETX, because they cannot receive
packets. Therefore, the lack of link quality information leads
to the interruption of routing and the decrease of network
throughput.

2.2. Analysis of Existing Wireless Communication Routing
Protocol. Flooding protocol and gossiping protocol are clas-
sic protocols in sensor networks. They are characterized by
the fact that they do not require any algorithms or routing
maintenance. The implementation of the flooding protocol
is simple, but there are many shortcomings, such as “implo-
sion.” Overlap occurs when two nodes that monitor the
same area send similar packets to the same neighbor nodes
[12]. The consumption of resources without considering
resource constraints leads to the blind utilization of
resources. Gossiping protocol improves the flooding proto-
col, the main difference is that the node randomly selects a
neighbor node to send the packet after receiving the packet,
and the neighbor node to receive the packet also propagates
in this way [13]. This method avoids the problem of “implo-
sion” but leads to the delay of data passing through nodes,
and the problem of energy waste caused by random trans-
mission is still unsolved. Sensor Protocols for Information
via Negotiation (SPIN) is one of the routing protocols cen-

tered on data in early work. The SPIN names the data with
high-level descriptors or metadata, but the naming format
has no uniform standard, and SPIN also has some short-
comings, such as its announcement mechanism cannot
guarantee that the data will be passed. If a node farther from
the source node is interested in the data but the nodes
between these nodes and the source node are not interested
in the data, the data cannot be passed to the destination [14].
As a result, SPIN protocols are not suitable for applications
that require high reliable delivery, such as intrusion detec-
tion. Rumor protocol is a variant of directed diffusion [15].
In some cases, even if the node needs a very small amount
of information, it needs to flood the interest to the whole
network. Rumor protocol’s main idea is to route queries to
nodes that observe specific events rather than flooding the
entire network. However, its good performance is limited
to fewer events, and the overhead of maintaining agents
and event tables per node becomes large when there are
more events. In addition, the cost of adjusting parameters
in the algorithm is also a problem. Geographic Adaptive
Fidelity (GAF) Protocol is a location-based energy-sensing
routing algorithm for mobile self-organizing networks but
also for sensor networks [14]. However, the simulation
results show that the performance of the GAF is not lower
than that of the general ad hoc networks, and it prolongs
the network lifetime by energy-saving mechanism. In order
to ensure reliable data transmission, Sequential Assignment
Routing (SAR) can be used [14]. This is the first routing pro-
tocol that introduces QoS into routing decision in wireless
sensor network. Its idea is to take the neighbor node of sink
node as the root and build a tree considering QoS index,
energy on each path, and priority of each packet, so as to
build multiple paths from sink node to sensor node [16].
The simulation results show that SAR can achieve lower
energy consumption than the minimization energy con-
sumption index algorithm, but it is not suitable for large-
scale networks because it needs to maintain multiple paths
from nodes to sink directly by maintaining the tables and
states of all sensor nodes, so the energy consumption
increases greatly when the number of nodes is especially
large [14]. Kumar et al. propose a new wireless routing pro-
tocol based on two-hop neighbor node information by min-
imizing path settings, which can improve end-to-end packet
delivery recovery delay to ensure reliability and timeliness
[17]. SPEED Protocol provides end-to-end soft real-time
communication by using an innovative combination of feed-
back control and uncertain geographic information forward-
ing to maintain the desired delivery speed, and SPEED
Protocol tries to ensure that each packet determines the
speed so real-time applications can estimate end-to-end
delays before making decisions while avoiding congestion
[18]. According to the simulation results in [19], it is clear
that SPEED Protocol is deficient in energy efficiency.

3. Reliable Routing Algorithm Based on Link
Quality Estimation

3.1. Network Model. The network topology is shown in
Figure 1. The role of wireless communication nodes here is
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to periodically send their own monitoring data and forward
the data sent by other nodes. All nodes send data to the gate-
way and transmit it to the back-end server through the back-
bone for analysis and processing. The wireless nodes are
battery powered and use the ZigBee protocol. These nodes
operate at 2.4GHz with 16 channels in O-QPSK (Offset-
Quadrature Phase Shift Keying) modulation mode. Node
antenna adopts ideal omnidirectional antenna, which is easy
to analyze and design. The signal has a transmitting power
of 0 dBm, a sensitivity of -85 dBm, and a turnaround time
of no more than 12 symbol cycles between the transmitting
and receiving states. A maximum message length of 127
bytes is ZigBee’s standard upper limit. Because of the peri-
odicity of IWNs, the node monitoring data will also
exhibit a corresponding periodicity. We assume that all
nodes send packets at the same frequency to facilitate
our analysis.

3.2. Selection of Link Quality Estimation. Starting with the
link quality analysis based on hardware and software, the
link quality estimation introduced earlier is analyzed, and
then, the choice of link quality estimation is put forward.

Hardware-based RSSI, SNR, and LQI and software-
based PRR and ETX, where RSSI can be read by hardware
without additional computational overhead, and the link
quality can be immediately judged to be in an excellent or
extremely poor state. However, because the value difference
between excellent and extremely poor link quality on the
RSSI is not obvious, RSSI is not the optimal scheme. SNR
is the ratio of signal intensity to noise intensity, so it can
reflect the influence of noise more than RSSI. The average
LQI can provide a relatively accurate link quality estimate,
but an important problem of the LQI is that the stability,
variance, or standard deviation are poor when the link qual-
ity is medium. Therefore, the value of a single LQI cannot be
used to estimate the link quality state. Literature [20]
obtained the relationship between average LQI and link
delivery rate and the relationship between average LQI and
standard deviation of LQI through experimental results.
The value of LQI is positively correlated with link reception
rate, so this paper believes that LQI should be selected as link
quality estimation.

While software-based link quality estimation, PRR and
ETX have significantly different characteristics. PRR is more
direct to show the probability of successful delivery between
links, while ETX needs to be calculated by the delivery rate
in two directions, which adds extra overhead. ETX can show
the link quality between two nodes by judging the close
degree to the upper limit of transmission times. But the tra-
ditional ETX ignores the upper limit of retransmission times
in the protocol; the effect of Distribution-Based Expected
Transmission Count (DBETX) is better than traditional
ETX [20]. Considering the ETX of retransmission upper
limit, that is, the weighted calculation of average transmis-
sion times and SNR distribution, the calculation method is
obtained. That is to say, if the traditional ETX calculation
results exceed the retransmission upper limit, it is obviously
not in line with the actual situation to judge that the link is
not reachable. At the same time, the sum of ETX for multi-

hop links does not always reflect the link quality or reliability
of the whole link. Take Figure 2 as an example.

NodeS is the source node and NodeD is the destination
node. Now NodeS can forward to NodeD through node M,
or forward to NodeD through node N . P1 is the delivery rate
from S to M, P2 is the delivery rate from M to D, P3 is the
delivery rate from S to N , and P4 is the delivery rate from
N to D. If calculated using PRR, the final success rate of R
1 is 1/3 and R2 is 1/4, so choose R1. If ETX or DBETX is
used, the sum of ETX in R1 is 4 and the sum of ETX in R2
is also 4, so the performance of the two routes is equal. Obvi-
ously, this is not true. The reason is that if PRR is used as
link quality estimation, the final success rate can be calcu-
lated by multiplying the success rate of each hop on the path,
as shown in Formula (2). ETX is the reciprocal sum of the
success rate of each jump, as shown in Formula (3).

Yn
i=1

pi >
Ym
j=1

qj, ð2Þ

〠
n

i=1

1
pi

< 〠
m

j=1

1
qj
: ð3Þ

Formula (2) and Formula (3) in pi and qj are the success
rate of hop i and hop j on both links; n and m are the total
hops on both links. If PRR is used as link quality estimation,
then the routing algorithm is based on the return value of
Formula (2) to determine which two links are better. If
ETX is used as link quality estimation. Then, the return
value of Formula (3) is used to estimate. However, Formula
(3) cannot be derived from Formula (2). On the contrary,
Formula (2) cannot be deduced from Formula (3); hence,
ETX cannot well reflect the reliability of the whole path.
However, lower expected transmission times indicate that
lower total energy consumption can be obtained. So to
improve reliability, PRR should be chosen in software-
based link quality estimation but PRR and ETX have a lim-
itation that they are both calculated based on the received
packets, so they require a certain number of probe packets.
Sometimes, the field application of IWNs does not allow a
large amount of time to send a sufficient number of probe

Wireless node

Back-end server

Gateway

Figure 1: Network topology.
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packets before the formal operation, and the performance
based on the received link quality estimation will decrease.
Therefore, this paper thinks that the link quality estimation
based on hardware and the link quality estimation based

on software should be combined. Although in literature
[21], the related work is summarized to show that there is
no significant correlation between RSSI, LQI, and ETX, but
the literature [9] points out that the average LQI has some
correlation with PRR. Particularly, the literature [22] pro-
posed a curve fitting formula for average LQI and PRR, as
shown in Formula (4). Through this formula, the value of
a PRR can be estimated by the LQI value and used in routing
calculation and the calculation basis of packet loss in simu-
lation. And the LQI calculation method can be based on
the literature [23]. A linear regression is provided to derive
Formula (5). Even if the hardware itself does not support
computing LQI, it can be obtained by SNR. Furthermore,
although the negative effects of LQI instability can be
reduced by averaging, recording a value from a probe packet
from a neighbor node for averaging consumes a lot of stor-
age space. Therefore, it is necessary to take some methods
to reduce the consumption of storage space and energy.

An optimal linear filter, Kalman filter, is used here to fil-
ter and smooth, which can make an accurate estimate from
the nonmeasurable state of a dynamic system with observed
noise [24]. Therefore, in the instability modeling of LQI in
this paper, white noise is added according to its real value.
The advantage of this approach is that the error can be min-
imized through Kalman filtering, thus improving the accu-
racy. Because the input data has only LQI values, a one-
dimensional Kalman filter is sufficient here, and its imple-
mentation is presented in Algorithm 1. The algorithm can
be simply described as follows: input data, use the least
square method to estimate the minimum variance, and then
output the results, iterating repeatedly.

3.3. Topology Discovery. Before the routing algorithm runs,
some necessary information should be collected and used
in routing calculation. Topology discovery initiated by the
gateway. The depth of the gateway node is 0, and the depth
of the other nodes is set to the desirable maximum. Then,
the gateway generates a probe packet to get depth and
broadcasts it. These nodes received are neighbor nodes and
compare the depth value in the probe packet with their exist-
ing depth, if the former is smaller, set its own depth informa-
tion to the former, then generate a new probe packet, and set
the depth to the updated depth before broadcasting; other-
wise, no behavior is taken. In this way, when the probe
packet flooding to the whole network, all nodes can get their
own depth relative to the gateway. At the same time, we also
know the neighbor nodes and their depth information. The

probe packet format used to obtain depth information is
shown in Table 1.

Among them, type is the type of message, which is used
to distinguish different kinds of messages for different pro-
cessing. Field source is the address of the source node that
sends the message, or the node number can be used to know
the source of the message. Field depth is the depth of the
node that sends the message, the node that receives the mes-
sage determines whether it can obtain a smaller depth
through this field, where the depth of the gateway is 0. By
receiving and sending messages, the node cannot only obtain
its own depth but also make all nodes in the network obtain
the corresponding information. At the same time, when the
node obtains its depth relative to the gateway, the next hop
of the minimum hop routing can be obtained at the same
time. However, because this process needs to flood the depth
probe packet from the gateway node to the whole network, it
needs to consume more energy. However, the minimum hop
routing is also obtained. Although the minimum hop rout-
ing does not guarantee any QoS and reliability, there is also
a default route available without other routes. In addition,
the depth of a node may change many times during the
probe of packet flooding, and the depth of a node may
change the depth of some neighbor nodes. Therefore, it is
necessary to update the depth probe packet flooding in real
time.

3.4. Access to Link Quality-Related Information. After
obtaining the depth of the node itself relative to the gateway,
the link quality is estimated by sending the probe packet. In

S

P3 = 1/2 P4 = 1/2

P2 = 1/2P1 = 1

N

M

D

Figure 2: PRR Comparison with ETX on routing.

PRR =
95%RSSI < 65 − 0:0001577694347132523LQI3 + 4:708425273599874LQI − 214:9115458068067 %ð Þ65 ≤ RSSI ≤ 95,

5%RSSI > 95,

(

ð4Þ
LQI = 5:3145 × SNR + 94:0477: ð5Þ
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the estimation process, each node sends the probe packet
and also receives the probe packet from other nodes and
records the relevant data. Because the gateway is the destina-
tion for all nodes to send data, it receives the probe packet
from the neighbor node and records the information, with-
out sending any probe packet itself. The sending of the probe
packet requires a certain time interval and a certain number.
The format of the probe packet is shown in Table 2. When a
node receives a probe message, it can know how many probe
messages it will send and the sequence number of the cur-
rent probe message. In this way, the software-based link
quality estimation is obtained. The hardware-based link
quality estimation has been read from the underlying hard-
ware when the packet is received. However, because the
probe packet should be sent at a certain time interval, and
the probe packet needs to reach a certain number, the pro-
cess of sending the probe packet has taken up a certain time
and produced a certain energy consumption. The results of
this approach can lead to better link performance, such as
higher delivery rates, lower latency, and lower power
consumption.

3.5. Algorithm

3.5.1. Algorithm. Through the above analysis, we finally
determine the specific method of reliable routing-based link
quality estimation (HLQEBRR). First, topology discovery
and link quality information collection are carried out by
sending probe packets, and then, the corresponding infor-
mation is recorded and processed. When the algorithm runs,
the gateway node starts to send the routing packet to the
neighbor node, and the neighbor node receives the routing
packet and runs the algorithm to find out the success rate,
the next hop, the path length, and the threshold of failure
monitoring. The routing packet is sent to the neighbor node

by reconstructing its own results with the collected link qual-
ity information, until all nodes in the network are routed.
The record format of link quality information collection is
shown in Table 3. The algorithm of link quality information
collection, such as Algorithm 2, is also processed while col-
lecting data, where the Kalman filter runs with the process
of link quality collection. Each new value is obtained by run-
ning a Kalman filter to obtain the filtered data, except for the
first obtained value.

When the node sends the link quality probe packet, the
routing algorithm can be initiated by the gateway. At this
point, the gateway constructs the routing information packet
shown in Table 4, constructs the routing information packet,
and then broadcasts it to the neighbor node. The format of
the routing information package is shown in Table 4.

The routing packet generation algorithm is shown in
Algorithm 3. The source nexthop in the routing packet first
constructed by the gateway node are all their own addresses,
the success ratio is 1, and the path length is 0. After the node
receives, the routing algorithm is run, and the result of the
routing calculation is informed to the neighbor node.

On the basis of Formula (4), an approximate LQI can be
obtained by curve fitting PRR, which is called PRRLQI. A
PRR can also be obtained based on the ratio of the number
of received packets to the total number of probe packets
sent. In this case, the weighted average of the two PRRs
should be carried out to obtain the mean value of a PRR,
and the weight should be determined according to the total
number of probe packets. Since it is an approximation
obtained by curve fitting, the weight of PRRLQI obtained by
curve fitting should decrease with the increase of the number
of probe packets. Therefore, Algorithm 4 can be obtained to
calculate a weighted average PRR value. The algorithm of
calculating packet receiving rate according to link quality
information is shown in Algorithm 4.

Require: the value of the LQI with additive Gaussian white noise and the result of the last filter and other parameters of the Kalman
filter
Ensure: filtered results
1: initialize: p ←1; R ←1;LQI ←the result after the last filtering
2: while value of LQI with noise X read in do
3: K ⟵ ðP + RÞ
4: LQI ⟵ LQI + K ∗ ðX − LQIÞ
5: P⟵ P − K ∗ ðP + RÞ ∗ K
6: end while
7: return LQI

Algorithm 1: One-dimensional Kalman filter algorithm.

Table 1: The probe packet format used to obtain depth.

Field Description

Type Message type

Source Address of the source node that sent the message

Depth The depth of the source node that sends the message

LQI Link quality indicator

P A posteriori estimate covariance in Kalman filtering

Table 2: Format of link quality probe packet.

Field Description

Type Message type

Source Address of the node that sent the packet

Total Total number of packets sent

Seq Serial number of the current probe packet
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3.5.2. Reliable Routing Algorithm. The main function of
routing algorithm is to make all nodes find the optimal path
to send messages, so all nodes need to obtain the end-to-end
transfer rate obtained through all possible paths. The link
quality estimation used in the routing algorithm designed
in this paper is that both PRR and LQI are the data obtained
by the receiving end and the sending end does not know it.
Therefore, the routing calculation can be carried out by
broadcasting to the neighbor node to obtain its own delivery
rate corresponding to the node. In addition, in the routing
mechanism of this paper, the hopping confirmation retrans-
mission mechanism is used to improve the reliability. Sup-
pose the maximum number of transmissions in a network

with a confirmation retransmission mechanism is n, nodeA
already knows the PRR of nodeB for nodeA is p; then, the
probability Pdelivery of nodeA successfully sending packets
to nodeB is

Pdelivery = 1 − 1 − pð Þn: ð6Þ

The partial derivative of Pdelivery with respect to p and n
can be obtained:

∂Pdelivery

∂p
= n 1 − pð Þn−1, ð7Þ

Table 3: Format for storing link quality information.

Field Description

Address Address of neighbor node

Sum Total number of probe packets sent by neighbor nodes

Count Number of probe packets received from the neighbor node

LQI Link quality indicator

P A posteriori estimate covariance in Kalman filtering

R Covariance of observed noise in Kalman filtering

K Kalman gain in Kalman filtering

Require: Numeric X of probe packets and read LQI from neighbor nodes
Ensure: Information for link quality estimation of neighbor nodes
1: whileaddress ≠ sourcedo
2: if has next record then
3: sum⟵ total
4: count⟵ count + 1
5: KalmanFilterðLQI, X, P, R, KÞ
6: else
7: sum⟵ total
8: LQI ⟵ X
9: P⟵ 1
10: R⟵ 1
11: K ⟵ 0:5
12: end if
13: end while

Algorithm 2: Link quality information collection algorithm.

Table 4: Format of routing information packet.

Field Description

Source Source address

Nexthop The address of the next hop of the node route

Success_ratio The success rate of the node passing the packet to the gateway

Path_length Path length

Neighbor_num Number of neighbor nodes

Address_info[] An array of neighbor node addresses

PRR[] Arrays of packet reception rates for different neighbor nodes

Repair Mark whether the routing recovery process is needed
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∂Pdelivery

∂n
= − 1 − pð Þn × ln 1 − pð Þ = 1 − pð Þn ln 1

1 − p
:

ð8Þ

Because p is less than or equal to 1, the results of both
partial derivatives are nonnegative. Formula (7) shows that
when the n is constant, the derivative decreases with the
increase of the p, which indicates that the lower the success
rate, the greater the effect of the retransmission mechanism,
whereas the higher the success rate, the smaller the effect of
the retransmission mechanism. At the same time, it shows
that the higher the success rate PRR, the smaller the impact
of the same degree of error on the final result as link quality
estimation. Formula (8) shows that when the p is constant,
the value of the partial derivative decreases with the increase
of the n, which indicates that the increase in delivery rate
decreases with the increase of the maximum transmission
times. At the same time, the effect of p error decreases with
the increase of maximum transmission times. Therefore, the
hop-by-hop retransmission mechanism cannot only directly
improve the reliability of transmission but also reduce the
impact caused by the error of link quality estimation and

further improve the reliability. The design goal of the
HLQEBRR algorithm is to maximize the reliability of all
nodes. Based on literature [25], the concept of the most reli-
able line is that if ∀e ∈ EðGÞ in graph Gð0 <wðeÞ ≤ 1Þ. If P is
the path from vertex S to vertex T and is defined as the reli-
ability of path P, then the path that maximizes wðPÞ is the
most reliable path from vertex S to vertex T . The optimal
path is the path P from vertex vi,j to a certain victorious ver-
tex vi,k in the decision graph D = ðV , EÞ. If the cost is the
least among all victorious vertices from vi,j to vi,k, then P is
the optimal path of vertex vi,j. According to the optimization
principle, let P = vi,jvi+1,kvi+2,m⋯ vs−1,r , vs,r is an optimal
path for vertex vi,j, then P = vi+1,kvi+2,m ⋯ vs−1,rvs,r must be
the optimal path for vertex vi+1,k. Therefore, the HLQEBRR
algorithm proposed in this paper is initiated by the gateway
and sends the routing information packet that carries the
PRR value and its source information obtained by the probe
packet sent by the neighbor node, plus their own calculated
routing results. After receiving the neighbor node, the prod-
uct of the success rate of the source node and the success rate
of sending packets to the node is calculated and recorded.
Repeat the above process if the value is better than the

Require: Collection of link quality information
Ensure: Routing packets
1: source←address
2: nexthop←optimal_nexthop
3: success_ratio←optimal_success
4: path_length←optimal_hop+1
5: neighbor_num←n_number
6: repair←false
7: i←0
8: whilepdo
9: ifp→alive=truethen
10: address_info[i]←address[i]
11: PRR[i]←calculate(i)
12: end if
13: next p
14: end while

Algorithm 3: Generation algorithm of routing information packet.

Require: Total number of probe packets sum and received from each neighbor node count recorded
Ensure: The neighbor node receives its own packet rate
1: Initialize: Substitute LQI after Kalman filter into Formula (4) to get PRRLQI ;
2: PRR←count/sum
3: ifsum>100then
4: α⟵ 1
5: else ifsum >50then
6: α ⟵ sum/100
7: else

α⟵ 0:5
8: end if
9: PPR⟵ α ∗ PPR + ð1 − αÞ ∗ PPRLQI

Algorithm 4: Package reception rate estimation.
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previous solution, update the optimal solution, and broad-
cast the routing packet in the same way. Until all nodes in
the network receive routing packets from all their neighbor
nodes and complete the calculation of the optimal path,
the algorithm is aborted. When the routing algorithm
updates the optimal solution, the condition of the update is
not just that the end-to-end delivery rate of the new path
is higher than the previous solution, instead, consider weigh-
ing the negative cost before updating. Although the end-to-
end delivery rate is slightly improved, some solutions
increase delay and energy consumption at great cost. Each
node initializes the probe packet first and sets the table of
neighboring nodes as an empty set. After receiving the probe
packet, if the depth value increased by 1 is less than its own
depth value, the current depth value will be updated. The
probe packet is reconstructed and forwarded to the neighbor
node. After receiving the probe packet for acquiring depth,
the node can send the link quality information probe packet,
which is used to make the neighbor nodes obtain the packet
reception rate relative to its own, and the neighbor nodes
run Algorithm 3 to obtain and store the corresponding
information.

Writes its own node address to source, calculate the next
hop, assign the success rate to nexthop, success_ratio sepa-
rately, number of neighbor nodes written neighbor_num,
an array address_info[] that traverses the link quality infor-
mation list to supplement the addresses of neighboring
nodes, calculate packet acceptance rate based on link quality
information, and write the array PRR[] with Packet Recep-
tion Ratio for different neighboring nodes. In the routing
packets first constructed by the gateway node, source and
nexthop are their own addresses, success_ratio is 1, and
path_length is 0. After receiving it, the node runs the routing
algorithm and informs neighbor nodes of the routing calcu-
lation. The HLQEBRR algorithm is shown in Algorithm 5.

3.5.3. Node Failure Treatment. The probability-based
method is used to detect node failure, that is, small probabil-
ity events cannot occur in an experiment. Set the nodeA has
learned the delivery rate between it and the nodeB and set it
to p, the maximum number of transmissions. At the same
time, the node sets a counter and checks the number of
packets sent at this time when receiving the confirmation
packet. If the maximum number of transmissions is reached,
the counter adds 1; then, the probability PfailðnÞ of sending n
consecutive data packets with the maximum transmission
times but not receiving the acknowledgement packet from
nodeB is

Pfail nð Þ = 1 − pð Þmaxð Þn: ð9Þ

If PfailðnÞ is less than a threshold, such as 0.00001, then
nodeB is deemed to have failed. In this case, N is the thresh-
old value of the sent packet that does not receive the
acknowledgement packet in the node failure monitoring
process and adopts the node failure recovery mechanism.
For the node failure recovery mechanism, this paper adopts
such a mechanism to record the suboptimal solution while
calculating the routing optimal solution. When the optimal

solution is updated, the previous optimal solution is
regarded as the suboptimal solution until the path calcula-
tion is completed. The suboptimal solution is the standby
path. When the next hop node fails, it is first switched to
the standby path, then the node failure occurs along the
downlink notification node and the node on the link is recal-
culated. For the nodes of the failed nodes along the uplink,
the existing calculation results are still available and there
is no need to reroute because their path of sending packets
is not affected. If the node is restored after node failure,
the routing control package can be sent again by the neigh-
bor node according to the previous routing algorithm. The
node failure recovery mechanism is shown in Algorithm 6.

4. Simulation and Results

The hardware environment and simulation environment are
shown in Table 5.

In this section, the simulation implementation of the
HLQEBRR algorithm is introduced in detail, and the perfor-
mance of sending different numbers of probe packets is eval-
uated. The comparison benchmark algorithm used in
performance evaluation is the Collection Tree Protocol
(CTP), and the results are analyzed.

4.1. Simulation Environment and Parameter Setting. There
are three types of nodes in the network topology set up in
this paper, which are industrial field communication equip-
ment nodes, gateway nodes, and noise nodes. The simula-
tion topology used in this paper is shown in Figure 3. The
industrial site is a rectangle, and the field equipment nodes
are randomly distributed everywhere. The two-way arrow
indicates the connection and has been selected according
to the maximum communication range so that any node
connected with a two-wire arrow is within the range of com-
munication. While the communication range of noise nodes
is not limited, all field device nodes and gateways are con-
nected with them. The specific parameters of the simulation
topology are shown in Table 6.

4.2. Evaluation Indicators and Comparison Benchmark

4.2.1. Evaluation Indicators

(1) End-to-end delivery and packet loss rates

Assume that nodei in the network sends totali packets,
and the number of packets successfully transmitted to the
destination is deliveryi; then, the lost number is totali minus
deliveryi. At this point, the end-to-end delivery rate rdelivery
ðiÞ and packet loss rate rlossðiÞ of node i are defined

rdelivery ið Þ = deliveryi
totali

, ð10Þ

rloss ið Þ = 1 − deliveryi
totali

: ð11Þ

The average end-to-end network delivery rate rdelivery
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Require: Routing information packets from neighbor nodes
Ensure: Success rate of sending packets to the gateway, address and path length of the next hop node
1: optimal success⟵ 0
2: optimal_nexthop←nexthop
3: optimal_hop←mydepth
4: ifrepair=trueandsource ≠ optimal_nexthoporsource ≠ suboptimal_nexthopthen
5: return
6: end if
7: fori=0,1,2...neighbor_numdo
8: ifaddress_info[i]=addressthen
9: suc←1−(1−PRR[i])maxtrans ∗ success_ratio
10: According to the source field of the routing packet, find the corresponding record in the routing result and update it. If not
found, record the source, suc, nexthop, pathlength value of the routing packet
11: ifoptimal ≠ sourcethen
12: suboptimal_nexthop ← optimal nexthop;
13: suboptimal_success ← optimal success;
14: suboptimal_hop ← optimal_hop
15: suboptimal_threshold←optimal_threshold
16: end if
17: optimal_nexthoop←source
18: optimal_success←suc
19: optimal_hop←path_length+1
20: Pf ail ⟵ ð1 − PPR½i�Þmaxtrans

21: optimal_threshold⟵1
22: whilePf ail > 0:00001do
23: Pf ail ⟵ ð1 − PPR½i�Þmaxtrans

24: optimal_threshold⟵optimal_threshold+1
25: end while
26: generate routing packets according to Algorithm 3 and inform neighbor nodes
27: end if
28: end for

Algorithm 5: HLQEBRR algorithm based on link quality estimation.

Require: Failure confirmation information during node failure detection
Ensure: Information on alternate paths and new routing information
1: whilepdo
2: ifp⟶ address = optimal nexthopthen
3: p⟶ alive⟵ f alse
4: n number⟵ n number − 1
5: end if
6: p⟵ p⟶ next
7: end while
8: if the suboptimal solution exists and is not the solution of the minimum hop route then
9: optimal nexthop⟵ suboptimal nexthop
10: optimal success⟵ suboptimal success
11: optimal hop⟵ suboptimal hop
12: optimal threshold⟵ suboptimal threshold
13: else
14: reverse the routing result record to find the solution with the highest success rate and regarded it as the current optimal
solution
15: end if
16: generate routing packets according to Algorithm 3
17: repair⟵ true
18: sent routing packets to neighboring nodes
19: returnoptimal nexthop

Algorithm 6: Node failure recovery mechanism.
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and packet loss rate rloss is

rdelivery =
∑n

i=1deliveryi
∑n

i totali
, ð12Þ

rloss = 1 −
∑n

i=1deliveryi
∑n

i totali
: ð13Þ

(2) Network average end-to-end delay

The transmission time from node i to node j is tS,iðjÞ,
and the time for node i to reach the gateway to be received
is tD,iðjÞ; then, the average end-to-end delay delayðiÞ of node
i and the average network end-to-end delay are, respectively:

delay ið Þ = ∑totali
j−1 tD,i jð Þ − tS,i jð Þ

totali
, ð14Þ

delay ið Þ = ∑n
i=1R ið Þ
n

: ð15Þ

(3) Overall network energy consumption

Only the energy consumption generated by sending
packets after the routing algorithm is completed is consid-
ered here, because this part is the most important part of
the overall energy consumption of the network, while the
energy consumption generated by sending probe packets,
routing packets, and computing processes in the routing
algorithm is ignored. Because the direct calculation of power
consumption is not feasible and the simulation is used here,
the overall energy consumption of the network is reflected
by the number of packets sent, so Formula (16) is used to

reflect the overall energy consumption of the network.

trans num = 〠
n

i=1
trans num ið Þ: ð16Þ

The trans numðiÞ is the number of packets sent by node
i. In order to simplify the analysis and facilitate the perfor-
mance comparison, the number of received packets and sent
and received confirmation packets is no longer calculated
here, and the energy of the node is assumed to be infinite.

(4) Reliability

The measure of reliability here is the ratio of nodes with
end-to-end delivery rate above 95% or packet loss rate below
5% to the total number of nodes in the network. The expres-
sion is as follows:

reliability =
∑n

i=1R ið Þ
n

,

R ið Þ =
1rdelivery ið Þ ≥ 95%,

0rdelivery ið Þ < 5%:

( ð17Þ

4.2.2. Comparison Benchmark. The comparison benchmark
adopted in this paper is the Collection Tree Protocol
(CTP) [26], which is designed to meet the requirements of
reliability, robustness, energy efficiency, and hardware inde-
pendence; it is the sink route to one or a few specified nodes
in a wireless sensor network. The CTP used link quality esti-
mation of 4 bits; routing is based on the sum of the expected
transmission times on the whole path and only 1% lower
than the previous minimum ETX of the sum of the new
path. The new path is used as a new route. CTP is divided
into three parts, link quality estimation, routing engine,
and forwarding engine. The link quality estimation is used
to estimate the number of single hops expected to be trans-
mitted to the neighbor nodes. The routing engine is the next
hop of routing according to the link quality and network
layer information, and the forwarding engine [26]. It is used
to maintain the queue of packets waiting to be sent and
whether or not to send them, so the CTP algorithm is very
suitable as a comparison benchmark. Because the
HLQEBRR algorithm and the CTP algorithm proposed in
this paper need to send probe packets first, the performance
of each algorithm can be analyzed when different numbers
of probe packets are sent in advance. The simulation param-
eters are shown in Table 7.

Table 5: Hardware environment and simulation environment.

CPU I5-4590 3.3 GHz

Memory 4GB 1600MHz

Network simulator OMNeT++5.0

OS Windows 8.1

Figure 3: Simulation topology.

Table 6: Specific parameters of the simulation topology.

Parameter name Value

Industrial site length 100m

Industrial site width 50m

Number of site equipment 40

Limit of communication distance 30m
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4.3. Analysis of Experimental Results. First 30 probe packets
are sent, and the performance results of the two algorithms
are shown in Table 8. MATLAB programming was used to
read the files of these records and calculate the related per-
formance indicators. After the calculation is completed, the
drawing is carried out according to the result of the
operation.

The performance of each node can reflect the perfor-
mance of the routing algorithm. Such as the packet loss rate
for each node shown in Figure 4, the end-to-end delay for
each node is shown in Figure 5, and the number of sendings
for each node is shown in Figure 6.

The HLQEBRR algorithm proposed in this paper has
some advantages in the average delivery rate of the network,
but it is slightly insufficient in the average delay and the
overall transmission times. However, from the performance
of each node, the routing algorithm proposed in this paper
can maximize the delivery rate of each node. According to
Formula (15), the reliability of this paper is 0.95 higher than
0.75 of the CTP algorithm. At the same time, other perfor-
mance deficiencies are not significant.

The end-to-end delay of each node can be found that
even if the CTP algorithm is based on the sum of the
expected transmission times on the path, end-to-end delays
include other delays besides sending delays, such as queuing
delays. Therefore, the CTP algorithm has some advantages
over the HLQEBRR algorithm in average end-to-end delay,
but it is not obvious, even cannot guarantee that the end-
to-end delay performance of each node is better than the
HLQEBRR algorithm. At the same time, it also has some
advantages in the index of sending times, because the route
selected by smaller expected transmission times reduces
the energy cost of sending messages. Run the simulation
again for performance comparison, and the number of probe
packets is increased to 100. The overall performance of the
network is shown in Table 9. The packet loss rate, latency,
and number of times of each node are shown in Figures 7–9.

It can be seen that both the HLQEBRR algorithm and
the CTP algorithm have achieved better performance after
sending more probe packets. That is to say, the number of
probe packets will have a certain impact on the algorithm
of selecting the next hop routing through link quality esti-
mation. We can see that when the number of probe packets
increases, the HLQEBRR algorithm and the CTP algorithm
proposed in this paper improve the performance index of
the delivery rate. This is because when the number of probe
packets increases, both the ratio of the received probe packet
to the total amount and the packet reception rate obtained
by curve fitting are more accurate than when there are fewer

Table 7: Simulation parameters.

Parameter name Value

Simulation time Until all events are completed

Delay of node transmitting packet 0.01 s

Delay of node sending confirmation packet 0.0025 s

Number of sounding packets sent 30/100

Number of packets sent 100

Maximum number of repetitions 4

Noise power of noise nodes 10 dBm

Table 8: Performance of entire network.

Routing
mechanisms

Average
delivery rate

Average end-to-
end delay

Number of
total packets

HLQEBRR 99.5% 0.0965 s 15193

CTP 90.7% 0.0874 s 14690
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Figure 4: Packet loss ratio of every node.
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Figure 5: End-to-end delay of every node.
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probe packets. Therefore, the performance of link quality
estimation will be significantly improved.

The HLQEBRR algorithm proposed in this paper uses
packet receiving rate as link quality estimation CTP com-
pared with the expected transmission times as link quality
estimation and routing standard. Because the product of link
quality and hop-by-hop PRR is more accurate and intuitive,
the idea of optimal path HLQEBRR adopted in this paper
ensures that every node in the network can obtain the opti-
mal path through the result of link quality estimation (not
pursuing the highest delivery rate, avoiding too long path,
and improving performance). Therefore, the HLQEBRR
algorithm proposed in this paper is obviously superior to
the CTP algorithm in the delivery rate of each node, so the
overall delivery rate of the HLQEBRR algorithm will be
higher than that of the CTP algorithm from the point of
view of the whole network. The reliability of the proposed
HLQEBRR algorithm is 1.00, and that of the CTP algorithm
is 0.825. The average end-to-end delay is very similar to the
average end-to-end delay index of the network, which is
caused by the delay that needs to be retransmitted due to
packet loss and the queue delay that waits for the packet to
be sent even after it is received. The CTP algorithm has no
obvious advantage in delay because the sum of ETX on the
path only reflects the delay caused by retransmission due
to packet loss, but it does not reflect queue delay. At the
same time, the HLQEBRR proposed in this paper has some
disadvantages in terms of delay, but it is also due to the suc-
cessful delivery of more packets to the gateway, which
increases the queue delay of other nodes on each hop link.
Therefore, the proposed HLQEBRR algorithm has some dis-
advantages in delay, but it is not obvious. Since the CTP
algorithm is to minimize the sum of the transmission times
of the whole path, the CTP has a very significant advantage
in energy efficiency. In contrast, the HLQEBRR proposed in
this paper is still inferior in energy consumption. But partly
because more packets are successfully delivered to the node,
resulting in more transmission times to bring energy con-
sumption. The HLQEBRR proposed in this paper CTP com-
pared with the additional extremely small 1.2% additional
energy consumption in exchange for 5.3% significant deliv-
ery rate performance improvement and greatly improve
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Figure 6: Transmission times of every node.

Table 9: Performance of entire network with 100 probe packets.

Routing
mechanisms

Average
delivery rate

Average end-to-
end delay

Number of
total packets

HLQEBRR 99.9% 0.0858 s 14253

CTP 94.9% 0.0800 s 14086
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Figure 7: Packet loss ratio of every node.
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Figure 8: End-to-end delay of every nodes.
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reliability, it can be considered that the additional energy
cost is valuable. We can see from the above data that the
HLQEBRR proposed in this paper has significant advantages
and disadvantages in reliability compared with CTP, and the
performance reduction is relatively small when the number
of probe packets is small. Therefore, it can be considered
that the HLQEBRR routing proposed in this paper is better
than CTP. In selecting transmission paths in addition to
the reliable routing, the performance of node failure recov-
ery is compared in the following. In order to compare the
performance of the node failure recovery mechanism itself
more accurately, three nodes are selected to fail at the begin-
ning of the simulation to simulate the performance of the
two routing mechanisms when these three nodes do not
exist in the network. Then, the three nodes send the probe
packet and then fail before sending the packet. The purpose
is to let the other nodes select the three nodes as the next
jump to test the performance of the node failure recovery
mechanism. At the same time, the delivery rate in this case
is the maximum of the delivery rate that the routing algo-
rithm can obtain after failure. In this part, the main focus
is on the change of delivery rate. First, node 3, node 12,
and node 36 are selected to make them fail at the beginning,
so that other nodes do not choose the three nodes as the next
hop to avoid the failed link. This will not lead to the selection
of these three nodes as the next hop node when sending
packets because of the sudden failure of the previously calcu-
lated routing, which can be used to obtain the upper limit of
the theoretical performance of the node failure processing
mechanism. As shown in Figure 10, a node with a packet
loss rate of 100% is the selected node, and the overall perfor-
mance of the HLQEBRR and CTP network is shown in
Table 10.

Then, let the selected node complete the task of sending
the probe packet and then fail when sending the packet. The
two routing mechanisms do not run the node failure recov-
ery mechanism to test the most serious consequences of
node failure. At the same time, this result is the lower perfor-
mance limit of the node failure recovery mechanism. The
result of node packet loss rate is shown in Figure 11. The
overall network performance of the two routes is shown in
Table 11.

It can be seen that the delivery rate of the two routing
mechanisms is significantly reduced without node failure
recovery. Although the average end-to-end delay and energy
consumption are also significantly reduced at this time, the
reason is that the packets successfully delivered to the gate-
way are significantly reduced. Therefore, the end-to-end
delay and the improvement of the overall energy consump-
tion index of the network do not indicate the improvement
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Figure 10: Packet loss ratio with failure at begin.

Table 10: Performance of the entire network with failure at begin.

Routing
mechanisms

Average
delivery rate

Average end-to-
end delay

Number of
total packets

HLQEBRR 92.3% 0.0819 s 14969

CTP 89.6% 0.0808 s 13313
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Figure 11: Failure in midway without failure recovery.

Table 11: Performance of the entire network with failure in
midway but no restore.

Routing
mechanisms

Average
delivery rate

Average end-to-
end delay

Number of
total packets

HLQEBRR 82.4% 0.0629 s 13039

CTP 83.7% 0.0624 s 12980
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Figure 12: Failure in midway with failure recovery.
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of the performance of the routing algorithm at this time. It
also proves that the weak disadvantage of the routing algo-
rithm proposed in this paper is not due to performance.
Then, test the performance of the node in midway failure
but perform node failure recovery. The packet loss rate for
each node that fails but fails to recover is shown in Figure 12.

Comparing Figures 10–12 and Tables 10 and 11, it can
be found that node failure recovery can lead to a large num-
ber of nodes losing packets in the downlink direction of the
same path in the network. After the node failure recovery
mechanism is implemented, the packet loss rate except the
failure node is reduced. Therefore, both routing mechanisms
effectively improve the reliability. The HLQEBRR algorithm
proposed in this paper is better than the CTP algorithm,
although the performance of the average end-to-end delay
is less than CTP; the disadvantage is negligible. At the same
time, it can be determined that although energy consump-
tion is CTP a significant disadvantage, but much of this is
due to the energy consumption generated by more success-
fully delivered packets. Therefore, the simulation results
show that the HLQEBRR algorithm proposed in this paper
is superior to the CTP algorithm performance of node fail-
ure recovery.

5. Conclusion

In order to improve the reliability of data communication in
IWNs, this paper proposes a hybrid reliable routing algo-
rithm based on link quality estimation and proposes a link
quality estimation based on hardware link quality estimation
and software link quality estimation. For the hardware-based
link quality estimation LQI, Kalman filter is used to reduce
the variance of the estimation, which also reduces the stor-
age space. For software-based link quality estimation, PRR
is adopted as software-based link quality estimation after
analyzing and comparing the performance of PRR and
ETX. This estimation method can not only reduce the calcu-
lation amount but also express the link quality estimation
more directly, so it is more suitable for routing calculation.
Though the analysis of graph theory, a reliable routing algo-
rithm based on link quality estimation based on the idea of
optimal path is proposed. Meanwhile, this paper considers
the possibility of node failure and judges node failure
according to probability, that is, the node failure is judged
by calculating whether the probability that the node has
not received the confirmation packet for several consecutive
times reaches the threshold value. After a node fails, the
backup path in the routing algorithm is adopted immedi-
ately. At the same time, other nodes are informed along
the downlink direction of the path that the failure has
occurred, and local rerouting is performed. However, the
uplink path does not need rerouting, thus reducing the influ-
ence on the network and unnecessary energy consumption.
The experimental results show that the routing algorithm
with reliability basis combined with link quality estimation
can significantly improve the routing performance and data
transmission reliability and can respond quickly after the
occurrence of failure and reduce the impact of failure on
the network.
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