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Machine-to-machine communication (M2M) has obtained increasing interest in recent years. However, its enhancement and
broadcasting characteristics produced a new security challenge. We have suggested a novel dynamic Quadrature Amplitude
Modulation (QAM) scheme for a totally elastic and dynamic mapping of user data by using chaos. This paper analyses physical
layer security methods in Orthogonal Frequency Division Multiplexing-based Nonorthogonal Multiple Access (OFDM-NOMA)
and introduces a secure data transmission mechanism created by dynamic QAM. The security robustness given by the suggested
encryption scheme is assessed, where an overall keyspace of ~ 10163 is achieved, which is sufficient to provide security against
exhaustive attacks. The result of the scheme is verified through MATLAB simulation, where the bit error rate performance of
our proposed scheme is compared with an unencrypted OFDM signal, and the performance of our proposed scheme is analyzed
for an illegal user. The suggested dynamic mapping fulfills the fundamental obligations of cryptography for data security.
Moreover, it enhances the level of security in OFDM-NOMA.

1. Introduction

Among the top technological trends of the world, one of the
most promising applications is M2M communications. The
widespread application of M2M communication boosts their
use in various fields. In M2M communication, various intel-
ligent devices are associated with wired or wireless connec-
tions to implement Internet of Things (IoT) generation
networks. These devices interface with one another without
direct human intervention. IoT can be an initiative to open
novel job opportunities, such as environmental monitoring,
smart grids, health care, intelligent transport systems, build-
ing automation, and smart houses [1]. Since the data in M2M
communication is intercommunicated through an open
channel, the security of those data which contain sensitive

information is a major concern. M2M communication is
incredibly defenseless against attackers for a few reasons. Ini-
tially, its parts regularly invest a greater part of their energy
unattended; what is more, in this way, it is easy to attack them
physically. Secondly, most of the communications are done
remotely, which makes eavesdropping very simple during
downlink transmission [2]. In [3], an anonymous authentica-
tion hybrid encryption scheme is discussed and the
Advanced Encryption Standard (AES) scheme is imple-
mented for the confidentiality and authenticity of the multi-
domain of M2M communication. The scheme has achieved
mutual authentication for inter- and intradomain communi-
cation in the absence of the identity of M2M devices. The
presented scheme can protect small data such as text; how-
ever, is not suitable for large data encryption. Recently, work
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has been done on corporate chaos with encryption. Chaos is a
part of mathematics that reviews the behavior of a dynamic
framework that is very sensitive to the initial condition, ran-
domness, and unpredictability. In [4], the authors suggested
a private nonorthogonal multiple-access visible-light com-
munication system encryption based on nonlinear dynamical
systems. The encryption scheme assures privacy among all
legal users against attackers during communication. A recent
scheme has deployed a two-level encryption mechanism that
encrypts the data of multiusers using different keys [5]. A
chaotic NOMA scheme for downlink transmission is given
in [6]. In [7], a four-dimensional (4D) encryption is utilized
to improve the secrecy of OFDM Passive Optic Network
(OFDM-PON). 4D-hyperchaotic mapping is utilized to pro-
duce four masking factors to get ultra-high-confidentiality
encryption in four various dimensions [8]. In [9], encryption
techniques are used in the physical layer based on frequency
induction for OFDM signals to enhance the security against
any present attackers. In [10], the authors have proposed
determining a real-time secured transmission system with a
chaos-based encryption scheme deployed in the physical
layer of the OFDM-PON. In the encryption procedure,
field-programmable gate array boards are used at the optical
line terminal (OLT) and optical network unit (ONU), utiliz-
ing hyperdigital chaos. The scheme provides optimum secu-
rity and has a large keyspace. However, according to [11], the
encryption algorithms based on a single round permutation
diffusion are capable of resisting the chosen plain text attack.
Thus, a multifold and efficient substitution-permutation-
based encryption scheme is necessitated for the encryption
application in the physical layer of the OFDM, which pro-
vides better security to the data communication.

Moreover, all mentioned schemes have considered a con-
ventional mapping criteria for the underlying modulation
scheme. For the traditional QAM mapping procedure, all
OFDM information symbol points are static on the constella-
tion diagram. According to this fixed mapping rule, the
cipher information can only inhabit the constellation’s exact
position. Alone, scrambling the constellation points among
those fixed locations cannot provide strong security defense.
This scrambled data can be used later for statistical analysis,
and thus, the security of the data can be compromised. In
[12], the authors tried to hide the underlying constellation
by chaotic insertion of pilots to increase the security of the
OFDM-PON system based on a chaotic system. However,
with blind channel estimation, the channel can be estimated
and useful data can be extracted as the characteristics of the
constellation would be revealed. Therefore, to assure user
data security with statistical analysis, it is required to make
symbol mapping dynamic.

This manuscript has introduced a novel encryption
scheme for physical layer security in OFDM-NOMA. The
proposed scheme is based on a dynamic system that is capa-
ble of multimedia data and text data encryption. The pro-
posed scheme aims at mapping QAM symbols anywhere
independently and dynamically onto the complex plane.
The dynamic mapping of QAM does not let the mapping
be static, and thus, the user data is not compromised by sta-
tistical analysis. The scheme executes the two-dimensional

Zaslavsky map to generate chaotic sequences using the initial
conditions and parameters. As the first step of encryption,
the scheme uses the obtained chaotic sequences to permute
the QAM symbols. XOR encryption is performed on the
permuted QAM symbol to produce uniformness in the
encrypted data that ensures the scheme’s resistance against
histogram attacks. The last step of our multifold encryption
is distributing the encrypted QAM symbols on the complex
plane independently. The independent mapping of QAM
symbols consequently improves the scheme’s resistance to
correlation attacks. The proposed scheme achieves a key-
space of up to ~10163, and as a result, it enhances the security
level of the OFDM encryption scheme.

2. Methodology

In this section, we have discussed the proposed encryption
scheme that is being deployed in the physical layer of
OFDM-NOMA. In OFDM-NOMA, the proposed encryption
scheme chaotically encrypts the data before the transmission
and then sends the data through an insecure network. The
scheme uses the chaotic output values to randomize user data
andmap it dynamically onto the dimensions of a higherQAM.

Figure 1 illustrates the proposed dynamic mapping of
QAM in comparison with the conventional static QAMmap-
ping. Figure 1(a) shows the 16-QAM static mapping, where
every QAM symbol has a fixed position in the constellation
plane. In Figure 1(b), we have demonstrated how the position
of the QAM symbol will be changed chaotically, such that the
QAM symbols will be mapped anywhere in the constellation
plane. Figure 1(c) shows the resultant noisy constellation after
incorporating chaos to map a QAM symbol dynamically.

In our suggested scheme, multifold chaotic encryption
is achieved through the two-dimensional (2D) Zaslavsky
chaos [13]:

xn + 1 = xn+v 1 + μynð Þ + ϵvμ cos 2πxnð Þ mod 1½ �,
yn + 1 = e−r yn + ϵ cos 2πxnð Þ½ �,

μ = 1 − e−r

τ
:

ð1Þ

In the above equation, xn and yn are the input samples to
the chaotic map. The symbols v and μ denote the controlling
parameters that are used to control the chaotic behaviors,
and for n = 0, the values of xn and yn are the initial condi-
tions. The encryption scheme will be used for three opera-
tions: permutation, XOR operation, and constellation
shifting [14]. Let D be user data of dimension M ×N . Then,
the detailed procedure of the encryption process of data D
is discussed in equations ((2)), equations ((3)), equations
((4)), equations ((5)), equations ((6)), and equations ((7)).

Figure 2 shows the block diagram of the proposed
scheme. Since user data can be extremely correlated, there-
fore, initially, the proposed encryption scheme permutes
the plain data. The scheme uses the chaotic map for the selec-
tion of the new position. At the beginning, the permutation
step iterates the chaos map 2 ×M ×N times. Let xi and yi
be the obtained iterated sequences, where the elements of
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the sequences xi and yi belong to the close interval ½−2, 2�. In
the next step, we convert them into integer values using the
following equations:

xi ′ = floor xi × 1015 mod M
� �

, ð2Þ

yi ′ = floor yi × 1015 mod N
� �

: ð3Þ

Equation (2) and equation (3) are used to transform the

data from interval ½−2, 2� into the sets f0, 1, 2, 3,⋯:Mg and
f0, 1, 2, 3,⋯,Ng. Accordingly, in the new sequences xi ′and
yi ′, the elements occur randomly in the range between 0
and M ×N . Subsequently, we use the obtained random inte-
ger sequence and permute the data matrix D by using the
equation given as follows:

D′ i, jð Þ =D xi ′ + 1, yi ′ + 1
� �

, ð4Þ
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Figure 2: Block diagram of the proposed chaotic encryption scheme.
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Figure 1: (a) Conventional 16 QAM. (b) Dynamic 16 QAM. (c) Resultant dynamically shifted 16 QAM.
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where Dði, jÞ denote the pixel position of the original data
matrix placed at the position ith row and jth column, and
D′ denote the permuted matrix. Consequently, one can get
the permuted data.

As shown in Figure 2, the XOR operation is then used to
increase the randomness in the ciphered data. The XOR
operation scheme generates a sequence of random numbers
through a chaotic map. Therefore, the order of the sequence
is the same as the order of the data matrix. The obtained
sequence is then XORed with the permuted data. The math-
ematical representation is given as follows:

C i, jð Þ =D′ i, jð Þ⨁ S i, jð Þ, ð5Þ

where Cði, jÞ denote the data of the new data, and Sði, jÞ
denote the elements of the generated sequence. After the
XOR operation, one can get the new data matrix C of the
required ciphered data.

In Figure 2, the in-phase and quadrature shifting blocks
show our proposed scheme. To permit an elastic mapping,
we have utilized chaos for constellation shifting. The chaotic
sequences x and y are used to shift the in-phase and quadra-
ture parts of the QAM symbol as follows:

Ix = −2 + 4 ∗ mod abs yð Þ, floor abs yð Þð Þð Þ½ �, ð6Þ

Qy = −2 + 4 ∗ mod abs yð Þ, floor abs yð Þð Þð Þ½ �, ð7Þ
where x and y are the chaos output value. Themod is used for
the remainder, and abs is used to convert the negative value
of x and y to a positive value. The floor function is utilized
to round the number downward. Using equation (6) and
equation (7), the in-phase Ix and quadrature-phase Qy will
give the value between ½−2, 2�.

The encrypted data is converted into serial data after per-
forming IFFT. This serial data is then appended with a cyclic
prefix of length 1/16 of the OFDM symbol. Table 1 shows a
detail of the parameters used during the offline MATLAB
simulation.

As the proposed scheme is a symmetric encryption
scheme, the decryption will be done by performing the
reverse of all processes at the receiver side. However, for
performing channel estimation with the help of pilots, a
zero-forcing algorithm is used. The legal receiver would use
the same initial keys to generate the chaotic sequence used
by the sender and thus decrypt the received data. Moreover,
due to the multifold and independent mapping of each
QAM symbol, chaos reconstruction is not possible. The ini-
tial keys can be shared between the legal users wirelessly
based on [15] or over an optical channel based on [16].

3. Results and Discussion

The possibility of the suggested encryption scheme is proven
through simulation analysis. Figure 3 illustrates the simula-
tion results after sending encrypted 16-QAM OFDM
information. 64 subcarriers have contemplated conveying
16-QAM information. To get information from the channel,
the pilots are added to the data. Then, the data is transmitted

in parallel, and after performing IFFT, the ciphered informa-
tion is passed from a parallel to a serial. A cyclic prefix of 1/16
length of the OFDM symbol is then attached. These ciphered
signals are then transmitted over an AWGN channel with
SNR ranging from 10dB to 30 dB. The data encoding is car-
ried out using MATLAB programs. Two types of users are
contemplated at the receiving side in this simulation (i.e.,
User-1 and User-2). User-1 is considered the legitimate user
with information about the preshared keys, while User-2 is
considered the illegitimate user with no information about
the preshared keys. The illegitimate user will get the same
ciphered OFDM signal as that obtained by the legitimate
user. However, the legitimate user will be able to demap the
noisy constellation into a regular 16-QAM constellation with
the help of the preshared keys. For an illegitimate user, even
after blind channel estimation, the constellation will still
reveal no information. In our simulation results, we have
compared our proposed scheme with an unencrypted OFDM
signal; the resulting BER curve is shown in Figure 3. Our pro-
posed scheme maps the constellation points anywhere in the
complex plane, i.e., the point can be located away from or
near the origin, based on the output of the chaos. As long
as the new location remains near the origin, there would be
no power penalty; however, when the new QAM symbol is
far from the origin of the complex plane, more power is
required to transmit it. Therefore, when compared with an
unencrypted OFDM signal, our proposed signal incurs a
power penalty. As shown in Figure 3, the BER performance
of our proposed scheme shows a power penalty of ~0.7 dB
compared to an unencrypted OFDM signal at BER 10-3.
The power penalty can be reduced by allowing the dynamic
mapping within the dimensions of the conventional 16
QAM. The BER curve for User-2 shows that an illegal user
cannot receive any useful information at any SNR.

In the simulation results of Figure 4, we have compared
encrypted signals with unencrypted OFDM signals. A decoded
OFDM signal shows better execution when contrasted with
encrypted signals. Figure 4 shows the simulation results after
sending encrypted 64-QAM OFDM information. The power
penalty at BER 10-4 is approximately the same for 16 QAM
and 64 QAM. Therefore, our proposed scheme can be used

Table 1: Parameters used in simulation.

Parameters Value

Subcarriers 64

Symbols 50

Pilots 4

Cyclic prefix 16

SNR 10-30

xn 0.14

yn 0.15

V 4

E 2.3

R 3

U 1 − exp −rð Þ/2
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for a higher dimension QAM as well. The BER is calculated
after iterating the simulation model 50 times and taking the
average of bit error values for all SNRs.

The sensitivity of the 2D chaotic system used in our sug-
gested scheme is depicted in Figure 5. It is seen that with a lit-
tle change, i.e., at the 10-15 position, in one input’s initial
value, the resultant output structure is completely different.
Therefore, with the usage of 2D chaos to perform encryption,
the confidentiality is improved. Moreover, this sensitivity of
the 2D chaos system will alone provide a key space of 10-30.

To examine the impact of the suggested chaotic constel-
lation shifting plan, we decipher the obtained signals for all
possible cases, where either the entire or different chaotic
orders are unknown. Figure 6 illustrates the related BER
analysis. We can see that in all these feasible cases, an illegal
user is not able to recover the cipher data (i.e., BER ~ 0:5).
The constellations, along with the encrypted data received
by an illegitimate user with one identified shifting parameter,
are exhibited as insets in Figure 6. With one known chaotic
order, the suggested encryption scheme still hides the data
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successfully from an illegitimate user. As a result, it can be
expressed that the suggested chaotic encryption scheme does
not bargain the physical layer confidentiality of the informa-
tion under all potential causes. Furthermore, finding the pri-
vacy key by relating unencrypted text with the cipher text will
be challenging due to the multifold and autonomous QAM
constellation shifting. Figure 6(a) shows that if the illegal user
does not know about the chaotic sequence of mapping or
only knows about the chaotic sequence of XOR operations,
in both situations, they will receive a noisy constellation. If
the illegal user knows only about the x-axis chaotic sequence,
they will receive the constellation shown in Figure 6(b). If the
illegal user knows about the chaotic y-axis sequence, they will
only be able to demap the symbol mapping along the y-axis
and thus receive the constellation as shown in Figure 6(c).
Thus, it can be concluded that our proposed scheme provides

efficient security even if the illegal user knows any one of the
initial values.

To further evaluate our proposed scheme, we have trans-
mitted an image. Figures 7(a) and 7(b) show the unencrypted
image and its histogram, respectively, whereas Figures 7(c)
and 7(d) show the encrypted image and its histogram,
respectively. It can be seen that the encrypted image does
not reveal any information about the real image. Moreover,
the histogram of the encrypted image is almost uniform.
Therefore, any attack on the histogram to reveal information
about the image will not be successful. Therefore, the pro-
posed scheme provides good image encryption as well.

The strength of the suggested chaotic encryption scheme
can be assessed by determining the set of all keys used during
encryption and decryption. The keyspace of the suggested
scheme is quantitatively evaluated as follows. The chaotic
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XOR gives a 2mN keyspace, where m symbolizes the order of
the QAM mapper used in the scheme, and N indicates the
length of the OFDM symbol. The quadrature shifting and
in-phase parameters generate r × 10k × 10k keyspaces, where
r is a binary number and k is the decimal position considered
by (3) and (4), respectively. Consequently, the general for-
mula to evaluate the approximate number of keyspaces is
equal to r × 10k × 10k × 2mN . Since a total of 64 subcarriers
are utilized in the suggested encryption scheme, a 16-QAM
modulation is used and every single subcarrier is character-
ized by 4 bits. Therefore, when the chaotic XOR sequence is
complete, this generates a keyspace approximately equal to
2256. The chaotic parameters I and Q comprise two values
before the fractional element and the digit number during
constellation shifting considered on the tiny part. For clarity,
we measured up to 4 positions of the decimal point; there-
fore, it will produce an extra keyspace of 104 × 104 × 2. Simi-
larly, when the chaotic permutation sequence is completed,
this also generates a keyspace of 2256. Besides, the constellation
is affected because of the expansion and deduction of the

moving parameters, so it boosts the order of the keyspace up
to 104 × 104 × 2256 × 2256 × 4 × 2 ( ~ 10163). The resultant
values guarantee the strength of the proposed scheme against
the brute force attack.

4. Conclusion

In this paper, we exhibit a novel scheme for OFDM-based
NOMA physical layer security, where we apply the confused
constellation moving to multifold OFDM information
encryption. Simulation results reveal that, because of the
execution of constellation shifting, an elastic constellation
with dynamic in-phase and quadrature shifted dimensions
is accomplished. The corresponding noisy constellation
successfully encodes the OFDM information with chaotic
scrambling. The security robustness given by the suggested
encryption scheme is assessed, where an overall keyspace of
~10163 is achieved. The proposed scheme can be used to
provide security to both uplink and downlink data transmis-
sion. The possibility of the scheme is certified through the
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Figure 7: (a) Unencrypted transmitted image; (b) histogram of unencrypted transmitted image; (c) encrypted transmitted image; (d)
histogram of encrypted transmitted image.
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simulation, where the bit error rate performance of our
proposed scheme shows a power penalty of ~0:7 dB in
comparison with an unencrypted OFDM signal. However,
in the presence of high noise, the power penalty would
increase. The simulation results illustrate that the suggested
scheme can be a good candidate for the upcoming secure
OFDM-NOMA.
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