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Aimed at the existing problems in network intrusion detection, this paper proposes an improved LSTM combined with
spatiotemporal structure for intrusion detection. The unsupervised spatiotemporal encoder is used to intelligently extract the
spatial characteristics of network traffic data samples. It can not only retain the overall/nonlocal characteristics of the data
samples but also extract the most essential deep features of the data samples. Finally, the extracted features are used as input of
the LSTM model to realize classification and identification for intrusion samples. Experimental verification shows that the
accuracy and false alarm rate of the intrusion detection model based on the neural network are significantly better than those of
other traditional models.

1. Introduction

With the continuous development of the Internet, the net-
work has been integrated into all aspects of people’s daily life,
so network security has become a problem that network users
have to face [1]. The importance of network security has
risen to the height of a national strategy. If the network data
is attacked, it will have an irreversible impact on the effi-
ciency and security of the enterprise [2]. IDS is defined as
an intrusion detection system [3] that can extract and analyze
the characteristics of the input data and intercept the
detected abnormal data, which greatly improves the security
of the system. IDS refers to the establishment of a rule base
based on existing knowledge or the training of abnormal
behavior characteristics to detect malicious attacks such as
computer worms and Trojan, so as to maintain information
security. An accurate and stable intrusion detection system
is very important to a network security system [4]. Therefore,
an intrusion detection system has important research
significance.

Intrusion detection is an indispensable defense line in the
security system. It collects information from several key
nodes in the computer network system, checks whether there
are any violations of security policies and signs of attack in
the network, identifies threats in the network, and generates
alarms, so as to provide real-time protection for internal
attacks, external attacks, and misoperations [5]. In fact, intru-
sion detection is to classify the network traffic packets into
two or more categories, dividing each network connection
into normal behavior or abnormal attack or further distin-
guishing which kind of attack it belongs to through a multi-
object classification model.

However, with the continuous development of science
and technology and the gradual opening of the public net-
work, the operation efficiency and real-time situational
awareness efficiency of many facilities and equipment are
also improved simultaneously. The scale of the Internet is
becoming larger and larger, and the structure is more and
more complex [6]. Due to the long-term experience of the
attacker, the attack mode is different from the conventional
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attack mode in the past, which is more intelligent and com-
plex. At present, many scholars have studied intrusion detec-
tion models.

In recent years, many machine learning methods have
been widely used to identify various types of attacks in the
network and the other applications [7–12]. However, most
traditional machine learning algorithms belong to shallow
learning, and shallow learning algorithms rely on the con-
struction of model and selection of data features [7]. They
cannot efficiently classify large-scale data in the real network
environment. Shallow learning cannot meet the require-
ments of intelligent analysis of massive data and prediction
of high-dimensional learning [8]. Intrusion detection based
on shallow models, such as traditional data mining and
machine learning methods, is difficult to effectively detect
various new types of attacks. Deep learning has the potential
to extract better representations from massive data to design
better detection models [9].

Deep learning methods can improve the overall
performance of intrusion detection systems, which is a pop-
ular research direction for many researchers, and relevant
research results are also emerging in endlessly [13]. He
et al. proposed an improved deep learning method for flow-
based anomaly detection, and experiment results have
showed that deep learning can be applied to software-
defined network anomaly detection [14]. Umer et al. [15]
proposed a deep belief network-based intrusion detection
model to classify network connections and verified the effec-
tiveness of the proposed method on the NSL-KDD dataset.
However, these literatures mainly focus on using deep learn-
ing methods as part of a pretraining model and then using
traditional methods such as decision trees and SVM for clas-
sification. Afterwards, some researchers have successively use
deep learning methods to build intrusion detection models.
Tan et al. [16] proposed an intrusion detection model con-
structed by a three-layer RNN and proved through experi-
ments that the model can improve the performance of
intrusion detection. However, the various layers in the net-
work are partially connected. That is to say, the simplified
RNN model does not reflect the ability to learn the deep fea-
ture of the data, and the classification performance of the
model has not been analyzed in the binary classification. Sub-
sequently, Liang et al. [17] proposed an intrusion detection
model constructed by a fully connected RNN, where the
model was studied for binary-class and five-class classifica-
tion on the NSL-KDD dataset. The experimental results
showed that the intrusion detection model based on RNN
is better than traditional machine learning, which can get a
higher detection rate. However, this model does not remove
redundant features when training the RNN classification
network and is doped with a lot of data noise, so the final
classification performance of the model is not ideal. Deep
learning methods have natural advantages over shallow
learning methods in the face of large-scale data, where better
detection results can usually be obtained in intrusion detec-
tion. In addition, as the dimensionality of data features
increases, the hidden layer structure of deep neural networks
will become more complex, and the difficulty of model
training will continue to increase. Moreover, the features

extracted from the network connection data are often redun-
dant, which will also make the detection rate of the model
reduced [18].

Literature [19] proposed an intrusion detection model
based on a deep autoencoding network. Although it
improves the classification accuracy and detection rate, it
ignores the sequence characteristics of intrusion data. Litera-
ture [20] proposed the combination of a asymmetric convo-
lutional autoencoder and supports a vector machine to be
applied to intrusion detection systems, which significantly
reduced the training time, but the detection time was longer
and the robustness was not good; literature [21] proposed the
combination of the encoder which extracts data features and
the extreme learning machine which classifies quickly and
effectively, but the disadvantage is that it is easy to fall into
overfitting; the PCA-LSTM algorithm proposed in literature
[22] can effectively remove the noise information in the sam-
ple data. However, when the amount of data is large, the
accuracy of data extraction is low; literature [23] proposed
a novel hybrid algorithm based on the PCA-ANN model,
and the Artificial Neural Network (ANN) has great advan-
tages in reducing training time, unsupervised learning, and
highly nonlinear approximation capabilities, but it is easy to
fall into a local minimum. In addition, the feed-forward
neural network in ANN does not have the function of
remembering and using long-term information dependence.
In summary, in view of the current network attacks that are
intelligent, complicated, and concealed, the amount of data
is large, and complexity and feature dimensions are high; this
paper proposes a deep learning-based LSTM neural network
intrusion detection model. It can solve the problem of
gradient disappearance and gradient explosion of the tradi-
tional recurrent neural network (RNN). Traditional shallow
learning methods cannot detect current intelligent attack
methods, such as hiding in the object-host for 1 to 2 years.
LSTM has the advantage of using feature data related to
long-term dependence and long-term span and has stronger
training and detection capabilities than recurrent neural net-
works. With the rapid development of Internet technology in
the current era of big data, there are not only more attacks
but also greatly increased network traffic compared with the
traditional Internet. Therefore, intrusion data presents the
characteristics of large samples and high dimensions. When
the PCA feature extraction model is applied to a large number
of data samples, the problem of incomplete feature expression
will lead to an increase in the false-positive rate of detection
[24]. Deep learning has more advantages in processing large
samples and high-dimensional data. SDAE adds noise to data
information on the basis of the autoencoder model, which
enhances the robustness of the input layer of the autoencoding
network. Compared with DAE, it adds lost packet technology.
Robustness of feature cascade between autoencoding networks
has also improved the robustness of intrusion detection.
Therefore, some scholars adopted the stacked denoise autoen-
coder to perform the spatial dimensionality reduction recon-
struction for high-dimensional data.

Aimed at the existing problems in network intrusion
detection, this paper proposes an improved LSTM combined
with spatiotemporal structure for intrusion detection. The

2 Wireless Communications and Mobile Computing



unsupervised spatiotemporal encoder is used to intelligently
extract the spatial characteristics of network traffic data sam-
ples. It can not only retain the overall characteristics of the
data samples but also extract the deep features of the data
samples. Deep learning extracts the spatial feature of network
traffic data and extracts more complex features iteratively on
the basis of preserving the overall characteristics of the data.
Finally, the extracted features are used as input of the LSTM
model to realize classification and identification for intrusion
samples. The model is trained and tested by using the NSL-
KDD dataset which is more in line with the data characteris-
tics of the new era than the KDDCUP dataset. Experimental
verification shows that the accuracy and false alarm rate of
the intrusion detection model based on the neural network
are significantly better than those of other traditional models.

2. Long-Short-Term Memory Network

The core of deep learning is to train the weight parameter
matrix and bias parameter deeply through multiple neural
networks, so as to minimize the error function between the
calculated value and the real value in the deep learning
model. The derivative of the error function with respect to
the weight and bias parameters is obtained, and the weight
and bias parameters under the minimum value are deter-
mined by using the change trend of the error function. The
cost of calculating the loss function of each parameter is very
high. The error backpropagation has been regarded as a gra-
dient descent method, which can usually be used to solve the
gradient problem. The global gradient solution is trans-
formed into the local gradient solution, which simplifies the
calculation process [24].

The current output of a sequence of recurrent neural net-
works (RNN) is affected by both the current input and the
previous output. It has the function of “memory” to the
information in the front of the network. When recursing in
time, it can be regarded as a limited multilayer deep learning
network [25]. For RNN, the basic function of each hidden
state layer is to memorize data and add new information to
each layer through each iteration so that the information is
passed down.

Although RNN can effectively deal with nonlinear time
series data, there are still two problems: (1) due to gradient
vanishing and gradient explosion, RNN cannot process long
time series data and (2) the training of the RNN model needs
to determine the intercept length, and its optimal parameters
are difficult to obtain by experience. LSTM can effectively
solve these problems. LSTM and RNN have the same input
and output, but the difference is the internal structure of
the hidden layer. LSTM is an improved recurrent neural net-
work and is mainly to overcome the defect of RNN that is dif-
ficult to deal with long-distance dependence in practical
application, which is the most popular RNN at present. Their
structural differences are shown in Figure 1. LSTM has made
milestone achievements in many fields such as speech recog-
nition, image description, and natural language processing.

In addition to the external RNN recurrent, the LSTM
recurrent network also introduces an internal self-recurrent.
The weight in the self-recurrent depends on the context, so

that the neural network can selectively forget the old state
and ensure the continuous flow of the gradient. Therefore,
LSTM is not a simple nonlinear model with element by ele-
ment operation after transforming input and recurrent units
but a complex nonlinear system of a gating unit system
including more parameters and control information flow.
Its gating unit system consists of three parts: forgetting gate,
input gate, and output gate. Its structure is shown in Figure 2.

The weight of the internal self-recurrent is mainly con-
trolled by the forgetting gate. Its activation function adopts
the tanh function, so that the value of the weight parameter
ranges from 0 to 1, and its output shape is the same with
Ct−1. They are multiplied point by point to determine the
old state of forgetting; the input gate is also called the mem-
ory gate, which is used to determine the new state of memory.
The output gate is the result of combining the forgetting gate
and the memory gate to calculate the value of the next hidden
state. The state updating method of the internal recurrent in
LSTM is shown and written as follows.

f t = σ bf+〠Uf xt+〠Wf ht−1
� �

, ð1Þ

gt = σ bg+〠Ugxt+〠Wght−1
� �

, ð2Þ

qt = σ bo+〠Uoxt+〠Woht−1
� �

, ð3Þ

Ct = f tCt−1 + tanh b+〠Uixt+〠Wiht−1
� �

gt , ð4Þ

ht = tanh Ctð Þqt , ð5Þ
where xt is the current input, ht and ht‐1 are the hidden

state of the t-th time and the ðt − 1Þ-th time, f t is the forget-
ting gate, gt is the input gate, qt is the output gate, U ,W, and
B are the weight parameters in the self-recurrent, σð⋅Þ and
tanh ð:Þ are sigmoid and hyperbolic tangent activation func-
tions, respectively. The LSTM model training process adopts
the time backpropagation algorithm, which is roughly
divided into the following four steps [26].

(1) The forward propagation algorithm in the LSTM
model is obtained by using the internal self-recurrent
state update method in the LSTMmodel, and the out-
put value of the single module is calculated

(2) From two directions of the time and network layer,
the error term of each LSTM is calculated reversely

(3) The gradient of each weight is calculated for the error
term

(4) The gradient-based optimization algorithm is applied
to update the weight.

The commonly used parameter updating optimization
methods include stochastic gradient descent, momentum,
AdaGrad, RMSProp, and Adam [27]. In this paper, Adam,
namely, adaptive momentum estimation algorithm, is
selected as the optimization algorithm. The algorithm com-
bines the advantages of the SGD algorithm and momentum
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algorithm to search for the parameter space efficiently, and it
can be used to perform the “bias correction” of the super
parameters, which is less dependent on the initial value and
takes less computer resources in the calculation process.

3. Multiple Spatiotemporal Models for LSTM

In order to make the characteristics of each node in the
network structure represent different variables, the spatio-
temporal characteristics extracted by each node can be used
to independently predict different variables [28]. Therefore,
after the network is trained, the characteristics of each node
can correspond to different variables. This learning method
can construct multiple independent channels, and each
channel represents a variable and is used to learn each vari-
able. According to the above ideas, it is possible to realize
the mining of the spatiotemporal characteristics in the Inter-
net. When the characteristics of each node not only corre-
spond to different variables but also contain spatiotemporal
information, the convolution operation is performed on the

basis of the spatiotemporal relationship in the Internet, and
then, the extracted features can have both the temporal and
spatial characteristics of the process. In the process of train-
ing, the network can coordinate the learning of temporal
and spatial relationships to obtain the intrusion characteris-
tics of spatiotemporal information in the fusion process
[29]. Therefore, the soft measurement application can be
realized on the basis of collaborative learning of process spa-
tiotemporal characteristics. According to the above ideas,
this paper adopts a multichannel network structure to realize
spatiotemporal collaborative learning for the intrusion detec-
tion system.

In the training process of the deep network, the LSTM
and the spatiotemporal model can cooperate with each other
in the learning of time series characteristics and spatial char-
acteristics [29] and have the advantages of both. First, the
process variables are input into p separate channels, and each
channel represents a variable, and the LSTM layer is used to
extract the timing features for different variables; then, the
timing features extracted by each channel are used as nodes
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Figure 1: Hidden layer internal structure diagram: (a) RNN; (b) LSTM.

Ct

Ct

xt

ht-1 Wf

tanh

tanh

ht

ht

ft
σσ σ

(a) Forgetting gate

Ct

Ct

xt

ht-1 Wg

tanh

tanh

ht

ht

gt

σσ σ

(b) Input gate

Ct

Ct

xt

ht-1
Wo

tanh

tanh

ht

ht
σσ σ

qt

(c) Output gate

Figure 2: Schematic diagram of LSTM gate structure.

4 Wireless Communications and Mobile Computing



in the spatiotemporal structure. It is worth noting that
although the feature of each node does not directly repre-
sent the variable but is extracted from the process variable,
it can be targeted to the prediction of each variable after the
reverse training of the network. Combined with the adja-
cency matrix learned from sparse coding, the use of cross-
channel spatiotemporal convolution operations can fuse
the timing characteristics of different variables in different
channels of spatiotemporal structure and associate channels
with strong spatial relationships. Therefore, the extracted
spatiotemporal features can reflect the inherent characteris-
tics of the process. Since the operation of the spatiotempo-
ral convolutional layer merges the timing characteristics in
the related channels, the fused spatiotemporal characteris-
tics can still retain the timing characteristics of the original
characteristics; finally, after each channel is processed by
two FC layers, the prediction results of each variable are
obtained. Through the design of the multichannel network
structure, the characteristics of the LSTM and spatiotempo-
ral module can learn the spatiotemporal characteristics
which reflect the process characteristics in the process of
network training. Each variable can not only learn indepen-
dently in its own channel but also be effectively correlated
to make the learning process of different variables indepen-
dent and shared.

Therefore, a network intrusion detection model based on
multiple spatiotemporal models in LSTM is proposed in this
paper [30]. In fact, the essence of the intrusion detection is a
classifier model, in which the network flow mixed with
abnormal data can be detected. In this paper, a spatiotempo-
ral module is added to the LSTM structure of the classifier to
extract features from the data. The process can retain the
overall features of the data, and the more complex features
are iteratively extracted from the low-level features, thus
reducing the feature dimension of the original data. After
the spatiotemporal model completes pretraining, the state
vectors of each forgetting gate are combined to construct a
multilayer neural network. In order to detect abnormal intru-
sion data, the LSTM with discriminative ability is used as the
output layer for network abnormal intrusion detection, iden-
tification features, and classification, so as to output the classi-
fication detection results of traffic flow data. As shown in
Figure 3, the internal loop structure of the LSTM neural net-
work is expanded in time. The input of each time step is the
output feature vector sequence of the spatiotemporal model,
where xt, xt‐1, and xt+1 represent the current state, the previous
state, and the next state, respectively. LSTM gradually transfers
the memory state backwards in time order by controlling its
internal gate structure. The interface between spatiotemporal
and LSTM neural networks requires that the input of the
LSTM neural network is a sequence of feature vectors. In
other words, it is composed of a collection of feature vectors
at consecutive T time steps [29]. Therefore, the input
sequence of LSTM must be constructed before training.
The construction method is as follows: let xt be the feature
vector of the t-th time step; then, the first input sequence is
fx1, x2,⋯,xTg, and the second is fx2, x3,⋯,xT+1g. By anal-
ogy, all interface input sequences of the spatiotemporal
model and LSTM are obtained.

In order to better adapt the anomaly intrusion detection,
we built a unidirectional 3-layer LSTM stacked neural net-
work. As shown in Figure 3, the model is a stack of three
LSTM layers. fx0, x1,⋯,xNg is the input data after prepro-
cessing. The final output layer is a classification network
using the softmax function. The softmax function is essen-
tially a form of probability distribution of neuron output,
and the number of nodes in the last output layer is equal to
the number of the classification task. The final output data
uses one-dimensional arrays ½0, 1� and ½−1, 0� to represent
intrusion traffic and normal traffic. In actual prediction, we
use the subscript of the maximum value in the one-
dimensional array to represent the prediction result; for
example, ½0:0134871, 0:9875801� represents intrusion traffic
and ½0:9965685, 0:0031123� represents normal traffic. The
increase in network capacity can easily lead to overfitting of
the model. In order to prevent overfitting and improve the
generalization performance of the model, we use recurrent
dropout regularization to reduce overfitting in the training
process. In other words, the input unit of a certain layer is
randomly set to 0 with a certain probability, and the purpose
is to break the accidental correlation in the training data of
this layer [30]. On the input data of the model, the dataset
is transformed into the form of input data required by the
model through feature extraction and preprocessing of the
imported dataset. Each vector contains data with N feature
values, where the batch size is 60 and the time step is 100 in
the model.

The LSTM layer and spatiotemporal layer in the above
multichannel network structure are defined by equations
(1)–(5), and the FC layer is defined by

H lð Þ = σ H l−1ð ÞW lð Þ + b lð Þ
� �

, ð6Þ

where HðlÞ is the implicit feature of layer l, WðlÞ and bðlÞ

are weight and bias parameters, respectively, and σð⋅Þ is the
ReLu activation function. The loss function of our proposed
model is defined by formula (7). The model parameters in
each layer are optimized by gradient descent, where Y and
Ŷ represent the real and predicted values of variables, respec-
tively. In order to avoid overfitting in training, the l2 norm
regularization term for model parameters is introduced,
and the weight coefficient of the regularization term is γ.

loss Y , Ŷ
� �

= 〠
m

i=1
〠
p

j=1
Yij − Y∧ij

� �2 + γ Wk k2: ð7Þ

In practical application, first of all, we need to use the var-
iable matrix in the training set and use the sparse coding to
learn the spatiotemporal structure among variables and keep
the spatiotemporal structure unchanged in the process of
subsequent model training and testing. Our proposed model
can be obtained by constructing the multichannel network
structure. Through the multichannel network structure
designed by our proposed model, LSTM and spatiotemporal
modules are successively used to mine and learn the temporal
and spatial characteristics of the intrusion detection process,
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and the features that can represent the internal temporal and
spatial properties of the process are obtained for the intrusion
detection system. Compared with the traditional model
which only considers the temporal sequence characteristics
of the process, our proposed model makes full use of the
advantages of LSTM and spatiotemporal module and effec-
tively realizes the intrusion detection on the basis of spatio-
temporal collaboration.

4. Experimental Results and Analysis

4.1. Experimental Environment. In order to verify the abnor-
mal network attack detection model based on the multispa-
tiotemporal and long-short-term memory model in this
paper, a simulation experiment environment is built [31].
The experiment uses the Keras2.2.4 deep learning framework
based on tensorflow-GPU1.13 for simulation, the operating
system is Windows 10, the Intel i5-6300HQ 4-core processor
is CPU, the memory size is 8G, and the NVIDIA GTX960
graphics card is used to accelerate the running speed of the
model.

4.2. Evaluation Index. In this experiment, four indicators are
constructed to evaluate the advantages and disadvantages of
the model, including the accuracy rate (ACC), false-positive
rate (FPR), false-negative rate (FNR), and prediction rate
(DR). Through the evaluation indexes, we can get the advan-
tages and disadvantages of the model and then adjust the
model parameters until the evaluation index is optimal
[31], which means that the model is optimal at this time.
As shown in Table 1, T+ represents that the predicted result
is intrusion attack, namely, the number of successful pre-
dicted samples; T ‐ represents the number of samples pre-
dicted as normal and the actual value as the number of
samples with successful normal prediction. Therefore, we
can use the ACC to denote the accuracy: ACC = ðT− + T+Þ/
ðT− + T+ + F− + F+Þ. F− represents that the predicted result
is normal, but the actual value is attacked; namely, the predic-
tion fails. Therefore, the system fails to detect the number of
samples which can be denoted as the false-negative rate:
FNR = F−/ðF+ + T−Þ; F+ represents that the prediction is an

intrusion attack and the actual is normal; namely, predic-
tion fails. Therefore, the number of samples of false posi-
tives in the system is denoted as the false-positive rate:
FPR = F+/ðF+ + T+Þ. The detection rate (DR) can be writ-
ten as DR = T+/ðF− + T+Þ.

4.3. Experimental Dataset. Recently, most of the standard
examples used in the field of intrusion detection are still the
KDDCUP99 dataset, and the test results in KDDCUP99
are better under certain conditions [32]. However, the
KDDCUP99 dataset simulated 20 years ago is no longer suit-
able for the modern intelligent and complex attack methods,
such as penetration utilization, SQL injection, APT, and
complex hidden attack forms. The UNSW-NB15 dataset
was created by the Australian Network Security Center
(ANSC) in 2015 [33], which is a new dataset in the field of
intrusion detection, which reflects the modern network
traffic pattern. This dataset contains a large number of low
occupancy intrusion and deep structured network traffic
information and has 9 different types of modern attacks
and 49 features. It has 5 attack types more than NSL-KDD,
including 2540044 samples and 9 types of attacks, which
are fuzzers, DoS, analysis, reconnaissance, exploit, shellcode,
worm, backdoor, and generic. The UNSW-NB15 dataset
contains 5.5 million records. Since the normal data sample
in the UNSW-NB15 dataset is more than 10 times that of
attack-type data sample, using a small number of sample
oversampling will lead to excessive attack class duplicate
samples, resulting in an overfitting phenomenon. If a simple
undersampling strategy is used, normal samples will lose key
information. Therefore, in order to reduce the error of exper-
imental results caused by unbalanced data samples, the
SMOTE oversampling method is adopted in this paper, as

LSTM2 LSTM2 LSTM2 LSTM2

LSTM1 LSTM1 LSTM1 LSTM1

LSTM0 LSTM0 LSTM0 LSTM0

Dense

Softmax

x1 x2 x3 xN

Figure 3: Improved LSTM combined with spatiotemporal structure.

Table 1: Evaluation matrix.

Prediction
Intrusion attack Normal

Actual
Intrusion attack T+ F−

Normal F+ T−
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shown in formula (8). The principle is to use the existing
attack sample data to find the random samples in the same
kind of samples, and the linear difference will generate a
new sample x, and repeat this process until the samples are
balanced.

x̂ = x + δ xi − xð Þ, ð8Þ

where x̂ is the new sample, x is the actual sample, and xi is
a randomly selected sample from a sample near x. The data-
set is divided into two parts, including the training dataset
and the test dataset, as shown in Table 2.

4.4. Qualitative and Quantitative Analysis

4.4.1. Effectiveness Analysis for the Spatiotemporal Module. In
order to verify the effectiveness of the introduced spatiotem-
poral module, different modules are tested under the condi-
tion that other parameter settings remain unchanged, as
shown in Figure 4. It is not difficult to see from Figure 4 that
the detection rate of the spatiotemporal module selected in
this paper is higher than that of the other three modules,
especially for the accuracy rate of normal data compared with
the efficiency of other modules; the maximum difference is
4.30%, which can reflect the significant advantage of adding
a spatial structure feature between classes in the spatiotem-
poral module.

4.4.2. Effectiveness Analysis for LSTMDepth Level. This paper
analyzes the intrusion detection performance of the proposed
convolutional neural network model and other four convolu-
tional neural network structures and takes the detection
accuracy and false alarm rate as the evaluation criteria of this
experiment. The results are shown in Table 3. Through the
comparative analysis, the detection accuracy of our proposed
intrusion detection model is the highest, which is 1.53%
higher than that of the IRES model [34]. Compared with
the ResNet model with a low false alarm rate, its accuracy rate
is increased by 5.82%; the false alarm rate is lower than that of
the IRES model and LeNet model [35]. On the other hand,
we can see that the depth of network structure is gradually
deepened in the process of applying a convolutional neural
network to intrusion detection, which is also a factor of a
high false alarm rate of the comparison models. With the
deepening of the network structure, the phenomenon of
gradient vanish is obvious, but the special structure of our
proposed convolutional neural network ensures that the
problem of gradient vanish is improved in depth level.

4.4.3. Performance Analysis. In the experiment, the binary
classification form is adopted, the input vector has 47 dimen-
sional features, the intrusion attack vector is marked with 0,

and the nonattack is marked with 1, which can improve the
efficiency and the timeliness of the intrusion detection sys-
tem. We can judge whether it is abnormal data through the
model first and then classify the abnormal data by supervised
learning. By using SMOTE sampling, it is divided into the
training set and test set. There are 30 training datasets, with
each dataset containing 3000 randomly selected samples,
and 1500 test datasets, with each dataset containing 3000
randomly selected samples. In the process of feature extrac-
tion by a spatiotemporal network, the relationship between
the number of iterations and the loss value is shown in
Figure 5. After repeated iterations, the effect of the spatiotem-
poral model tends to be stable. The number of neurons in
each layer was 47, 23, 23, and 23. In our improved LSTM
model, three hidden layers are set up in LSTM. The number
of neurons in the first layer is 128, that in the second layer is
256, and that in the third layer is 128. The batch size and
epoch times are 200 and 800, respectively. When the learning

Table 2: The description of the used dataset.

Type Fuzzers DoS Analysis Reconnaissance Exploit Shellcode Worm Backdoor Generic Normal

Training 17245 11357 2000 4000 33652 1285 125 1587 625 58220

Testing 6005 4072 655 15892 12854 320 42 550 127 32125
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Figure 4: Detection rate for different modules.

Table 3: Comparison analysis.

Models Accuracy (ACC) DR FNR FPR

ResNet 91.36 1.35 0.25 0.27

LeNet 92.18 1.98 0.42 0.19

LSTM 97.22 2.25 023 0.22

IRES 96.25 3.59 0.28 0.25

Proposed 98.76 0.76 0.17 0.12
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rate of the model is too large or too small, the accuracy of the
testing set is very low. Since the choice of the learning step
has a great impact on the performance of the intrusion detec-
tion system, the time step is selected as 50 through repeated
experiments.

In this experiment, categorical_crossentropy, which is
specially used for solving multiclassification problems, is
selected as the optimization objective function, and the
Adam optimization algorithm is adopted to carry out the
backpropagation training of the model. As shown in
Figure 6, in order to highlight the ability of spatiotemporal
feature extraction, the model in this paper is compared with
LeNet [35], ResNet [36], and LSTM [37] without feature
extraction. The results show that the accuracy of LeNet is
not significantly improved in high-dimensional data sam-
ples, and the accuracy rate of LSTM is significantly lower
than that of our proposed model. With the increase in the
number of samples, the accuracy of LSTM shows a down-
ward trend, which shows that the LSTM and spatiotemporal
structure have strong data feature extraction ability, and with
the increase in time complexity, the spatiotemporal structure
has more and more advantages than the spatial structure [10,
11, 38]. Therefore, the detection effect of the intrusion detec-
tion algorithm in this paper is obviously better than that of
the LeNet, ResNet, and LSTM intrusion detection model.
The experiment selects the existing LSTMmodel, MLP (mul-
tilayer perception), ELM (extreme learning machine), and
the popular deep belief model (DBN) as comparison models
[12]. ResNet has multiple hidden layers and is fully con-
nected with the input layer, which can be processed by
nonlinear activation function [39]; DBN is a probability
generation model, which has the characteristics of multiple
hidden layer models and can learn the essence of the dataset
by learning a deep nonlinear network structure [40-46]; ELM
is a simple forward propagation by setting the connection
weights and thresholds of the input layer and hidden layer

randomly and adjusting the weights without iteration, and
the learning speed is improved. As can be seen from
Table 3, the detection rate and false alarm rate of the pro-
posed algorithm in this paper are improved compared with
the current popular deep learning methods [47]. As shown
in Figure 7, through the comparison of ROC curves, since
the area of the ROC curve [48] of the proposed model is
the largest, it can be proven that the proposed intrusion
detection algorithm model not only improves the accuracy
of intrusion detection but also significantly reduces the false
alarm rate and achieves remarkable results in improving
the model performance and detection efficiency.
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Figure 6: Comparison of detection rates for different models.
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5. Conclusion

Aimed at the existing problems in network intrusion detec-
tion, this paper proposes an improved LSTM combined with
spatiotemporal structure for intrusion detection. The unsu-
pervised spatiotemporal encoder is used to intelligently
extract the spatial characteristics of network traffic data sam-
ples. It can not only retain the nonlocal characteristics of the
data samples but also extract the deep features of the data
samples. The model is trained and tested by using the NSL-
KDD dataset which is more in line with the data characteris-
tics of the new era than the traditional KDDCUP99 dataset.
The experimental results show that the proposed intrusion
detection model has achieved remarkable results in improv-
ing the accuracy, performance, and efficiency of intrusion
detection. The model only works well in the simulation data-
set but needs to be tested in the actual network environment
to verify the real performance of the model, which will be our
working direction in the future.
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