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In data-driven big data security analysis, knowledge graph-based multisource heterogeneous threat data organization, association
mining, and inference analysis attach increasinginterest in the ﬁeld of cybersecurity. Although the construction of knowledge graph
based on deep learning has achieved great success, the construction of a largescale, high-quality, and domain-speciﬁc knowledge
graph needs a manual annotation of large corpora, which means it is very diﬃcult. To tackle this problem, we present a
straightforward active learning strategy for cybersecurity entity recognition utilizing deep learning technology. BERT pre-trained
model and residual dilation convolutional neural networks (RDCNN) are introduced to learn entity context features, and the
conditional random ﬁeld (CRF) layer is employed as a tag decoder. Then, taking advantages of the output results and
distribution of cybersecurity entities, we propose an active learning strategy named TPCL that considers the uncertainty,
conﬁdence, and diversity. We evaluated TPCL on the general domain datasets and cybersecurity datasets, respectively. The
experimental results show that TPCL performs better than the traditional strategies in terms of accuracy and F1. Moreover,
compared with the general ﬁeld, it has better performance in the cybersecurity ﬁeld and is more suitable for the Chinese entity
recognition task in this ﬁeld.

1. Introduction
In the increasingly complex situation of the cyberspace security situation, threat intelligence-driven cybersecurity defense
has become the focus of the industry [1]. From the massive
fragmented network data to mine threat intelligence, the
use of knowledge graph model on organization, support
attack path prediction, attack traceability, etc. can realize
the massive data-driven threat intelligence analysis [2].
The cybersecurity entity recognition is a very important
basic task in the construction of a threat intelligence knowledge graph [3]; its goal is to extract the semantic classes of
cybersecurity entities including attack organizations, enterprises, vulnerabilities, and software from text data in the ﬁeld
of cybersecurity.
Compared with the development of entity recognition in
other ﬁelds, the development of Chinese entity recognition in
the ﬁeld of cybersecurity is relatively slow. We believe that

there are two main reasons. The ﬁrst main reason is that
the entity itself has the following challenges: (1) the identiﬁcation of network security entities is relatively complex and
contains a large number of mixed security entities and (2)
inconsistent text. That is, the same entity in an article, paragraph, or long sentence is given diﬀerent category labels. In
the existing work, Qin et al. proposed that it is diﬃcult for
the traditional named entity recognition method to identify
Chinese cybersecurity entities, and proposed a characterlevel CNN-BiLSTM-CRF cybersecurity entity recognition
model based on feature templates [4]. The advantage of the
method proposed by Qin et al. is to prevent the error propagation caused by Chinese word segmentation. The disadvantage of Qin et al.’s method is that due to the limitations of
CNN and BiLSTM, only the local features of the entity can
be extracted and the long-range dependency relationship
between the entities cannot be solved. In addition, the feature
template design is complex and not universal. To do ends, we
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proposed a method (BERTRDCNN-CRF) in our previous
work [5] which is based on a residual dilation convolutional
neural network and the BERT model [6].
The second main reason for the slow development of
Chinese entity recognition in the ﬁeld of cybersecurity is that
deep learning relies on large-scale labeled data, but there is a
lack of large-scale and high-quality cybersecurity entities.
This causes a lot of manpower and material resources when
labeling the dataset, so the cost of labeling is very high. In
addition, the Chinese security entity recognition needs to
have a wealth of cybersecurity knowledge background. In
the existing work on this problem, some researchers used
the CRF model [7–9] to compare the performance of diﬀerent types of active learning selection strategies in NER tasks.
Although these methods have achieved good entity recognition results on the English dataset, they do not perform well
in the ﬁeld of Chinese cybersecurity. Speciﬁcally, we will discuss them in detail in the comparative experiment section of
this article. In these diﬀerent types of active learning
methods, all are modeled based on textual information. Shen
et al. believe that information is determined by the interpretation of uncertainty, representativeness, and diversity [10].
The above methods are all explanations of the uncertainty and representativeness of the information.
Shen et al. conﬁrmed that in the named entity tasks, the
fusion of active learning and deep learning can reduce model
cost while enhancing model learning [11]. Therefore, Shen
et al. propose an easy active learning method, adopt an easy
selection strategy to select a large amount of unlabeled data,
and then send the selected data to humans for annotation.
This method greatly reduces the amount of data annotation
and is able to nearly match state-of-the-art performance with
just 30% of the original training data. Contrary to the work of
uncertainty or excessive importance emphasized by Claveau
and Kijak [8], we improve the three standards of information
by integrating Shen et al.'s method.Thus, we propose an
active learning strategy which considers uncertainty, conﬁdence, and diversity, called TPCL, which considers not only
the output results but also the distribution of cybersecurity
entity-based lexicon. The main contributions of this paper
are summarized as follows:
(1) Integrate active learning strategies and deep learning
frameworks to solve the problems of complex structure and inconsistent full text of Chinese cybersecurity entities
(2) A selection strategy is proposed to make the task of
recognizing Chinese cybersecurity entities better and
reduce the cost of annotation cybersecurity entities
The remainder of this paper is organized as follows. In
the section background, we summarize the related works in
cybersecurity entity recognition and active learning. In the
section of the proposed method, we introduce our motivation
and the active learning strategy framework and describe in
detail the active learning selection strategy we propose. Section experiments describe the datasets and experimental setting and discuss the empirical results.

2. Background
2.1. Cybersecurity Entity Recognition. Cybersecurity entity
recognition belongs to a speciﬁc ﬁeld of named entity recognition. Georgescu et al. enhanced and detected possible vulnerabilities within an internet of things (IoT) systems by
using a named entity recognition solution [12]. Gasmi et al.
used a bidirectional long short-term memory network and
conditional random ﬁelds to identify cybersecurity entities
[13]. The method does not rely on any features speciﬁc to
the entities in the cybersecurity domain and hence does not
require expert knowledge to perform feature engineering.
However, the method proposed by Gasmi et al. requires a
large amount of labeled datasets. Due to the particularity
and complexity of cybersecurity named entities, these models
ignore the characteristics of cybersecurity data and the correlation between entities. Yi et al. proposed a cybersecurity
named entity recognition model with regular expressions, a
known entity lexicon and combined with four feature templates [14]. Li et al. presented a cybersecurity named entity
recognition neural network model based on self-attention
[15]; this model considers that single-word features are not
enough to identify entities, and used CNN to extract character features, then connects character features to word features; then, the self-attention mechanism is added on the
basis of the BiLSTM-CRF model. These methods all use
English datasets. Since English does not require word segmentation, it is easier than Chinese. Since the Chinese will
make mistakes in the process of word segmentation, these
mistakes will be propagated backward during the model
training process, that is, error propagation.
For Chinese cybersecurity entity recognition, Qin et al.
proposed that it is diﬃcult for the traditional named entity
recognition method to identify network security entities,
and introduced a character-level CNN-BiLSTM-CRF network security entity recognition model based on feature templates [4]. Although this method alleviates the problem of
error propagation, due to the shortcomings of the deep learning model itself, only the local information of the entity is
extracted and the distance feature between the entities is
not taken into account.
2.2. Active Learning. The purpose of active learning is to
maximize the performance of the model while minimizing
the labeled data needed to train the model [16, 17]. Shen
et al. deﬁned three broad criteria for determining which data
is the most useful in the model after labeling [10]: uncertainty, in which the instances that confuse the model are
given priority; diversity, instances that can extend the coverage of the model are given priority; and representativeness,
giving priority to the instance closest to the true distribution.
Chen et al. believe that active learning (AL) is a sample selection method that integrates supervised machine learning,
which is aimed at minimizing the cost of annotations while
maximizing the performance of machine learning-based
models [7]. In Chen et al.’s study, the uncertainty of information and the diversity of entity similarities in the selection
strategy were considered. Shen et al. proved that when deep
learning is combined with active learning, the amount of
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Figure 1: The overall framework of the proposed active learning framework for the cybersecurity entity recognition.

labeled training data can be greatly reduced [11]. Shen et al.
only compare several methods based on information uncertainty. Claveau and Kijak [8] proposed a simple method to
correct the deviation of some of the most advanced selection
techniques. In addition, this work introduced an original
method for selecting examples based on the ratio in the dataset [8]. In these existing works, most researchers only consider the uncertainty and diversity of information about the
select strategies. Therefore, in our work, we propose a selection strategy with uncertainty, conﬁdence, and consideration
of lexicon.

3. Proposed Method
3.1. Motivation. When constructing a cybersecurity knowledge graph, we often need a large amount of entities and
relationships to form a triple. It is convenient to obtain
unlabeled text datasets from the Chinese national vulnerability database of information security (CNNVD), blogs,
forums, etc. However, in the process of constructing a
cybersecurity knowledge graph, Chinese entities consist of
many diﬀerent characters and lack high-quality annotation
data. Thus, we propose a straightforward active learning
selection strategy to alleviate these problems based on our
previous work.
The problem of the cybersecurity entity recognition task
is deﬁned as follows. In this paper, we take the characters in
the Chinese texts of cybersecurity as the basic unit, given a
dataset D = X, Y, where X = fs1 , s2 ,⋯,sN g and Y is the corre′

sponding label. For any of the sentences, si = ½xN1 = fx1 , x2 ,
⋯,xN ′ g, xi is the ith character in sentence si . Under the guidance of the BIO tagging method [4], identifying the security
entity in a sentence si is equivalent to giving a tagging
sequence.
3.2. Design of Architecture. The proposed active learning
framework for the cybersecurity entity recognition is shown
in Figure 1. The framework mainly includes three parts: the
distributed spider, BERT-RDCNN-CRF model (described

brieﬂy in this section), and selection strategies (described in
detail in section of the active learning strategies). Through
multiple iterations of model training and selection strategies,
we can get ideal results at a relatively low annotation cost
(discussed in Results and Discussion).
Speciﬁcally, the distributed spider uses the Scrapy-redis
framework (https://github.com/rmax/scrapy-redis) to crawl
multisource heterogeneous threat data on the network space.
The active learning method includes the input layer, pretrained language model (BERT), residual dilation convolutional neural network (RDCNN), conditional random ﬁeld
layer (CRF), and selection strategy. At the input layer, we ﬁrst
perform some preprocessing on the original data, such as
removing some special punctuation. Then, the sentence is
processed by word segmentation, while the cybersecurity
datasets are divided into training datasets and test datasets.
On the training datasets, we further divide them into labeled
datasets and unlabeled datasets and use the labeled datasets
as the initial training datasets of the model. The CRF layer
models the label dependencies in the output sentences.
Finally, we select a part of the data from the unlabeled datasets and submit it to the crowdsourcing platform for annotation through our selection strategy. In addition, we use the
test datasets to evaluate the cybersecurity entity recognition
performance, which is a sign that indicates our active learning framework has stopped running. It is worth noting that
in our previous work, we found that the performance of
BERT-CRF in the cybersecurity entity recognition is very
poor, and the performance of BERT-RDCNN-CRF is better
than that of BERT-CRF.
3.3. Active Learning Strategies. As a pretraining model, BERT
has been successfully applied in many natural language processing tasks. In this work, BERT is used as a character-level
encoder. Given a sentence si = ½xN1 = fx1 , ⋯, xi , ⋯, xN g, the
BERT model converts each character in sentence si into a
ﬁxed vector. In particular, we use linear-chain CRF as the
tag decoder, and we use the Viterbi algorithm for decoding.
The parameterized brief form of the posterior probability
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Figure 2: Cybersecurity entity crowdsourcing annotation system.

Culotta and McCallum adopted a simple uncertaintybased strategy for the sequence model [18], called least conﬁdence (LC), which is assigned by the model to the most
likely sequence of tags, sorts each sentence in an ascending
order, and then selects a part data to the labeling expert:

Require:
Initially labelled pool L;
Initially unlabeled pool U;
query data size B;
Ensure:
while not reach stop condition do.
trainðLÞ //Train the model using L:
X ∗ = RankðscoreðUÞÞ0:B
L = L ∪ hX ∗ , labelðX ∗ Þ i
U = U − X∗
end while

LCðX Þ = 1 − pð̂y ∣ si ; AÞ:

This uncertainty can be calculated using the posterior
probability given by Equation (1). Preliminary analysis
found that LC strategy is more inclined to choose longer
sentences:

Algorithm 1: TPCL active learning.

formula of the label y corresponding to the linear chain CRF
model given the sentence si is
pð̂yjsi ; AÞ ∝ exp

n−1

!

h1 ð̂yi ; si Þ + 〠 hk+1 ð̂yk+1 ; si Þ + Âyk ,̂yk+1 ,
k=1

ð1Þ
where Zðsi Þ is the normalization factor of all possible si tags.
h1 ðy1 ; si Þ represents the probability of yk at k, which is the
output of the softmax layer of BERT-RDCNN. A is the transition matrix. In this paper, it is automatically learned during
the model training process. Ayk,yk+1 represents the probability
of transition from label state yk to label state yk+1 ; thus, it is a
square matrix. We use ̂y to denote the most likely sequence of
labels for si :
̂y = argmax pðy ∣ si ; AÞ:
y

ð3Þ

ð2Þ

pð̂yjsi ; AÞ ∝ exp

n−1

!

h1 ð̂yi ; si Þ + 〠 hk+1 ð̂yk+1 ; si Þ + Âyk ,̂yk+1 :
k=1

ð4Þ
Because Equation (4) sums all the tags, the LC method
naturally tends to long sentences, but our cybersecurity
Chinese text is mostly short sentences. Although the LC
method is very simple and has some shortcomings, many
works have proved the eﬀectiveness of the method in
sequence labeling tasks.
Liu et al. believe that the sequence selected by CRF is
valuable [19]. Liu et al. look for the most likely sequence
assignment and hope that each label in the sequence has a
high probability:
LTPðsi Þ = 1 − min hi ð̂yi ∣ si ; AÞ:
̂yi ∈̂y

ð5Þ

In addition, although Liu et al.’s method has achieved relatively good results, we need to consider the conﬁdence of the
label of the sentence in the decoding process in the Chinese
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Table 1: Statistic of datasets.

Table 4: BiLSTM parameter setting.

Entity type

Train

Dev

Test

Parameter

Value

PER
LOC
ORG

8144
16571
9277

884
1951
984

1864
3658
2185

BiLSTM hidden size
Learning rate
Batch size
Epoch
Dropout rate
Optimizer method
Fine tuning

100
0.001
20
10
0.5
Adam
True

Table 2: Statistic of datasets of cybersecurity.

PER
LOC
ORG
SW
RT
VUL_ID
Total

Train

Dev

Test

Total

8737
16452
12755
4649
56190
4649
103434

1256
2372
1813
673
8045
673
14832

2570
4890
3566
1407
16212
1407
30052

12563
23716
18134
6729
80447
6729
148318

Table 3: Statistic of initial pool.
Entity type
PER
LOC
ORG
SW
RT
VUL_ID
Total

Initially labeled

Initially unlabeled

492
864
782
241
3279
16
5674

8245
15590
11973
4408
52911
4633
97760

ð6Þ

where Viterbiðk, tÞ is the Viterbi algorithm and represents
the probability of the most likely path to state k at time t.
In addition, because there may not be a cybersecurity
entity in some sentences of the corpus in the Chinese security
ﬁeld and the model will incorrectly sent to the labeling
experts, then we also need to consider the diﬀerences of the
samples. Given a sentences = ½xN1 = x1 , ⋯, xi , ⋯, xN and a
lexicondict = w1 , ⋯, wm , use the entities in the lexicon to
match the sentence, so the matching frequency of the sentence is
Freqðsi Þ =

1M
〠 I ðw i ⊆ s i Þ,
σ i=1

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
Number of iterations
TPCL‑BiLSTM‑CRF
LTC‑BiLSTM‑CRF

cybersecurity entity recognition. Our conﬁdence calculation
formula is as follows:
Confidenceðsi Þ = Viterbiðk, t Þ,

100
95
90
85
80
75
70
65
60
55
50
45
40
35
30
25
20
15
10
5
0

Test F1

Entity type

ð7Þ

where M is the number of entities in the lexicon, σ > 1 is the
normalization factor, and Ið∙Þ is the indicator function; that
is, wi ⊆ si is 1; otherwise, it is 0. We evaluate whether a sentence is worthy of annotation to the labeling expert based
on a comprehensive consideration of the uncertainty of this
sentence, the conﬁdence level, and the matching frequency

RANDOM‑BiLSTM‑CRF
MTP‑BiLSTM‑CRF

Figure 3: Comparison of recall of diﬀerent models on general
datasets.

in the lexicon. The ﬁnal score calculation formula of the sentence is as follows:
Scoreðsi Þ = min hi ðyi ∣ si ; AÞ + Viterbiðk, t Þ +
yi

1M
〠 I ðw i ⊆ s i Þ :
σ i=1
ð8Þ

Finally, use our approach to calculate the score of Equation (8) for each sentence in the unlabeled data, and then,
sort the sentences in the unlabeled data in descending order,
select the top k sentences, and send them to the labeling
expert for annotation. In the experiment of this paper, we
select the top 500 sentences after each iteration of model
training for annotation.
3.4. Cybersecurity Entity Annotation. In order to facilitate
the manual annotation of cybersecurity entities, a visual
interactive and friendly crowd-sourced annotation system
for cybersecurity entities is developed in this work. The
results of model training are displayed in a visual way to
provide obvious entity-type annotation results, which can
be quickly corrected by humans. In addition, the system
supports multiple people to label diﬀerent tasks at the
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(a) F1 comparison of diﬀerent methods on LOC
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(b) F1 comparison of diﬀerent methods on PER
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(c) F1 comparison of diﬀerent methods on ORG

Figure 4: Comparison of F1 of diﬀerent models on the general datasets.

same time. The crowdsourcing annotation system is shown
in Figure 2.
3.5. Model Training Process. This paper implements the
cybersecurity entity recognition method proposed in this
paper based on TensorFlow (https://www.tensorﬂow.org/).

The speciﬁc training process is shown in Algorithm 1.
The active learning framework proposed in this paper
ﬁrst uses the initially labeled datasets to train the
BERTRDCNN-CRF model and then uses this trained
model to calculate the score of each sentence through
Equation (8). Subsequently, these sentences are sorted in
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a descending order. A part of the data are selected to be
annotated by the crowdsourcing platform. Finally, the
labeled datasets are added.

Table 5: Comparison of cybersecurity entity recognition results of
diﬀerent methods.

4. Experiments

RANDOM-BiLSTM-CRF
MTP-BiLSTM-CRF
LTC-BiLSTM-CRF
TPCL-BiLSTM-CRF
RANDOM-BERT-RDCNN-CRF
MTP-BERT-RDCNN-CRF
LTC-BERT-RDCNN-CRF
TPCL-BERT-RDCNN-CRF

4.2. Experimental Setting. In this paper, precision, recall, F1,
and microaveraging are used as performance metrics:
Micro − P =

∑ni=1 TPi
,
n
n
ð∑i=1 TPi + ∑i=1 FPi Þ

Micro − R =

∑ni=1 TPi
,
n
n
ð∑i=1 TPi + ∑i=1 FN i Þ

Micro − F =

ð2 × micro − P × micro − RÞ
:
micro − P + micro − R

Test F1

4.1. Datasets. This paper ﬁrst uses a general dataset (https://
github.com/zjy-ucas/ChineseNER) to verify the eﬀectiveness
of this method on the named entity recognition task in the
general domain. The speciﬁc statistical information of the
general datasets is shown in Table 1.
Secondly, the cybersecurity entity recognition datasets
constructed by our laboratory are used to verify the eﬀectiveness of this method on the cybersecurity entity recognition
task. This experiment data mainly comes from the public
data of mainstream cloud security platforms such as Wuyun
Vulnerability Database, FreeBuf website, and the Chinese
national vulnerability database of information security.
There are six main types of cybersecurity entities, viz., person (PER), location (LOC), organization (ORG), software
(SW), the relevant term (RT), and vulnerability ID (VUL_
ID). Cybersecurity entity data adopts BIO named entity
labeling strategy. The speciﬁc statistical information on the
datasets is shown in Table 2. In the experiment, the labeled
datasets are divided into the training set and test set,
accounting for 80% and 20% of the total datasets, respectively. Among them, we divide the training set into the initially labeled pool and initially unlabeled pool, accounting
for 5% and 95% of the training datasets, respectively. The
statistics of the data are shown in Table 3. In the model
training process, we ﬁrst use the initially labeled pool to train
the model, and then, we propose an active learning selection
strategy to select data from the initially unlabeled pool to the
crowdsourcing platform for labeling. It is worth noting that
this paper uses the train_test_split() method in the sklearn
machine learning package (https://scikit-learn.org/stable/)
to split the datasets.

Model

Precision

Recall

79.31
78.00
80.14
82.1
86.89
84.45
86.47
88.01

75.27
76.00
77.52
78.32
87.31
85.97
88.77
89.08

100
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80
75
70
65
60
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50
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5
0
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21
Number of iterations
TPCL‑BERT‑RDCNN‑CRF
LTC‑BERT‑RDCNN‑CRF
RANDOM‑BERT‑RDCNN‑CRF
MTP‑BERT‑RDCNN‑CRF
TPCL‑BiLSTM‑CRF
LTC‑BiLSTM‑CRF
RANDOM‑BiLSTM‑CRF
MTP‑BiLSTM‑CRF

Figure 5: Comparison of recall of diﬀerent models on cybersecurity
entity datasets.

implement the experiments in the experiment and use the
Adam optimization algorithm [20].
ð9Þ

In order to verify the eﬀectiveness of the active learning
selection strategy proposed in this paper, the MTP method
of Shen et al. [11], the LTC method of Culotta and McCallum
[18], and the randomly selected method were used as baseline methods for comparative experiments. During the
experiment, the hyperparameters of the BERT-based model
were the same as those of our previous work. The hyperparameters of the BiLSTM model are shown in Table 4. In addition, we use the Tensorﬂow deep learning framework to

5. Results and Discussion
In order to verify the performance of the proposed method
on the general datasets, as shown in Figure 3, we conducted
experiments on the general datasets. From the learning
curves of Figure 3, it is clear that our approach TPCL compares with the baseline model in the F1 value and is almost
the same as the performance of the baseline model. The main
reason is that the structure of the entity in the general datasets itself is relatively simple, and secondly, a large number
of entities in the general datasets are duplicated, which does
not take advantage of the TPCL.
Further, we compare the recognition performance of different methods on diﬀerent entities on general datasets, as
shown in Figure 4. Figure 4 shows the result of the LOC
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Figure 6: Continued.
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(f) F1 comparison of diﬀerent methods on VUL_ID

Figure 6: Comparison of F1 of diﬀerent models on diﬀerent cybersecurity entities.

and PER entities; our approach TPCL has the same recognition performance as the baseline model, but on the ORG
entity, the TPCL does not have the recognition performance
of the two baseline methods, viz., LTC and MTP well, and the
TPCL has the same performance as the random selection
strategy method.
In order to verify the eﬀectiveness of the TPCL in the
Chinese entity recognition task in the ﬁeld of cybersecurity,
we conducted a comparative experiment on BERT-RDCNN
and a typical BiLSTM-CRF entity recognition model. This
paper conducted experiments on the cybersecurity entity
datasets and analyzed the performance of the TPCL and the
baseline method. Table 5 shows the named entity recognition
accuracy and recall in the cybersecurity datasets.
It can be seen from the experimental results in Table 5
that the overall TPCL achieves better accuracy and recall
on the cybersecurity datasets than the baseline method. In
addition, due to the diﬀerences between the deep learning
models, the BiLSTM-CRF model’s cybersecurity entity
recognition performance is worse than the BERTRDCNN-CRF recognition performance. However, Table 5
shows that whether we use the BERT model or the
BiLSTM model, the TPCL is better than the baseline selection strategy method on accuracy and recall, which veriﬁes
our approach is eﬀective.
In order to balance the accuracy and recall metrics, we
also calculated the F1 value of diﬀerent methods, as shown

in Figure 5. In Figure 5, whether it is the BERT model or
the BiLSTM model, our approach TPCL is better than the
baseline method, which further veriﬁes the eﬀectiveness of
the TPCL. Among them, for the BERT-based model, the F1
value of the TPCL is 88.54%, compared to 87.6%, 85.2%,
and 87.1% of the LTC, MTP, and RANDOM methods, which
are improved by 0.94%, 3.34%, and 1.44%, respectively. For
the BiLSTM model, the F1 value of the TPCL is 80.17%, compared to 78.81%, 77%, and 77.24 of LTC, MTP, and RANDOM methods, which are improved by 1.36%, 3.17%, and
2.93%, respectively.
In order to further compare the recognition eﬀect of the
TPCL and baseline method on diﬀerent cybersecurity entities, we calculate the PER, LOC, ORG, SW, RT, and VUL_
ID F1 values of these six cybersecurity entities, as shown in
Figure 6.
Figure 6 shows that the result of F1 value on the cybersecurity entity SW, whether it is BiLSTM or BERT model, is
quite diﬀerent. Among them, for the BERT-based model,
the F1 value of the TPCL on the entity type SW is 59.01%,
compared to 54.5%, 43.3%, and 46.17% of the LTC, MTP,
and RANDOM methods, which are increased by 4.51%,
15.7%, and 12.84%, respectively. For the BiLSTM model,
the F1 value of the TPCL on the entity type SW is 60%, compared to 61%, 53%, and 55% of the LTC, MTP, and RANDOM methods, which are improved by -1%, 7%, and 5%,
respectively. It can be seen that using the BiLSTM model
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on our approach TPCL and LTC can achieve good results,
among which LTC-BiLSTM has achieved the best entity
recognition performance.
In Figure 6, it can be seen that the identiﬁcation of the
entity VUL_ID has achieved the best recognition performance
on the BERT-based model, with an F1 value of 97.98%. However, it can also be seen in Figure 6 that there is little diﬀerence
in entity recognition performance between BiLSTM-based
and BERT-based diﬀerent selection strategies. This is because
the structure of the entity of VUL_ID is ﬁxed, and both
BiLSTM and BERT have extracted similar structural features.
In addition, in the recognition result of the entity SW, the
TPCL-BERTRDCNN-CRF has a slightly higher security entity
recognition performance than the LTC-BERT-RDCNN-CRF
model. However, the LTC-BiLSTM-CRF performance is lower
than the TPCL-BiLSTM-CRF model and even higher than the
TPLC-BERT-RDCNN-CRF model. From the perspective of
the model, it shows that the BERTRDCNN and BiLSTM
models are not good at identifying the cybersecurity entity
SW. This is because, on the one hand, the entity has a small
number of datasets in the cybersecurity entity. On the other
hand, this kind of entity is usually composed of numbers,
letters, and Chinese characters. The composition is very
complex, and the features are not easy to extract. In short,
for the two entities SW and VUL_ID, it is not very important
which model to use, but from the perspective of active learning, the selection strategy proposed in this paper is much better in terms of the performance of cybersecurity entity
recognition.
From Figure 6, the TPCL is better on the BERT model or
BiLSTM model, and the entity recognition eﬀect on the
cybersecurity entities LOC, ORG, RT, and PER is better than
the baseline method, indicating our approach can select sentences containing LOC, ORG, RT, and PER entities to the
crowdsourcing platform to improve the cybersecurity entity
recognition performance, and the selected sentences have a
higher annotation value. Compared with the baseline selection strategy, it further shows that the sentence selected by
the TPCL has more value than the sentence selected by the
baseline selection strategy. In other words, the sentence contains rich information. The above result discussion indicates
that the selection strategy proposed in this paper is robust
and eﬀective in various security entity recognition tasks.
Through the above analysis of the experimental results,
the entity recognition performance of the TPCL on the general datasets is not much diﬀerent from the baseline method.
At the same time, the experimental results show that the
TPCL is more suitable for the Chinese entity recognition task
in the ﬁeld of cybersecurity.

6. Conclusions
Aiming at the problem of large data annotation cost in the
open network text data, we propose a new active learning
selection strategy. This strategy is based on uncertainty, conﬁdence, and lexicon considerations, it not only considers the
output but also the distribution of cybersecurity entities. The
experimental results on the cybersecurity entity recognition
datasets show that the active learning selection strategy pro-
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posed in this paper is superior to the baseline method in
accuracy, recall rate, and F1 value. In addition, the experimental results show that the strategy proposed in this paper
is more suitable for entity recognition tasks in the ﬁeld of
cybersecurity.
In the future, we will build a complete automated web
tool for cybersecurity entity cognition and relationship
extraction based on this work to serve as a crowdsourcing
data annotation platform. In addition, we will perform
knowledge reasoning with the entities and relationships
obtained on this web crowdsourcing platform in order to
build a complete cybersecurity knowledge graph.
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