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Recently, human behavior sensing based on WiFi channel state information has drawn more attention in the ubiquitous computing
field because it can provide accurate information about the target under a device-free scheme. This paper concentrates on user
authentication applications using channel state information. We investigate state-of-the-art studies and survey their characteristics.
First, we introduce the concept of channel state information and outline the fundamental principle of user authentication. These
systems measure the dynamic channel state information profile and implement user authentication by exploring the channel state
information variation caused by users because each user generates unique channel state information fluctuations. Second, we
elaborate on signal processing approaches, including signal selection and preprocessing, feature extraction, and classification
methods. Third, we thoroughly investigate the latest user authentication applications. Specifically, we analyze these applications
from typical human action, including gait, activity, gesture, and stillness. Finally, we provide a comprehensive discussion of user
authentication and conclude the paper by presenting some open issues, research directions, and possible solutions.

1. Introduction

Recently, human behavior sensing has drawn considerable
concern and achieved important research progress in the
field of ubiquitous computing. With these behavior recogni-
tion applications, we can acquire users’ behavior states and
infer their daily movement regularity, which provides us with
an effective means to understand users’ actions. In addition,
device-based approaches [1, 2] usually require users to carry
sensors, which creates some deployment difficulty and
restrains their use field. Therefore, this paper focuses on the
device-free approach. Traditionally, human behavior recog-
nition applications can employ many types of signals, includ-
ing vision [3–5], sound [6–9], light [10, 11], and RF (radio
frequency) signals. Specifically, popular RF signals include
RFID (radio frequency identification) [12–14], radar [15],
and WiFi signals [16–19]. Each signal has its advantages
and disadvantages; therefore, we should select an appropriate
signal based on application requirements. This paper focuses
on human behavior with the WiFi signal. Currently, WiFi
signals can be measured using COTS (commercial off-the-

shelf) devices, such as an Intel 5300 NIC (network interface
card) [20], an Atheros 9580 [21], a Raspberry Pi [22], and
an ESP32 [23]. Many studies have confirmed the feasibility
of utilizing the WiFi signal to realize behavior sensing and
have achieved many attractive research results. Some surveys
have summarized state-of-the-art studies and presented
insight into further research trends [24–26].

WiFi device usually provides two kinds of signals: CSI
(channel state information) and RSS (received signal
strength). RSS stands for the strength of the received signal
and was utilized in [27–32]. CSI refers to channel state
information that describes the channel properties of a com-
munication link. Compared to RSS, CSI can provide more
fine-grained information. In recent years, CSI-based human
behavior technology has become popular. Therefore, we are
interested in CSI-based applications in this paper. The repre-
sentative applications include action recognition [33–35],
indoor localization [36, 37], fall detection [38, 39], keystroke
detection [40, 41], breath detection [42, 43], smoking detec-
tion [44], human flow estimation [45, 46], and human
gesture recognition [47–49].
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Among the human behavior sensing applications, we are
interested in a specific application, user authentication. With
growing concern about security problems, there is an urgent
need for a nonintrusive and simple user authentication
approach [50]. Currently, many user authentication applica-
tions have achieved satisfactory research achievements. Sim-
ilar to behavior recognition, these applications explore CSI
variation to implement user authentication. Although both
behavior recognition and user authentication leverage signal
variation to implement recognition, the leading consider-
ations are different in recognition procedures. The key to
behavior recognition applications is to identify different
actions and eliminate the effect of different users on CSI
signal variation. In contrast, the core of user authentication
is to determine the identity of different users and mitigate
the effect of specific actions on recognition. Currently, many
different applications employ different actions. Specifically,
these actions include gait [51, 52], activity [53, 54], gesture
[55], and stillness [56, 57]. In addition, these CSI-based user
authentication systems include two types of applications.
One determines the identity of a user in the training set.
The other determines whether a user is a stranger or an
intruder. From these applications, we find that the former
needs to assign a label to the unknown using known labels,
while the latter only requires a binary answer, is or not. As
a result, we can classify typical user authentication systems
into these two categories, i.e., applications identifying a user’s
identity [58], while other applications can recognize a
stranger [59].

Based on the above statement, CSI-based user authenti-
cation techniques have been studied and have achieved satis-
factory performance. However, there is no survey to review
these applications and present insights into the research. This
paper emphasizes user authentication and analyzes its key
components. It surveys the typical CSI model and summa-
rizes the various applications. In addition, it categorizes these
applications and compares them from different activity types.
We hope that this article can make a comprehensive
summary of the existing CSI-based user authentication appli-
cations and provide some helpful information about the
current state and future development direction.

The main contributions of this paper can be summarized
as follows. This paper investigates and presents a compre-
hensive survey of the latest user authentication applications
based on CSI variation. First, we present the principle of
CSI-based user authentication and analyze the signal pro-
cessing methods used in user authentication applications.
Second, we investigate the latest user authentication applica-
tions and conduct a comprehensive survey of their character-
istics. Third, we present a detailed discussion, current issues,
and future research trends.

The rest of the paper is organized as Figure 1. In Section
3, we discuss the principle of channel state information and
user authentication based on CSI. Section 4 presents the
methods of signal selection and preprocessing, feature
extraction, and classification methods. Section 5 investigates
the latest applications of the user authentication technique
based onWiFi CSI. In Section 6, we discuss some factors that
influence authentication accuracy. Section 7 presents the

challenges, future research trends, and open issues. In Section
7, we reach a conclusion.

2. The Principle of Channel State Information
and User Authentication Based on CSI

User authentication is an important research topic in the
human behavior recognition field and has achieved significant
research progress. Specifically, this method provides a simple
and nonintrusive authentication pattern without disturbing
the users’ normal movement, making long-term monitoring
available. In this section, we introduce the concept of CSI, pro-
vide the fundamental principle of user authentication, and
present the system architecture of typical applications.

2.1. Channel State Information. CSI describes the channel
state of wireless communication links and is designed to eval-
uate communication links’ quality. In addition, it comes
from the physical layer of NIC and provides the phase and
amplitude information of each subcarrier. Because every
subcarrier is independent of each other, the multipath effect
of different subcarriers has a distinct reaction on the phase
and amplitude. Therefore, movements with different ranges
can be detected by different subcarriers, which means that
CSI can distinguish different granularities of action. As a
result, CSI can realize higher action recognition since it can
recognize more fine-grained actions, such as breathing and
heartbeat. In the frequency domain, the wireless channel
state can be described as:

Y =H × X +N , ð1Þ

Y ,X,H, andN represent the received signal vector, trans-
mitted signal vector, channel matrix, and Gaussian white
noise, respectively. The channel matrix describes the attenu-
ation factor of the signal in each transmission path, and the
value of each element in the channel matrix contains infor-
mation such as signal scattering, environmental attenuation,
and distance attenuation. The channel matrix is described as:

Hi = Hij jej sin ∠Hið Þ, ð2Þ

where the first term is the value of CSI for the ith subcarrier,
and it contains the amplitude and phase information. On the
right side of this equation, ∣Hi ∣ and ∠Hi represent the ampli-
tude and phase information of the ith subcarrier, respectively.

In addition, the IEEE 802.11 [60] standard is realized by
most commercial WiFi devices, and it utilizes multiple anten-
nas to implement MIMO (multiple input multiple output)
communication. Standard WiFi devices work at 2.4GHz
and 5GHz bands, and they use an OFDM (orthogonal fre-
quency division multiplexing) signal modulation scheme in
the PHY (physical) layer. WiFi CSI continuously detects the
frequency response of OFDM subcarriers and captures
various environmental changes, such as frequency selective
fading, shadowing, multipath, destructive, and constructive
interference. Based on these signal changes, we can
identify human identity by exploiting the pattern of each
user movement.
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2.2. The Principle of User Authentication Using CSI. The
fundamental principle of user authentication is that different
users can generate unique CSI variation when a user is
located in the coverage of the CSI signal. Therefore, we can
recognize a user’s identity by exploiting the dynamic CSI
profile. To our knowledge, there are two main types of user
authentication based on whether the user moves. One utilizes
the dynamic CSI caused by user movements. According to
the magnitude of the actions, these movements can be
divided into gait, activity, and gesture. These approaches
are widely employed because human movement can generate
evident CSI fluctuations that can be measured and processed
by exploring many available algorithms. We refer to the
method as an action-based approach. Even though conduct-
ing the same activity, different people have distinct impacts
on channel changes due to the behavioral characteristics of
every one. In addition, various factors, such as a user’s height,
weight, action speed, action rhythm, action range, and
waving cycle, affect CSI signal propagation, which generates
a unique CSI profile. The other utilizes the static propagation
feature of CSI when the user remains still. This approach can
identify people according to the user’s physiological charac-
teristics, such as the water rate, fat rate, and muscle rate of
the user. It builds a unique CSI signal profile based on user
biometric features. This approach can also identify people
by the combination of location and user. It creates a unique
CSI profile based on the correlation between these two
factors. In addition, some applications apply respiration or
lip motion for authentication. We refer to these methods as
stillness-based approaches. Compared to action-based user
authentication, stillness-based user authentication has
challenging problems in extracting unique features.

2.3. The Framework of CSI-Based User Authentication.
Currently, CSI-based user authentication has achieved great
success by exploring dynamic CSI variation. Although we
can categorize these applications into different groups from
many aspects, such as action types and recognition methods,
the framework of these applications is simple and clear. We
divide the signal procedures into the following parts: signal
collection, signal selection and preprocessing, feature extrac-
tion, and classification, as shown in Figure 2. Specifically, the
signal collection realizes CSI data measurement. We usually
deploy a standard AP (access point) to send data packets
and apply a laptop running a modified NIC driver to collect
CSI data. Usually, CSI is used to assess the communication
link and cannot be measured with the common application.
Therefore, to acquire CSI data, we have to modify the NIC
driver to transfer the CSI data to application layers. The data

collected usually contain much noise from ambient factors or
hardware devices; therefore, the data usually cannot be used
immediately. We need a vital step called signal preprocessing
to suppress the noise, eliminate outliers, and smooth the
abrupt data. We usually employ filters, PCA (principal com-
ponent analysis), DWT (discrete wavelet transform), and
interpolation to obtain more precise data. After that, we need
to segment the CSI stream and obtain a series of data
sequences describing an action cycle. Therefore, we can
obtain the full description of each action from the sequences.
To obtain the features that can represent the action, we need
to conduct feature extraction. We may select statistical fea-
tures to illustrate the actions with some simple parameters.
We can also utilize the time-frequency diagram as a feature
description because it holds much information. Finally, we
identify the user’s identity based on the classification algo-
rithms. We usually utilize machine learning or deep learning
algorithms, such as KNN (K-nearest neighbor) [61], SVM
(support vector machine) [59, 62], DTW (dynamic time
warping) [51], CNN (convolutional neural network) [53],
DNN (deep neural network) [63], GRU (gated recurrent
unit) [52], and LSTM (long short-term memory) [64], to
validate the user’s identity.

In this section, we present the concept of CSI, the princi-
ple of user authentication, and the framework of the user
authentication system using CSI. Based on the introduction,
we can understand the critical characteristics of the system
and are familiar with the components and their function.
We analyze in detail the key content of the system and
elaborate on the specific function of each component in the
following parts.

3. Signal Processing Method

In this section, we illustrate the signal processing procedures
for some user authentication applications. Raw CSI signals
need to be processed to obtain useful information. Many
crucial steps need to be carried out, including signal selection
and preprocessing, feature extraction, and classification.
Next, we introduce a specific working process.

3.1. Signal Selection and Preprocessing

3.1.1. Signal Selection. Signal selection plays a vital role in
user authentication since it has a significant influence on
accuracy. As described in Section 3.1, CSI data can be repre-
sented as a channel matrix, including amplitude and phase
information. Existing user authentication systems usually
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Figure 1: The flowchart of this paper.
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select amplitude or phase as the base signal to conduct the
subsequent signal processing.

Most systems applied amplitude information to realize
user authentication because various actions in the WiFi area
will cause amplitude changes in the receiver [65]. In addition,
some other systems utilize phase information. For example,
CP-ID [66] applied phase information to capture finer
changes compared with amplitude. However, the phase of
the signal needs to be calibrated to remove various noise and
distortion. Furthermore, the combination of amplitude and
phase information was also used to recognize signal variation,
such as HumanFi [64]. This approach can take advantage of
amplitude and phase to achieve more accurate identification.

3.1.2. Noise Removing. Preprocessing is a necessary step after
collecting CSI signals. In experiments, we find that the raw
CSI provided by commodity WiFi NICs is noisy because of
the complicated surroundings and reflections of many
objects. Therefore, we must remove noise in signals to obtain
a clean signal for the next processing step. Typical signal pre-
processing methods, such as PCA, Butterworth filter, and
DWT, are often used to remove noise.

The Butterworth filter is a commonmethod for removing
high-frequency noise. For example, in WiFi-ID [65], the
authors adopted the Butterworth filter to remove high-
frequency noise. Due to its smoother passband responses
compared to other filters, it achieved excellent filter results.

In many studies, they also utilize PCA to implement
noise removal. The main idea of PCA is to map the n
-dimensional features to the k-dimension, which is a new
feature named a principal component. Generally, this pre-
processing approach has two advantages. The first can reduce
the dimensionality of the CSI information obtained and
decrease the computational complexity. The other can
remove noise in signals efficiently by taking advantage of
correlated variations in the CSI time series of different
subcarriers. Furthermore, it can remove uncorrelated noisy
components, which cannot be removed through traditional
low-pass filtering [40].

Wavelet transforms can not only describe the frequency-
domain features of local time-domain processes but also
obtain the time-domain features of local frequency processes
compared to the traditional cosine transform. It can trans-
form the image into a series of wavelet coefficients to com-
press and store images efficiently. In addition, the rough
edges of the wavelet can represent the image better because
it eliminates the block effect in DCT (discrete cosine transfor-
mation) compression. InWiID [67], after denoising by a low-
pass filter, PCA and DWT were used to obtain the waveform
characteristics of the data.

3.1.3. Signal Segmentation. Signal segmentation is aimed at
splitting the data streams into a series of sequences that
describe a whole action conducted by the user. Compared
to device-based methods, it is more difficult to detect the start
point and endpoint of a stream because these signal changes
of action periodicity are weak for device-free approaches.

In WiFi-ID [65], the authors proposed that determining
effective regions with suitable lengths is necessary. They
identified the approximate midpoint of the effective region
first. Then, they determined the starting point of the valid
region. Specifically, the authors segmented the stream into a
short frame and calculated the short-time energy of each
frame. They smoothed the vector that represents the short-
time energy of all frames, and this vector was used as the
threshold of the central region. In addition, they selected
the original signal corresponding to a contiguous block of
frames in which each frame was above the threshold as the
central region. The midpoint, m, was the instantaneous
signal that has the maximum deviation from the average in
the central region. The duration of the effective region was
T . Therefore, the starting point is located in ðm − TÞ/2.
Finally, they obtained the effective region by the midpoint
and starting point.

In Wii [59], the authors proposed that the combination
of CWT (continuous wavelet transform) and wavelet vari-
ance can effectively discover the periodicity of the CSI wave-
form. FreeSense [51] designed a segmentation algorithm
based on MAD (mean absolute deviation). This algorithm
adopts a sliding window approach to search segmentation
points. Similarly, Hong et al. [62] also applied the sliding
window approach to detect the starting and ending points.
In the BioID [68], the authors determined the starting and
ending points of the lip movements by setting thresholds.
In addition, the thresholds were experimentally determined.

In general, this section includes three parts: signal selec-
tion, noise removal, and signal segmentation. First, both the
amplitude and phase will change during signal propagation.
The amplitude, phase, or combination of the two can be used
as basic signals in many user authentication systems. Second,
noise removal is aimed at eliminating irrelevant information
and saving useful information reflecting human behavior
details. Third, most signal segmentation algorithms segment
the effective area of the signal by determining the starting
point, midpoint, or ending point of the CSI data stream.
After signal selection and preprocessing, CSI signal informa-
tion can be extracted to obtain useful features.

Signal preprocessing

Noise removing: butter
worth filter, PCA, DWT

Signal segmentation

Classification: SVM,
KNN, DTW, DNN,

CNN, RNN

Feature extraction:
statistical characteristic,
time-frequency diagram

CSI data collection

Wireless router
Laptop

Signal selection

Figure 2: The user authentication framework.
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3.2. Feature Extraction. After preprocessing, we can extract
the main features from the filtered signals. Feature extraction
is a signal processing procedure in which we select some
major features from data to more accurately depict the data
because the original data usually contain more redundant
information. Generally, we extract useful features depicting
CSI variation caused by distinct users, such as statistical
features and time-frequency diagrams.

3.2.1. Statistical Feature. Statistical features are common
feature descriptions for measurement data and can be calcu-
lated by using a statistical formula. It depicts the general charac-
teristics of the data and is widely used in pattern recognition
applications. Specifically, the statistical features of the CSI
signal can be divided into time-domain features and
frequency-domain features. The time-domain features are
extracted directly from the original waveform, while the
frequency-domain features are extracted after the FFT (fast
Fourier transform) of the original waveform. Wii [59] calcu-
lated the statistical features of the time domain and entropy of
the frequency domain reflecting per-step and walking features.

3.2.2. Time-Frequency Diagram. The time-frequency diagram
can depict the data features from the time and frequency
domains. Specifically, by using STFT (short-time Fourier
transform), time signals are transformed into a time-
frequency diagram that can obtain more abundant informa-
tion. We can obtain information on the moving speed of
different body parts from the time-frequency diagram by ana-
lyzing the frequency changes over time. The spectrogram in
Figure 3, from WifiU [69], exhibits a scenario in which a user
walks in a straight line. We find that the signal energy reflected
by the torso is stronger than that of other body parts since the
torso has a larger reflection area. Consequently, the time-
frequency diagram can provide useful information about the
human walking pattern.

By feature extraction, we can obtain useful information
that can reflect a user’s unique characteristics. This will
improve the efficiency of user authentication. In most exist-
ing systems, the authors extract statistical features or time-
frequency diagrams from CSI signals that reflect behavior
features in the time and frequency domains.

3.3. Classification Methods. After feature extraction, a user’s
identity can be authenticated based on the extracted feature
of CSI. Authentication methods are aimed at identifying a
user’s identity. Therefore, user authentication can be
considered a classification problem and apply general classi-
fication approaches used for behavior recognition. In the
classification process, we often use some typical methods,
such as SVM, KNN, DTW, CNN, DNN, and RNN (recur-
rent neural network).

3.3.1. Machine Learning Technique. SVM is a kind of gener-
alized linear classifier to classify binary data based on a super-
vised learning method. SVM splits the data into two groups
using hyperplane. In user authentication based on CSI,
SVM is also an effective classification approach and is widely
utilized. For example, CareFi [70] applied SVM to determine
whether a user is a stranger or an authenticated user.

K-nearest neighbor means that its closest K neighbors
can represent the sample. The main processes of this algo-
rithm compare the characteristics of the test data and train-
ing data based on knowing training data and labels. KNN is
more suitable than SVM in the multiclassification problem.
Therefore, researchers often choose KNN to process the mul-
ticlassification problem in user authentication. For example,
FreeSense [51] achieved satisfactory identification accuracy
in indoor environments.

DTW is a simple and efficient algorithm to compare the
similarity of two-time series by extending and shortening
the displacement of the time series. DTW is also employed
in user authentication applications. For example, FreeSense
used DTW to find the minimum distance alignment between
two waveforms of different lengths and calculate the similar-
ity between them [51].

3.3.2. Deep Learning Technique. DNN, also called a multi-
layer perceptron, is a deep neural network that improves clas-
sification efficiency successfully compared to the approach of
traditional machine learning. As shown in Figure 4, it con-
tains three parts: an input layer, some hidden layers, and an
output layer. Any neuron in the former layer is connected
to a neuron in the latter layer. In reference [63], they applied
a DNN based on AutoEncoder to classify users, which
improved the computational efficiency and robustness.

CNN is a kind of feed-forward neural network with a
deep structure and convolution computation. As shown in
Figure 5, the structure of CNN contains the input layer,
convolutional layer, pooling layer, fully connected layer,
and output layer. Specifically, the convolutional layer can
extract features from large amounts of data. The number of
convolution kernels, the stride, and the padding have an
important effect on the output of the convolution layer. The
pooling layer mainly plays a role in data dimensionality
reduction to facilitate data calculation and storage. The out-
put of the fully connected layer can be used as the input of
the classifier. WiAU [53] applied CNN to implement user
authentication. It combined CNN and ResNet algorithms to
achieve fast and efficient user authentication.

Compared to CNN and DNN, RNN gives the network a
kind of memory function of the previous content. Specifi-
cally, the current output of a sequence is also related to the
previous output. Although RNN can handle time-series well,
there are still some problems (vanishing gradient and explod-
ing gradient). Fortunately, LSTM and GRU, variants of RNN,
can solve these problems.

LSTM realizes the retention of important content and the
removal of unimportant content by using the structure of the
gate. There are three gates in an LSTM cell, i.e., input gate,
forget gate, and output gate. The specific structure of LSTM
is shown in Figure 6. LSTM is used in user authentication
and has recently achieved great performance, such as
HumanFi [64]. GRU is similar to LSTM, which also uses a
gate structure to control memory and input. As shown in
Figure 7, it contains a reset gate and an update gate. In user
authentication, GRU is also applied and has high identifica-
tion accuracy, such as Deep-WiID [52].
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Classification methods play an important role in user
authentication applications because the authentication pro-
cess can be considered a classification problem. Based on
the investigation of typical applications, we find that machine
learning techniques are used widely in these existing studies
since they are general classifiers and can work well for most
classification questions. Furthermore, deep learning tech-
niques are also leveraged in many authentication applica-
tions because they can automatically extract latent features
and process high-dimensional data, which is very effective
for complex CSI signal variation. By comparing the recogni-
tion performance of these two methods, we found that the
method based on deep learning can achieve higher accuracy.

4. Application

With the advance in computing technology and the popular-
ity of WiFi devices, CSI signals from WiFi devices are draw-
ing more attention, and related user authentication
applications are increasingly emerging. Human action within
the coverage of WiFi can attenuate signal power and change
the signal propagation path, which leads to a multiple-path
effect. Furthermore, the impact on CSI is different when
different people perform the same action. Therefore, the dif-
ference in the CSI signal caused by different users can be
identified to recognize the user’s identity.

Some crucial aspects should be considered when we ana-
lyze user authentication in detail. First, when analyzing typi-
cal applications, we must consider the test scenario because
identification performance is related to the test environment.
Most tests are conducted in indoor environments. There are
also special scenarios, such as in-car and ramp. In addition,
to evaluate the robustness of systems, authors usually ask
users to perform the actions in one to four test environments.

Second, from the function of user authentication, the existing
user authentication system can determine the identity of a
certain user in the group or identify strangers who do not
belong to the group. Third, we also consider the number of
participants because it exerts a significant effect on recogni-
tion accuracy. Fourth, since signal preprocessing methods
are related to the CSI signal, we put them into one column
in the following tables. Similarly, we also put the purpose of
systems and the classification methods into one column in
the tables. Since most systems employ the Intel 5300 NIC
to measure the CSI signal, we do not display the test devices
in the tables when analyzing these systems. Next, we enumer-
ate these user authentication systems based on two
approaches, i.e., action-based and stillness-based.

4.1. Action-Based Applications. Action-based user authentica-
tion has been widely applied because coarse-grained actions
can cause more obvious changes in CSI and implement higher
recognition accuracy. In this section, we introduce action-
based user authentication systems from the aspects of gait-
based, activity-based, and gesture-based systems.

4.1.1. Gait-Based. User authentication based on gait has
made great progress in recent years. These applications
identify a user’s identity according to different walking
gestures since everyone has a unique gait. Currently, most
of the existing studies leverage gait to determine human
identity. As shown in Table 1, many factors are investigated,
including experimental environments, volunteers, prepro-
cessing and classification methods, and identification perfor-
mance. Next, we analyze some typical gait-based user
authentication applications.

FreeSense [51] is a user authentication system based on
gait features. In the process of identification, the authors
adopted a Butterworth IIR filter to remove noise. Then, they
used PCA to reduce the dimensionality of the data. Further-
more, they designed a signal segmentation algorithm and
applied DWT to conduct feature extraction. Finally, they
applied KNN based on DTW to classify users. The experi-
mental environment is shown in Figure 8. Specifically, the
transmitter and the receiver equipped with an Intel 5300
NIC were placed on the doorway 250 cm apart, and volun-
teers were required to walk along the straight line. Through
extensive experiments, FreeSense achieved an accuracy of
identifying one person from 94.5% to 88.9%, with people
ranging from 2 to 6. Different from FreeSense, Deep-WiID
[52] is a gait-based user authentication system using deep
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learning techniques. In addition, it is worth noting that
Deep-WiID saves some preprocessing work. The CSI time
series selected by the sliding window from raw CSI data is
put in the network. This network is composed of a GRU
layer, pooling layer, and classification layer. By training the
deep neural network, Deep-WiID realized the accuracy of
identifying one person from 99.7% to 97.7% with people
from 2 to 6.

Some applications realize better performance in the num-
ber of identified people. For example, WifiU [69] can identify
50 participants using the LibSVM tool with the RBF (radial
basis function) kernel. In addition, Neural Wave [74] and
HumanFi [64] can identify 24 and 30 people, respectively.

In addition, some applications can identify strangers
who do not belong to the training set, and it is a significant
application in the field of user authentication. For example,
Wii [59] not only identifies people in the training set but also
realizes stranger identification. It realized recognition accu-
racy of 1 person with 98.7% to 90.9% from 2 to 8 people,
and the stranger identification accuracy is above 91%. In
addition, CareFi [70] and RDFID [77] can also realize
stranger recognition.

4.1.2. Activity-Based. Activity-based user authentication has
become increasingly popular due to its efficiency, scalability,
and reliability. It can identify a user’s identity when the user
conducts some activities. As shown in Table 2, we list four
typical activity-based applications. In this section, we investi-
gate some of the latest activity-based identification instances.

As shown in Table 2, [53, 63, 67] can realize user authen-
tication by daily activities. Reference [54] is an in-car driver
authentication system based on CSI. Specifically, the stage
of collecting CSI data lasts two months, from morning to
night every day. The car was parked in 60 different locations,

•••
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Table 1: Gait-based user authentication applications.

System Users Signal/preprocessing Experimental scene Purpose/classification Performance

WFID [62]
Corridor: 9
Laboratory:

6
Amplitude/PCA Corridor, laboratory (155m2)

Identity
recognition/SVM

6 people: 93.1%
9 people: 91.9%

WiFi-ID
[65]

20
Amplitude/Butterworth

filter, CWT
Corridor

Identity
recognition/SAC

2 to 6 people: 93% to
77%

FreeSense
[51]

9
Amplitude/PCA, DWT,

low-pass filter
A smart home environment

(6m × 5m)
Identity

recognition/KNN, DTW
2 to 6 people: 94.5% to

88.9%

WiWho
[58]

20
Amplitude/multipath

removal, band-pass filter
Three indoor environments

Identity
recognition/decision tree

2 to 6 people: 92% to
80%

WifiU [69] 50 Amplitude/PCA, STFT A typical lab (50m2)
Identity

recognition/LibSVM
with RBF kernel

50 people: top 1: 79.28%
Top 2: 89.52%
Top 3: 93.05%

Jakkala et al.
[71]

30
Amplitude/Hanning

window
An office

Identity
recognition/DCNN

30people:97:12 ± 1:13%

AutoID [72] 20 Amplitude/DWT

A conference room (5m × 7m),
an office zone (5:6m × 9m), a

bedroom apartment
(7:5m × 8m)

Identity
recognition/convex
clustered concurrent
Shapelet learning

20 people: 91%

Nipu et al.
[73]

5
Amplitude/Butterworth

low-pass filter
An opened room

Identity
recognition/decision
tree, random Forest

2 to 5 people: 95% to
84% (decision tree),

97.5% to 78% (random
Forest)

Neural
Wave [74]

24
Amplitude and

phase/WT, IWT, and
PCA

A typical indoor laboratory
Identity recognition/1-D

ConvNet, called
RadioNet (23 layers)

24 people: 87:76% ±
2:14%

Wide [75] 10 Amplitude/PCA A laboratory
Identity

recognition/SVM

Open scene: 98.7%
No interference: 100%

eliminate scene
disturbances: 99.7%

Nkabiti
et al. [76]

7
Amplitude and

phase/Chebyshev filter
Dormitory room (6m × 4m)

and hallway
Identity

recognition/LSTM-RNN
Dormitory: 95.5%
Hallway: 96.3%

Wii [59] 8
Amplitude and

phase/PCA, CWT, low-
pass filter

A meeting room (5m × 4m)

Identity recognition
stranger

identification/SVM,
GMM

2 to 6 people: 98.7% to
90.9%

Stranger identification
accuracy: about 93% of

2 strangers

CareFi [70] 16
Amplitude/low-pass
filter, PCA, STFT

A typical meeting room
(9m × 9m), an apartment

(8m × 9m)

Stranger
identification/SVM

Intruder detection:
more than 87.2%

RDFID [77] 4
Amplitude and

phase/PCA, CWT

A meeting room (5m × 4m), a
living room (5m × 4m), a large

office (10m × 6m)

Stranger
identification/SVM,

GMM

Stranger identification
accuracy: around 79%

FN: around 2%
FP: around 2%

HumanFi
[64]

24

Amplitude and
phase/Butterworth filter,
a method proposed in

[78]

The doorway of an office, the
middle of an office

Identity
recognition/LSTM

24 people: 96%

Deep-WiID
[52]

15 Amplitude Hall, lab
Identity

recognition/GRU,
average pooling

2 to 6 people: 99.7% to
97.7%

15 people: 92.5%

CSIID [79] 6 Amplitude An indoor environment
Identity

recognition/convolution
layer, LSTM

2 to 6 people: 97.4% to
94.8%
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and the data were collected in each position. Furthermore,
the authors gathered CSI data in an empty car before collect-
ing experimental data for three months. The locations of the
signal transmitter, receiver, and driver are shown in Figure 9.
Finally, this driver authentication system can achieve two
functions. Two trained drivers can be distinguished, and
the other can identify an illegal driver. The two situations
achieved accuracies of 99.3% and 90.66%, respectively.

4.1.3. Gesture-Based. Gesture-based user authentication sys-
tems can identify different people according to the unique
hand gestures of everyone. In other words, gesture-based
identification approaches can recognize more fine-grained
behavior. In Table 3, we list typical gesture-based user
authentication applications.

For example, FingerPass [55] is a CSI-based identifica-
tion system using finger gestures. It utilized CSI amplitude
to recognize finger motion and employed phase information
of CSI to authenticate identity. This system includes finger
gesture data collection, signal preprocessing, finger gesture
detection and recognition, and user authentication. The col-
lected data were composed of eight usual finger gestures, as
shown in Figure 10. In preprocessing, the authors adopted
IFFT (inverse fast Fourier transform) and Butterworth filter.
In addition, they realized finger gesture detection and recog-
nition by signal segmentation and machine learning technol-
ogy SVM. The authors mainly realized signal segmentation
by utilizing amplitude differential. Specifically, they com-
pared the amplitude differential with a predefined threshold
using a sliding window to determine the starting and ending
points of a gesture. In user authentication, a unique feature
was extracted by LSTM-based DNN to identify legal users
or illegal users. Afterward, this system applied a support vec-

tor domain description (SVDD) model to realize user verifi-
cation. Eventually, FingerPass achieved an average accuracy
of 91.4%. In addition, Wi-Sign [82] andWiID [83] are typical
gesture-based user authentication systems. Wi-Sign can real-
ize authentication by user sign with his/her finger in a desig-
nated location on the login device to prove the second factor
(the first factor is username + password). WiID realized
authentication by 7 gestures, i.e., push and pull arm (PP),
circular arm motion (CA), waving arm motion (WA), kick-
ing (KK), open and close door (OC), raising and lowering
both arms (RL), and extending both arms forward, and then
moving to sides (EM).

4.2. Stillness-Based Applications. Gait, activity, and gestures
are typical human actions that can change CSI signal propa-
gation and generate dynamic CSI profiles. All of them are
action-based user authentication. These approaches require
people to carry out some actions to determine identity. As a
result, this approach may bring about inconvenience in some
scenarios. Therefore, there is a pressing need for action-free
user authentication. Currently, action-free user authentica-
tion research has achieved some progress, and some related
applications have been developed. However, since it is
difficult to detect subtle motions, there are a few stillness-
based user authentication applications currently. Next, we
introduce some action-free identification approaches, i.e.,
stillness-based user authentication. Specific stillness-based
applications are listed in Table 4.

WiPIN [56] is an action-free system that can realize user
authentication when people keep standing up. It collected the
CSI signals and analyzed them by considering people’s body
components, including water rate, fat rate, muscle rate, and
bone rate. The authors found that a user will generate unique
CSI signals when standing in theWiFi area due to the perme-
ability, permittivity, and propagation distance of people’s
body layers. They used the Butterworth filter to remove noise
and applied IFFT to eliminate the multipath effect. In feature
extraction, they selected 30 time-domain features and nine
frequency-domain features. Finally, SVMwas used to identify
a specific identity.WiPIN can identify 100% of two people and
92% of 30 people. Different from WiPIN [56], Abyaneh et al.
[57] also proposed a stillness-based user authentication system
that can identify the user in a specific location. It achieved user
authentication by the combination of location and user. In
addition, some stillness-based systems applied respiration
and lip motion, such as references [61, 68].

Different user authentication applications apply many
suitable actions based on specific requirements. The common
actions contain gait, activity, or gestures because they can be

Table 1: Continued.

System Users Signal/preprocessing Experimental scene Purpose/classification Performance

WiDIGR
[80]

60
Amplitude/band-pass

filter, PCA
A laboratory, an empty room,

and an apartment
Identity

recognition/SVM
3 to 6 people: 92.83% to

78.28%

Gate-ID
[81]

20
Amplitude/silence

removal algorithm [65]
A room

Identity
recognition/ResNet and

bi-LSTM

6 to 20 people: 90.7% to
75.7%

TX

RX

• • •

65
cm

65
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25
0 

cm

Line of sight

Walking route

A B

Figure 8: The regulation of walking [51].
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conducted easily and can generate unique CSI variation for
each user. In contrast, some applications are action-free
and usually can be described as biometric features. Therefore,
they cannot be widely employed compared with large range
motion. However, these systems have special advantages
since they do not require conducting any actions. Compared
to stillness-based authentication, action-based user authenti-
cation can realize better performance. In particular, gait-
based user authentication is the most commonly used in all
user authentication systems and has a better result in identi-
fying the number of people and accuracy because it can be
used in many scenes in daily life and has high application
value. Overall, most existing user authentication applications
have achieved considerable performance, but there are still
many factors that can influence identification accuracy.

5. Discussion

In this section, we discuss some essential factors that estab-
lish crucial characteristics of the system and present some
insights into the development of user authentication using
CSI signals. We hope this discussion can provide some help-
ful information for developers. We also analyze the major
causes affecting system performance.

From the signal processing aspect, most systems employ
an Intel 5300 NIC to collect CSI data. The signal of CSI
involves amplitude and phase. Most applications employ

amplitude features because they can depict changes in signal
power and can be utilized to establish the relationship
between the signal profile and human identity. In addition,
some systems apply phase features because they are sensitive
to fine-grained actions and have excellent real-time proper-
ties. However, it also has some weaknesses in terms of the
periodicity of the signal and sensitivity to noise. The CSI
phase can be affected by SFO (sampling frequency offset)
and CFO (carrier frequency offset), which decreases the accu-
racy of measurement data. Based on the analysis, the system
usually applies some preprocessing methods to eliminate the
noise from the test environment and other people nearby.
The main methods include PCA, Butterworth low-pass filter,
CWT, DWT, and IFFT.

From the perspective of actions conducted, most applica-
tions employ gait because it can generate evident changes in
CSI, which facilitates data measurement and feature extrac-
tion. In addition, human gait usually has stable unique fea-
tures, which have been confirmed and can be utilized to
check human identity. The hand gesture is another action
employed in these systems since the signal variation from
the waving hand is also unique for each person and can be
identified. In addition, other actions, such as respiration
and lip motion, are also employed by a few systems.

From the authentication method aspect, SVM is the most
widespread recognition approach employed in authentica-
tion systems due to its excellent classification performance
for complex data. In addition, KNN and DTW are also
employed in some applications. The utilization of CNN and
RNN is emerging in a few systems. In the classification tech-
nique, the majority of recognition methods are pattern-based
algorithms, and the minority of them are deep learning-
based. We deem that the proportion of deep learning will
increase with wide application of user authentication.

From a system performance aspect, most tests are con-
ducted in 2-4 rooms to evaluate system performance. The
number of participants varies significantly from 4 to 50. Most

Table 2: Activity-based user authentication applications.

System Users Signal/preprocessing Experimental scene Purpose/classification Performance

WiAU
[53]

Office: 12
Corridor: 14
(two users are

twins)

Amplitude/Butterworth
low-pass filter

An office and three
corridors of different

floors

Identity recognition stranger
identification/CNN, ResNet

Legal user (12
or 14 people):

98%
Illegal user: 92%

WiID
[67]

10
Amplitude and

phase/low-pass filter,
PCA, and DWT

Two laboratories Identity recognition/SVM and HMM 10 people: 90%

Shi et al.
[63]

Office: 11
Apartment: 5

Amplitude and
phase/band-pass filter

An office (26 ft × 14 ft)
An apartment
(36 ft × 22 ft)

Identity recognition stranger
identification/DNN, SVM

Walking
activities: 94%
Stationary

activities: 91%
Illegal user:

89.7%

Regani
et al.
[54]

5 Phase/PCA In-car scenarios
Identity recognition stranger

identification/KNN, linear SVM, SVM-
RBF, and NN

Single driver:
90.66%

Two drivers:
99.36%

•• TX
RX

Driver

Figure 9: Experimental environment [54].
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of them can recognize fewer than 20 users, while a few sys-
tems can identify 30 or 50 users. Based on our conclusion,
the system achieves noteworthy identification results if it
can recognize up to ten users based on CSI. Some systems
can identify close to 20 users, which is an excellent result. A
few systems can determine user authentication from 30 or
50 participants, which is an extraordinary accomplishment
using CSI. These achievements have a competitive edge com-
pared with other systems using various signals since the CSI
signal can provide long-term and nonintrusive recognition
patterns without privacy violation. From the recognition
accuracy view, we find that most systems achieve more than
90% recognition accuracy, and some systems accomplish
near 90% identification accuracy for more than 20 partici-
pants. The results indicate that the principle of user authen-
tication based on CSI is reliable. We can apply these
systems in empirical scenarios if the number of participants
meets our requirements.

In summary, the state-of-the-art studies in this survey
explore the CSI dynamics caused by different users and
leverage them to realize user authentication. Extracting
specific features that represent the user identity and separat-
ing him/her from a group are challenging problems. We dis-
cuss the key components affecting system performance and
evaluate the system from the implementation view. We
deem that many factors should be considered when develop-
ing a user authentication system. The essential elements of a
system include the number of participants, types of user
actions, and recognition technique, which largely determine
the system performance. With the introduction of a novel

CSI dynamic model and recognition methods, the recogni-
tion accuracy will increasingly improve, and the user size
will gradually increase, which will greatly enrich the research
approach and expand the application field.

6. Issues and Future Research Trends

In this section, we present some issues and research trends
based on user authentication applications. They involve some
essential research topics and crucial techniques. We present
them from the following aspects, including through-the-wall
scenario, robustness, and more application scenarios.

6.1. Through-the-Wall User Authentication. Through-the-
wall (TTW) user authentication using CSI is an important
research topic and has wide application scenarios, such as
emergency rescue and health monitoring for the elderly
[87]. Similarly, TTW user authentication also recognizes per-
sonal identity using the characteristics of CSI. Specifically,
they leverage the penetration capability of the CSI signal to
implement TTW individual authentication. However, elimi-
nating the effect of the wall on the CSI signal is a challenging
problem. For example, Xu et al. [88] proposed a user authen-
tication system through the wall using the time-reversal (TR)
technique to obtain radio biometrics. Radio biometrics are
defined as the wireless signal attention and variation contain-
ing identity features when a person is located within the
signal coverage. Raw CSI is a high-dimensional signal, and
the CSI profile distorts after traveling the wall. The TR tech-
nique is applied to capture CSI signals reflecting human radio

Table 3: Gesture-based user authentication applications.

System Users Signal/preprocessing Experimental scene Purpose/classification Performance

Wi-Sign [82] 14
Amplitude/PCA
Butterworth low-

pass filter

A typical office room
(5m × 3:5m)

Identity recognition,
stranger

identification/SVM

14 people TPR: 79%
Intruder detection TNR:

86%

WiID [83] 21 Amplitude/PCA
A lab (400 ft2), an office (150 ft2),
a living room (192 ft2), and a

bedroom (154 ft2)

Identity
recognition/SVDE

An average cross-validation
accuracy of 5 users: 92.8% in

four environments

Finger Pass [55] 7
Amplitude and
phase/IFFT

A living room (5:8m × 4:2m), a
bedroom (3:8m × 3:4m), and a

kitchen (3:4m × 2:2m)

Identity recognition,
stranger

identification/SVM,
LSTM-based DNN

7 people: 91.4%

1) Wave le� 2) Wave right 3) Wave up 4) Wave down

5) Circle le� 6) Circle right 7) Zoom out 8) Zoom in

Figure 10: The eight different finger gestures [55].
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biometric information and identify different individuals. In
addition, the authors employ many approaches to extract
representative CSI features, including phase alignment and
background subtraction algorithms. Overall, the key to
TTW user authentication is how to remove the fluctuation
of the CSI signal from the effect of the wall. In addition, many
factors also affect the recognition results, including different
obstructions, person positions, device deployment, and the
number of users. Therefore, the general effect of walls on
recognition accuracy is still not clear, and more application
environments should be tested to validate the availability of
the TTW user authentication system. We deem that TTW
user authentication has a wide range of fields when the
impact of the wall can be eliminated effectively.

6.2. Robustness of User Authentication System. The robust-
ness of user authentication describes the system’s performance
under various test conditions. It includes two aspects. The first
evaluates the authentication accuracy for different environ-
ments, such as offices, libraries, rooms, homes, apartments,
and corridors. The second tests recognition performance for
different user motions. We discuss the effect of two conditions
on system performance. First, for different environments,
many applications validate system performance in different
test environments. For instance, experiments are usually per-
formed in 2-4 rooms [58, 63]. The algorithms usually work
well in test environments. However, we expect the algorithms
to work in different scenarios and accommodate the changes

in new environments. Second, most user authentication sys-
tems are aimed at specific motions, such as gaits, gestures, or
other actions. Some applications propose a general algorithm
that is suitable for many different gestures, such as gestures,
movements, or a mixture of continuous behaviors [53]. The
general approaches usually leverage deep neural networks to
implement their availability for different actions. The key rea-
son can be interpreted as follows. Most applications need to
conduct specific actions and analyze the corresponding data.
Therefore, these approaches are related to specific actions. In
contrast, deep learning approaches have a strong capability
of general feature extraction, and various types of data can
be used due to their powerful processing capacity. The robust-
ness of various motions usually comes from applications using
deep learning approaches. Overall, we have to consider the
problem that no robust systems are suitable for all different
environments or different motions. This problem may be
mitigated by extracting more accurate identity features.

6.3. More Potential Application Scenarios. Currently, most
applications determine user identity in specific spaces, such
as corridors, labs, apartments, offices, and meeting rooms.
We deem that these systems can be expanded in many appli-
cation fields. For instance, there is an interesting application
to check driver identity [54], which has many evident differ-
ences compared with the general test environments. In addi-
tion, different applications may require different actions and
feature extraction. For example, reference [89] leverages

Table 4: Stillness-based user authentication applications.

System Users Signal/preprocessing Experimental scene Purpose/classification Performance

Liu et al. [84]
12

locations
Amplitude/temporal
correlation analysis

A laboratory (11m × 12m)
and an apartment

(11m × 6m)

Identity recognition
stranger

identification/SVM

Attack detection:
92%

Authentication
accuracy: 98.4%

WiPIN [56] 30
Amplitude/Butterworth

filter
A room (5m × 6m)

Identity
recognition/SVM

Two people: 100%
30 people: 92%

Abyaneh et al. [57]
11

locations
Amplitude and phase

An apartment, a garage, and
the ramp

Identity
recognition/LocNet

Apartment:
85.35%

Garage: 98.5%

BodyPIN [85] 30
Amplitude and

phase/Butterworth low-pass
filter

A room (5m × 6m)
Identity

recognition/SVM
30 users: 92%

Liu et al. [61] 20
Amplitude/EMD-based

filter
A university office

(17 ft × 19 ft)
Identity recognition,

stranger
identification/KNN

20 people: 93%
Random attacks:
92.14% with 5% FP
Imitation attacks:
89.24% with 5% FP

Wang et al. [86] 10 Amplitude/PCA A laboratory (9m × 12m)
Identity

recognition/softmax
regression

10 people: 97.5%
(respiration)
90.4% (gait)

CP-ID [66] 6 Phase/PCA A typical office (5m × 3:5m)
Identity

recognition/SVM

From 2 to 5
people: 84% to

65%

BioID [68] 5
Amplitude/Butterworth
low-pass filter, PCA, and

DWT
An office

Identity
recognition/KNN

5 people: 90%
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respiratory features extracted from CSI to implement user
authentication. It utilizes waveform transformation to ana-
lyze respiration signals and deep neural networks to identify
a user. Another amazing user authentication example using
CSI is XModal-ID [90]. Based on the user gaits, it fulfills a
challenging and promising task that the system can judge
whether a person is a target given the WiFi signal measured
and the corresponding user walking in an unknown field
and a video segmentation of a walking user in another field
area. It establishes the relationship of video gait with CSI
signal variation and determines whether the user is the sub-
ject based on the CSI fluctuation from another video area.
In addition, many systems combine user authentication with
other functions to achieve more useful applications, such as
user authentication and gesture recognition [91] and user
authentication, activity classification, and tracking [92].
These different scenarios can apply user authentication to
implement nonintrusive user authentication.

7. Conclusions

The WiFi CSI signal contains plenty of channel information
of wireless communication links for evaluating wireless link
states and improving communication quality. Obstructing
the communication path will lead to evident signal fluctua-
tion. In particular, the communication path will generate a
distinct profile of CSI variation due to the influence of users
and surrounding environments. The crucial characteristic
can be leveraged for user authentication. Based on this prin-
ciple, a useful theory has been proposed, and typical user
authentication applications have been implemented. User
authentication technology based on the WiFi CSI signal
brings great convenience due to its nonintrusive characteris-
tics and wide availability of the WiFi signal. We investigate
state-of-the-art systems and analyze their characteristics
from many aspects. The signal processing procedures of user
authentication include signal selection and preprocessing,
feature extraction, and classification. Typical classification
approaches involve machine learning and deep learning
methods. We find that deep learning approaches are becom-
ing popular due to powerful hidden feature extraction and
accurate recognition. Based on the user motion state, we
classify these existing user authentication applications into
two categories: action-based and stillness-based applications.
We elaborate on the core characteristics of these applications.
We find that action-based user authentication has been
widely employed since CSI variation caused by coarse-
grained actions can be easily measured and identified. In
addition, stillness-based user authentication has rarely been
applied because CSI variation caused by fine-grained actions
is difficult to measure. However, it also has many potential
applications since it does not require users to perform any
actions. By analyzing the existing user authentication system,
we summarized the factors affecting user authentication
performance and pointed out future development directions.
We deem that user authentication will realize better perfor-
mance if we can address some problems, such as through-
the-wall conditions, robustness, and more potential
application scenarios.
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