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Traditionally, the channelization structures of wireless technologies (802.11/ZigBee/BLE) have been ﬁxed. Each node content for
the spectrum is assigned one channel with a speciﬁc bandwidth. However, classical channel-based spectrum sensing and sharing
algorithms have great limitations to further optimize spectrum utilization when multiple IoT with diﬀerent wireless technologies
coexisting in the same environment. Therefore, exploring the ﬁne-grained spectrum sensing algorithm becomes an essential
work to further improve the spectrum utilization eﬃciency, especially in the Industrial Scientiﬁc Medical (ISM) band. This
paper proposes Subcarrier-Sniﬀer, a novel subcarrier-level spectrum sensing and sharing method, which utilizes channel state
information (CSI) to sense the ﬁne-grained status of each subcarrier of the traditional channel. To evaluate the performance of
Subcarrier-Sniﬀer, we implemented Subcarrier-Sniﬀer by USRP B200min, and the experimental results show that the accuracy of
subcarrier-level spectrum sensing could achieve 100% in our settings that the distance between Subcarrier-Sniﬀer and the
monitor is not greater than 7 m. Subcarrier-Sniﬀer could be applied in WiFi and ZigBee, WiFi and BLE, and WiFi and LTE-U
coexisted environments for better spectrum utilization.

1. Introduction
Most of the wireless technologies today operate with the
default bandwidth, for example, the default bandwidth of
802.11n is 20 MHz, while the default bandwidths of ZigBee
and BLE are 3 MHz and 2 MHz, respectively. However, the
channels are partially overlapped in ISM 2.4 GHz which
hampers further optimize the limited spectrum resource.
Moreover, the ever-increasing of the heterogeneous IoT
devices coexisting in interfered environments also motivated
the developing spectrum sharing and management techniques [1]. The spectrum sensing and sharing algorithms
are widely used in a variety of wireless technologies, for
example, DeepWiFi [2] for WiFi spectrum sensing, OutSense

[3] for ZigBee spectrum sensing, and RealSense [4] for TV
spectrum sensing. Spectrum sensing and sharing methods
are also used in cross-technology coexisted environments,
for example, literature [5–11] conducts the spectrum sensing
and management between WiFi and LTE-U technologies, literature [12–15] introduces the spectrum sensing between
ZigBee and WiFi technologies, [16–21], uses spectrum sensing method for OFDM-based heterogeneous wireless devices.
However, most of the current work uses a channel-based
spectrum sensing algorithm to share ISM band resources
[22]. For example, WiFi deﬁnes 11 channels with 20 MHz
bandwidth, ZigBee deﬁnes 26 channels with 3 MHz bandwidth,
and Bluetooth 4.0 deﬁnes 30 channels with 2 MHz bandwidth
in the 2.4 GHz ISM bands. Therefore, the channel bandwidths
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of WiFi, ZigBee, and BLE are 20 MHz, 3 MHz, and 2 MHz,
respectively. It is obvious that channel-based contention
methods between heterogeneous wireless technologies deployed
in the interfered environment could not further optimize spectrum utilization, Figure 1 illustrates the spectrum wasting
between the narrow-wide band and wide-wide band technologies coexisting scenarios.
Figure 1(a) shows the disadvantage of channel-based spectrum sharing methods when narrow-wide band wireless technologies coexisted in the same interfered environment since
both of them trying to access the idle channel which practically
overlapped in the spectrum, and only one of them could obtain
the channel. Suppose the bandwidth of the wideband technology is x MHz and the bandwidth of the narrowband technology is y. Thus, the wasted spectrum is ðx − yÞ MHz when the
narrowband technology allocating the channel. Figure 1(b)
shows the spectrum wasting when two diﬀerent wideband
technologies content the same channel, and assume that there
n MHz of the subcarriers are idle in the ﬁrst wideband technology, and m MHz subcarriers are idle in the second wideband
technology. If the idle subcarriers are not overlapping, the total
maximum spectrum wasting is ðm + nÞ MHz. Therefore, it is
obvious that the subcarrier-level spectrum sensing and sharing
method could further optimize the spectrum eﬃciency in ISM
bands when massive heterogeneous wireless technologies are
deployed in the same interfered environments.
Since the channel-level spectrum sensing methods determine whether the channel is idle by measuring the signal-tonoise ratio (SNR) changes (such as SNR and RSS) of the channel’s frequency center, the subcarrier-level spectrum sensing
methods measure ﬁne-grained SNR in each subcarrier to
determine the status of the ﬁne-grained spectrum. Therefore,
the design challenges introduced by the ﬁne-grained
subcarrier-level spectrum sensing and sharing methods are
at least as follows: (i) how to perform energy-eﬃcient
subcarrier-level spectrum sensing algorithm without aﬀecting
normal communications. The traditional method uses fullspectrum scanning to sense the energy variation of each subcarrier, which aﬀects normal communication and requires
an expensive device with a relatively high sampling rate. To
solve this challenge, this paper proposes to use channel state
information (CSI) to sense the subcarrier-level SNR sensing,
(ii) how to remove the noise jitters of each subcarrier caused
by the frequency selective characteristics of the signal; therefore, for the wideband end, how to obtain the pure SNR jitters
caused by the narrowband signal interference is a signiﬁcant
challenge; to solve this problem, this paper collects the initial
state of CSI ﬁrst to fetch the environmental information without cross-technology interference, and (iii) how to determine
which subcarriers do have serious interference according to
the SNR jitters generated by the interference is another design
challenge of subcarrier-level spectrum sensing algorithm. The
main reason for the problem is that if the narrowband signal is
3 MHz, the interference range (IR) caused by harmonics usually satisﬁes IR = α + 3 + βMHz, where α and β are, respectively, the inﬂuence on the left and right spectrum range of
3 MHz. To solve this problem, a method for delimiting the
range of interfered subcarriers is proposed.
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Speciﬁcally, the contributions of this paper are detailed
as follows:
(1) We ﬁrst propose to use channel state information
collected from the oﬀ-the-shelf wireless devices to
evaluate the subcarrier interference and guide the
spectrum sensing and sharing algorithm for optimized spectrum utilization
(2) We propose a denoise method base on the initial state
of the CSI proﬁle to recognize the narrowband utilization in a more precise way
(3) We propose a threshold-based interference range
determination method to identify the interfered subcarriers when wideband and wideband coexist in the
propagation scenarios
(4) We implemented the system using USRP B200min
and analyze the performance of Subcarrier-Sniﬀer,
and the experimental results show that the accuracy
of Subcarrier-Sniﬀer could achieve 100% when the
distance between Subcarrier-Sniﬀer and the monitor
is not greater than 7 m
The rest of this paper is organized as follows: Section 2
introduces the related works, Section 3 introduces the theory
of our method, Section 4 shows the evaluation results, and
the conclusion is in Section 5.

2. Related Works
To further optimize the spectrum utilization in the ISM band,
researchers have explored various nonchannel-based spectrum sensing and allocation methods. Subcarrier-Sniﬀer is
closely related to three broad areas: (i) ﬁne-grained channel
access methods, (ii) adapted width channel access methods,
and (iii) narrow-wide band coexistence methods.
2.1. Fine-Grained Channel Access Methods. FICA [23] splits a
channel into multiple subchannels and allows devices content for subchannels, which could reduce the MAC-layer
overhead of high-rate WLANs. It uses a frequency-domain
back-oﬀ algorithm that cannot coexist directly with current
802.11 WLANs. Moreover, FICA requires a tight synchronization between all nodes contend for spectrum, which could
not retain the distributed mechanism in CSMA/CA protocol.
FSS [24] proposes a ﬁne-grained spectrum sharing method
for fair and eﬃcient spectrum utilization between existed
and emerging 802.11 protocols with various channel widths.
It allows users to contend for each spectrum chunk and
opportunistically split a wideband channel or bond multiple
discontinuous chunks to ensure fair and eﬃcient access to
the available spectrum. The authors of [25] propose to divide
a frame into multiple miniframes and divide the channel into
multiple minichannels; they use a greedy spectrum assignment algorithm to determine where to place the miniframes,
without considering the guard band cost of noncontiguous
minichannels.

3

Frequency

Frequency

Wireless Communications and Mobile Computing

Time

Time
Wideband signal
Narrowband signal 1
Narrowband signal 2

The utilized subcarriers by
wideband signals
The unutilized subcarriers

The wasted spectrum
(a)

(b)

Figure 1: Spectrum wasting under channel-based sensing methods: (a) narrow-wide band technologies coexisting scenarios and (b) wide-wide
band technologies coexisting scenarios.
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Figure 2: Design overview of Subcarrier-Sniﬀer.

2.2. Adaptable Width Channel Access Methods. The proposal
of IEEE standards such as 802.11n [26] and 802.11ac [27]
suggested changing channel width adaptively for spectrum
utilization. FLUID [28] uses ﬂexible channelization, which
allows each transmitter to choose the appropriate channel
width and center frequency for transmission. The experimental results show that ﬂexible channelization can improve
the throughput of the system. The authors of [29] modeled
the adaptive width channel allocation from a gametheoretic point of view, in which the node is rational and
always pursue their objectives. The authors of [30] explored
the beneﬁts of adapting channel width to balance the tradeoﬀ between through and energy eﬃciency. Article [31]
proposes to share the spectrum according to throughput
requirements and signal strength values of a speciﬁc node.
[32] proposed to change both the frequency center and bandwidth to match network traﬃc loads.

2.3. Narrow-Wide Band Coexistence Methods. As the deployment of heterogeneous IoT devices in an indoor environment, researchers proposed several narrow-wide band
coexistence methods to optimize spectrum utilization in
ISM bands. SWIFT [32] proposes to enable the coexistence
between the OFDM-based ultrawideband (UWB) system
and the WiFi WLANs that have a relatively narrower bandwidth. LASI [11] enables simultaneous transmission between
LTE and WiFi in ISM 5G bands by low-amplitude injection
methods. B2W2 [14] designed N-way concurrent crosstechnology communications while concurrently support the
original WiFi to WiFi and BLE to BLE communications
among multiple WiFi and BLE devices. ECT [33] proposed
a network layer design for WiFi and ZigBee coexisted networks for reducing packet delivery delay in IoT networks.
In summary, algorithms have been proposed to solve the
spectrum crisis problems. However, most of the work
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Figure 3: Examples of using CSI to sense subcarrier-level interference: (a) SNRs of antenna 1 calculated by CSI without interference; (b) SNRs
of antenna 2 calculated by CSI without interference; (c) SNRs of antenna 1 calculated by CSI with three ZigBee interferences; (d) SNRs of
antenna 2 calculated by CSI with three ZigBee interferences.
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Figure 4: The diﬀerence between noninterfered subcarriers and interfered subcarriers: (a) data collected from antenna 1 and (b) data
collected from antenna 2.

introduces additional monitoring systems or is not compatible with current IoT protocols. In this paper, we propose
Subcarrier-Sniﬃer, which could utilize the oﬀ-the-shelf
devices and network measurements to enable subcarrierlevel spectrum sensing among the narrow-wide band or
wide-wide band spectrum sharing scenarios.

3. Design of Subcarrier-Sniffer
According to the design challenges and our solutions, Subcarrier-Sniﬀer contains three parts: (i) channel state information collection and analysis module, (ii) CSI initial states
establish and denoising module, and (iii) interfered range of
target subcarrier determination module. The design overview

of Subcarrier-Sniﬀer and the data stream among the three are
shown in Figure 2.
The main functions of the three modules are shown as
follows:
(1) Channel State Information Collection and Analysis
Module (Module 1). This module is responsible for
collecting the channel measurements from oﬀ-theshelf wideband wireless devices, such as the device
that runs WiFi or LTE technologies. Currently, the
important measurements of wireless technologies
such as WiFi, ZigBee, and BLE are RSS (received signal strength) and CSI (channel state information), in
which CSI is a complex number that describes the
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Figure 5: The variations of diﬀerent subcarriers without any interference: (a) data from subcarrier 1; (b) data from subcarrier 6; (c) data from
subcarrier 19.

phase and amplitude shift of arriving signals. The
main procedures are detailed in Section 4 (1).
(2) CSI Initial States Establish and Denoising Module
(Module 2). This module is used for the initial CSI
database establish by estimating noise caused by
frequency selection characteristic when signal propagating in the indoor environments without any
narrowband or wideband interference. The initial
CSI database could provide a foundation to accurately fetch the pure subcarrier-level interference in
normal communication links. The theory and procedures are detailed in Section 4 (2).

(3) Interfered range of target subcarriers determination
module (module 3). This module is used to determine the range of interfered subcarriers according
to the features of wireless measurements. The
threshold-based methods were proposed to evaluate
the interfered subcarriers more accurately. The procedures of this module are detailed in Section 4 (3).
3.1. Channel State Information Collection and Analysis
Module. Channel state information collection and analysis
module is to analyze the signal-to-noise ratios (SNRs) of
the received signal for each subcarrier. The method is to
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Figure 7: The initial state variations collected from diﬀerent scenarios: (a) data from subcarrier 19 in indoor deployment and (b) data from
subcarrier 19 in the outdoor deployment.

collect the CSI measurements to get the detailed information
of each subcarrier, and the data structure of CSI received at a
time t is shown in Equation (1) [14].
2

csit1,1

6 t
CSI matrixðt Þ = 6
4 csi2,1
csit3,1

csit1,2

⋯ csit1,m

3

csit2,2

7
⋯ csit2,m 7
5,

csit3,2

⋯ csit3,m

ð1Þ

where each element in the matrix represents the jth subcarrier
from ith communication link and each element in the CSI
matrix is a complex number shown in Equation (2) [14].
csiti, j = a + jb:

ð2Þ

Therefore, at the time t, the signal-to-noise ratio (SNR) of
jth , the subcarrier of ith communication link, can be calculated by Equation (3) [14].
SNRti, j =

pﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
a2 + b2 :

ð3Þ

In order to verify that the CSI measurement could detect

subcarrier-level SNRs, this paper uses Intel 5300 CSI acquisition tool to get CSI samples from wideband technology with
interference from narrowband technology (ZigBee), and the
experimental results are shown in Figure 3. The results show
that the SNRs of the interfered subcarriers are diﬀerent from
those without any interference. Therefore, we propose to use
CSI features to locate the interfered subcarriers when multiple devices content the same channel. The experimental
results are analyzed from data via https://github.com/
p01aris/csi_subcarrier_sniﬀer.
To observe the diﬀerences between interfered subcarriers
and noninterfered clearly, Figure 4 is the two-dimension colormap of Figures 3(c) and 3(d). The interfered subcarriers
are indicated by red rectangles showed in Figure 4, in which
Figure 4(a) shows the data collected from antenna 1 while
Figure 4(b) shows the data from antenna 2.
3.2. CSI Initial States Establish and Denoising Module. The
experimental results in Figure 3 also show that the signalto-noise ratios (SNRs) of diﬀerent subcarriers also vary
greatly without interference. The variations are diﬀerent with
diﬀerent frequencies of each subcarrier. Figure 5(a) shows the
variation of SNR series in subcarrier 1, while Figure 5(b)
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shows the variation of SNR series in subcarrier 6, and
Figure 5(c) shows the variation of SNRs series in subcarrier 19.
In summary, Figure 4 shows that the variations of SNRs
of diﬀerent subcarriers are various since the frequency selection features. Therefore, it is important to perceive the initial
state of each subcarrier. The initial subcarrier states are also
aﬀected by the propagation environments.
Figure 5 shows the diﬀerent variations without any interference from subcarrier 1, subcarrier 6, and subcarrier 19,
respectively. The experimental results show that the variations belong to diﬀerent subcarriers are various.
Figure 6 shows the statics value from subcarrier 1, subcarrier 6, and subcarrier 19, respectively, and the results further proved that the variations from diﬀerent subcarriers are
various without interference.
Figure 7 shows the statistical results of subcarrier 19 in
indoor and outdoor deployment scenarios, respectively.
In summary, sensing the real-time initial state of each
subcarrier is essential, and the speciﬁc procedures to fetch
and store the initial CSI status are shown in Figure 2. If the
RSS is in a normal state, recording the status of CSI as the initial state, the main reason is RSS seeks the average value of
the received energy of the entire channel which could represent whether there is existing interference in the whole channel. Normally, when the jitter range of the RSS does not
exceed 3 dB, it can be judged that there is no interference in
the current time.
3.3. Interfered Range of Target Subcarrier Determination
Module. Due to the existence of harmonic energy, the interference reﬂected from wideband technologies is wider than
the narrowband interference. Figure 8 shows the practical
interference caused by narrowband technology.
Figure 9 also shows the narrowband interference which is
overlapped on the wideband signals. Therefore, the interference range determination process is signiﬁcant to accurately
locate the subcarrier-level interference when multiple heterogeneous wireless technologies coexist in the same deployment scenarios.
Figures 8 and 9 show that the energy generated by the
harmonic portion also aﬀects the wideband signal. Therefore,
the subcarriers with harmonics also need to be considered as
interfered subcarriers. To range the interfered subcarriers,
the jitter value due to the interference should be calculated
ﬁrstly by Equation (4).
Δsnrτi, j = SNRτi, j − SNRhi, j :

ð4Þ

Suppose flagτi, j indicates whether subcarrier j on communication link i interferes at τ the time, flagτi, j = 0 indicates that
the subcarrier does not interfere, and flagτi, j = 1 indicates that
the subcarrier i interferes. The calculation method flagτi, j is as
shown in Equation (5).
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τ 
>
< 0 Δsnri, j  < ε ,
flagτi, j =
 

>
: 1 Δsnrτ  < ε ,
i, j

ð5Þ

Subcarrier level interference generator

Figure 8: Interference of energy generated by harmonics on other
subcarriers.
Narrowband signal

Figure 9: Interference caused by narrowband signals.

where ε is a threshold for determining whether subcarrier j
on communication link i interfered. This value can be
derived from the historical data of the communication error
rate based on diﬀerent values of ε. The experience value is
around 6-10 dB.

4. Implementation and Experimental Results
This section implements the Subcarrier-Sniﬀer system and
veriﬁed the experimental results according to the model in
Section 4, we evaluated the performance of Subcarrier-Sniﬀer
under diﬀerent settings.
4.1. Implementation. The Subcarrier-Sniﬀer system contains
three parts: (i) the wideband system transmitting and receiving end, the narrowband interfered signal generators, and the
going-on signal monitor end. The conﬁgurations of the
transmitting and receiving end of the wideband signals are
shown in Table 1. The narrowband interfered signals are generated by USRP B200min. The going-on signal monitor end
is implemented by USRP B200 and GNU radio platforms,
and the structure of the monitor end is shown in Figure 10.
The monitor end is to evaluate the performance of our proposed method, and the receiving end also could perform
the monitoring function by using CSI value to judge the
subcarrier-level interference in practical applications.
4.2. Experimental Results. To verify the performance of
Subcarrier-Sniﬀer, this section evaluates the accuracy of the
subcarrier-level spectrum sensing algorithm with the
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Table 1: Wideband signal transmission and receiver conﬁgurations.

Sending end
Receiving end

Computer model

Network card model

Operating system

CSI tool

Other instructions

DELL latitude E6440
ThinkPad E40

AR9580
AR9462

Ubuntu 14.04
Ubuntu 14.04

Atheros CSI tool
Atheros CSI tool

Turn oﬀ the NIC back-oﬀ function
Turn oﬀ the NIC back-oﬀ function

Options
ID: top_block
Generate options: QT GUI

QT GUI range
ID: gain
Default value: 50
Start: 0
Stop: 100
Step: 1

Variable
ID: samp_rate
Value: 20M

QT GUI range
ID: center_freq
Default value: 2.45G
Start: 2.4G
Stop: 2.46G
Step: 1

QT GUI sink
FFT size: 1.024 k
Center frequency (Hz): 2.45G
Bandwith (Hz): 20M
Update rate: 10

UHD: USRP source
Samp rate (Sps): 20M
Ch0: Center freq (Hz): 2.45G
Ch0: Gain value: 80
Ch0: Antenna: TX/RX

File sink
File: ...ktop/wide_band2.data
Unbuffered: Off
Append file: Overwrite

Figure 10: Implementation going-on signal monitor based on GNU radio.
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Figure 11: Subcarrier-level interference sensing results with the changes of ε.

changing of parameter ε, and the settings in this experiment are
as follows: dw = 7m (the distance between wideband sender
and wideband receiver) and di = 7m (the distance between narrowband interference generator and the wideband receiver).
The sensing accuracies are shown in Figure 11, the bandwidth
of the narrowband interference generator is 10 subcarriers, and
the background is detailed in Table 2. The interference range

determined by Subcarrier-Sniﬀer increases when ε is getting
small, and trends are getting stable when ε ≤ 4dB.
In order to further evaluate the performance of Subcarrier-Sniﬀer, we evaluate the sensing accuracy with the parameter di (the distance between narrowband interference
generator and the wideband receiver); in this experiment,
we assume ε = 6dB, and the results are shown in Table 3.
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Table 2: Subcarrier interference sensing results in changes with ε.

Scenarios with diﬀerent parameters

Interfered subcarriers

Background
Subcarrier-Sniﬀer ðε = 8dBÞ

[-5 -4 -3 -2 -1 1 2 3 4 5]
[-6 -5 -4 -3 -2 -1 1 2 3 4 5 6]

Subcarrier-Sniﬀer ðε = 6dBÞ

[-8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8]

Subcarrier-Sniﬀer ðε = 4dBÞ

[-9 -8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8 9]

Subcarrier-Sniﬀer ðε = 3dBÞ

[-9 -8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8 9]

Table 3: The situation of subcarrier interference sensing result changes with di.
Scenarios

Interfered subcarrier

Background ðε = 6dBÞ

[-5 -4 -3 -2 -1 1 2 3 4 5]

Subcarrier-Sniﬀer ðdi = 0:5mÞ

[-12 -11 -10 -9 -8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8 9 10 11 12]

Subcarrier-Sniﬀer ðdi = 2:5mÞ

[-10 -9 -8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8 9 10]

Subcarrier-Sniﬀer ðdi = 5mÞ

[-8 -7 -6 -5 -4 -3 -2 -1 1 2 3 4 5 6 7 8]

Subcarrier-Sniﬀer ðdi = 10mÞ

[-5 -4 -3 -2 -1 1 2 3 4 5]

Subcarrier-Sniﬀer ðdi = 12:5mÞ

[null]
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Figure 12: Subcarrier-level interference sensing results with the changes of di.

The results in Table 3 show that the interference
determination range is larger when di is smaller (detailed
in Figure 12); the reason is when di is smaller, the
harmonic energy generated by the narrowband signal is
relatively higher. When di ≥ 12:5m, the number of interfered subcarriers sensed by Subcarrier-Sniﬀer is 0. The
main reason is the interference generator is far from
the signal receiver, and it could not interfere with the
received signals.

5. Conclusion
To further optimize the spectrum utilization of the ISM band,
this paper proposes Subcarrier-Sniﬀer, a subcarrier-level
spectrum sensing algorithm. Subcarrier-Sniﬀer contains
three parts: (i) channel state information collection and analysis module, (ii) CSI initial states establish and denoising
module, and (iii) interfered range of target subcarrier determination module. Compared with traditional channel-
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based spectrum sensing algorithms, subcarrier-level spectrum sensing algorithms could further improve the ISM
spectrum utilization. The experimental results show that
the sensing accuracies of Subcarrier-Sniﬀer are changing with
ε and di, where ε is the threshold to decide when the subcarrier is interfered with by other technologies and di is the distance between narrowband interference generator and the
wideband receiver.
Subcarrier-Sniﬀer could be widely used in crosstechnology coexisting environment, and we will introduce
Subcarrier-Sniﬀer to WiFi and ZigBee and WiFi and LTE
coexisting wireless networks to increase the spectrum utilization in our future works; WiFi and ZigBee coexisting work
should be an example for any wideband and narrowband
coexisting scenarios, while WiFi and LTE coexisting work
should be an example solution for wideband and wideband
coexisting scenarios; more precise ﬁne-grained spectrum
sensing and sharing methods are also our future concerns
to further optimize the spectrum utilization in ISM bands.
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