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Given the growth of wireless networks and the increase of the advantages and applications of communication networks, especially
mobile ad hoc networks (MANETs), this type of network has attracted the attention of users and researchers more than before. The
benefit of these types of networks in various kinds of networks and environments is that MANET does not require to hardware
infrastructure to communicate and send and receive data packets within the network. It is one of the main reasons for using
these MANET in various fields. On the other hand, the increased popularity of these networks has led to many challenges, one
of the most important of which is network security. In this regard, a lack of regulatory and security infrastructure in MANETs
has caused some problems in sending and receiving data, where intrusion in the network has been recognized as one of the
most important issues. In MANETs, wireless notes act as a link between the source and destination nodes and play the role of
relays and routers in the network. Therefore, malicious node penetration and the destruction of information packages become
feasible. Today, intrusion detection systems (IDSs) are used as a solution to deal with the problem through remote monitoring
of the performance and behaviors of nodes existing in wireless sensor networks. In addition to detecting malicious nodes in the
network, IDSs can predict the behavior of malicious nodes in the future in most cases. Therefore, the present study introduced a
network IDS (NIDS) entitled MOPSO-FLN by using a combination of multiobjective particle swarm optimization algorithm-
(MOPSO-) based feature subset selection (FSS) and fast-learning network (FLN). In this work, we used the KDD Cup99 and
dataset to select features, train the network, and test the model. According to the simulation results, this method was able to
improve the performance of the IDS in terms of evaluation criteria, compared to other previous methods, by creating a balance
between the objectives of the number of representative features and training errors based on the evolutionary power of MOPSO.

1. Introduction

Mobile ad hoc networks (MANETs) are a group of mobile
nodes that communicate over wireless links without any
backbone. MANETs do not have centralized control mecha-
nism, and each mobile node acts as routers for transferring
data packages to other specific nodes of the network in addi-
tion to being a terminal in the network [1]. Security is a par-
amount concern in MANETS due to having a dynamic
topology and nodes that can easily enter or exit the network
at any time and have access to data flow throughout the net-

work. In addition, several mobile nodes are limited to
resources in terms of computational power and energy
source [2, 3]. As such, the presence of permanent security
monitoring nodes in the network is almost impossible due
to limited resources, and there is a need for remote control
of nodes’ behavior in the network and determining security
necessities in MANET [4, 5].

Network intrusion detection systems (NIDS) are used to
monitor node activity or network traffic activity. The main
goal of NIDSs is detecting malicious nodes and predicting
possible future attacks on the network [6]. An alert is
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generated for further action when detecting a malicious node
in the network. Various techniques have been proposed for
detecting attacks by NIDS, and it is notable that an IDS’s suc-
cess depends on the type of technique used in this regard [7].
One of the key factors in NIDS performance is the selection
of representative features from the main dataset [8]. Reduc-
ing the number of features existing in the data set (e.g., the
behavior of nodes and network traffic) without affecting the
classification precision can play an important role in IDS per-
formance optimization [9].

In the proposed method, the feature selection approach
based on MOPSO (multiobjective particle swarm optimiza-
tion) is responsible for selecting representative features of
the main dataset. The selected features are entered into a
fast-learning network (FLN) as a solution. Using rapid train-
ing, FLN evaluates solutions and determines the model’s
error based on the selected features. The main goal of the
present study was eliminating unrelated features and attri-
butes and plugins to reduce the dimension of the data and
complexity of the model while increasing its classification
accuracy in determining the model of malicious nodes and
network attacks at a higher pace. Therefore, the proposed
method included the feature selection approach based on
MOPSO to determine important features.

In this technique, features are considered as the primary
particles of a multiobjective particle swarm optimization
algorithm (PSO). In addition, the target function is applied
to minimize the number of features used and the class error
in the proposed method. Moreover, the primary particles
are selected as a subset of the entire features in the database.
The particles are sent to FLN in MOPSO as a solution in
order to estimate the value of the fit function. The particles
with the smallest function value in each repetition of the
MOPSO algorithm are selected as expert particles and the
optimal solutions in that round and are stored in the reposi-
tory of solutions. In the next round, the location and speed of
other particles are updated in line with the tendency towards
expert particles. At the end of the algorithm, the expert par-
ticles that were stored in the repository of solutions are sorted
by the value of the fit function, and a solution with the smal-
lest value is selected as the optimal solution. Moreover, the
features determined by the optimal solution are determined
as the behavioral pattern of malicious nodes and used to pre-
dict future malicious nodes in the network.

2. Related Works

The need for high-speed services in providing network ser-
vices has always been a necessity of networks and no further
emphasis is required in this regard. NIDS is an important
tool for protecting the network [1]. These systems analyze
the entry paths of nodes into the system regarding protected
systems and decide whether the entry routes contain nodes
from an attack or not [10, 11]. NIDS raises an alert in case
of detecting an attack. Therefore, this part of the article is
dedicated to the assessment of some NIDSs considered in
publications.

A monitored NIDS is a system that can learn from train-
ing samples during previous attacks to detect new attacks.

Application of intrusion detection based on artificial neural
networks (ANNs) is effective for reducing the number of
samples that are classified falsely (false positive negative or
false negative) owing to ANNs’ ability to learn from actual
samples. In 2019, Ali et al. proposed a developed training
model for neural networks entitled a fast-learning network
(FLN). The method is presented based on feature selection
according to optimized PSO with the title of PSO-FLN [12].
Selvakumar and Muneeswaran (2019) developed a feature
subset selection (FSS) approach with the use of a firefly algo-
rithm, which affects the speed of classification model analysis
[13]. In 2018, Chiba et al. proposed a NIDS based on the
backpropagation neural network (BPNN) using an advanced
learning algorithm. These scholars applied a new architecture
for the network, the function of which affected anomaly
detection, including feature selection, normalization of the
data, architecture of the neural network, and activation func-
tion [14]. Al-Azam et al. (2020) proposed a wrapper-based
feature selection algorithm for IDS, which used a feature
selection pigeon optimizer algorithm. A new method has
been offered for achieving a feature selection optimization
technique to be combined with classification methods and
has been compared with traditional feature selection
methods based on collective intelligence algorithms [15]. In
2020, Zhou et al. presented a new framework based on fea-
ture selection and group learning techniques to detect intru-
sion. In this method, a metaheuristic algorithm entitled CFS-
BA is suggested for reducing sizes. Afterwards, a group clas-
sification approach is combined with C4.5, random forest
(RF), and feature penalty-based forest (Forest PA), and the
classification voting method was applied to detect the attack
[16]. In 2010, Senthilnayaki et al. presented a new feature
selection algorithm using the max-dependency max-
significance algorithm. The algorithm is used to select a min-
imum number of features from the data set. In addition, a
new algorithm is proposed based on k-nearest neighbors to
classify datasets [17].

3. Proposed Method

In this article, a method is proposed for NIDS based on the
combination of MOPSO and FLN-based FSS. The proposed
method used the KDD Cup 99 dataset to determine intrusion
detection patterns in the network and evaluate the model.
Features are primarily selected to decrease classification diffi-
culty and increase classification accuracy by selecting related
features. In single-objective feature selection tasks, feature
selection has a goal for optimization. Feature selection is
mainly carried out to find the best combination of features
for the most optimal classification performance. Multiobjec-
tive feature selection (MOFS) is responsible for feature selec-
tion by turning it into a multiobjective optimization problem,
where the goal is to create a balance for optimizing multiple
goals. The main objectives of this optimization method for
FSS include reducing the number of features based on the
class label and decreasing attack detection errors in the net-
work, which will increase the accuracy of predicting test sam-
ples. As a result, a solution for the multiobjective feature
selection optimization problem is a set of dominant
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solutions, in which each solution is a vector of two compo-
nents, number of features, and classification error rate. The
goal was to minimize the number of unrelated features by
using the feature selection problem as a minimization issue,
thereby minimizing the classification error rate. The pro-
posed method is formulated below. The flowchart of the pro-
posed method is shown in Figure 1.

3.1. Formulation of Proposed Method. Kennedy and Eberhart
first reported PSO in 1995, inspired by flock behavior. The
main objective of PSO is to find the optimal solution in the
search space of a target function similar to a flock’s search
pattern in the quest for the best food source. A set of gener-
ated particles randomly search for the best solutions in
PSO. In this regard, a search is carried out by particles’
adjustment of their own flight speed and direction based on
Equations (1) and (2), respectively [18].

xid t + 1ð Þ = xid tð Þ + vid t + 1ð Þ, ð1Þ

vid t + 1ð Þ =w × vid tð Þ + r1 × c1 × pid tð Þ − xid tð Þ½ �
+ r2 × c2 × gid tð Þ − xid tð Þ½ �, ð2Þ

where id is the number of dimensions,w is the inertia weight,
which controls particle exploration, r1 and r2 are random
numbers in the range of zero-one (r1, r2 ∈ ½0, 1�), and c1 and
c2 are acceleration constants used to control the effect of per-
sonal and overall best particles. In addition, Pid is the best
personal position for a particle (Pbest), and gid shows the best
overall position found by neighbors (gbest).

Obviously, PSO has high-speed convergence ability in
single-objective problems, which is a favorable choice for
MOPs. The Pareto-optimal solution is used in the design of
MOPSO to generate a set of leaders who control the direction
of particle flight and direct the search process toward optimal
condition. In addition, the dominant solutions found are
stored in the overall external memory (called repository)
and are later used by particles as global leaders. The global
guidance is selected using the roulette wheel method and
based on hypercubes. Moreover, MOPSO adopts a
geography-based strategy to maintain solution diversity.

In fact, the external repository “archive” includes two sec-
tions: a controller and a network. The goal of the controller is
deciding whether a new solution can be added to the archive
or not; updating or pruning the archive depends on the dom-
inant relationship. Nevertheless, an adaptive network
method is called whenever the archive is full. In contrast,
the network is used to promote diversity among solutions.
In fact, the target space is divided into areas known as a
hypercube. In general, the hypercube is geographical regions
encompassing a number of solutions created based on target
functions. A fit function is assigned to each hypercube based
on the number of existing particles. Therefore, hypercubes
with a very large number of particles have less fit value. A
hypercube is selected using the roulette wheel method,
followed by selecting a random particle from the hypercube.
Therefore, the network facilitates the process of selecting
solutions in low-population areas in the target space, com-
pared to samples locating in swarm regions [18, 19]. The

speed updating function is as follows:

vid t + 1ð Þ =w × vid tð Þ + r1 × c1 × pid tð Þ − xid tð Þ½ �
+ r2 × c2 × REP hð Þ − xid tð Þ½ �: ð3Þ

In Equation (3), REP(h) is a dominant solution for selec-
tion from the repository, where the index h is selected based
on the value of the fit function of hypercubes. For example,
we can consider h as a set of features whose REP(h) is the
accuracy of classification problem with these features.

In this research, the feature selection problem was con-
sidered as a multiobjective optimization issue resolved by
using a MOPSO. Accordingly, the number of features
selected shows the dimensions of the problem independently
with a binary search space in the range of zero-one. Given the
fact that MOPSO is an initial population-based metaheuristic
method, the primary population complies with the potential
subset of features that are directly related to class labels. In
the two-dimensional search space in the problem, the first
dimension of x1 is a real positive number that shows the error
rate, whereas the second dimension of x2 is a real positive
number that exhibits the number of features. In addition, F
function leads to a balanced set of decision-making vectors,
which reduce both error rate and the number of features pre-
sented by [Fðx1Þ, Fðx2Þ].

In the proposed method, the initial population is adjusted
to the features existing in the KDD-CUP dataset. Therefore,
each particle is a binary vector, the element of which is equal
to the number of features, and each element refers to one fea-
ture in the dataset. Therefore, each particle existing in the
swarm shows feature selection with a value of one. As such,
the length of a particle is equal to the number of features
existing in the dataset. Figure 2 exhibits an example of a rep-
resentation of a particle, where the number of features exist-
ing in the dataset was estimated at 41.

As shown, each particle in PSO is considered a set of fea-
tures existing in the dataset. In this regard, a number of ele-
ments of the vector can be randomly zero and one. The
elements with zero value indicate unselected features,
whereas elements with one value show feature selection
related to the element. As a result, it is clear that the selected
subset of features includes the feature set of [F2, F6, F8, F41].

In the proposed method, the transfer function of Sigmoid
(S) was used to define the probability of feature selection or
lack of selection to select features for primary particle vectors.
The function of this function is such that if the random prob-
ability is less than the threshold value of the transfer function,
which is generally considered to be 0.5, the value of zero will
be allocated to this feature in the related element. Otherwise,
the value one will be recorded for the features, and the
desired feature will be assessed based on the objective func-
tion. In this method, sigmoid is used as a random function
to select or not to select a feature in a solution. So, we used
this threshold value to remove features that are less than half
probability to be selected and features that are more than half
probability to be selected. The primary location and velocity
of each particle are determined by assessment functions fol-
lowing selecting the initial population based on the nature
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of PSO. In this technique, the location of each particle is con-
sidered as features selected from the features existing in the
dataset, and the velocity of each particle is regarded as the
convergence rate to high classification rate and reduction of
classification error. The features with the highest assessment
function value and higher surrounding particle swarm are

selected as the output of the primary feature selection stage.
The best particle location and velocity results are stored at
this stage and the particle position is updated. The process
continues until reaching a final response that creates a bal-
ance between goals.

3.2. Proposed Objective Function. As mentioned before, the
proposed method applied the MOPSO to select a subset of
features selected for the class label. In this technique, multiple
objectives are combined, and two general categories of fea-
tures are obtained in the end in the form of minimization.
Moreover, the selected subsets of features are assessed based
on two main objectives of reducing the number of features
and classification error rates. The fit function is presented
in the form of Equation (4) in line with the evaluation of
the initial population, selection of the population of experts,
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and finding particles with the largest weight.

Minimize F xð Þ =
f1 xð Þ = L

A
, L ∈ A, A ∈ℝ+,

f2 xð Þ = 1 −
FP + FN
P +N

, P +Nð Þ ∈ℝ+,

8
>><

>>:

ð4Þ

where L is the number of features selected from datasets and
A is the total number of features. The criteria related to the
confusion matrix was used to evaluate the error rate of each
particle based on the features selected in each step, where true
positive (TP) is used to show the category of normal nodes
that are accurately detected to be normal by the classification
model and based on the selected features. In addition, false
positive (FP) is applied to demonstrate the category of nor-
mal nodes that are falsely detected as an intrusion by the clas-
sification model and based on the selected features.
Moreover, true negative (TN) is used to show the category
of intrusion nodes that are accurately detected by the classifi-
cation model and based on the selected features. Finally, false
negative (FN) is applied to indicate the category of intrusion
nodes that are falsely detected to be normal by the classifica-
tion model and based on the selected features. In Equations
(3)–(11), P is equal to TP + FN, and N is equal to FP + TN.
The first target function f1ðxÞ is related to the ratio of selected
features to the total features existing in the dataset, whereas
the second function f2ðxÞ is used to evaluate the classification
error rate.

3.3. FLN-Based Classification. FLN is a parallel connection
from a leading single-layer network and a three-layer neural
network containing three inputs, hidden and output layers.
In general, FLN is an artificial neural network, which is a
double parallel forward neural network (DPFNN), where
the classification error rate is estimated using an analysis
approach called the least-square technique [12]. This
describes a multilayer parallel connection and a single-layer
neural network. As discussed earlier, optimal particles in
MOPSO show the subset of features selected from the data-
set, which are entered into FLN as input. In the proposed
method, FLN is located at the core of MOPSO and is respon-
sible for estimating the classification errors of solutions. In
FLN, the coded solutions are transferred to the middle layer
through the input layer, where they are weighted and trained.
The main difference between FLN and neural networks is the
lack of waiting for training weights by all hidden players in
FLN and transferring bias amounts and weights to the output
layer in each layer of hidden layers where the amount of error
is less than the specified threshold. This allows an increase in
the speed of learning and classification of solutions in addi-
tion to preventing overfitting in the network.

In the proposed method, initial solutions that are ran-
domly selected in MOPSO are classified by FLN in addition
to assessing the number of features and the importance of
selected features in the fitness function, and their error value
is specified as the second goal in the multiobjective fitness
function. The particles with the lowest number of important

features and lowest classification error rates are selected as
expert particles and nondominated solutions in each stage
and are stored in the expert solutions repository. In the next
stage of the proposed algorithm, the error threshold amount
is considered based on the error rate of optimal particles in
the previous phase. The solutions entered into FLN in each
hidden layer that applies to the threshold condition are
directed toward the exit.

As mentioned, the proposed method uses fast-learning
networks to identify malicious nodes. Fast-learning networks
are expanded from artificial neural networks, so, it has inher-
ited the training properties of the model. In neural networks,
for the purpose of classifying or detecting malicious nodes,
each input feature is examined, and a weight is assigned to
each input feature. These weights in each neuron indicate
the importance of the value of that feature in determining
malicious node. Thus, the amount of weights in neurons is
considered as a pattern for identifying malicious nodes.
Given that the nodes are in two classes, normal and malicious
nodes, a pattern is created for each class by the proposed fast-
learning networks.

In the proposed method, the fitness function is used to
select a feature subset in the training set. Once, the optimal
feature subset in the training data set has been selected, and
the minimum amount of intrusion detection error using this
data set has been ensured; the same feature subset selection
pattern can be used in the test dataset. In other words, the
feature subset that has been selected in the training set as
the optimal feature subset is used as a template, and among
the test data set, only this feature subset is selected to predict
intrusions in test set by FLN.

3.4. Complexity Analyzing of Proposed Method. The time
complexity of the proposed method can be analyzed as fol-
lows. If N is the total number of features in the dataset, each
particle as a solution selects n (1 ≤ n ≤N) features of all fea-
tures in the dataset. If the number of iterative generations
to find the optimal answer be M for the proposed problem,
so a maximum of M ∗N iterations is required for the prob-
lem. On the other hand, since a fast-learning neural network
is used at the core of the feature selection method, the com-
plexity of neural networks is order of Oðn2Þ [20], where n is
equal to the number of input features. The fast-learning net-
work method transmits the results to the output layer when
the desired accuracy is achieved and does not wait for the
completion of the training steps. Hence, the time order of this
method is less than Oðn2Þ. Therefore, it can be concluded
that the time complexity in the proposed method is the max-
imum the order of OðMN2Þ. In case of more features in the
dataset, the time complexity of the proposed method will also
increase.

4. Implementation

In the proposed method, primary particles are first selected
randomly from the dataset of KDD-CUP99 [21]. In this data
set, there are more than 54,000 instances of node connections
in the network in which each has 42 features and has classi-
fied into two classes of normal nodes and malicious nodes.
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The size of the initial population is defined by the number of
features existing in the dataset and as an n-dimensional vec-
tor. A 100 × 42-dimensional matrix of random numbers in
the range of (0,1) is created to determine the initial popula-
tion. The Ai,j element of the matrix shows the possibility of
the presence of the jth feature in the ith solution (particle).
According to the Sigmoid function applied in the proposed
method, the values of the initial population matrix elements
are converted to binary based on a threshold of 0.5. In other
words, if the Ai,j element has a value below the threshold, the
jth feature will not exist in the ith solution (particle). On the
other hand, the jth feature of one of the subsets of selected
features will have the ith solution (particle) if the value of
the mentioned element is above the threshold. Table 1 shows
initial particle population.

As observed in Table 1, the initial particle population is
distributed in the proposed method in a binary form, and
each of the initial populations shows a solution for selecting
a subset of features existing in the KDD dataset. According
to the adjusted parameters, the initial population matrix is
used as an input of MOPSO. In addition, the proposed algo-
rithm evaluates the initial population based on the fitness
function in the first step while considering the adjusted
parameters and the initial population. Afterwards, it obtains
the level of competency of each solution. Therefore, the num-
ber of solutions found will increase with more repetitions of
the stages, and iterations will continue until reaching the ces-
sation condition. Ultimately, the presented solutions are
assessed, and the best solution is selected among the existing
solutions. MOPSO receives the initial population and evalu-
ates its competency. In the first step, the algorithm finds the
nondominated solutions or dominant solution, saving them
in the solutions repository. In the next phase, other solutions
and particles are directed toward the solution. Accordingly, a
number of dominant solutions may be found in each stage,
the value of the fitness function of which might be higher
than the threshold and are stored in the respiratory. It is
notable that in the proposed method, the amount of compe-
tency is equal to the aggregation of two objectives, and the
higher the competency of a solution, the lower the number
of selected features and the highest the accuracy of classifica-
tion and intrusion detection by using the features based on

FLN class. Therefore, the dominant solutions improve both
objectives used in the proposed method. Figure 3 shows the
distribution of solutions in the problem space and the domi-
nant solutions in the first step.

As observed in Figure 3, the solutions are randomly dis-
tributed in the problem space in the first step of MOPSO in
the proposed method. The problem space includes two objec-
tives of F1 and F2, with the former existing to reduce the
number of features selected from all features in the dataset
and the latter corresponding to the vertical axis of Figure 3
to reduce classification error rate based on the selected fea-
tures. Given the random selection of the initial particle pop-
ulation and since the nature of particles is binary, the
existence or lack of existence of a feature in each particle
can affect the results obtained for each solution. Therefore,
with regard to the problem space, the Pareto front tends to
the origin of the coordinates where both objectives are
minimal.

Eventually, it could be expressed that the 6 important fea-
tures based on the multiobjective fitness function in the
MOPSO has selected. The selected features have indexes
{2,7,13,19,26,27} entitled {“Srv_count”, “Count”, “Wrong_
Fragment”, “land”, “ds_host_srv_serror_rate”, and “dst_
same_srv_rate”}. These features have the greatest impact on
the node class label, and based on these features, network
intrusion can be detected with the highest accuracy and least
complexity.

Due to the fact that different feature selection methods
use different policies to select the feature subset, they can
therefore select different subsets of feature as the representa-
tive feature subset. In the proposed method, different solu-
tions have been created in the initial population, but by
examining the rate of classification error related to the subset
of selected features, the optimal solution can be selected.
Solutions created during iterations can solve the intrusion
detection problem, but their intrusion detection accuracy will
be less than the near-optimal solution. The proposed method
has selected the best solution by evaluating the solutions in
terms of intrusion detection accuracy.

With regard to the implementation of the proposed
method on the initial population, the mentioned solutions
were selected as an expert generation, were present in all

Table 1: A part of the initial particle population matrix.

Particle # F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13 F14

1 1 0 1 0 0 1 1 1 1 1 1 1 1 0

2 1 1 0 1 0 1 1 1 0 0 0 1 0 1

3 0 0 1 0 1 1 1 0 1 0 1 0 1 1

4 1 1 1 0 0 0 1 0 0 0 0 1 0 1

5 1 0 0 1 1 0 1 0 0 0 1 1 0 0

6 0 1 1 0 1 0 1 0 1 1 1 1 1 1

7 0 0 1 1 1 1 1 1 0 0 0 0 0 0

8 1 1 1 1 0 1 1 0 1 1 0 0 1 1

9 1 1 1 1 0 0 0 1 1 0 0 1 0 1

10 1 1 1 0 0 1 1 0 1 1 0 1 1 1
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iterations, and were improved accordingly. In the last gener-
ation of iteration, most particles tended to the expert particles
or dominant particles that were repeated in the previous
steps and were reserved in the repository. Therefore, the
values of the fitness function were close to optimal for all par-
ticles in the last generation of iteration. As mentioned before,
the value of the fitness function was obtained from a combi-
nation of two F1 and F2 functions. Accordingly, the final
solutions decreased the errors of the proposed method in
addition to reducing the number of features in the subset of
selected features. Figure 4 shows the convergence of F1 and
F2 functions toward the optimal point.

As shown in Figure 4, the optimal state of the two objec-
tives had lower values in functions F1 and F2 considering
that the nature of both target functions was minimized.
Therefore, the data presented in Figure 3 revealed that the
diagram related to function F1, which showed the number
of selected features, was gradually decreased and reached
0.2 in the end. The diagram showed that an intrusion system
could be established with 20% of the total KDD data, and the
rest of the data had no use in determining the group related
to nodes in the dataset. In addition, with regard to the dia-
gram related to the F2 function in Figure 4, the errors of

the proposed method decreased gradually and ultimately
reached zero.

A general interpretation of Figure 4 demonstrated that
the proposed technique was able to reduce the errors of the
intrusion detection system to the lowest level by decreasing
the number of features existing in the dataset and selecting
the most appropriate features. Given the use of FLN in the
method, it could be expressed that the values obtained in
F2 fitness function can be used as an FLN classification error
in the proposed technique. As such, the accuracy of the FLN
method has shown in Figure 5 for training the intrusion
detection techniques in the network.

As observed in Figure 5, the accuracy of the proposed
method tended to be optimal with regard to the tendency
of the solutions toward the dominant solutions of MOPSO,
reaching 99.7%. Therefore, we extracted the most adequate
solution obtained from the proposed PSO algorithm, accord-
ing to which the test dataset was predicted.

4.1. Proposed Model Evaluation. As observed in the previous
section, FLN was developed in the present article for classifi-
cation and prediction of destructive nodes in the network,
and the simulation results were determined based on the
selection of a feature subset according to MOPSO. There
are several criteria for assessing the performance of the pro-
posed method, the most important of which are performance
criterion, error rate criterion, and sample the correct predic-
tion rate criterion. The performance criterion monitors the
performance of the developed model, meaning that the ideal
performance could be drawn by having the label of the data’s
classes. In addition, evaluation criteria based on the confu-
sion matrix could be used for a two-class problem in order
to assess the quality of the proposed method in detecting
intrusion and reducing node classification errors in the net-
work. These criteria included accuracy, recall, precision, clas-
sification rate (CR), detection rate (DR), false-positive rate
(FPR), and F-measure, defined as follows [22]:

Accuracy = TP + TN
TP + TN + FP + FN

, ð5Þ
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Figure 5: FLN accuracy for intrusion detection patterns.
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Precision =
TP

TP + FP
, ð6Þ

Recall =
TP

TP + FN
, ð7Þ

Classification Rat CRð Þ = TP + TN
TP + TN + FP + FN

, ð8Þ

Detection rate =
TP

TP + FN
, ð9Þ

False Positive rate FPRð Þ = FP
FP + TN

, ð10Þ

F −measure =
2 × Precision × Recall
Precision + Recall

: ð11Þ

The mentioned evaluation criteria are used as a tool to
assess the efficiency of the proposed method and compare it
with other existing techniques. Therefore, we compare the
proposedmethod with neural networks without using feature
subset selection and neural network approach according to
MOPSO-based feature selection. Figure 6 shows the
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comparison of the confusion matrix related to the proposed
method and the neural network.

As shown in Figure 6, 99.6% of the total data was classi-
fied accurately in the proposed method. Meanwhile, 96.6%
and 95.6% of the data were classified correctly in the ANN
and MOPSO-ANN methods, respectively.

Another criterion used to evaluate the proposed method
is the ROC curve. The ROC curve shows the relation of the
true-positive rate to the true-negative rate. The ROC curve
of proposed method has shown in Figure 7.

As shown in Figure 7. The proposed method has identi-
fied normal and malicious nodes with high accuracy.
Table 2 shows a comparison of the values related to the pro-
posed method, ANN, and MOPSO-ANN.

As observed in Table 2, the proposed method had a more
adequate performance in terms of the evaluation criteria,
compared to the ANN and MOPSO-ANN methods.
Figure 8 illustrates the comparison of the classification rate
criterion (accuracy) between MOPSO-FLN, ANN, and
MOPSO-ANN in 10 steps of 10-fold cross-validation.

According to Figure 8, there were improvements in the
proposed method regarding the classification rate (accuracy),
compared to ANN andMOPSO-ANN. In the neural network
method, the model may experience overfitting given that the
training process is carried out completely. In this phenome-
non, the model focuses on the training samples and learns
all features and relations among the training samples. In
addition, its accuracy is maximized in the classification of
the training samples. Now, when new test samples that were
not previously observed by the model are entered into the

system, the model may lack the sufficient accuracy to detect
the relations between the features of the new samples that
are different from the training samples, which leads to the
less efficient performance of the system. Accordingly, the
proposed method continues the training steps until reaching
the desired accuracy in order to prevent overfitting and
increase an IDS’s performance. As such, it seems that the
FLN method had better accuracy, compared to the method
of artificial neural networks. In fact, the proposed method
was able to detect a higher percentage of attack and healthy
nodes accurately. Figure 8 depicts a diagram that compares
the detection rate criteria (recall) between MOPSO-FLN,
ANN, and MOPSO-ANN.

The accuracy rate in the proposed method may be in the
form of the ratio of the detected healthy nodes among all
healthy nodes existing in the dataset that might be detected
accurately or be among the false-negative samples. The clas-
sification rate is in fact a sum of true-positive samples on all
true-positive and false-negative samples. True positive refers
to healthy nodes that are detected accurately, whereas false
negative refers to healthy nodes that are falsely detected as
attack nodes. This relationship shows the proposed model’s
ability to detect healthy nodes accurately. The higher the
value of this relationship, the lower the number of samples
related to false negative, where the predicted class has nega-
tive nodes, and the actual class has healthy nodes. The lower
values of false-negative samples increase the performance of
the proposed method in detecting healthy nodes.

According to Figure 9, the proposed method was
improved in terms of the detection rate (recall), compared
to ANN and MOPSO-ANN. FLN has a higher detection rate,
compared to neural networks, considering its lower training
than the mentioned technique.

With regard to the structure of accurate learning net-
works, the training process is discontinued, and the results
are transferred to the output when the desired accuracy is
reached. Therefore, the features of healthy nodes may not
be fully learned but overfitting is avoided in the process,
which is an advantage of the proposed method. In fact, the
proposed technique has high accuracy for new and unknown
samples. In addition to the detection rate in the proposed
method, the criterion of the positive error rate of discovered
samples is of paramount importance. Figure 10 shows a dia-
gram related to the comparison of the positive error rate cri-
terion between MOPSO-FLN, ANN, and MOPSO-ANN.

As observed in Figure 10, the proposed method had a
lower value in terms of the positive error rate, compared to
ANN and MOPSO-ANN. In this regard, the positive error
rate in the proposed method referred to attacks that could
not be detected by IDS. In fact, FLN had a lower positive
error rate, compared to the neural networks method,

Table 2: Comparison of values related to the evaluation criteria.

Method CR (accuracy) False-positive rate (FPR) Precision DR (recall) F-measure

MOPSO-FLN 99.6 0.0137 99.44 99.79 99.61

MOPSO-ANN 95.6 0.0888 96.27 97.51 96.88

ANN 96.6 0.0446 84.7 99.99 91.71
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Figure 8: Comparison of the classification rate criterion (accuracy).
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considering its focus on attacks. In spite of full training on
attacks existing in the training dataset, neural networks fail
to detect some new attacks, about which they had no previ-
ous training. Meanwhile, the proposed method was able to
detect new attacks by creating a balance between learning
training samples and the network’s speed. After a positive
error rate, we evaluated the attack detection accuracy of the
proposed method. In IDSs, accuracy is the form of the ratio
of true-positive samples to true-positive samples and true-
negative samples, which estimates a reflection of attack
detection ability in the classification methods. The higher this
value, the higher the classification method’s ability to detect
and identify new attacks. Figure 11 illustrates a diagram
related to the comparison of the positive accuracy criterion
between MOPSO-FLN, ANN, and MOPSO-ANN.

According to Figure 11, the proposed method was
improved in terms of the accuracy criterion, compared to

ANN and MOPSO-ANN. The accuracy of the proposed
method improved considering the focus of FLN on attacks
and its ability to considerably detect new attacks, compared
to neural networks. Figure 11 is a complete representation
of the presence of overfitting in neural networks and the lack
of presence of this phenomenon in the proposed method. In
general, overfitting decreases a model’s accuracy per new
samples. In fact, FLN can detect most attacks that are among
new samples and have not been previously observed in the
model. The final criterion assessed in the present study was
F-measure, which was a combination of two accuracy and
detection rate criteria. The criterion was recognized as a gen-
eral criterion of the performance of classification methods
and IDSs. The higher the value of the criterion, the higher
the IDS’s ability to classify healthy samples and predict
attacks in the training dataset and new attacks that enter
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the system. Figure 12 shows a diagram related to the compar-
ison of MOPSO-FLN, ANN, and MOPSO regarding F
-measure.

According to Figure 12, the proposed method improved
in terms of F-measure criterion, compared to ANN and
MOPSO-ANN. In other words, FLN had a better perfor-
mance in detecting healthy nodes and new attacks in the net-
work when combined with MOPSO-based feature subset
selection, compared to neural networks.

4.2. Comparison of Proposed Method with Previous
Techniques. In this subset, we compared MOPSO-FLN with
other methods existing in publications [12–24] to assess the
validity of the proposed method in terms of the prediction
accuracy criterion. Figure 13 shows a comparison of the pro-
posed method with previous techniques.

5. Discussion and Conclusion

With regard to the use of the MOPSO-based feature selection
approach, it was aimed at reducing performance errors in the
classification model and prediction of test samples in addi-
tion to finding the best features representing all the features
in the dataset. Optimal features extracted in the proposed
method byMOPSO were evaluated in each stage of optimiza-
tion algorithm iteration in order to increase the speed of par-
ticles’ movement toward particles with high values at Pareto
front and reduce data classification errors based on these fea-
tures in each step. Therefore, selecting these features least to
simple distinguishing of the samples related to classes by the
classification model and high classification accuracy.

Furthermore, the proposed method was compared to
other popular approaches presented in articles. According
to the results, the neural network had a relatively lower accu-
racy, compared to the proposed method, if used indepen-
dently and without selecting important features subset from
the dataset related to intrusion in wireless networks. The dif-

ference of about 4% in the accuracy of the proposed method
and the neural network-based method was another evidence
of the importance of selecting a subset of features using FLN.

The proposed method was also compared to several other
approaches that use metaheuristic optimization algorithm-
based feature subset selection. According to the results, the
proposed method had higher test sample prediction accu-
racy, compared to the intrusion detection approach, which
was a combination of MOPSO-based feature selection and
fast neural network. Accordingly, it could be concluded that
the proposed method was able to extract important features
by using MOPSO-based feature subset selection. In addition,
the model yielded acceptable results in terms of the detection
and prediction of intrusion in wireless networks by using an
evaluation function, which was a combination of a number of
features and classification error.

Data Availability

This research and proposed methodology was simulated, and
all data are included already in the paper. So, there is no need
for extra data.
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