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With the advancement of national policies and the rise of Internet of things (IoT) technology, smart meters, smart home appliances,
and other energy monitoring systems continue to appear, but due to the fixed application scenarios, it is difficult to apply to
different equipment monitoring. At the same time, the limited computing resources of sensing devices make it difficult to
guarantee the security in the transmission process. In order to help users better understand the energy consumption of different
devices in different scenarios, we designed a nonintrusive load management based on distributed edge and secure key
agreement, which uses narrowband Internet of things (NB-IoT) for transmission and uses edge devices to forward node data to
provide real-time power monitoring for users. At the same time, we measured the changes of server power under different
behaviors to prepare for further analysis of the relationship between server operating state and energy consumption.

1. Introduction

In the new era, the Internet has fundamentally changed social
life, and people’s demand for the Internet is also increasing. A
new generation of network communication reform is emerg-
ing. The IoT can be regarded as the extension of the Internet,
that is, the Internet extends its tentacles to the field of embed-
ded computer systems and their supporting sensors, con-
necting all objects to the network through information
sensing devices such as QR codes, radio frequency identifica-
tion, and sensors, so as to transmit information, so as to form
a worldwide interconnected mode to realize automatic iden-
tification, precise positioning, real-time tracking, and timely
management [1]. At present, IoT technology has been widely
used in agriculture, retail, logistics, storage, medical, energy,
and other fields. Figure 1 shows the ecological map of the
IoT [2]. Due to the impact of global warming, as well as the
trend of diversified social energy use, global energy consump-
tion continues to increase; energy conservation and emission
reduction have become an important topic in the world [3].
NB-IoT technology as a high security, high-quality, low-
power, and low-cost IoT technology has been applied to

energy management field more and more [4]. The existing
energy management pays more attention to providing users
with equipment status monitoring, household energy
consumption statistical analysis, differential electricity price
information, and other services through the monitoring of
electric energy information [5]. Energy management not
only provides users with visual information statistics but also
allows users to get more information and sense of participa-
tion, so as to encourage users to actively save energy and
improve household energy utilization rate [6]. In addition,
the statistics of relevant electric energy information can also
provide the basis for the smart allocation and pricing of the
State Grid and improve the security and reliability of power
grid operation [7].

The energy management and control system based on
IoT mainly uses wireless transmission mode. Different appli-
cation scenarios involve different communication modes,
including Bluetooth, ZigBee, WiFi, GSM/3G/4G cell, and
HTTP. Due to the use scenarios, different sensing means
must be used. However, due to the limited memory and com-
puting power of a large number of sensing devices in the
basic layer, it is difficult to achieve security defence, and the
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data exposed in the public environment is very easy to steal
and is easy to be interfered with [8]. Therefore, how to main-
tain the system data security and reliability is a problem we
need to consider [9]. The IoT can be divided into sensing
layer composed of sensors and other sensing devices, net-
work layer responsible for data transmission, and application
layer for visual display. Due to the variety of sensors in the
sensing layer and the complexity of data format, it is difficult
to completely unify, so the security control of network layer
transmission is more complex [10]. Due to the limited
resources of the sensing layer devices, only a small amount
of computation can be performed. The deployment of classi-
cal encryption and authentication algorithms will not only
consume equipment energy but also occupy resources and
reduce the computing efficiency of devices. The existing secu-
rity algorithms are mainly aimed at remote user authentica-
tion to prevent illegal users from gaining access to privacy
data and controlling intelligent devices [11]. We designed a
nonintrusive load management based on distributed edge
and secure key agreement to provide real-time power moni-
toring for users. At the same time, we designed a lightweight
encryption authentication algorithm between cloud edge
devices to maintain the cloud server’s receiving of sensor data
and ensure the operation security of the energy management
system.

After the second part introduces the related technology of
the energy management system, we introduce the design of
the secure energymanagement system in the third part. Then,
the system performance is discussed in the fourth part. In the
fifth part, we summarize our nonintrusive load management
based on distributed edge and secure key agreement.

2. Related Work

The characteristics of IoT connecting a variety of sensors and
sensing devices bring indispensable convenience to users’ life

and industrial production. In order to realize intelligent
irrigation and save the cost of water resources, Rao et al.
designed the adaptive control algorithm of a home irrigation
system based on IoT. The water demand of plants was calcu-
lated by using the data of temperature and humidity sensor,
and the water pump was controlled to irrigate plants in time
to promote plant growth [12]. In the logistics and transporta-
tion industry, in order to ensure food safety, Gialelis and
others designed a food traceability platform using low-cost
IoT nodes to monitor the logistics chain from the “loading
point” and continuously monitor the product storage envi-
ronment [13]. In the health care industry, the IoT technology
also has a variety of applications. Onasanya and Elshakankiri
proposed a cancer medical system based on the IoT, which
monitors the status of patients and environmental data
through implanted and nonimplanted sensors, so as to pro-
vide timely and detailed information feedback for follow-up
treatment, so as to help patients get better treatment and
nursing [14]. In power, the IoT is mainly used in large-scale
power grid and household small switch control. At present,
the existing power Internet of things products mainly include
smart meters and household appliances with wireless control
module [15], while the equipment transmission mode mainly
includes Bluetooth, WiFi, ZigBee, and NB-IoT. Adiono et al.
proposed a Bluetooth-based smart home Android Software
to help users control the power switch, lighting, curtain, door
lock, and other devices in the home and monitor the temper-
ature and humidity status in real time [16]. Madhu and
Vyjayanthi designed a smart home controller using WiFi
networking and controlled the corresponding equipment
through the running software on the smart phone [17]. Jhang
et al. designed a smart home control device based on ZigBee,
and the sensor realized remote monitoring of door opening
and closing and water leakage [18]. Due to its short commu-
nication distance and less connection number, Bluetooth
technology is more suitable for the transmission of short
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Figure 1: The ecosystem of IoT. The ecosystem includes equipment, platform, application, and business. After the platform is connected to
the equipment, it can be used to build and manage IoT solutions for different industries.
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distance and less devices, such as wearable devices and small
audio [19]. Because most of the intelligent products on the
market, such as mobile phones, laptops, and TV boxes, have
the function of accessing the Internet through WiFi, many
products in the field of energy monitoring use WiFi as wire-
less communication mode. However, its configuration is
complex, its security is low, and its power consumption is
high, so it needs to be charged frequently. It is not applicable
to sensor networks that need to transmit a small amount of
data and contain a large number of nodes [20]. However,
NB-IoT has the characteristics of low power consumption,
large number of connections, wide transmission range, and
low cost, so it has a great application prospect [21].

With the extensive use of NB-IoT technology, the user
experience and product security need to be improved. For
example, once the data of intelligent meter reading is stolen,
it can be inferred whether the household is at home accord-
ing to the data, which leads to the risk of property loss. At
present, the existing IoT solutions not only face the problem
of bandwidth delay but also face challenges in resource
constraints and security. Because the extra security increases
the cost of most manufacturers rather than the profit of
equipment sales, many manufacturers give up providing
security patches and firmware update services. Based on this,
there are many high-risk vulnerabilities in the current Inter-
net of things devices, especially in the default password,
plaintext transmission key, and so on [22]. As shown in
Figure 2, the IoT system is mainly composed of three layers,
and each layer has different security vulnerabilities due to
different technologies used [23]. Generally, the front-end
devices of the sensing layer are limited by resources and
cannot carry out complex computing tasks, so it is difficult
to protect data security. Therefore, Batalla and Gonciarz
designed a security algorithm deployed on edge devices
[24]. Unde and Deepthi analyzed the rate distortion of com-
pressive sensing (CS) using structural randommatrix (SRM),
injected artificial noise into the quantization CS measure-
ment to resist CPA, and proposed a lightweight cryptography
system based on compressed sensing for IoT, which reduced
the computational burden and effectively reduced the com-
plexity of CS encoder [25]. The energy management and con-
trol system based on the IoT may face active attacks and
passive attacks, among which active attacks mainly include
tampering and forgery, while passive attacks mainly include
eavesdropping and deception, which are easy to cause a large
amount of perceived information and user privacy informa-
tion leakage [26]. Rehman and Gruhn developed a security
algorithm to establish a sicher firewall between the software
system and the smart home network as a filter to protect
the system from virus attacks and unauthorized access [27].
Lyu et al. designed an antitracking mutual authentication
scheme deployed on the ifttt server to achieve the anonymity
of data transmission and ensure system security [28]. Naoui
et al. proposed a user authentication scheme with additional
security functions, which can resist multiple attacks such as
internal attacks and simulation attacks and improve the secu-
rity of user authentication [29].

We design a load management system with cloud edge
architecture, which places the computing requirements of

the sensing layer on the edge devices, which can effectively
save the computing cost of the sensing layer and reduce the
system delay. Meanwhile, we adopt a lightweight access con-
trol algorithm to ensure the communication security between
the edge device and the cloud server and reduce the risk of
perceived data and user information leakage. In addition,
we use the load management system to test the power
consumption of the server under different actions, so as to
further analyze the relationship among the server power
consumption with its running state.

3. The Proposed Secured Nonintrusive Load
Management System

The nonintrusive secure load management system is
designed to monitor, store, and process the power consump-
tion of the detected equipment in real time. Compared with
intrusive monitoring, the nonintrusive system is easy to
install, so the system adopts nonintrusive design. Consider-
ing the limited storage and computing resources of monitor-
ing nodes, the system adopts the cloud edge architecture
design and uses edge devices to package and forward, which
can reduce the computing cost of monitoring nodes. Mean-
while, compared with protecting the data being processed,
it is usually much easier to protect the data transmitted
through the network, and the system reliability is higher. At
the same time, we use a lightweight access control algorithm
to ensure the reliability of process transmission without
affecting the transmission efficiency.

The system is mainly composed of monitoring nodes,
edge devices, cloud servers, and clients. The overall design
structure is shown in Figure 3. The system consists of three
parts, including the perceptual layer composed of monitoring
nodes, the transport layer consists of edge devices and cloud
servers, and the application layer. Wireless sensor network
adopts tree topology structure, with cloud server as the core,
supplemented by multiple edge devices and monitoring
nodes. Take the power management of the server room as
an example. When the system works, the monitoring node
regularly reads the power consumption data of the server
and then sends messages to the edge device. The power data
is packaged and encrypted by the edge device and transmit-
ted to the cloud server through the wireless communication
network. Users can view and manage network nodes through
visual web pages and application programs in the application
layer and access the power consumption data of correspond-
ing servers to prepare for subsequent data analysis.

3.1. Nonintrusive Metering Module. The nonintrusive meter-
ing module is devoted to monitor the power consumption
value of the monitored equipment at the current moment
and forward the messages to the edge devices. The overall
structure is shown in Figure 4. The core of the module is
the STC15W404S chip, with power monitoring module,
external memory, NB-IoT transmission module, and some
peripheral circuits.

The main control unit adopts STC15W404AS single-chip
microcomputer with an enhanced 8051 core produced by
Hongjing Technology company to control data storage and
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transmission. The chip not only has low power consumption
and low price but also has an ultra-high-speed CPU core with
the highest frequency of 35MHz. The chip is driven by an
internal crystal oscillator without an external crystal oscilla-
tor and reset. It contains a high-speed asynchronous serial
interface (UART) and has rich pin functions. It can also be
connected with 74HC595 to expand the general I/O port.
The current and voltage sampling methods of the electric
energy metering module are divided into transformer sam-
pling and resistance sampling. The monitoring node adopts
the isolation method to monitor the power consumption

value. The 2mA/2mA current type voltage transformer
cooperates with the resistance to convert the voltage signal
into the current signal meeting the input conditions in the
voltage acquisition circuit. In the current sampling circuit,
the current transformer with the transformation ratio of
1000 : 1 combined with the sampling resistance converts the
measured current into a low-voltage signal, which is also
input into the power monitoring chip through the filter cir-
cuit. NB-IoT has the benefit of low power consumption, high
security, large number of devices allowed to be connected,
and communication distance of more than 10 km, which
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Figure 2: Threats in the IoT system model. Threats of perception layer: physical attack, impersonation, dos attacks, routing attacks, and data
transit attack. Threats in the transport layer: dos attacks, routing attacks, and data transit attack. Threats of application layer: data leakage, dos
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Figure 3: System architecture. The system includes monitoring node, edge device, cloud server, and client. The data is collected and
transmitted to the edge device by the monitoring node and then packaged and sent to the cloud server for display at the client.
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can be well applied to most IoT application scenarios. There-
fore, theWH-NB73 module produced by Shanghai Wenheng
Technology Co., Ltd. is adopted as the communication mod-
ule. The power metering module and MCU are powered by
5V DC voltage, and the NB-IoT communication module
WH-NB73-B5 is powered by 3.3V. The monitoring node
adopts the AC-DC power moduleWA3-220S05A3 to convert
220VAC to 5VDC. At the same time, the node uses the AMS
117-3.3 DC voltage regulator chip of AMS company to realize
the DC voltage stabilizing function from 5V to 3.3V.

3.2. Cloud-Edge-Node Architecture System. The most impor-
tant work of the cloud server is to accept the electricity mes-

sages from users and store them into the persistent database
after aggregation. The data analysis and mining process will
analyze the data from users in the cloud, push the analysis
results to the client application, and respond to the client data
request. The data is measured and transmitted to the edge
devices by the sensing layer monitoring nodes. The edge
devices are packaged and encrypted and sent to the cloud
server. Before the message is stored, the cloud server pro-
cesses and analyses the data, and then, users can access the
data of each node in real time.

3.2.1. Node and Edge Communication. TCP communication
mode is used in the system sensing layer and network layer
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Figure 4: Design of monitoring node circuit: (a) PCB and block diagram of monitoring node; (b) prototype of control module and sensor.
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communication. After the monitoring node is powered on,
MCU and energy metering module are initialized. At the
same time, the network is searched and added. The power
consumption data and node address of the monitored equip-
ment are read regularly and packaged into data packets and
sent to edge devices. After receiving the message, the edge
device judges whether it is the target node according to the
address and Sn in the message. If so, it will process the mes-
sage; otherwise, the message will be ignored. Considering
reducing the energy consumption of the node, if there is no
event to be handled, the monitoring node will automatically
enter into the sleep state. The sleep includes the NB-IoT
communication module sleep and the power monitoring
module sleep. When the system finishes regularly and needs
to read and send monitoring data, it wakes up the two sleep
modules and only wakes up the communication module
when processing other events. The main process of monitor-
ing node program is shown in Algorithm 1.

The monitoring node communicates with the edge device
in TCPmode, and the data packet is transmitted in JSON for-
mat, as shown in Table 1. For the data package uploaded by
the monitoring node, the edge device first judges the packet
type, then analyzes whether the node address matches with
Sn, processes the monitoring data, and caches it. In a certain
time interval, the received message is packaged and
encrypted and transmitted to the cloud server to protect the
security in the transmission process.

3.2.2. Cloud and Edge Communication. The program of the
edge device is written in Java, and the NIO nonblocking com-
munication is realized by using the Java Mina communica-
tion framework, which improves the communication
performance of the edge device under the condition of high
concurrency. After receiving the monitoring node, the edge
device packs and encrypts the node and forwards it to the
cloud server. After adding the corresponding node with the
configuration function on the WeChat applet and applica-
tion program, the user can access the corresponding node
data, such as node number, real-time energy consumption,
and historical statistics. The energy management system pro-
vides users with visual information statistics, which makes
users more convenient and efficient to obtain equipment
energy consumption and equipment operation status, timely
handle abnormal operation equipment, save energy, and
ensure safe operation of equipment. The logical architecture
of device cloud and edge communication is shown in Figure 5.

The communication between cloud edges mainly
includes three operations: connection, transmission, and
disconnection. The specific process is as follows:

The connection function process is divided into four
steps: (1) the edge device initiates the connection, and the
API gateway establishes the connection and records the ID;
(2) the API gateway notifies the edge device that the connec-
tion is established; (3) triggers the connection function to run
and transfers the connection ID; (4) records the connection
ID to the database and changes the device online status.

The transfer function process is divided into three steps:
(1) the edge device initiates the message; (2) the API gateway
transmits the message and triggers the transfer function; (3)

the information in the message is extracted and stored in
the database.

The process of disconnection function is divided into
three parts: (1) the edge device initiates the disconnection
request; (2) the API gateway triggers the disconnection func-
tion and transfers the connection ID; (3) queries the corre-
sponding ID in the database and changes the online status.

3.2.3. Secure Communication Protocol. In the energy man-
agement system of IoT, data delay and reliability are the
important judgment basis of the system. Pei et al. compared
and analyzed the memory consumption and avalanche effect
of six high-performance lightweight block ciphers and found
that speck has the best comprehensive performance [30].
Therefore, based on the nonintrusion load management sys-
tem, we use a speck algorithm to ensure the safety of message
transmission. Here, we briefly introduce the speck algorithm.

The speck series algorithm is a kind of lightweight block
cipher algorithm proposed by the national security agency
of the United States. The algorithm adopts the deformed
Feistel structure, and the round function is the ARX compo-
nent. It is composed of mixed operations of modular integer
addition, cyclic shift, and XOR operation. The main nonlin-
ear operation is modular integer addition. Speck algorithm
is more flexible than other algorithms. It supports 32, 24,
64, 96, and 128 bit blocks. The round function of the speck
series algorithm is shown in Table 2.

Speck 2n/mn is used to represent speck algorithm with a
packet length of 2n bit and key length of mn bit, where n ∈
f16, 24, 32, 48, 64g, m ∈ f2, 3, 4g. Remember the algorithm
master key K = ðLm−2, Lm−3,⋯, L0, K1Þ, where K0, L0 ∈

1: Begin
2: Initialize the resource
3: Search for network, Read SSID and Password
4: While Successfully joined the network
5: Start timing
6: If have an event
7: End timing
8: Read power
9: Send data
10: Else if system sleep
11: Endwhile
12: End

Algorithm 1: Monitoring node algorithm.

Table 1: Monitoring node upload data protocol.

Name Data type Mean

Type char The data type of this data

ID int Equipment number

SN char Serial number of the device

Power float Instantaneous electric power

Time int Current time
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f0, 1gn, andm is the number of key blocks of each algorithm.
The key expansion algorithm is

li+m−1 = Ki + li>>>αð Þ ⊕ i,
Ki+1 = Ki<<<βð Þ ⊕ li+m−1:

(
ð1Þ

Output N subkey K0, K1,⋯, KN−1:

4. Experiments and Performance Evaluation

4.1. Experiments. After the system design is completed, the
actual deployment is tested. The system server is deployed
on the Tencent cloud platform, and the API gateway is used
for data interaction. Tencent cloud server with CPU of
2.3GHz, 1GB memory, and Ubuntu 16.04.1 LTS operating
system is used to forward messages instead of edge devices.
The monitoring nodes are deployed on the power lines of 5
different electrical equipment, connected to the power sup-

ply, waiting for the equipment networking, and 10 simulators
are turned on at the same time. When the system works, bind
the device name, device ID, and device location on the applet
configuration interface, as shown in Figure 6. The main inter-
face displays the current device name, current power, and
total load power consumption in a list mode, and the histor-
ical data of the corresponding device can be viewed in the
scene interface; also, we can configure it in the metainterface.

4.2. Feasibility Analysis.We use the monitoring equipment to
measure the energy consumption changes of the server under
different behaviors. The results show that the energy con-
sumption waveform of the server is similar under the consent
action, and the waveform diagram is shown in Figure 7. We
divide the behavior into three categories: U-disk operation,
network communication, and office software operation.
Among them, U-disk operation includes U-disk plug-in
and file transmission, network communication includes
communication software start-up and shutdown, network
transmission file, and office software operation includes
office start-up and shutdown. When measuring the changes
of server energy consumption, we record the performance
changes of server CPU, memory, and network, which pro-
vide the basis for us to further finding the relationship among
server power consumption with performance changes.

In (i) U-disk insertion operation and (ii) U-disk pull-out
operation in Figure 7(a), the plug-in edge event characteris-
tics are very obvious, and the peak energy consumption
increases between 30 and 45W, and the peak value of pulling
out the U-disk is generally lower than that of inserting the U-
disk. In the operation of transferring files to a USB flash disk,
as shown in Figure 7(b), power consumption increases dur-
ing transmission, but the fluctuation law is not obvious. As
shown in Figure 7(c), QQ software operation (i) on and (ii)
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Figure 5: Logical process of cloud edge. Data is transferred and processed between edge devices, servers, and databases. The communication
between cloud edges mainly includes three operations: connection, transmission, and disconnection.

Table 2: Speck series algorithm version.

Block size Key size Speck rounds n m

32 64 22 16 4

48 72 22 24 3

48 96 23 24 4

64 96 26 32 3

64 128 27 32 4

96 96 28 48 2

96 144 29 48 3

128 128 32 64 2

128 192 33 64 3

128 256 34 64 4
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off edge event characteristics are obvious, and the waveform
changes are regular. The opening event generally lasts
50~60ms and tends to be flat after three main peak fluctua-
tions, and the first peak fluctuates the most and then shows
a decreasing trend. The closure events generally last for
25~40ms and tend to be flat after 2~3 main peak fluctua-
tions, and the first peak fluctuation is the smallest and then
presents an increasing trend. In the process of QQ transmis-
sion, as shown in Figure 7(d), there is no obvious energy con-
sumption fluctuation. As shown in Figure 7(e), WeChat
software operation (i) on and (ii) off edge event characteris-
tics are obvious, and the waveform changes are regular. The
opening event generally lasts 15~20ms and tends to be flat
after 1~2 main peak fluctuations, and the former fluctuation
is small. The closing event usually lasts 15~20ms, and the
peak fluctuation is less than the maximum fluctuation of
the opening operation. In order to use WeChat software to
transfer files, as shown in Figure 7(f), the energy consump-
tion increases significantly and fluctuates regularly. At the
beginning, there will be a small fluctuation, and then, the
energy consumption will last for a period of 40~60W. As
shown in Figure 7(g), for PDF file (i) open and (ii) close oper-
ation, edge event characteristics are obvious and regular. In
conclusion, it is feasible to infer the current event based on
the change of server energy consumption. Then, we further

measure the relationship between the server energy con-
sumption change and the performance changes of CPU,
memory, and network under specific events.

As shown in Figure 8, there is a correlation between the
change of server energy consumption and the change of
CPU, memory, network, and other performance under
specific events. The correlation between CPU utilization and
energy consumption is themost significant, which is themain
factor affecting the change of energy consumption. In the first
column, themutation of the energy consumption curve is very
similar to the mutation of CPU utilization, and the change of
memory is similar. In the second column, the curve of CPU is
closely related to the curve of energy consumption. The third
column of QQ open and close operation and the fourth col-
umn ofWeChat transfer files have the same rules. At the same
time, we found that the change of the network operating with
chat software is also full of rules, and different software has its
own characteristics. Therefore, it is feasible to infer the current
server performance change or even the current running soft-
ware according to the server energy consumption change. In
the next work, we will further explore the relationship
between them and energy consumption.

4.3. Performance Analysis. In this paper, a nonintrusive load
management based on distributed edge and secure key
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Figure 6: Main interface of the applet: (a) main interface; (b) scene interface; (c) metaintelligence interface.
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Figure 7: Energy consumption waveform: (a) U-disk plug and pull; (b) disk transfer files; (c) open and close QQ software; (d) use QQ to
transfer files; (e) open and close WeChat software; (f) use WeChat to transfer files; (g) open and close PDF files.
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Figure 8: Continued.
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agreement is designed. Compared with other energy con-
sumption monitoring systems, the system uses NB-IoT as
communication module, which has longer communication
distance, better signal strength, and higher security. The non-
intrusive calliper monitoring design can well meet the applica-
tion requirements of various occasions and is easy to install.
Meanwhile, the architecture design of cloud edge reduces the
computing resources of monitoring nodes, which is conve-
nient for deploying higher security encryption algorithm to
ensure system security. Speck lightweight encryption algo-
rithm used in the system takes less computing resources, can
resist various types of attacks, and has a good security margin.

In our experiment, we run themonitor node simulator on a
personal computer (HP with an inter (R) core (TM) i7-7700hq

@2.80GHz2.81GHzprocessor, 16GBmainmemory, andwin-
dow 10 operating system) and an app on a personal mobile
device (Huawei nova5 pro with quad-core 2.6 g processor,
8GB memory, and Android 10 operating system) as a user.
We have done this 4000 times to get the average run time.

We test the time delay between the edge device and
the cloud platform when the system is running. As shown
in Table 3, we calculate the transmission delay and the
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Figure 8: Energy consumption and the relationship among CPU, IO, memory, and network. The first column is insert and remove the U-
disk, the second column is U-disk transfer file, the third column is open and close QQ, and the fourth column is WeChat transmission file.

Table 3: Data transfer time (MS).

Operations T1 T2 T3 T4 T5 TAvg

User times 29.32 30.15 34.31 32.80 34.27 34.97

11Wireless Communications and Mobile Computing



total average delay of five groups of devices. The minimum
delay is 10ms, the maximum delay is 193ms, and the delay
is concentrated between 25 and 35ms to meet the transmis-
sion requirements, which is affected by the network changes.

5. Conclusions

Power data acquisition technology based on NB-IoT technol-
ogy will be the main technical direction of 5 g technology
applied in smart grid in the future, based on the characteris-
tics of low power consumption and wide transmission range
of NB-IoT; this paper designs a nonintrusive load manage-
ment based on distributed edge and secure key agreement,
which uses edge devices to encrypt and forward node data
and accesses control algorithm to ensure system data secu-
rity. In addition, this paper measured the server power
change under different behaviors, and the results show that
the waveform of server power change is similar under fixed
behavior. Next, we plan to further analyze the relationship
between energy consumption and server performance
change by measuring the server CPU, memory, GPU, net-
work, and energy consumption change data at the same time,
so as to infer the abnormal state of the server by using the
energy consumption change to provide managers with more
detailed early warning.

Data Availability

Our processed data involve two parts. One is from 3rd
party, i.e., REDD, which can be downloaded via this link:
http://redd.csail.mit.edu/. The other data were generated
in our own lab for testing and evaluating purposes by
using smart sockets.
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