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The device group based on the Internet of Things (IoT) has been used in face recognition in real life, so it is more necessary to
discuss the current data security issues and social hot issues. The Internet of Things device combines edge conditions and many
recognizers to generative adversarial networks. On the premise of meeting the needs of partial occlusion of users, face recovery
is completed through information reorganization. CelebA training set is used to simulate face occlusion, and the model is
trained and tested. The results show that the method can recover the complete image of the protection for the facial privacy of
specific people. At the same time, the IoT device using this method ensures that the face information is not easy to have
tampered with when attacked.

1. Introduction

IoT is “Internet of Things.” They are built based on the
expansion of the Internet, and with the Internet as the core,
the client extends to any object and between objects. These
devices can sense each other. By connecting various informa-
tion sensing devices with the network to form a network, the
data can be interconnected and shared anytime and any-
where [1, 2]. The IoT has been applied to people’s daily life.
In public places, face recognition devices of IoT extract to
face data and prompt other devices to get information. With
the help of blockchain and cloud computing [3–5], informa-
tion sharing and management between IoT devices become
more convenient. Also, the application of edge computing
[6–8] provides support for the rapid popularization of the
IoT, which has more advantages than the traditional commu-
nication between home and public equipment sensors.

Universal recognition equipment will be applied to image
recognition technology. Devices in the IoT can perceive the
outside world through image recognition, which can make
data collection [9, 10] more efficient, and provide users with
more humanized data displays and life suggestions. At the
same time, industrial IoT [11–14] also requires recognition
equipment with perceptual capabilities. The equipment in

each production link handles different functions, and they
interact with each other so that the production process and
production plans become more flexible and reliable.

With the development of image processing technology,
the predecessors proposed pixel-by-pixel filling [15], finding
matching blocks [16], using image sets on the Internet to fill
similar blocks [17], and suggestions based on matching block
technology, such as block completion algorithm and statisti-
cal block probability repair method [18, 19]. These methods
enable the device to penetrate the limited occlusion of the
face when recognizing the face and accurately obtain the
user’s identity information.

However, in the case of facial defects, the user must
remove the occlusion for recognition. This may have poten-
tial adverse effects on the user’s psychology. In addition,
identification devices will also encounter some personal pri-
vacy issues related to data collection [20, 21]. For example,
in the face of flaws, users still have to perform facial authen-
tication. Since the identification device is part of the IoT, data
collection is unavoidable, and sharing with other devices will
involve information security [22–24] related issues.

Machine learning [25–28] proposed a solution to
improve the recognition of human faces through machine
learning, so on improve the recognition ability of face
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recognition equipment through fitting and classification.
Later, the generative adversarial network developed based
on deep learning [29, 30], through the adversarial network
to improve the level of generated images and the level of
image recognition, so on preventing facial spoof attacks,
and at the same time further improve the restoration of the
face under concealment conditions for recognizing the face
to determine the identity of the user.

Therefore, an end-to-end workflow from edge recovery
to face recovery is proposed, and a deep learning network
based on edge conditions and multiple discriminators is pro-
posed to judge whether the generated pixels are filled accord-
ing to the required edge structure. This overcomes these
challenges. Fill in the corresponding pixel information
according to the integration of different levels of complete
image styles and features. A complete module based on
self-care mechanism is proposed and applied to Image-
inpaint network. So, the face recognition device can restore
the entire face from a multifeature level.

The structure of this article is as follows. The second part
introduces some technical details of the implementation. The
third part introduces the end-to-end deep learning network
structure based on edge conditions, including multiple dis-
criminators and self-attention mechanism. After reviewing
the literature, the fourth part will introduce in detail the
application of multiple local dividers in the Image-inpaint
network. The fifth part includes the discussion and conclu-
sion of our survey results.

2. Related Work

Under the influence of generative adversarial network tech-
nology, Pathak et al. [31] propose an Encoder-Decoder pipe-
line model, which uses an unsupervised visual feature
learning algorithm driven by context pixel prediction to use
surrounding image information. To infer the missing loca-
tion, Iizuka et al. [32] propose a global discriminator and a
local discriminator based on the Context-Encoder to pro-
mote the learning of the missing parts and use local convo-
lution to increase the attention of partial blocks by the
network to enhance the details of specific parts. The situa-
tional attention network proposed by Yu et al. [33] and the
self-attention generation adversarial network proposed by
Zhang et al. [34] solve the problem that the structure of
the surrounding area is distorted, or the texture is not con-
sistent with the fuzzy texture. They can not only synthesize
new image structures but also make full use of the surround-
ing image features as a reference. Among them, the self-
attention mechanism proposed to reference [34] can also
be weighted according to the importance of features to cor-
relate important information on each other. After that, Yu
et al. [35] also combined the contextual attention mecha-
nism and the proposed gat convolution. The discriminator
is no longer a combination of local and global discriminators
but uses SN-Batch GAN; on the premise of meeting the
Lipschitz constraint, the information of the weight matrix
of the discriminator is saved to the maximum extent so that
the training process is more stable. Kun et al. [36] proposed
a face completion algorithm based on a conditional genera-

tion adversarial network. The algorithm generates faces that
meet the conditional features, but it is still a relatively simple
information extraction based on Encoder-Decoder. More-
over, multiple convolutional blocks are not used for suffi-
ciently deep feature extraction. Xie et al. [37] proposed an
image restoration method based on a learnable two-way
attention map, which can deal with irregular hole repair,
and proposed to merge forward and backward attention
maps into a learnable two-way attention map. To further
improve the visual quality of the image, but because there
is no constraint on edge information, the details of specific
parts of the portrait are still not ideal. In EdgeConnect
[38], Nazeri et al. proposed the concept of “ lining first, then
color” through image restoration based on edge conditions.
The repaired edge information is obtained through the edge
generator, and then based on the obtained edge repair image
as a condition, the incomplete image data is spliced and
input into the image repair network, thereby using the edge
information to restore the image. Get images of the image
completion network. Its essence is to divide the steps of
image restoration of high-frequency information and low-
frequency information. Yet, only the discriminator that uses
the network has a global identity. Compared with the local
recognition network and the facial feature recognition
network, the repair details are compared with the image
generation, which is inferior to the method of multiple
discriminators.

The spectral normalization proposed byMiyato et al. [39]
reduces the calculation amount of network normalization
and makes the calculation of the discriminator more stable.
In addition, the reason for using multiple discriminators
[32, 33] as a supervisory network is that multiple discrimina-
tors have been proven many times in practical applications to
form multilevel constraints on the generated results of more
aspects. And let the generator produce better results. Using
partial convolution [40], there are only connections to the
local area, and the receiving field adopts a connected method,
and the interval between the receiving fields adopts a local
connection and a convolutional connection. Compared with
full convolution, this method will introduce additional
parameters in multiples, but it has stronger flexibility and
expressive power. Compared with a local connection, it can
control the number of parameters and proposed a new con-
volution to replace the general convolution, which will pre-
vent the training results from generating chessboard artifacts.

For face recognition equipment, the combination of con-
volutional computer vision and computer image processing
can make the face recognition equipment perform better
under specific facial features, detail recovery, and state
recovery.

To solve the problem that the edge completion method
only pays attention to the integrity of the image and ignores
the visual connectivity of the complete part and the facial fea-
tures, based on EdgeConnect, puts forward the following
ideas:

(a) The method of a discriminator for face parts (eyes,
nose, and mouth) is proposed. After the complemen-
tary edge image and damaged image are processed by
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the image completion network, the eyes, nose, and
mouth of the generated complementary face image
are discriminated. So the facial features of the face
image are more consistent with the semantic
rationality

(b) Propose a gated convolution block based on edge
condition to enhance the difference between regions.
At the same time, the self-attention mechanism is
used to automatically enhance the difference between
occluded and nonoccluded areas. The information of
the input data is enhanced according to different fea-
ture levels, to distinguish the occluded area and the
nonoccluded area more accurately

(c) Propose to use a local discriminator. When the com-
pleted image is processed by the image completion
network, the completed image will have better visual
connectivity as a whole

2.1. Deep Learning. Deep learning-based recommendation
methods can incorporate multisource heterogeneous data
for the recommendation, including explicit or implicit feed-
back data from users, user portrait and project content data,
and user-generated content. Deep learning methods use mul-
tisource heterogeneous data as input and use an end-to-end
model to automatically train prediction models, which can
effectively integrate multisource heterogeneous data into
the recommendation system, thereby alleviating the data
sparseness and cold start in traditional recommendation sys-
tem problems and improving the ability of the recommenda-
tion system. The application of deep learning to corpus
mining is a research hotspot. After 2006, with the publication
of Hinton and Salakhutdinov [41], it was wildly sought after
by scholars in the artificial intelligence world. This model is
based on a neural network model, but it is more complex
than a simple neural model, and the problems it deals with
are more complex and diverse. Deep learning methods have
been successfully used in many applications in the computer
field, including speech recognition, speech search, natural
language understanding, information retrieval, and robotics.
Mokris and Skovajsova [42] applied the neural network
model to have a high degree of relevance. It retrieved
Slovak-related documents, processed keyword parts of
speech, and greatly improved accuracy and recall. Based on
the highly nonlinear characteristics of neural network algo-
rithms, using BP network to optimize the weight of each
parameter in the entire neural network, constantly revising
the weights, Xu et al. [27] constructed a personalized behav-
iour based on users. Latreche and Guezouli [43] use the cor-
relation characteristics of neighbor nodes in the neural
network to combine all documents into a neural network
and retrieves the most relevant document according to
Query.

The method (Figure 1) consists of two parts, namely, the
Edge-inpaint network and the Image-inpaint network.
Among them, the Edge-inpaint network is responsible for
repairing the edges of the defective face image, and the
Image-inpaint network is responsible for completing the face
image based on the condition of the completion of the edges.

Before applying the model, the network is trained to gen-
erate the model. The data processing in the training process is
divided into two steps: First, take the unmasked edge map as
the target, and enter the masked, masked Canny Edge maps
and masked grayscale images, through training the Edge-
inpaint network model, enable the Edge-inpaint network to
generate a predicted completion edge map; second, use the
prediction completion edge map output by the Edge-
inpaint network, combined with the incomplete color face
image is input to the Image-inpaint network, and the pre-
dicted repaired face image is output. The two networks form
an end-to-end solution so that the identification device based
on the IoT can ensure that the user can still accurately obtain
the correct information of the user when the user is covering
his specific part.

3. Networks

3.1. Edge Completion Generative Adversarial Network. The
Edge-inpaint network (Figure 2) is composed of an edge
completion generation network (edge generator, hereinafter
referred to as G1) and an edge completion discriminator net-
work (edge discriminator, hereinafter referred to as D1).
Among them, G1 network generates edge completion image,
inputs masked gray image, masked edge image, and mask,
takes real edge image as label, generates a completion edge
image after G1 operation, and then calculates adversarial loss
and feature matching loss [44] through D1, and this loss
value is used to backpropagate the network associated with
it. The purpose of G1 is to minimize the gap between the gen-
erated edge image and the real edge image to improve the
quality of the image generated by the generator, while D1 is
to expand this gap as much as possible, thus making the
progress of G1 more difficult; of course, the result will be
better.

G1 is composed of 3 convolutional layers, 8 residual
blocks, and 3 deconvolutional layers cascaded. Among them,
the convolution kernel of the convolution layer is composed
of 7∗7, 4∗4, and 4∗4, and the deconvolution layer is com-
posed of convolution kernel sizes of 4∗4, 4∗4, and 7∗7. Con-
volution both the layer and the deconvolution layer have
spectral normalization processing and setting the ReLU acti-
vation function after the convolution operation. The first
convolution of the convolution layer and the last convolution
of the deconvolution layer are done separately reflective fill-
ing treatment.

D1 takes the real edge face image as the target (label) and
fights against G1. When G1’s ability becomes stronger and
stronger, D1 can also improve the complementary edge
image generated by G1 with reasonable parameter settings.
The Canny edge detector is used to extract the edge features
of the image as the expected positive samples learned by the
discriminator, and the negative samples generated by the net-
work G1 that do not meet the experimental expectations and
Canny edge features are merged to improve D1 with its dis-
tinguishing ability and supervise G1 to generate an image
with edge information that is more in line with the original
image.
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The Edge-inpaint network allows the recognition device
to reconstruct the structural information of the face from
the occluded part of the face, thereby providing a basis for
the subsequent feature and texture completion. Through
spectral normalize processing of convolution, residual block
[45] and deconvolution, and fusion of different information
sources, deep texture features are extracted.

3.2. Image Completion Based on Self-Attention Mechanism

3.2.1. Composition of Image-Inpaint Network. The image
completion network (Figure 3) is composed of an image
completion generation network (Image-inpaint generator,
referred to as G2 hereinafter) and an image completion dis-
criminator network (Image-inpaint discriminator, hereinafter
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Figure 1: Structure of network, which has edge-GAN, inpaint-GAN, and multiple discriminators.
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referred to as D2). The role of the G2 network is to generate a
complementary image, input the complementary edge map
and the incomplete face image, and use the real image as a
label and cascade the input data; after the G2 operation, gen-
erate the completed image and then pass the D2. Each dis-
criminating network calculates adversarial loss, perceptual
loss, and style loss [44]. The loss of the image completion net-
work is the sum of the counter losses of the D2 Face-Part net-
work, and this loss value is used to backpropagate the network
associated with it. The purpose of G2 is to allow G2 to dynam-
ically learn the parameters through training to effectively dis-
tinguish between the effective area and the mask area and
reduce the adverse effect of the mask on the image completion
so that the color and structure of the image completion are
more reasonable and minimized. Generate the gap between
the completed image and the real image to improve the quality
of the image generated by the generator. And D2 is to widen
this gap as much as possible, so that G2 and D2 identify the
network combination to fight and promote the progress of G2.

G2 is composed of 3 convolutional layers, 4 proposed
gated convolutions, and 3 deconvolutional layers in cascade.
Among them, the convolution kernel of the convolution
layer is composed of 7∗7, 4∗4, and 4∗4, and the deconvolu-
tion layer is composed of the convolution kernel size of 4∗4,
4∗4, and 7∗7. The convolution layer and the deconvolution
layers all have spectral normalization processing and setting
of the LeakyReLU activation function after the convolution
operation. The first convolution of the convolution layer
and the last convolution of the deconvolution layer are,
respectively, filled with reflection.

D2 takes the real face image as the target and fights
against G2. When G2’s ability is getting stronger and stron-
ger, D2 can improve its ability to discriminate the comple-
mentary image generated by G2 and use G2 to generate it

with reasonable parameter settings. The edge feature of the
mask completes the image. As the expected positive samples
learned by the discriminator, the negative samples generated
by the network G2 that do not meet the experimental expec-
tations and the mask edge features are merged to improve the
discrimination ability of D2 and supervise G2 to generate
images that are more in line with the original image.

3.2.2. Design and Implementation of Self-Attention
Mechanism. Ordinary convolution has limitations in com-
pleting the image under any mask. It extracts local features
in a sliding manner, and the pixels under the sliding window
are all valid by default. But for image completion, when the
window contains the boundary of the mask, its invalid pixels
and effective pixels will be processed by the convolution win-
dow, which will cause the information to be blurred, and the
sides of the complement part do not match the actual results.

The gated convolution module is used to automatically
learn the soft occlusion mechanism from the data through
self-attention, dynamically identify the effective pixel posi-
tion in the image, and process the transition between the
masked area and the unmasked area. The proposed gated
convolution not only can retain features at long distances
that the residual block has but also has the ability of the gated
convolution itself to enhance the distinction between features
on both sides of the edge. The following formula (1) is the
operation of gated convolution [33]

Gatingy,x =〠〠Wg ⋅ I,

Featurey,x =〠〠Wf ⋅ I,

Oy,x = ϕ Featurey,x
� �

⊙ ϕ Gatingy,x
� �

:

8>>>><
>>>>:
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Among them, y, x is the center point of the current sliding
area; Wg is the convolution filter that selects mask and non-
mask space; Wf is the convolution filter to distinguish
between mask and non mask, and I/O is input convolution
filter and output convolution filter, respectively. Gating con-
volution and sigmoid (Figure 4(a)) [46] activation function
realize dynamic feature selection, that is, selecting mask cov-
erage space and normal space; feature convolution and Lea-
kyReLU activation function realize feature extraction, that
is, select part of the transition map of the masked and non-
masked areas and then use the dot product of gating and fea-
ture to more effectively select useful information. The
proposed gated convolution has stronger pixel selectivity so

that the convolution can accurately describe local features
even with a larger range of pixel deletions.

At the same time, the general gated convolution still has a
small amount of boundary blur on both sides of the mask
boundary, which will cause the problem of invalid pixels as
valid pixels when the window of the gated convolution is slid-
ing, which will cause the concealed information will be
regarded as part of the face itself rather than blocked, making
the device unable to effectively restore the original informa-
tion of the face. On this basis, different features generated
by different subgated convolution are added to the input to
get clearer feature differences on both sides of the mask
boundary (Figure 4(b)), to distinguish the differences on both

Sigmoid

LeakyReLU

(a)

Sigmoid

LeakyReLU

SigmoidSigmoid

LeakyReLU LeakyReLU

(b)

Figure 4: Results produced under different gated convolutions: (a) normal gated convolution; (b) proposed gated convolution.
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sides of the edge more accurately. The boundary pixels
between the region and the normal region affect the visual
connectivity of the whole image. If the defective part of the
mask edge is close to the normal part of the pixels, gated con-
volution can easily confuse the two, and different types of fea-
tures are strengthened by feature addition to achieving more
effectiveness on both sides of the mask edge. The feature dis-
tinction of, so that the image completion network is better
targeted at the completion part, and the part of the human
face itself and the covered part are logically distinguished
effectively.

4. Discriminator Network for
Partial Completion

4.1. Local Discriminator Network Combining Structure and
Texture. Aiming at the problem that the Image-inpaint net-
work only has a global discriminator network and the partial
restoration is not ideal, a local discriminator network is
proposed.

The local discriminator network proposed in this paper is
a part of D2 Local in Image-inpaint network. Its network
structure is the same as the D2 Global, it consists of five con-
volution blocks, and each convolution block contains a layer
of Convolution, Spectral Normalize, and LeakyReLU (the last
convolution block has no leakyrelu activation layer).

The completion part and the real part of the correspond-
ing position are input into the global discrimination network
to generate two 15 × 15matrices, and then, these matrices are
input into the adversarial network. The process is calculated
by

Ladv,l = E Igt,l ,Ccomp,lð Þ ln D2 Igt,l, Ccomp,l
� �� �

+ Ecomp,l ln

� 1 −D2 Ipred,l, Ccomp,l
� �� �

:
ð2Þ

Among them, Ipred,l is the completion part; Igt,l is the real part
of the corresponding position; Ccomp,l is the local comple-
ment edge map; this formula is the loss function of the local
adversarial network. It is responsible for identifying the
authenticity of the complete part so that the complete result
will not deviate from the authenticity.

The general local discriminator network is based on
authenticity, but because it only judges the authenticity of
the complete part itself, the style of the generated part is
weak, and the generated part affects the visual connectivity
of the whole image. Moreover, in the reconstruction of
high-level feature levels, factors such as color, texture,
and exact shape of the face are not taken into consider-
ation. Therefore, it is proposed to use style loss and percep-
tual loss for additional constraints. The recognition device
can also restore the occluded part under the condition of
conforming to the subject characteristics of the face. Style
loss is

Lstyle,l = Lϕ,jstyle ŷ, yð Þ = Gϕ
j ŷð Þ − Gϕ

j yð Þ
��� ���2

F
, ð3Þ

where Gϕ
j is the activation map of the j-th layer of the pre-

trained network and j is a set of integers from 1 to 5,
which corresponds to the activation maps of the relu1_1,
relu2_1, relu3_1, relu4_1, and relu5_1 layers of the pre-
trained VGG-19 [47] network. These activation maps are
also used to calculate the style loss to measure the differ-
ence between the covariances of the activation maps. The
Euclidean distance of each image feature is used to mea-
sure the degree of dissimilarity between perception and
the real part.

Although the style loss corrects the texture and pixel
completion error to a certain extent, it does not well preserve
the shape and structure of the image completion part. To
solve the loss of style, only the texture and color information
are retained, but the shape and structure information is not
effectively retained. The perceptual loss is proposed to
restrict the structure and shape of the generated result.
Perception loss as

Lperc,l = E 〠
i

1
Ni

Φi Igt
� �

−Φi Ipred
� ��� ��

1

" #
, ð4Þ

where Φi is the activation map of the i-th layer of the pre-
training network and i is the set of integers from 1 to 4, which
corresponds to the activation maps of the relu2_2, relu3_4,
relu4_4, and relu5_2 layers of the pretrained VGG-19 [47]
network. Igt and Ipred are the real image and the generated
image, respectively. The structure and shape features are
extracted from each activation graph, and the Euclidean dis-
tance between activation is calculated to promote the recon-
struction of high-level information.

Add formulas (2), (3), and (4) to obtain the total loss
formula (5) of the local discriminator network and the
Image-inpaint network

Llocal = Ladv,l + Lstyle,l + Lperc,l: ð5Þ

The main function of the local discriminator network is to
measure some blocks generated by the image and obtain
the combined losses to ensure the semantic rationality of
the complement.

Figure 5(a) is the result obtained when only formula (2) is
used as the loss function; Figure 5(b) is the result obtained
when formula (5) is used as the loss function, and
Figure 5(c) is the original image. The processed portrait is
the information after the occluded part is restored. The
restored part should not only pay attention to its authenticity
to the whole portrait but also consider its authenticity. There-
fore, the function of formulas (3) and (4) is to pay attention
to the generic structure and style of the restored part on the
premise that the global discriminator network also pays
attention to the generation structure and style of the genera-
tion part. Let the image completion network be subject to
more restrictions in training, just as human beings learn to
pay attention to more information when considering a
problem.

7Wireless Communications and Mobile Computing



4.2. Discriminator Network Based on Face Local Position
Constraint. Since the general local discriminator network is
essentially the same as the global discriminator network, it
only focuses on integrity, and it is difficult for the local dis-
criminator network to describe the texture of the face image
in detail when the face is completed. Therefore, a special local
discriminator network is proposed to deal with the genera-
tion details of human face parts, so that the completed part
and the whole image meet the visual connectivity.

The face-part discriminator network (D2 Face-Part)
(Figure 6) is a special partial discriminator network. The
face-part discriminator network is composed of four subnet-
works. These four subnetworks are the left-eye discriminator
network and the right-eye discriminator network, eye dis-
criminator network, nose discriminator network, and mouth
discriminator network. It targets the key parts of the human
face, namely, the left eye, right eye, mouth, and nose. The
four subnetworks of D2 Face-Part will extract the left eye,
right eye, nose, and mouth and send them to the face recog-
nition network. The network will be sent to the correspond-
ing four networks, and finally, four scores will be generated.
Calculate the respective adversarial losses, where the adver-
sarial loss is 1 as true and 0 as false. After these scores are
calculated for the adversarial loss, the four adversarial loss

values are added and averaged. The four values of the adver-
sarial loss are added and averaged to obtain

Ladv,f p =
1
4〠

4

i=1
Egt,i ln D2 Igt,i

� �� �
+ EIpred,i

1 − ln D2 Ipred,i
� �� �� �

: ð6Þ

Formula (6) is the loss function of D2 Face-Part and G2
adversarial, where Igt,i is the i-th real Face-Part and Ipred,i is
the i-th Face-Part of the completed image. The purpose of
this function is to hope that G2 (image completion generation
network) will pay more attention to the reliability of the gen-
eration of the facial “features” during training and to pay more
attention to its effects on the microlevel of the face.

Same as the improved local network, to overcome the
drawbacks of only paying attention to the true and false of
the image itself, which is brought about by the counter loss,
and not paying attention to its texture and structure. It is pro-
posed to use the style loss function and the perceptual loss
function for the discriminator of each part of the face so that
the generated part makes the whole image have better visual
connectivity. Formula (7) and formula (8) are the style loss
function and the perceptual loss function of the human face,
respectively.

(a) (b)

(c)

Figure 5: Effects under different losses: (a) adversarial loss; (b) combined losses; (c) original.

8 Wireless Communications and Mobile Computing



Lstyle,f p = Lϕ,jstyle ŷ, yð Þ = 1
4〠

4

i=1
Gϕ

j ŷið Þ −Gϕ
j yið Þ

��� ���2
F
, ð7Þ

Lperc,f p = E
1
4〠

4

j=1
〠
i

1
Ni

Φi Igt,i
� �

−Φi Ipred,i
� ��� ��

1

" #
: ð8Þ

The ŷi and yi in formula (7) are the restored part and the
corresponding real part, respectively, the i in formula (8) is
consistent with that in formula (3), and the j is an integer
set from 1 to 4, representing the four parts of the face,
respectively.

Formula (7) is the style loss of different parts of the face.
Its function is to calculate the style loss through the activation
map to measure the difference between the covariance of the
activation map. The Euclidean distance of each image feature

is used to measure the degree of perception different from the
real part. Taking the features extracted in the calculation as
the style, the Euclidean distance difference is calculated to
constrain the texture of the face to be compensated and
ensure that the texture and pixels are consistent with the
theme of the whole image.

Formula (8) is the perception loss of different parts of the
face. Its function is to limit the overall “features” of the com-
pleted face image, keep the structure of the restored part in
line with the requirements of the original image, and improve
the visual connectivity of the “features” after completion.

In order to measure the difference between the covari-
ance of the activation map, the Euclidean distance of each
image feature is used to measure the similarity between the
perceptual part and the real part. The features extracted in
the calculation are used as the style features of the face image,
and the Euclidean distance is used to calculate the degree of

(a) (b)

(c)

Figure 6: This is the result of each method under different mask conditions: (a) restoration results of different techniques under block mask;
(b) restoration results of different techniques under random mask; (c) restoration Face-Part of different techniques under random mask.
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difference in style between the real Face-Part and the comple-
mented Face-Part, to compare the completed face. The loca-
tion is subject to texture constraints, to ensure that the
texture and pixels conform to the theme of the whole image.
Constrain the overall “features” of the completed face image
to improve the visual connectivity of the “features” after the
completion. The face-part discriminator network also uses
the normalized convolution filtering in the network to recon-
struct the style of the unmasked part of the face, so that the
facial features are clearer and texture. The subject of the face
image is closer. The effect is shown in Figure 7.

Figure 7 shows the effect of face part generation. Each
part of D2 Face-Part network is equipped with adversarial
loss, style loss, and perception loss, which restrict the authen-
ticity, texture, and structure of the image, respectively, so that
the details of the eyes, nose, mouth, and other parts of the
portrait are more in line with common sense that people
should have.

Add formulas (6), (7), and (8) to get the total loss of G2
and D2 Face-Part losses (formula (9))

Lf p = Ladv,f p + Lstyle,f p + Lperc,f p: ð9Þ

In general, the discriminator network for image comple-
tion is composed of three discriminator networks, which are
based on the integrity of the face image completion, the ratio-
nality of the face image completion part, and the generation
of facial image “facial senses.” It is logical. Use D2 Face-
Part to analyze the structure of the face, so that the structure
of the glasses, nose, and mouth is closer to the real shape.
Through the constraint of external loss, the overall, partial,
texture, structure, and pixel supervision of G2 can be
achieved.

5. Experiment and Evaluation

5.1. Experimental Setting. Use 202599 data sets in CelebA
[48] for training, testing, and evaluation. Before training,
each face image is rescaled to 256 pixels × 256 pixels × 3
pixels.

The experimental environment is Windows 10 as the
platform, with Pytorch 1.7 implemented on Python 3.8, the
processor is i5-9400F 2.9GHz, the memory is 32GB, and
the graphics card is RTX2070 SUPER 8GB.

The learning rate is 0.0001 by default, and the Adam [49]
gradient descent method is used to backpropagate the

(a) (b)

(c)

Figure 7: Effects under different losses: (a) adversarial loss; (b) combined losses; (c) original.
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update gradient, and the Beta 1 and Beta 2 are, respectively,
0.0 and 0.9.

5.2. Results and Analysis. To compare the experimental
results more intuitively, the classical algorithms with better
performance in recent years are adopted, which are
Context-Encoder in [31], Globally-Locally in [32], and Edge-
Connect in [38]. To intuitively express the superiority of the
proposed complementary algorithm, the peak signal-to-noise
ratio (PSNR) is used to measure the distance between the
complementary image and the original image. The larger
the value of PSNR, the better the performance of the comple-
mented image. At the same time, to reflect the authenticity of
the proposed algorithm in the structure of the complemen-
tary image, the structure similarity (SSIM) is used to measure
the difference between the structure of the complementary
image and the original image. SSIM uses 0 as the lowest score.
The higher the score, the structure of the complementary
image. Logically, the more it conforms to the standard of
the original image structure, the highest score is 1.

Figures 6(a) and 6(b) are the results of block occlusion
completion and irregular occlusion completion, respectively.
There are 8 rows and 7 columns. The rows represent different
test images, and the columns represent the performance of
the same type or the same method in different images.
Among them, the first column represents the original image
occluded by a specific mask, the second column is the mask
image of a specific type of occlusion original image, and the
third to sixth columns are article [31], article [32], article
[38], and the completion results of the proposed method
under different masks. The seventh column is the original
image.

Figure 6(c) has 5 rows and 4 columns, and each row
represents the results of different methods. They are the
Context-Encoder method of article [31], the Globally-
Locally method of article [32], the EdgeConnect method of
article [38], the method and original image proposed in this
article. Each column represents the left eye, right eye, nose,
and mouth.

5.2.1. Analysis of Occlusion Restoration and Completion
Results. It can be seen from the results in Table 1 that the
effect of the proposed method is better than that of other
control groups.

From the perspective of qualitative analysis, in
Figures 6(a) and 6(b), there are still some noises after the
completion of the image in the third column, the recovery
level of details is generally poor, and the hue and brightness
of the generated part are different from that of the complete
image. The fourth column of facial features is too flat, and

the feature recovery rate of each part of the face is low, which
cannot reflect the facial features of the face well. The fifth col-
umn is better in the case of random occlusion, but it is not
good in the case of block occlusion, and the complementary
color does not match the basic tone of the whole image.
The sixth column was based on the control group. In addi-
tion to basically avoiding noise, the hue and facial contour
of the complementary color part are more consistent with
the original image, and the detail texture of facial features is
also better.

From the perspective of quantitative analysis, the recon-
struction loss formula of the third column fits the sur-
rounding texture according to its results. It is essentially a
linear operation using L2 distance, and its fitting ability is
not as good as that of adversarial loss. The fourth column
uses multiple discriminators to calculate, which not only
makes the generated part more specific but also takes into
account the overall information. However, because it is
unconditional input and there is no edge information as
the condition, the visual connectivity of the image restora-
tion results is poor, but its score shows that this idea is fea-
sible. The fifth column method uses multiple loss functions
and takes edge conditions as input, which greatly improves
the visual connectivity of the generated results, but the
results are slightly lower than the fourth column method.
Based on the fifth column, the sixth column method further
enhances the generated results.

5.2.2. Analysis of the Results of Face-Part Completion. LE, RE,
N, and M in Table 2 represent the English abbreviations for
the left eye, right eye, nose, and mouth, respectively. Combin-
ing the results of Figure 6(c), the proposed method has a bet-
ter ability to restore Face-Part than the control group.

From the perspective of qualitative analysis, the details of
the facial parts after the completion of the first line in the fig-
ure are blurred; there are obvious noises, and the structure is
unclear. The complete structure of the second line is not
obvious, the texture of the complete effect is flat, and the
facial parts are not clear. The hue expression in the third line
deviates too much from the entire image, and the supplemen-
tary details of Face-Part are not ideal. The repair effect is
slightly worse when the fourth line is defective, but overall,
the repair effect of the facial part is better than the control
group, and the color tone and brightness are consistent with
visual connectivity.

From the perspective of quantitative analysis, the
Context-Encoder method in the first line only focuses on
the wholeness of the local generation to fit the visual connec-
tivity of the entire image, resulting in the inadequate genera-
tion of Face-Part (LE, RE, N, and M) details. The method

Table 1: PSNR/SSIM of Figures 6(a) and 6(b).

Figure 6 no. Context-Encoder Globally-Locally EdgeConnect Ours Ground-Truth

a
21.03 26.88 23.96 27.89 Inf

0.9467 0.9218 0.8653 0.9508 1

b
14.89 18.08 21.00 22.76 Inf

0.7824 0.8871 0.7731 0.8297 1
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proposed in the second line also has the problem of the
method in the first line, but it is more closely related to the
local generation and the overall generation, and the genera-
tion effect is better. Although the method in the third row
is not good in terms of data performance, it is a portrait res-
toration based on edge conditions, and its performance in the
reconstruction of texture and structure is more in line with
the look and feel of real portraits. The method in the fourth
line uses a gated convolution block with a self-attention
mechanism to identify both sides of the mask boundary more
accurately. At the same time, it uses a loss function and mul-
tiple discriminators that focus on different factors of the por-
trait, giving a human-like Face-Part (LE, RE, N, and M) that
are more real.

6. Conclusion

We have determined that GAN can be trained on external
standard datasets. To generate face occlusion recovery in
the adversarial network, a complete structure based on edge
conditions, a convolution block based on self-attention
mechanism, and a discriminator based on multiple discrimi-
nators are introduced in the GAN. The hidden part is
repaired by an edge generator, and the hidden part is distin-
guished from the normal part by self-attention convolution
block. Based on the constraints of local and facial feature
parts, multiple discriminators are used to completing the
recovery results of style texture and different levels. To verify
the validity of this method, three methods, Context-Encoder,
Globally-Locally, and EdgeConnect, are used to compare.
The results show that the comprehensive level of the pro-
posed method is higher than that of the control group.

However, the method still has some deficiencies in the
details of face integrity, and the effect for small-sized parts
of the face still needs to be improved. In the complex texture
part, the restoring effect is also limited, and the restoring
effect is relatively simple. So overcoming these problems is
also our future work. We have determined that image
inpainting based on edge conditions and deep learning using
a GAN can effectively solve this problem. Next, we will fur-
ther improve the image quality based on the latest research
results and the advantages of the proposed method.
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