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With the development of Internet of Things (IoT), 5G, and industrial technology, Industrial Internet has become an emerging
research field. Due to the industrial specialty, higher requirements are put forward for time delay, safety, and stability of the
identification analysis service. The traditional domain name system (DNS) cannot meet the requirements of industrial Internet
because of the single form of identification subject and weak awareness of security protection. As a solution, this work applies
blockchain and federated learning (FL) to the industrial Internet identification. Blockchain is a decentralized infrastructure
widely used in digital encrypted currencies such as Bitcoin, which can make secure data storage and access possible. Federated
learning protects terminal personal data privacy and can carry out efficient machine learning among multiple participants. The
numerical results justify that our proposed federated learning and blockchain combination lays a strong foundation for the
development of future industrial Internet.

1. Introduction

In recent years, countries worldwide have paid more and
more attention to the development of Industrial Internet.
Industrial Internet is an important cornerstone of the fourth
industrial revolution and a key measure to transform old
kinetic energy into a new one [1]. With the development of
Industrial Internet in the past few years, a single form of
equipment and different types of enterprises have been con-
nected by the Industrial Internet, which allows the resources
of different links to be organically combined. The Industrial
Internet system architecture consists of four aspects: network
connection, platform, security system, and identification
analysis system [2]. Among them, the network is used to real-
ize the connection of people, machines, and things, and it is
the foundation of Industrial Internet. The security system is
responsible for providing security protection and guarantee,
and the purpose of the platform is to open up operational
data and Internet data to integrate resources. The identifica-
tion analysis system is an important hub for the realization of
Industrial Internet.

The traditional domain name system (DNS) resolution
service faces serious challenges in terms of subject identifica-
tion, resolution methods, security, and service quality, and it
cannot meet the needs of industrial networks. The main
reasons can be summarized as follows: change of subject iden-
tification, mass data and ultralow latency requirements,
security and privacy protection, fairness, and reciprocity. It
is mainly because the blockchain system has the characteris-
tics of calculation, storage, and scalability, while federated
learning (FL) has the characteristics of ensuring information
security during big data sharing and exchange and protecting
the privacy of terminal personal data. This paper uses block-
chain to store important information about devices; themodel
uses the convolutional neural network (CNN) of FL as the
baseline. The technologies of blockchain and federated learn-
ing are applied to Industrial Internet identification analysis,
which enables identification analysis to play amore important
and irreplaceable role in the Industrial Internet field.

The chain storage structure of the blockchain can com-
prehensively record the data generated by Industrial Internet
companies in the production and operation process, which
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makes the data nontamperable, thereby ensuring the
authenticity and credibility of the data. This is also advanta-
geous for Industrial Internet companies to reduce costs and
improve efficiency. The privacy protection of blockchain
technology are applied due to the advantages of trusted col-
laboration; it can be deeply integrated with the Industrial
Internet in terms of data confirmation, accountability, and
transactions, thereby promoting the transformation of indus-
trial production to digital and intelligent [3]. Feng et al. [4]
introduced four core technologies of blockchain: decentrali-
zation, consensus mechanism, encryption algorithm, and
smart contracts. In the blockchain, users jointly create a pub-
lic ledger for block verification and transaction records [5].
[6]. Blockchain technology has laid a solid foundation for
earning trust and created a reliable cooperation mechanism,
and it has a wide range of application prospects [7, 8].

Federated learning is a solution for machine learning
and artificial intelligence (AI) to face more stringent data
management regulations. In the framework of federated
learning, the central server saves global data that can be ini-
tially shared, and each client saves local data and trains local
machine learning and artificial intelligence models based on
the local data. Then, according to a certain communication
mechanism, client transmits the model parameters and
other data to the central server. The central server collects
the data uploaded by each client and conducts training to
build a global model; each client has the same role and status
in the entire federated learning mechanism [9]. Federated
learning effectively solves the problem of the client sharing
data between two or more data without contributing data,
so it solves the problem of data islands to a large extent.

The sensors and IoT devices deployed in the Industrial
Internet of Things generate massive amounts of sensor data,
and the analysis of sensor data can promote industrial
production and manufacturing. When federated learning
analyzes and processes massive amounts of sensor data,
there is no need for data interaction between devices, so
the privacy of local data can be guaranteed. For example,
in the process of anomaly detection in the Industrial Internet
of Things [10], the privacy of local data can be guaranteed by
using federated learning, and there is no need to interact
with local data between devices, which can improve the abil-
ity to detect abnormal IoT nodes in the process of anomaly
detection. At the same time, data-driven cognitive comput-
ing (D2C) faces some important bottlenecks in the Industry
4.0 scenario [11]. In order to solve the problem of privacy
leakage in cognitive computing, federated learning can be
used in cognitive computing in the Industrial Internet of
Things to protect data security and prevention of privacy
leaks. However, if the central server fails or has a trust issue,
then all computing and information security cannot be guar-
anteed, and a single point of failure will occur [12]. The
decentralized distributed data storage structure of the block-
chain can remove the trusted central authority, so it can
solve the trust problem of the central server in the federated
learning, thereby preventing the single point of failure.
Therefore, the use of blockchain technology based on feder-
ated learning can prevent single-point failure problems, and
the verification mechanism of the blockchain can ensure the

authenticity of data while selecting high-quality and credible
edge device [11].

The main contributions of this article are summarized as
follows:

(1) It is necessary to include privacy protection in the
equipment identification of Industrial Internet. We
utilize federated learning to guarantee information
security during large data sharing and exchange, as
well as safeguard the privacy of terminal personal
information

(2) We propose a novel framework that applies block-
chain and federated learning technology to the
research of Industrial Internet identification. The
performance of the proposed framework is verified
by solid numerical results

The rest of this paper is organized as follows. Section 2
presents the related work. Section 3 introduces blockchain
technology as well as its application in industrial Internet.
Section 4 proposes our solution of blockchain-based federal
learning with numerical results, followed by Section 5 to
conclude the paper.

2. Related Work

With the rapid development of Internet of Things (IOT), 5G
networks, and industrial technology, some new applications
such as smart cities, virtual reality, and industrial intelligent
production continue to emerge. The number of wearable
devices, industrial machines, and different types of sensors
has exploded, which indicates that the future network is
transforming from a consumer to a production model. The
particularity of industrial production requires that industrial
networks can perceive environmental information through
intelligent means, support a large number of heterogeneous
device access, support massive multisource, multimodal data
high-speed transmission, and have stronger security, thus
providing better service for enterprise production. This has
brought huge challenges to the traditional Internet in terms
of architecture, security, and performance [13].

Different from the consumer Internet and the traditional
IOT, industrial Internet has diverse communication subjects
and higher performance requirements, and traditional DNS
resolution services cannot meet their needs. In order to meet
the characteristics and requirements of industrial Internet,
its identification resolution system must follow these princi-
ples: support for multisource heterogeneous communication
subjects, security guarantee for identification resolution
services in complex environments, fair and equal guarantee
for participation of multiple organizations, effectiveness
guarantee in scenarios with multiple protocols, high concur-
rency and differentiated requirements, and providing
scalability at the protocol level and system level. In response
to the principles, considering the calculation, storage, and
scalability characteristics of the blockchain system, federated
learning has the characteristics of ensuring information
security during big data sharing and exchange and
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protecting the privacy of terminal personal data. The tech-
nology of blockchain and federated learning are applied to
industrial Internet identification analysis, which promote
the development of identification analysis in the field of
industrial Internet.

Blockchain is a new type of technology that has gradually
emerged with encrypted digital currency. It adopts a distrib-
uted computing model, uses blockchain to store data, and
uses cryptographic principles to ensure the security of trans-
mission and access. Data storage is jointly maintained and
supervised by Internet users. It has distinctive features such
as decentralization, transparency and openness, and unmo-
difiable data [14]. It uses distributed storage and calculation
to ensure that the entire network node has the same rights
and obligations, and the data in the system are essentially
maintained by the nodes of the entire network. By this
means, the blockchain no longer depends on the central pro-
cessing node to realize the distributed storage, record, and
update of data. Therefore, its application is not limited to cur-
rency as an asset type, and its application research in various
industries is relatively extensive. Chi et al. [15] summarized
the existing blockchain technologies in several typical fields,
and then gave the main problems and countermeasures in
the development process of blockchain in detail, and finally
discussed the prospects and forecasts of blockchain. Block-
chain is a distributed ledger technology that relies on logical
control functions such as smart contracts to evolve into a
complete storage system. Changes in its classification
methods, service models, and application requirements have
spawned to the diversified core technologies. In order to fully
understand the blockchain ecosystem, Bao et al. [16] designed
a hierarchical blockchain technology architecture and further
analyzed the basic principles, technical associations, and
research progress of each layer structure of the blockchain.
The frontier application directions of blockchain such as the
industrial Internet and smart cities are given at the end.

Federated learning based on client-server architecture
and distributed machine learning [17] are both used to pro-
cess distributed data, but there are differences between them
in terms of application fields, data attributes, and system
composition [18]. Federated learning algorithms can be
divided into machine learning-based algorithms and deep
learning-based algorithms. Federated learning has the
following characteristics.

(i) Supporting nonindependent and identically distrib-
uted data: the federated learning algorithm performs
well in nonindependent and identically distributed
data. In the actual use of federated learning, the data
quality and distribution of the data holder is uncon-
trollable. The data of the holder cannot be required
to meet independent and identical distribution, so
the federated learning algorithm needs to support
nonindependent and identically distributed data

(ii) Efficient communication: federated learning needs to
consider the system heterogeneity of the data holder
to improve communication efficiency and reduce
communication loss without losing accuracy or loss

(iii) Fast convergence: in the process of joint modeling,
it is necessary to ensure the convergence of the
model and at the same time increase the conver-
gence speed

(iv) Security and privacy: since data privacy security is
an important feature of federated learning, security
and privacy are two necessary requirements for fed-
erated gradient updates. Security and privacy can be
carried out in the aggregation process through
encryption and other methods and can also be
reflected in the process of stand-alone optimization

(v) Support complex users: complex users refer to the
large number of users and the imbalance or devia-
tion of user data. The federated optimization algo-
rithm needs to have good compatibility ability to
deal with this situation

Based on the advantages of the above federated learning
algorithm, information security can be guaranteed during
big data sharing and exchange, and the privacy of terminal
personal data is protected. Furthermore, it can carry out
high-efficiency machine learning among multiple partici-
pants or multiple computing nodes. Zhang et al. [19] made
a comprehensive review of recent research and achievements
in federal learning and presented future development trends.
First, data islands and privacy protection are described to
introduce the background of federated learning, and the con-
notation and mechanism of federated learning are outlined.
Then, typical application cases of data sharing and exchange
based on federated learning technology are introduced.

3. Blockchain for Industrial Internet

Currently, mainstream object recognition systems include
object identifier (OID) recognition system, Ecode recogni-
tion system, and handle recognition system. The OID iden-
tification system has simple coding rules, good flexibility,
and scalability. Therefore, the OID identification system is
adopted to apply the traceability system of industrial equip-
ment. We first propose the overall framework design of the
system in this section. At the same time, in order to ensure
the security of the system, the key and authentication
mechanism and the authority management mechanism are
proposed, and then, the traceability scheme inside the block-
chain and the traceability scheme outside the blockchain are
designed in detail.

3.1. System Security Design

(1) Key and authentication mechanism: the key and
authentication mechanism mainly include the
identification of the traceable company’s identity
information and the distribution of key pairs. It uses
cryptographic techniques such as asymmetric
encryption, digital signatures, and public key infra-
structure (PKI) authentication systems. A traceable
enterprise that successfully performs identity verifi-
cation can obtain a key pair issued by the key
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management center. The key pair includes a public
key and a private key. When the user calls the smart
contract, the verifier will verify the data on the chain.
After confirming that the data is legal, the public key
will be used to encrypt the data, and then, the
traceability information will be recorded in the
blockchain. When reading the information in the
blockchain, the smart contract can be called to
obtain encrypted data, and the corresponding trace-
ability information can be obtained after decryption
with the private key

All traceable companies need to perform identity
authentication and key distribution operations before join-
ing the system. The detailed steps of key and authentication
are as follows:

(i) The traceability company submits the key pair and
digital certificate application to the certification cen-
ter. During the application process, it is necessary to
provide traceable company certification materials,
including information such as the company’s social
credit code and company name

(ii) The certification center reviews the applicant’s
certification materials. After passing the identity
authentication, the certification center submits the
applicant’s information to the key management
center and requests the distribution of key pairs.
After receiving the request, the key management
center generates a key pair, adds the flag field infor-
mation, and saves it in the secure database. The
marked field is the social credit code of the traceable
enterprise, which is used to identify the identities of
different applicants

(iii) The key management center sends the key pair to
the applicant and at the same time returns the
public key to the certification authority center to
generate a digital certificate

(iv) The certification center generates a digital certificate
based on the applicant’s identity information and
the public key and returns the digital certificate to
the applicant. The certificate adopts the X.509 stan-
dard proposed by ITU-T. The key management
center will return the key pair, and the certificate
authority will return the digital certificate. The appli-
cant can compare them to determine whether the key
pair is correct. If there is an error, it needs to reapply

(2) Key and authentication mechanism: in the industrial
equipment traceability system, certain transaction
information has a certain degree of confidentiality
and can only be accessed by specific users. However,
blockchain technology has the characteristics of
information transparency and information sharing.
Any user of the unrestricted blockchain network
can obtain the information in the block, which leads

to the leakage of users’ private information. In this
regard, two propose the user rights management.
Different types of users have different access
rights, thereby ensuring the security of user infor-
mation and preventing the leakage of user privacy
information. We assign permissions based on the
tasks and needs of users in traceability companies,
regulatory agencies, and industrial equipment
traceability systems

(i) Supervision department: it is necessary to supervise
all traceability information of industrial equipment.
Therefore, the supervision department has the high-
est access authority in the traceability system and
can add, delete, modify, and query traceability
information. Adding operations is to call smart con-
tracts to record traceability information on the
blockchain. The delete operation will not directly
delete the traceability information from the block-
chain, but will add the traceability information
corresponding to the state of the industrial equip-
ment in the “deleted” state to the block. There are
seven industrial equipment statuses in the traceable
system, which are transportation, delivery, distribu-
tion, sale, return to the factory, and deletion.
Similarly, the modification operation also adds
traceability information of the state of the industrial
equipment to the block. The query operation can
query the complete traceability information table
of industrial equipment

(ii) Traceability companies: it provides traceability
services general access rights and can add, modify,
and query traceability information. Among these
operations, the addition and modification opera-
tions are the same as the highest access authority.
For query operations, general access rights can only
query the production, circulation, distribution, and
supervision of industrial equipment

(iii) User: it needs to query the traceability information
of the purchased product and has the lowest access
authority. Besides, it can only perform query opera-
tions that is the same as the traceability company

3.2. Block and Traceability Information Table. Equations
should be provided in a text format, rather than as an image.
Microsoft Word’s equation tool is acceptable. Equations
should be numbered consecutively, in round brackets, on
the right-hand side of the page. They should be referred to
as Equation (1), and so on in the main text.

The block and traceability information is the most basic
data structure in the traceability scheme in the blockchain,
which mainly includes three parts: block, transaction table,
and traceability information table. Blockchain is a chained
data structure composed of multiple blocks. A block is a
carrier used to store transaction orders. Each transaction
order is a piece of traceability information for industrial
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equipment. The user calls the smart contract to obtain the
traceability information table of the industrial equipment
through the unique OID number of the industrial equip-
ment. Due to different access rights, the traceability informa-
tion tables obtained by the user are also different.

The block and traceability information table is shown in
Figure 1, which mainly includes three parts: block, transac-
tion ticket, and traceability information form. In the block
part, the first is the block header, which is composed of the
timestamp of the block generated by the hash value of the
previous block and the hash value of the root of the Merkel
tree. Common hash algorithms include SHA1, SHA2, and
MD5. In this paper, we use the SHA-256 hash algorithm,
whose reliability and security meet the requirements of the
traceability system. The second is the block body, which
includes a single transaction number and transaction order.
In the transaction ticket part, the transaction table is mainly
composed of the product identification code, digital abstract,
transaction content, timestamp, public key, and digital sig-
nature. The part of the traceability information table mainly
includes five links. The product identification code is the
identification mark of industrial equipment.

3.3. Blockchain Traceability Scheme. In the device traceabil-
ity system based on the blockchain, the traceability enter-
prise first needs to perform identity authentication and key
distribution. After the operation is completed, each partici-
pant in the system is assigned a different authority. When
the equipment circulates in the supply chain, traceability
companies, and regulators will call smart contracts to record
equipment traceability information.

In the traceability solution outside the blockchain, we
apply the OID identification system to the equipment trace-
ability system. We store equipment traceability information
in the traceability enterprise identification management
server through the OID identification information registra-
tion mechanism and obtain detailed equipment traceability
based on the OID identification analysis mechanism
information to achieve equipment traceability. The external
information of capacity equipment traceability blockchain
management solves the problemof blockchain data explosion.

The caption can also be used to explain any acronyms
used in the figure, as well as providing information on scale
bar sizes or other information that cannot be included in the
figure itself. Plots that show error bars should include in the
caption a description of how the error was calculated and the
sample size (see Figure 2).

3.4. Experiment Results Analysis. This section mainly tests
the actual operating efficiency of the improved blockchain
and analyzes the test results to verify the practicability of
the proposed traceability system. First, an improved block-
chain on a virtual machine is deployed. After that, sending
suggestions and querying requests are used to test the system
latency and throughput to activate the blockchain network.
In the paper, throughput refers to the number of requests
processed per unit time, and its unit is Tx/s. The system
delay and throughput are obtained after many tests.

Figure 2 shows the system throughput under the pro-
posal requests and the query requests. The system through-
put increases at the beginning and then decreases with the
increase of the proposal request. When the proposal request
reached 4000, the throughput reaches the highest value. This
is because the number of requests exceeds the processing
capacity of the node, which will cause thread blocking and
reduce system performance. At the same time, we can see
from Figure 2, regardless of the query request, the system
throughput is basically stable at about 350. This is because
during the query request process, the blockchain only per-
forms read operations instead of the write operations, which
does not occupy system resources. As a result, the system
throughput is relatively stable.

4. Blockchain-Based Federated Learning

The application of FL in the industrial Internet of Things
(IIoT) is introduced in this section. We propose a FL frame-
work based on device recognition in IIoT, which takes into
account communication efficiency and data privacy.

4.1. The Communication Efficiency of the IIoT. There are two
communication modes for the IIoT, including wired com-
munication and wireless communication [20]. Recently,
wireless communication technology is widely used in vari-
ous fields, especially in the IIoT because of its flexibility
and scalability. In the IIoT communication system, devices
in the network are usually in different environments. In
addition, there are a large number of devices in the IIoT,
which require the communication system to be flexible and
expandable. Therefore, it is a natural trend to regard wireless
communication technology as the main method of the IIoT.
With FL technology, local devices need to iteratively upload
gradients to the central server, which introduces enormous
communication overhead. In this case, the top-k algorithm
is proposed to reduce communication costs.

4.2. The AI Model Based on Device Identification. Traditional
machine learning needs to collect data from multiple devices
to a central server for training, which only considers the
performance of the central server when an AI model is
designed. In this paper, we adopt FL to alleviate the data
privacy problems. FL is a distributed machine learning. To
consider the performance of all devices in the IIoT, espe-
cially in the IIoT, there are a large number of smart devices
distributed in the network. The storage and calculation
performance of these devices are different (the storage per-
formance of mobile phones is worse than that of notebooks).
Therefore, it is essential to consider devices with poor per-
formance to ensures that each device can work successfully.
In this paper, the device identification is stored through
blockchain technology.

The AI model is designed based on device identification.
In this paper, the AI model changes the depth of the convo-
lutional layer according to the performance of the device in
the network. We can increase the depth of convolutional
layers when devices have superior performance. It is undeni-
able that the performance of the AI model is better with the
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increment of convolutional layers. This proposed framework
designs the AI model based on the performance of the
device, which makes a trade-off between the complexity of
the network and the performance of the model.

4.3. Proposed Framework Based on FL. Traditional machine
learning aggregates data from different devices to a central
server, which may lead to data leakage and privacy infringe-
ment. Users are unwilling to share data, which leads to the
problem of data isolated island. FL has been studied by many
researchers in order to alleviate these problems. FL realizes
data sharing in the IIoT and protects data privacy to a
certain extent. However, the application of FL technology

to the IIoT faces many challenges. For example, devices in
wireless communication networks upload local gradients
or models, which will bring a lot of communication
overhead. It is essential to elaborate methods to reduce
communication overhead.

Besides, the attacker can ratiocinate the private data
from the gradient or model uploaded by local devices [21,
22]. To alleviate the problem of privacy protection in FL,
many methods have been proposed, which are mainly
divided into encryption technology [23] and differential
privacy methods [24, 25]. Methods based on cryptography
protect data privacy at the cost of decreasing communica-
tion efficiency. In this paper, we propose an algorithm based
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on differential privacy technology to alleviate the problem of
data privacy.

The proposed framework based on FL integrated with
blockchain is shown in Figure 3. It describes the system
model applied to the industrial Internet scenario, where
the underlying device with different performance is trained
based on the local dataset. The training model uses the
CNN model, and then, the local equipment uploads the
model parameters to the central server for aggregation. After
aggregation, the new model parameters are sent to each
device. Among them, the blockchain can remove the trusted
central authority. Therefore, it can solve the trust problem of
the central server in the federated learning, preventing the
single point of failure in the federated learning. In order to
improve the communication efficiency, the proposed
method employs a top-k algorithm when the gradient is
uploaded to the central server. Besides, in terms of data
privacy, we propose an improved differential privacy tech-
nology to realize data sharing. The detailed process of FL is
exhibited as follows.

Step 1: local model train. The local device trains the AI
model iteratively based on the local database to achieve a
linear optimization problem locally. ωl

i, γ represent the local
model and learning rate of the device in the ith iteration,
respectively, and f ð∙Þ is the loss function.

ωl
i = ωl−1

i − γ∇f ωl
i

� �
: ð1Þ

Step 2: local gradient preprocess. The local device trains
the AI model based on the local database. To reduce the
communication overhead, the proposed framework employs
the top-k algorithm. Device Di calculates the absolute value
of the parameters in epoch t. Then, these values are sorted
in positive order. We choose the first k values for global
aggregation. This paper uses Gaussian mechanism to add

noise to the local gradient, which protects the data privacy
of users. The gradients in epoch t can be expressed as

gt xð Þ⟵OL ωð Þ: ð2Þ

The process of gradient clipping is as

gt xð Þ′ = gt xð Þ
max 1, gt xð Þk k2/S

� � : ð3Þ

Step 3: local gradient calculation. The selected k gradi-
ents utilize differential privacy for noise disturbance, where
S denotes the L2-norm threshold of gradient clipping. Note
that S is the global sensitively set in advance. The procedure
ensures that the L2-norm of the gradients of the local device
is within the range of S. Then, Gaussian noise is added to the
gradients which introduces randomness. The gradients
adding Gaussian noise are as

gt xð Þ′′ = 1
b
〠 gt xð Þ′ +N 0, σ2

� �� �
, ð4Þ

where b presents batch size and Nð0, σ2Þ represents
Gaussiandistribution. The variance σ must meet

σ = S
ϵ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2 ∗ ln 1:25/δð Þ

p
, ð5Þ

where δ presents slack factor, s presents privacy budget,
and s is set differently based on the data size of the
local dataset. Besides, s is modified based on the loss
of the model.

Step 4: local model update. Randomness is introduced
due to the noise. The local model is updated by

ωt+1 = ωt − η ∗ gt xð Þ ð6Þ
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Figure 3: The proposed framework based on FL integrated with blockchain.
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Step 5: local gradient upload. Devices in the industrial
Internet upload local gradients to the central server.

Step 6: model aggregate. The central server aggregates
the gradients from devices in the IIoT. Then, the server
sends the new model to all devices. The global model of
epoch t + 1 is shown as

ωt+1 = ωt +
1
m

〠
m

k=1
Δωk

t+1

 !
,Δωk

t+1 = ωk
t+1 − ωk

t : ð7Þ

4.4. Experiment Result Analysis. To evaluate the perfor-
mance of the proposed method, a well-known digital classi-
fication dataset MNIST is employed. The AI model is
designed based on the performance of the devices in the
IIoT. Users can get the performance by the device identifier
stored in the blockchain. There are 40 devices (15 mobile
phones and 25 computers) in the wireless work to verify
the proposed framework. We employ the CNN model as
the learning model. Mobile phones are given in the network.
The CNN model is designed with 2 convolutional layers and
2 fully connected layers. The kernel size is set as 3 × 3. The
gradient clipping threshold S is set to 0.01. The AI model
employs the maximum pooling and dropout to alleviate
overfitting. Classification accuracy is employed as the evalu-
ation criteria. To realize differential privacy protection, this
paper adds Gaussian noise to the gradients in the process
of gradient descent of backpropagation. As is shown in
Figure 4, we compare the performance of our method with
the ALMDP [24] algorithm. The result shows that our
method is better. The accuracy of the model can reach
97.6%, which increases with the enlargement of s.

The performance of FL without differential privacy is
compared with our proposed framework. As shown in
Figure 5, the accuracy of FL without differential privacy is
better than our method before epoch 12.

However, the accuracy of FL without differential privacy
decreases rapidly in epoch 12 due to malicious modification

of one device. Even if the performance of our method is
worse, our method makes a trade-off between performance
and data privacy.

5. Conclusions

The industrial Internet has received full attention from
domestic and international researchers. As an important
infrastructure of the industrial Internet, identification reso-
lution technology is a link that must be overcome. The
network interconnection of industrial control systems, the
intercommunication of industrial data, and system security
are issues that require great attention during the develop-
ment of the industrial Internet. Blockchain technology has
the characteristics of decentralization, immutability, and
low cost, which can solve the pain points in the development
process. Federated learning, as the basic theory of large-scale
collaboration in the next generation of artificial intelligence,
provides effective solutions to key issues such as small data
and privacy in the current development of artificial intelli-
gence, which can further promote the development of the
industrial Internet. The numerical results justify that the
federated learning and blockchain technology for industrial
Internet identification proposed in this paper are practical
and effective, which opens up a new research direction for
the development of industrial Internet identification.
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