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5G is about to open Pandora’s box of security threats to the Internet of Things (IoT). Key technologies, such as network function
virtualization and edge computing introduced by the 5G network, bring new security threats and risks to the Internet
infrastructure. Therefore, higher detection and defense against malware are required. Nowadays, deep learning (DL) is widely
used in malware detection. Recently, research has demonstrated that adversarial attacks have posed a hazard to DL-based
models. The key issue of enhancing the antiattack performance of malware detection systems that are used to detect
adversarial attacks is to generate effective adversarial samples. However, numerous existing methods to generate adversarial
samples are manual feature extraction or using white-box models, which makes it not applicable in the actual scenarios. This
paper presents an effective binary manipulation-based attack framework, which generates adversarial samples with an
evolutionary learning algorithm. The framework chooses some appropriate action sequences to modify malicious samples.
Thus, the modified malware can successfully circumvent the detection system. The evolutionary algorithm can adaptively
simplify the modification actions and make the adversarial sample more targeted. Our approach can efficiently generate
adversarial samples without human intervention. The generated adversarial samples can effectively combat DL-based malware
detection models while preserving the consistency of the executable and malicious behavior of the original malware samples.
We apply the generated adversarial samples to attack the detection engines of VirusTotal. Experimental results illustrate that
the adversarial samples generated by our method reach an evasion success rate of 47.8%, which outperforms other attack
methods. By adding adversarial samples in the training process, the MalConv network is retrained. We show that the detection
accuracy is improved by 10.3%.

1. Introduction

With the commercialization and popularization of 5G, the
IoT is coming closer to reality [1]. Meanwhile, with the scale
expansion of connected terminals, data storage, and utiliza-
tion, security issues are becoming more and more complex.
As the methods of network crime are also constantly
updated, the probability of network attack is greatly
increased, which is not conducive to protecting personal pri-
vacy [2]. Therefore, in the 5G era, designing a model with
good robustness is an important issue.

At present, malware attacks remain as one of the most
urgent security issues users facing. In the last decade,
deep neural network-based malware detection has fulfilled

remarkable achievements [3]. A growing community of
researchers is attempting to apply deep learning to mal-
ware detection and classification tasks [4–9]. Saxe and
Berlin [10] extracted the binary features of PE files, which
are portable executable ones under Windows operation
systems and utilized a four-layer feed-forward neural net-
work to detect malware. Kalash et al. [11] transformed
malware binaries into greyscale images and classified mal-
ware by the use of a CNN. The DL-based malicious
detection and classification models are now widely used.

However, much recent work indicates that adversarial
attacks can cause serious damage to deep neural networks
[12–15]. Adversarial examples in computer vision applica-
tions have been widely proven. In malware detection,
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adversarial modifications often need minor changes to
malicious binaries. Different from language and images,
codes are discrete sequences, which means that the gener-
ation technique of adversarial samples in images cannot be
transferred to the malware detection field. Moreover, a
minor change in the sequence may result in its functional-
ity be changed completely. For example, in a binary file,
changing a single byte may lead to a completely ineffective
bytecode or distinct functionality. Therefore, it remains a
great challenge to implement practical black-box attacks
on malware binary-based deep learning models. Recently,
a series of research works have been done in adversarial
attacks. Hu and Tan [16] proposed adversarial modifica-
tion of feature vectors. However, the malware binaries
were not modified actually. This method cannot guarantee
that the modified feature vector can be converted to actual
binaries. Moreover, it destroyed the format or affected the
functionality of the malware. Anderson et al. [17] directly
modified malware binaries to perform adversarial attacks.
In theory, these methods cannot disrupt the original func-
tionality of the malware. However, in practice, we have
found that these seemingly reliable methods also damage
the malicious functionality. During an adversarial attack,
if the malicious functionality of the original sample is
destroyed, the adversarial attack is invalid. Therefore, it
is necessary to perform malicious functionality detection
on generated adversarial samples. However, most of the
previous work did not address this issue. Besides, some
of the previous work was done in a white-box adversarial
model [18–20]. The white-box adversarial model requires
knowing malware classifier architecture, making their
methods impractical in real network environments. There-
fore, while retaining the primary malicious functionality of
the binaries, it is a great challenge to implement a practi-
cal black-box attack on the malware detection model based
on deep learning.

This paper proposes an evolutionary algorithm-based
adversarial sample generation method. In our approach,
the generated samples by rewriting the file structure and
adding adversarial information evade successfully the mal-
ware detection model, while preserving the original behav-
ior of PE files. We test 1000 PE samples in four popular
antivirus software on VirusTotal, showing that the method
proposed can generate adversarial samples in binary for-
mat. The contributions of this paper are highlighted as
follows.

(1) This paper proposes a new method of generating
adversarial samples by the use of the evolutionary
algorithm, which can automatically generate valid
adversarial samples

(2) This paper uses a well-designed feature library as
rewriting material in the evolutionary process, which
helps generate modified samples with fewer attempts

(3) This paper applies the adversarial samples generated
to attack DL-based malware detection engines on
VirusTotal and obtains better experimental results
than other attack methods

The rest of this study is organized as follows. Section 2 is
a concise introduction of malware detection and adversarial
attack methods. Section 3 proposes our attack framework in
detail. Section 4 describes the experimental settings and
main results and gives a deep analysis. Section 5 concludes
this paper as well as the research directions.

2. Related Work

2.1. Machine Learning-Based Malware Detection Methods. In
malware detection, machine learning (ML) is a popular
approach. Moreover, in recent years, many ML-based mal-
ware detection methods have been put forward [21–24].
These methods are mainly categorized in static analysis
[25, 26] and dynamic behavior analysis [27, 28]. Static anal-
ysis learns the statistical features of malware (e.g., API calls,
OpCode), whereas dynamic behavior analysis detects abnor-
mal (possibly malicious) behavior by observing deviations
from the baseline of the system. Recently, malware detection
efforts prefer to use raw software binaries as the input of DL
models [29–31].

NVIDIA’s research group [32] proposed the MalConv
network, which took the raw byte sequences of PE files as
input directly, achieved 98.88% detection accuracy. Com-
pared with the detection model that extracts only some fea-
tures of PE files as input, MalConv links other discrete
features. Therefore, it can detect samples with arbitrary size
and avoid missing important features. This paper assesses
the effectiveness and performance of our framework using
the MalConv detection system.

2.2. Adversarial Attack against Malware Detection Model.
DL-based malware detection approaches are susceptible to
adversarial attacks [33–37]. Adversarial modifications by
manipulating only a small fraction of raw binary data may
lead to misclassification. Moreover, the raw binary contents
of data are not changed in a nutshell; otherwise, its originally
momentous functionality might lose.

Prior work has proposed various ways of adversarial
attack against ML-based malware detection models.
Through appending bytes at the end of a binary file while
preserving its intrusive functionality, Kolosnjaji et al. [20]
designed a gradient-based attack model. However, it is based
on white-box attacks and cannot be applied to real scenarios.
Kreuk et al. [38] proposed a modification method that
injected a minor byte sequence into the originally binary file.
It is also based on white-box attacks and is not efficient in
real scenarios. Anderson et al. [17] designed an effective
model which is based on a deep reinforcement learning
method to attack static PE antimalware engines. In their
work, the reward function and the environment of reinforce-
ment learning were artificially defined. Later, Fang et al. [39]
improved Anderson et al.’s work by autonomously generat-
ing the reward function according to the expert strategy.
Numerous experiments showed that Fang et al.’s method
[39] is more nimble and efficacious than Anderson et al.’s
method [17]. Yuan et al. [40] proposed an adversarial sam-
ple generation model named GAPGAN. GAPGAN initially
maps the discrete malware binaries into a contiguous space;
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the output is input to the generator of GAPGAN to generate
adversarial payloads. Finally, the generated payloads are
appended to the originally binary file to create an adversarial
one. Because the valid part of the binary file was not chan-
ged, the original functionality of the binary file is preserved.
GAPGAN can perform an efficient black-box attack. How-
ever, the modification action in GAPGAN involves only a
simple action. The GAPGAN cannot perform complicated
modifications similar to real malware writers. Song et al.
[41] presented a framework for creating adversarial malware
and evaluated the evasion capabilities in realistic scenarios.
The authors firstly revealed the root causes that adversarial
samples evade the malware detection method.

This study puts forward a novel binary manipulation-
based attack framework, which generates adversarial sam-
ples with an evolutionary learning algorithm. Our method
can adaptively simplify the actions of modifying binary sam-
ples and use an evolutionary algorithm to make adversarial
samples more targeted. The generated adversarial samples
by statically rewriting the PE file keep their dynamic behav-
ior consistent and can evade the DL-based malware detec-
tion models. Experimental results verify the effectiveness of
our method, which can efficiently and quickly generate
adversarial samples without human intervention.

3. Adversarial Sample Generation Based on
Evolutionary Algorithm

3.1. Problem Description. Our ultimate objective is to gener-
ate an antagonistic sample, which manipulates the classifier
to classify malicious software as benign by mistake while still
retaining the malicious function of the original sample.

Let us consider a classifier f that maps any binary file S
into a unique category label. Label = 0 denotes that S is mali-
cious, and label = 1 denotes S is benign. Let A = fa1, a2,⋯,
ang be an action set that is used to modify the malware
samples. S denotes an original sample, whereas Smod denotes
a modified sample. The functionality detecting function v is
used to check whether Smod retains the same malicious func-
tionality with S. When the output of the functionality detec-
tion function is 1, we consider that Smod retains the
malicious functionality of S and then save Smod as the adver-
sarial sample Sadv. The specific formulae can be detailed in
Section 3.3.3.

In brief, for the malware sample S, our goal is to generate
an adversarial sample Sadv which makes f ðSadvÞ = 1, and if
vðS, SmodÞ = 1, Sadv = Smod.

3.2. Rewriting Actions. PE file is a generic term for executable
files in Windows operating system. A PE file consists of a
header, section table, and section data. The MS-DOS header
consists of three parts: a DOS header, the true PE header,
and an optional header, and it includes some basic messages
about the executable file. Section table describes the charac-
teristics of each file section. The section table consists of a
series of IMAGE_SECTION_HEADER structures arranged
in a sequence. The structures and sections are arranged in
a fixed order. Section data consists of 4 main parts: .text,
.data, .rdata, and .idata, and the data part includes the prac-

tical contents relating to every section. The PE file format is
shown in Figure 1.

For a black-box model, we have no idea of the exact fea-
tures of the classifier involved. However, by observing the
chosen features in some open-sourced classifiers, we can
make a wild guess at some of the common features in mal-
ware detection models. An adversarial sample is generated
by modifying one or several features. The chosen actions of
modifying the features should be easy to execute. Moreover,
after the features are modified, the executability and func-
tionality of malware should not be corrupted. In this paper,
all actions applied to the PE file are shown as follows.

(1) Appending some bytes to the PE file

(2) Inserting an unused function to the import address
table

(3) Appending some bytes to the untapped space in a
section

(4) Adding a new section

(5) Changing a section name

(6) Packing the file

(7) Unpacking the file

The malicious binary file is modified through the follow-
ing steps. Firstly, the original PE file is read, then the content
in the specified location is added or deleted, and finally, the
relative virtual address of the PE file is modified.

3.3. The Proposed Framework. The workflow of the frame-
work includes three parts: the generation of the feature
library, the generation of the modified samples, and the
generation of the adversarial samples. Firstly, the feature
library is generated using MalGAN. In the processing of
generating the adversarial samples, the modified features
are randomly selected from the feature library according
to the rewriting actions. Then, modified samples by evolu-
tionary algorithms are generated. Finally, the generated
modified samples are tested whether the malicious func-
tionality of the original samples remains or not. If a modi-
fied sample has the same malicious functionality as the
original one, we save it as an adversarial sample. Figure 2
gives an overview of our framework. The details of the
three parts are given in the following.

3.3.1. Generation of Feature Library. To efficiently generate
adversarial samples, we collect and generate the rewritten
feature library using MalGAN. MalGAN, proposed by Hu
and Tan [16], is used to generate adversarial samples for
attacks based on GAN. The MalGAN architecture primarily
consists of three components: a generator, a discriminator,
and a black-box detector. By only adding a random number
to API calls, MalGAN can transform a malicious feature vec-
tor into its opposed version.

Our work is built on this work. Firstly, we construct the
sample library consisting of malicious and benign samples
and extract their binary features, such as the import
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functions and section names. Then, they are stored in a fea-
ture mapping dictionary for convenient retrieval and future
operations. Next, we use the feature mapping dictionary to
generate separate feature mapping for each malicious and
benign sample and send them as the input to the MalGAN.
After running for a few epochs, the MalGAN can generate
adversarial feature mappings. Finally, according to the
adversarial feature dictionary, the adversarial feature map-
pings are mapped into the feature library.

Once the feature library is generated, the modified fea-
tures needed are randomly selected from the feature library
according to the rewriting operation when generating mod-
ified samples.

3.3.2. Generation of Modified Samples Based on Evolutionary
Algorithm. Evolutionary algorithms simulate the evolution
of species in nature, such as selection, crossover, and muta-
tion, which are often used to solve some optimization prob-
lems by choosing the brightest individual from the whole
population. Different from traditional optimization algo-

rithms such as calculus-based methods and exhaustive enu-
meration methods, evolutionary learning is a global
optimization algorithm, which is highly robust and widely
applicable.

This study uses an evolutionary algorithm for sample
rewriting to generate modifications. The evolutionary algo-
rithm can adaptively simplify the actions of modifying sam-
ples and make the adversarial sample more targeted. It can
efficiently generate modified samples without human inter-
vention. Compared with other existing methods, the evolu-
tionary algorithm starts from the string set, which improves
the speed of the algorithm and is easy to parallel computing.
There is no backpropagation of weights and biases in deep
learning and optimization of the loss function, which
decreases the probability of obtaining a local optimum.

In the process of evolution, malware samples are consid-
ered individuals. Atomic manipulation of rewriting samples
is a gene with a genetic message, and the predictive effect of
the detecting model on modified samples is fitness. The gen-
eration process of the modified sample is shown in Figure 3.
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Figure 1: PE file format.
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The detailed evolutionary process is as follows.

(1) Step 1. Population initialization. n segments of the
genome are generated randomly

(2) Step 2. Binary modification. Firstly, n segment
genomes from binary sequences are mapped to can-
didate action sequences. Then, the malware samples
are rewritten by candidate action sequences to gener-
ate modified samples

(3) Step 3. Fitness calculation. The modified samples are
fed into the MalConv network, and the output of the
MalConv is used as the fitness of the individual. A
smaller output value ofMalConv indicates a higher fit-
ness. The higher the fitness, the higher the probability
that a gene sequence will be selected for retention

(4) Step 4. Selecting the best offspring according to the
fitness as the parent of the next generation

(5) Step 5. Performing genetic manipulation on the
selected parents. New offspring through crossover
and mutation are reproduced

(6) Step 6. The assessment of end condition. When the
action sequence has reached a minimum value or
the maximum number of iterations is reached, the
evolution is ended. If the end condition is satisfied,
the modified samples are output. Otherwise, skip to
Step 2

The detailed process is described in Algorithm 1.

3.3.3. Generation of the Adversarial Samples. It should also
be noted that the functionality of a malware sample may
be corrupted during the modification process. In other
words, its attacking characteristics may be damaged. We
consider an adversarial sample without malicious function-
ality to be invalid. To detect whether the malicious function-

ality of the modified sample is retained, we use the sandbox
to collect behaviors of the modified samples and original
samples. If the behavior of the modified sample is the same
as that of the original one, we think that it retains the mali-
cious function of the original sample, and it is saved as an
adversarial sample.

Suppose a behavior of the original sample S is indicated
as the set BS, and behavior of the modified sample Smod is
indicated as set Bmod. We denote the total number of similar
behaviors in BS and Bmod as numðBS, BmodÞ and the size of BS
as numðBSÞ. The behavior similarity between Bs and Bmod is
defined as sm:

sm =
num BS, BSmod

� �

num BSð Þ , ð1Þ

v S, Smodð Þ =
1, sm ≥ 0:7,
0, elsewhere:

(

ð2Þ

Because the modification operation is a direct manipula-
tion on the original sample, it can inevitably alter the behav-
iors of the original samples. Therefore, we assume that if
sm ≥ 0:7, the samples S and Smod have the same behaviors;
that is, vðS, SmodÞ = 1. It also means that the modified sample
retains its original malicious functionality. In the end, we
save the modified sample Smod retained originally the mali-
cious functionality as the adversarial sample Sadv.

4. Experimental Results and Analysis

This section firstly gives the setting of our experiments,
including the datasets, evaluation metrics, and the target
malware detection model. Then, we analyze the experiment
results.

4.1. Experimental Settings and Evaluation Metrics. In the
experiment, we construct a dataset with 1000 malware sam-
ples from VirusTotal. Moreover, we also produce some
adversarial examples for PE binaries to evaluate the effective-
ness of our proposed method.

To assess the effectiveness of adversarial samples, we
measure some evaluation metrics in Table 1. Ns denotes
the number of modified files that have structural integrity
or executability. N denotes the total amount of samples.
Nr denotes the number of modified samples that retain
the originally malicious functionality. Ne denotes the num-
ber of adversarial ones that can evade malware detection
engines. The computer specification used for the experi-
ments is as follows: CPU: Intel Core I5-6500, 3.20GHz,
4 cores, 8 threads; memory: 2GiB; and operating system:
Ubuntu 16.04.

4.2. Experimental Results of Adversarial Attack. This section
demonstrates some performances of our approach under
antiattack scenes and compares the results with some
methods available.

In our experiment, the attacked model is the MalConv
proposed by Raff et al. [32]. We train attacked MalConv net-
work using a dataset with 6230 malicious samples from

Population
initialization

Binary
modification

Fitness
calculation

Select the best
offsprings

Action sequence
minimum or end
of the iteration?

YES

NO
Crossover and

mutation

Modified
sample

Figure 3: The generation process of a modified sample.
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VirusTotal and 5660 benign samples from web crawling and
achieve 98.4% detection accuracy.

Furthermore, to explore the validity of the presented
binary-based attack method against a deep learning-based
detection system, we compare our approach with other
byte-level attack methods, including the DQEAF method
[39], which is based on reinforcement learning and Aut.
method [41], which is based on code randomization and

binary manipulation. The results are shown in Tables 2
and 3, respectively.

Table 2 shows the performance comparison of adversar-
ial samples generated by different methods. From the three
evaluation metrics of generated samples, our approach out-
performs other similar methods. The reason is that the

Input: malware samples S, population scale, number of generations G:
Output: modified samples Smod
BEGIN
for s in S do

Initialize the population;
while current generation ≤G or action sequence is not minimum do

Map binary sequences to action sequences;
Modify malware sample based on the action sequences;
Calculate fitness;
Select the best offspring;
Perform crossover;
Perform mutation;
Increase current generation;

end while
Append the optimal result S to Smod;

end for
Return Smod;
END

Algorithm 1: Malware sample evolution.

Table 1: Evaluation metrics.

Evaluation metrics Formula

The success rate of modified sample operation Rsð Þ Rs =Ns/N
The malicious function retention rate of modified
samples Rrð Þ Rr =Nr/Ns

Evasion rate Reð Þ Re =Ne/Nr

Table 2: The performance comparison of adversarial samples
generated by different methods.

Attack methods
Evaluation metrics

Rs Rr Average time

Our method 100% 97.5% 24.5 s

DQEAF 76% 94.3% 60 s

Aut. 68% 95.6% 42.5 s

Table 3: The evasion rate of different attack methods against
different detection engines.

Detector
Adversarial attack methods

DQEAF Aut. Our method

ClamAV 19.2% 17.3% 18.5%

Cylance 39.5% 42.5% 47.8%

Endgame 21.3% 22.6% 23.5%

Trapmine 20.6% 18.8% 19.2%
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Figure 4: The evasion rate with the generation increase.

Table 4: Performance evaluation on MalConv with and without
adversarial training.

Defense Test dataset Accuracy

No defense
× 98.4%

√ 80.2%

Adversarial training √ 90.5%

× indicates no adversarial samples and √ denotes having adversarial ones in
the test dataset.
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selected action of modifying malicious samples is built on
ensuring the execution of PE files. The specific modifying
actions, such as inserting, changing, and adding actions,
are taken from the generated feature library. The feature
library has also been carefully designed to ensure the authen-
ticity of all actions. Therefore, the modification does not
involve invalid actions which damage the primary structure
of malware or lose its original functionality. Meanwhile, our
action set does not cover the irreversible actions, such as
removing signatures, which makes our action set is more
effective. Our approach can do a heuristic random search
which simplifies the modification actions and does not
require performing action sequence minimization and
marking action weights and success content as the other
two methods, which significantly raises the efficiency of
our method.

To further test the effectiveness, we evaluate it using four
representative malware detection engines on VirusTotal,
including ClamAV, Cylance, Endgame, and Trapmine.
Table 3 demonstrates different evasion rates of adversarial
samples produced by some methods against different detec-
tion engines. From Table 3, we can see that the evasion rate
of our method has a better performance compared with the
other two in most cases. Meanwhile, to test the efficiency, we
record the evasion rate with the generation increase, shown
in Figure 4. From Figure 4, we can find that our method
reaches a relatively stable evasion rate after 15 generations,
which shows that our method is very efficient.

4.3. Defense against Adversarial Sample Attack. To defend
against adversarial attacks, more and more defense counter-
measures have been proposed. Among them, adversarial
training is one of the most popular ways [42], in which
adversarial samples are added to the training set; thus, DL
models can adjust the decision strategies. Compared with
other adversarial defense methods, adversarial training does
not require modifying the detection model and is easy to
implement.

In this paper, we use adversarial samples generated by
evolutionary algorithms to test on MalConv network.
Table 4 shows the performance evaluation on MalConv with
and without adversarial training. The experimental results
show that the detection accuracy increased from 80.2% to
90.5% after the adversarial training. It also illustrates that
adversarial training can effectively improve the model
robustness to adversarial attacks.

5. Conclusion

To make DL-based IoT malware detection models more
robust and effective, we propose a framework for generating
adversarial samples and their defense. Our framework firstly
adopts an evolutionary algorithm to generate modified sam-
ples, and then, the modified samples that retain the origi-
nally malicious functionality are saved as adversarial
samples. This method does not need to obtain any informa-
tion of the special detection models containing extracted fea-
tures, internal parameters, etc. Moreover, our approach is
entirely automated without human intervention. The exper-

imental results demonstrate that our method can ensure the
diversity of generated samples and greatly enhance the effi-
ciency of adversarial sample generation. This paper also
demonstrates that adversarial training is one of the effective
methods to combat adversarial sample attacks.

The action space has a great influence on the diversity
and versatility of evolutionary optimization algorithms.
Defining more effective modification actions to expand the
search space of evolutionary algorithms is our urgent task.
Our future work also includes accelerating the convergence
speed and improving the stability of the evolutionary algo-
rithm. Moreover, we will also explore more methods of gen-
erating adversarial samples to defend against adversarial
attacks on IoT.
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