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Deceptive jamming is a popular electronic countermeasure (ECM) technique that generates false targets to confuse opponent
surveillance radars. This work presents a novel approach for hiding the actual target while producing multiple false targets at the
same time against frequency diverse array (FDA) radar. For this purpose, the modified FDA radar is assumed to be mounted on
the actual aircraft. It intercepts the opponent’s radar signals and transmits back to place nulls in the radiation pattern at the
desired range and direction to exploit FDA radar’s range-dependent pattern nulling capability. The proposed deceptive jammer
produces delayed versions of the intercepted signals to create false targets with multiple ranges to confuse the opponent’s radar
system. The novel mathematical model is proposed whose effectiveness is verified through several simulation results for different
numbers of ranges, directions, and antenna elements.

1. Introduction

Modern warfare is information and electronic based, which is
evidently replacing the conventional platforms [1]. It
requires no further confrontation between soldier to soldier,
trench to trench, platoon to platoon, and platform to plat-
form; rather, it relies on nonlinear and nonsymmetric war
between system to system [2]. As the 21st century unfolds,
the concept of electronic information warfare has become
center of the gravity in which the radar system constitutes
the key components that provide early warning capabilities
[3]. Radar works as an early warning system and bestows
extra time space to react against imminent threat. The prin-
ciple of the radar to detect the desired target is transmitting
radio waves towards the target and calculates round-trip time
of the reflected waves after striking with the target [3]. To
counter enemy radars, ECM techniques (also known as radar
jamming techniques) were introduced [4]. These techniques
are used to deny the important information about the desired

aircrafts (direction of arrival, range, velocity, etc.) that any
foe radar seeks [4]. In the presence of strong electronic coun-
ter measure (radar jammers) systems, it is difficult to detect
the target aircraft; but there are many electronic counter-
countermeasure (ECCM) techniques available in literature
to counter radar jammer and to locate correctly the target
[5, 6]. Some ECCM (which are also known as antijamming)
systems steer nulls towards strong interfering signals to
secure own functioning.

Mainly, there are two types of radar jamming techniques:
mechanical methods (passive jamming) and electrical
methods (active jamming) [3]. In mechanical methods, phys-
ical means like chaffs, decoys, corner reflectors, and stealth are
used in securing the desired aircrafts’ flights and to deceive
enemy radars [4]. These physical means of radar jamming
are traditional techniques which are not so effective. Electrical
methods of radar jamming are effective and still in use [1, 2].
These methods can be categorized in two types: barrage jam-
ming (also known as noise jamming) and deceptive jamming
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[4]. Barrage jamming methods use radar jammers to put huge
powers across the desired spectrum of the frequencies which
blankets the radar’s display to interrupt its normal functioning
[7]. There are two main reasons of the ineffectiveness of this
type which is huge power losses for longer periods of times,
and even it cannot cover the entire frequency spectrum at
the same time [8]. The deceptive jamming mode is used to
deceive the enemy radars by showing them multiple very sim-
ilar fake targets with different aircraft attitudes (range, direc-
tion, velocity, acceleration, etc.) [9].

This paper focuses only on the deception jamming,
because this is the most effective way to secure the flight of
the desired aircraft from the enemy radars by showing con-
gruent false targets [10]. Therefore, implementing effective
and efficient deceptive jamming (DJ) techniques has become
a hotspot area of research in radar electronic countermea-
sures [11, 12]. Many methods have been developed in the
modern literature [13–15]. In pursuit of deceptive radar jam-
ming, the simplest way to generate multiple false targets is to
hold enemy radar signals and after doing time-modulation
transmit those signals back to the enemy radar [16]. When
the enemy radar receives these signals, it will perceive multi-
ple false targets with different ranges, but with the same
direction along with the actual target. A modest contribution
has been made using target pose and motion information to
generate false targets in [17]. To deceive the opponent radar
with a number of fake targets, another effort has been made
in [18] using micromotion characteristics, but both have
the same issue of computation complexity.

Multiple false targets also have been achieved using electro-
magnetic properties (EM model modulation) and translation
modulation in [19]. By exploiting the concept of sub-Nyquist
sampling theorem, a series of multiple fake targets have pro-
posed in [20, 21]. Another remarkable approach has been
defended to produce multiple false targets using product mod-
ulation in which an offline deceptive signal template is pro-
duced and then multiplied with enemy radar signal in [22].
Interrupted-sampling repeater jamming (ISRJ) establishes a
novel approach to generate deception jamming by allowing
the single radar antenna jammer to sample periodically and
iterating a fraction of the intercepted enemy radar signal [23].
Inappropriately, high complexity and large computation is the
main drawback of inefficiency of the above deceptive tech-
niques in the field of electronic countermeasures. Further, these
techniques are also unable to hide real target.

A recent effort has been exercised to achieve the goal by
adding escort-free flight jammer drone ahead of the actual
aircraft based on periodic the 0-π phase modulation which
neutralizes the effectiveness of the enemy radar by displaying
its multiple verisimilar false targets [24]. The escort-free
flight jammer intercepts enemy radar signals and after doing
phase modulation in the periodic 0-π sequence, these signals
are retransmitted towards the actual target, whereby these are
scattered towards the enemy radar and present multiple false
targets with different ranges [24], but it considers the sce-
nario where a separate escorting drone jammer is required
which is not feasible in most practical situations.

Against to the only angle-dependent beam scanning tech-
niques, FDA is an efficient beam scanning array used for

phased array radars which has recently got tremendous atten-
tion in literature due to its greater achievement of wide angle
coverage [25–28]. The radiation pattern of the phase array
radar (PAR) depends only upon the direction while FDA radi-
ation pattern depends upon the direction and range, due to its
diversity in frequency across the array elements. Hence, FDA
radiation pattern is capable of null steering to the particular
range and direction. FDA is implemented by applying small
increment in frequencies across array elements to achieve
range angle-dependent beam scanning transmission [29, 30].
Hence, it enables beam scanning without need of any phase
shifters and physical steering [31–33].

A good effort in field of deceptive jamming is explored in
[34] which utilizes frequency diverse array. It produces mul-
tiple fake targets at different distances across the slant range
but at the same azimuthal range aligned with the actual tar-
get. The technique is unable to draw false targets at different
azimuthal ranges other than azimuthal range of the actual
target. A novel approach in the field of deceptive jamming
has been introduced in [35] with wave scattering using
FDA for space-borne synthetic aperture radar (SAR). This
approach considers the scenario where we offer deceptive
jamming to the opponent radar for securing our valuable tar-
gets in its own territory with the help of placing deceptive
reflectors. But this technique provides no solution to tackle
the opponent radar operating from its own territory without
the help of any ground-based situated wave scattering reflec-
tors. Further, this method is also unable to hide its own target
from the enemy foresight.

Although a modest effort has been made in [36] to intro-
duce the deceptive jamming approach through frequency
diversity, there are a few shortcomings in the proposed tech-
nique. These include (a) that deceptive jammer should be
synchronized/attached or working in collaboration with a
friendly GPS satellite system, (b) deceptive jammer must
have prior knowledge of the location in space of the oppo-
nent radar, (c) the method is slow because it is using FFT
and IFFT to convert signals from time domain to frequency
domain and then back to previous domain, which makes it
performance slow, and (d) it does not give any solution if
the foe radar is also an FDA radar.

Paper in the reference [37] presented a deception jamming
method which generates multiple scenes (multiple false tar-
gets) using FDA radar antenna, where number of false targets
depend on the number of antenna array elements. The tech-
nique in reference [38] uses the simplest way to generate nulls
towards the desired direction and range in order to suppress
the offered range-angle dependent interference jamming, but
this technique is unable to offer deceptive jamming to confuse
the opponent radar, and it also does not hide its own target
from the vision of the opponent radar. Further, as we know
that FDA is time, angle, and range-dependent, but in this tech-
nique, the time-dependency factor of the FDA radar is dimin-
ished by considering it as zero (t = 0), which is not an
appropriate for the practical scenarios [38].

Until now, best to the authors’ knowledge, available
deceptive jamming techniques in the present literature are
not dealing with the hiding of the actual target along the gen-
eration of false targets using FDA radars. Present literature
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also does not offer deceptive jamming for the opponent
radars which work on FDA radar principle. The proposed
study would investigate these limitations in depth and subse-
quently would present a probable solution against it. The
main contribution of the work is summarized below.

(i) This research produces a novel deceptive jamming
approach in the field of ECM

(ii) The algorithm works against the opponent FDA
radar and hides the actual target from it

(iii) For this purpose, enemy radar pulse is captured by
the target FDA radar, and null is placed at the radar
range to hide its own target alongside after its time
modulation

(iv) It is equally effective to tackle ground-based oppo-
nent FDA radar in its own territory

(v) The proposed technique efficiently works without
help of ground-based wave-scattering reflectors or
advance escort-free-drone jammers

(vi) The proposed algorithm also confuses the opponent
FDA radar by multiple false targets at different user-
defined ranges

The remaining part of the paper is organized in the fol-
lowing way. Sections 2 and 3 introduce mathematical back-
ground of the FDA radar and comparison with existing
techniques, respectively. Section 4 depicts the proposed
method to secure the flight of the actual aircraft in the enemy
territory by neutralizing the dangers of enemy radars, while
Section 5 shows the effectiveness and correctness of the pro-
posed techniques via simulations in three dimensions and in
two dimensions for four different cases. Finally, conclusion of
the paper has been presented in Section 6.

2. Data Model for the FDA Radar

FDA radar uses small increment in frequency of each ele-
ment over the antenna array. Radiation pattern of the FDA
radar is a function of range, angle, and time [25–28]. FDA
radar implements waveform diversity among the radiating
elements which brings more functionality [29, 30]. Figure 1
depicts an FDA that consists of uniform linear array (ULA)
having n-isotropic radiating elements. The distance d
between any two adjacent elements is taken same with the
uniform current distribution. The carrier frequency of each
element is incremented by a small constant frequency offset
[31]. The simplest monochromatic signal is assumed to be
transmitted from the nth element of the array, and it can be
mathematically expressed as [32]

sn tð Þ = exp j2πf ntð Þ, ð1Þ

where f n is the frequency of the nth element as f n = f0 + ðn −
1ÞΔf for n = 1,⋯:,N. Similarly, f0 , Δf , and N represent car-
rier frequency, a small constant frequency increment, and total
number of elements, respectively, in the FDA array.When signal

of the nth element reaches at a far-field location after time t0
with rangeR1 (reference to the first element in the array) and azi-
muth direction θ, its radiating beam can be represented as [31]

sn t − t0ð Þ = exp j2πf n t − t0ð Þf g: ð2Þ

For t0 = Rn/c, (2) can be expressed as

sn t −
Rn

c

� �
= exp j2πf n t −

Rn

c

� �� �
, ð3Þ

where c stands for the speed of light and Rn = R1 − ðn − 1Þdsin
ðθÞ shows the distance from the nth element of the array to
the target location. The array factor (AF) for FDA can be written
as [32]

AF = 〠
N−1

n=0
exp j2πf n t −

Rn

c

� �� �
: ð4Þ

After placing values of f n and Rn, (4) becomes as

AF = exp jψ0f g 〠
N−1

n=0
exp j

2πn
c

Φ

� �
, ð5Þ

where Φ = cΔf t − Δf R + df 0sinθ + nΔf dsinθ.

AF ≅ exp jψ1f g sin Nπ/cð ÞΦ½ �
sin π/cð ÞΦ½ � , ð6Þ

where ψ0 stands for 2πf0 ðt − R1/cÞ and ψ1 stands for ψ0 + πð
N − 1Þ½Δf R1/c − ðdf0 sinθÞ/c−Δf dsinθ/c�, while n2 of the
fourth term (n2ðΔf d sin θ/cÞ) has been replaced by n in the
fourth term ðnðΔf d sin θ/cÞÞ of the last expression of the AF
to achieve closed form expression. So, the problem in hand is
how to hide actual aircraft target from the effectiveness of the
opponent FDA radar along with generation of multiple fake
deceptive targets at different ranges in the direction of actual air-
craft using the ULA-based FDA radar.

3. Comparison with Existing Techniques

The three deceptive jamming techniques [34–36] are selected
for comparison. All of these techniques use frequency diverse
arrays to generate multiple false targets. A deceptive jamming
technique which is explored in [34] utilizes frequency diverse
array. It generates multiple false targets at various distances
across the slant range but at the same azimuthal range which
aligned with the actual target as shown in the simulation
(Figure 2). A good effort [35] has been made in the field of
deception jamming using FDA which generates multiple fake
targets at different positions in the slant range and azimuthal
range to confuse the opponent radar.

Four elements array with adjacent distance of half wave-
length were used in FDA with frequency offset 500 kHz, and
its simulation of [35] is shown in Figure 3, which reflects
actual target at slant range 7500m and azimuthal range 0m
along with four false targets which are situated at slant ranges
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7300m, 7395m, 7615m, and 7750m with azimuthal range at
100m. Figure 4 shows the effectiveness of the technique [36]
by considering the jammer at the middle of the scene
(7500m, 0m); this algorithm generates four false targets at
different locations. Algorithm assumes FDA array of eight
elements with frequency offset 300 kHz. It is evident from
Figures 2–4 that although all three techniques [34–36] are
big achievement in the field of deception jamming using
frequency diverse array, none is able to hide actual target
alongside generating multiple false targets.

4. Proposed Method

The key idea behind this research is to interrupt enemy radar
signals and then using these signals (after proposed modifica-
tions), we hide our object (aircraft) along with generating
multiple fake targets. We assumed that the proposed (modi-
fied FDA) radar is mounted on the target aircraft, and the
opponent radar is placed on the ground as shown in scenario
Figure 5. In purpose of hiding its own target aircraft, the
interrupted signal of the opponent radar will be transmitted
back after desired changes to place null at the range and the
direction of the foe radar receiver. In the current scenario,
it is assumed that the opponent radar is capable of transmit-
ting and receiving FDA radiation patterns. In order to

deceive the enemy radar with multiple fake targets, time-
delayed replicas of the received signal will be sent towards
the enemy radar. The graphical abstract of the proposed
method is shown in Figure 6

4.1. Actual Target Hiding. In this section, the mathematical
model is formulated to hide the actual target. Let the radiated
signal from the nth element of the enemy FDA radar which is
given as

sn tð Þ = exp j2πf ntf g, 0 ≤ t ≤ T , ð7Þ

where t is the time indexing within the radar pulse width T .
We assume that the enemy radar is situated at distance r and
at direction θ from the target. The enemy radar transmitted
signal from nth element is received atmth element of the tar-
get FDA radar that can be expressed as

ym,n t − τm,nð Þ = exp j2πf n t − τm,nð Þ� �
, m = 1, 2⋯N ,

ð8Þ

where τm,n = ½ r − ðn − 1Þd sin θ + dðm − 1Þ sin θ � 1/c. Gen-
erally, (8) can be given as

R
1 R
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R
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f1 f2
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n
 = f1 + (n – 1)Δf,
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Figure 1: Geometry of the FDA radar uniformly linearly polarized with n elements.
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Figure 2: Actual target at (7500, 0) and false targets at {(7300, 0), (7395, 0), (7615, 0), and (7750, 0)} [34].
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Figure 3: Actual target at (7500, 0) and false targets at {(7300, 100),(7395, 100),(7615, 100),and (7750, 100)} [35].
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Figure 4: Actual target at (7500, 0) and false targets at {(7400, -100),(7400, 100),(7600, -100),and (7600, 100)} [36].
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Figure 5: Proposed and adopted scenario.
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ym = 〠
N

n=1
exp j2πf n t − τm,nð Þ� �

: ð9Þ

Hence the received signal can be decomposed after process-
ing through matched filtering with exp∗fj2πf ntg as proc-
essed below.

y′m,n = exp j2πf n t − τm,nð Þ� �
× exp∗ j2πf ntf g,

= exp j2πf nt − j2πf nτm,n − j2πf nt
� �

,

= exp −j2πf nτm,n
� �

: ð10Þ

After placing values of τm,n and f n, the expression becomes

ym,n′ = exp −j2π f0 + n − 1ð ÞΔfð Þ r − n − 1ð Þd sin θ + d m − 1ð Þ sin θ½ � 1
c

� �� �
,

ð11Þ

= exp −j2π

f0r
c

−
f0 n − 1ð Þd sin θ

c
+
f0 m − 1ð Þd sin θ

c
+

n − 1ð ÞΔf r
c

−
n − 1ð Þ2Δf d sin θ

c
+

n − 1ð Þ m − 1ð ÞΔf d sin θ

c

2
664

3
775

8>><
>>:

9>>=
>>;:

ð12Þ
Last two terms are insignificant; so these, terms are ignored.

y′m,n′ = exp −j2π
f0r
c

� �
× exp j2π

f0 n − 1ð Þd sin θ

c

� �

× exp −j2π
f0 m − 1ð Þd sin θ

c

� �

× exp −j2π
n − 1ð ÞΔf r

c

� �
,

= exp −j2π
r
λ0

� �
× exp j2π n − 1ð Þd sin θ

λ0

� �

× exp −j2π
m − 1ð Þd sin θ

λ0

� �

× exp −j2π
n − 1ð ÞΔf r

c

� �
,

= exp −j2π
r
λ0

� �
〠
N

n=1
exp −j2π

Δf
c

n − 1ð Þr
� �

exp

� j2π
d
λ0

n − 1ð Þ sin θ

� �

exp −j2π
d
λ0

m − 1ð Þ sin θ

� �
: ð13Þ

For simplicity, outside factor is eliminated.

ym,n′′′ = exp −j2π
Δf
c

n − 1ð Þr
� �

exp j2π
d
λ0

n − 1ð Þ sin θ

� �
exp

� −j2π
d
λ0

m − 1ð Þ sin θ

� �
:

ð14Þ

Alternatively,

ym′′′ = 〠
N

n=1
exp −j2π

Δf
c

n − 1ð Þr
� �

exp j2π
d
λ0

n − 1ð Þ sin θ

� �
exp

� −j2π
d
λ0

m − 1ð Þ sin θ

� �
,

ð15Þ

where the first factor of the above expression dictates phase
shift caused by the target range, and rest factors reflect phase
shifts caused by the direction and different wave paths due to
physical displacement diversity of the target and the source
array elements. Now, the expression ym,n′′′ can be recomposed
into these factors in this form.

ym,n = an rð Þan θð Þbm θð Þ, ð16Þ

where anðrÞ = exp f−j2πðΔf /cÞðn − 1Þrg,

an θð Þ = exp j2π
d
λ0

n − 1ð Þ sin θ

� �
,

bm θð Þ = exp −j2π
d
λ0

m − 1ð Þ sin θ

� �
: ð17Þ

Now, we can transform the above received snapshot expres-
sion into vector form as

Ys = y11, y12,⋯, y1N , y21, y22,⋯, y2N ,⋯⋯ ⋯ , yN1, yN2 ⋯ , yNN½ �T ,

= b θð Þ ⊗ a r, θð Þ, ð18Þ

where Ys ∈ℂN2×1, bðθÞ ∈ℂN×1, and aðr, θÞ ∈ℂN×1. The
superscript T and ⨂ reflect transpose and Kronecker
product operators, respectively. The vector aðr, θÞ can be
decomposed further in this way

a r, θð Þ = ar rð Þ⨀aθ θð Þ, ð19Þ

where arðrÞ ∈ℂN×1 and aθðθÞ ∈ℂN×1 are the range and angu-
lar steering vectors, respectively. The ⨀ is called Hadamard
product operator which reflects element-wise product
between vectors. After applying DOA (direction of arrival)
and range algorithms, one can find direction and range of
the enemy radar, but this is beyond the scope of our research.

Now, in order to hide our target from the enemy radar,
we have to transmit back the processed received signal
towards the enemy radar carrying the desired information
of range and direction of the enemy radar, but without con-
sidering the 3rd factor, which is not part of the deceptive jam-
ming transmission propagation. Hence, the desired signal
structure will become as follows:

yn = exp −j2π
Δf
c

n − 1ð ÞR0

� �
exp j2π

d
λ0

n − 1ð Þ sin θ0

� �
,

ð20Þ
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where θ0&R0 are direction and range of the enemy radar,
respectively. We can simplify it further in this way.

Yt = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ0 − Δf R0ð Þ

� 	� �
: ð21Þ

Now, first we will verify the above result using simpler way,
and then we will place null in the desired radiation pattern
at a certain direction and range to cover our target. The gen-
eralized phase difference between any two elements of the
FDA radar is found as

Δφn−1,n =
2πd sin θ

λ0
−
2πΔf R1

c
+

2n − 3ð Þ2πΔf d sin θ

c
:

ð22Þ

In (22) the 3rd term which is insignificant, it can be ignored.

Δφn−1,n R1, θð Þ = 2πd sin θ

λ0
−
2πΔf R1

c
=
2π
c

f0d sin θ − Δf R1ð Þ:

ð23Þ

The AF at range R1 and direction θ from the radar can be
expressed as

AF = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ − Δf R1ð Þ

� 	� �
: ð24Þ

It is considered that the enemy radar is situated at range R0 and
angle θ0 from the target. Then, we assume that the interrupted
waveform with carrier frequency f0 can be expressed as below.

AF R0, θ0ð Þ = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ0 − Δf R0ð Þ

� 	� �
:

ð25Þ

Now, this is the desired expression, and it is the same equation
that we have concluded before. Hence, the expression of the
derived AF is same to the signal which is meant for transmis-
sion towards the enemy radar. Using this AF, a null will be
placed at desired range and direction to hide its own target
from the vision of the enemy radar. At the end of this section,
the above AF will be factorized in order to find weights for
placing null at R0&θ0. Now, we will explain how to generate
null at R0 by considering the simplest case. From the above
expression, it is evident that the interelement phase difference
is the same for the whole array between all adjacent elements;
so, we can rewrite the above expression of the phase difference
in the following way. After getting knowledge of above expres-
sions, AF of the diverse frequency array can be modeled in the
following way.

AF = 〠
N

n=1
zn−1, ð26Þ

where z = exp ðjψÞ, ψ = α + β + γ, α = 2πf0d sin θ0/c, and γ

= −2πΔf R0/c. Extra term βwas added into the AF to get scan-
ning capabilities. In standard practices, usually, β is added in
the desired AF to steer the radiation patter of the desired
communication.

The above expression is the simplest form of the AF for
the FDA antenna arrays, which has fix the main beam direc-
tion and null directions. Steering of the beam pattern for such
an array is not possible. In other words, to get control over
the nulls of the radiation pattern, we need to plug in and
update weights of the expression. Now, to steer the beam pat-
tern (main beam and nulls) of the frequency diverse array,
appropriate weights are necessary. Further, above AF must
be put to equal to zero for the calculation of the appropriate
weights to steer the beam pattern towards the desired direc-
tions.

AF = 〠
N

n=1
An−1z

n−1 = 0: ð27Þ

In determining of the weights, we considered the simplest
case to avoid complexity of the proposed method. To find
weights of the desired radiation pattern, we will follow this
procedure.

AF = z − r0ð Þ 〠
N−1

n=1
zn−1

 !
= 0, ð28Þ

where r0 = ejðα0+βs+γ0Þ is the desired null. Here, α0 = ð2π/cÞf1
d sin θ0, γ0 = −Δf R0, βs = ð2π/cÞf1d sin θs, and θs are direc-
tions of the main beam. Then, the desired expression with
updated weights will be as follows.

AF = 〠
N

n=1
An−1z

n−1, ð29Þ

where A0 = −r0, Ai = 1 − r0, i = 1, 2,⋯,N − 2, and AN−1 = 1.
After applying these weights into the AF, we will be able to
steer the null towards its desired direction θ0 and range R0.
By following the above mechanism, our proposed method
is capable of camouflaging its own target from the lethalness
of the enemy radar.

4.2. Displaying Multiple Fake Targets. In second part of the
proposed method, we will display multiple false targets to
the enemy radar. For the purpose of multiple fake deceptive
targets, we will process the received signal with two steps:
first, the received signal will be time modulated with appro-
priate delays, and then power will be maximized and trans-
mitted towards the enemy radar. We assume that the signal
transmitted from the nth element of the enemy radar and
received at the mth element of the false target generator
(FTG) which is located at target that is

yj,m,n tð Þ = exp j2πf n t − τj,m,n

 �� �

, ð30Þ
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where

τj,m,n = τj − τj,n + τj,m,

= r j − n − 1ð Þd sin θj + m − 1ð Þd sin θj
� 

1/c
= r j + m − nð Þd sin θj
� 

1/c:
ð31Þ

We suppose that the locally generated adjustable oscillator
frequency is f FTG; the receiving and processing time delay
of the enemy radar signal is τFTG. Thus, the received signal
can be down converted as follows.

yj,m,n = exp j2πf n t − τj,m,n

 �� �

× exp −j2πf FTG t − τFTGð Þf g:
ð32Þ

As we know that our FTG is working on the principle of the fre-
quency diverse array radar, so we can reflect that f FTG = f n.
After this change, the expression can be simplified in this way.

yj,m,n = exp j2πf n t − τj,m,n

 �� �

× exp −j2πf n t − τFTGð Þf g,
= exp j2πf n τFTG − τj,m,n


 �� �
:

ð33Þ

In order to generate multiple fake targets, signal will pass
through the process of time modulation. Different time delays
are made as follows.

Δτft,i =
2Δrft,i
c

, i = 1, 2,⋯⋯ , k = number of false targets,

ð34Þ

where Δrft,i = rft,i − r j or rft,i = r j + Δrft,i, while Δτft,i, Δrft,i, rft,i,
and r j represent new deceptive time delay increment, deceptive
range increment relative to FTG, range of false targets relative to
enemy radar, and reference range between enemy radar and

jammer, respectively. Hence, the new updated signal will
become as follows.

yft,i = exp j2πf n τFTG − τj,m,n − Δτft,i

 �� �

: ð35Þ

Before the transmission of the signal towards the enemy radar,
it must undergo carrier modulation with locally generated
adjustable carrier frequency. After modulation, signal will be
thrown to the enemy radar.

yft,i tð Þ = exp j2πf n τFTG − τj,m,n − Δτft,i

 �� �

× exp j2πf n t − Δτft,ið Þ� �
,

= exp j2πf n τFTG − τj,m,n − Δτft,i + t − Δτft,i

 �� �

,

= exp j2πf n t + τFTG − τj,m,n − 2Δτft,i

 �� �

: ð36Þ

The signal received by the enemy radar is

yft,i,m,n t − τj,m,n

 �

= exp j2πf n t + τFTG − τj,m,n − 2Δτft,i − τj,m,n

 �� �

,

= exp j2πf n t + τFTG − 2τj,m,n − 2Δτft,i

 �� �

: ð37Þ

After passing this signal through the matched filter, we get

yft,i,m,n = exp j2πf n t + τFTG − 2τj,m,n − 2Δτft,i

 �� �

× exp −j2πf ntf g,

= exp j2πf n τFTG − 2τj,m,n − 2Δτft,i

 �� �

: ð38Þ

Now, place values of τj,m,n andΔτft,i, and the received signal will
become as

yft,i,m,n = exp j2πf n τFTG − 2 τj − τj,n + τj,m
� 

− 2
2Δrft,i
c

� �� �
,

= exp j2πf n τFTG −
2
c

r j − n − 1ð Þd sin θ j
���

+ m − 1ð Þd sin θj

−
4
c

rft,i − r j
� Þg: ð39Þ

As we know that f n = f0 + ðn − 1ÞΔf ,

yft,i,m,n = exp j2π f0 + n − 1ð ÞΔfð Þ
τFTG −

2rj
c

+
2 n − 1ð Þd sin θj

c

−
2 m − 1ð Þd sin θj

c
−
4rft,i
c

+
4r j
c

2
664

3
775

8>><
>>:

9>>=
>>;,

= exp j2π f0 + n − 1ð ÞΔfð Þ τFTG +
2rj
c

+
2 n − 1ð Þdsinθj

c
−
2 m − 1ð Þdsinθj

c
−
4rft,i
c

� 	� �
,

= exp j2π

f0τFTG + f0
2rj
c

+
2 n − 1ð Þf0d sin θj

c
−
2 m − 1ð Þf0d sin θj

c

−
4f0rft,i

c
+ n − 1ð ÞΔf τFTG +

2 n − 1ð ÞΔf rj
c

+
2 n − 1ð Þ2Δf d sin θj

c

−
2 n − 1ð Þ m − 1ð ÞΔf d sin θj

c
−
4 n − 1ð ÞΔf rft,i

c

2
66666664

3
77777775

8>>>>>>><
>>>>>>>:

9>>>>>>>=
>>>>>>>;
:

ð40Þ
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Terms I and II will be taken outside, while terms VI, VIII, and
IX will be ignored due to their insignificance.

yft,i,m = exp j2πf0τFTGf g × exp j4π
f0rj
c

� �
〠
N

n=1
exp j2π

2 n − 1ð Þf0d sin θj
c

−

2 m − 1ð Þf0d sin θj
c

−
4f0rft,i

c
+

2 n − 1ð ÞΔf rj
c

−
4 n − 1ð ÞΔf rft,i

c

2
66666664

3
77777775

8>>>>>>><
>>>>>>>:

9>>>>>>>=
>>>>>>>;
,

= Aφ 〠
N

n=1
exp

j4π
c

n − 1ð Þf0d sin θj − m − 1ð Þf0d sin θj

−2f0rft,i + n − 1ð ÞΔf rj − 2 n − 1ð ÞΔf rft,i

" #( )
,

ð41Þ

where Aφ = exp fj2πf0τFTGg × exp fj4πð f0rj/cÞg represents
the phase change due to the enemy radar to jammer reference
distance and time due to signal interception and processing
time delay. For simplicity, we can ignore Aφ.

yft,i,m,n = exp j4π

n − 1ð Þf0d sin θj
c

−
m − 1ð Þf0d sin θj

c

−
2f0rft,i

c
+

n − 1ð ÞΔf rj
c

−
2 n − 1ð ÞΔf rft,i

c

2
664

3
775

8>><
>>:

9>>=
>>;:

ð42Þ

Now, we can deform above result into two factors: direction
and range.

yft,i,m,n = exp −j4π

n − 1ð Þf0d sin θj
c

−
m − 1ð Þf0d sin θj

c

� �

×
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c
−

n − 1ð ÞΔf rj
c

� �
2
6664

3
7775

8>>><
>>>:

9>>>=
>>>;
:

ð43Þ

For the sake of simplicity, we can ignore the 1st factor which
represents radiation pattern due to direction, and we con-
sider only the 2nd factor here which is our current area of dis-
cussion.

yft,i,m,n = exp −j4π
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c
−

n − 1ð ÞΔf rj
c

� 	� �
:

ð44Þ

Now, we have these three terms which are range-dependent
and playing important role of determining the radiation pat-
tern of the desired signal. It is evident that first and second
terms are representing fake target ranges while third term is
representing actual target range. Third term is the most insig-
nificant term as relative to other contributing terms, and due
to this reason, its effect will be overcome by other terms, or it
can be simply ignored.

yft,i,m,n = exp −j4π
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c

� 	� �
: ð45Þ

Hence, the enemy radar will observe the fake targets rather
than observing the actual target.

5. Simulations

Our objective in this simulation is to offer deception jamming
to the enemy radars. Consider the proposed scenario as shown
in Figure 5 which is based on the surface to the air signal model.
The actual aircraft is situated in air far-zone field while the
opponent FDA radar is located at the surface. The proposed
deceptive jammer is mounted on the actual aircraft. Both rivals
are working onW-band ð f0 = 100GHzÞ of the FDA radar hav-
ing N number of isotropic antenna elements with equal intere-
lement spacing λ/2 and uniform current distribution along the
whole linear array geometry configuration. The frequency
increment of the FDA radars is keptΔf = 0:3KHz.

Our proposed deceptive jammer works in passive search-
ing mode that means it does not transmit and receive own sig-
nals to scan opponent radar. It instead utilizes the opponent
radar signals to trace the desired parameters. But as quick as
the computational system at the target finds direction of
arrival (DOA), range, and pulse repetition interval (PRI) of
the opponent radar, our proposed method can send deceptive
echoes towards the opponent radar. These deceptive-echoes
carry radiation pattern with appropriate null linked to the
desired range and direction. They will be transmitted back in
synchronous with actual target echoes to hide the actual target
and delayed versions of false echoes to generate multiple false
targets. Afterwards, in result of the proposed algorithm, the
opponent radar will not be able to navigate the actual aircraft.
So, track mode of the opponent radar will not work here.

To avoid any waveform time-dependent periodicity and
mutual interference between the array element pulse width
of the echo that is kept ≤30μs and for the sake of simplicity,
the PRI is taken 0:5ms. Four different simulation cases have
been considered. In each case, one true target is assumed, and
the proposed deceptive jammer is mounted on it. The tech-
nique hides the actual aircraft along with generating four
false targets in each test case with the parameters given in
Table 1. For 3-D simulations, ten radiating antenna elements
are considered, but for the 2-D simulations, we have taken
N = 10, 20, 30, 40, 50 isotropic antenna elements, in the
ULA-based FDA radar for each case.

6. Case-I

In first case, we assume that the actual target aircraft is situ-
ated at distance 50 km and direction 50 degrees. Frequency

Table 1: Parameters of actual and false targets.

Case# Parameter Actual target FT 1 FT 2 FT 3 FT 4

1
Range (km) 50 30 40 60 70

Angle (degrees) 50 50 50 50 50

2
Range (km) 40 30 50 60 70

Angle (degrees) 10 10 10 10 10

3
Range (km) 70 40 50 60 80

Angle (degrees) 40 40 40 40 40

4
Range (km) 60 40 50 70 80

Angle (degrees) 20 20 20 20 20
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of the first element in the array is taken 100GHz, while incre-
mental frequency is assumed 0.3 kHz. Figure 7 shows 3-D
simulation of the case where null has been placed at the real
target aircraft location in order to hide it from the enemy
radar. We have considered different numbers of antenna-
elements in the array of ULA-based FDA radar for 2-D
simulations.

Instead of showing results like Figures 7, 11, 15, and 19 in
3-D, we have plotted the results in more simplified way using

only output power in Figures 10, 14, 18, and 22, respectively.
These figures (10, 14, 18, and 22) simply further elaborate the
results of Figures 7, 11, 15, and 19, respectively. These figures
show two scenarios. In the first scenario, it hides the actual
target by simulating equation (29), whereas eq. (29) places
null in the received signal at the opponent radar’s location
by means when the opponent receives this signals, he will
perceive min. power at the target location. In the second sce-
nario, it generates false targets at certain ranges and angles by

Novel
deceptive
jamming
technique

Scenario-based signal
model formulation 

Multiple fake targetsHide actual target

Problem

Generate multiple
false targets

Modeling

Initialize program

Initialize tool

Initialize program

Initialize tool

Receive & process
impinging signals

Intercept opponent FDA radar
signals

Proposed results

Simulations & results 

Hide actual target

Interrupt foe FDA radar
signals

Receive & process
impinging signals

Direction & range of
foe-radar is known

Formulate modified
FDA AF

Plugin desired range
& direction

Move the null at
desired location

Add null-steering
capability

Transmit back the
signal

Formulate modified
FDA AF

Calculate multi-
deceptive ranges

Transmit back the
signal

Calculate multi-
deceptive time-delays

PRI of foe-radar is
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Direction & range of
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Figure 6: Proposed model.
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Figure 7: Actual target hides at distance 50 km and direction 50°.
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Figure 8: Null’s placement at opponent radar’s range with different numbers of antenna elements.
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–80 –60 –40 –20 0 20 40 60 80
0

10

20

30

40

50

60

70

80

90

100

Ra
ng

e i
n 

km

FT1

FT2

ATH

FT3

FT4

Multiple false targets

Figure 10: Actual target hides at 50 km, and false targets appear at {30, 40, 60, 70} km.

12 Wireless Communications and Mobile Computing



–10

Null at R0 = 40 km, 𝜃0 = 10º, f = 100 GHz

0

80
60

40 20
0 –20

–40
–60 –80 0 1 2 3 4

Range (m)
Angle (degrees)

5 6 7 8 9 10

×104

×

–20

–30

–40

–50

–60
0

×××××××××××

Figure 11: Actual target hides at distance 40 km and direction 10°.
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evaluating equation (45) which will offer maximum power at
different ranges.

Figure 8 reflects 2-D results of the null position at the
range of the actual aircraft to camouflage it, while Figure 9
also verifies our results of null position at the desired direc-
tion of the real target to cover it. The proposed method also
generates four fake targets along the same direction of the
actual target and at different ranges of 30 km, 40 km, 60 km,
and 70 km. This has been proved in Figure 10 where the

desired target is hidden along with fake targets at their
respective ranges.

7. Case-II

For this case, we have assumed that the real-target aircraft is
located at range 40 km and direction 10 degree. Carrier fre-
quency and incremental frequency, f0 and Δf , are considered
100GHz and 0.3 kHz, respectively. Figure 11 represents a 3-
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Figure 13: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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D simulation where the desired null has been placed at the
real target aircraft location to hide it from the opponent
radar. Two-dimensional results of the null position at the
desired range (40 km) of the actual-aircraft are shown in
Figure 12. In another graph, we have proved that the null

has been placed at the desired direction of the actual target
aircraft reflected in Figure 13. Further, our technique also
generates four false targets along the direction 10 degrees
but at ranges of 30 km, 50 km, 60 km, and 70 km as shown
in Figure 14.
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Figure 15: Actual target hides at distance 70 km and direction 40°.
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8. Case-III

In 3rd case, we have assumed that the real target is positioned
at range of 70 km from the opponent radar along the direc-
tion 40 degrees. Our proposed technique can verify the
results in Figure 15 by showing that the desired null has been
place effectively at the actual target location. Its two-
dimensional counterpart graphs are shown in Figures 16
and 17 to validate its correctness in the desired range and

direction, respectively. Figure 18 shows multiple fake targets
in the direction of the real target but at distances 40 km,
50 km, 60 km, and 80 km away from the opponent radar.

9. Case-IV

In the last case, we have taken the actual target aircraft at dis-
tance 60 km away from the foe radar and at direction 20
degrees. The proposed model draws a null at its location to
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Figure 17: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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Figure 18: Actual target hides at 70 km, and false targets appear at {40, 50, 60, 80} km.
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hide the aircraft from the vision of the opponent radar, and it
is evident from its 3-D simulation in Figure 19. Further
exploration of the method has been disclosed in Figures 20
and 21, whereby 2-dimensional graphs have been drawn to
show the placement of the null at the desired range and direc-

tion, respectively. Vertical axis shows power in dB for differ-
ent numbers of radiating antenna elements in the array.
Lastly, to generate multiple fake targets at range 40 km,
50 km, 70 km, and 80 km along the same direction of the tar-
get aircraft, the proposed method calculates appropriate time
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Figure 19: Actual target hides at distance 60 km and direction 20°.
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delays. The deceptive jammer sends echoes back with these
time delays to confuse the enemy radar by showing him mul-
tiple false targets at desired ranges as shown in Figure 22.

10. Conclusion and Future Directions

A novel approach in the field of deception jamming has been
developed in this research which hides actual target and dis-
plays multiple fake targets at different arbitrary ranges along

the same direction to the enemy radar. This method has been
developed to neutralize the effectiveness and dangers of the
enemy radar which ultimately guarantees the safe penetra-
tion of the actual aircraft into the enemy territory. Moreover,
a number of time modulations are performed for intercepted
signal to display multiple deceptive jammer false targets at
different ranges but along the same direction. It is assumed
that the enemy radar has the capability of range angle-
dependent radiation pattern characteristics. FDA radar’s
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Figure 21: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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Figure 22: Actual target hides at 60 km, and false targets appear at {40, 50, 70, 80} km.
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radiation pattern is also time-dependent for larger pulse
width. This effect has been covered by considering narrow
radar pulse width. Hence, in this way, time dependency will
not affect the radiation pattern of the FDA radar.

One of the other emerging area of research is how to
counter deception jamming (anti-jamming) using FDA-
MIMO radars in the field of ECCM techniques, because
in the FDA-MIMO radar, we synthesize features of both
radars (FDA and MIMO), and we achieve frequency
diversity due to the FDA radar as well as waveform diver-
sity due to the MIMO radar. We will try to investigate
their relation with the presented method as well. We will
also explore that how we can use FDA-MIMO radars to
hide the actual aircraft target from the ground-based
FDA opponent radar without the help of wave-scattering
reflectors or advance escort-free-drone jammer. This
research can give notion towards production of airborne
deceptive jammers in the future.

Finally, the effectiveness and correctness of the proposed
research have been verified by doing theoretical analysis and
simulations by considering different cases with a number of
distinct ranges of the actual target and fake deceptive targets.
To put the research in the simplest form, the FDA radar is
considered with the uniform linear array configuration.
Moreover, the passage of time hardware computational and
accuracy capabilities increases tremendously. Hence, limita-
tions in implementing the algorithms due to hardware will
be overcome; one can implement the proposed work through
hardware with the collaboration of any national/interna-
tional research organization.
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