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The wireless nature of the Vehicular Ad Hoc Network (VANET), a technology that offers facilities such as traffic management and
safety services, makes it vulnerable to distributed denial-of-service (DDoS) attacks that exploit network communications and
reduce network reliability and performance. This paper proposes a design of a secure VANET architecture using a Software-
Defined Networking (SDN) controller and Neural Network Self-Organizing Maps (SOMs). In the proposed design, we adopt the
SDN architecture by using its separation of the control plane from the data plane and adding intelligent capabilities to the
VANET. To resolve the drawbacks of standard SOMs and to enhance the SOM’s efficiency, a Multilayer Distributed SOM
(MSOM) model based on two levels of clustering and classification is used. Experimental results show that our solution can
efficiently detect malicious traffic, prevent and mitigate DDoS attacks, and increase system security and recovery speed from the
attacking traffic. Moreover, the proposed scheme achieves a high accuracy rate (99.67%). Simulation results demonstrate the
effectiveness and efficiency of the MSOM regarding detection accuracy and other studied metrics.

1. Introduction

Vehicular Ad Hoc Network (VANET), an innovative net-
work that uses different technologies for next-generation
Intelligent Transportation Systems (ITS), offers an array of
functional services to vehicles and roadside infrastructure,
all of which result in better efficiency and safety of transport
operations [1]. In this environment, vehicles communicate
with each other through an ad hoc network—specifically,
using the Vehicle-to-Vehicle (V2V) mode. Furthermore,
vehicles can also communicate with roadside units (RSUs)
through Vehicle-to-Infrastructure (V2I) communication,
including Vehicle-to-Roadside-Units (V2RU) and Vehicle-
to-Base-Stations (V2BT). Based on the appropriate input it
receives, VANET can optimally manage traffic by providing
safety information, traffic jam warnings, road maintenance,
and intervehicle distance messages. However, the ad hoc
nature of communication in VANET makes information
sharing through it vulnerable to various types of security
threats and privacy attacks [2] (see Table 1 for a summary).
For instance, VANET is vulnerable to various attacks

against confidentiality, such as eavesdropping, as well as to
several types of attacks against integrity, such as masquer-
ade, blackhole, and replay. Other possible attacks against
VANET include jamming, denial of service (DoS), and dis-
tributed denial of service (DDoS) [3]. Among these attacks,
the most severe threats to the VANET environment are
DDoS attacks. While the main target of DDoS attacks is
network availability, such attacks can also exhaust or
destroy nodes and network resources. DDoS attacks also
decrease the packet delivery rate so that the network
throughput sustains a higher level of delay, control over-
head, and overall network overload. Since real-time traffic
is an important communication feature in VANET, an
event causing a loss of regular transmissions, even for an
instant of time, could be fatal [3]. Flooding attack is a crit-
ical DDoS attack category. The main idea of this type of
attack is to turn the victim node inaccessible or to reduce
the correspondence all the way by the network, thereby
adversely affecting availability. Attacks of this kind result
in network overloading. Figure 1 shows the most threats
and attacks targeting VANET.
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Using VANET, vehicles may exchange messages such as
periodic WAVE Short Messages (WSMs) with neighboring
nodes by registering the nearest RSUs. In addition, vehicles
may either create flooding WAVE Basic Service Set (WBSS)
or send periodic WSMs to transmit their emergency public
safety messages. Since all these critical service/application
notifications or other important information from RSUs or
vehicles are exchanged periodically, a malicious node can
start a formidable flooding attack on VANET by simply syn-
chronizing to the corresponding target periodic broadcast
schedule.

Vehicular network security requirements can be addressed
using Software-Defined Networking (SDN) [4] that brings a
wide range of network features, such as adaptability, program-
mability, and centralized control with unified abstraction. All
these features empower users to flexibly manage the network
[5]. Due to the aforementioned capabilities of SDN, the SDN
paradigm is now widely used in ad hoc networks [5, 6].

Furthermore, since malicious packets’ headers imitate
regular packets, an effective DDoS attack detection mecha-
nism requires an exhaustive packet analysis, which may cre-
ate more overhead on network utilization. Effective solutions
to address this issue include machine learning techniques [7]
and neural networks (NNs). The SDN programmability fea-
ture allows adding network solutions and lightweight add-

ons implemented using machine learning algorithms (ML)
and working in the real-time mode. In addition, ML tech-
niques are widely used to gather audited data and compute
patterns that predict the actual behavior of data input, all
of which can be used to detect and track various DDoS
attacks [8].

The self-organizing map (SOM) algorithm, a fundamen-
tal approach to NN introduced by Miljkovic [9], has been
widely used in clustering problems and data investigation.
A SOM is a neural network-based model that takes the form
of a grid of neurons. In this paper, we aim to take advantage
of the existing SOM model [9] to investigate the relationship
between supervised and unsupervised learning. The main
goal of developing a supervised layer with the standard SOMs
is to improve the scope of data classification with this algo-
rithm and to boost the learning process.

The centralized control plane architecture ensures supe-
rior control performance and resource management over
the heterogeneous VANET states. However, this architecture
has different vulnerabilities and is prone to various types of
security threats, such as limited detection throughput and
susceptibility to DDoS attacks. Likewise, due to the aggrega-
tion of traffic nodes into a single location, while active, a sin-
gle SOM may be vulnerable to a performance bottleneck,
which creates a target for a DDoS attack [10].

Table 1: Simulation parameters.

Parameter Value

Simulators NS-3

Simulation time 100 seconds (minimum time in network)

Communication range area DSRC ∼200m
Packet size 1000 bytes

Wireless network V-to-V and V-to-I =DSRC, V-to-eNBs = LTE/Wi-Fi

Data transmission speed Wireless = 6Mbps, wired = 100Mbps, Internet = 100Gbps
Packet intervals Hellomessage = 3 seconds, status update message = 3 seconds
Routing protocol OLSR
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Figure 1: Classification of VANET threats and attacks.
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In the present study, seeking to overcome the aforemen-
tioned critical issues, as well as to enhance the robustness of
VANET-based SDN networks, we propose a Multilayer Dis-
tributed SOM (MSOM) system—a new mechanism to tackle
the performance bottleneck problem under DDoS attacks.
Instead of using a single SOM in the upper plane as a security
service, our method investigates the distribution of multilay-
ered SOMs integrated into SDN controllers.

Due to their remarkable performance results, VANET
networks, SDN technology, and VANET-based SDN have
been extensively investigated in previous research. As argued
in [11], Software-Defined Vehicular Network is a potential
paradigm to systematically control networks. A comparison
of the VANET’s achieved performance with and without
SDN support was investigated in [12], with the results sug-
gesting that VANET and SDN networks can manage road-
side controllers to achieve high performance. Furthermore,
[13] proposed a software-defined vehicular network defense
mechanism.

The defense mechanism is aimed at detecting a flooding
attack by the time series analysis of packet flow and at miti-
gating the attack, creating thus a flow tree to establish the
source of spoofed packets. In [14], a new DDoS detection
method based on SDN architecture features, i.e., flow moni-
toring, was introduced. Using a SOM, the method proposed
in [14] classifies network traffic as malicious or nonmali-
cious. Following [15], simplification of the security provision
within the network can guarantee security against new SDN
attacks aimed at the data and control planes. In [16], Flood
Defender, which is protocol independent and elastic to miti-
gate the SDN-aimed DoSS attacks, was proposed. Further-
more, [17] discussed using the SDN paradigm to mitigate
the distributed denial of service attack using OpenFlow pro-
tocol as a means to improve the legacy Remote Triggered
Blackhole (RTBH).

In [18], a data mining methodology to detect known
attacks and discover other unknown attacks in VANETs
was presented. Overall, this solution has the following three
main advantages: (1) a decentralized vehicle network with
scalable communication and data available about the net-
work, (2) the use of two data mining models to show feasibil-
ity for an IDS in VANETs, and (3) finding new patterns of
unknown intrusions. In the proposed system, the network
is divided into a cell grid where each cell has a transmission
tower enabling communication with other cells and the
Internet. Each cell will run its data mining models and rules,
detecting new attacks and thereby allowing the IDS to create
new rules of transmission for each subnetwork. In [19], a
multiqueue SDN controller scheduling algorithm to mitigate
DDoS attacks in SDN was proposed. This algorithm tries to
protect the normal switches during a DDoS attack by sched-
uling the flow request processing through different switches.
This method uses multiple time-slicing plans depending on
the DDoS attack severity. Furthermore, [20] proposed a solu-
tion to protect the VANET availability from DDoS and DoS
attacks based on various severity levels. Seeking to minimize
the number of messages at any stamp of time to be received
by any node in the network, the aforementioned solution
uses evocation techniques and a Dedicated Short-Range

Communication (DSRC) channel. Another relevant study
investigated the DoS attacks in IEEE 802.11 network detec-
tion in real time [21]. The proposed detector continuously
monitors the events occurring in the wireless channel and
inspects each collision using probabilistic computation. The
main goal of this method is the basic mode of IEEE 802.11
with arbitrary unicast traffic. To this end, the binary expo-
nential back-off algorithm to trigger the retransmission is
employed. In [22], the Multivariant Stream Analysis (MVSA)
approach was proposed to feature the numerous phases of
detecting a DDoS attack in Vehicular Ad Hoc Networks.

Another approach to detect and locate DDoS attacks in
VANET is Stream Position Performance Analysis (SPPA)
proposed in [8, 23]. By calculating and monitoring several
metrics, such as conflict field, conflict data, and attack signa-
ture sample rate (CCA), this approach inspects the position
of any field station in sending the information to launch a
DDoS attack. Using the calculated metrics, CCA distin-
guishes malicious and trustworthiness packets. Its DDoS
detection performance was reported to be remarkable [8, 23].

Furthermore, [22] proposed the Multivariant Stream
Analysis (MVSA) method I to detect and mitigate DDoS
attacks on VANET using NS2 simulation. MVSA provides
V2V communication through RSU, by determining an aver-
age payload rate, frequency at different times, and the time to
live per vehicle for each strike class. The MVSA method
inspects the trace files to identify the DDoS. Then, MVSA
decides on the stream weight, which is followed by the classi-
fication of stream packets as either legitimate or malicious.
However, while the MVSA method demonstrated stability
and good performance, its drawback is that the reduction in
the packet delay is not assured to detect the malicious node.

In another relevant study, Periodic Self-Organizing Maps
(PSOM) based on an unsupervised method to detect aberra-
tions in periodic time series were introduced [24]. Similarly,
[25] proposed an anomaly detection approach based on the
growing hierarchical SOM. This approach relies on the
following two stages: (1) the mining stage and (2) the identi-
fying stage. Converting high-dimensional data to two-
dimensional data while keeping the relationships between
clustering and topological relation, the proposed method is
used with off-line intrusion detection assessment, and the
detection knowledge is used with an IDS.

Based on the evidence briefly reviewed above, it can be
concluded that previous studies have attempted to solve the
issue of DDoS in the SDN and VANET. However, although
the SOM technique has been applied in various studies on
SDN, to the best of our knowledge, none of the previous stud-
ies focused on the domain of VANET. Moreover, most of the
proposed solutions used only the traditional SOM mecha-
nism and thus may not have overcome the limitations of
the centralized SDN design. Furthermore, while all available
solutions to prevent DDoS attacks—including both those
used in conjunction with the eNBC and those integrated with
RSU or edge devices present in the vehicles—hold much
promise, the information-based metrics and verification
algorithms have various drawbacks, which may cause delays
in attack detection. Furthermore, several of the proposed
have focused only on the management of privacy issue
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solutions. In addition, while several DDoS detection mecha-
nisms work by periodically triggering the detection tech-
niques, they have limitations in terms of the time needed to
activate the detection time window.

Another limitation of previously proposed solutions
DDoS mitigation approaches is that they use centralized
solutions by implementing systems at the node location, on
the cloud, or at the data center. While centralized solutions
are indeed capable of mitigating DDoS attacks, they are not
sufficiently effective with regard to the delay issues and
required resources. In a centralized SDN VANET-based
architecture, the controller is typically removed from the
vehicles, which results in a significant latency of the design’s
operations [26]. This impact of this latency impact gets par-
ticularly noticeable in collecting flow information, which gets
very time-consuming [27]. Consequently, the centralized
approach adversely affects routing, and the route setup time
gets considerably extended. Furthermore, while a centralized
approach offers a global view of the entire underlying net-
work, it may consider as a single point of network failure.

The present study is inspired by the concept of distrib-
uted multilayer SOM-based detection, which may be the
most efficient currently available defense method to detect
DDoS flooding attacks. In order to protect the network from
such attacks, we need a bulletproof solution that would effec-
tively overcome the shortcomings of the available solutions.
The approach proposed in the present study differs from
the approaches briefly reviewed above in the following sev-
eral aspects. First, our architecture works in a distributed
method to solve the central point of failure and to achieve
load balancing. Second, we use a multilayered distributed
SOM to enhance dictation performance with low overhead.
Third, the proposed approach is designed to provide a smart
system to not only detect the attack but also mitigate and pre-
vent future attacks. Finally, as will be demonstrated in Sec-
tion 4, the scenario results collected with our MSOM
approach are very efficient. The main contributions of the
present study can be summarized as follows:

(i) We propose integrating novel multilayer self-
organizing map (MSOM) security modules into the
distributed SDN controllers. In this module, we pro-
pose a multilayered SOM using an unsupervised and
supervised learning algorithm

(ii) We propose a distributed real-time VANET-SDN-
based detection and mitigation mechanism that
offers reliable and accurate classification to detect
and mitigate DDoS flooding attacks

(iii) In order to demonstrate the effectiveness of our
architecture in terms of securing applications built
for VANET, extensive simulations are performed

The remainder of the paper is organized as follows. Sec-
tion 2 describes the preliminary work. Section 3 presents
the architecture design. A detailed explanation of the experi-
ments and a summary of the results are provided in Section 4.
Finally, Section 5 draws conclusions and outlines directions
of future research.

2. Preliminary Work

A self-organizingmap (SOM), a type of the NN technique, is an
unsupervised learning algorithm first introduced by Adhikary
[8]. Due to its capability to transmit nonlinear relationships
between high-dimensional data into a lower-dimensional
geometric relationship of a regular two-dimensional map,
SOM can be used to classify and visualize high-dimensional
data.

The process of the SOM algorithm consists of the follow-
ing four steps:

(i) Initialization. In this step, the algorithm selects ran-
dom numbers for the initial weight vectors. Then, a
learning rate is assigned via a parameter value

(ii) Activation. The input of Xi activates the SOM and
searches for similarities of the Best Matching Unit
(BMU) neuron Xi at iteration p. The measure in
Equation (1) is calculated using the norm of Euclid-
ean distance

E =min X −Wij pð Þ�� �� =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
〠
n

i=1
Xi −Wij pð Þ�2

s
ð1Þ

(iii) Updating. This step involves applying the weight
update function. Equation (2) describes the func-
tionality of the update step where Θ is a restraint
function. Since Equation (2) has a distance from
the BMU, it is also known as the neighborhood func-
tion. The function refers to the learning rate of the
SOM which, in turn, refers to the weight repairing
and its iteration

Wij p + 1ð Þ =W pð Þ +Θ pð Þα pð Þ X pð Þ −Wij pð Þ� � ð2Þ

(iv) Continuation. In this final step, the second step is
repeated until the map is adequately organized.
Noticeable changes in the map become zero. Upon
completion, the data become organized and are
maintained in a similar region. Winning nodes will
handle data from similar regions [8]

3. The Proposed MSOM Architecture with the
Multilayer Distributed Mechanism

In this section, we describe the architecture of our system and
how integrating SDN on top of VANET networks can
enhance the security against DDoS attacks while using Mul-
tilayer Distributed SOM (MSOM).

3.1. Architecture Design. As mentioned in Section 2, when
deploying the SDN VANET architecture, the controllers
and data plane nodes should be located as close as possible
to each other to decrease the latency encountered by the vehi-
cles. Accordingly, recent research on the SDN VANET is
aimed at maximally minimizing the amount of communica-
tion between the control and data planes [28]. The standard
VANET architecture features fixed RSUs, which makes it
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possible to move the control plane from the Internet to the
RSU level [29]. This will reduce connecting to the controller
and enables the use of the existing DSRC wireless technology
to communicate with controllers, instead of using high-cost
cellular links. The SDN controller communicates with the
roadside controller by using the OpenFlow protocol, while
the roadside controller connects with vehicles within its cov-
erage area. To this end, it relies on the capability extension of
the OpenFlow standard through the supporting status
update of each vehicle. In order to tackle the issue of load
balance and to distribute the workload among controllers,
our architecture was designed with distributed controller
placement.

Specifically, the proposed architecture was designed to
delegate traffic processing tasks among distributed control-
lers over RSUs to decrease the workload and to process a
small amount of traffic in the case of policy checking. In addi-
tion, in our architecture, each roadside unit handles only the
traffic entering its ports from outside networks. Therefore, as
compared to the single controller case, the load on the RSU is
not very significant.

Figure 2 shows the distribution of the architecture com-
ponents. Overall, the proposed architecture model contains
the following modules.

(i) Application Module. This module is placed in the
vehicle and contains an application (software) to
communicate with other application modules via
wireless technology. Application module communi-
cation is facilitated by Open vSwitch (OVS) and
Open vSwitch Database (OVSDB) [30]. This com-
munication works by exchanging data with roadside
controllers, node base controllers, and other vehi-

cles. Each vehicle will include the local agent con-
trolled by SDN controllers in the roadside unit and
base node stations.

(ii) Roadside Controller (RSC). This is an SDN controller
positioned at RSUs and used along the road to
enable direct connections with vehicles. The direct
connection offers high-level management of road-
side controllers with fast data processing, better
security mechanisms, and a data plan control. The
RSCs work in a distributed way to share load bal-
ance, traffic management, and security insurance
with the base station controller

(iii) Evolved Node Base Controller (eNBC). This SDN
controller is a central intelligence unit in VANET
and is responsible for security enforcement, consis-
tency establishment, traffic management, and policy
control. The eNBC is an SDN integration with the
evolved base stations

In the proposed architecture, we take advantage of the
standard VANET architecture’s use of different wireless tech-
nologies to resolve load balancing, cost, and security con-
cerns. For the control plane, LTE/Wi-Fi is used. The eNBC
controllers are connected via the Internet backbone. The
down layer accommodates RSU controllers connected via
the RSU backbone through Ethernet. Each vehicle is facili-
tated by both the DSRC interface and the long-term evolu-
tion (LTE) interface, which will only be used in cases of the
absence of the RSUC coverage. Although the control plane
requires low bandwidth and highly secure communication,
while the data plane needs higher bandwidth and sufficiently
secure communication, the proposed architecture is not

eNBC-to-RSC

Network
management MSOM Security

app
Monitoring

app
Business

app Vendor app

eNBC

Internet
Backbone

eNBC

BroadbandRSC-to-vehicle

Vehicle-to-vehicle

RSC

eNBC-to-vehicle

LTE RSC

DSRC
DSRC

RSC

Control plane

Application plane
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Figure 2: VANET-based SDN components of the communication route.
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restricted to these methods but can be used with any commu-
nication technologies.

Our design works by distributing the workflow among
RSCs and vehicles’ local agents while maintaining synchroni-
zation with a base controller [31]. Figure 3 shows the differ-
ent communication technologies between the components
of the designed architecture. The communication channels
are as follows:

(i) eNBC2RSC. A channel that transfers control plane
rules and installed policies

(ii) Vehicles2RSC. Two data plane channels between the
vehicles and RSCs. The first and the second channels
transfer the data and security rules/flow manage-
ment, respectively

(iii) eNBC2Vehicles. A channel that connects the eNBC
to the vehicles when the vehicles cannot directly
connect to RSCs

(iv) Vehicles2Vehicles. A data plane channel between
vehicles. The data exchanged between vehicles is
controlled by flow rules and policies installed and
administered by RSCs and the eNBC

To enable communication between the controller and
other SDN planes, the architecture incorporates the follow-
ing three interfaces: (1) southbound API, (2) northbound
API, and (3) east/westbound API. The southbound API facil-
ities the communication between the controller and the data
plane entities based on one of the Application Interfaces
(APIs), as the OpenFlow protocol is the standard protocol
in the SDN environment that regulates the data communica-
tion between the data plane and the control plane via the
interconnecting interfaces in the network. The controller
can communicate with the application plane applications
through the northbound interface (NBI), which mainly pro-
vides abstract network views and enables programming and

network management. In a distributed SDN architecture, a
third interface is required that would act as an interface
between multiple controllers. To this end, east/westbound
interfaces, which are specialized interfaces that work only in
distributed SDN controllers, are used. Each controller should
have its own east/westbound API to communicate with each
other. Some of the main functions of these interfaces include
transferring reachability information between controllers to
facilitate inter-SDN routing, synchronizing among each other,
monitoring/notification capabilities, getting up-to-date topo-
logical information, and coordinating the flow setup from
the applications.

The proposed design ensures communication between
the roadside controller and the vehicle in a strict way. The
software-defined agent located in the vehicle links with the
respective device using a v-port. Since the SDN agent has
one ID, it can connect via Open v-switch. Considering that
the controller includes the roadside controller and evolved
NBC, the critical part of the architecture contains a security
module placed on the controller side. The controller is
accountable for addressing various issues, including the anal-
ysis of events and alarms.

3.2. The Proposed Multilayer Distributed SOM Algorithm. To
detect and minimize DDoS attacks, the proposed system uses
the MSOM algorithm. This algorithm is cast-off to generate a
detailed description of the attack and its type, which can be
detected through an anomaly detector. Figure 3 presents an
overview of the proposed system consisting of MSOM and
DSOM modules, and a vehicle switch located in the eNBC,
RSCs, and vehicles. In our architecture, a DSOM module is
integrated into an RSU controller by adding extension mod-
ules, and the MSOM module that controls the complete sys-
tem operation is placed in the eNBC.

To facilitate independent performance upon detection,
the Multilayer Distributed SOM algorithm is installed on
the roadside and node base controllers. For VANET

MSOM

DOSM1

Vehicles-OVS
switch

Vehicles-OVS
switch

Vehicles-OVS
switch

DOSM2 DOSM3

Control rest API Control rest API

Telebanking
account

Control rest API

Switch rest APISwitch rest APISwitch rest API

Control plane

Data plane

Figure 3: The proposed multidistributed SOM system.
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communication media, network interruptions during over-
crowding must be determined.

The methodology underlying the proposed system is
based on a distributed multilayer self-organizing map con-
structed by a distributed SOM (DSOM) with a classification
SOM (CSOM). The system is divided into the following six
phases:

(i) DSOM Training. The process starts from training the
DSOM, which is performed similarly to the SOM ini-
tialization outlined in Section 2. Each RSC is trained
with the initial training dataset sent by the eNBC, and
the outcome of this process is the input data orga-
nized into regions based on their similarity

(ii) CSOM Layer. The process continues with training
SOM as supervised NN with a class label to improve
the accuracy of our system. However, this time, the
similarity function, the neighborhood update, and
the class label of each cluster are already known from
the DSOM. The drawback of the traditional SOM
algorithm is that it has a standard deviation (SD) that
distorts its performance. To overcome this limitation,
we replace the equation of the Euclidean distance
with Pearson squared regression [16]. This approach
works well with the standard deviation (SD) and
yielded excellent results. The Pearson squared dis-
tance computes the correlation between two profiles,
as well as apprehends reversed relationships

d = 1 − r,

r = z xð Þ: z wð Þ
n

,

xð Þ, z wð Þ = Z − Score S tan dardization:

ð3Þ

Z-score standardization, an extensively used statistical
analysis technique, takes the difference between the field
value and the field mean value and scales this difference by
the standard deviation of the field values (see Equation (4)).
Z-score is the most common method used to generate the
SD to all attributes x and weight value w. Specifically, Z
-score transformation reforms each attribute value to the
standard scores with a zero mean and a unit.

SD =

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑x − x − �xð Þ2

q

n − 1
, ð4Þ

where mean

Xi =
x − �x
SD xð Þ : ð5Þ

In addition to the set of elements in every sequence, w
contains additional blocks to store the class counter fcgz.
For this reason, it will be trained with CSOM which will be
used in the training phase, where Z is the number of classes
in the input data. To avoid significant differences between

the used attributes, normalization makes all values equal,
thereby enhancing the numerical precision of distances of
each attribute’s input dataset Xi and SD via subtracting the
mean and dividing by the standard deviation for individual
attribute

(iii) Feedback. After training the CSOM, the CSOM
results are fed back into the DSOM to deduce the
optimal classification features

(iv) Merging (DSOM and CSOM). If each RSC was to be
allowed to work independently, the variations in the
mapping could become sufficiently large for each
MSOM to generate disparate results even for the
same input data. Toprevent such map deviation,
the individual MSOMs are periodically consolidated
into a single MSOM in a weighted sum method (see
Equation (6)).

MSOM= 〠
j=1

i=n

Wj

∑j=n
i=1Wi

× MSOMð Þj ð6Þ

(v) Updating. After merging the MSOMs, the merged
map is sent to the RSCs by the eNBC. To ensure that
the classification continues at the switch, the existing
DSOM map is substituted by the merged map

(vi) Classification. Finally, the MSOM is used to perform
classification based on the inputs, and the output is
transmitted to the controller for further processing

We set up our system as illustrated in Algorithm 1 (see
below) and conduct a test of the DSOM & CSOM system.

3.3. The Proposed SDN Controller Architecture. The SDN
controller at the eNBC level does not retain full control;
instead, it can deputize control of traffic management and
control details to other RSCs and local agents in the vehicles.
In this way, traffic control and security are shared between all
SDN controllers.

The proposed architecture was designed to fulfill the
requirements of an adequate DDoS defense system with mul-
tiple levels. Further detail is provided below.

3.3.1. eNBC Level. On the eNBC level, control of our scheme
incorporates both the control plane and the application layer.
The eNBC controller is assisted by the OpenFlow controller
module that runs applications in the control plane. The pro-
posed architecture is divided into the MSOM module, eNBC
agent, global database, and security module (Figure 4). The
northbound interface abstraction layer (i.e., REST API) is in
charge of maintaining an open communication channel
between the OpenFlow controller and the eNBC agent.
Furthermore, the MSOM module is responsible for the uni-
fied MSOM map creation process, while the eNBC agent
controls communication among all modules. Since our archi-
tecture contains different types of connections, each module
employs separate socket connections. Additionally, the agent
also manages the policy module and the mitigation engine,
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while the MSOM engine manages and executes the steps of
initialization, merging, and updating discussed in Section 2.

During the initialization step, the MSOM module
retrieves the information of the registered RSCs and vehicles
stored in the eNBC’s global database via an eNBC agent. The
agent controls the MSOM steps performed in the eNBC, as
well as manages the initial dataset and map. Upon comple-
tion of the RSC registration process at the authentication
and registration unit, the MSOM agent sends the initial train-
ing dataset to all registered RSCs. Finally, the initialization
step is completed at the eNBC after all the RSCs received
the initial training dataset.

The MSOMmerging process starts with the MSOM agent
messaging the registered RSCs to collect the DSOMmaps, and
all DSOM map information received by the eNBC agent is
immediately sent to the MSOM agent. After verification of
all information from the RCSs with the help of the security
module, the MSOM agent stacks the resulting data for subse-
quent merging. Upon completion of the verification proce-
dure, the MSOM agent starts the merging process described
above. Subsequently, the update procedure is started by send-
ing the merged map to all registered RSCs and updating the
MSOM map managed by the MSOM module.

3.3.2. The RSC Level. The RSC architecture has the same
modules (MSOM and security), but with different functions.
Figure 5 shows the RSC architecture components and the
communication with OpenFlow switches. The RSC agent
orchestrates the functions and manages the workflow and
communication both among the modules themselves and
with other parties within the system.

TheMSOMmodule in the RSC level is responsible for the
initialization, feedback, and classification steps. The training
process starts after all registered RSCs receive the initial data-
set sent by the eNBC. Then, the RSC agent forwards the data-
set to the MSOM module to save it in the initial database,
which then becomes the input for the initialization step.
TheMSOM agent creates the map by training the initial data-
set using the steps described in the proposed algorithm,
including initialization, CSOM, and feedback. Upon creation
of the map, the MSOM will save it in the MSOM database.
Moreover, the eNBC will update the map by the merged
map, a new periodic call for the training procedure, or any
update that occurs during the feature extractor procedure.
This periodic training ensures that the map always adapts
to any new incoming traffic and advances each local MSOM’s
RCS classification performance.

1 while (True) do
2 Randomly initialize DSOM weights wi j

3 Sequentially input data from initial dataset Xi
4 while (criterion DSOM) do
5 Compute the Euclidean distance between Xi and Wi j

6 Update the weights of the winning neuron and its neighborhood of BMU
7 Input into CSOM
8 Compute the Pearson squared distance between Xi and Wi j with Ci

9 Start training
10 Merge DSOMs sent from all RSCs to eNBC
11 Distribute the merged map (DSOM) to all RSCs
12 Classify incoming traffic as normal or attack

Algorithm 1: Multilayer Distributed SOM.

APPLICATION LAYER
Security module MSOM module

MSOM agent
initialization /

merging/update

Initial dataset
(training)

MSOM map

Global DB
Registration /
authentication

Policy engine

Mitigation engine

Northbound abstraction layer (REST)

Control plan

OpenFlow controller

eNBC
agent

Figure 4: The evolved node base station SDN controller architecture (eBNC).
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As discussed previously, the main aim of the present
study is to evaluate the feasibility of using an MSOM against
DDoS flooding attacks. Overall, the packet information plays
an important role in the DDoS detection process. The traffic
collector forwards all packets sent by the vehicles registered
with a single RSU to the feature extractor that, in turn,
extracts each packet feature for every IP address source. To
classify the traffic, the feature extractor uses the following
six characteristics:

(i) Number of Flows. An ICMP flooding attack uses
only one flow, while a TCP flooding attack can use
an almost unlimited number of flows

(ii) Number of Packets/Flow. An ICMP attack uses a
massive number of packets per flow, while a TCP
attack uses only several (1 to 3) packets per flow

(iii) Number of Bytes/Packet. An ICMP attack leads to a
large number of bytes per flow, while a TCP attack
uses a reasonable small number of bytes per flow

(iv) Protocol. Protocol is a characteristic feature that per-
forms a fundamental function in the classification of
the type of the flooding. Different protocols can be rep-
resented as (unique) integers, e.g., TCP 1 and ICMP 0

(v) Client Ports’ Growth. The attacker port number does
not change during an ICMP attack; however, a TCP
attack yields many service ports where the attacker
uses multiple ports to send SYN packets

(vi) Duration. In an ICMP attack, the attackers are con-
nected to the server for a considerably longer time
than in a TCP attack

The classification step forms input vectors using the fea-
tures obtained in the extraction step. Similar to the standard
SOM, the MSOM map classifies traffic into malicious and
nonmalicious. In order to make the final determination, we
introduce a clustering algorithm to partition n patterns into
K groups. When an attack is classified, the MSOM agent for-

wards the attack information to the security module via the
RSC agent. Further detail is provided in Section 3.3.2.

3.3.3. Security Module. The security module distributes the
workload between the multiple controller layers. The distrib-
uted controller layer improves the reliability and scalability of
the proposed solution to match the needs of VANET-based
SDN networks. The proposed security module workflow
and its components are as follows:

(i) Registration and Authentication. In the proposed sys-
tem, the eNBC is considered as the trusted component
and the central authentication party. In addition, the
RSU must be registered and authenticated by the
eNBC for one time. After its successful registration,
each RSC will initially grant a security certification,
and this certificate will be saved in the local database
for RSCs. However, the vehicle’s registration consists
of the following two phases. In the first phase, each
vehicle attempts to join the system by sending a regis-
tration request to the nearest RSC. In the second
phase, unless the vehicle is already known, the
received request is escalated to the eNBC. Once a vehi-
cle is authenticated by the eNBC, it is granted a certif-
icate and an ID that will be saved in the global eNBC
database, local RSC database, and the car itself. All cer-
tified cars will be assigned a key by RSC or eNBC each
time they connect to the system

(ii) Policy and Mitigation Engine. While the policy engine
defines attack detection and mitigation policy, policy
andmitigation engines determine the defense strategy.
Our design supports several types of mitigation plans,
such as dropping packets, traffic redirection, and
blocking ports. The policy and the mitigation engines
apply different rules within the different components

The policy engine in the RSCmakes local policy decisions
on traffic flows and controlling policies installed by the
eNBC. The policy engine communicates with the global
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Figure 5: Roadside unit SDN controller architecture (RSC).
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policy engine at the eNBC to receive policies via REST API.
In order to manage all incoming packets collected by the traf-
fic collector, the policy engine directly inserts rules into the
flow tables. In the event that an attack is detected, or if
changes to the old policy are requested via a REST API com-
mand, the global policy engine will update all RSCs, the vehi-
cle policy engine, and the flow table. The global policy engine
feeds the RSCs and vehicles with new rules and provides
updates of all rule violations. Whenever an attack is detected
by one or more RSCs, the eNBC policy engine sends a REST
API command with the new policy, and the policy module
makes the decision for the whole network based on the global
view of the network.

The mitigation module in the RSCs works with the secu-
rity module in the eNBC. This process starts after the security
module receives an attack alarm sent by the MSOM agent.
Upon successful verification, the mitigation engine module
informs the policy engine module to locally update the poli-
cies and forwards the attack definitions to eNBC. The rules
are pushed to the vehicles via PUSH-based REST API. The
vehicles’ flow table is updated based on the flow rules pro-
vided by the RCS. The traceback procedure is activated on
the RSC level by inserting the vehicle source ID of the
spoofed packets that do not match the installed rules to a sig-
nature IP.

Depending on the attack severity information extracted
from the alert message, the mitigation module includes the
following three filters: (1) LR (least reactive), (2) IR (interme-
diate reactive), and (3) HR (high reactive) filter. These filters
are used to defend against the attacks by blocking ports,
dropping packets, and reducing the traffic sent between any
two systems. Once the mitigation policy is successfully
installed, tremendous volumes of malicious flow entries
may be created by the attack. Since this flow of malicious data
can consume storage space, upon performing mitigation
action against the attack traffic, the attacker flow entries will
be deleted to clear the occupied storage space in the vehicle
agent switch.

4. Performance Evaluation

This section reports the results of the experiments described
in Section 3 and demonstrates the effectiveness of the pro-
posed method.

As concerns the training datasets used for the multilayer
distributed SOM, initially, the MSOM was trained using the
datasets of DDoS attacks and normal traffic. The DDoS-
attack training sets were acquired from the following three
datasets: (1) CAIDA-Dataset 2015 and 2007 [32], (2) NSL-
KDD Dataset for Network-based Intrusion Detection Sys-
tems 2009 [33], and (3) LANDER DARPA 2009 Intrusion
Detection [34].

In addition, to generate DDoS traffic attacks in the test
bed, BoNeSi [35], a flooding tool, and a DDoS Botnet Simu-
lator were used. We examined two types of attacks: (1) the
TCP flooding attack and (2) the ICMP flooding attack. For
the implementation of the proposed approach, the BoNeSi
flooding attack tool offers an efficient way to examine our
solution’s performance against the DDoS attack traffic.

4.1. Experiments. To prove the efficiency and accuracy of the
logic in the proposed architecture and evaluate its perfor-
mance, we first independently implemented and tested each
module. Second, we tested the connectivity layers between
the RSCs and the agent from one side, and theMSOMmodule
and the eNBC from the other side. Furthermore, to simulate
the controller on the RSC and eNBC, we implemented the
MSOM modules as an application in the SDN controller.
The setup was run natively on a Linux machine with Ubuntu
15.04 in a virtual machine using VirtualBox. In this experi-
ment, the SDN controller that we used was Floodlight.We also
used Mininet-Wi-Fi [33], the standard network emulation
tool for SDN with wireless support, as the network emulator.
A customized Floodlight controller in RSC and eNBC and
Open Virtual Switch (OVS) [30] was used for the vehicles.

Finally, the architecture was examined with the NS-3
simulator. To evaluate the performance, we considered a 4-
junction road. The simulation area spread-over was 1000 ×
1000 meters. In general, the vehicle can initiate a request
for its attentive data. However, in our simulation, we used
60 vehicles configured with SDN switches. The vehicles were
located randomly within the margins, 7 RSCs, and one NBC
was located in the middle of the architecture area to connect
with all RSCs. The time for the simulation was set at 100 sec-
onds, and the number of attackers varied from 5 to 40. Opti-
mized Link State Routing (OLSR) [36], which is widely
applied in ad hoc networks [37–39], was used. Many features
of OSLR—including short packet transmission delay, fast
adjusting of topology changes, simple operations, and easy
integration with different kinds of devices—make its use
optimal for VANET. Furthermore, many previous studies
showed the superiority of the OLSR over other routing proto-
cols [40–42]. It should be noted, however, that our solution
can be directly used with any other protocol. The simulation
parameters and configuration used for evaluation are sum-
marized in Table 1.

Next, we evaluated the performance of the proposed
model as compared to single SOM and DSOM in terms of
DDoS attack detection and mitigation. A SOM filter was
implemented at the eNBC, and all vehicle traffic was for-
warded to the controller for further analysis as per the
described standard SOM using the flow collector, feature
extractor, SOM map, and policy engine functions. In the
DSOM scenario, all RSC trainings were first mapped and
then merged by the eNBC and then sent back to all RSCs.
The last scenario was our proposed MSOM that included
all aforementioned steps and functionality. In all scenarios,
we used the same dataset parameters (see Table 2). The
BoNeSi tool produced different attack levels with traffic rates
(50, 100, 200, and 300Mbps) in all scenarios.

Table 2: Training and testing sample parameters.

Approach Init. Training
Testing datasets

CAIDA NSL-KDD DARPA

SOM 4000 6000 3000 3000 3000

DSOM 4000 6000 3000 3000 3000

MSOM 4000 6000 300 3000 3000
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The mechanism revealed an interesting property if the
input patterns were not uniformly distributed over the input
space. Specifically, the MSOM on the second layer was a
supervised mechanism and distributed more neural units
where the input patterns had a higher density—an effect
known as the magnification factor. The first layer was an
unsupervised mechanism; the network passed the input pat-
tern if they were more frequent; this trend was unaffected by
the density of the input patterns.

We focused on the vehicle to infrastructure communica-
tion—specifically, on the traffic from vehicles and RSU. Since
the proposed solution does not prioritize the use of any spe-
cific protocol, it is equally applicable to all protocols. Various
data packets were transmitted in vehicular networks, such as
position, average speed, and road condition. Since the vehi-
cles may not have had the same features and applications
and may have transmitted various packets via the network,
we did not define the type of data for our detection and mit-
igation model for the sake of generality.

The initialization, training, and testing processes were
performed for SOM, DSOM, and MSOM. A total of 4000
samples from each dataset (NSL-KDD, CAIDA, and
DARPA) were used for the initialization process, while
6000 samples were used for training. The testing process
was conducted with 3000 samples from each dataset and

6000 samples from the BoNeSi tool. We ran the testing pro-
cedures multiple times with different neuron patterns in the
SOM map (20 × 20, 30 × 30, and 40 × 40).

In addition, seeking to test the efficiency of the proposed
method not only with different datasets but also with other
classifiers, we ran an additional test to compare the proposed
classifier detection with other classifiers [43–45] (Naive,
Bayesian, ML-Perceptron, and C4.5, respectively).

Accuracy was defined as the number of correctly classi-
fied cases as compared to the total number of cases presented
to the system. Detection rate (DR) was computed as the per-
centage of True Positives (TP) as compared to the total num-
ber of cases classified as positive events. The detection rates
and accuracy were computed as shown in Equations (7)
and (8).

Accuracy = TP + TNTP++TNFP + FN × 100, ð7Þ

DR = TPTP + FN, ð8Þ
where TN are true negatives, FP are false positives, and FN
are false negatives. Finally, the SDN VANET architecture
performance with the proposed method and SOM and
DSOM was measured in terms of throughput, average end-
to-end delay, and packet delivery ratio (PDR).
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Figure 6: The detection rate in classifying abnormal traffic with three different neuron numbers and three datasets.
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Figure 7: The accuracy of the SOM maps with three different neuron numbers and three datasets.
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5. Results

Figure 6 shows the detection rate of the three models with
three different datasets. According to the results, due to the
variation in the distribution for each dataset, both theMSOM
model and the DSOM model showed different detection
rates. Moreover, in our calculation of the precision, which
is a standard classification measure to indicate false positives,
the proposed model achieved 0.9924, SOM 0.9135, and
DSOM 0.9414. Experimental results also showed that a
higher number of neurons in the model results in a stronger
detection performance.

Figure 7 shows that the accuracy of the three tested
models always tended towards high ratios. While, in the case
of 400 neurons, the lowest rate of accuracy was around
98.5%, in the case of 1600 neurons, it was 99.62%. The results
also suggested that the detection rate with the MSOM model
was higher than with both the SOM and the DSOM models.
This finding can be explained by the fact that the proposed
model has more layers, which results in a stronger feature
learning ability as compared to the other tested models; in
addition, the proposed model can obtain an extensive feature
presentation and higher detection ability.

In testing the effectiveness of the proposed method, the
classifier plays the primary role in an artificial neural net-
work. Accordingly, we experimentally compared the detec-
tion and accuracy results of MSOM with the existing
techniques using the NSL-KDD dataset (Table 3).

As suggested by the results shown in Table 3, the pro-
posed model yielded a remarkably better performance in
terms of detection rates and accuracy as compared to those
of other classifiers. Specifically, both detection rate and accu-
racy achieved with the proposed model were higher than
those attained using the other methods. This finding can be
explained by the fact that the MSOM maps in the MSOM
agents were individually trained by different local RSU traffic.
With a fixed and limited number of neurons in the agent, or
when there are many traffic types trained for an MSOMmap
or several merging times, the weights of each neuron in the
map will change considerably. Moreover, the attack is
detected by different RSCs either at the same time or with dif-
ferent time margins. All these reasons may have led to the
variance in detection rates and accuracy achieved using the
three methods.

As can be seen in Table 4, the MSOM and DSOM
achieved faster processing times, specifically in the case of
large maps. Whereas, due to the training process using a huge
input dataset, the single SOM took more time, both MSOM
and DSOM were trained with the initial dataset sent by the
central controller. Moreover, the MSOM achieved the short-
est classification with the three different map sizes. This
result can be attributed to the extra layer (CSOM) of MSOM

Table 4: Processing and classification time.

Classifier Training Testing
Detection rate

(%)
Accuracy

(%)

Naive Bayesian 2000 3000 88.80 92

ML-Perceptron 2000 3000 92 94

C4.5 2000 3000 85 87.50

MSOM 2000 3000 99.10 99.67
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Table 3: Comparing training and testing procedures.

No. of neurons
Single
SOM

DSOM MSOM

Map (20 ∗ 20)
Classification

(ms)
.963 s .920 s .919 s

Processing (s) 8.21 7.22 7.11

Map (30 ∗ 30)
Classification

(ms)
1.93 1.82 1.74

Processing (s) 17.78 14.4 12.9

Map (40 ∗ 40)
Classification

(ms)
5.23 4.09 3.44

Processing (s) 32.44 29.31 26.22
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that increases the clustered profiles, which results in fewer
iterations and a stronger feature learning capability that, in
turn, enhances feature recognition.

The next evaluation criterion we used to evaluate our
system and to compare its performance with that of other
methods was attack reaction time. Figure 8 shows three
different attack traffic levels (50Mbps, 100Mbps, and
200Mbps). The results suggest that, in general, the proposed
method yielded the best results in all test scenarios. In the
single SOM scenario where the RSUs had to send all traffic
to the single SOM for attack examination, there was a sub-
stantial delay due to the centralized point. Then, policies were
sent back to the RSU, and the new policies were forwarded to
vehicles to install a flow rule in the switch flow table. The
DSOM partially suffered from a similar delay when an attack

was detected by the RSU and then forwarded the SOM map
to the eNBC. The eNBC responded with new rules to handle
the attack with the new map. Accordingly, since the policy
engine would immediately react to the detected attack, the
time needed for the MSOM framework solution to react to
attack patterns was shorter for all traffic levels. When needed,
the RSU policy engine sent the new rules to the vehicles and
attack information to the eNBC.

Furthermore, the results showed that the MSOM system
with the proposed architecture succeeded in outperforming
other models in terms of throughput, average delay, and
packet delivery ratio at all times. As can be seen in Figure 9,
the MSOM system consistently outperformed the DSOM
and SOM approaches. This significant throughput improve-
ment observed in the MOSM method was due to its
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simplicity and effectiveness in detecting DDoS attacks. Fur-
thermore, with regard to the correlation between perfor-
mance of the tested approaches and time, Figure 10 shows
that delay range in our method was 15-20ms, which can be
practiced in all the VANET applications with significant
QoS. This result suggests that, owing to faster communica-
tion and more accurate route information, the proposed
architecture minimizes the delay. We also examined the
packet delivery ratio (PDR), one of the major metrics for
any network model, which is the ratio between the total num-
ber of sent and received packets. In this respect, the MSOM
model was found to have a higher PDR than the DOSM
and SOM methods (Figure 11), which can be attributed to a

higher accuracy of MSOM in detecting malicious nodes and
eliminating their traffic via blocking or dropping mecha-
nisms. This allows the proposed method to drop redundant
routing packets on the network, which results in a higher
PDR stability [46]. Finally, stability in delay and increase in
PDR increase throughput.

Furthermore, we also found that MSOM consistently
outperformed DSOM and SOM models in terms of the
packet drop ratio as a function of time (Figure 12), which
arose as a result of MSOM’s capacity to offer faster commu-
nication and more accurate route information to the vehicles,
which minimizes the delay. Furthermore, the fast and effi-
ciency of detecting the attack and blocking the source of the
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huge amount of traffic empowered the MSOM model to
achieve a lower dropping ratio as compared to that of DSOM
and SOM that required more time to detect the attack and
prohibit the attack source. Of note, however, the perfor-
mance of all three evaluated methods improved with time.
On the other hand, packet drop can occur when a vehicle gets
far from the neighbor vehicle or the RSUs.

Finally, we examined the overall CPU resource consump-
tion of the proposed system in the case of DDoS attacks. To
this end, we measured the CPU usage of all controllers and
calculated the average system resource. The CPU usage of
MSOM, DSOM, and SOM was tested for 50, 100, and
200Mbps (see Figure 13). As shown by the results, due to
the centralization mechanism, the DSOM method consumes
the resources in all cases. The single SOM needs to commu-
nicate with all vehicles to collect traffic and process load, all
of which is done in a single controller. Furthermore, in the
MSOM and DSOM schemes, the traffic collection and the
process load are distributed between all controllers. Accord-
ingly, each controller is limited to collecting and processing
a rather small amount of local traffic. In contrast, to the mul-
tilayer scheme that provides a stronger feature learning abil-
ity, more in-depth feature, and less iteration the MSOM
yielded better results as compared with DSOM. All afore-
mentioned factors also led to less processing time and lower
resource consumption in the proposed system.

In summary, based on the results reported in this section,
we can conclude that the proposed multilayer distributed
SOM method outperforms the single SOM and the distrib-
uted SOM model in a VANET-based SDN network and effi-
ciently solves the problems associated with DDoS flooding
attacks. Specifically, we found that, by showing the clustering
between attacks, the MSOM can efficiently classify the DDoS
network attack (as contrasted to the normal traffic) in a
graphic way. In the experimental results on both single and
distributed SOM, we observed that using MSOM enabled
effective detection of the attack mechanism.

6. Conclusion

In this paper, aiming to address security issues caused by
flooding attacks using a distributed system, we proposed a
multilayer distributed self-organizing map as a DDoS pre-
vention system for VANET-based Software-Defined Net-
works. To test the effectiveness of the proposed system, we
conducted our experiments with three datasets and used sev-
eral evaluation tests. Experimental results showed that, due
to the efficient adaptation to local traffic in the MSOM sys-
tem, it had a rapid system reaction to attacks which, in turn,
enhanced the detection rate and accuracy (to 99.10 and
99.67, respectively). Overall, the SDN capabilities offer many
benefits, such as the decoupling of the data plan and control,
which makes it possible to use different communication
channels. Furthermore, the programmability feature of the
proposed system enables users to implement the security
module in the DDoS detection method. In addition, easy
management feature enables efficient construction of appro-
priate mitigation and recovery mechanisms. We will report
on the SDN communication and policy details in our future

work. Moreover, the distributed architecture and security
modules of the proposed system make it possible to avoid
the single point of failure occurring in DDoS attacks, as well
as enable a reduction of resource consumption with the con-
cerned CPU usage as compared to other methods. In sum-
mary, the MSOM proposed and tested in the present study
can be concluded to an efficient and feasible security frame-
work for a VANET-SDN-based environment.
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The network traffic data used to support the findings of this
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