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The emerging, overclocking signal-based acoustic covert communication technique allows smart devices to communicate (without
users’ consent) utilizing their microphones and speakers in ultrasonic side channels, which offers users imperceptible and
convenient personalized services, e.g., cross-device authentication and media tracking. However, microphones and speakers could
be maliciously used and pose severe privacy threats to users. In this paper, we propose a novel high-frequency filtering- (HFF-)
based protection model, named UltraFilter, which protects user privacy by enabling users to selectively filter out high-frequency
signals from the metadata received by the device. We also analyze the feasibility of using audio frequencies (i.e., ≤18 kHz) to the
acoustic covert communication and carry out the acoustic covert communication system by introducing the auditory masking
effect. Experiments show that UltraFilter can prevent users’ private information from leaking and reduce system load and that the
audio frequencies can pose threats to user privacy.

1. Introduction

With the rapid development of the Internet of Things (IoT)
and smart devices, a user may have more than a smart device
[1] for communication and entertainment. There is an
increasing need for cross-device authentication [2], and one
of multiple devices can act as an identity to control the
authorization of the other devices. Traditional cross-device
authentication uses the network access or Bluetooth function
of devices to complete the authorization task. Because of their
long transmission distance, it cannot meet the demand of
short-range cross-device authentication. Considering a
situation that a user left the smart phone (i.e., the device to
be authorized) in the office and a user is temporarily away,
the user may use a smart watch (worn by the user and
representing the user’s identity) to complete an authorization
process with the smart phone through wireless network or
Bluetooth. At this time, attackers in the office can gain access
to the user’s smart phone.

Because the propagation distance of ultrasonic frequency
(i.e., >18 kHz) is short and imperceptible to users, it has grad-
ually become a research hotspot to use ultrasonic frequency
for cross-device authentication or media tracking. Taking
media tracking for example. India’s Silverpush Company
[3] conducts advertising push business by providing a soft-
ware development kit (SDK). Cooperative clients integrate
the advertising push function in their own shopping software
by using SDK. The SDK has a built-in ultrasonic frequency
signal detection module and a data reporting module. When
the detection module detects a specific overclocking signal,
the data reporting module starts to collect and report users’
personal information to Silverpush’s servers. In this way,
Silverpush can acquire a large amount of private data and
track user’s personal trajectories.

Using microphones and speakers in Android devices,
acoustic covert communication can provide users with per-
sonalized and convenient services, such as cross-device
authentication [2] and media tracking-based advertisement
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push [3]. Covert communication refers to communication in
which users do not perceive abnormality under normal cir-
cumstances [4]. However, a malicious use of microphones
and speakers would bring potential privacy threats to users.
Take the routing in an anonymous network [5] for an exam-
ple. The source and destination addresses of a message are
encrypted layer-by-layer, and the sender can access network
resources anonymously.

By using acoustic covert communication, the anonymiza-
tion operation in the anonymous network can be carried out
the following four steps: (1) the attacker embeds overclocking
signals in normal audio and anonymization video files as
audio beacons and adds the synthesized audio files into the
webpage of the anonymous network; (2) a target user sends
the request to access the anonymous network by using a per-
sonal computer; (3) the target user plays the synthesized
audio when browsing the webpage containing the synthe-
sized audio and video files; (4) the target user does not per-
ceive abnormality in the audio data, if the user carries an
application with a decoding function or SDK integrated with
a detection and decoding function (such as Silverpush); (5)
the user receives the sound signal through the microphone
and detects the hidden audio beacon; and (6) after detecting
the special signal, the application begins to collect the user’s
personal information and send it to the attacker through
the network. The detailed process is shown in Figure 1.

In order to protect microphones and speakers from mali-
cious uses, the Android platform provides an authority sys-
tem: Only when an application declares record authority
(RECORD_AUDIO) in the configuration file and is autho-
rized by the user, it can access the microphone of the device
to collect sound, and only by declaring MODIFY_AUDIO_
SETTINGS, the application can turn on the microphone or
turn off the speaker of the device. However, the protection
mechanism of microphone or speaker based on authority in
Android systems can be easily bypassed by malicious soft-
ware, such as collusion attack [6]. The devices can be turned
to conduct covert sound wave communication, and mali-
cious attacks can be executed without the user’s awareness,
causing serious privacy and security problems for users.

Existing studies typically focus on synthesizing confron-
tation samples, e.g., by using deep learning, to attack the
Automatic Speech Recognition (ASR) systems of smart
devices [7], such as Google Home, Apple’s Siri, Amazon
Echo, and Microsoft Cortana [8], and develop countermea-
sures. The existing studies have overlooked that attackers
could use the microphone and speaker to achieve acoustic
covert communication, compromising users’ privacy (e.g.,
visiting anonymous networks). Despite microphone-based
acoustic covert communication is analyzed in [9], yet no
design or implementation of countermeasures is presented.

This paper designs and implements a new acoustic high-
frequency signal filtering-based security protection mecha-
nism, to address the privacy threats caused by acoustic covert
communication attacks to Android devices. In particular, we
carry out an in-depth study analysis of related works and
reveal that acoustic covert communication between Android
devices is primarily based on inaudible high-frequency sig-
nals (above 18 kHz). The inaudible high-frequency signals

are embedded into audio files (e.g., music and advertise-
ments) to generate a synthetic audio file and delivered by
playing the synthetic audio file. Specialized applications can
detect and recognize the inaudible high-frequency signals at
target devices.

By using high-frequency filtering, our security mecha-
nism erases near-ultrasonic signals that are inaudible to the
users. Further, we study the feasibility of using audible fre-
quency for acoustic covert communication and analyze
whether acoustic covert communication imperceptible to
users in the audible frequency band poses a potential threat
to the user’s privacy. The contributions of this paper are sum-
marized, as follows.

(i) A new acoustic high-frequency filtering-based secu-
rity framework, named UltraFilter, is proposed to
address the privacy leakage issue of acoustic covert
communication. Inaudible high-frequency signals
(above 18 kHz) that do not affect the user’s percep-
tion are filtered and suppressed, so as to protect user
privacy

(ii) We reveal that acoustic covert communication can
be achieved even in the audible spectrum; the
acoustic covert communication without user’s per-
ception is finished by employing the auditory mask-
ing effect model

(iii) We design and implement two prototype systems.
One is the security system based on the high-
frequency filtering. The other is a prototype system
of acoustic communication without user perception
based on normal frequency. The functional verifica-
tion and performance tests are conducted on the
Android version 6.0 system (Xiaomi 4 devices)

The rest of this paper is organized, as follows. Section 2
reviews the related work. In Section 3, we elaborate on the
proposed security mechanism, which erases near-ultrasonic
signals and protects user privacy. In Section 4, we study the
feasibility of using audible frequency for acoustic covert com-
munication by introducing the auditory masking effect
model. In Section 5, the prototype systems are designed,
implemented, and tested. In Section 6, this paper is
concluded.

2. Related Work

Existing studies on acoustic covert communication are
focused primarily on three aspects: steganography on audio
files, sound signals against sample generation for automatic
speech recognition (ASR), and acoustic covert communica-
tion among smart devices based on inaudible high-
frequency signals.

2.1. Steganography on Audio Files. Steganography [10] refers
to the technical methods of hiding information in a harmless
format. The communication parties attach the hidden infor-
mation to normal carriers (such as text files) in a preagreed
way and generate seemingly normal camouflage carriers
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and spread it. Only the communication parties can accurately
detect and analyze the hidden information. The larger the
data file is, the harder it is to find the hidden information.
After the concept of modern steganography [11, 12] was
put forward in 1985. With the popularity of mobile Internet
and the wide application of digital media, steganography
based on digital media has developed rapidly. Digital media,
such as video, pictures, and audio, contain a large amount of
data and widely spread through the Internet. Therefore,
steganography using digital media (e.g., audio files) for
hiding information and dissemination has attracted wide
attention [13–16].

The main challenge of steganography is to deceive the
Human Auditory System (HAS) [17]. In the application of
audio-based steganography, information can be hidden in
three ways: temporal domain, frequency domain, and code
domain. Each approach has a corresponding technology to
encode hidden information into the carrier audio without
damaging it (that is, users cannot perceive it). For example,
least significant bits (LSB) can be used to hide the hidden
information in the temporal domain of audio [18]. Because
no obvious noise is introduced into the audio file, the
whole information transmission process is imperceptible
to the user.

It is reported in [19] that Discrete Wavelet Transform
(DWT) can transform sound signals in the temporal domain
to/from the frequency domain and obtain the corresponding
wavelet correlation coefficient. By writing the hidden
information into the LSB of the correlation coefficient, the
covert transmission of hidden information can be accom-
plished. However, steganography has high requirements for
the receiver and the transmission channels. It is difficult for
the receiver to extract hidden information accurately. LSB-
based audio steganography has high transmission perfor-
mance (i.e., more hidden information) and is relatively easy
to implement. However, it has low anti-interference ability,
and the hidden information data in the LSBs can be
destroyed. A method is to add a small amount of noises to
audio files or losslessly compress the files [20].

2.2. Sound Signal Countermeasure Sample Generation for
Automatic Speech Recognition (ASR). In recent years, ASR
has made remarkable progress. Its main working mode is to
make the machine recognize and understand the speech sig-
nal and convert the speech signal into texts or commands

[21]. ASR-based voice assistance is increasingly dominating
the human-computer interaction, such as Google Assistant,
Apple Siri, and Amazon voice assistant Alexa [8]. Voice
assistants use voice classification models to detect voice com-
mands, such as playing music, adding alarm clocks, making
phone calls, inquiring weather, and controlling other smart
devices in smart homes. The voice assistants also use the
microphone of the devices to monitor the ambient sound
continuously, so as to receive and recognize the voice
commands quickly and provide timely services for users.

These automatic voice assistants are exposed to the risks
of being maliciously controlled. Authors of [7] proposed that
users’ voice commands can be converted into ultrasonic fre-
quencies by using ultrasonic devices. These overclocking
voice commands, which are imperceptible to the user, can
be used to control the speech recognition assistant. Com-
pared with traditional speech recognition models based on
hidden Markov chain, a deep learning-based ASR model
generated by neural networks has greatly improved the
recognition accuracy. However, neural networks are used
by attackers to generate wrong targets or confrontation sam-
ples [22], so as to bypass the recognition of deep learning
models or produce the results that attackers want from the
models. Some researchers [23, 24] made use of this weakness
of neural networks to generate confrontation samples of user
voice commands to attack current ASR systems. The speech
command countermeasure sample generation framework
proposed in [25] can convert speech commands to any
desired speech countermeasure samples. By processing a
speech with the content of “without the dataset the article is
useless”, a corresponding confrontation sample can be gener-
ated and recognized by the ASR system as “okay google
browse to evil dot com” [26]. The speech of this sample does
not change to the user. At present, this kind of acoustic covert
communication is mainly used to attack ASR systems.
Because the attack target is clear, users can take precautions
in advance.

2.3. High-Frequency Signal-Based Acoustic Covert
Communication. With the rapid development of IoT tech-
nology and mobile intelligent devices, users are faced with
the problem of continuous identity authentication for
multiple mobile smart devices. Usually, it is necessary to
use one of the devices as an identity to control the authoriza-
tion of all other devices, such as cross-device authentication.

2. Sending request

4. Returning data

1. Processed audio and video

3. Accessing audio and
video

6. Sending personal
information

5. Returning audio
Anonymous network

Figure 1: De-anonymization of anonymous network users using acoustic covert communication.
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Traditional cross-device authentication technology often
uses the network access or Bluetooth communication func-
tion in the devices to complete the authorization task. How-
ever, due to their long transmission distance, they cannot
meet the requirements of short-distance cross-device authen-
tication. In contrast, the high-frequency sound signal (above
18 kHz) has a short propagation distance and cannot be
perceived by users. It has been increasingly considered for
cross-device authentication [27, 28].

Yi et al. [29] proposedWakeLock, a smart phone security
unlocking system based on acoustic communication. When
the user unlocks its smart phone, the smart phone sends
out a sound wave signal to verify the user’s identity through
the speaker of the device. The user receives the signal through
the smart watch (which can be used as the user’s identifier)
and authorizes the request. Then, the mobile phone is
unlocked for the user to use. When a stranger obtains the
right to use the user’s smart phone, the smart phone does
not receive the authorization from the user’s smart watch
after sending the authorization request. The mobile phone
remains locked to protect the user’s device data from mali-
cious access.

Mavroudis et al. [9] found that acoustic covert communi-
cation based on the microphones of smart phones can be
used in media tracking. Shopkick [30] is location-based
shopping software in the Android platform. When the user
approaches a cooperative merchant, advertisement encoded
into ultrasonic frequency signals is played at the door of the
clients’ shops. The ultrasonic signals that the user cannot per-
ceive in the advertisement audio are detected by the Shopkick
program in the user’s mobile phone. Then, the merchant
receives the notification of the user’s arrival and sends a
voucher to the user through the Shopkick application.

Covert communication based on inaudible high-
frequency sound signals can provide users with convenient
personalized services, such as identity authorization and
shopping. However, it can also bring privacy threats to the
users, such as the de-anonymization of anonymous network
users. This paper focuses on how to mitigate the privacy
threats imposed by the acoustic covert communication based
on high-frequency signals and designs and implements the
corresponding security model. In addition, the feasibility of
using audible frequency for acoustic covert communication
is studied, which can analyze whether the imperceptible
acoustic covert communication in the audible frequency
range can threat the users’ privacy.

3. Analysis of Acoustic Covert Communication
Based on High-Frequency Signal

This section first briefly summarizes some basic concepts of
acoustic communication and then studies the characteristics
of the temporal and frequency domains of synthesized
sounds (normal audio carriers and high-frequency special
signals) in acoustic covert communication. According to
the characteristics, a new security model is proposed,
designed, and implemented to address the privacy issue
arising from the acoustic covert communication, e.g.,
de-anonymization in anonymous networks.

Sound is a wave phenomenon which is generated by
vibration, transmitted through medium (e.g., air, liquid,
and solid), and then perceived by human or animal auditory
organs. Sound sources with different vibration frequencies
produce sounds with different pitches. The distance between
the sound source and the receiver also directly affects the
loudness felt by the receiver. In the Human Auditory System
(HAS) [17], sound waves can be divided into the following
three categories, according to the frequency:

(1) Infrasound. Sound with a frequency lower than 20Hz
cannot be perceived by the human ears, and it is dif-
ficult to use infrasound to realize communication
functions because the frequency is too low

(2) Audible Sound Waves. Sound waves with frequencies
between 20Hz and 20 kHz can be perceived by the
auditory system of human ears. The range of human
hearing is between 20Hz and 20 kHz

(3) Ultrasound. sound wave, of which the frequency is
higher than the upper limit of human hearing (i.e.,
20 kHz), is called ultrasonic. Compared with infra-
sonic waves, ultrasonic waves have shorter wave-
lengths. Standard mobile devices can generate
ultrasonic waves, and therefore, ultrasonic waves are
suitable for short-distance acoustic communication

Due to the limitation of hardware configuration and
human ear hearing system of smart mobile devices (such as
smart phones and smart watches), only the frequency band-
width from 18 kHz to 20 kHz can be used. Therefore, in order
to realize acoustic covert communication without user’s per-
ception, FSK modulation technology is mainly used to mod-
ulate hidden information in acoustic covert communication.
At the same time, in order to increase the transmission
distance of high-frequency signals, the energy of high-
frequency signals is set to a relatively high value (within this
frequency bandwidth, users cannot perceive sound). As a
result, the normal carrier audio (i.e., synthesized audio) syn-
thesized with high-frequency signals is quite different from
ordinary normal audio files in temporal domain, frequency
domain, and spectrum characteristics. The normal carrier
audio (synthesized audio) synthesized with high-frequency
signals is quite different from ordinary normal audio files in
temporal domain, frequency domain, and spectrum charac-
teristics, as shown in Figures 2–4.

Because the high-frequency signal (18 kHz–20 kHz) is
beyond the hearing range of normal people, the existing work
makes use of this characteristic to realize acoustic covert
communication based on high-frequency signal. By enhanc-
ing the energy of high-frequency signals, the long-distance
transmission of high-frequency signals can be realized with-
out causing users’ doubts. Normal audio (such as music,
advertisement, and conversation sounds) is in a frequency
greater than 18 kHz, and its frequency energy is extremely
low. However, the audio synthesized with high-frequency
signal shows a strong energy distribution in the range of 18
kHz to 20 kHz (as shown in Figures 3 and 4). It is a great chal-
lenge to detect specific high-frequency signals in the sound
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signals received by Android devices to identify potential
acoustic covert communication. For example, it is difficult
to master the modulation and demodulation scheme agreed
by both parties and the specific high-frequency signal. There-
fore, the corresponding security model can be designed and
implemented in Android system by using the important
characteristics of normal audio and synthesized audio, so as
to enable users to protect personal privacy in a specific
environment.

4. Security Model Based on High-Frequency
Filtering of Sound Waves

4.1. Model Design. In a specific context, acoustic covert com-
munication based on high-frequency signals, which is caused
by the malicious use of equipment microphone and other
resources, will bring potential privacy threats to users. There-
fore, according to the analysis of the existing research work of
acoustic covert communication based on high-frequency sig-

nals in the previous section, this section proposes a security
model UltraFilter based on acoustic high-frequency filtering,
which enable users to avoid privacy threats caused by high-
frequency signal communication by controlling and protect-
ing the Android system to obtain sound signals.

As shown in the work flow of security model in Figure 5,
the upper part of the figure describes the work flow of
Android device acquiring sound signal and Android system
processing signal metadata under normal circumstances;
the detailed description is as follows:

(1) Receiving the Signal. The normal audio synthesized
with special high-frequency signals is played out
through the speaker of the device, and then, the user
samples the external sound signals through the
microphone in the intelligent device

(2) Sound Metadata. Android system stores the sound
signals sampled by microphone for subsequent
processing
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Figure 2: Comparison of time domain characteristics between synthetic audio and normal audio.
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Figure 3: Comparison of frequency domain characteristics between synthesized audio and normal audio.
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(3) High-Frequency Signal. Particular applications in
Android platform (such as Silverpush and Shopkick)
call the AudioRecord interface provided by the media
component in the system framework layer to obtain
sound signal metadata; the applications directly call
the MediaRecorder and AudioRecorder interface, but
both of them need to use AudioRecord object to
obtain sound data to detect and extract special
high-frequency signals in them, and then perform
corresponding functions, such as issuing bonus cou-
pons to stimulate store consumption, pushing adver-
tisements in a targeted manner, or anonymizing
anonymous network users

By adding a band-stop filter (BSF) before the AudioRe-
cord reads the original sound signal, the user can control

and filter out the high-frequency signals in the metadata, so
as to ensure that personal privacy information is not leaked
when accessing an anonymous network.

4.2. Model Implementation. This section introduces the tech-
nical details of the proposed UltraFilter, a security model
based on high-frequency filtering of sound waves, which con-
sists of the implementation of the BSF and the integration of
the BSF into the Android system.

The purpose of the filter is to filter the signal in a specific
frequency or frequency range. The commonly used filters
[31] are Low-Pass Filter, High-Pass Filter, Band-Pass Filter,
and band-stop filter (BSF). BSF is used in this paper. The
key function of BSF is to attenuate the frequencies substan-
tially in a specific range, so as to cut off the frequencies within
a certain range in the signal data.
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(c) Spectral characteristics of synthesized audio

Figure 4: Comparison of spectrum characteristics between synthetic audio and normal audio.

Android device
Android OS

Framework layer

Audiorecord

Band-Stop
filter

Meta
data

Meta
data

Media
service

Transmit

Transmit

Normal working flow

Enhanced working flow

Figure 5: Security framework based on acoustic high-frequency filtering.
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In this paper, a butterworth filter [32] is used to block
the high-frequency part of the acoustic signal (from 18 kHz
to 20 kHz). Band-stop filters based on various programming
languages have similar structures. The following is our
prototype.

butter filter lowcut, highcut, fs, order = orderð Þ, ð1Þ

where lowcut and hightcut are the upper and lower bound-
aries of the frequency range to be blocked, respectively, fs
is the sampling frequency of the sound signal, order is the
order of the filter, and the higher the order is, the faster
the frequency attenuates in the specified range. For example,
for a synthetic signal with frequencies of 600Hz, 1200Hz,
and 1600Hz is filtered with the band-stop filter. The noise
data with frequency of 2Hz is added to the synthetic signal
for more obvious effect. The frequency to be suppressed
ranges from 1000Hz to 2000Hz; i.e., the values of lowcut
and highcut are 1000 and 2000, respectively. If the value of
fs is consistent with the sampling frequency of the synthetic
signal, the signal after passing through the band-stop filter
should be a synthetic signal with a frequency of 600Hz
and the noise. The results shown in Figure 6 verify this rea-
soning and prove the effectiveness of the band-stop filter.
Figure 7 shows the frequency attenuation characteristics in
the range of 1000Hz to 2000Hz when order takes different
values.

Because this paper needs to integrate the band-stop filter
into the Android system, the third-party implementation
library based on JAVA language [33] is the first choice in
the implementation. The third-party library is integrated into
the Android system, which is convenient for subsequent call-
ing in the Android framework layer to realize the band-stop
filter function. The integration steps are as follows:

(1) Create a custom folder (usually named after the
library) in the external folder in the Android source
directory and a new folder named src in the newly
created directory

(2) Put the downloaded third-party library file or its
source code file into the src directory created in the
first step

(3) Open the Androdi.mk file under the path frameworks/-
base, and add a new line “../../external/<your − dir >
/src” after the definition of the variable ext dirs

(4) Recompile Android source code or directly execute
the “mmmframeworks/base” command to complete
the integration of the third-party libraries

After integrating the third-party library into the Android
system, the interface and function provided by the library file
can be called directly in the Android framework code. In this
paper, it is necessary to filter the metadata of sound signals
at high frequency after the microphone obtains the metadata,
to prevent the upper application from using the metadata
through MediaRecorder or AudioRecorder interface. Through
the detailed analysis of Android source code, it is found that

both the MediaRecorder and AudioRecorder interfaces need
to acquire sound signal data through the AudioRecorder inter-
face [34] in the framework layer. Therefore, by customizing
the interface, users can configure corresponding policies
according to their needs, to dynamically control the high-
frequency filtering of audio signal metadata.

5. Acoustic Covert Communication Based on
Normal Frequency

In this section, we study the feasibility of the acoustic covert
communication based on normal frequency and reveal that
imperceptible acoustic covert communication in the normal
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frequency band can pose threats to users’ privacy. We further
put forward countermeasures to mitigate the threats. The
prototype system of acoustic covert communication using
the normal frequency faces four challenges: how to deter-
mine the available normal frequency bandwidth for informa-
tion modulation, which carrier modulation scheme to be
selected for information modulation, how to select the
appropriate insertion point in normal audio to synthesize
with special signals, and how to eliminate the sound and
other noises of normal frequency signals so as not to arouse
users’ doubts.

5.1. Available Normal Frequency Bandwidth. Normal
frequency is used as the carrier frequency for information
modulation. Other factors, such as human ear perception,
equipment capability, and environmental noise, are consid-
ered. The core functional organ of the human auditory per-
ception system [35] is the human ear. Because of the special
structure of the human ear, human beings have different sen-
sitivity to sound signals at different frequencies. The typical
audible frequency range of human beings is between 20Hz
and 20 kHz. Most people’s auditory systems are insensitive
to frequencies above 18 kHz. They are the most sensitive to
sounds in the frequency range from 300Hz to 4 kHz, which
is also the frequency range of human speech sounds.

Extremely low signal energy can be perceived by human
beings. The response frequency of microphones and speakers
in smart mobile devices to sound signals is below 20 kHz. In
addition, the frequencies of various noises are generally
below 9kHz. In this sense, it is reasonable to select carrier sig-
nals above 9 kHz to reduce the interference of environmental
noises to carrier signals based on normal frequencies.
According to the above factors, within the normal frequency
range that humans can hear, the frequency suitable for acous-
tic covert communication ranges from 9kHz to 18 kHz.

5.2. Selection of Modulation Technology.When sound wave is
used as carrier to transmit information, the first problem to
be considered is how to encode information (i.e., baseband
signal); that is, information is modulated into the sound sig-
nal. Given the commonality between acoustic wave and elec-
tromagnetic wave, the modulation and demodulation
techniques in electromagnetic wave communications can be
applied to acoustic wave communications. In this paper, the
FSK modulation is selected to implement the prototype
system of the normal frequency-based acoustic covert
communication.

5.3. Selecting the Insertion Point of the Carrier Signal. To real-
ize acoustic covert communication using normal audio, it is
necessary to modulate the covert information to generate sig-
nals at the carrier frequency. The covert information is syn-
thesized with normal audio to reduce the possibility of the
covert signals arousing the users’ suspicions. We assume that
the length of the signals is much shorter than the duration of
normal audio. In order to find a suitable insertion point in
the normal audio to synthesize the signals, the amplitude of
the normal audio is analyzed to find the part with the stron-
gest energy to place the signal. As shown in Figure 8, energy

analysis is performed on the normal audio to simplify the
implementation. The Python library pydub [36] is used to
obtain the energy value of sound signals, and the part of the
audio with the largest average energy is found. The covert sig-
nals are inserted from the start of the part of the audio.

5.4. Elimination of Sound and Other Noise of Special Signal.
Because the carrier frequency of the covert signals is within
the audible normal frequency range, it can produce audible
noises. According to the masking effect of sound [37], we fur-
ther process the signals to reduce the audible noises. The
masking effect of sound [37] refers to the phenomenon that
when masking sound and masked sound are played at the
same time, the hearing threshold of masked sound increases
due to the existence of the masking sound, and users can only
perceive the existence of the masking sound. There are two
typical types of masking techniques: frequency-domain
masking and temporal-domain masking.

Frequency-domain masking enables sounds with differ-
ent frequencies to mask each other. The basic rules are that
low frequency signals mask high-frequency signals and
strong sound masks weak sound. It is difficult to accurately
calculate how much the energy of the masked sound is lower
than that of the masking sound. When there is a big differ-
ence between two frequencies, it is impossible to mask
completely. Some researchers put forward a calculation
model [38], which roughly estimates the critical value of the
masked sound (i.e., the covert signals), provided the knowl-
edge of the energy intensity of the masked sound (i.e., the
normal audio). In this paper, the critical value is evaluated
and used as the decibel number of the masked sound.

Temporal-domain masking is constituted of premasking
and postmasking, according to the time sequence of masking
sound and masked sound. In premasking, masking sound is
emitted first, followed by the masked sound (within 200
ms). In postmasking, the masking sound is emitted after
the masked sound (within 50ms). The masking effect is
achieved within the corresponding time interval. Because
the insertion point of the covert signals is within the normal
audio frequency, temporal-domain masking can reduce the
noises perceptible to the users.

When the carrier frequency is synthesized with normal
audio frequency, the sharp change of frequency causes the
raised tip in the sound wave or the discontinuity of the sound
wave in a short time. This can make the noise easily perceiv-
able to the users. In order to eliminate this influence, the sig-
nal at the insertion point can be faded in and out by using
Sigmoid function [39]; that is, the signal strength of the nor-
mal audio is zero for a short time, and the strength of the
covert signal increases from 0 to the normal value, as shown
in Figure 9. In this way, the noise caused by the convex tip in
the sound wave or the discontinuity of the sound wave in a
short time can be eliminated.

6. Implementation of Prototype System

Based on the above analysis, we design a prototype system of
acoustic covert communication based on normal audio

8 Wireless Communications and Mobile Computing



frequency, in which frequencies are selected from 9kHz to
18 kHz. The system architecture is shown in Figure 10.

The prototype system is developed for Android version
6.0 system, and the selected frequency range is from 12
kHz to 14 kHz. Because the main purpose of this paper
is to verify the feasibility of normal audio-based acoustic
covert communication, the system bit rate and other per-

formance are not specially treated. 16-FSK modulation is
used to modulate information. Each symbol has a duration
of 0.1 s to transmit 80 bits. The synchronization signal is a
chirp signal from the start frequency to the end frequency
and has a length of 2 symbols. The signal synchronization
between the sender and receiver is accomplished by using
matched filters [40, 41].

0.0

Analysis.wav

0:000

1:03

(a) Analysis of normal audio energy characteristics

Analysis.wav

0:162

0:162

0:186

1:03

(b) Selecting a piece of audio with the largest energy average as an insertion point

Composite.wav

0:162

0:162

0:186

1:03

(c) A special signal is synthesized at the insertion point

Figure 8: Analysis of normal audio energy characteristics and selection of insertion points for special signal synthesis.
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(b) Signal after Sigmoid Function Smoothing Processing

Figure 9: Smooth processing of sound signal to eliminate noise.
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Our prototype of normal frequency-based acoustic covert
communication is shown in Figure 11. The overall framework
of the prototype program is based on open source projects
(https://github.com/bewantbe/audio-analyzer-for-android.).

7. Function Test and Performance Analysis

In this section, we first design experiments to test the func-
tion and performance of the security model based on high-
frequency filtering and the prototype system of normal
audio-based acoustic covert communication. Then, the
experimental results are discussed. Finally, we analyze the
impact of this work on the execution performance of mobile
smart phones.

7.1. Security Model Test with Acoustic High-Frequency
Filtering. In order to increase the reliability of the experimen-
tal results, we first integrate the prototype system of security
model based on high-frequency filtering into Android 6.0
version system. Then, we transplant the customized Android
system (ROM) to Xiaomi 4 mobile phone for testing. The
operation steps and related documents of Android source
code compilation, ROM customization, and ROM transplan-
tation to new devices involved in this paper were obtained
from the relevant URLs [42].

7.1.1. Function Testing. The proposed security model based
on acoustic high-frequency filtering is aimed at a specific
context (i.e., visiting anonymous networks). Attackers use
high-frequency signals above 18 kHz, which cannot be per-
ceived by users and hidden in normal audio, to conduct
covert acoustic communication and obtain users’ private
information (de-anonymization). To test the prototype sys-
tem, we randomly select a music file and insert high-
frequency covert signals and test the prototype system by
observing the temporal domain, frequency domain, and
spectrum characteristics of sound signals in three objects
received by an Android device and filtered by the Android
system 14. The three objects are the original file, the synthe-
sized file, and the audio file. As shown in Figure 12, the
prototype system successfully blocks the propagation of
high-frequency signals (greater than 18 kHz) and effectively
eliminates the temporal-domain, frequency-domain, and
spectrum characteristics of the covert signals.

7.1.2. Performance Test. Because the security model based on
high-frequency filtering is implemented in the framework
layer of Android systems, the new band-stop filter filtering
the metadata of received audio signals is consistent with the
design purpose. As compared with the workflow of sound
signal processing in the traditional Android system, the addi-
tional step of filtering metadata at high frequency can bring
time delay for applications to use microphones. In order to
test whether the delay has any impact on the operation of
the applications, a recording application is issued separately,
and the time consumed by the application to obtain sound
signals through microphone in normal Android system and
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code

Original
audio
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design
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filter
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Figure 10: Prototype system architecture.
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Figure 12: Continued.

11Wireless Communications and Mobile Computing



customized Android system (with high-frequency filtering
function) is recorded by way of log. A comparison study is
provided in Figure 13, which shows that the prototype system
of the proposed security model only adds less than 20ms
delay, and meets the typical use requirements of protecting
users’ personal information from malicious theft.

7.2. Prototype System of Normal Frequency-Based Acoustic
Covert Communication. This section tests the function and
performance of normal frequency-based acoustic covert
communication proposed in this paper. The receiver is tested
comprehensively, and the sender is responsible for playing
out the synthesized audio. The key functions and
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Figure 12: Functional test of security model based on high-frequency filtering.
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performances tested include the detection accuracy, the
detection time/delay, and the evaluation of whether the user
can perceive the covert signals in the audio.

7.2.1. Testing of Detection Accuracy. Two groups of compar-
ative experiments are designed to test the detection accuracy
of the prototype system in different environments. We fix the
sound source (i.e., the equipment playing synthetic audio,
such as PC) at one place and adjust the distance of the smart
phone with the prototype application installed to the sound
source: 0m, 1m, 2m, 3m, 4m, and 5m, so as to test the
actual detection performance of the prototype system in var-
ious scenes at different distances. The prototype application
is installed in Xiaomi 4 mobile phones, and the sound playing
decibel value of the sound source is 70 dB.

The experimental results are shown in Figure 14. When
the prototype system is in a noisy environment, due to the
interference of environmental noise, the actual performance
of receiving and detecting the covert signals decreases, and
the detection accuracy also degrades with the increasing dis-
tance between the receiver and sound source. However, when
the distance of the sound source and receiver is within 3
meters, the accuracy can still reach about 90%. The feasibility
of using normal frequency as the carrier frequency to modu-
late covert information is verified.

7.2.2. Time Load Test. In the process of detecting covert sig-
nals in environmental sounds, a Xiaomi 4 mobile phone is
used. There are three functional modules that need to per-
form calculations and introduce delays in the prototype
application installed in the smart phone, namely, synchro-
nous signal detection, original special signal recovery, and
demodulation of covert information from covert signals.
When the prototype application executes the detection task,
the time consumed by each functional module is recorded
in the form of log. The average time consumption of each
functional module is shown in Table 1.

In Table 1, we can see that the prototype system con-
sumes less than 1 millisecond when detecting the synchroni-
zation signal (chirp signal from the start frequency to the end
frequency and with a length of 2 symbols) of the received
sound signals. The reason is because the sender and receiver
negotiated the format of the synchronization signal in
advance, and the receiver only needs to apply a matched filter
to the metadata of the received sound signal to complete the
synchronization operation. The time consumption is short.
In contrast, the recovery and demodulation functions take
much longer, but they are still within the acceptable range
(i.e., less than 2 seconds).

7.2.3. Concealment Satisfaction of Covert Communication.
The core function of acoustic covert communication is to
realize covert communication without arousing users’ suspi-
cion. In this paper, normal frequency is used as the carrier
frequency to modulate the covert information. Because the
frequency of the modulated signals is within the auditory
range of the human ears, users can notice the signals. In order
to reduce the perceivability of the covert signals and other
noises at the users, the masking effect of sound is used to fade

in and out the covert signals and normal audio insertion
point signals.

Fifty volunteers, aged between 20 and 50, participated in
our satisfaction survey experiment. The participants (or
users) were randomly divided into two groups A and B, with
25 people in each group. Those in group A were unaware of
the existence of covert signals in the played audio files. Those
in group B were informed that the audio files could be syn-
thesized with covert signals before the audio files were played
to them. In order to help the volunteers evaluate the quality
of synthesized audio, four scores were set in this experiment:
(1) 4 points, if no abnormality can be perceived; (2) 3 points,
if it is difficult to perceive abnormal sounds unless extra
attention is paid; (3) 2 points, if abnormality is perceived in
the synthesized audio file without paying extra attention,
but does not arouse suspicion; and (4) 1 point, if there are
obvious abnormal noises arousing the user’s suspicion. In
addition, the experiment selects three types of audio as nor-
mal audio, i.e., light music (blues, country and folk, etc.),
heavy metal music (electronic, rock, and metal), and human
voice (advertisement and conversation), to assess whether
different types of normal audio have impact on the percep-
tion of covert signals in the synthesized audio. These music
files are free resources published on the Internet [43].

To obtain accurate feedback from the participants, we
develop a satisfaction survey platform, as shown in
Figure 15. By randomly generating and arranging normal
audio and synthesized audio in each group of music, the
interaction between participants is reduced. For example,
when a participant P1 enters the blues music interface for
the first time, the music labeled “Audio1” may be normal
audio, but when P1 enters this page again or other partici-
pants enter the blues page, “Audio1” may be a synthesized
audio. According to the experimental results in Figure 16,
heavy metal music has higher high-frequency signal energy,
and the covert sound signals can be well masked.

The experimental results of group B show that the users
with a priori knowledge were particularly sensitive to
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Figure 14: Testing accuracy of the acoustic covert communication
based on normal frequency.
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abnormal noises in the sound. However, if a user was not
given the knowledge in advance, the noise caused by the
covert signals was not easily perceivable. In most cases, it
was considered as a short-term failure of the audio file or
the playback device.

Based on the above analysis, acoustic covert communica-
tion based on normal frequency is feasible, and for ordinary

users, it has the same or similar privacy threat as that based
on high-frequency signals. Therefore, when users perform
anonymous operations in a specific context, the mechanism
based on high-frequency filtering can not cope with this
attack. It is necessary to set up additional resource usage pol-
icies to control the application programs using microphones
and speakers.

8. Conclusions

Applications conducting covert communication based on
high-frequency sound waves threat users’ privacy. We
proposed a new security mechanism which uses high-
frequency filtering to erase inaudible near-ultrasonic covert
signals. We revealed that acoustic covert communication
imperceptible to users in the normal frequency band is also
threat. Two prototype systems were developed for the new
security model and the normal-frequency acoustic covert
communication. Their functions and performance were
experimentally evaluated.

Despite the new security model can address the current
privacy threats, our new study indicates that the normal
frequency-based acoustic covert communication cannot be
addressed by the model or other existing techniques. Our
future work will focus on how to effectively detect the covert
signals in audible normal frequency bands.

Table 1: Time load test results of prototype system.

Functional module Synchronous signal detection Special signal recovery Demodulate special signals

Time consumption (milliseconds) 0.81 1063 431

Figure 15: Covert satisfaction research platform.
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Data Availability

Previously reported data were used to support this study and
are available at \url{https://github.com/bewantbe/audio-
analyzer-for-android.}}.
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