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Network intrusion detection system provides a better network security solution than other traditional network defense
technologies. Aiming at the increasingly serious problem of Internet security in the big data environment, a network intrusion
detection model based on autoencoder network model and improved genetic algorithm BP (IGA-BP) network is constructed. In
order to reduce the data dimension and eliminate redundant information, the autoencoder network model is ﬁrstly used to
denoise and dedimension. A new population was formed by selecting some of the best parent individuals for cross mutation and
replacing the worst parent individuals. The improved genetic algorithm and new population generation model will provide
more reasonable initial parameters for BP network, namely, IGA-BP network model. Based on IGA-BP network model, the
problems of slow detection rate and easy to get into local optimality in BP network are solved. The experiments were performed
on KDD CUP99 dataset, which simulated diﬀerent types of user organizations and diﬀerent types of network intrusion.
Compared with the existing intrusion detection methods, the experimental results show that the proposed method has a great
eﬀect on classiﬁcation accuracy, false positives, and detection rate.

1. Introduction
With the rapid development of network and its wide application in various ﬁelds, the situation of network security is
becoming more and more serious. The ﬁrewall of early security measures can no longer meet the current network security needs, so how to ﬁnd out the intrusion behavior by
network has become the primary target to prevent network
intrusion [1]. Network intrusion detection system is usually
set between secure network and insecure network. Abnormal behavior is detected by obtaining and analyzing data
information ﬂowing through users or user organizations.
When the abnormal behavior is found, the security module is called for eﬀective defense [2, 3]. Network intrusion
detection has the advantages of high detection eﬃciency,
ﬂexible use, not occupying normal service resources, etc.,
making it another eﬀective security measure behind the
ﬁrewall.
Accuracy and real-time are the necessary requirements of
current intrusion detection systems. Only correct identiﬁca-

tion of normal data and abnormal data will not cause false
positives and false positives. Similarly, only by timely processing the information in the network can measures be
taken to avoid losses [4]. The network data processed by
intrusion detection system usually contains a lot of redundancy and noise [5]. The existence of redundancy and noise
features seriously consumes the resources of the computer
system, making the detection time of intrusion detection longer, less real-time, and less accurate. Feature dimension
reduction method can reduce data dimension and eliminate
redundant features. Therefore, in order to carry out intrusion
detection accurately and in real time, it is necessary to reduce
network characteristics.
Relevant scholars have proposed diﬀerent data dimension reduction strategies. Paper [6] proposed a new hybrid
algorithm, namely, PCA-ANN algorithm. Principal component analysis (PCA) was used to reduce the dimension of
input features, and artiﬁcial neural network (ANN) was used
as the classiﬁcation model. Experiments show that this
method can eﬀectively reduce the training time and test time.
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Paper [7] proposed a hybrid dimension reduction intrusion
detection method based on information gain (IG) and principal component analysis (PCA). The experimental results
show that the hybrid dimension reduction method based
on the base class learner integration has more key characteristics, is signiﬁcantly better than the single method, and
achieves higher accuracy and lower false positives. Paper
[8] combined PCA dimensionality reduction method with
PSO global optimization capability to optimize the weight
and threshold of BP neural network. Then, the PCA-PSOBP intrusion detection model is proposed, which eﬀectively
improved the detection accuracy and convergence rate. Paper
[9] designed an algorithm combining KPCA and SVM. Kernel principal component analysis (KPCA) was used to reduce
the data dimension of the network. Paper [10] proposed an
intelligent system based on information gain and correlation,
which used the level of information gain and correlation to
identify useful and useless features and achieve feature reduction. At present, the network data feature presents complex
nonlinear relation, and the above method has good eﬀect
on the linear correlation feature. In the face of nonlinear data,
it is diﬃcult for high-dimensional data to map eﬀectively to
low-dimensional space. These methods cannot eliminate
redundancy and noise in network data.
In paper [11], a network security detection architecture
based on rough set and back propagation algorithm is proposed. In its structure, rough set preprocesses the intrusion
information, which improves the eﬃciency of detecting the
intrusion behavior in the big data network. However, the
problems of local minima and long optimization time in
these structures have not been solved, resulting in a low
detection rate of this model. Paper [12] considered the
advantages of rough sets and artiﬁcial neural networks and
established an improved rough set theoretical algorithm.
Combining with artiﬁcial neural network, an intelligent fault
diagnosis method of wireless sensor network node was constructed. Paper [13] proposed a new map reduce method
for data mining and pattern recognition in the big data environment. This algorithm can determine the minimum reduction rough set and realize the parallel genetic algorithm. Its
experimental results show that the proposed model can eﬀectively reduce attributes in large decision-making systems.
Paper [14] proposed to solve the shortage of data analysis
in BP network through optimization. However, due to the
lack of eﬀective reduction of redundant attributes, the detection rate and even the correctness of detection will be reduced
when the big data of network intrusion is analyzed. Paper
[15, 16] proposed intrusion detection system optimized
based on particle algorithm and k-nearest neighbor algorithm, which is suitable for dealing with datasets with crossover or overlap in samples. However, it is diﬃcult to achieve
accurate classiﬁcation when the number of diﬀerent samples
varies greatly, and the classiﬁcation errors of KNN often
occur when the number of samples is small. Paper [17]
showed the network security detection structure established
by support vector machine. In paper [18], the kernel principal component analysis (KPCA) is used to assist support vector machine (SVM) for reducing the dimension of feature
vectors. In order to remove the redundancy and noise in
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the data, an IDS combining deep belief network (DBN) is
combined with the feature weighted support vector machine
(WSVM) to detect the intrusion [19]. Since the number of
SVM is directly proportional to the complexity of SVM calculation, the problem of too many computers due to the
dimension is almost nonexistent. However, in the process
of matrix storage and calculation, SVM has the problem that
the detection eﬃciency is reduced due to the increased
resource consumption when the sample size is large.
In order to eliminate the redundancy and noise in the
network data, this paper introduces a sparse autoencoder to
reduce the dimensionality of the nonlinear network data
and introduces a denoising autoencoder network to improve
the robustness of the data after dimensionality reduction.
The IGA-BP network is obtained by using the improved
genetic algorithm (IGA) to optimize the BP neural network.
Finally, the IGA-BP network is used for intrusion detection.
This model is intended to solve the problems of information
dimension redundancy and BP network local area minimization in network intrusion. Finally, the proposed model of
IGA-BP network is compared with other algorithms.
The rest of the paper is organized as follows. The related
work is introduced in Section 2. In Section 3, the sparse autoencoder network, BP neural network, and genetic algorithm
are introduced. In Section 4, the method of this paper is
introduced. Section 5 gives the experimental results. At last,
Section 6 draws the conclusion of this paper.

2. Related Work
As early as 40 years ago, machine learning has been applied
in the ﬁeld of network security, such as support vector
machine, Bayesian, logistic regression, and other machine
learning methods, and has made great achievements. With
the development of the information age, large-scale network
attacks are complex and diverse. With the development of
computer hardware, deep learning algorithm has made great
achievements in the ﬁeld of multimedia. Researchers in the
ﬁeld of network security try to apply deep learning to network intrusion detection. Compared with the traditional
machine learning method, deep learning improves the detection accuracy and reduces the false alarm rate. Deep learning
can automatically and intelligently identify attack features
and help ﬁnd potential threats.
Literature [20] applied neural network to intrusion detection for the ﬁrst time; then, deep learning is applied to intrusion detection. The accepted dataset used in intrusion
detection is KDD99. This dataset contains 4898431 traﬃc
data; each data contains 41 characteristics such as protocol
type and service type and contains 22 kinds of attacks. These
attacks can be divided into four categories: denial of service
attacks (DoS), remote to local attack (R2L), users to the
remote detection attack (U2R), and probing attack (probing).
In order to solve the problems existing in KDD99 dataset, literature [21] proposed NSL-KDD based on KDD99 dataset,
which deleted some redundant data in KDD99, and its characteristic dimensions and attack types were the same as
KDD99 dataset.
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There are many feature extraction and classiﬁcation algorithms for intrusion detection based on deep learning. In literature [22], AE was ﬁrst used for dimensionality reduction,
and then, classiﬁcation was conducted. Literature [23] used
LSTM for network intrusion detection for the ﬁrst time.
The input feature is the original 41 features of the KDD dataset, and the output vector length is 5, including 4 attacks and
normal requests. LSTM performs network intrusion detection and parameter selection on KDD99 dataset and obtains
a high detection rate. However, the false positive rate of
LSTM is also high, reaching 10.04%. Improper selection of
LSTM initial weight value may be one of the main factors
leading to high false positive rate. Literature [24] proposed
applying GRU to intrusion detection in the ﬁeld of Internet
of Things. However, experiments were only carried out on
KDD99 dataset, and the accuracy rate was higher than 99%.
DBN is applied to intrusion detection as a classiﬁcation
model, which veriﬁes that DBN can be applied to the classiﬁcation of intrusion detection.
On the private dataset, literature [25] converts each byte
of enterprise private traﬃc into pixels. Thus, the traﬃc is
converted into pictures, and then, the pictures are used as
the input of CNN for training and classiﬁcation, and good
results are obtained. Although good results were obtained
on private datasets, they were not comparable to results on
recognized datasets. Therefore, the convolutional neural network algorithm is applied to the identiﬁcation dataset in the
ﬁeld of network intrusion detection, and a multiscale convolutional neural network is constructed according to the characteristics of network data.

3. The Basic Theory
In this section, we will introduce the sparse autoencoder network ﬁrstly. Secondly, we present BP neural network. The
genetic algorithm (GA) will be introduced at last.
3.1. Sparse Autoencoder Network. The autoencoder network
(AN) is an unsupervised learning algorithm that does not
need to use tag information to obtain data [26]. And it consists of encoder and decoder. The encoder reduces the
dimension of the original data, and the decoder reconstructs
the reduced data. The learning process of the AN is to reduce
the reconstruction error between the reconstructed data and
the input data through training and to learn the internal feature representation of the data.
The traditional autoencoder network structure is shown
in Figure 1. The original spatial data is Rm∗n , m is the number
of data instances in the original space, and n is the dimension
of each instance data. xi ∈ Rn , ði = 1, 2 ⋯ , mÞ, the expressions
for encoding and decoding are shown as equation (1) and
equation (2).
h = Sð f ðxÞÞ = SðW x + PÞ,

ð1Þ

where W is the weight matrix between the input layer and the
hidden layer and P is the oﬀset of the hidden layer neurons.


x̂ = SðgðhÞÞ = S W T h + q ,

ð2Þ
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Figure 1: The structure of autoencoder network.

where W T is the weight matrix between the hidden layer and
the output layer and q is the oﬀset of the output layer neurons.
GðSÞ =

1
:
1 + e−S

ð3Þ

Equation (3) is the sigmoid activation function. The goal
of learning autoencoder network is to minimize the value of
reconstruction error L, that is, to make the input value and
the output value as close as possible. And the error function
L is to select the mean square error loss function shown as
Lðx, x̂Þ =

1 1
〠 ðx∧ − xÞ2 :
mm

ð4Þ

If there are no constraints, the autoencoder network is
easy to output direct copy input, which means that otherwise
useless information is added to the dimensionality reduction
feature. The purpose of the autoencoder network training is
to reduce the reconstruction error, so reducing the dimension of the target feature is meaningless if the output is a
direct copy of the input information. The sparse constraint
can automatically remove the unnecessary information in
the dimension reduction process. Therefore, in order to prevent the replication of input information, regularization correction can be added after the error function to obtain the
regular autoencoder network. Then, the sparse autoencoder
network can be obtained as follows.
m

J s ðx, x̂Þ = Lðx, x̂Þ + β 〠 KLðρjj b
ρ Þ,
j



ρ
1−ρ
KL ρjj b
ρ j = ρ log
+ ð1 − pÞ log
,
b
ρj
1− b
ρj

ð5Þ

ð6Þ

where KLðρjjb
ρ j Þ is the sparse penalty term, β is the weight of
the sparse penalty term, ρ is the sparsity parameter, and b
ρ j is
the average activation value of the jth hidden layer.
Sparse autoencoder network is prone to overﬁtting. In
model ﬁtting, the coeﬃcient of ﬁtting function is usually
large, which leads to the sharp jitter of ﬁtting curve and
makes the absolute value of derivative larger in some intervals. Regularization can reduce the coeﬃcient value of the
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ﬁtting function by constraining the coeﬃcients in the model,
thus making the ﬁtting curve more stable and alleviating the
overﬁtting problem. The norm penalty L regularization
method can be added to the error function to prevent overﬁtting, which is shown as follows.
m

 λ
J ðx, x̂Þ = Lðx, x̂Þ + β 〠 KL ρjj b
ρ j + 〠 j ωj ,
n ω
j

ð7Þ

where λ is the penalty factor, ω is the weight, and n is the
number of training set samples.
The basic design idea of the sparse autoencoder network
is as follows. (1) For a given tableless data, unsupervised
learning is used to learn characteristics. For data without
class labels, the input data is encoded through an encoder,
and then, an output information is obtained using a decoder.
If the output is approximately equal to the input data, the
reconstruction error can be minimized by adjusting the
parameters in the encoding and decoding stages. (2) The
characteristic generated by the encoder is used as input; the
network of the lower layer is trained layer by layer. Training
with the ﬁrst layer of code can be seen as a repetition of input
data, so the following training process similar to the ﬁrst
layer. Supervised to ﬁne-tune the neural network. After training all layers of network, study obtained since the encoder
can better represent the characteristics of the input, and these
characteristics can be optimally said the original input signal.
3.2. BP Neural Network. The BP network is a neural network
algorithm based on multilayer backward learning [27]. The
basic principle is the steepest descent method based on the
optimization theory. BP neural network repeats the search
until the algorithm ﬁnds the minimum error function value
and its position in a certain region. The purpose of the BP
network algorithm is to use the output possible error and
back propagation multiple adjustments to obtain the optimal
weights and thresholds during the training process and
ﬁnally obtain the best derivation results. BP neural network
has the characteristics of simple structure and adapting to
various training algorithms and easy to implement. For a
long time, BP network algorithm has not only applied in
intrusion detection but also image processing. The x and y
in the three-layer BP network structure with one hidden layer
are input and output, respectively. And the values between
the layers are, respectively, the weight and threshold of the
adjustment error. When a dataset contains N samples, the
error function L is shown as
N

L = 〠 ðt n − y n Þ2 ,

ð8Þ

n=1

where t n is the category vector and yn is the output value
obtained when the BP network input is xn .
BP uses the iterative learning method to ﬁnd the optimal
weight and threshold. But in the initial training of the BP network normalized between [0,1], the training function will
generate a random value between 0 and 1. The random value
will become the weight and threshold of the ﬁrst training of

the BP network. The ﬁrst use of random values will lead to
the instability of BP network, and the results of operation will
vary greatly. Another problem is that the convergence rate is
too slow to guarantee the global minimum value of
convergence.
3.3. Genetic Algorithm. The genetic algorithm (GA) is an evolutionary algorithm whose principle is to mimic the survival
law of the survival of the ﬁttest in the process of evolution. Its
essence is an eﬃcient, parallel, and global search method. In
the search process, the hidden knowledge of search space is
automatically acquired and accumulated, and then, the
search process is adaptively controlled to obtain the global
optimal solution [28].
Genetic algorithm is a random global search method
developed by imitating the biological evolution mechanism
in nature. It borrows from Darwin’s theory of evolution
and Mendel’s theory of heredity. Its essence is an eﬃcient,
parallel, and global search method. It can automatically
acquire and accumulate the tacit knowledge of search space
in the process of searching. And the global optimal solution
can be obtained by controlling the search process adaptively.
Genetic algorithm starts from the initial population and
carries out selective evolutionary operation, crossover, and
mutation genetic operation according to the ﬁtness value of
each individual. This process leads to the evolution of the
individuals in the original population, giving rise to new populations. In this way, generation after generation, until it converges to a group of individuals with the best ﬁtness value and
ﬁnds the optimal solution.
The GA algorithm does not have strict requirements for
initial conditions during the operation. It encodes the data
and evaluates it using the ﬁtness function. It exchanges the
information of chromosomes through iterative methods of
multiple selection, crossover, and mutation and ﬁnally
chooses to produce the optimal new population. The genetic
algorithm not only overcomes the shortcomings of traditional evolutionary algorithms that can only deal with a single body but also has the advantages of global optimization
that are not available in traditional evolutionary algorithms.
The BP network uses the initial value provided by the GA
algorithm to improve the new population generation method
to better solve the BP network local minimum problem.

4. Method
In this section, the algorithm framework will be introduced
ﬁrstly. Then, we present preprocessing data and the
improved sparse autoencoder to reduce the dimension.
Finally, an improved BP network based on the improved
new population generation algorithm, namely, IGA-BP network, is proposed.
4.1. Algorithm Framework. The architecture of network
intrusion detection based on sparse autoencoder and BP network is shown in Figure 2. The speciﬁc process of the intrusion detection framework is as follows.
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Figure 2: The structure of intrusion detection.

(1) Preprocessing Data. Attribute mapping, which converts character network data features into numeric
data. Due to the great diﬀerence in the data of attributes of the same type, the training eﬀect is aﬀected,
so the data is normalized into an interval [0,1]
(2) Reduce the Dimension. In order for the encoder to
learn better features, noise is added during the training phase to train the network. At the same time, in
order to reduce the phenomenon of data overﬁtting,
the dropout method is used for training during the
training process
(3) IGA-BP Network. Firstly, the genetic algorithm is
improved, and a new population generation algorithm is obtained. Then, the improved new generated
population is applied to the training of BP network;
then, the IGA-BP network is obtained. Input the prediction data into the trained IGA-BP network to
obtain the prediction result of each prediction data
4.2. Preprocessing Data. Network intrusion data have the
characteristics of large data volume and many attributes,
and the value size of the same attribute often has 107 or more
diﬀerences. If these data are directly analyzed and trained
during the test, it will result in unclear data attributes, abnormal convergence, and even failure to obtain correct training
results. After data normalization, the attribute value of each
attribute can be controlled in a ﬁxed region, which is convenient for further analysis and processing of data. Therefore,
data normalization speeds up the convergence of the analysis
program. The normalized value range of the data is the interval [0,1], and the speciﬁc normalization method is shown in
the following equation.

v ′i =

vi − mina
,
maxa − mina

ð9Þ

where maxa and mina are the maximum and minimum
values in attribute a, respectively. v′i is the eigenvalue of normalized attribute vi .

4.3. Reduce the Dimension. In order to make the encoder
learn the features better, noise is added in the training phase
to train the network. At the same time, in order to reduce the
phenomenon of data overﬁtting, dropout method was used
in the training process. Then, the improved sparse autoencoder algorithm is used to reduce the dimension of the data.
4.3.1. Denoise Autoencoder Network. Characteristic of the
current network data is complex nonlinear relations. In this
paper, the dimensionality reduction of the nonlinear network
data is carried out through the autoencoder network, and the
denoising autoencoder network is introduced to improve the
robustness of the data after dimensionality reduction.
Assuming that the characteristics learned from the coding
network are highly representative, the original data can be
eﬀectively reconstructed even if the input data is corrupted.
On the basis of this assumption, a noise reduction decoder
network can be proposed; that is, the network carries on certain damage to the input data for training. Since the input
data contains noise data, the autoencoder network with
explicit denoising can make the learned feature data more
robust, so this advantage is used to train the conventional
autoencoder network.
The structure of denoise autoencoder network is shown
in Figure 3. x is the original data instance, and qD is the random mapping function. x is converted to ~x using a random
mapping function that randomly adds noise data to the original data x. Then, the encoded data y and decode data x̂ can
be obtained as follows.
y = SðW~x + pÞ,

ð10Þ



x̂ = S W T h + q :

ð11Þ

Finally, the reconstruction error J is obtained by x and x̂.
The gradient descent algorithm is used to train and reduce
the reconstruction error to restore the original data x as
much as possible.
4.3.2. Dropout. Dropout is a method to reduce overﬁtting of
data. In this paper, dropout is applied to train deep neural
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Figure 3: Denoise autoencoder network.

networks to avoid the repetition of extracted features due to
the mutual adaptation of hidden layer neurons.
In the implementation of dropout, the output of hidden
layer neurons is randomly set to zero in a certain proportion,
so that some neurons do not participate in the training process of forward propagation. However, dropout is not a simple zeroing operation. In the training process and the test
process, the forward propagation algorithm is diﬀerent. During the training phase, the zeroed neurons do not participate
in the forward propagation and do not contribute to the back
propagation algorithm. However, their weights are preserved. In the test phase, the idea of mean network was used.
Although all neurons (including the zeros) were involved in
the forward propagation, the output of the neurons was
attenuated in proportion to the dropout to maintain the equilibrium of the whole test network. In the BP network training
process, this paper will use dropout method to improve the
ability of feature extraction and classiﬁcation.
4.4. IGA-BP Network. A new population generation algorithm can be obtained by improving genetic algorithm. In
this way, better weights and thresholds can be trained and
become parameters of the ﬁrst simulation experiment of BP
network, namely, IGA-BP network. Compared with BP neural network, IGA-BP network can better solve the problems
of slow optimization speed.
4.4.1. Improved Genetic Algorithm. Genetic algorithm is an
evolutionary algorithm whose principle is to mimic the survival law of the survival of the ﬁttest in the process of evolution. The GA algorithm does not have strict requirements for
initial conditions during the operation. It encodes the data
and evaluates it using the ﬁtness function. It exchanges the
information of the chromosomes through iterative methods
of multiple selection, crossover, and mutation and ﬁnally
chooses to produce the optimal new population. The genetic
algorithm not only overcomes the shortcomings of traditional evolutionary algorithms that can only deal with a single body but also has the advantages of global optimization
that are not available in traditional evolutionary algorithms.
The optimal population can be obtained by using GA algorithm which improves the generation method of new population. The optimal weights and thresholds can be obtained by

using the optimal population training BP network, which can
solve the local minimum problem of BP network.
(1) Improved Selection Algorithm. The ﬁtness is used to
judge the quality of the individual in the GA algorithm. Scroll selection method is selected; that is,
the smaller the individual ﬁtness, the greater the
probability of selection. The greater the probability
of being selected, the more its gene will expand in
the population, and vice versa, it may be eliminated.
The ﬁtness is related to the error of the test results.
In this paper, the absolute value of the ﬁnal test result
is used by the BP network to determine the ﬁtness of
the individual. The individual ﬁtness function and
the selection function are as shown in equations
(12) and (13), respectively
m

F = 〠 jy t − o t j,

ð12Þ

t=1

where m is the number of output nodes of the BP neural
network. yt is the expected result of the ﬁrst node of the BP
neural network. ot is the possible result of the tth node.
Pk =

1/F k
M
∑K=1 1/F k

,

ð13Þ

where F k is the ﬁtness of the individual k of the population and M is the total number of all individuals in the
population.
When selecting individuals by ﬁtness in the improved
algorithm, partial optimal parent individuals are selected
according to ﬁtness. In order to conduct crossover operation,
the number of selected individuals must be even. Through
the test, it is concluded that the parent with a ratio of 0.95
is the best choice for the next step.
(2) Crossover Operation. The crossover algorithm is to let
the oﬀspring produce a new individual with both
parental cross-individual features. If the new individual obtains the optimal characteristics of the father
when crossing, the new individual generated will be
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better than the individual before the intersection, and
the cross will help the new population to evolve.
There are single point, two points, and multiple
points in the cross mode, and the single point crossover algorithm is used in this paper. The principle is
to randomly select two individuals as cross objects
and then randomly generate intersections. The two
individuals exchange some genes at the intersection,
thus producing two diﬀerent individuals than before
the intersection. The crossover operation usually
adopts the same algorithm as the individual coding
method. The crossover operation result of the two
chromosomes R and R ′ at the k position is equal to
the uncrossed value plus the intersection value of
the opposite party, and the crossover operation is
shown as following equation
Rk = Rk ð1 − SÞ + R′k S,
R′k = Rk ð1 − SÞ + Rk S,

ð14Þ
ð15Þ

where Rk and R′k are the crossover values of the two chromosomes R and R ′ at the k position, respectively. S is a random
number, and S ∈ ½0, 1.
(3) Mutation Operation. The principle of mutation operation is to generate a new individual through gene
mutation. If an inferior individual is produced, the
individual will be eliminated after the selection operation. However, if a better individual is produced, it
will produce more progeny individuals after the
selection operation, so that the individual will occupy
the dominant address in the population. In order to
avoid premature convergence, the commonly used
methods are basic bit variation or uniform variation.
In this paper, the variation of the basic position is
adopted. The individual population consisting of
binary genes is ﬂipped with a small probability of
the gene; that is, 0 and 1 are mutually variable. The
randomly selected mutation position in this paper is
greater than 0.5, and the variation of gene R is
selected as


 
g 2
R = R + R − R′ ∗ r 1 −
,
g1

ð16Þ

where R ′ is the upper bound of the gene. In order to prevent
the degradation of the genetic algorithm, a small probability
variation is usually adopted. The mutation probability r ∈ ½
0:001,0:1 and r = 0:01 is set in this paper. g is the current
number of iterations, g ∈ ½1,200. g1 is the maximum number
of iterations, and g1 = 50 is set in this paper.
4.4.2. Improved Population Generation Algorithm. Although
the classical genetic algorithm solves the shortcomings of its
local optimum by optimizing the initial value of the BP network, there is still a problem of poor improvement. The

Table 1: The deﬁnition of parameters.
Deﬁnition

The deﬁnition of parameters
True positive, anomaly instances correctly
classiﬁed as an anomaly
False positive, normal instances wrongly
classiﬁed as an anomaly
True negative, normal instances correctly
classiﬁed as normal
False negative, anomaly instances wrongly
classiﬁed as normal

TP
FP
TN
FN

Table 2: Results of independent intrusion experiment.
Intrusion type

Normal

Intrusion

AC%

FA%

Back
guess_passwd
ipsweep
Neptune
Smurf
portsweep

2800
2800
2800
2800
2800
2800

200
00
200
200
200
200

95.59
95.83
98.49
99.53
95.68
99.72

1.13
1.15
1.14
1.04
1.09
1.01

problem is that the population generated by each iteration
cannot be guaranteed to be better than the population of
the original parent. Aiming at the shortcomings of classical
genetic algorithm, an improved genetic algorithm is proposed, which is aimed at the improvement of new population
generation process. The description process of the improved
new population generation algorithm is as follows.
(1) The initial population, objective function, and ﬁtness
were calculated, and the parent generation was
generated
(2) The optimal individuals with a ratio of 0.95 in the
parent generation were selected and treated with
crossover and mutation
(3) On the premise of retaining the best individuals in
the parent population in step 1, the reinsertion function is used to replace the individuals with the worst
ﬁtness in the original parent population, so as to form
the current optimal new population
(4) Perform multiple iterations to arrive at the optimal
new population
In the improved new population generation algorithm,
optimization is performed by replacing the individuals with
the least ﬁtness in the parent. In the improved new population generation algorithm, it is possible to generate a population superior to the original parent by iteration each time.
After the algorithm iteration, a better population can be generated than the classical genetic algorithm without the
improved new population generation method. Thus, better
weights and thresholds can be trained and become parameters of the ﬁrst simulation test of BP network. These initial
parameters are used by BP network for back propagation
learning adjustment. In this way, the problems of slow
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Figure 4: Accuracy of combined type intrusions.

optimization speed and local optimization are better solved,
and the eﬃciency of data analysis is improved.
In order to get the best parameters, IGA-BP network needs
to be tested many times. After many tests, the optimal parameters are as follows: the crossover probability of genetic algorithm is 0.7, the mutation probability is 0.01, the training
target of BP neural network is 0.01, and the learning rate is 0.1.

RE =

FN
,
T P + FP

TP
:
T P + FN

ð18Þ
ð19Þ

The speciﬁc parameters are shown in Table 1.
5.3. Intrusion Analysis

5. Experiment
The experiment was carried on the laboratory sever which is
equipped with Intel Core i7 CPU (8 GHz), 16 G RAM memory, and Windows 10 operating system. The experiment
source code is developed using Python 3.5.
5.1. Dataset. The KDD CUP99 dataset is the general standard
dataset for current intrusion detection experiments [29]. The
KDD CUP99 dataset is derived from an intrusion detection
assessment project at Lincoln Laboratories. It simulates a network environment in the Air Force LAN that simulates a
variety of diﬀerent types of users and types of cyber intrusions, which makes it like a real network environment. It is
a collection of 9 weeks of simulated raw TCPdump (∗) data
on a LAN. Training data is obtained from 7 weeks of network
traﬃc, with approximately 5 million connection records and
approximately 2 million connection records for the last two
weeks. There are 4 types of intrusions in the data, which are
divided into 39 subcategories. There are 22 types of training
data. The new 17 intrusions are additional intrusions in the
test dataset but not in the training dataset. Each instance data
in the dataset contains 41 feature attributes and a tag attribute. The tag attributes are divided into 5 categories, namely,
normal, DoS, probe, R2L, and U2R.
5.2. Evaluation Index. In the comparison experiment, Accuracy (AC), False Rate (FA), and Recall (RE) [30] were used
as the evaluation criteria for the merits and demerits of this
experiment.
AC =

FA =

TP + TN
,
T P + T N + FP + FN

ð17Þ

5.3.1. Independent Intrusion Experiment. Six of the most
common types of intrusion were selected from the dataset
as experimental subjects for individual intrusion detection.
Each type of data selected 3000 pieces of data for testing
(2800 for normal types and 200 for intrusion types). The
experimental results are shown in Table 2.
It can be seen from Table 2 that the proposed method has
a good recognition eﬀect for common intrusion types. Therefore, the proposed method can eﬀectively identify common
independent intrusions.
5.3.2. Combined Intrusion Experiment. Because the types of
intrusions in network data are usually complex, diﬀerent
intrusion combinations are set to test the eﬀectiveness of
the proposed algorithm for complex network intrusions.
The intrusion detection experiments were carried out on
the four types of intrusion type data and the normal type data
in the dataset, respectively. The detection accuracy of diﬀerent intrusion combination types is shown in Figure 4. The
horizontal axis in the ﬁgure represents the data of diﬀerent
intrusion combinations, and the vertical axis represents the
accuracy. The types of intrusions included in the intrusion
combination are shown in Table 3.
Table 3 gives information on the types of intrusions
included in the intrusion combination in the experiment.
The “1” indicates that the intrusion combination contains
the intrusion type of the class, and the “0” indicates that the
intrusion combination does not contain the intrusion.
It can be seen from the experimental results that the
detection rate of normal and abnormal is higher when only
normal and abnormal data are included. When it contains
3 types of data, it has a good detection eﬀect on the normal
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Table 3: The combination of various intrusion.
Type
Type 1
Type 2
Type 3
Type 4

Table 6: The comparison result of FA (%).

DoS

Probe

R2L

U2R

0
0
0
1

0
0
1
1

0
1
1
1

1
1
1
1

Table 4: Details of ﬁve groups of data.
Group
G1
G2
G3
G4
G5

Normal

Intrusion

Total

10380
12334
9413
11752
14742

9719
13521
11819
12653
10413

20099
25855
21232
24405
25155

Table 5: The comparison result of AC (%).
Methods
BPNN [31]
PCA-PSO-BP [8]
PCA-ANN [6]
KPCA-SVM [9]
RNN [32]
DBN [33]
CNN-WDLSTM [34]
Proposed

G1

G2

G3

G4

G5

94.5
90.6
94.35
95.4
97.1
97.31
97.52
97.68

92.7
89.5
92.7
94.1
95.6
95.01
96.04
97.26

95.12
90.12
95.12
95.8
97.21
97.12
97.45
97.72

95.57
91.27
95.57
96.45
97.1
97.57
97.71
98.27

93.35
90.44
93.35
95.32
96.51
96.65
97.10
97.25

type and the DoS intrusion type. When it contains 4 types of
data, it has a good detection eﬀect on the data of normal type,
DoS type, and probe type. Due to the small amount of training data for U2R and R2L types of intrusions, the training is
insuﬃcient, so the accuracy of the obtained test results is
slightly lower among the ﬁve data types.
5.4. Comparative Analysis with Existing Methods. In order to
verify the eﬀectiveness of the proposed algorithm, ﬁve groups
of data were randomly selected from the dataset for experimental veriﬁcation. The experimental results were compared
with the traditional dimensionality reduction algorithm and
the existing methods. Five groups of data are shown in
Table 4.
5.4.1. Accuracy, False Positive Rate, and Time Analysis. The
eﬀectiveness of the proposed algorithm was tested by comparing the accuracy of the ﬁve sets of data (AC/%), false positive rate (FA/%), and test time (Te/s).
The proposed algorithm in this paper is compared with
other seven algorithms. The AC, FA, and Te of these algorithms on ﬁve sets of data are compared, as shown in
Tables 5–7. As shown in Table 5, AC of the proposed algorithm is the largest, which indicates that the accuracy of the
proposed algorithm is higher. As shown in Table 6, the FA
of the proposed algorithm is the minimum, which means that

Methods

G1

G2

G3

G4

G5

BPNN [31]
PCA-PSO-BP [8]
PCA-ANN [6]
KPCA-SVM [9]
RNN [32]
DBN [33]
CNN-WDLSTM [34]
Proposed

6.2
5.6
9.35
8.1
2.4
3.31
2.7
1.03

5.7
5.5
8.7
7.9
1.6
3.1
1.82
0.98

5.21
5.12
8.9
8.2
1.71
3.22
1.53
1.01

4.87
5.27
8.57
7.45
1.65
2.9
1.44
0.87

5.05
5.2
8.35
6.8
1.53
2.85
1.19
0.75

Table 7: The comparison result of Te (s).
Methods
BPNN [31]
PCA-PSO-BP [8]
PCA-ANN [6]
KPCA-SVM [9]
RNN [32]
DBN [33]
CNN-WDLSTM [34]
Proposed

G1

G2

G3

G4

G5

27.5
12.61
16.52
11.24
12.63
11.34
9.32
3.31

28.71
13.52
17.07
12.1
13.62
12.01
7.65
3.26

27.12
13.12
16.13
11.48
12.23
11.42
6.73
3.78

28.7
12.57
17.53
12.46
13.21
11.56
4.22
2.21

26.98
13.44
18.32
11.37
12.51
11.67
5.72
2.97

Table 8: The accuracy result of various intrusion types (%).
Methods
BPNN [31]
PCA-PSO-BP [8]
PCA-ANN [6]
KPCA-SVM [9]
RNN [32]
DBN [33]
CNN-WDLSTM [34]
Proposed

Normal

DoS

Probe

R2L

U2R

96.24
97.21
96.52
98.56
98.73
99.03
99.12
99.51

97.51
98.52
97.07
98.51
98.69
98.71
98.97
99.27

91.18
92.14
91.13
93.11
93.26
94.22
99.10
99.38

23.22
26.52
27.63
26.72
28.71
32.56
54.25
61.21

64.28
65.44
68.63
71.28
73.51
75.97
78.64
81.94

the false rate of the proposed algorithm is the lowest. As
shown in Table 7, the Te of the proposed algorithm is the
minimum, which means that test time of the proposed algorithm is the lowest. As a result, the proposed algorithm is
superior to other used intrusion detection algorithms in
terms of AC, FA, and Te (test time).
5.4.2. Comparison of Accuracy of Various Types of Data. To
further verify the eﬀectiveness of the proposed algorithm, ﬁve
diﬀerent types of data, normal, DoS, probe, U2R and R2L,
were compared and analyzed. The experimental results are
shown in Table 8. The proposed algorithm has a high detection rate for normal and DoS type data. Because the training
data of U2R and R2L types of intrusion data is less and there
are more unknown intrusions, the detection accuracy of proposed algorithm is slightly lower, but its detection eﬀect is
better than other classiﬁer algorithms.
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6. Conclusion and Future Work
Compared with the past, the current Internet data is expanding every day, and the data is created rapidly from ZB to PB.
So the data is bigger, more complex, and more dimensional
than ever before. In this case, the traditional network intrusion detection methods can not meet the requirements of
real-time and accuracy. To solve this problem, this paper
proposed a network intrusion detection algorithm based on
autoencoder network model and IGA-BP model. Firstly, the
autoencoder network model is used to denoise the network
data and reduce the data dimension. Then, the population
generation algorithm of GA model is improved, and the
improved genetic algorithm which improves the generation
of new population will provide more reasonable initial
parameters for BP network. Finally, IGA-BP network model
is used for intrusion detection of network data. Experiments
were performed on KDD CUP99 dataset which simulated
diﬀerent types of user organizations and diﬀerent types of
network intrusion. The experimental result shows that the
false positives and false positives of the proposed method
are better than other intrusion detection methods. And the
proposed method is applicable to the current high dimensional and complex network data and provides a new idea
for the current network intrusion detection research.
The study of obtaining the optimal parameters by automatic learning is one of the goals of future work. And the
detection eﬀect of proposed algorithm on other network
intrusion needs further testing.
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