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A growing number of prosumers have entered the local power market in response to an increase in the number of residential users
who can afford to install distributed energy resources. The traditional microgrid trading platform has many problems, such as low
transaction efficiency, the high cost of market maintenance, opaque transactions, and the difficulty of ensuring user privacy, which
are not conducive to encouraging users to participate in local electricity trading. A blockchain-based mechanism of microgrid
transactions can solve these problems, but the common single-blockchain framework cannot manage user identity. This study
thus proposes a mechanism for secure microgrid transactions based on the hybrid blockchain. A hybrid framework consisting of
private blockchain and consortium blockchain is first proposed to complete market transactions. The private blockchain stores
the identifying information of users and a review of their transactions, while the consortium blockchain is responsible for
storing transaction information. The block digest of the private blockchain is stored in the consortium blockchain to prevent
information on the private blockchain from being tampered with by the central node. A reputation evaluation algorithm based
on user behavior is then developed to evaluate user reputation, which affects the results of the access audit on the private
blockchain. The higher a user’s reputation score is, the more benefits he/she can obtain in the transaction process. Finally, an
identity-based proxy signcryption algorithm is proposed to help the intelligent management device with limited computing
power obtain signcryption information in the transaction process to protect the transaction information. A system analysis
showed that the secure transaction mechanism of the microgrid based on the hybrid blockchain boasts many security features,
such as privacy, transparency, and imtamperability. The proposed reputation evaluation algorithm can objectively reflect all
users’ behaviors through their reputation scores, and the identity-based proxy signcryption algorithm is practical.

1. Introduction

The Energy Internet (EI), a distributed sharing network that
combines the Internet and distributed energy resources
(DER), can connect many kinds of distributed energy nodes
to achieve the two-way flow of energy. Energy is used to pro-
vide light, heat, power, and other necessities to human
beings. With continual scientific and technological progress,
a variety of devices are now available to easily convert electric
energy into various kinds of energy needed for human pro-
duction and living. Therefore, the two-way flow of electric
energy will form the core of future research on EI.

Currently used forms of primary energy include fossil
energy, light energy, wind energy, and water energy [1],
whereas electric energy needs to be obtained through conver-

sion from primary energy. The traditional method of conver-
sion is thermal power generation, that is, generating
electricity through the combustion of fossil fuels. However,
this method is inefficient and causes serious environmental
pollution. In 2010, carbon dioxide emissions from energy
production, such as the production of electricity, accounted
for 76% of global emissions [2]. Considering the importance
of environmental protection, research on new methods of
conversion has gained momentum. Renewable energy
sources (RES) such as light, wind, and water are widely used
in the world through primary energy conversion devices. By
the end of 2018, the installed capacity of hydropower in
China was 352 GW, that of wind power was 184 GW, and
that of solar power was 174 GW [3]. In addition, as the num-
ber of residential and industrial users who can afford DER
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deployment, in the form of solar photovoltaic panels,
biomass generators, microwind turbines, and diesel engines,
grows each year, a growing number of DER are being
deployed at the industrial and residential scales [4]. Although
DER has the characteristics of low loss, little pollution, and
good system economy, it still has problems that need to be
solved. First, the distributed generator (DG) that uses the
RES for power generation has a small capacity and is limited
by external conditions, because of which the electricity gener-
ated by it is intermittent and random. This significantly
reduces the reliability of the power supply [5]. Moreover,
when a large number of invisible and uncontrollable power
generated by DER directly flow into the power grid, the over-
all power supply line is prone to overshooting the power flow,
which jeopardizes the safety and reliability of the power sys-
tem [6]. Finally, the relationship between supply and demand
in the power market is a major obstacle to the development of
the DER, and consumers’ acceptance of DER power genera-
tion needs to be considered.

To solve the above problems of DER, two technologies
have been proposed: the virtual power plant (VPP) and the
microgrid (MG) [7]. The VPP leverages advanced coordi-
nated control technologies, smart metering technologies,
and information and communication technologies to interact
with participants in EI, thus making full use of the large-scale
and multiregional DER. Due to the limitation of the available
power transmission technology, long-distance power trans-
mission causes partial power loss. For industrial and residen-
tial users who have DG installed, close-range MG technology
is a better choice. MG focuses on regional balance of distrib-
uted load and power supply to achieve energy autonomy.
VPP focuses on realizing the maximum benefit of the main
body and has the derivative function of participating in the
power market and auxiliary service market [8]. Liu et al. [9]
have provided a distributed robust energy management
scheme for a system composed of multiple MGs. Uncertain
factors in the operation of the MG have been dealt with by
tunable robust optimization technology to optimize the total
operating cost of the MG, and studies have verified the effec-
tiveness of the method in a four-MG system. Zhang et al. [10]
proposed a networked physical–social system for DER man-
agement in the MG that has the capability of parallel learning
and can promote the emergence of high-quality DER optimi-
zation strategies through human–computer interactive learn-
ing. A case study was used to show that this technique can
yield a DER optimization strategy more quickly than other
heuristic algorithms. Ranjbar et al. [11] proposed an MG
protection method in which the short-time Fourier trans-
form (STFT) is used to pretreat the voltage waveform within
a period, and the features of disturbance are extracted
accordingly. These features are fed to a decision tree algo-
rithm to identify fault events in the MG. The results of simu-
lations showed that depending on the type of event, only two
or six features were needed to detect any fault.

The above literature has mainly focused on solving the
technical and economic problems of the MG, but it needs
to be further developed to solve issues with its management.
The prevalent mode of energy operation mostly uses central-
ized third-party management organization to manage trans-

actions. This mode of management has the following
problems: First, with an increase in the number of DER
transactions within its jurisdiction, the operating cost of the
trading center increases, transaction efficiency is significantly
reduced, and it is difficult to ensure the effective operation of
the microgrid in real time. Second, in the energy trading pro-
cess, the trading center and the trading side cannot achieve
complete trust, which imposes a significant annual cost on
the trading centers to maintain trust. Moreover, there is no
open and transparent trading and information platform in
the MG, because of which the security and effectiveness of
the transaction cannot be guaranteed, and its cost is high.
Finally, the centralized trading center is prone to a single
point of failure; that is, the trading center causes the entire
system to collapse once it is attacked, and the disclosure or
tempering of trading information damages the property
and violates the privacy of both parties to the transaction.

Since 2016, Bitcoin, a decentralized digital currency, has
gained considerable attention from the financial community
due to an increase in its economic value. Academics have
found that in addition to the economic value of Bitcoin itself,
its core supporting technology, namely, the blockchain, has
significant research value. The blockchain has the character-
istics of decentralization, trustlessness, openness, and
transparency. With progress in research, the scope of appli-
cations of the blockchain is no longer limited to the financial
field. Adding blockchain technology to the transaction
process of the MG may provide a new solution to the above-
mentioned management problems. Research on combining
the microgrid energy market with blockchain technology is
still in its preliminary stage. To prove the feasibility of this
combination, many scholars have carried out a series of
studies, and the results show that the blockchain has the
ability to support energy transactions within a certain range
[12–14]. Based on this assessment of theoretical feasibility,
a growing number of papers have been published in the area.
Di Silvestre et al. [15] discussed the loss in the distribution of
energy transactions of blockchains when applied to the MG
and proposed two indicators of loss distribution to solve this
problem. The feasibility of these indicators was verified in
two operating scenarios of a medium-voltage microgrid. Di
Silvestre et al. [16] considered the provision of voltage
regulation technology based on the blockchain for the MG,
mainly by solving for reactive power optimization power
flow and reactive power compensation. The former was
intended to ensure optimal economic planning in reactive
power production and the latter to evaluate the contribution
of voltage regulation. Hassan et al. [17] proposed an energy
transaction auction mechanism called differential privacy
auction to provide moderately costly but secure and private
energy auctions for the MG based on consortium blockchain.
Experimental comparisons showed that this mechanism was
superior to the VCG mechanism. van Leeuwen et al. [18]
designed an integrated energy management platform based
on the blockchain that is composed of three parts: a physical
layer, economic layer, and information layer. It can facilitate
the trade of energy in the microgrid community through a
bilateral transaction mechanism and optimize energy flow
by solving optimal power flow problems. Meeuw et al. [19]
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studied the impact of limitations of hardware and the com-
munication infrastructure of applications on the blockchain
system. Based on the conditions of the Swiss blockchain-
based Walenstadt microgrid, the researchers artificially
adjusted the bandwidth between nodes to simulate the band-
width of the communication infrastructure. They found that
a communication network with a bandwidth of less than
1000 kbit/s leads to insufficient system throughput. To solve
the problems of default risk and demand uncertainty in
designing a renewable energy microgrid based on the block-
chain, a method based on robust two-type fuzzy program-
ming was proposed by Tsao et al. [20], and its effectiveness
was proved by a case study. The above literature has exam-
ined the blockchain-based microgrid system from different
technical aspects, but a safe method to protect energy trans-
actions in the MG remains elusive.

In this paper, a secure microgrid transaction mechanism
based on the blockchain is proposed. The main contributions
are as follows:

(1) Blockchain-based microgrid trading platforms can
solve the problems of trust and transparency in
microgrid energy trading, but most schemes pro-
posed in the literature are based on a single block-
chain. In application, a single blockchain struggles
to provide effective user identity management, and
this makes it easier for malicious actors to infiltrate
the system. This paper proposes a microgrid energy
transaction framework based on the hybrid block-
chain containing a trading consortium blockchain
and N private blockchains for identity management,
where N is the number of microgrids in the network.
Only users verified by the private blockchain can
conduct transactions on the consortium blockchain

(2) To ensure good market trading behavior, a reputa-
tion evaluation algorithm based on user behavior is
proposed. Because there are two kinds of identities,
buyer and seller, in energy trading, this algorithm
contains separate algorithms to assess buyer and
seller behaviors. Whether a user can be authenticated
by the private blockchain depends on their own
reputation: when the reputation has a score of zero,
the user cannot use the energy transaction function.
In addition, the energy in the consortium blockchain
is mainly auctioned by using the continuous double
auction algorithm based on reputation. The higher
the reputation score of a user is, the more benefit
from the transaction they can draw

(3) When users participate in energy transactions, they
need to communicate with the microgrid continu-
ously. To ensure the security of the information
shared during transaction-related communication,
an identity-based proxy signcryption algorithm is
proposed that is suitable for users with smart home
manager. Proxy signcryption allows the smart home
manager with a limited amount of computing power
and storage to delegate its data processing rights to
the powerful energy manager to participate in energy

trading. The identity-based proxy signcryption
algorithm solves the defect whereby the typical proxy
signcryption algorithm needs to store a large number
of certificates

The remainder of this paper is arranged as follows:
Section 2 introduces some preliminary information, and the
system as a whole and its detailed framework are introduced
in Section 3. In Section 4, we describe the steps of implemen-
tation of the proposed scheme, such as details of the buyer
and seller reputation evaluation algorithms, the identity-
based proxy signcryption process, and the process of genera-
tion of new blocks. Section 5 is devoted to a performance
analysis and evaluation of the proposed scheme, and we
summarize our findings in Section 6.

2. Preliminaries

In this section, we review some preliminary knowledge, such
as the structure of the microgrid, the nature of the bilinear
pairing involved, and the principle of proxy signcrytion.

2.1. Microgrid. The earliest concept of the microgrid was
proposed by the United States Consortium for Electric
Reliability Technology Solutions (CERTS) [21] and remains
the most authoritative one. The CERTS microgrid assumes
that the set of loads and DER operate as a single system. A
critical feature is that it can autonomously exist in the distri-
bution system as a self-controlling entity. In other words, it is
impossible to distinguish the MG from legitimate customer
sites in the grid. The initial work by the CERTS was based
on small-scale micropower sources with a capacity lower
than 500 kW, and the basic structure of the MG developed
by the CERTS is shown in Figure 1.

The power system in the diagram consists of three feeders
(A, B, C) and a set of loads. The entire power supply network
has a radial shape. In terms of load distribution, both feeders
A and B contain sensitive loads while feeder C contains tradi-
tional loads. The installation of micropower supply is based
on the user’s load demand and only in case of sensitive loads
are the microsources installed on the feeder. This system
contains two kinds of microsources for installation: a micro-
turbine and a fuel cell. The microturbine is installed on feeder
A, and two kinds of microsources are installed on feeder B.
The fuel cell can produce electric energy as well as a large
amount of heat energy when burning, which endows feeder
B with the ability of cogeneration. To adjust the power and
feeder flow of the microsources, each is equipped with a
power and voltage controller managed by the energy
manager of the MG or the local system of users.

In addition, the microgrid shown in the figure has two
operating modes: the networking mode and the island mode
[21]. When the distribution network is disturbed, feeders A
and B can use a separation device to separate themselves
from the power grid, thereby minimizing interference in
the inductive load. If local power generation is not sufficient
to meet the demand of sensitive loads, the islands are ren-
dered meaningless. Feeder C is left in the interference, mainly
to eliminate the interference trip caused by traditional loads.
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With the development of power electronic equipment,
microsources that can be installed in the MG are no longer
limited to the two mentioned above, and the micropower
supply based on clean energy, such as solar and wind energy,
has been widely incorporated into the MG. The control strat-
egy of the MG has improved, and the most commonly used
one is hierarchical control. The hierarchical control strategy
is divided into three layers. The first layer consists of DER
and the local self-control of loads, the second layer consists
of the management control of the MG, and the third layer
features distribution network management control. Through
the hierarchical architecture, the electrical magnitudes of the
MG at different time scales can be controlled.

2.2. Bilinear Pairing. Suppose there are three cyclic groups
G1,G2, and G3. The order of the cyclic group is p, and the
generator of the cyclic group is g. Based on bilinear pairing,
there is a mapping relationship among these three cyclic
groups called e : G1 ×G2 ⟶G3 that satisfies the following
properties:

(i) Bilinearity: For any generators g1 ∈G1, g2 ∈ G2, and
x, y ∈ Z∗

p , there always exists eðxg1, yg2Þ = eðg1, g2Þxy

(ii) Nondegeneracy: There always exists g1 ∈G1, g2 ∈G2,
such thateðg1, g2Þ ≠ 1

(iii) Computability: There is an algorithm that renders e
ðg1, g2Þ computable under the condition ∀g1 ∈G1,
g2 ∈G2

This is an asymmetric bilinear pairing. The commonly
used bilinear pairing is symmetric, that is, G1 =G2. Further-
more, the bilinear pairing commonly referred to is based on
the prime order. The composite-order bilinear pairing pro-
posed by Boneh et al. [22] is still undergoing improvement.
For a detailed classification of bilinear pairing, the interested
reader can see Ref. [23].

2.3. Proxy Signcrytion. In 1999, Gamage et al. [24] proposed
proxy signcryption as a cryptographic primitive that is gener-
ated on the basis of signcryption [25] and the proxy signature
[26] and inherits the characteristics of both. In the proxy
signcryption scheme, the owner of the original data can
entrust the authority for processing them to a person, that

is, the proxy signcrypter; then, the agent can replace the
owner of the original data to perform the signcryption oper-
ation. In a computation-constrained smart device, it would
be a significant burden for the intelligent device to constantly
consume computing power to perform signcryption. Proxy
signcryption can solve this problem. It entrusts the signcryp-
tion operation to the agent with strong computing power to
relieve the computing pressure on intelligent devices. The
proxy signcryption scheme consists of five parts: system
setup, key generation, delegation generation, proxy sign-
crypt, and proxy unsigncrypt. The process is as follows:

System Setup:Given a security parameter λ, the algorithm
outputs the system parameter params.

Key Generation: Given system parameters params, the
algorithm outputs the public/private key pairs ðPKo, SKoÞ
of the original data owner, pair ðPKp, SKpÞ of the proxy sign-
crypter, and the pair ðPKr , SKrÞ of the message receiver.

Delegation Generation:Given system parameters params,
the data owner’s private key is SKo, and the warrant is ω; the
algorithm outputs a delegation σω and sends ðω, σωÞ to the
proxy signcrypter.

Proxy Signcrypt: Given system parameters params, the
warrant ω, the delegation σω, the proxy signcrypter’s private
key SKp, the receiver’s public key PKr the messageM, and the
algorithm output ciphertext σ.

Proxy Unsigncrypt: Given system parameters params,
warrant ω, ciphertext σ, the receiver’s private key SKr , data
owner’s public key PKo and the proxy signcrypter’s public
key PKp, if the ciphertext σ is legal, the algorithm outputs
message M, otherwise, outputs the error symbol ⊥.

3. System Model

In this section, we laid out the structure of the hybrid block-
chain, where the private blockchain is responsible for identity
authentication, and the consortium blockchain is responsible
for energy transactions.

3.1. Data Storage and Sharing Model of MG Based on Hybrid
Blockchain. The blockchain can be divided into public block-
chain, consortium blockchain, and private blockchain
according to the different modes of participation of its nodes
[27–29]. The public blockchain allows all nodes to participate
in the network and has the highest security. However, its
deployment comes at the cost of a large amount of resources,
and its characteristics of low extensibility and weak data
throughput do not support the application of the public
blockchain to commercial transactions involving large
amounts of data. The private blockchain has the disadvan-
tage of too high a degree of centralization, which renders it
suitable only for information sharing within a single entity
but not for storing transaction information involving multi-
ple entities. The consortium blockchain is a compromise
between the public and the private blockchains. It retains
their advantages and is free of their major disadvantages.
The consortium blockchain is the most commonly used
blockchain in applications.

In the design considered in this paper, we use the consor-
tium blockchain as the transaction blockchain to store

Traditional loadsC

B

A

Sensitive Loads
Energy

manager

Heat load

PCC

Point of common coupling
Power & voltage controller
Separation device

Breaker
Microsource
Power flow 
Information flow

Figure 1: The basic structure of the microgrid proposed by CERTS.
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transaction data and call it the transaction consortium block-
chain (TCB). In contrast to other literatures, we set up an
identity chain outside the trading chain to authenticate and
manage the identities of traders. During the operation of
the MG, an MG community can be regarded as an entity,
and transactions are usually carried out within it so that each
MG community can establish its own identity chain to man-
age traders. Based on the characteristics of operation of the
MG, we use the private blockchain as the identity chain of
managing traders and call it the identity private blockchain
(IPB). Therefore, the overall framework of this paper is a 1
+N hybrid blockchain framework; that is, it contains a
transaction consortium blockchain and N identity private
blockchains, and N is determined by the number of MGs.
The framework is shown in Figure 2.

As is shown in Figure 2, the MG community communi-
cates with the authority for verification off the blockchain.
Once the verification has passed, each MG community gen-
erates an exclusive IPB that is responsible for authenticating
the user’s identity, assessing their reputation, and storing
the corresponding identity information. When users in the
MG community want to conduct energy transactions, those
participating in the transactions need to communicate with
theMG and send their demands to it. According to the differ-
ent needs of each user, participants in the transaction can be
divided into prosumers and consumers. Prosumers are users
that have DER installed and can sell their surplus electricity.
Consumers are regular users who need to purchase electricity
to meet their needs. When the total remaining electricity
among prosumers in the MG is not enough to meet the
demand of the consumers, the MG purchases the required
electricity from the power trading center. When the total
amount of electricity left over by prosumers in the MG
exceeds the total electricity demand of the community and
the storage is full, the MG sells the excess electricity to the
power trading center. Because power transactions involve
the transfer of user property, all transactions occur on the
TCB, and, accordingly, transaction data are stored on it.
The TCB is jointly maintained by all network nodes and
has only a TCB, which can provide adequate security for
the TCB. To ensure that users have acceptable market trans-
action behavior, the MG uses the reputation-based auction
algorithm to auction energy. The user reputation required
by the auction is stored in the IPB while the algorithm used
to assess the user’s reputation requires the user transaction
data stored on the TCB. Based on this scenario, we allow
the TCB and IPB to interact with each other through smart
contracts. The degree of centralization in a private block-
chain is too high, and the data stored on it are at risk of being
tampered with by the central node. Therefore, we store the
hash digest of the IPB on the TCB to ensure the security of
data in the private blockchain by relying on the security of
the consortium blockchain.

3.2. Identity Authentication Model Based on IPB. When a
user wants to make an energy transaction, he needs to be
authenticated on the IPB. Only an authenticated user can
obtain the transaction license; otherwise, he cannot use the
MG power transaction platform. Community users who are

new to the platform first need to register their identity so that
they can join the IPB. The process of building and joining the
IPB is shown in Figure 3.

Figure 3 shows seven steps, which 1–3 show of the con-
struction of the IPB and 4–7 show the joining process of
nodes. In the construction process, in step 1, the MG man-
ager sends an IPB build request to the authority that contains
the identity of the MG community, maximum power limit,
and the jurisdiction to be divided. After receiving the MG’s
application, the authority reviews it and, after approving it,
returns the information to the MG and invites it to build an
IPB exclusively for its community, as in step 2. In step 3,
the MG and the authority jointly set up a private blockchain.
Once the IPB has been built, users of the community can
apply to join the private blockchain. In the first step of the
joining process, namely, step 4, community users need to
send registration information to the authority. Different from
consumers, the registration information of prosumers con-
tains their identity information as well as detailed informa-
tion on the deployed DER. Upon receiving the registration
information from community users, the authority verifies
the information, and if verified, authority will encrypt and
upload the information to the private blockchain of the
community to which the given user belongs. After that, the
authority will generate the exclusive key for the user and dis-
tribute it. Steps 5 and 6 show this process. As shown in step 7,
when a user receives a private key, they can officially join the
IPB to which they belong according to this key.

Successfully joining the IPB does not mean that energy
transactions can be conducted on the MG energy trading
platform. Energy transactions can be officially conducted
only on the TCB after obtaining a trading license on the
IPB. To obtain a trading license, a user’s identity must be
authenticated out on the IPB. A flowchart of identity authen-
tication is shown in Figure 4.

The system first checks whether the user node ID exists in
the blacklist BL; if it does, the user is denied the use of the
energy transaction function and can otherwise continue to
the next step. The user node then selects the roles it plays
on the TCB, where only seller and buyer roles are available.
When it chooses to be a seller, the system checks whether
the user node has a DER certified by the given authority. If
not, the system returns to the previous step, and the user
node reselects its role. In this case, the system checks the
seller reputation value Rj of the user to whom the node
belongs. If the reputation value is zero, the node reenters
the role selection process. If the reputation value is not zero,
the node is issued a seller license. When selecting a buyer, the
system needs to only check the buyer reputation value Ri of
the user to whom the node belongs. If the reputation value
is zero, the user ID is added to the BL, and the user node is
denied energy transactions. If the reputation value is not
zero, a buyer license is issued to the user node. Finally, users
with seller or buyer licenses can use them to trade energy on
the TCB. Prosumers can choose to trade as either sellers or
buyers. So, in each round of trading, the IPB provides identity
authentication for each user only once. After the transaction,
the system recalculates the reputation score of each node
based on its performance in the transaction. All new nodes
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are assigned the same initial reputation score by the system,
and each node has the reputation scores of the seller and
the buyer, but only prosumers can use the former score.
Prosumers with a seller reputation of zero cannot conduct
energy transactions on the TCB as sellers and can only
purchase energy as ordinary consumers. Users in the black-
list cannot reregister with the authority to obtain a new node
identity. The means of obtaining another transaction author-
ity is formulated by the given authority.

3.3. Secure Trading Model Based on TCB. Forms of DER
energy trading on the MG energy trading platform can be
divided into two types: P2P trading and centralized clearing.
A P2P transaction is a direct transaction between individuals
that is executed automatically according to the correspond-
ing contract. However, such a transaction is disordered and
can easily affect the power system. Centralized clearing
requires a third-party platform for unified trading under
optimized scheduling to reduce the risk of system disorder.
Due to the problem of trust of the third-party platform, the
mode of transaction of centralized clearing has been
criticized. The emergence of the blockchain provides a new

solution to the problem of trust. The TCB uses continuous
double auction (CDA) as method for transactions, where this
is a kind of centralized clearing. The CDA allows both parties
to a contract to modify their quotations continuously during
the auction to maximize the interests of the traders [30]. The
secure transaction model is shown in Figure 5.

The traditional CDA has only three trading entities: the
auctioneer, buyer, and seller. In our model, MG is the
auctioneer, the prosumer is the seller, and the consumer is
the buyer. Besides, the model features another power trading
center acting as an energy balancer. The greater the number
of nodes in the blockchain network is, the stronger the secu-
rity of the blockchain is. For security-related reasons, we
should deploy as many nodes as possible in the blockchain
network. The block is the basic unit in the formation of a
blockchain and collection of data. Each block is composed
of a header and a body [31]. The block header contains a
transaction information hash, a block hash, and a time stamp
while detailed transaction information is stored in the block
body. The byte size of the block header is smaller than that
in the block body. Therefore, nodes that store only block
header information are called light nodes, and those that
store information on the entire block are called full nodes.
For the smart home manager or the DER with limited com-
puting and storage capabilities, being a light node in the
blockchain network can not only reduce its own storage pres-
sure but also enhance the security of the network. As for the
problem of limited computing power, the pressure can be
shared by an energy manager with powerful computing
power, which exists in the form of a full node in the network.
As a result, the buyers in this scheme can be accurate to smart
home managers such as smart appliances, smart lighting and
smart windows, and doors, while the sellers are the DER
devices deployed by prosumer.

IPB 2

Block
n-2

TCB

MG1 MG2

Authority

IPB 1 Power trading center

Hash
Prosumer
Consumer

Off blockchain communication
Trading communication on TCB
Information update and download on IPB
Information update and download on TCB
Information interaction between TCB and IPB 

Wind turbine generator
Photovoltaic generator
Fuel cell

Energy manager 
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n-1
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Figure 2: Data storage and sharing model of microgrid based on the hybrid block chain.

AuthorityMG

3

1

2
6

4

5

ConsumerProsumer

Community Users

7

Genesis
block

 Block
n-1

Block
n

Block
n+1

3

……

IPB

Figure 3: Flowchart of building and joining the IPB.

6 Wireless Communications and Mobile Computing



The basic flow of the secure trading model is as follows:

(1) Initialization:Once users of the community have passed
IPB authentication, they can conduct identity transac-
tions on the TCB according to their identity licenses.
Users with the seller’s license act as sellers, and those
with the buyer’s license act as buyers. The MG man-
ager node acts as auctioneer, and the keys required
for the transactions are generated by the authority

(2) Quotation collection: Although the smart home
manager or DER, as a light node, can generate the
quotation and signcrypt it to the MG manager node
by itself, frequent signcrypts require a large amount
of computing power. In addition, multiple energy
quotes may belong to the same entity in the auction
list, which increases the workload of the auction
and causes unnecessary waste. As a full node, the
energy manager can first integrate the quotation
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Yes
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information of the user’s home manager, signcrypt
this information through the identity-based proxy
signcryption algorithm, and send the signcrypted
information to the MG manager node. In this way,
the effect of the light node’s participation in the trans-
action can be obtained and problems incurred by this
participation can be solved

(3) Energy auction: After receiving the signcryption
information frombuyers and sellers, theMGmanager
node decrypts them. Auctionmatching is then carried
out according to the bidding price. To increase the
user’s attention to reputation, the CDAauctionmech-
anism based on reputation is used for auctioning; it
divides users’ grades according to their scores. The
higher the grade is, the wider is the range of options
to which the corresponding user can match. The
matching rule of “price first, reputation first, time
first” is used. At the end of the auction, if energy
balance has not been attained within theMG commu-
nity, an energy transaction is conducted with the
power trading center as is appropriate

(4) Transaction and clearing: Community users who
have been successfully matched check the transaction
information and then conduct energy transaction
according to the confirmed transaction contract.
During the transaction, the default users are pun-
ished financially, and default behaviors will lead to a
decline in their reputation scores. Transaction clear-
ing needs to be carried out through the unique energy
coin of the system that is generated by the power
trading center. When each user joins the TCB for
the first time, they can get a certain value of energy
coin for free through their IDs. Each ID can be
collected only once

4. System Implementation

To implement the secure transaction model of the MG
proposed here, the most important factors to consider are
the reputation evaluation of users, secure collection of quo-
tations required for MG auction, and generation of new
blocks on the blockchain. The section is thus composed of
three parts, namely, a reputation evaluation algorithm based
on user behavior, an identity-based proxy signcryption algo-
rithm, and a data block generation algorithm. These three
parts correspond to the implementation of the above func-
tions. The variables involved in system implementation are
shown in Table 1.

4.1. Reputation Evaluation Algorithm Based on User Behavior.
In the traditional centralized power supply mode, users’ power
consumption behavior changes with time and leads to the
emergence of peak and valley periods of power consumption.
The peak period refers to the duration when the power con-
sumption is concentrated and the power supply is limited.
The valley period is the opposite duration, when there is less
activity and supply is plentiful. The detailed peak–valley time
is divided according to the local season and when the peak–

valley load appears. The peak–valley time varies slightly in
different regions; therefore, only the peak P, average A, and
the valley V are defined in this paper, and no detailed time
division is given. To better control the user’s trading behavior,
we define a time-adaptive weight parameter ηðTÞ according to
the peak–valley interval.

η Tð Þ =
1:5, T ∈ P,
1:25, T ∈ V ,
1, T ∈ A:

8>><
>>: ð1Þ

In the formula, regardless of whether the trading time T is
in the peak or the valley period, its weight is greater than the
weight of the average period. This is done to enhance users’
attention to the two periods and reduce the probability of poor
trading behavior.

4.1.1. Algorithm to Assess Reputation of Buyer Based on
Behavior. Buyers in the MG community are mainly com-
posed of consumers who need to buy energy. When prosu-
mers have a seller reputation score of zero or the DER
power supply cannot meet their needs, they are also buyers.
In the algorithm to assess the reputation of the buyer, three
reputation events affect the buyer’s reputation: default events,
demand response events, and block generation events.

When the buyer and the seller reach the intention to
engage in a transaction through an auction and sign a con-
tract, the seller begins to transmit electricity to the buyer.

Table 1: Symbol definitions.

Symbol Definition

η Tð Þ Time adaptive weight parameter

P The peak period of power consumption

A The average period of power consumption

V The valley period of power consumption

Rcon
i/j Buyer/seller’s contract reputation

RC
i/j Buyer/seller’s consensus reputation

RDR
i Buyer’s demand response reputation

RF
j Seller’s feedback reputation

Ri/j Buyer/seller’s reputation

RMG MG’s reputation

GP System global parameters

MSK System master key

PKori, SKori Original signcrypter’s public and private keys

PKproxy, SKproxy Proxy signcrypter’s public and private keys

PKMG, SKMG MG’s public and private keys

PSKop Proxy key

ω Warrant

M Plaintext information

σ Proxy signcryption information
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When the electricity consumption of the buyer in the agreed
time slots exceeds the agreed transaction capacity, the seller’s
interests are undermined because the number of coins stipu-
lated in the contract is fixed.

Therefore, this paper uses the default contract as an
evaluation index for the buyer’s reputation. The buyer’s con-
tract reputation Rcon

i is assessed as shown in Formula (2):

Rcon
i,t−1 =

−η Tið Þ, Qi
ij >Qcon

ij ,

0, Qi
ij ≤Qcon

ij ,

8<
: ð2Þ

where Rcon
i,t−1 is the contract reputation of buyer i at the end of

round t − 1, Ti is the transaction time of buyer i, Qi
ij is the

electricity consumption of i in the trading time slot, and
Qcon

ij is the amount of electricity agreed in the contract.
When the buyer violates the contract, they must compensate
the seller according to the price of electricity of the power
trading center.

A demand response event is used to balance the energy
demand of the power supply system when power is in short
supply. Each MG issues the demand of reducing energy con-
sumption to its community and announces the total value by
which the energy consumption needs to decrease. Buyers
who are qualified to respond reduce their electricity consump-
tion according to the agreed response amount. The buyer’s
demand response reputation RDR

i is shown in Formula (3).

RDR
i,t−1 =

Ti,d:5% + 0:7Ti,d:5%~25% + 0:5Ti,d:25%~50%
TDR
i,t−1

,

−0:5,

8><
>:

r = 1,
r = 0,

ð3Þ

where RDR
i,t−1 is the demand response reputation of buyer i at

the end of round t − 1, Ti,d:5% indicates the time when the
deviation between the response capacity and the agreed capac-
ity of buyer i is less than 5%, Ti,d:5%~25% indicates the time
when the deviation is in the range 5%~25%, Ti,d:25%~50% indi-
cates the time when the deviation is in the range 25%~50%,
and TDR

i,t−1 indicates the total time buyer i needs to respond in
round t − 1 of the transaction. If r is 1, i responds as required,
and if r is 0, i does not respond.

The generation of blocks is inseparable from the consen-
sus algorithm. To encourage nodes on the network to partic-
ipate in the consensus process, the system assigns a certain
reputation to nodes that participate in the consensus process.
The consensus reputation RC

i is calculated as follows:

RC
i,t−1 = kiα, ð4Þ

where RC
i,t−1 is the consensus reputation of buyer i at the end

of round t − 1, and ki represents the number of times that
buyer i participates in the consensus process in round t − 1.
α is always greater than zero, and its value depends on the
rate of block generation. The two are inversely proportional.

To sum up, before the buyer prepares to conduct a trans-
action in round t, we calculate their reputation according to
Formula (5):

Ri,t =
50, t = init,
Ri,t−1 + Rcon

i,t−1 + RRDR
i,t−1 + RC

i,t−1, t ≠ init,

(
ð5Þ

where Ri,t is the reputation of buyer i at the end of round t − 1,
Ri,t−1 is the reputation of i in round t − 1, and R is a judgment
function. When i is qualified to respond, R is 1 and is other-
wise 0. When buyer i is participating in the transaction for
the first time, their initial reputation is 50.

4.1.2. Algorithm to Assess Reputation of Seller Based on
Behavior. In the MG community, only prosumers can be
sellers. The algorithm to assess their behavior as seller uses
three reputation events as indicators: a default event, a feed-
back event, and a block generation event.

When the supply of electricity provided by the seller fails
to reach the trading capacity agreed with the buyer in the
contract, the buyer needs to purchase electricity from the
power trading center to meet their electricity demand. The
price of electricity offered by the power trading center is often
higher than the transaction price in the MG community and
causes losses for the buyer.

Therefore, whether a contract is default can be used as an
evaluation index to assess the seller’s reputation, the buyer’s
contract reputation Rcon

j is as shown in Formula (6).

Rcon
j,t−1 =

−η T j

� �
, Qj

ij <Qcon
ij ,

0, Qj
ij ≥Qcon

ij ,

8<
: ð6Þ

where Rcon
j,t−1 is the contract reputation of seller j at the end of

round t − 1, T j is the transaction time of j, and Qj
ij is their

electricity consumption in the trading time slot. When seller
j defaults, they compensate buyer i for the extra cost of pur-
chasing electricity from the power trading center.

A feedback event is one where after a transaction between
buyer i and seller j, and i needs to provide feedback to j on the
quality of the power supply service, which is expressed by Fij.
The range of Fij is [-0.5,0.5], and the seller’s feedback reputa-

tion RF
j is shown in Formula (7):

RF
j,t−1 =

∑L
i=1 FijEi

� �
∑L

i=1Ei

: ð7Þ

In the formula, RF
j,t−1 is the feedback reputation of seller j

at the end of round t − 1, L is the number of buyers who give
feedback to seller j, and Ei is the feedback equilibrium func-
tion used to balance the feedback value.

The value of Ei can be only 0 or 1. To use Ei, the average
value Fa and standard deviation Fsd of the buyer’s feedback
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need to be calculated first. They are calculated, respectively,
by Formulae (8) and (9):

Fa =
∑L

i=1Fij

L
, ð8Þ

Fsd =

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑L

i=1 Fij − Fa

� �2
L

s
: ð9Þ

Then, the equilibrium parameter ε is obtained from Fa
and Fsd as shown in Formula (10):

ε = Fa − Fsd: ð10Þ

Finally, Ei is assigned a value by Formula (11).

Ei =
1,
0,

(
Fij ≥ ε,
Fij < ε:

ð11Þ

The block generation events of the seller and the buyer
are identical, and the seller’s consensus reputation RC

j is
calculated as follows:

RC
j,t−1 = kjα, ð12Þ

where RC
j,t−1 is the consensus reputation of seller j at the end

of round t − 1, and kj represents the number of times that
seller j participated in the consensus process in round t − 1.

We can then obtain the seller’s reputation in round t:

Rj,t =
50, t = init,
Rj,t−1 + Rcon

j,t−1 + RF
j,t−1 + RC

j,t−1, t ≠ init,

(
ð13Þ

where Rj,t is the reputation of seller j at the end of round
t − 1, and Rj,t−1 is their reputation in round t − 1. When j
participates for the first time in the transaction, their ini-
tial reputation is 50.

For both buyers and sellers, the range of values of the
reputation score is [0, 100]. Therefore, after calculating the
reputation of the user for participating in a given round
using the above formulae, their reputation score should be
recalculated through Formula (14) to restrict the range of
reputation scores:

Ri/j,t =
100, Ri/j,t > 100,
Ri/j,t , 0 ≤ Ri/j,t ≤ 100,
0, Ri/j,t < 100,

8>><
>>: ð14Þ

where Ri/j,t is the reputation of the buyer/seller in round t.
When the seller’s reputation is zero, they can participate
only in the transaction as a buyer. When the buyer’s reputa-
tion is zero, they are blacklisted and forbidden from partici-
pating in round t.

4.2. Identity-Based Proxy Signcryption Scheme. The identity-
based proxy signcryption (IDPSC) algorithm [32] is an
improvement over the proxy signcryption algorithm. The
core idea is the same; that is, the right to signcryption of
the data can be entrusted to the proxy signcrypter, who can
then signcrypt the data instead of the original signcrypter.
After receiving the proxy signcryption data, the receiver can
regard the proxy signcrypter as the original signcrypter,
who becomes responsible for the data. The original proxy
signcryption algorithm uses traditional public key facilities
and encounters the problem of authenticating the user’s
identity when using the key generated by this facility to com-
municate. It thus needs a trusted third party to issue the
user’s identity certificate. When there are too many users,
the problem of certificate management becomes significant.
The IDPSC does not encounter this problem and thus is
more efficient.

In the MG community, the auctioning algorithm is often
used for transaction matching. It involves a large number of
communication processes. To ensure the confidentiality
and nonrepudiation of the communicated information, the
information needs to be signcrypted. In the proposed model,
the participants are DER installed by prosumers and smart
home manager installed by consumers, but these are unsuit-
able for data signcryption because of their hardware. To
solve this problem, we propose a secure IDPSC algorithm
for MG energy trading consisting of five subalgorithms:
those for system setup, key generation, proxy key generation,
proxy signcryption, and unsigncryption. The program
description is as follows:

4.2.1. System Setup. The primary function of the phase is that
the government initializes the system in order to provide
basic conditions for the operation of subsequent phases.
The core algorithm of this phase is Setupð1ℓÞ⟶ ðGP,
MSKÞ, which is controlled by the authority. The authority
first enters the security parameter ℓ into the system, which
generates two additive cyclic groups G and GT of order p
according to the parameter ℓ, and defines four hash functions
H1 : f0, 1g∗ ⟶G, H2 : f0, 1g∗ ⟶ Z∗

p , H3 : GT ⟶

f0, 1gn, and H4 : f0, 1gn ×GT ⟶ Z∗
p , where n is the byte

length of message M. For the cyclic group G, g is the gener-
ator; G and GT satisfy the bilinear mapping relation e : G ×
G⟶GT . The authority then randomly selects element λ ∈
Z∗
p as the system’s master key and computes the system’s

public key PKpub = λg. Finally, the master key MSK and the
system global parameter GP are output:

MSK = λ,
GP = n, e, g, PKpub,H1,H2,H3,H4

� �
:

(
ð15Þ

MSK is kept secret by the authority while GP is published
to the entire network. All nodes can access this information.

4.2.2. Key Generation. The primary function of the phase is to
generate public and private key pairs for users, and the core
algorithm is KGenðGP, MSK, IDÞ⟶ ðPKID, SKIDÞ. The
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algorithm needs input a user ID; the authority audits it. If ID
fails to pass the audit, the authority refuses to generate the
key for the user. If the audit is passed, the authority outputs
the public–private key pair ðPKID, SKIDÞ corresponding to
the ID:

PKID =H1 IDð Þ,
SKID = λPKID:

(
ð16Þ

During the key generation process, each user can obtain
multiple public–private key pairs. The energy managers and
smart home managers deployed in the consumers’ houses
obtain exclusive public–private key pairs. In addition to
obtaining exclusive public–private key pairs for the energy
managers and smart home managers, prosumers also obtain
public–private key pair for the DER deployed by them. To
better explain our scheme, we define the public–private key
pair of the smart home manager and DER as ðPKori, SKoriÞ,
which is the key of the original signcrypter. The key of the
energy manager is ðPKproxy, SKproxyÞ, which is also the key
of the proxy signcrypter. The recipient’s key is represented
by the public–private key pair ðPKMG, SKMGÞ of the MG.

4.2.3. Proxy Key Generation. This phase is the core of IDPSC
algorithm, and its main function is to entrust the data sign-
cryption right to the proxy signcrypter, which is represented
by PKGenðGP, ω, SKori, SKproxyÞ⟶ PSKop. The process of
proxy key generation is performed by the user and can be
divided into three steps. The first step is performed by the
original signcrypter, such as smart home manager and
DER, who uploads a warrant ωori ∈ ð0, 1Þ∗ (which records
the proxy expiration date, proxy content permissions, and
the identities of the original signcrypter and the proxy sign-
crypter) to the consortium blockchain. At this time, the
MG needs to update the value of ωori of each node in the stor-
age list in real time to verify the validity of the information
during unsigncryption.

The second step is to generate the delegation Dω. Both
the private key SKori of the original signcrypter and the
private key SKproxy of the proxy signcrypter belong to the
same user. In this step, the user can choose for the delega-
tion to be generated by either the original signcrypter or
the proxy signcrypter (energy manager). When the user
has too many original signcrypters, it is recommended that
the original signcrypter generate the delegation Dω. The
process is as follows:

s =H2 ωorið Þ,
Dω = sSKori:

ð17Þ

In the third step, the proxy signer generates the proxy key.

PSKop = SKproxy +Dω: ð18Þ

The informational interaction between the proxy sign-
crypter and the original signcrypter takes place on the home

LAN, and so there is no need to verify the information with
the original signer.

4.2.4. Proxy Signcryption. In this phase, signcryption is
performed on plaintext, the result of which is the ciphertext
after signature and encryption, and the core algorithm is
PSigcðGP, ωproxy, M, PKMG, PSKop, SKproxyÞ⟶ σ. When a
user wants to participate in an auction, their proxy signcryp-
ter needs to collect the quotation information M ∈ ð0, 1Þn
from the original signcrypter and organize it. The proxy
signer randomly selects an element x ∈ Z∗

p and computes
the symmetric encryption key K:

K =H3 e PKpub, PKMG
� �x� �

: ð19Þ

Then, the proxy signer calculates the symmetric
encrypted ciphertext C.

C = K ⊕M: ð20Þ

The proxy key PSKop is then used to perform the proxy
signcryption.

V = e g, PKpub
� �x,

μ =H4 C, Vð Þ,
S = xPKpub − μSKproxy + PSKop

� �
:

8>><
>>: ð21Þ

Finally, the proxy signcrypter outputs the proxy sign-
cryption information σ = ðωproxy, μ, C, SÞ and sends it to
the MG. ωproxy represents the original signcrypter’s war-
rant forwarded by the proxy signcrypter. Placing ωproxy
in the proxy signcryption information σ helps the MG
quickly find the original signcrypter corresponding to the
proxy signcryption information.

4.2.5. Unsigncryption. The primary function of this phase is
to help the information receiver recover the real and effective
plaintext information from the ciphertext. The algorithm is
expressed as UnSigcðGP, σ, SKMG, PKMG, PKori, PKproxyÞ.
When the MG conducts an energy auction, it needs the quo-
tation information M from the original signcrypter, which
exists in the received proxy signcryption information σ.
The MG thus needs to perform the unsigncryption process.
If the warrant ωproxy in the proxy signcryption information
σ is inconsistent with that sent by the original signcrypter,
an error symbol ⊥ is returned. Otherwise, the MG performs
the following tasks to check the validity of the ciphertext C
in the proxy signcryption information σ:

s =H2 ωorið Þ,
V ′ = e g, Sð Þe PKpub, PKproxy

� �μ+1e PKpub, PKori
� �s

:

(

ð22Þ
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Only when μ =H4ðC, V ′Þ is true does the MG receive the
ciphertext C; it then calculates the symmetric encryption key:

K ′ =H3 e S, PKMGð Þe PKproxy, SKMG
� �μ+1e PKori, SKMGð Þs

� �
:

ð23Þ

Finally, the MG obtains the original signcrypter’s quota-
tion information M = K ′ ⊕ C. If the content of M does not
fall within the scope specified in the warrant ωori, the algo-
rithm outputs an error symbol ⊥.

4.2.6. Proof of Correctness. We prove the correctness of this
scheme by proving the correctness of V ′ and K ′.

First, we prove the correctness of V ′.

V ′ = e g, Sð Þe PKpub, PKproxy

� �μ+1e PKpub, PKori

� �s
= e g, Sð Þe λg, PKproxy

� �μ+1e λg, sPKorið Þ
= e g, Sð Þe g, λPKproxy

� �μe g, λPKproxy

� �
e g, sλPKorið Þ

= e g, Sð Þe g, μSKproxy

� �
e g, SKproxy

� �
e g, sSKorið Þ

= e g, Sð Þe g, μSKproxy + SKproxy +Dω

� �
= e g, xPKpub − μSKproxy + PSKop

� �� �
e g, μSKproxy + PSKop
� �

= e g, xPKpub
� �

= e g, PKpub
� �x = V :

ð24Þ

Then, we can prove the correctness of K ′.

K ′ =H3 e S, PKMGð Þe PKproxy, SKMG
� �μ+1e PKori, SKMGð Þs

� �

=H3

e S, PKMGð Þe PKproxy, λPKMG
� �μ

e PKproxy, λPKMG
� �

e sPKori, λPKMGð Þ

0
@

1
A

=H3 e S, PKMGð Þe λPKproxy, PKMG
� �μe λPKproxy, PKMG

� �
e sλPKori, PKMGð Þ� �

=H3 e S, PKMGð Þe μSKproxy, PKMG
� �

e SKproxy, PKMG
� �

e sSKori, PKMGð Þ� �
=H3 e S, PKMGð Þe μSKproxy + SKproxy +Dω, PKMG

� �� �
=H3 e xPKpub‐ μSKproxy + PSKop

� �
, PKMG

� �
e μSKproxy + PSKop, PKMG
� �� �

=H3 e xPKpub, PKMG
� �� �

=H3 e PKpub, PKMG
� �x� �

= K

ð25Þ

The eð:, :Þ in all of the above formulas refers to the bilin-
ear algorithm in Section 2.2.

4.3. Generation of Data Blocks. In the blockchain network,
the generation of blocks is closely related to the consensus
algorithm used on the blockchain, where consensus algo-
rithms used by different types of blockchains are different.
The system used in this paper is a 1 +N hybrid blockchain
system, which is essentially a transaction consortium block-
chain and N identity private blockchains. Because there are
two different types of blockchains, this system uses two con-
sensus algorithms to generate blocks at the same time,
namely, the Raft consensus algorithm [33] and the PBFT
consensus algorithm [34].

4.3.1. Consensus Algorithms of IPB. The private blockchain
built by the MG itself is highly centralized and has central
nodes, which coincides with the strong leadership of the Raft
consensus algorithm. We thus use the Raft consensus algo-
rithm on identity private blockchain. The strong leadership
of the Raft consensus algorithm is mainly manifested in the
fact that all log entries flow only from the leader server to
the backup server, which simplifies the management of repli-
cated logs [33]. There are three identities of the leader, candi-
date, and follower in the Raft consensus mechanism. In the
identity private blockchain constructed by theMG, the leader
is a node chosen by the MG from among its manager nodes,
other unselected MGmanager nodes and authority nodes are
candidates, and followers are community user nodes in the
identity private blockchain. A candidate is a candidate for
leader. When the leader fails to operate normally, a new
leader is selected from among the candidates. Only when all
MG manager nodes fail does the authority node temporarily
act as leader. The process of generating blocks using the Raft
consensus algorithm can be simplified into three steps. In the
first step, the leader node reviews the reputation data of the
community users. Once the review is passed, it is sent to
the energy manager nodes of each community user for rein-
spection. In the second step, the energy manager node rein-
spects the data sent by the leader node and returns the
result to the leader node. In the third step, the leader node
packages the data passed by both validation and revalidation
into blocks and uploads them to the local private blockchain.
To prevent the MG manager node on the private blockchain
from tampering with the data, the hash value of the blocks on
the private blockchain is uploaded to the trading consortium
blockchain. In addition, the Raft consensus algorithm does
not affect the user’s reputation.

4.3.2. Consensus Algorithms of TCB. The PBFT consensus
algorithm is used in the transaction consortium blockchain.
A modified form of the original is used in this paper by
changing the mechanism of establishing the consensus com-
mittee. In the original algorithm, the consensus committee is
composed of preselected consensus nodes, the number of
nodes in the consensus committee is fixed, and the consensus
nodes do not change. In our modified PBFT algorithm, the
consensus nodes that form the consensus committee are
constantly changing. At the beginning of each round of trans-
action, the system selects the consensus nodes to form a new
consensus committee, and the working time of each consen-
sus committee is one trading cycle as planned by the system.
To encourage MG trading platforms to maintain good inter-
nal trading behavior, the system constructs a consensus com-
mittee according to the principle of “reputation first, quantity
first.” The essence is to select the highest rankedMG commu-
nity according to the selection principle. Reputation first in
the selection rules refers to the selection of the MG commu-
nity with the highest reputation score. Reputation depends
on its internal users and is calculated as follows:

RMG =
∑l

i=1Ri +∑m
j=1Rj

l +m
,  l +mð Þ >H, ð26Þ
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where l represents the number of buyers in the MG commu-
nity at the time, m represents the number of sellers, and H is
the fixed number of nodes of the consensus committee. The
community with more users is preferred if two MG commu-
nities have the same reputation score. The same MG
community cannot be selected consecutively; when this
happens, the second-ranked MG community is responsible
for block production.

Once the consensus committee has been built, members
of the committee follow the same consensus process as in
the original PBFT consensus algorithm to generate the
blocks, as shown in Figure 6.

The distributed consensus process is divided into five
stages: request, preprepare, prepare, commit, and reply. At
the beginning of the request phase, the authority sends the
client’s request to the MG manager node. After receiving
the request, the algorithm enters the preprepare phase; this
stage requires the MG manager node to broadcast the
sequence of execution of the transaction to the user node
inside the consensus committee. In the prepare stage, the
user node has two behaviors for the received information:
one is to receive and forward the received information to
the nodes, and the other is to do nothing. Nodes in the sec-
ond state are called Byzantine nodes, such as producer 2 in
Figure 6. The trigger for the commit phase is to receive ðH
− f Þ identical requests for information. If this condition is
satisfied, the commitment information is broadcast to the
entire network. f is the number of Byzantine nodes in the
consensus committee and needs to meet the condition f
≤ ðH − 1Þ/3. In the reply phase, the consensus nodes also
collect ðH − f Þ identical commitment information items
before feeding it back to the authority. The verified informa-
tion is packaged into blocks and uploaded to the trading
consortium blockchain. Except for the MG manager node,
all consensus nodes can receive reputation rewards after the
block has been generated.

5. Analysis and Evaluation

5.1. Analysis of System Performance. To verify the security of
the MG energy trading mechanism based on the hybrid
blockchain, we theoretically analyzed the implementation of
various security features of this scheme. We also conducted
a feature comparison with some proposals in the literature,
and the results are shown in Table 2. It is clear that the pro-
posed scheme outperformed the other schemes.

(1) Privacy and confidentiality: In this paper, two types
of blockchains, the transaction consortium block-
chain and the identity private blockchain, were used
to store information. The user’s identity-related
information is stored in the identity private block-
chain. When the user transacts in the trading consor-
tium blockchain, the attacker cannot learn their
identity from the transaction information. To ensure
the confidentiality of the transaction information, we
use an identity-based proxy signcryption algorithm
in which the quotation submitted by users is
encrypted with a symmetric encryption key. Nodes

in the consortium blockchain cannot understand
the quotation information contained in the cipher-
text without obtaining the symmetric encryption key

(2) Transparency and traceability: As blockchain is a
shared ledger, all nodes share the same data, and
the transaction records generated by each node are
public. The generation of blocks in the blockchain
also follows transparent consensus rules. The consen-
sus node processes the transaction information and
generates new blocks according to the specific con-
sensus to render the data transparent. Blocks on the
blockchain are generated in chronological order,
and all transactions are open due to the transparency
of the blockchain. When there is doubt about a trans-
action, the information on it can be traced according
to the above conditions

(3) Imtamperability: The difficulty of data tampering on
the blockchain is related to the consensus algorithm
used. In this paper, the Raft consensus algorithm
was used on the private blockchain and the PBFT
consensus algorithm on the consortium blockchain.
The central node of the private chain is powerful.
To prevent the central node from tampering with
the data, we store the block digest of the private
blockchain in the consortium blockchain. Therefore,
the scheme’s resistance to being tampered with is
implemented by the PBFT consensus algorithm on
the consortium blockchain. The PBFT algorithm is
the most commonly used consensus algorithm on
the consortium blockchain because of its high scal-
ability and low power consumption. When it is used,
the system can still work normally even if 33% of the
nodes in the system are Byzantine nodes [38]. In

Request Pre-prepare Prepare Commit Reply
Authority

MG

Consumer 1

Prosumer 2

Prosumer 1

Figure 6: Consensus flowchart of the simplified PBFT algorithm.

Table 2: Comparison of security features.

Security features Ref. [35] Ref. [36] Ref. [37] Our scheme

Privacy √ × × √
Confidentiality × × × √
Transparency √ √ √ √
Traceability √ √ √ √
Imtamperability √ √ √ √
Nonrepudiation √ × × √
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addition, the consensus nodes in this paper were
selected from among nodes with good reputation,
which yield more benefits. It is unrealistic for more
than a third of nodes with good reputation to go
against their own interests to jeopardize the stability
of the system

(4) Nonrepudiation: The nonrepudiation of information
is realized by a digital signature that is broadcast and
verified between nodes before being stored in the
blockchain. When a trade dispute arises, the nonrepu-
diation of the given trade can be realized by tracing the
trade signature in the blockchain. The identity-based
proxy signcryption scheme used in this paper can
not only encrypt the information but can also sign it.
Because the transaction entity does not have enough
computing power to carry out frequent signcryption,
we entrust the right of signcryption of the data to a
proxy signcrypter with strong computing power.
The signcryption information of the proxy signcryp-
ter is identical to that of the original signcrypter

5.2. Analyzing Validity of Algorithm to Assess Reputation
Based on User Behavior. Algorithms to assess reputation
based on user behavior can be divided into those based on
buyer behavior and seller behavior. The validity of the algo-
rithm considered here thus needs to be analyzed from the
perspectives of both the buyer and the seller. Because the
contract reputation scores of the buyers and sellers are closely
related to the peak and trough periods of trading time, this
paper used the peak–valley period division table as shown
in Table 3 for a more concise analysis of the validity of the
algorithm. Each trading cycle is 30 minutes long.

5.2.1. Analyzing the Validity of Algorithm to Assess Buyer
Behavior. To verify the validity of the algorithm to assess
buyer behavior, we considered a scenario in which three
buyers performed different behaviors over 24 hours. As
Figure 7 shows, when the buyer did not trigger a reputation
event, their score remained the same. From 3 : 00 to 3 : 30,
buyer A triggered a default event; as this was a valley period,
buyer A’s score dropped by 1.25. From 6 : 00 to 6 : 30, buyer C
triggered a default event. At this was the average period,
buyer C’s score dropped by 1. From 8 : 00 to 11 : 00, the user
entered the peak period of electricity consumption. When
power consumption was in short supply during the peak
period, the MG issued a demand response event. Both buyers
A and C activated the demand response event in this period.
From 8 : 00 to 10 : 00, buyer A continuously activated four
demand response events and maintained a capacity deviation
of less than 5%. Buyer A thus added 4 scores in total in this
period. From 8 : 30 to 10 : 30, buyer C also activated four
demand response events in a row, but the capacity deviation
the first two times was in the range of 5%–25% and was less
than 5% for the last two instances. Buyer C thus added 3.4
scores in total. From 10 : 00 to 10 : 30, the MG community
was selected to lead the block generation process, and buyer
C successfully triggered the block generation event and
earned a score of 0.45. From 14 : 30 to 15 : 00, buyer C trig-
gered the default event again, in the average period, and lost

1 point again. From 16 : 00 to 21 : 00, during the peak period
of electricity consumption, buyer A activated demand
response events two times, from 17 : 30 to 18 : 00 and from
19 : 00 to 19 : 30 and obtained 2 scores; buyer C activated only
once, from 18 : 30 to 19 : 00, and earned 1 reputation score.

Table 3: Peak and valley time division.

Period (hour) Peak period Average period Valley period

(0-6] 0 0 1

(6-8] 0 1 0

(8-11] 1 0 0

(11-16] 0 1 0

(16-21] 1 0 0

(21-22] 0 1 0

(22-24] 0 0 1

1: current time belongs to this period; 0: current time does not belong to this
period.
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Figure 7: Reputation scores of three buyers.
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Figure 8: Reputation scores of three sellers.
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From 20 : 00 to 20 : 30, the MG community was again eligible
for block generation, and buyer A triggered this block gener-
ation event to obtain 0.45 scores. Buyer B neither initiatively
triggered the default event nor the demand response event.
When the MG community obtained the block generation
qualification, buyer B’s reputation was not among the top
H-1; so, B could not trigger the block generation event, and
its reputation score remained unchanged at the initial value
of 50. The results show that all behaviors of buyers are objec-
tively reflected in their reputation scores.

5.2.2. Analyzing the Validity of Algorithm to Assess Seller
Behavior. To verify the validity of the algorithm to assess
seller behavior, we considered another scenario in which
three sellers performed different behaviors in 24 hours. As
Figure 8 shows, assuming sellers A and B had the same qual-
ity of power supply service, and seller C supplied better ser-
vice than them, and when the seller did not trigger a default
event, the reputation scores of 0.1 were obtained for A and
B by the feedback event at the end of each round. C obtained
0.2 reputation points through the feedback event. When the
seller triggered the default event, both A and B lost 0.25 rep-
utation points for the feedback event and C lost 0.15 reputa-
tion points. The occurrence of consensus events did not affect
the score of the feedback events. From 3 : 00 to 3 : 30, seller A
triggered a default event; as this was a valley period, seller A’s
score dropped by 1.5. From 6 : 00 to 6 : 30, seller C triggered a
default event in the average period, and his/her score
dropped by 1.15. From 10 : 00 to 10 : 30, the MG community
was selected to dominate the block generation process, sellers
B and C triggered the block generation event together, and
seller B scored 0.55 while seller C scored 0.65. At 12 : 00,
and seller A updated the equipment. Following this, A and
C had the same quality of service, and the reputation scores
provided by the feedback event were identical to those for
C. From 14 : 30 to 15 : 00, seller B triggered the default event
in the average period, and his/her reputation score decreased
by 1.25. From 20 : 00 to 20 : 30, the MG community was again
eligible for block generation, and A and C triggered block
generation events together; both received 0.65 points. The
results show that all behaviors of sellers were objectively
reflected in their reputation scores.

5.3. Assessing the IDPSC Algorithm. The computational cost
of the proxy signcryption algorithm consists mainly of three
operations: proxy key generation, proxy signcryption, and
unsigncryption. In this section, our scheme is compared with
those proposed in Refs. [39–41] from the perspective of com-

putational cost, and the results are shown in Table 4. Many
key parameters in the IDPSC algorithm can be used all the
time after one calculation. These parameters are calculated
in advance by the system and thus are not included in the
comparison of computational costs of the algorithms consid-
ered here. In Table 4, TM represents the duration of opera-
tion of scalar multiplication on G, TE represents that of the
exponential operation on GT , and TP represents the time
required for the bilinear pairing operation. To show the com-
putational cost of each scheme more clearly, we refer to the
operation time defined by He et al. [42] for calculation; that
is, the time required for the scalar multiplication operation
on G was 13.405ms, that for exponential operation on GT
was 2.249ms, and the time required for the bilinear pairing
operation was 32.713ms.

Figure 9 shows a comparison of the calculation costs of
the proposed scheme with certain other schemes. It is clear
that our scheme delivered the best performance on the proxy
key generation algorithm and the unsigncryption algorithm.
In the proxy signcryption algorithm, although our scheme
was not the best, only the one proposed by Yu et al. [41]
was superior to it. In terms of overall overhead, our method
was the best. Our overall overhead accounts for 43.27% of
Ref. [39], 47.51% of Ref. [40], and 54.62% of Ref. [41]. In gen-
eral, it was more useful in practical application scenarios.

6. Conclusion

To address the problems of data storage and identity
management and transaction in the microgrid, this paper
proposed a secure transaction mechanism for it based on a

Table 4: Comparison of computational overheads.

Scheme PKGen PSigc UnSigc Total

Ref. [39] 2TM 5TM + TE TM + TE + 5TP 8TM + 2TE + 5TP

Ref. [40] 2TM + TE + TP 3TM + TE TM + TE + 4TP 6TM + 3TE + 5TP

Ref. [41] 2TE + 2TP TM + 2TE 4TP TM + 4TE + 6TP

Our scheme TM 2TM + 2TE 4TE + 2TP 3TM + 6TE + 2TP

TM : time needed for scalar multiplication operation on G; TE : time needed for exponential operation on GT ; TP : time needed for bilinear pairing operation.
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hybrid blockchain. A combination of the identity private
blockchain and the transaction consortium blockchain is
used to store users’ identity information and trade informa-
tion separately to guarantee user privacy. Blockchain-based
features such as transparency and traceability provide a
transparent and open energy trading platform for users of
the MG community. In the process of energy transactions
in the microgrid community, both parties to the transaction
may have dishonest behaviors, and the occurrence of dishon-
est behaviors will result in property losses, which will reduce
the participation of users. A reputation evaluation algorithm
based on user behavior is used to constrain users’MG trading
behavior on the identity private blockchain and is committed
to creating a favorable atmosphere for the energy trading
market. The smart home manager or DER, as a light node,
cannot afford the computing power required for frequent
signcryption. This paper proposes an identity-based proxy
signcryption algorithm to guarantee the confidentiality of
user quotations and the nonrepudiation of transactions. A
system analysis showed that the reputation evaluation algo-
rithm proposed here can objectively reflect all the behaviors
of users, and the identity-based proxy signcryption scheme
has advantages over competitors in data sharing.
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