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With the rapid development of the Internet of Things (IoT) technology, it has been widely used in various ﬁelds. IoT device as an
information collection unit can be built into an information management system with an information processing and storage unit
composed of multiple servers. However, a large amount of sensitive data contained in IoT devices is transmitted in the system under
the actual wireless network environment will cause a series of security issues and will become ineﬃcient in the scenario where a
large number of devices are concurrently accessed. If each device is individually authenticated, the authentication overhead is
huge, and the network burden is excessive. Aiming at these problems, we propose a protocol that is eﬃcient authentication for
Internet of Things devices in information management systems. In the proposed scheme, aggregated certiﬁcateless signcryption
is used to complete mutual authentication and encrypted transmission of data, and a cloud server is introduced to ensure service
continuity and stability. This scheme is suitable for scenarios where large-scale IoT terminal devices are simultaneously
connected to the information management system. It not only reduces the authentication overhead but also ensures the user
privacy and data integrity. Through the experimental results and security analysis, it is indicated that the proposed scheme is
suitable for information management systems.

1. Introduction
With the advancement of various wireless mobile network
technologies, the ﬁeld of Internet of Things (IoT) has developed rapidly. IoT is connected by multiple smart physical
devices through the Internet. The IoT is used in many diﬀerent ﬁelds, such as smart homes, smart cities, smart health,
Internet of Vehicles, and information management systems
(IMS). In IMS, IoT devices serve as an information collection
and exchange unit. The IoT device plays an important role in
connecting users and systems so that they can interact. Furthermore, the IMS requires a large amount of information
transmission and management. However, these IoT devices
send and receive highly sensitive data regarding the privacy
of users or other information regarding the movement of
users from one location to another location [1]. Therefore,

the primary problem is to solve the eﬃciency and security
of identity authentication in the system. In the ﬁeld of
information and communication technology, the IMS
needs a systematic model that contains multiple information processing units to realize. The current development
of Internet and wireless network technology has brought
us various convenient network services, but at the same
time, it has also brought many new security threats. For
example, the intrusion of the Internet system leads to information security leakages and other related incidents, which
have caused various enterprises in diﬀerent ﬁelds to attach
great importance to the security of IMS. In an IMS, users,
IoT devices, computers, and servers make up the various
parts of the system. These components are used to complete
information processing operations such as access, collection,
storage, and transmission of information. The use of IMS
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enables information to be systematically carried out in
batches and secure operations, thereby improving work eﬃciency. Since the information is transmitted in the wireless
network environment, the user’s identity information and
the content of the message will be exposed on the network.
Therefore, the system also has some security problems.
Attackers can use the loopholes in the IMS to illegally invade
the system, steal, tamper with, and destroy conﬁdential information. For example, an attack on an enterprise’s IMS will
cause unpredictable losses to the enterprise. Hence, privacy
protection is particularly important. The security requirements of the IMS are listed below.
(1) Conﬁdentiality: to protect information from eavesdropping by illegal users to prevent passive attacks
(2) Completeness: to protect information content from
being illegally tampered with and ensure that the system is not subject to malicious tampering, sabotage,
and other active attacks
(3) Nonrepudiation: the sender and receiver of the information cannot deny the fact that they have sent or
received the information
(4) Reliability: ensure that the system or server will not
be illegally interfered, faked, and aﬀected by other
deceptive behaviors for the normal operation of the
system
(5) Availability: ensure that all authorized users can
access the information management system normally
without denial of service attacks
Therefore, given the information security of the IMS, the
mutual authentication between the user and the server must
be performed ﬁrst before the user accesses the system. After
both parties have passed the authentication, the access and
transmission of information in the system can continue to
be allowed. Some elliptic curve cryptography- (ECC-) based
certiﬁcation schemes have been used in the IMS of an enterprise. For example, an authentication protocol based on the
elliptic curve discrete logarithm problem (ECDLP) [2] was
proposed. However, this scheme has the defect that cannot
resist tracking attacks and forgery attacks. Then, Islam et al.
[3] proposed an advanced scheme based on ECDLP, which
has made improvements to the previous problems, and it
can eﬀectively resist tracking attacks. However, this scheme
needs to update the database during the identity authentication phase, which increases the cost of the back-end server
and does not have the feature of mutual authentication.
Therefore, there is an urgent need for a secure data transmission and authentication scheme that can guarantee user
privacy in IMS. Users’ operations such as accessing data
information in the IMS are usually performed by connecting
smart terminal devices to the network, such as mobile
phones, computers, and other IoT devices. Hou et al. [4] proposed a novel blockchain-based architecture for IoT data
sharing systems. For the IoT, user access control becomes
crucial because of the characteristics of the IoT. To address
this issue, Shobhan et al. [5] proposed a new three-factor

certiﬁcateless-signcryption-based user access control for the
IoT environment. For diﬀerent wireless network technologies and application scenarios, the security issues faced are
diﬀerent. In terms of 5G security research, the Third Generation Partnership Project (3GPP), the 5G Infrastructure
Public Private Partnership (5G PPP), the Next Generation
Mobile Networks (NGMN), the International Telecommunication Union (ITU-2020) promotion group, Ericsson, Nokia,
and Huawei also released their own 5G security requirements
white papers [6–10]. Today, with the gradual development
and popularization of 5G network technology, IMS can also
run on 5G networks. In the 5G environment, problems such
as the disclosure of user identity information and the exposure of data to relatively open channels due to big data. Thus,
secure data transmission under the 5G network has become
one of the research hotspots since the development of the
ﬁfth-generation communication technology.
With the promotion and commercial application of 5G
communication technology by the three major telecommunication operators, people’s demand for mobile intelligent
devices increases. The computing power and storage capacity
of smart mobile devices are limited. When the cost of authentication process is large, they are often unable to calculate the
complex authentication process. In the process of authentication, some data such as location data needs stronger protection. Once these data are leaked, it may cause great loss
[11]. In some application scenarios, ﬁne-grained access
control and the identity-based encryption are urgently
needed [12]. In another application scenarios, intelligent
mobile devices need to switch authentication frequently.
Therefore, a more rapid and secure authentication process
is urgently needed. With the development of cloud computing and cloud storage technology, the authentication process
of intelligent mobile devices can also be completed by relying
on cloud computing technology to improve the authentication eﬃciency [13]. In addition, the traditional authentication mode is not suitable for equipment to equipment
authentication, which can achieve the security of end-toend authentication and reduce the need of computing cost
ripple [14]. In the application scenario of unstable network
or no network, oﬄine authentication can improve the
reliability of device authentication.
Due to the 3GPP 5G network has the characteristics of
high capacity and low transmission delay, it has the advantages of high energy saving level, high eﬃciency, and relatively low expense. Access to the 5G network environment
brings convenient network services, but it also creates more
security challenges. These can just meet the user’s requirements for transmission message delay and service quality in
IMS. Now, 5G has become the focus of more and more
researchers [15, 16]. By introducing RUSH, Zhang et al.
[17] proposed a robust and universal seamless handover
authentication scheme for 5G heterogeneous networks. In
RUSH, it introduces the blockchain technology [18] and chameleon hash function to realize an anonymous authentication key protocol for handover in various scenarios.
With the advent of the era of intelligent information society, users’ demands are also changing constantly. In order to
meet various demands, the IoT technology has been
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constantly developed and has become more closely
connected with people’s life. When each user accesses information in an IMS, one or more IoT devices are usually
connected to the network to send or receive messages. It
has become a trend that more intelligent terminal devices
are designed to provide a range of services that need to be
achieved by connecting to the network. The IMS under the
5G network will support simultaneous access by a large number of users and devices without causing the current system
crash when multiple users access at the same time. IMS
access to 5G will not only greatly increase users’ access
eﬃciency but also provide security to protect the user’s identity information from being leaked. At the same time, it also
prevent illegal attacks during the transmission of massive
information. The 5G security mechanism should not only
ensure the security of massive access devices but also ensure
that the information of users will not be leaked when they
interact with the network in the scenario of IoT device access.
The function of these IoT terminals is generally to collect
sensitive data and usually to transmit it. When users need
to access an IMS, these IoT devices serve as a medium for
transmitting requests and receiving information. Once the
data is leaked, it will not only bring huge losses to users but
also seriously aﬀects the 5G network. In addition, if largescale terminals access the network at the same time and the
network authenticates each terminal one by one. It will make
the authentication cost too high, the network is diﬃcult to
bear, and its authentication eﬃciency will also be unsatisfactory. The actual identity of the user needs to meet certain
anonymity under speciﬁc scenario requirements. Hence, data
privacy and security are particularly important during access
authentication and data transmission. Therefore, in most of
the technology research especially those related to 5G security access authentication technology, both communication
and security requirements should be considered. On the
premise of ensuring communication performance, considering the massive access terminals of 5G network and the
diversiﬁcation of security threats, diﬀerent security access
authentication schemes should be adopted.

2. Related Work
In the Long-Term Evolution-Advanced (LTE-A) networks,
many protocols are formulated for access security issues
[19–27]. In addition, many researchers are paying attention
to security of IoT deployment under the 5G network or some
other advanced architecture [28–31]. According to the
research ﬁndings, the current research on a large number of
equipment access authentication process in the network,
and these schemes are mainly categorized into the following
two types.
(i) Group-based security context transformation
Through this type of scheme, many researchers have
proposed some group-based access authentication schemes
[19–23]. Based on the problem of a large number of users
roaming to the same service network when receiving services, Chen et al. ﬁrst proposed such a group access
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authentication and key agreement scheme [19]. In the IoT
scenario, in order to ensure that information is not leaked
and safe, authentication is required. In practice, however,
we usually need to process information from multiple IoT
devices at the same time. Obviously, one-to-one certiﬁcation
has great limitations in terms of timeliness and complexity.
Therefore, we need to perform group authentication [20,
21]. The access authentication process of SE-AKA Scheme
[22] and EG-AKA Scheme [23] is similar to Lai’s scheme,
and temporary group key is used to realize local identity
authentication. These schemes can reduce the cost of high
communication costs between home network and service
networks by simplifying the process when dealing with the
authentication of other group members. However, they are
still unable to avoid signaling congestion since they still need
to send multiple access request messages to connect to the
network.
(ii) Group-based aggregation authentication
In group-based aggregation authentication scheme, a
large number of devices are ﬁrst combined to create a group,
and a group leader is selected at the same time. When multiple members from an IoT group need to access the network
at the same time, they all issue an access request message.
The group leader then gathers the messages of these group
members into an access request message and sends them to
the network. The veriﬁer in the network then validates the
aggregated signature message, thus validating the entire
group of devices or aggregate message authentication code
generated by the group leader. In Cao’s scheme, a groupbased aggregate signature authentication scheme is proposed
for the ﬁrst time [24]. Whereafter, a lightweight packet protection protocol based on aggregated message authentication
codes is proposed by Lai et al. [25]. Based on secret sharing
technology, Li et al. proposed a new group-based protocol
with dynamic policy update [26]. Through aggregation technology, Cao’s scheme [24] and Li’s scheme [26] made great
optimizations in terms of communication and signaling
overhead. However, both of these schemes may generate a
lot of computational overhead. Basudan et al. proposed a
protocol [27]. This protocol is a data security transfer protocol based on fog computing and also has the attribute of privacy protection. This scheme can not only make the signaling
cost low but also ensure the authenticity and conﬁdentiality
of the design. However, derived from the protocol by introducing bilinear pairing operations, a large amount of computing cost is caused. In the case of limited equipment
power, they are not suitable. Lightweight authentication in
Lai’s scheme can be achieved by using symmetric cryptography. However, due to the existence of internal forgery attack,
there are still many security vulnerabilities such as DoS attack
and lack of identity privacy protection security issues in
LGTH scheme. Aiming at these problems, Zhang et al. proposed a multiparty authentication scheme [28]. This scheme
adopts certiﬁcateless signcryption authentication technology
to solve the problems in the multidevice access scenario. It
not only realizes the access authentication of multiple devices
but also achieves the characteristics of protecting user
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identity privacy and nonrepudiation. But this scheme cannot
realize mutual authentication between the user and the
server. Moreover, there is the problem of a huge number of
messages in the network, which easily causes network congestion. Therefore, the authentication overhead and signaling
overhead are relatively large.
These two approaches mentioned above still have some
issues with both performance and security issues, although
they can reduce signaling overhead to some extent. In addition, these schemes do not address the process of secure data
transfer, but simplify the process of access authentication.
2.1. Our Contributions. An eﬃcient and secure authentication protocol for IoT devices in IMS is proposed in this paper
in which a CS is introduced for ﬁle management. Our main
contributions are summarized as follows:
(i) Considering the current development status of wireless communication technology and the mobility
and eﬃciency of most IoT devices, we decided to
connect IMS to the 5G network. We will perform
our protocol between IoT devices and AMF to
achieve mutual authentication. After the mutual
authentication process, data can be transmitted in a
secure manner under 5G-based IMS
(ii) Our scheme is to build an IoT group. The leader of
the group will aggregate the messages of the legitimate group members and send them to the network,
which greatly reduces the number of messages sent
to the network and eﬀectively avoids network congestion in IMS. All IoT devices need to be registered
on the network before the device is connected to the
system. In this stage, the proposed scheme introduces a group leader. It can also realize that AMF
communicates to each IoT member device in the
group through the group leader device (GLD)
(iii) Data transmission and authentication are carried
out under the premise of ensuring the security and
integrity of data. In our scheme, the method of certiﬁcateless aggregation and signcryption is adopted.
And the group session key (GSK) is used to encrypt
messages between the network and the IoT group
(iv) Mutual authentication between terminal and network will be implemented in our scheme. It can
ensure not only the legality of the terminal accessing
the network but also the authentication of the network, and the server is realized
(v) The network inspects the legitimacy of the entire IoT
group and the integrity of the transmitted data
through aggregate signcryption, which signiﬁcantly
improves the authentication eﬃciency. The security
analysis shows that the scheme can resist security
threats such as replay attack and forgery attack.
The performance analysis indicates that the scheme
is better than the existing schemes in signaling cost,
computing cost, and communication cost when fac-

ing the massive IoT devices and can take into
account the security and eﬃciency
2.2. Organization. The following arrangement of the paper is
shown below. In Section 3, we elaborated an overview of the
system model and relevant requirements. In Section 4, we
give a comprehensive overview of the scheme proposed in
this paper. The security analysis part and the performance
evaluation part are, respectively, described in detail in Section
5 and Section 6. Finally, the conclusion and future work are
given in Section 7.

3. Model and Security Requirements
3.1. System Model. When designing the system model, it is
necessary to consider the actual needs of communication,
user terminal, and network communication. In addition,
timeliness is also critical for communication. An IMS usually
consists of an authentication server, a conﬁdential server, a
ﬁle server, and a client. When a user logs in and accesses
the ﬁle system through a client running on a personal
computer, it must ﬁrst pass the authentication of the authentication server. In a system with high conﬁdentiality, ﬁle
information also needs to be encrypted by a conﬁdential
system. The most important thing in the process of the
system running in the 5G environment is security and eﬃcient mutual authentication and data transmission.
Generally, a large enterprise or organization needs to
handle a huge amount of data and the number of users for
information management. Therefore, a management entity
with a large storage capacity is required, and the server must
not be interrupted. Then, a management entity that can operate continuously is required. The important issue that the
information management department must face is to ensure
the data security and stable operation of the information
management system. In our scheme, we overcome the problem of large storage and computing overhead by introducing
cloud servers and the service interruption will not occur. In
addition, the introduction of cloud servers can also avoid
data loss or system crashes caused by hardware damage.
There are four types of entities in an IMS system model:
the Key Generation Center (KGC), the Access and Mobility
Management (AMF), the Cloud Sever (CS), and IoT groups
as shown in Figure 1. In this system, AMF is used as the
authentication server, the security server is assumed by
KGC, a CS is introduced to complete the work related to
the ﬁle server, and there are multiple groups
(i:e:groupi , i = 1, 2, 3, ⋯, n) of IoT devices that make up the
IMS client. These entities can be roughly divided into three
parts: information access unit, information transmission
unit, and information processing unit.
(1) The information access unit is composed of multiple
IoT devices of the user, these IoT devices are divided
into multiple IoT groups according to speciﬁc attributes. And this unit mainly forms human-computer
interaction with the user, allowing the user to access
the IMS through the IoT device and perform related
operations on the information stored in the IMS
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Figure 1: The system model of 5G-enabled information management
system.

(2) The information transmission unit is composed of
two types of access points in NG-RAN, namely,
gNB and ng-eNB. This part, like the base station, is
mainly responsible for user access to the network. It
is also a medium for sending and receiving information and communicating
(3) The information processing unit is composed of
three types of servers, KGC, AMF, and CS. This part
mainly completes the authentication of user identity
information, the encryption of data messages, and
the function of processing the information stored in
the server
The communication of the whole system includes communication between IoT device (IOTD) and KGC, AMF
and KGC, IOTD and group leader of its IoT group, each
IoT group and AMF, and AMF and CS. In our scheme,
KGC is an incomplete trusted entity. It generates partial
key during the interaction with IOTD and veriﬁes whether
the registered IOTD is legitimate and whether it is a corresponding group member. IOTD encrypts the communication data and sends it to the GLD of the IoT group for
veriﬁcation and aggregation. After that, the GLD sends the
aggregate data of the whole group to the network through
ng-ran, and AMF veriﬁes the legitimacy of the entire IoT
group. Various information of IMS is stored in CS, and users
access data information in CS indirectly through AMF,
because the communication between the AMF and the CS
can be regarded as a completely trusted transmission, and
mutual authentication can be performed between the AMF
and the IOTD. The speciﬁc process is as described later. First,
AMF selects a third-party cloud service operator to register
and conﬁgure the cloud server and then establish the session

key after passing the mutual authentication between IOTD
and AMF. Finally, AMF accesses the information in CS and
sends it to each IOTD.
3.2. Security and Privacy Requirements. In IMS, users access
the data in the ﬁle server through the IOTD accessing the system network. In this scheme, IMS is based on the 5G wireless
network, so IoT devices access the system network through
the nodes gNB and ng-eNB of the 5G access network. Since
this process is carried out in a wireless network environment,
there are some insecure elements of the connected node
between IoT devices and networks can be derived from the
system model presented above. And the external adversaries
want to interfere with wireless transmission via control and
disrupt the medium between IoT devices and networks. On
the one hand, attackers can attack in a range of insecure
means including replay attacks, man-in-the-middle attacks,
and simulation attacks to simulate IoT devices or networks
to launch various protocol attacks. On the other hand, privacy protection is indispensable for the sender. Therefore,
the identity of the IOTD and the IoT group must have good
concealment during the access of authentication. Even if the
attacker is threatened, the real identity of the IOTD cannot be
obtained.
Speciﬁcally, the following safety requirements should be
met in the design proposal.
(1) Mutual authentication: when the network is sent an
access request by a group of IoT devices and needs
to be accessed, AMF also authenticates the group of
devices. In addition, each IOTD needs to conﬁrm
the legitimacy of AMF
(2) Identity privacy protection: in the process of data
transmission of IoT group, mutual authentication
of network is usually accompanied. In order to
ensure that the attacker will not steal the identity
information and group identity information of the
IOTD, the actual identity and group identity information of each IOTD need to be hidden in the
message
(3) Resistance to protocol attacks: typically, the scheme
needs to resist various existing protocol attacks, such
as replay, eavesdropping, and man-in-the-middle
attacks
(4) Data conﬁdentiality and integrity: in general, the
conﬁdentiality and integrity of data transmission
between the IoT group and the AMF should be guaranteed. Based on this, scheme can be designed
(5) Eﬃcient and feasible: the proposed scheme needs to
reduce all kinds of costs in the process of authentication, including calculation cost, signaling cost, and
communication cost

4. The Proposed Authentication Scheme
The eﬃcient authentication for Internet of Things devices in
information management systems consists of seven
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Figure 2: The procedures of the proposed scheme.
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algorithms: system initialization, client key extraction, private key extraction, signcryption, aggregate signcryption,
authentication, and aggregate authentication. The detailed
process is shown in Figure 2.
(1) System Initialization: input security parameters λ, the
algorithm can return a series of system public parameters, and the master private key from the input value
(2) Client Key Extraction: the user IDi ﬁrst chooses a
random number xi and then computes the common
parameters X i
(3) Private Key Extraction: after KGC receives (IDi , X i ),
it randomly selects ri and calculates Ri , Y i , yi and
set the private key (xi , yi ) and public key (X i , Y i )
(4) Signcryption: IDi signcrypts the message mi and send
the signcryption to the receiver B as the identity IDB
(5) Aggregate Signcryption: after receiving signcrypts, B
aggregates signcrypts and generates aggregate signcryption and sends them to veriﬁer A
(6) Authentication: B authenticates the signcryption
after receiving the signcryption of the message mi
(7) Aggregate authentication: veriﬁer A authenticates the
aggregate signcryption after receiving the aggregate
signcryption sent by B
The process of this scheme can be divided into the following three stages: initialization phase, user registration and key
generation phase, and data transmitted and authenticated
encryption phase.
4.1. Initialization Phase. During the system initialization
phase, KGC executes the system initialization algorithm to
generate the system common parameters params and master
key. The detailed process is as follows:
(1) KGC selects a cyclic additive group G of prime order
q when it receives a security parameter λ. Suppose P
is the generator of G
(2) Then, KGC chooses four hash functions H 0 =

f0, 1gℓ1 ⟶ Z ∗q , H 1 = f0, 1gℓ2 ⟶ Z ∗q , H 2 = f0, 1g∗
× G, and H 3 = G ⟶ Z ∗q , where ℓ1 is the bit length
of the user and ℓ2 is the bit length of the plain text
message

(3) KGC chooses s∈R Z ∗q as the master key and computes
Ppub = sP
(4) Finally, the fG, P, q, Ppub , H if0≤i≤3g g is used as the
public parameter, and for KGC, the master key
remains his private secret
4.2. User Registration and Key Generation Phase. In this
stage, each IOTD and AMF start to register and provide
some of the private keys to obtain another part of the private key generated by KGC. Then, KGC sends a message
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to the IOTD and AMF, respectively; the content is their
corresponding private key. Each user legally has a distinctive ID, and each user has one or more terminal devices.
Thus, multiple diﬀerent devices constructed into an Internet of Things group should have common attributes.
These common attributes are user attribution consistency,
location consistency, functional similarity, or other similar
characteristics. A GLD can be selected, which is based on
the corresponding capabilities (such as the communication
capabilities of each device, storage status, and battery status). In the 5G network, GLD will be activated at the same
time when data is sent and received between the network
and the user equipment. There is a dedicated group identity (GID) and a group key (GK) between each device and
KGC that is prestored in the IoT group. And there are
many IoT groups, one of these groups is denoted as
groupi ði = 1, 2, 3 ⋯ nÞ. Each IOTD has an identity IOT
DGID,i , let IOTDGID,1 , IOTDGID,2 ,...,IOTDGID,n be a member
of the groupi . This stage is illustrated as follows.
(1) IOTDGID,i randomly selects xi ∈R Z ∗q and computes
X i = xi P. Then, a message containing the terminal
identiﬁcation IOTDGID,i , the group identity GID,
and X i is sent to AMF
(2) Upon receiving the message, AMF transmits the
identity veriﬁcation request message to KGC, which
contains the terminal identiﬁcation IOTDGID,i , the
group identity GID, and X i
(3) When a message is received from the sender, KGC
begins to validate the received terminal identiﬁcation
IOTDGID,i and GID validate the terminal IOTDGID,i
as a member and also validate whether it is a member
of group. Then, the KGC generates an authentication
vector AVS and deﬁnes the GTK = f 0 ðGK, GIDÞ as a
temporary group key. Then, select a secure hash
function f 0 safely, which is conﬁdential between the
IoT group, AMF, and KGC. Almost simultaneously,
the KGC randomly selects r i ∈R Z ∗q and calculates
Ri = r i P, h1,i = H 1 ðIOTDGID,i kX i kRi kGIDÞ and yi =
ri + sh1,i + H 0 ðsX i Þ. Finally, the KGC embeds AVS,
GTK, and (yi , Ri , h1,i ) in the authentication
response message sent to AMF
(4) When the AMF receives the response message,
(yi , Ri ) will be sent to IOTDGID,i
(5) When a message is received from the AMF, IOT
DGID,i computes d i = yi − H 0 ðxi Ppub Þ and checks the
equation di P = Ri + h1,i Ppub . If the equation hold,
the KGC generates the complete key SK i = ðxi , di Þ,
PK i = ðX i , Ri Þ.
The following details show that AMF generates key pairs
in a similar way to the IOTDGID,i .
(1) Assume that the IDM as an identity of the AMF, it
selects a random number xM ∈R Z ∗q and calculates
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X M = xM P. After the above calculation is completed,
the request message is sent to KGC. The message
includes its identity IDM and X M

(2) IOTDGID,i sends the above ciphertext Ci , the signcryption si , and V embedded access request message
to GLD in the groupi

(2) After receiving the message. The KGC validates the
IDM by validating the messages it receives that contain IDM and X M . Then, the KGC generates an
authentication vector AVSM . At the same time, the
KGC randomly selects rM ∈R Z ∗q and computes RM =
r M P, h1,M = H 1 ðsnM kX M kRM Þ and yM = r M + sh1,M
+ H 0 ðsX M Þ. Finally, the KGC embeds AVSM and
(yM , RM , h1,M ) in the authentication response message sent to AMF

(3) After receiving messages from other group members
in groupi , the GLD judges whether V and V ′ are
equal, where V ′ = ∑i∈I V i and if V = V ′ , computes
S = ∑i∈I si , and sends the aggregated message fS,
fV i , C i gi∈I g to AMF

(3) When AMF receives a message from the KGC, it
computes d M = yM − H 0 ðxM Ppub Þ and checks the
equation dM P = RM + h1,M Ppub . If the equation hold,
KGC generates the complete key SK M = ðxM , dM Þ,
PK M = ðX M , RM Þ.
4.3. Data Transmitted and Authenticated Encryption Phase.
In this part, the IoT groups and the AMF perform data
encryption and transmission operations while encrypting
and transmitting data. And the CS we introduced is
through a third-party cloud-computing technology operator such as Amazon, Alibaba Cloud, and Google. Then,
each IoT group and AMF can perform mutual authentication. When the IOTD is connected to the network, GLD
will aggregate the encrypted data and veriﬁcation information of each member in the group. And the GLD of each
group generates an aggregate signcryption. Then, AMF
will send aggregated information and other public parameters by GLD. Based on the aggregated signcryption information, AMF can verify IoT members in each group. A
key will be established between each terminal device and
the AMF to ensure the security of the data. When the
IoT group and the AMF interact, and the group session
key GSK will be obtained. Subsequently, AMF uses its private key to generate a signature and send the encrypted
data. After the authentication is passed, the user can access
the data in the CS. The process is described in detail as
follows; we assume that the following steps are executed
in a certain group (i:e:groupi ). And other groups are
similar.
(1) In a groupi ði = 1, 2, 3 ⋯ nÞ, each IOTDGID,i will select
an element vi ∈R Z ∗q . Then, ﬁve steps will be performed
in proper order
(a) Computes V i = vi P and sends it to other n − 1
group members
(b) Computes V = ∑i∈I V i , Z i = vi ðRM + h1,M Ppub Þ,
h2,i = H 2 ðIDM kV i kVkvi X M Þ
(c) Sets Ci = C i,1 kC i,2 = IOTDGID,i kGIDkðh2,i ⊕ msgi Þ
(d) Computes h3,i = H 3 ðV i kC i kX i kRi kZ i Þ
(e) Computes si = vi + ðd i + xi Þ · h3,i

(4) The GLD of each group sends an aggregate message
to the AMF. And then for the group i, AMF begins
to execute the following six steps. Similarly, it performs the same operation for each IoT group
(a) Computes Z i = d M V i
(b) Sets h1,i = H 1 ðIOTDGID,i kX i kRi kGIDÞ.
(c) Sets h3,i = H 3 ðV i kCi kX i kRi kZ i Þ.
(d) Then, AMF can check whether the formula SP =
V + ∑i∈I h3,i ðX i + Ri + h1,i Ppub Þ is equal. The
detailed calculation process is as follows
SP = Σi∈I ðvi + ðdi + xi Þ · h3,i ÞP
= Σi∈I vi + yi − H 0 xi Ppub




+ xi · h3,i P

= Σi∈I ðvi + ðri + s · h1,i + xi Þ · h3,i ÞP

= Σi∈I V i + Ri + Ppub · h1,i + X i · h3,i

= V + Σi∈I X i + Ri + Ppub · h1,i · h3,i :
ð1Þ
We say that the signature value is valid if the equation
holds. The AMF can ensure that the received ciphertext C i
is not only valid but also belongs to a legal IOTDGID,i in the
groupi .
(e) Computes h2,i = H 2 ðIDM kV i kVkxM V i Þ
(f) AMF produces an output msg = fmsgi gi∈I , where
msgi = h2,i ⊕ C i,2

(5) If the data in the CS needs to be sent to an IOTD, it
needs to be sent through AMF. AMF reads the data
directly from the preregistered and conﬁgured CS and
then sends the read data to IOTD ðGID, iÞ in the
group i. After that, AMF performs the following steps
(a) Selects an element vM ∈R Z ∗q , then three values will
be calculated, and they are V M = vM P, hM =
H 2 ðIDM kV M kGIDÞ, sM = vM + ðdM + xM Þ · hM
(b) Computes GSK = f 0 ðGTK, GID, V M Þ as the session key with GLD to encrypt the message msgM
(c) Computes ski = H 4 ðvM · V i Þ as the session key
with IOTDGID,i to encrypt msgiM
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Table 1: The symbol of notation.

Ng=10

800

Deﬁnition

Ng

A quantity of groups

Nt

A quantity of terminals
Table 2: The signaling overhead.

Protocol

The number of signaling
7N t + 3N g

Cao’s scheme
Sultan’s scheme

Nt + Ng

Our scheme

N t + 3N g

700
The number of signaling

Symbol

600
500
500
300
200
100
0

(d) Generates an aggregate message ðIDM , V M , sM ,
ENCGSK ffENCski ðmsgiM Þgg1≤i≤n Þ and send the
aggregate message to GLD

800

(e) After receiving the message, GLD broadcasts the
message to all in the group

600

sM P = ðvM + ðd M + xM Þ · hM ÞP
= v M P + ð d M P + x M P Þ · hM
ð2Þ
= V m + ððr M + s · h1,M ÞP + xM PÞ

= V M + RM + X M + h1,M · Ppub · hM :
If the equation holds, computes GSK = f 0 ðGTK, GID,
V M Þ, ski = H 4 ðvM · V i Þ, and decrypts to get the message ms
giM .
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30 40 50 60 70 80
The number of the terminals

90

100

Ng=20

700
The number of signaling

(f) IOTDGID,i veriﬁes that the following equation is
true: sM P = V M + ðRM + X M + h1,M · Ppub Þ · hM .
The detailed process is as follows
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Figure 3: The comparison of signaling cost.

5. Security Analysis
In this part, the security of the protocol has been analyzed.
And we have deﬁned six security goals.
(1) Mutual authentication: in the IoT group and AMF,
mutual authentication can be implemented in our
scheme. In the process of AMF’s identity authentication for each IOTDGID,i , the legal signcryption si is
generated only by the convincing IOTD, and GLD
calculates the valid aggregate signature. If the adversary does not have a correct private key, it is impossible to obtain a valid aggregate value. In addition, a
private key can be used to generate a signcryption
to authenticate the AMF
(2) Data privacy and integrity: in order to strengthen
data security, our scheme uses certiﬁcateless aggregation and signcryption technology. When data is
transferred from IOTDGID,i to AMF, only legitimate
users have a valid private key. And the legal public

key of AMF is jointly used to signcrypt the data. This
operation is run by GLD. And only legal AMF can
verify the aggregate signcryption and decrypt it. In
addition, when the data is transmitted from AMF to
IOTDGID,i , use the session key of each IOTDGID,i
and AMF (IoT group and AMF) to ensure the privacy
and integrity of the data
(3) Identity privacy protection: after the IOTDGID,i ’ s relevant information are encrypted in this scheme, it
can protect the user’s identity information from
being leaked. According to the proposed scheme,
we use AMF’s public key to encrypt the IOTDGID,i
and GID. If an adversary wants to decrypt the information of interest, he must know the valid AMF private key. So, they cannot use the legal identity to
further implement the replay attack
(4) Attack resistance: there are some attacks that can be
resisted in our scheme, such as replay attacks,
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Table 3: The symbol of notation.

Symbol

Table 5: The computation overhead.

Deﬁnition
Time of a point multiplication

TH

Time of a hash function operation

TP

A pairing operation time

Table 4: The time required for the encryption operation.
UE

IOTDi

AMF

Cao’s scheme

T H + 2T M

2N t ðT H + T P Þ

Sultan’s scheme

3T H + 6T M

N t ðT H + 2T M + 4T P Þ

Our scheme

3T H + 8T M

ð3N t + 1ÞT H + ð5N t + 1ÞT M

Protocol

TM

TM

TH

TP

IOTD

4.312

0.514

31.812

AMF

1.048

0.036

8.671

modiﬁcation attacks, impersonation attacks, eavesdropping, and man-in-middle attacks
(i) Replay attacks: since a random value is introduced to generate the signcryption in the construction of our scheme, which can resist
replay attacks. In detail, we ensure the randomness of the message by selecting a random value
vi during the data transmission phase. Thus, the
adversary cannot perform a replay attack without obtaining the value vi
(ii) Modiﬁcation attacks: in this proposal, a valid triple ðS, fV i , C i g1≤i≤I Þ, S is the signature valid. We
can check whether the message has been modiﬁed by the adversary through the formula SP =
V + ∑i∈I h3,i ðX i + Ri + h1,i Ppub Þ
(iii) Impersonation attacks: when an adversary wants
to send a forged message to AMF, it needs to be
simulated as a legitimate device IOTDGID,i . At
this time, AMF will test the formula SP = V +
∑i∈I h3,i ðX i + Ri + h1,i Ppub Þ, if it is established, it
will pass the veriﬁcation; otherwise, stop it
(iv) Man-in-the-middle attacks: our scheme can
resist an attack such as an man-in-the-middle
attacks. The prerequisite for the adversary to
generate the correct signcryption or signature
information is to know part of the private
partial-key of AMF, which is related to the generation of the session key. And the generation
of the session key requires the adversary to break
the Computational Diﬃe-Hellman (CDH)
problem. Speciﬁcally, in the data transmission
and authentication encryption stage, we set multiple points(V i , X i , Ri , Z i , etc:) on the elliptic
curve in the content of the transmission message
to ensure certain security. The adversary needs
to break through the points we set on the curve
based on CDH problem to obtain the corresponding private key and session key parameters
(v) Eavesdropping: no adversary can obtain the session key by eavesdropping. If an adversary can

forge a signature or aggregate signature information, a private key needs to be forged to make
entities AMF or IOTDGID,i believe. In summary,
the scheme is secure
Based on the above analysis, the IMS in our scheme can
resist the above-mentioned attacks to ensure the information
security of the entire system. It prevents illegal users from
entering the IMS by resisting replay attacks and impersonation attacks. And to ensure that the security of the information stored in the system by each entity in the IMS is not
tampered with and eavesdropped through the other security
features.
(5) Signaling Congestion Avoidance: we used the idea of
certiﬁcateless signcryption technology to construct
the scheme. A large number of IoT devices send
access requirements to GLD, and GLD aggregates
this information to generate messages. It can reduce
the amount of signaling and eﬀectively improving
the eﬃciency of access authentication. The authentication process includes data transmission, which
reduces the communication overhead of the scheme
and reduces the pressure on the communication
network

6. Performance Analysis
Compared with some similar schemes, this scheme has
greater advantages in performance. In this part, we compare
the signaling overhead, computing overhead, and communication overhead separately with Cao’s scheme [24] and
Sultan’s scheme [27]. In Table 1, we describe the symbol
deﬁnition where N g and N t represent the number of two different entities.
6.1. Signaling Overhead. In this section, we analyze our
scheme, Cao’s scheme [24], and Sultan’s scheme [27]. And
we take the number of signaling messages as a parameter.
In Cao’s scheme, the communication between IOTD and
AMF needs 7N t + 3N g signaling messages to realize authentication. In the scheme of Sultan, the communication
between IOTD and AMF needs N t + N g signaling messages
to realize authentication. In this scheme, IoT devices and
AMF achieve multiparty authentication need N t + 3N g
signaling messages. We can see the theoretical comparison
results in Table 2.
In Cao’s scheme, when the terminal communicates with
the network, a great quantity access request messages can
be integrated. Then, the aggregated message is sent to the
network, which can be veriﬁed by AMF. After the
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Figure 4: The comparison of computation cost.

authentication is successful, AMF sends messages to the terminal in broadcast mode. Due to the broadcast mechanism,
Cao’s scheme has higher signaling overhead compared with
Sultan’s scheme and our scheme. Based on aggregate signcryption technology, our scheme embeds data from diﬀerent
devices into authentication request messages. Then, they will
be sent to AMF for authentication after aggregation by group
leaders. In addition, the user terminal to authenticate the
AMF generated signature authentication network through
GLD. This method does not require each member to authenticate the message one by one, thereby greatly reducing the
signaling overhead.
Figure 3 shows the change of the total number of signaling messages with the increasing number of terminal devices
when N g = 10 and N g = 20, respectively. When the number
of terminals increases from 1 to 100, the signaling cost in this
scheme is similar to Sultan’s scheme but is signiﬁcantly better
than Cao’s scheme. It can be concluded that this scheme has
good performance in signaling overhead.
6.2. Computational Overhead. In our scheme, we mainly
consider three relatively time-consuming calculations (as
shown in Table 3). T M stands for dot multiplication operation, T P stands for pair operation, and T H stands for a
hash operation. These calculations were tested on a laptop

Table 6: The communication overhead.
Protocol

Communication overhead

Cao’s scheme

ða + 2 + 2cÞN t + ða + 2ÞN g

Sultan’s scheme
Our scheme

Nt + Ng
aN t + ða + 2ÞN g

computer (Computer brand: Lenovo, processor: I5-3320 M
2.6 GHZ, memory: 4 G bytes, operating system: window7)
and realized by calling the JPBC library. The running time
of each operation is shown in Table 4.
In Cao’s scheme, the computational overhead of each
IOTD and AMF is T H + 2T M and 2N t ðT H + T P Þ, respectively. In Sultan’s scheme, the computational overhead of
each IOTD and AMF are 3T H + 6T M and N t ðT H + 2T M +
4T P Þ, respectively. In our proposed scheme, the computational overhead of each IOTD and AMF are 3T H + 8T M
and ð3N t + 1ÞT H + ð5N t + 1ÞT M , respectively. We can see
the computational overhead in each scheme from Table 5
and the relationship between them in Figure 4.
Due to the large number of pairing operations in Cao’s
scheme and Sultan’s scheme, the computation cost of the
two schemes is high. In Cao’s scheme, the computational
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Figure 5: The comparison of communication cost.

cost of the protocol is the largest because it performs timeconsuming mapping hash, bilinear pairing, and point multiplication. Our scheme realizes message aggregation
authentication without bilinear pairing operation, so the
computation cost of this scheme is less than that of the other

two schemes. Figure 4 shows the comparison between the
scheme in our scheme and the other two schemes. When
the number of terminals increases from 0 to 100, the computational cost of the scheme in this chapter is signiﬁcantly
lower than that of the other two schemes.
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6.3. Communication Overhead. We think that the transmission between AMF and IOTDi is a unit. There are a units
between IOTDi and GLD, and c units are between eNB and
IOTDi . Since the distance between IOTDi and IOTD j is less
than 100 meters, the cost of a units is much less than that
of one unit. Due to diﬀerent eNB locations, the distance
between eNB and IOTDi is also various. Also, the distance
between IOTDi and entities connected by wire is relatively
ﬁxed. In order to facilitate our analysis of the proposed
scheme, we assume a = 0:01. Because of using the control
plane to optimize the transmission mechanism, AKA scheme
generates additional transmission overhead. During the
establishment of the data holder, the consumption of AMF
and IOTDi is two units. And the consumption of eNB and
IOTDi transmission is 2c units.
After analysis, the communication cost of Cao’s
scheme is ða + 2 + 2cÞN t + ða + 2ÞN g , that of Sultan is N t
+ N g , and that of our scheme is aN t + ða + 2ÞN g . In
Table 6, the total communication overhead of Cao’s
scheme, Sultan’s scheme, and our scheme are compared.
Figure 5 shows the comparison of communication consumption between the scheme in this chapter and the
other two schemes in four cases: c = 0:4, N g = 5, c = 0:4,
N g = 10, c = 0:8, N g = 5, c = 0:8, N g = 10. It can be clearly
seen from Figure 5 that when the number of user terminals
increases from 0 to 100, the communication overhead of the
scheme in this chapter is signiﬁcantly lower than that of the
other two schemes.

7. Conclusions and Future Work
In order to perform authentication and data transmission
safely and eﬃciently in IMS, we propose an eﬃcient and
secure authentication for IoT device in information management systems. By screening the speciﬁc attributes of the
device, an IOTD in the IoT group is selected as the group
leader to perform message aggregation, signature, encryption,
and transmission in our scheme. Therefore, while ensuring
user identity privacy and data integrity, it greatly improves
the eﬃciency of mutual authentication and data transmission
between the user and the server in IMS. And it solves the large
signaling overhead caused by multiple IoT devices simultaneously accessing the IMS, low authentication eﬃciency, and
network congestion caused by processing multiple messages
at the same time. Then, security analysis shows that the protocol can resist various malicious attacks. Performance analysis
also shows that this scheme is eﬀective in terms of signaling
overhead, computing overhead, and communication overhead. In future research, it will be interesting to design a
secure, eﬃcient, and meet the needs of more intelligent scenarios in a IoT device authentication scheme.
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