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This paper explores the secrecy analysis of a multihop hybrid satellite-terrestrial relay network (HSTRN) with jamming, where one
satellite source is aimed at communicating with destination users via multihop decode-and-forward (DF) terrestrial relays, in the
existence of an eavesdropper. All the destination users are deployed randomly following a homogeneous Poisson point process
(PPP) based on stochastic geometry. Each relay operates not only as a conventional DF relay to forward the received signal but
also as a jammer to generate intentional interference to degrade the eavesdropper link, considering shadowed-Rician fading for
legitimate link and wiretap link while Rayleigh fading for jamming link. To characterize the secrecy performance of the
considered network, the accurate analytical expression for the secrecy outage probability (SOP) is derived. In order to reveal
further insights on the achievable diversity order of the network, the asymptotic behavior of SOP expression at high signal-to-
noise ratio (SNR) region is deduced. Moreover, the throughput of the system is discussed to characterize the secrecy
performance. Finally, the theoretical results are validated through comparison with simulation results and show that (1) the
secrecy performance of the considered network gets better with the decreasing of the hops and with the decreasing severity of
the channel fading scenario, (2) the relay of the network operating as a jammer can provide better secrecy performance without
extra network resources, and (3) small hops and high SNR can yield to high throughput of the system.

1. Introduction

With the development of wireless communication towards
high-speed and broadband, there are great challenges for wire-
less communication to support massive and seamless connec-
tion under limited spectrum, while satellite communication
has become much popular on account of its high transmission
quality, wide coverage at low cost, and easy deployment [1–3],
and it has various applications in navigation, military defence,
disaster response, and other remote or dangerous areas.
Unfortunately, between the satellite and the terrestrial termi-
nal, masking effect caused by some obstacles and shadowing
will make the line-of-sight (LOS) communication unstable
even unavailable, and the performance of the satellite network
will be affected seriously. Therefore, relay technology has
drawn increasing attention by researchers due to its improve-
ment in the reliability and coverage of the networks [4–9].

Satellite communication with joined relay forms a new
framework of hybrid satellite-terrestrial relay networks

(HSTRN) [10–13]. This framework can provide satellite ser-
vices to handheld devices, which has been incorporated in the
DVB-SH standard [14]. In HSTRN, the relay transmits the
signal from satellite to the destination. That cooperative tech-
nique has been an important approach in relay communica-
tion for its advantage of providing diversity gain, enhancing
coverage, and reducing power consumption [15]. Amplify-
and-forward (AF) and decode-and-forward (DF) are two
cooperative diversity protocols in common. Based on differ-
ent relay protocols, more and more researchers have paid
attention to improving the performance of HSTRN from dif-
ferent views [12, 16, 17]. An et al. [12] investigated the outage
probability (OP) performance and the ergodic capacity of an
AF HSTRN. Sakarellos et al. [16] examined the OP perfor-
mance of a HSTRN using the maximal ratio combining
(MRC) technique based on DF relaying. The authors of
[17] focused their research on the performance of a multian-
tenna HSTRN with multiple cochannel interferes at both the
terrestrial relay and destination.
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However, the transmission security of HSTRN is hardly
involved. Recently, the security of wireless communication
has become much important to evaluate a communication
system. In the beginning, the security of satellite communica-
tion mainly bases on the traditional encryption method at
upper layers, but there is a great challenge for this method
because of its complex algorithm and without consideration
of the error transmission at the physical layer. To solve this
problem, Wyner characterized fading channels to achieve
physical layer security based on information-theoretic
approach [18]. And yet, research on physical layer secrecy
in HSTRN is limited [19–24]. In [19], the authors explored
the physical layer secrecy analysis of multiuser HSTRN by
deriving accurate and asymptotic expressions for secrecy out-
age probability (SOP) and deducing the expression for prob-
ability of nonzero secrecy capacity. Huang et al. [20]
investigated the secrecy performance of HSTRN by compar-
ing AF and DF protocols, revealing that the system secrecy
performance with the DF protocol was always better than
that with the AF protocol. And on this basis, Bankey and
Upadhyay [21] studied the physical layer security of a down-
link HSTRN with multiantenna satellite, multiple terrestrial
destinations, multiple relays, and multiple eavesdroppers.
Guo et al. [22] presented a joint relay selection and a user
scheduling scheme based on jammer to balance the system
performance and actual implementation. In order to enhance
the secrecy of the system under the total power constraint of
relays, Yan et al. [23] investigated cooperative jamming by
the relays to maximize the secrecy rate. Likewise, Yan et al.
[24] maximized the secrecy rate of HSTRN through the joint
optimization of the relay beamforming vector and the covari-
ance matrix of artificial noise. In addition, the authors of [25]
proposed an unmanned aerial vehicle (UAV) to ground com-
munication system with spatially random eavesdropper
account on both ground and airspace and investigated the
secrecy performance of the system.

In general, the present physical layer secrecy studies
mostly have focused on the HSTRN with dual-hop relaying
[19, 20] or multiple users without consideration of their distri-
bution [19], while multihop communication has been proved
to extend the coverage of a wireless network effectively as well
as to combat the adverse effects of wireless fading channels
without more network resources [26]. Given its indoor cover-
age and service availability, especially in highly shadowed
regions like shopping malls, office buildings, and dense resi-
dential areas, where the users of complicated distribution do
not have LOS communication with the satellite due to mask-
ing effect, the investigation is explored in this paper.

In view of the aforementioned discussion, the secrecy
performance of a multihop HSTRN is investigated, where a
satellite source communicates with destination users via mul-
tihop relays in the presence of an eavesdropper. The relays
use the DF protocol to forward the received signal and jam
the reception of the eavesdropper simultaneously, while the
ground users are deployed randomly. Both of the legitimate
link (including satellite link and terrestrial link) and wiretap
link experience shadowed-Rician fading [27, 28], while jam-
ming link undergoes Rayleigh fading [29]. The main works
we have done can be summed up as follows:

(1) A multihop HSTRN with jamming is proposed, in
which all the destination users are deployed ran-
domly following a homogeneous Poisson point pro-
cess (PPP) distribution based on stochastic
geometry. The probability density functions (PDFs)
and the cumulative distribution functions (CDFs) of
the channel gain between the relay and users are
deduced

(2) The accurate analytical SOP expression of the consid-
ered network is derived

(3) The asymptotic behavior of the SOP expression at
high SNR region is explored, and the throughput of
the system is obtained

(4) The simulation is carried out to verify the theoretical
results, which reveal that the performance of amultihop
HSTRN depends on the hops, secrecy rate, jammer,
and shadowing severity of the considered network

The rest of this paper proceeds as follows. The system
model and channel model are presented in Section 2. The
secrecy analysis of the network is provided in Section 3,
where the accurate, asymptotic SOP formulas and the
throughput of the system have been derived. Numerical
and simulation results are given in Section 4, and conclusions
are drawn in Section 5.

Notations 1. In this paper, j·j denotes the absolute value of a
scalar, E½·� denotes the expectation operator, n! symbolizes
the factorial of n, f Xð·Þ and FXð·Þ represent the PDF and
CDF, respectively, and Pr ð·Þmeans the probability for a ran-
dom variable.

2. HSTRN Description

2.1. System Model. Considering the configuration of a down-
link multihop HSTRN is shown in Figure 1, where one satel-
lite source (S) communicates with destination users (D) via
L − 1 DF terrestrial relays fRlgL−1l=1 , in the existence of an
eavesdropper (E). Each relay operates as a conventional DF
relay, which can fully decode the received confidential signal
and then forward it to the next legitimate node. Meanwhile,
at each hop, the eavesdropper also attempts to decode the
message over an eavesdropper channel. On the other hand,
each relay operates as a jammer mode to generate intentional
interference to degrade the eavesdropper link. And all the
ground destination users are deployed randomly following
a homogeneous PPP based on stochastic geometry. Here, it
is assumed that each node has only one antenna. In the long
distance communication between the satellite and the terres-
trial terminal, masking effect caused by severe shadowing and
heavy obstacles (such as clouds, hills, and mountains) will
make the LOS communication unstable even unavailable,
and the performance of the satellite network will be affected
seriously [19, 21]. Therefore, in view of masking effect and
heavy fading, we assume that the direct link between S and
D as well as between S and E is unavailable [12, 30, 31].
The legitimate link (S⟶ Rl ⟶D) and wiretap link
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(Rl ⟶ E) are assumed to undergo Shadowed-Rician fading
while jamming link follows Rayleigh fading. (Here, the statis-
tical characterization for fading channels of terrestrial link
can be changed with the parameter variation of Shadowed-
Rician fading distribution.) All the receivers are affected by
additive white Gaussian noise (AWGN) with zero mean
and variance.

Without loss of generality, the total communication is
divided into l hops.

In the first hop, the satellite source transmits its signal
xs0ðtÞ with E½jxs0ðtÞj

2� = 1 to the first relay R1. Then, the relay

forwards its received signal fxslðtÞg
L−1
l=1 with E½jxslðtÞj

2� = 1 to
the next relay until the destination in the next hops. During
the next periods, each relay performs both as a relay and a
jammer, so it can fully decode the received signal and then
forward the signal to the next node and use some of its avail-
able power to transmit jamming signal simultaneously.
Meanwhile, the eavesdropper also attempts to decode the sig-
nal. For simplicity, we assume that the intended receiver has
an a priori knowledge of the artificial jamming signal and
hence is able to eliminate the effects while decoding the orig-

inal signal [32]. So all the jamming signals are well known by
the next relay or the destination, and the signal received at
the relay or the destination at hop l is given as

yd,l =
ffiffiffiffiffiffiffiffi
Pl−1

p
hd,lxsl−1 tð Þ + nd,l, 1 ≤ l ≤ Lð Þ, ð1Þ

where Pl−1 is the transmission power (P0 being the transmis-
sion power at S) and hd,l represents the channel coefficient
between Rl−1 ⟶ RlðDÞ (hd,0 corresponding to S⟶ R1),
while nd,l is the AWGN variable at the destination.

Here, for simplicity, we assume that the eavesdropper
cannot do joint decoding, which can be realized by using ran-
domized code books at each hop to confuse the eavesdropper
in practice [26, 32]. Therefore, the eavesdropper receives the
signal only from Rl−1 at hop l, and considering the unavail-
ability between S and E as well as the jamming signal, the sig-
nal received at the eavesdropper at hop l can be obtained as

ye,l =
ffiffiffiffiffiffiffiffi
Pl−1

p
he,lxsl−1 tð Þ +

ffiffiffiffiffiffiffiffiffiffi
Pj,l−1

q
hj,lxsl−1 tð Þ + n,l, 2 ≤ l ≤ Lð Þ,

ð2Þ
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Figure 1: System model of a multihop HSTRN.
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where Pj,l−1 is the jamming power at Rl−1, he,l and hj,l denote
the, respectively, channel coefficient of wiretap and jamming
link between Rl−1 ⟶ E, and ne,l is the AWGN variable at the
eavesdropper.

Thus, the instantaneous received SNRs at RlðDÞ and E
can be expressed as

γd:l =
Pl−1
σ2 hd,l
�� ��2 = ηs hd,l

�� ��2, 1 ≤ l ≤ Lð Þ, ð3Þ

γe:l =
Pl−1 he,l
�� ��2

Pj,l−1 hj,l
�� ��2 + σ2

= γre,l
γje,l + 1 , 2 ≤ l ≤ Lð Þ, ð4Þ

where γre,l = ηejhe,lj2 and γ je,l = ηjjhj,lj2, with ηe = Pl−1/σ2 and
ηj = Pj,l−1/σ2.

2.2. Channel Model. According to most of the related works,
such as [19, 28], the legitimate link and wiretap link follow
the independent shadowed-Rician distribution, and the
PDF of jhρj2, ρ = fs, eg (s, e, respectively, corresponding to
the legitimate link and wiretap link), is given by

f
hρj j2 xð Þ = αρ 〠

mρ

k=0
ζ kð Þxke− βρ−δρð Þx, ð5Þ

where αρ = ð2bρmρ/ð2bρmρ +ΩρÞÞmρ /2bρ, βρ = 1/2bρ, δρ =
Ωρ/2bρð2bρmρ +ΩρÞ, and ζðkÞ = ð−1Þkð1 −mρÞkδρ

k/ðk!Þ2,
with bρ,mρ, and δρ being the multipath components, the fad-
ing severity parameter, and the average power of LOS,
respectively, and ð·Þn being the Pochhammer symbol [33].

After applying the transformation of variable, the PDF of
γρ is given by

f γρ xð Þ = αρ 〠
mρ−1

k=0

ζ kð Þ
ηρ

� �k+1 xke− βρ−δρð Þ/ηρð Þx: ð6Þ

By integrating the PDF in Equation (6), the CDF of γρ
can be given as

Fγρ
xð Þ = 1 − αρ 〠

mρ−1

k=0

ζ kð Þ
ηρ

� �k+1 〠
k

p=0

k!
p!

βρ − δρ
ηρ

 !− k+1−pð Þ
xpe− βρ−δρð Þ/ηρð Þx:

ð7Þ

For the jamming link, the channel coefficient jhj,lj follows
Rayleigh fading distribution (Rayleigh distributions are usu-
ally used to model multipath fading without LOS paths. For
simplicity, we assumed Rayleigh fading for the jamming link.
And other fading models are applicable here.) with the CDF
and PDF of γ je,l given, respectively, by

Fγ je,l
xð Þ = 1 − e−x/γ je,l , ð8Þ

f γ je,l
xð Þ = 1

γje,l
e−x/γ je,l , ð9Þ

where γje,l is the average SNR of the jamming link.

3. Performance Analysis

In this subsection, the exact closed-form SOP expression is
deduced, the asymptotic behavior of the SOP is analysed,
and the throughput of the considered system is discussed.

3.1. SOP Analysis. We start with the instantaneous capacity
of the legitimate link and the wiretap link at hop l, which is
given by

Cd,l =
1
L
log2 1 + γd,l

� �
, 1 ≤ l ≤ Lð Þ,

Ce,l =
1
L
log2 1 + γe,l

� �
, 2 ≤ l ≤ Lð Þ:

ð10Þ

The achievable secrecy capacity of the network is defined
as the difference between the capacity of the legitimate link
and the wiretap link. Therefore, the secrecy capacity at hop
l is expressed as

Cs,l = Cd,l − Ce,l½ �+ = 1
L
log2

1 + γd,l
1 + γe,l

� 	
 �+
, 2 ≤ l ≤ Lð Þ, ð11Þ

where ½x�+ = max ðx, 0Þ.
To facilitate the analysis, we denote the secrecy SNR of

hop l by γl = ð1 + γd,lÞ/ð1 + γe,lÞ and Equation (11) can be
expressed as

Cs,l =
1
L
log2γl


 �+
, 2 ≤ l ≤ Lð Þ: ð12Þ

For multihop DF relaying, secrecy outage of the network
occurs whenever the data transmission in any hop is either
unsuccessfully decoded or imperfectly secure. Given the
assumption that the direct link between S and D is unavail-
able and considering the fact that the secrecy outage deci-
sions are taken on each hop, the secrecy SNR of the
network can be expressed as

γsys = min
2≤l≤L

γ1, γlf g, ð13Þ

where γ1 = γd,1.
As can be seen, the form is similar to that of conventional

multihop DF relay networks. However, secrecy SNR is used
here instead of instantaneous SNR. It is due to the fact that
the system secrecy performance is dominated by the weakest
hop in view of security.

Thus, we can obtain the secrecy capacity as

Csys = min
2≤l≤L

Cs,1, Cs,l
� 

: ð14Þ

The network is defined to be secrecy outage when the
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secrecy capacity Csys is lower than a predefined secrecy rate
γth, namely,

Psec = Pr Csys < γth
� �

, ð15Þ

which can be expressed as

Psec = Pr γsys < γ0

� �
, ð16Þ

where γ0 = 2Lγth .
Assuming that all γl are independent of each other and

invoking Equation (13) into Equation (16), the SOP of the
network can be obtained as

Psec = 1 − 1 − Fγ1
γ0ð Þ

h iYL−1
l=2

1 − Fγl
γ0ð Þ

h i
1 − FγL

γ0ð Þ
h i

:

ð17Þ

To proceed further, we require Fγ1
ðγ0Þ, Fγl

ðγ0Þ, and FγL
ðγ0Þ, respectively.

According to Equation (7), Fγ1
ðγ0Þ can be obtained as

Fγ1
γ0ð Þ = 1 − αs 〠

ms−1

k=0

ζ kð Þ
ηsð Þk+1

〠
k

p=0

k!
p!

βs − δs
ηs

� 	− k+1−pð Þ
γ0

pe− βs−δsð Þ/ηsð Þγ0 : ð18Þ

Then, we need to express the CDF of γl.

Theorem 2. The CDF of γl can be expressed as Equation (19),
where Φ = ððβs − δsÞ/ηsÞγ0 + ððβe − δeÞ/ηeÞ and δi = cos ½ðð2i
− 1ÞπÞ/2N�.

Fγl
γ0ð Þ = 1 − αs 〠

ms−1

k=0
〠
k

p=0

ζ kð Þ
ηs

k+1
k!
p!

γ0
p

βs − δsð Þ/ηsð Þk+1−p

� αe 〠
me−1

k1=0

ζ k1ð Þ
ηe

k1+1
p + k1ð Þ!Φ−p−k1−1

−
παs
2N

〠
N

i=0
e− 2/ γ je,l δi+1ð Þð Þð Þ+ 1/γ je,lð Þ 〠

ms−1

k=0

ζ kð Þ
ηs

k+1

� δi + 1
2

� 	k ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

γ0
k+1αe 〠

me−1

k1=0

ζ k1ð Þ
ηe

k1+1

� k + k1 + 1ð Þ!Φ−k−k1−2:

ð19Þ

Proof. See Appendix A.
In the last hop, the channel coefficient hd,L between the

last relay γL−1 and the destination user D is denoted as

hd,L =
h∗d,Lffiffiffiffiffiffiffiffiffiffiffiffi
1 + dv

p , ð20Þ

where d represents the distance between the last relay γL−1
and the user D, v denotes the path loss exponent, and the
coordinates of γL−1 and the user D are symbolized by ð0, 0,
hÞ and ðx, y, 0Þ. Hence, the distance is represented as

d =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
x2 + y2 + h2

q
: ð21Þ

As can be seen the distance is related to the location of the
last relay γL−1 and the user D. Assuming that all users are
modeled independently and identically distributed in the
area following a homogeneous PPP [2], denoted by Λ, the
PDF of Λ is given by

f Λ Λð Þ = 1
πR2 , ð22Þ

where R is the radius of the area.

Theorem 3. Based on stochastic geometry, the CDF of γd,L is
given by

Fγd,L
xð Þ = 1 −

2

R2 αs 〠
ms−1

k=0
ζ kð Þ〠

k

p=0

k!
p!
〠
p

t=0

p

t

 !

� 〠
∞

n=0
βs − δsð Þn−k+p−1 1

ηs

� 	p+n −1ð Þn
n! vt + vn + 2ð Þ

� R2 + h2
� � vt+vnð Þ/2ð Þ+1 − hvt+vn+2
� �

e− βs−δsð Þ/ηsð Þxxn+p:

ð23Þ

Proof. Combining Equations (7) and (22), the CDF of jhd,Lj2
is derived as Equation (24), where ϒð⋅ , ⋅Þ represents the
lower incomplete Gamma function.

F
hd,Lj j2 xð Þ =

ð
I
F

h∗d,Lj j2 x 1 + dvð Þð Þ
� �

f Λ Λð ÞdΛ =
ð ffiffiffiffiffiffiffiffiffiR2−h2
p

h

� 1 − αs 〠
ms−1

k=0
ζ kð Þ〠

k

p=0

k!
p!

βs − δsð Þ− k−p+1ð Þxp
 

1 + rvð Þpe− βs−δsð Þx 1+rvð Þ
	 2r
R2 dr

= 1 − 2αs
R2 〠

ms−1

k=0
〠
k

p=0
〠
p

t=0
ζ kð Þ

p

t

 !

� k!
p!

βs − δsð Þ− k−p+1+t+ 2/vð Þð Þv−1xp−t− 2/vð Þ

� e− βs−δsð Þx × ϒ
vt + 2
v

, βs − δsð Þx R2 + h2
� �v/2� 	�

−ϒ
vt + 2
v

, βs − δsð Þxhv
� 		

:

ð24Þ

Based on Equation (24), using series exploration of
ϒð⋅ , ⋅Þ and applying the transformation of variable [33],
Equation (23) can be obtained.
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By derivation of Equation (23), the PDF of γd,L can be
obtained as

f γd,L xð Þ = ξ k, p, t, nð Þe− βs−δsð Þ/ηsð Þx −
βs − δs
ηs

xn+p + n + pð Þxn+p−1
� 	

,

ð25Þ

where

ξ k, p, t, nð Þ = −
2
R2 αs 〠

ms−1

k=0
ζ kð Þ〠

k

p=0

k!
p!
〠
p

t=0

p

t

 !

� 〠
∞

n=0
βs − δsð Þn−k+p−1 1

ηs

� 	p+n −1ð Þn
n! vt + vn + 2ð Þ

� R2 + h2
� � vt+vnð Þ/2ð Þ+1 − hvt+vn+2
� �

:

ð26Þ

Theorem 4. The CDF of γL can be obtained as Equation (29),
where

Ξ1 = −
βs − δs
ηs

δi + 1
2

� 	n+p
γ0

p+n+1 k1 + p + n + 1ð Þ!

� βs − δs
ηs

δi + 1
2

γ0 +
βe − δe
ηe

� 	−k1−p−n−2

,
ð27Þ

Ξ2 = n + pð Þ δi + 1
2

� 	n+p−1
γ0

p+n k1 + p + nð Þ!

� βs − δs
ηs

δi + 1
2

γ0 +
βe − δe
ηe

� 	−k1−p−n−1

,
ð28Þ

FγL
γ0ð Þ = 1 −

2αsαe
R2 〠

ms−1

k=0
〠
k

p=0
〠
p

t=0
〠
∞

n=0
〠
me−1

k1=0

ζ kð Þζ k1ð Þ
ηe

k1+1
k!
p!

�
p

t

 !
βs − δsð Þn−k+p−1 1

ηs

� 	p+n −1ð Þn
n! vt + vn + 2ð Þ

� R2 + h2
� � vt+vnð Þ/2ð Þ+1 − hvt+vn+2
� �
� γ0

n+p n + p + k1ð Þ!
Φ n+p+k1+1ð Þ −

π

2N
e− 2/ γ je,l δi+1ð Þð Þð Þ+ 1/γ je,lð Þ

�

�〠
N

i=0

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

Ξ1 + Ξ2ð Þ
	
:

ð29Þ

Proof. See Appendix B.

Theorem 5. The SOP of the network can be formulated as

Proof. Invoking Equations (18), (19), and (29) into Equation
(17), Equation (30) can be obtained.

3.2. Asymptotic Behavior. To get better insights on the secrecy
performance of the network, the asymptotic secrecy outage
behavior at high SNR region is investigated. Here, we exam-
ine the asymptotic SOP analysis at high SNR region
(ηs ⟶∞).

Corollary 6. The diversity order of the network at high SNR
region can be obtained easily as

d = − lim
ηs⟶∞

log P∞
secð Þ

log ηs
= 1: ð31Þ

Proof. As in [19], at high SNR region, assuming ηs ⟶∞ and
applying the Maclaurin series expansion of the exponential

Psec = 1 − αs 〠
ms−1

k=0
〠
k

p=0

ζ kð Þ
ηsð Þk+1

k!
p!

βs − δs
ηs

� 	− k+1−pð Þ
γ0

pe− βs−δsð Þ/ηsð Þγ0

�
αs 〠

ms−1

k=0
〠
k

p=0

ζ kð Þ
ηs

k+1
k!
p!

γ0
p

βs − δsð Þ/ηsð Þk+1−p
αe 〠

me−1

k1=0

ζ k1ð Þ
ηe

k1+1
p + k1ð Þ!Φ−p−k1−1

+παs2N 〠
N

i=0
e− 2/ γ je,l δi+1ð Þð Þð Þ+ 1/γ je,lð Þ 〠

ms−1

k=0

ζ kð Þαe
ηs

k+1
δi + 1
2

� 	k ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

γ0
k+1 〠

me−1

k1=0

ζ k1ð Þ
ηe

k1+1
k + k1 + 1ð Þ!Φ−k−k1−2

0
BBBBBB@

1
CCCCCCA

L−2

× 2αsαe
R2 〠

ms−1

k=0
〠
k

p=0
〠
p

t=0
〠
∞

n=0
〠
me−1

k1=0

ζ kð Þζ k1ð Þ
ηe

k1+1
k!
p!

p

t

 !
βs − δsð Þn−k+p−1 1

ηs

� 	p+n −1ð Þn
n! vt + vn + 2ð Þ

� R2 + h2
� � vt+vnð Þ/2ð Þ+1 − hvt+vn+2
� � γ0

n+p n + p + k1ð Þ!
Φ n+p+k1+1ð Þ −

π

2N e− 2/ γ je,l δi+1ð Þð Þð Þ+ 1/ γ je,lð Þð Þ〠
N

i=0

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

Ξ1 + Ξ2ð Þ
 !

:

ð30Þ
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function [33], the PDF f γρ can be approximated as

f γρ xð Þ ≈ αρ
ηρ

, ð32Þ

and by integrating Equation (32), the asymptotic behavior of
Fγρ

can be given as

Fγρ
xð Þ ≈ αρ

ηρ
x: ð33Þ

Therefore, we can derive Fγ1
ðγ0Þ ≈ ðαs/ηsÞγ0 and

Fγl
γ0ð Þ ≈ αsαeγ0

ηs
1 − e1/γ je,lπ

2N 〠
N

i=0
e−2/ γ je,l δi+1ð Þð Þ

ffiffiffiffiffiffiffiffiffiffiffiffi
1 − δ2i

q !

� 〠
me−1

k1=0

ζ k1ð Þ
ηe

k1+1
k1 + 1ð Þ! βe − δe

ηe

� 	−k1−2
, 2 ≤ l ≤ Lð Þ:

ð34Þ

Now, invoking Fγ1
ðγ0Þ and Equation (34) into Equation

(17), the asymptotic expression for the SOP can be derived as

P∞
asy = 1 − 1 − αs

ηs
2Lrth

� 	
1 − αs

ηs
2Lrth 1 − e1/γ je,l

π

2N〠
N

i=0
e−2/ γ je,l δi+1ð Þð Þ

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q ! 

� αe 〠
me−1

k1=0

ζ k1ð Þ
ηe

k1+1
k1 + 1ð Þ! βe − δe

ηe

� 	−k1−2	L−1
:

ð35Þ

On invoking Equation (35) into Equation (31) and doing
some algebraic manipulations, the diversity order of 1 can be
acquired.

Remark 7. Through the asymptotic analysis of the SOP, we
can reveal that the diversity order of the multihop network
at high SNR region is 1. Importantly, it remains unaffected
by the hops, secrecy rate, or other channel parameters.

3.3. Throughput Analysis. In order to estimate the secrecy
performance of the network further, the throughput of the
overall system is explored. According to [34], the throughput

is defined as

Rthr =
γth
L

× 1 − Psec γthð Þ½ �, ð36Þ

where the constant 1/L indicates that the communication
process is divided into L hops, γth represents the secrecy rate,
and PsecðγthÞ can be obtained from the previous section.
Thus, by substituting Equation (30) into Equation (36), the
analytical throughput expression of the system is derived.

4. Numerical Results

In this section, the theoretical analysis results obtained from
Section 3 are presented through comparison with Monte
Carlo simulations. Monte Carlo simulations are carried out
in order to verify the accuracy of the theoretical derivation.
In particular, the SOP and throughput analysis are examined
under various channel settings. Unless otherwise stated,
channel parameters of the legitimate link are the same with
those of the wiretap link and the parameter settings are used
as shown in Table 1 [2, 19, 27, 35, 36].

Figure 2 shows the results of the SOP versus ηs for differ-
ent hops under heavy and average shadowing scenarios of
shadowing-Rician fading. The numerical results obtained
from Equations (30) and (35) (γth = 0:5, γje,l = 1 dB) agree
well with the Monte Carlo simulation results, which confirm
the correctness of the analysis. From the figure, it can be
observed that the curves of the asymptotic SOP almost over-
lap with the analytical ones at the moderate and high SNR
region. Moreover, it is obvious that the SOP performance of
the network under average shadowing scenarios is better
than that under heavy shadowing scenarios and it gets worse
with the increasing hops. This is because the communication
distance gets increasing with the increasing hops. This figure
also indicates that the achievable diversity order does not
change with different hops.

Figure 3 investigates the SOP performance of the network
versus hops for ηs = 20, 30, 40 under heavy and average sha-
dowing scenarios. Herein, we set γth = 0:1 and γje,l = 1 dB. It
is obviously found that theory results sufficiently coincide
with the Monte Carlo simulation results. And as can be seen
from Figure 3, the SOP performance of the network is getting
worse with the increasing severity of the channel fading sce-
nario and it gets better with the decrease of the hops L.

Table 1: Table of parameter settings for numerical results.

Monte Carlo simulations 106 iterations
Shadowing-Rician fading parameters (heavy shadowing) mρ = 1, bρ = 0:063, and Ωρ = 0:0007

Shadowing-Rician fading parameters (average shadowing) mρ = 5, bρ = 0:251, and Ωρ = 0:279

The transmit SNR of the wiretap link ηe = 10 dB
The height of the last relay h = 100m
The radius of the area R = 500m
The path loss exponent v = 3
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Figure 2: SOP versus ηs for different hops.
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Figure 4 plots the results of the SOP versus ηs for different
secrecy rate γth under heavy and average shadowing scenar-
ios of shadowing-Rician fading. Here, it is assumed that the
received signal from the satellite experiences 2 hops and
γje,l = 1 dB. As is expected, the SOP performance of the net-
work gets worse with the secrecy rate increasing.

Figure 5 shows the SOP performance comparison of the
network versus ηs for different average SNR of the jamming
link γje,l under heavy and average shadowing scenarios of
shadowing-Rician fading. Also, the performance comparison
of HSTRN without jamming is presented. Here, we suppose
that the communication process experiences 2 hops and γth
= 0:1. As shown in the figure, the SOP performance of the
network with jamming is better than that without jamming
obviously. And when the average SNR of the jamming link
γje,l gets increasing, the SOP performance of the network
improves correspondingly. This can be attributed to the jam-
mer. The stronger the jamming signal gets, the weaker the
wiretap signal becomes. Hence, the jammer has a great effect
on the SOP performance of the network.

Figure 6 depicts the SOP performance comparison of the
network versus ηs based on different channel settings of the
legitimate link and wiretap link. Here, we still set γth = 0:1,
γje,l = 1 dB, and L = 2. As can be seen from the figure, when
the legitimate link is under heavy shadowing scenarios
(ms = 1) and the wiretap link is under average shadowing
(me = 5), the SOP performance of the network is the worst.
While the legitimate link is under average shadowing scenar-
ios (ms = 5) and the wiretap link is under heavy shadowing
(me = 1), the network has the best SOP performance.

Figure 7 presents the system throughput versus ηs
(γth = 0:1, γje,l = 1 dB). As can be noted, the throughput
increases with ηs increasing and then trends to a fixed con-
stant based on the same hop. This can be explained by the
fact that SOP will approach to zero at high SNR region. Also,
the throughput of system degrades with hops increasing, and
it is better under average shadowing scenarios than that
under heavy shadowing scenarios, which is consistent with
the SOP performance seen from Figure 2.

5. Conclusions

In this work, the secrecy analysis of a multihop DF HSTRN
with jamming has been investigated. Considering shadowed-
Rician fading for legitimate link and wiretap link while consid-
ering Rayleigh fading for jamming link, the accurate SOP for-
mula of the considered network has been derived. The
asymptotic behavior of the SOP expression at high SNR region
is explored, and the throughput of the system is discussed.
Finally, simulation results are given as verification of the theo-
retical results and illustrate that some key system parameters
have great impacts on the SOP performance of the considered
network. The results reveal that the hops and the jammer play
important parts in the secrecy performance of the multihop
DF HSTRN with jamming. In the future, multiantenna satel-
lite, multiantenna relay, and multiple eavesdroppers in such
system could be our further research.

Appendix

A. Proof of Theorem 2

After the approximation ð1 + xÞ/ð1 + yÞ ≈ x/y and the substi-
tution of Equation (4), γl can be obtained as

γl ≈
γd,l γje,l + 1
� �
γre,l

: ðA:1Þ

Therefore, Fγl
ðγ0Þ can be expressed as

Fγl
γ0ð Þ ≈ Pr

γd,l γje,l + 1
� �
γre,l

< γ0

0
@

1
A = Pr A < γ0γre,l

� �

=
ð∞
0
FA γ0γre,l
� �

f γre,l γre,l
� �

dγre,l,

ðA:2Þ

where A = γd,lðγje,l + 1Þ.
To proceed, we require FAðzÞ, and it is derived as

FA zð Þ = Pr A < zð Þ =
ðz
0
Fγ je,l

z
γd,l

− 1
� 	

f γd,l γd,l
� �

dγd,l:

ðA:3Þ

Invoking Equations (6) and (8) into Equation (A.3),
doing some algebra processing and applying the approxima-
tion of the Gaussian-Chebyshev quadrature [37], FAðzÞ can
be formulated as

FA zð Þ ≈ 1 − αs 〠
ms−1

k=0

ζ kð Þ
ηs

k+1 〠
k

p=0

k!
p!

βs − δs
ηs

� 	− k+1−pð Þ

� zpe− βs−δsð Þ/ηsð Þz −
παs
2N 〠

N

i=0
e− 2/ γ je,l δi+1ð Þð Þð Þ+ 1/γ je,lð Þ

� 〠
ms−1

k=0

ζ kð Þ
ηs

k+1
δi + 1
2

� 	k ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

zk+1e− βs−δsð Þ/ηsð Þ δi+1ð Þ/2ð Þz:

ðA:4Þ

Now, substituting Equations (A.4) and (6) into Equation
(A.2), Equation (19) can be obtained.

B. Proof of Theorem 4

Like Equation (A.2), FγL
ðγ0Þ can be expressed as

FγL
γ0ð Þ ≈

ð∞
0
FAL

γ0γre,L
� �

f γre,L γre,L
� �

dγre,L, ðB:1Þ

where AL = γd,Lðγje,L + 1Þ.
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And FAL
ðzÞ can be derived as

FAL
zð Þ = Pr AL < zð Þ =

ðz
0
Fγ je,L

z
γd,L

− 1
� 	

f γd,L γd,L
� �

dγd,L:

ðB:2Þ

Invoking Equations (25) and (8) into Equation (B.2),
doing some algebra processing like Equation (A.4), FAL

ðzÞ
can be obtained as

FAL
zð Þ ≈ 1 − 2αs

R2 〠
ms−1

k=0
〠
k

p=0

ζ kð Þk!
p!

〠
p

t=0

p

t

 !

� 〠
∞

n=0
βs − δsð Þn−k+p−1 × 1

ηs

� 	p+n −1ð Þne− βs−δsð Þ/ηsð Þzzn+p

n! vt + vn + 2ð Þ

� R2 + h2
� � vt+vnð Þ/2ð Þ+1 − hvt+vn+2
� �

− ξ k, p, t, nð Þπe
1/γ je,l

2N

�〠
N

i=0

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1 − δi

2
q

e−2/ γ je,l δi+1ð Þð Þ

�
−
βs − δs
ηs

δi + 1
2

� 	n+p
zp+n+1e− βs−δsð Þ/ηsð Þ δi+1ð Þ/2ð Þz

+ n + pð Þ δi + 1
2

� 	n+p−1
zp+ne− βs−δsð Þ/ηsð Þ δi+1ð Þ/2ð Þz

0
BBBB@

1
CCCCA:

ðB:3Þ

Then, substituting Equations (B.3) and (6) into Equation
(B.1), doing some algebra processing, Equation (29) can be
obtained.
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