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Background/Motivation. Recently, a lot of interest in health is increasing due to the technology of the 4th industrial revolution. In
particular, personal medical information through intelligent self-diagnosis is emerging as very important. However, such personal
medical information causes many problems in security and reliability. Problem/Issues. Personal medical information accidents may
occur on the server, but most of all, they occur more often in information sharing and data transmission. Therefore, in this paper,
blockchain technology is applied to improve the reliability of such personal information management. Research
Objective/Methodology. For intelligent healthcare incorporating blockchain technology, this study utilized the blockchain-based
Internet of Things. In addition, information was accumulated using a number of measurement sensors to analyze individual
ECG information. The measured biosignals were monitored for personalized diagnosis by analyzing the fused threshold. Result.
In this paper, we implemented a monitoring system using measurement sensors to analyze individual biometric information.
The implemented system information has improved reliability and security by incorporating blockchain technology.

1. Introduction

Advances in information and communication technology led
to Internet-connected devices such as smartphones, home
appliances, wearable devices, and the IoT (Internet of
Things) [1]. It is a network environment for analyzing data
collected by these devices on a platform, processing them
into meaningful data, and creating various services. The
IoT consists of four layers: application service, platform, net-
work, and device [2]. In particular, the IoT platform serves as
a formalizing interface for processing data generated and col-
lected from devices and providing it to application services.
However, in this structure, IoT application services have no
choice but to rely on the availability of the IoT platform. In
other words, the IoT platform is a factor that causes a single
point of failure [3]. Therefore, to solve the issues of such a
centralized platform, a lot of research has been conducted
on the structure of the distributed IoT. The devices also col-

lect sensitive data associated with the users. Therefore, the
privacy issue arises in the IoT, and research is being con-
ducted to solve it. In this paper, we consider how to apply
blockchain to IoT to solve the two problems mentioned
above [4]. To this end, it derives requirements for construct-
ing a distributed IoT and suggests a direction to be studied in
the future to build a blockchain-based IoT platform that
satisfies the derived requirements. Based on smart health,
we plan to implement a monitoring system that predicts
users’ current state by detecting movements such as falls by
acceleration sensors and measuring health conditions with
an individual’s vital signs such as blood pressure, heart rate,
and body temperature [5]. The goal is to measure biosignals
through sensor units, transmit them to the control unit via
Bluetooth, store them in the database, analyze the stored
biosignals, and derive the user’s current state. Therefore, per-
sonal medical information is top secret. However, the exist-
ing system has poor reliability and security. The method
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proposed in this paper reinforces reliability and security by
incorporating blockchain technology. The structure of this
paper is as follows. We discuss the blockchain-based related
research and configuration in Section 2 and the implementa-
tion of a smart healthcare monitoring system using bio-
signals utilizing blockchain-based technology in Section 3.
We discuss the performance evaluation in Section 4 and pres-
ent the conclusion and future research tasks in Section 5.

2. Related Work

In the past decade, the IIoT has attracted enormous research
attention from both academia and industries and is becom-
ing one of the key technologies to enhance manufacturing
and industrial processes. The IIoT presents great promises
in accurate and consistent real-time data processing, sustain-
able and green practices, predictive maintenance (PdM), etc.
The IIoT will add £10.69bn to the global economy by 2030. In
this section, we explore the structure of oneM2M (Machine
to Machine), IoTivity, AllJoyn, and LWM2M (Lightweight

Machine to Machine) as platforms that are mainly used in
the IoT and study what role blockchain could play in the
IoT field.

2.1. oneM2M. In this section, we explore the entire architec-
ture of oneM2M. oneM2M defines a common platform on
the IoT that can satisfy the requirements of various services
and standardized interworking with other platforms [6]. By
defining interfaces for compatibility between various applica-
tions, horizontal platforms can be constructed away from the
traditional vertical forms of the IoT platforms to prevent frag-
mentation, reduction development, and operational costs [7].
The requirements are derived by reflecting the use cases of 7
industries such as smart home, smart car, energy, healthcare,
enterprise, and public service, and core functions (data collec-
tion and reporting function, the remote control of devices, the
maintenance of connectivity, security and privacy functions,
etc.) and interface were defined [8]. The entity of oneM2M
consists of the user/end-user, application service provider,
M2M service provider, and network operator. The user/end-
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Figure 1: Overall structure diagram of oneM2M (source: ntt-review.jp).

2 Wireless Communications and Mobile Computing



user refers to individuals or companies using M2M solutions,
and the application service provider refers to providers that
provide M2M services [9]. The M2M service provider is the
principal provider of M2M common services to the applica-
tion service provider. The network operator is the main pro-
vider of the network to the M2M service provider. oneM2M
is connected by multiple nodes to form an infrastructure, with
one node consisting of AE (Application Entity), CSE (Com-
mon Service Entity), and NSE (Network Service Entity) [10].
AE is responsible for application function logic for providing
M2M service, and CSE provides 12 common service functions
for AE from a functional perspective. NSE provides CSE with
network device management and services, and each entity
interacts through a reference point. The reference point refers
to the connections between CSE, AE, and NSE, which are
mapped to the binding protocol for real-world communica-
tion. Figure 1 shows the overall structure of oneM2M [11].

In Figure 1, Mca represents communication between CSE
and AE, Mcc represents communication between CSE and
CSE, Mcn represents communication between CSE and
NSE, and Mcc represents communication with other infra-
structure domain CSE [12]. CSE provides various common
service functions, including Lookup/Discovery/Resolution
and CRUDN (Create, Retrieve, Update, Delete, Notify) oper-
ations to 12 common service functions based on ROA
(Resource-Oriented Architecture).

2.2. IoTivity. Figure 2 shows the overall structure of IoTivity.
IoTivity is composed of the application profiles, OCF

framework, transport, networking, and L2 connectivity
layers. The application profiles layer executes various appli-
cation applications such as smart home, connected health,
retail, and automotive [13]. As a layer for providing the func-
tions required by an application executed in the application
profiles layer, the OCF framework provides ID and address-
ing, resource model, CRUDN, messaging, discovery, device
management, and security functions. The transport layer
provides an end-to-end transmission function with specific
QoS (Quality of Service) constraints. The networking layer

provides the function of exchanging data between devices
on a network such as the Internet, and the L2 connectivity
layer provides a connection between the physical layer and
the data link layer [14].

2.3. LWM2M. Figure 3 shows the overall structure diagram of
the LWM2M.

The LWM2M consists of an LWM2M bootstrap server, a
smart card, and an LWM2M server/client. The LWM2M
enabler describes the LWM2M server and LWM2M client ele-
ments. To use the LWM2M, the bootstrap step can be initially
optionally performed [15]. The bootstrap phase of LWM2M is
the process of predescribing parameters to LWM2M clients to
simplify some information or mutual authentication of the
LWM2M server. The LWM2M bootstrap server and the smart
card are used to perform the LWM2M bootstrap [16]. The
LWM2M client performs client registration on the LWM2M
server, which provides devicemanagement and service enable-
ment functions to manage the LWM2M client. The LWM2M
client provides an information reporting function to help
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resource management of the LWM2M server. In the LWM2M,
theM2Muser receives services from theM2M service provider,
and the M2M service provider provides the LWM2M server
and the M2M application service [17]. The LWM2M server
can access the LWM2M clients through the network. The
LWM2M server is operated by a network service provider,
not the M2M service provider, provides the LWM2M server
interface to the M2M application service, and performs
LWM2M server/client communication.

2.4. Blockchain-Based IoT Utilization. The IoT has received a
lot of attention as a technology that will change the future
due to the development of small hardware and wireless
network technology, but its lack of scalability and security
vulnerability due to limited platforms have been pointed
out as disadvantages so far [18]. However, it is not an exag-
geration to say that the IoT is still the foundation of the 4th
industrial revolution, and the IoT is located at the center of
the convergence of various ICTs. Blockchain is pointed out
as a technology that can highlight the IoT’s importance and
compensate for its shortcomings. When blockchain is
applied to the IoT, various changes occur as, first of all, the
centralized structure becomes a distributed structure. First,
the IoT devices’ connection becomes a P2P structure, making
all members of equal status and easing the hierarchy. This
will reduce the cost of system construction and maintenance.
In addition, new IoT devices will be able to participate in the
system without additional equipment such as gateways [19].

Individual IoT devices are vulnerable to security, and there
have been attacks on the devices and even the system. In
2016 DEFCON, the demonstration of ransomware demand-
ing bitcoin by hacking Nest’s thermostat is a famous exam-
ple. However, it is meaningless to attack only one IoT
device in an environment with the requirements of distrib-
uted data blockchain-based decentralized IoT due to block-
chain. In other words, even if some of the systems have
problems, the entire system is generally safe without being
seriously impacted. Therefore, there are various attempts to
apply the IoT by converging blockchain [20]. Horizon is an
open-source project that attempts to collect and analyze all
data by connecting the IoT with blockchain. The nodes
participating in Horizon discover each other using Horizon,
share their transaction information according to smart con-
tracts, and record them in the ledger. Therefore, all Horizon
participants can know one another’s transaction details, and
the content updated through consensus cannot be forged.
Horizon participants are basically divided into producers
and consumers, in which the consumers receive the pro-
ducer’s data. For example, if a consumer wants a certain type
of data and posts the information on Horizon, it matches
with the producer and their transactions are registered in
the blockchain to complete the contract. Currently, eight
functions are provided, including radio content analysis,
aircraft location tracking, and current GPS location tracking
by devices. IOTA is a type of cryptocurrency that supports
the sharing of resources on the IoT. IOTA implements
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Figure 7: Monitoring control unit.

Table 1: Benchmark measurement.

Blood pressure measurement 30~280mmHg, error range ± 3mmHg
Heartbeat measurement 70 cycles per minute

Body temperature measurement 10~40°C, measurement unit 1.0°C, measurement error ± 0:2°C based on the outside temperature

Figure 6: Sensor unit.
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blockchain without blocks but is aimed at exchanging
resources with one another only through a distributed and
shared ledger called Tangle [21].

2.5. Blockchain-Based IoT Platform. This section presents a
plan to solve the existing IoT environment, which cannot
solve the single point of failure problem in the IoT, through
blockchain technology. The IoT environment is divided into
four layers: application service, platform, network, and
device. IoT big data collected from devices is delivered to
the IoT platform through an IoT gateway or broker in this
typical IoT platform. The IoT platform mainly plays the role
of formalizing data after analyzing and processing it for
application services. However, the IoT-based application
service receives data from one platform. In other words, all
application services are bound to depend on the availability
of one platform, which can provide a single point of failure.
The IoT platform fundamentally provides a data hub’s role,
and this paper presents a blockchain-based data hub IoT
platform to solve the abovementioned problems [22]. The
blockchain-based data hub constructs a blockchain that turns
data into blocks by becoming the main body of IoT brokers
and application services. While the existing IoT environment
had a vertical four-layer structure, the blockchain-based IoT
environment horizontally constructs a blockchain layer that
can replace the IoT platform. In the blockchain-based IoT
architecture, such as Figure 4, data collected from IoT devices
is added to the blockchain network either directly or through
the IoT network layer [23].

In the IoT application service, data can be imported from
blockchain networks instead of the IoT platform. In this
structure, the problem with single points of failure disap-
pears, and blockchain technology can be used to ensure reli-
ability and consistency of data.

3. System Configuration and Implementation

The smart healthcare monitoring system we want to imple-
ment in this paper consists of a sensor unit that can sense
the user’s condition, a control unit that can control it, and a
monitoring system that can be checked on smartphones.
Figure 5 shows the proposed system scheme [24].

In Figure 5, the integrated sensor module collects sensor
chip information and stores it in the database through the
control device. The stored data provides information to the
user in real time through the smartphone.

3.1. Sensor Unit. For the smart healthcare monitoring system,
we built and used a sensor module that incorporates each

measurement sensor to acquire stream data (systolic blood
pressure, diastolic blood pressure, heart rate, and body
temperature) [25]. Figure 6 shows the sensor unit.

The sensor unit was attached to the wrist to measure the
biosignals, and the biosignals were measured with reference
to the measurement information in Table 1.

The data used for analysis were data in the same environ-
ment, so they were grouped and transmitted in one packet. It
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Table 2: The status of each user’s biosignals.

Physical condition
Blood pressure (mmHg)

Heart rate (times) Body temperature (°C)
Systolic Diastolic

Step1 Good 100-130 60-80 60-90 35.8-38.0

Step2 Unsound 131-149 80-90 91-140 38.1-39.0

Serious 150-180 90-100 141-180 39.1-39.9

Emergency Over 200 Over 100 Over 180 Over 40
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is configured to be processed as a single packet and transmit-
ted in a single packet. Figure 7 shows the sensor value
received by the sensor unit [26].

3.2. Monitoring Control Unit.We constructed and used a mea-
surement module that can analyze biosignals received via a
Bluetooth module from a sensor unit and output them to a
smartphone.We classified biosignals received from sensor units
by the biosignal-specific condition of users in Table 2 to deter-
mine the degree of risk.Wemade it determine the degree of risk
if two or more biosignals were included in the range [27].

3.3. Algorithm. The algorithm of smart healthcare monitor-
ing systems implemented in this paper is shown in Figure 8.

The proposed algorithm detects abnormal movements
such as falls with the sensor values received from the acceler-
ation sensor and analyzes the biosignals after abnormal
movements are detected to determine the user’s current state
according to the user’s biological condition as in Table 2. If a
three-stage or higher serious condition is detected, an alarm

is sent to the user, requesting a response, and alarms and
the current condition are also sent to the guardian and med-
ical staff. The value of the three axes measured by the sensor
unit’s acceleration sensor is converted to an angle to deter-
mine the target’s posture. The angle measurement using
acceleration uses the angle between gravity and the x-axis.
The angle between gravity and the axis is shown in Figure 9.

When the user is lying down, the angle between gravity
and the x-axis approaches 90°. Therefore, when an abnormal
movement occurs, a movement such as a fall of the user can
be detected through the angle of the target.

3.4. Monitoring System. In this paper, a monitoring system
that allows users, guardians, and experts to check the user’s
measured biometric information anytime and anywhere
using a smartphone was implemented using a JAVA-based
Android service environment. Figure 10 shows the imple-
mented monitoring system [28].

In the interface, the current condition of users can be
identified by classification of the result of the data, items for
monitoring numerical data by an hour and date, and biolog-
ical signal conditions. In addition, a graph item to view the
change of each biosignal was added.

4. Performance Evaluation

To evaluate the system’s performance in this paper, we uti-
lized four biometric signals (20,000 systolic blood pressure,
diastolic blood pressure, heart rate, and body temperature
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Table 3: Data reduction results.

Window size Reduction ratio Accuracy

1000 16.4% 0.932

3000 18.9% 0.941

5000 19.2% 0.972

Average 18.2% 0.948
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datasets) of each of the 50 individuals when an abnormal
movement from the sensor unit was detected. In addition,
each data was classified into the four conditions of good,
abnormal, severe, and emergency, according to an expert’s
diagnosis. Since the biosignal data used in the experiment used
irregular data rather than a linear relationship, the error rate
had to be measured. In this experiment, the error rate accord-
ing to the size change of the sliding window was measured.

Table 3 uses 20,000 datasets and divides the window size
from 1000 to 2000 according to the number of tuples and
reduces data through SVM algorithm classification. As a
result of the experiment, when the size of the window was
divided by 5000, the maximum storage space could be
reduced by 19.2%, which was more efficient than the size of
other windows. The classification accuracy was the highest
at 97.2% when the window size was divided by 5000.

5. Conclusion

As the recent population is expected to experience an
extremely aging society, the demand for smart medical
devices and telemedicine services for constant disease man-
agement is increasing, and the importance and necessity of
the smart healthcare industry is inevitable to form an active
welfare society. Interest in mobile health is also growing in
Korea. In this paper, we proposed a smart health-based mon-
itoring system that detects abnormal movements such as falls
with sensor values received from acceleration sensors and
analyzes basic biosignals of an individual’s blood pressure,
heart rate, and body temperature after detecting abnormal
movements. A monitoring system was implemented using a
JAVA-based Android service environment so that users,
guardians, and experts can check the user’s measured
biometric information anytime and anywhere using a smart-
phone, and the performance evaluation was conducted with
biological signals such as 500 systolic blood pressure,
diastolic blood pressure, heart rate, and body temperature
datasets of 50 individuals. As a result of the experiment, the
SVM algorithm for analyzing biosignals showed an average
error rate of 2%. When the window size was divided by
5000, it was shown to be effective by reducing the maximum
by 19.2% of the storage space. The classification accuracy was
the highest at 97.2% when the window size was divided by
5000. Of the total 5000 evaluation data, 84 results came out
differently, but there were no significant problems; i.e., the
results from the system were lower than the expert’s judg-
ment with approximately 98% accuracy. In the future, we
believe that a more improved system will be achieved with
the addition of ultrasmall biometric sensors and patient posi-
tioning functions, the implementation of a home network
system using wireless sensors, and a study on the develop-
ment of an algorithm that can predict fall accidents before
they happen. This paper has applied blockchain technology
to improve reliability and maintain confidentiality to protect
personal medical information. The accumulation of personal
medical information is stored in data and monitored in real
time using a sensor chip, an Internet of Things technology.
Personal medical information is provided through a smart-
phone in real time.
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