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Multicontroller software-defined networks have been widely adopted to enable management of large-scale networks. However,
they are vulnerable to several attacks including false data injection, which creates topology inconsistency among controllers.
To deal with this issue, we propose BMC-SDN, a security architecture that integrates blockchain and multicontroller SDN and
divides the network into several domains. Each SDN domain is managed by one master controller that communicates through
blockchain with the masters of the other domains. The master controller creates blocks of network flow updates, and its
redundant controllers validate the new block based on a proposed reputation mechanism. The reputation mechanism rates the
controllers, i.e., block creator and voters, after each voting operation using constant and combined adaptive fading reputation
strategies. The evaluation results demonstrate a fast and optimal detection of fraudulent flow rule injection.

1. Introduction

Software-defined networks (SDNs) [1] have been widely
deployed in many application fields, as they replace the con-
ventional TCP/IP architecture with another one that decou-
ples the networking devices from their control
management. This is achieved by moving the network func-
tions that are performed by the network devices to a central
entity, which allows an easy and low-cost network
management.

To manage large-scale and multidomain networks, mul-
ticontroller SDN is proposed [2], where each controller is
responsible for one domain. In multicontroller SDN, there
are two types of communication: vertical and horizontal. In
vertical communication, OpenFlow protocol [3] manages
the southbound interface between the controller and the for-
warding devices, e.g., switches, by telling switches where to
send data flows. The northbound interface manages the com-

munication between the controller and the applications. In
horizontal communication, controllers exchange informa-
tion about network topology between them via their east-
west interfaces.

The horizontal communication allows controllers to
share any update about network topology like the link state,
network devices, changes in the flow table, list of network
hosts, and the association between each switch and its con-
troller. Thus, it is important for controllers to maintain the
same global network view. To this end, an intercontroller
traffic must be exchanged between the controllers, through
their east-west interfaces. So, a logical centralized view of
the network state must be guaranteed for SDN controllers
to facilitate the development of advanced network
applications.

The main concern for the network administrator and
network programmer is to keep the SDN controllers syn-
chronized and having similar network topology information
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to make the correct routing decisions. However, multicon-
troller SDN could be targeted by several attacks [4–6],
including false data injection, where a compromised control-
ler sends fraudulent flow information to other controllers.
This could cause routing malfunctions, routing loops, and
incorrect functionality of firewalls.

To deal with this issue, we propose a security architecture
that integrates blockchain technology with multicontroller
SDN. The main idea of the architecture is to associate a set
of controllers to each domain. Differently from [7] that
deploys many controllers for fault-tolerance purposes, our
architecture is aimed at ensuring a secure and trustworthy
intercontroller communication. To this end, the proposed
architecture considers a master controller and redundant
controllers for each network domain. Each controller can
be master in one domain and redundant in other domains.
The master controller creates blocks of network flow updates,
and the redundant controllers decide whether to validate the
created blocks or not. The architecture also integrates a rep-
utation mechanism that rates the controllers after each vot-
ing operations using constant and adaptive fading
reputation strategies. In this way, malicious master control-
lers and redundant controllers that provide incorrect voting
will be detected. More specifically, the main contributions
of the paper are as follows:

(i) We propose BMC-SDN, a security architecture that
integrates SDN and blockchain technologies to
secure intercontroller communication. BMC-SDN
assigns a single master controller and multiple
redundant controllers to each domain. The control-
lers are members of the blockchain; the master con-
troller creates blocks, and its behavior is monitored
by the redundant ones.

(ii) We integrate a reputation mechanism to BMC-SDN,
which rates controllers according to two strategies:
(1) constant fading reputation that allows forgetting
past operations of the controller at a constant rate
and (2) combined adaptive fading reputation that
rates the controller using different constants accord-
ing to the controller’s reputation. More precisely, the
more the controller misbehaves, the faster positive
histories are forgotten. On the other hand, the more
the controller well-behaves, the faster negative histo-
ries are forgotten.

(iii) We implement the proposed BMC-SDN architec-
ture using different tools such as ONOS, Multi-
Chain, and Mininet software platforms. The
evaluation results show that BMC-SDN can detect
all injected flows with a low detection delay. In addi-
tion, the reputation mechanism allows adaptive
detection time of malicious controllers according to
the requirements of the network administrator.

The rest of this paper is organized as follows: Section 2
presents related work. The system and threat model is given
in Section 3. Section 4 provides a detailed description of
BMC-SDN. The implementation and performance evalua-

tion of BMC-SDN are presented in Sections 5 and 6, respec-
tively. Finally, Section 7 concludes the paper.

2. Related Work

Security of SDN has attracted much attention from
researchers [6, 8]. Tayfour and Marsono [9] proposed a col-
laborative technique to detect and mitigate distributed
denial-of-service (DDoS) flooding attacks on software-
defined network (SDN) across multicontroller domains,
using sflow-RT [10] and Snort rules. Halder et al. [11] pro-
posed a mechanism that detects conflicts in distributed
SDN controller environment. Each controller generates a
directed graph from the forwarding rules. The different
graphs are merged to generate a global network state, which
allows detecting any kind of flow rule violation and forward-
ing loops. Das et al. [7] proposed an SDN architecture that
replaces the single controller with multiple independent con-
trollers, which allows tolerance to controller failure. Varad-
harajan et al. [12] proposed a policy-based security
architecture for a multidomain SDN network. The packet
flows are analyzed to identify an eventual unauthorized flow
and dynamically update security policies.

Blockchain has been adopted as an option to secure
one-controller SDN. Derhab et al. [13] proposed BICS
(Blockchain-based Integrity Checking System), which sends
the traffic flow rules of the vSwitch to the blockchain. The
fraudulent flow rules are detected if the rules sent by the
SDN controller are different from the ones in the block-
chain. In [14], the blockchain is also used to secure the
communication between the SDN controller and the other
network elements against false flow rule injection. In [15],
a blockchain mechanism is proposed to protect against
unauthorized access and DDoS attack. In this mechanism,
the switches are registered and verified using zero proof
of knowledge. They are also validated in the blockchain
using a voting-based consensus mechanism. Also, a Boltz-
mann deep learning machine is applied to identify anoma-
lous flow traffic. DistBlockNet [16] verifies and validates the
version of the flow rule table using a blockchain and down-
loads the latest flow rules for the IoT forwarding devices.
TrustBlock [17] computes the trust values of SDN nodes
based on blockchain. The consensus mechanism of the
blockchain is used to filter out dishonest nodes that provide
unfair recommendations.

Blockchain is also used to secure multicontroller SDN.
Fernando and Wei [18] proposed an infrastructure compris-
ing two layers: (1) multicontroller SDN networking layer and
(2) blockchain-based layer. The control/management com-
mands of the SDN controller are hashed and recorded in a
smart contract of the blockchain and sent to the targeted
SDN controller. The latter verifies the integrity of the com-
mand by checking the smart contract. Yang et al. [19] pro-
posed BlockTC, a distributed blockchain-based trusted
multidomain collaboration for mobile edge computing,
wherein all SDN controllers use the blockchain to obtain
topology information of other domains and verify the legiti-
macy of the routing. Azab et al. [20] proposed a system,
where multiple controllers manage the same set of switches.
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The blockchain is used to ensure consistency between SDN
controllers. The switches and the controllers are considered
nodes in the blockchain. When the switch broadcasts its
request to all controllers, each node in the blockchain can
verify and validate the request. Kataoka et al. [21] proposed
a trust list that is distributed among IoT devices using block-
chain and SDN. The IoT devices can only trust other devices
and services that are whitelisted in the trust list.

Blockchain is also proved to be a promising technology to
mitigate false data injection in IoT networks. For example,
Cheikhrouhou and Koubaa in [22] leveraged blockchain
technology to secure localization in IoT networks and guar-
antee the correctness of the shared information. The pro-
posed solution permits detection of false data injection and
therefore reduces the localization error.

3. System and Threat Model

As shown in Figure 1, we consider an SDN network with
multiple and distributed controllers. The general SDN archi-
tecture contains three layers: application, control, and data
layers. The application layer contains programs that explic-
itly communicate their network requirements and desired
network rules to the controllers. The control layer contains
N controllers deployed in a distributed manner. The data
layer contains devices that are configured in N different
domains. Each domain is controlled by one master control-
ler, and each master controller has more than one slave or
redundant controllers. In addition to its primary role, the
master controller is configured as a redundant controller
for more than one domain. The controllers in a distributed

multicontroller SDN keep the same network global view
(i.e., same topology and same link status). Any change in
the state of each controller such as new flow configurations
and link failures must be quickly sent to other controllers.
If the controllers have an inconsistent view, the network
strategies may not be executed correctly, which could cause
network misconfigurations such as routing loops, packet
losses, and firewall leaks.

Figure 2 shows the possible threats and attacks that could
occur in a multicontroller SDN architecture. If the communi-
cation between controller C1 and the other controllers fails,
then the network could be partitioned. In this case, if the net-
work topology changes in the domain of controller C1, the
other controllers cannot be informed and vice versa. There-
fore, the controllers could make routing decisions based on
their own old view of the network topology, which could lead
to unforeseen events.

Moreover, an attacker can intercept the communication
between controllers and injects false data. This man-in-the-
middle attack (Figure 2: arrow 1) can lead to an inconsistent
network view, which leads to routing errors such as routing
loops (Figure 2: arrow 2), firewall leaks, poor and false rout-
ing decision, and congestion of critical links when the major-
ity of the false flow rules go through the same link, which
ultimately affects the performance of the network.

In addition, it is possible for an attacker in this communi-
cation model to spoof controllers (Figure 2: arrow 3) and
send false information about the topology, the state of the
links, and the hosts of each domain. This false information
can cause several problems such as traffic congestion, device
overloading, and wrong routing information.
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Figure 1: General architecture of multicontroller SDN.
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Figure 3: The proposed BMC-SDN architecture.
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Figure 2: Threat model for multicontroller SDN architecture.
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Another critical attack could be launched by exploiting
some APIs that are offered by the SDN controller [23]. These
APIs allow developers to implement new network control
applications. Indeed, if an application is compromised
(Figure 2: arrow 4), the security of the entire network can
be compromised. Such an attack can have dramatic conse-
quences such as the modification of the behavior of the net-
work and the intercepting of the network traffic, which can
trigger large distributed denial-of-service attacks [24].

4. Blockchain-Based Multicontroller Software-
Defined Network (BMC-SDN)

In this section, we provide a description of the proposed
BMC-SDN architecture. The aim of BMC-SDN is to protect

the control layer of the SDN architecture, previously pre-
sented in Figure 1, against the different attacks previously
discussed in Section 3. To this end, BMC-SDN uses block-
chain to protect the communication among controllers.
Figure 3 gives a general overview of our proposed BMC-
SDN solution. The control layer is protected thanks to block-
chain. More precisely, all controllers are members of a block-
chain network, and they communicate with each other via
this blockchain. In BMC-SDN, we focus on the security of
the control layer and the east-west communication of this
layer. For the security of the communication between the
controllers and the data layer devices, we consider our work
in [13, 14]. Let N be the number of controllers in the net-
work. For each domain, we select a single master controller
and M redundant controllers, 2 ≤M <N . The redundant
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Figure 4: BMC-SDN sequence diagram.
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controllers replace the master controller in case of failure. A
redundant controller cannot replace several master control-
lers unless it is the only available redundant one. The selec-
tion of the redundant controller that will replace the master
controller is made according to its identity. More precisely,
the redundant controller with the smallest ID is selected. In
addition, the M redundant controllers of the same domain
monitor the behavior of their master controller and partici-
pate in the consensus of validating the data blocks created
by the master controller.

Figure 4 shows the sequence diagram that explains the
main steps and operations in BMC-SDN. The master con-
troller is responsible for orchestrating the traffic of its
domain, and its redundant controllers monitor the domain,
receive the same events, and apply the same updates as the
master controller but have no influence on the domain. A
redundant controller can control the domain in case the mas-
ter controller fails as already explained. The controller has a
local structure that contains OpenFlow commands [3] and
local information such as network topology, list of hosts,
and link state. This information could be changed due to sev-
eral events such as topology change, link failure, and device
failure. In case of any change, the master controller receives
the corresponding event, performs the required update, and
informs the other controllers. So, the master controller cre-
ates a block containing these updates and sends it through
the blockchain to its redundant controllers. The latter, which
have already received the same event as the master, validate
this block according to the following consensus protocol: If
the number of redundant controllers validating the block
exceeds a threshold S, then the consensus is reached. In this
case, the block is considered valid and will be added to the
blockchain. This allows all controllers to have a global view
of the entire network. If the consensus is not reached, the
block is considered invalid. In this case, the master controller
and the redundant controllers who validated this block will
be negatively rated, as explained in Section 4.2.

4.1. BMC-SDN Trusted Node. The trusted node in BMC-SDN
has the read and write permissions on the blockchain. All the
master controllers are considered trusted nodes. They can
read from blockchain and create new blocks. The creation
of a new block is triggered by receiving a new external event
that is sent from the data layer. When a master controller
receives new information from the data layer devices of its
domain, like flow rule request, it creates a new block contain-
ing adequate information and shares this new block with the
redundant controllers for validation. The validated block is
shared with all controllers in the network. Therefore, each
controller can build the same global network view.

4.2. BMC-SDN Consensus and Reputation Mechanism. The
consensus process is performed by the redundant controllers.
These controllers are considered miners. They are responsi-
ble for validating newly created blocks. After creating a new
block by the master controller, the new invalid block is
shared with the miners. The miners start the validation pro-
cess by comparing the similarity between the information
contained in the invalid block and their local information.

The miners receive the same request as the master controller
and then generate the needed reply. For example, they gener-
ate the same flow rule for the same flow rule request. So, the
miner can check the similarity and accordingly validate the
new block. Upon validation, the new block will be added to
the chain. Miners who have a different opinion than the
majority and the master controller whose block has not been
validated could be considered a malicious controller. The
detection of the malicious controller will be calculated based
on the below reputation mechanism.

This reputation mechanism is seen as an additional layer
of security to protect the control layer and therefore the
entire network. This mechanism is based on the reputation
management of controllers. Each controller Ci has a reputa-
tion value Ri shared between miners in the same blockchain.
The value of Ri is between 0 and 1 (0 ≤ Ri ≤ 1). In this mech-
anism, each controller can be in one of the following three
states, depending on its reputation value Ri:

(i) Trustworthy controller, if Ri ≥ 0:8. In this case, the
information sent by the controller is evaluated and
taken into account by the miners.

(ii) Suspicious controller, if 0:5 ≤ Ri < 0:8. In this case,
the information sent by the controller is evaluated
but are not taken into account by the miners.

Mininet

MultiChain

SDN controllerSDN controller SDN controller

Figure 5: Implementation of BMC-SDN architecture.

Table 1: SDN implementation parameters.

Parameter Value

Number of SDN domains 3

Number of redundant controllers 2

Number of switches [10-100]

Number of hosts [10-450]
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(iii) Malicious controller, if Ri < 0:5. The communication
traffic of this controller is ignored by others, until
intervention of the network administrator. When
Ri < 0:5, the reputation of Ci is continuously
updated and switches to the suspicious and the trust-
worthy states when Ri ≥ 0:5 and Ri ≥ 0:8,
respectively.

The miner controllers evaluate the controller Ci accord-
ing to the consensus result:

(i) If the consensus is reached, the block sent by the
master controller will be validated and the value of
its reputation increases.

(ii) If the consensus is not reached, the block sent by the
master controller will not be validated, and thus, the
value of its reputation decreases.

(iii) For miners who have the same opinion as the major-
ity, their reputation will increase.

(iv) For miners who have a different opinion than the
majority, their reputation will decrease.

More precisely, the value of Ri is computed as follows:

(i) We compute the reputation of controller Ci, denoted
by RPi, during each time period (or observation

interval). Formally, RPi = Pi/TPi, where Pi is the
number of positive participation and TPi is the total
number of positive participation made by controller
Ci in blockchain operations (creation and validation
of blocks).

(ii) If RPi < 0:5, the reputation of Ci during the current
time period RTi is set to 0. Otherwise, it is set to 1.

(iii) Ri = ωRi + ð1 − ωÞRTi, where ω ∈ ½0, 1� is a constant
fading (or discount) factor for past participations.

By using the constant fading factor, both positive and
negative histories are forgotten at the same rate. Let us con-
sider the following scenario:

(i) If ω is low, we have two scenarios:

(a) If the controller is trustworthy and starts behav-
ing maliciously, then the positive history will be
forgotten slowly, and hence, detection time of
the controller will be high.

(b) If the controller is malicious and starts well-
behaving, then the negative history will be for-
gotten slowly, and hence, redemption time of
the controller will be high.

(ii) If ω is high, we have two scenarios:

Table 2: Description of the data structures.

Data stores Description

Mastership store Associates between each switch and its master.

Network topology store Describes the network topology in terms of links and switches.

Flow store
Saves the flows of each switch from the master controller to the slave controller, when a change in the flow table is

detected.

Host store Manages the list of network hosts.

Application store Manages the application inventory.

Intent store
Manages the inventory of intentions. Intentions are part of the ONOS intention framework used by applications
to define the network policy, without specifying in detail how the data plan should actually be programmed.

Component
configuration store

Stores system-wide configurations for various software components in ONOS.

Network configuration
store

Stores the inserted network configurations in ONOS.

Security mode store
Manages the authorizations granted to applications using the RAFT protocol [33]. Instead, security violations are

handled using antientropy protocol.

yassine@ubuntu:~$ python3 attack.py 10 1 100
flow rules injection at : 27/06/2019 12:48:00
flow rules injection at : 27/06/2019 12:48:01
flow rules injection at : 27/06/2019 12:48:02
flow rules injection at : 27/06/2019 12:48:03
flow rules injection at : 27/06/2019 12:48:04
flow rules injection at : 27/06/2019 12:48:05
flow rules injection at : 27/06/2019 12:48:06
flow rules injection at : 27/06/2019 12:48:07
flow rules injection at : 27/06/2019 12:48:08
flow rules injection at : 27/06/2019 12:48:09

Figure 6: Attack experiment.
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(a) If the controller is trustworthy and starts behav-
ing maliciously, then the positive history will be
forgotten quickly, and hence, detection time of
the controller will be low.

(b) If the controller is malicious and starts well-
behaving, then the negative history will be for-
gotten quickly, and hence, redemption time of
the controller will be low. In this scenario, the
controller could take advantage of the reputation
system and act maliciously most of the time, and
when its state becomes suspicious or malicious, it
just needs to perform few positive operations to
return back to the trustworthy state.

Based on the above scenarios, we can observe that using a
constant fading factor has some disadvantages. To deal with
this issue, we propose using different fading factors according
to the reputation of the controller, as follows:

Ri =

ω3Ri + 1 − ω3ð ÞRTi, whenRi ≥ 0:8,

ω2Ri + 1 − ω2ð ÞRTi, when 0:5 ≤ Ri < 0:8,

ω1Ri + 1 − ω1ð ÞRTi, whenRi < 0:5,

8
>><

>>:

ð1Þ

where ω3, ω2, ω1 ∈ ½0, 1� and ω3 > ω2 > ω1. The above equa-
tion uses combined fading factors, i.e., the more the control-
ler misbehaves, the faster (resp., the slower) positive histories
(resp., negative histories) are forgotten. On the other hand,
the more the controller well-behaves, the faster (resp., the

slower) negative histories (resp., positive histories) are
forgotten.

5. Implementation

5.1. Implementation Environment. In this section, we
implement the blockchain-based secure multicontroller
architecture, as shown in Figure 5, using the following
components:

(1) SDN Controller. We use the Open Network Operat-
ing System (ONOS) [25] to implement the SDN con-
troller. It provides the control plane that supports the
deployment of several controllers as a domain. The
implementation parameters of the SDN controller
are shown in Table 1.

change in the flows detected at : 4779.450109651
beginning flows consensus at : 7.435599945893046e-05
flows consensus not reached : 0.014997593999396486
change in the flows detected at : 4780.477349598
beginning flows consensus at : 0.00041047700051422
flows consensus not reached : 0.011957839000388049
change in the flows detected at : 4781.512537601
beginning flows consensus at : 0.0019234029996368918
flows consensus not reached : 0.01648936000037793
change in the flows detected at : 4782.447263833
beginning flows consensus at : 6.89349999447586e-05
flows consensus not reached : 0.00740328000141603
change in the flows detected at : 4783.471580368
beginning flows consensus at : 7.303100028366316e-05
flows consensus not reached : 0.006153847999485151
change in the flows detected at : 4784.499386722
beginning flows consensus at : 5.969700032437686e-05
flows consensus not reached : 0.009625300000152492
change in the flows detected at : 4785.525112233
beginning flows consensus at : 0.0003000189999511349
flows consensus not reached : 0.008857314999659138
change in the flows detected at : 4786.464522001
beginning flows consensus at : 8.203200013667811e-05
flows consensus not reached : 0.008540415000425128
change in the flows detected at : 4787.491404742
beginning flows consensus at : 0.0008176770006684819
flows consensus not reached : 0.00939876600023262
change in the flows detected at : 4788.525482673
beginning flows consensus at : 0.0042841750000661705
flows consensus not reached : 0.012104711000574753

Figure 7: Detection experiment.

Table 3: Detection rate vs. number of attacks.

Number of attacks Detection rate (%)

10 100

20 100

30 100

40 100

50 100

60 100

70 100

80 100

90 100

100 100
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(2) Blockchain. We use MultiChain [26], an open source
platform to implement a private blockchain. It can
assign privileges to nodes and control who can con-
nect, send, and receive transactions and who can cre-
ate flows and blocks. Each MultiChain node is
accessible through the MultiChain Web Demo [27],
which is a simple web interface for multiChain
blockchains.

(3) Mininet [28]. It creates a virtual network supporting
OpenFlow [3] and consisting of switches and real
applications that are deployed on a single machine
(virtual or real machine or cloud).

The code that we used to implement BMC-SDN can be
found in [29]. In addition, we use other tools to implement
our solution, such as Postman [30], an application that allows
sending http requests and manage authentication. We also
use SecureCRT [31], which is software for network adminis-
tration and end-user access. Our solution is implemented
using Python programming language, and some libraries like
HTTPBasicAuth, and Requests that authenticate and interact
with REST APIs of the ONOS SDN controllers, respectively.
We also use JSON (i.e., JavaScript Object Notation) [32] in
order to represent data that are processed by the controller
data.

5.2. Data Structures. We handle data stores, which are the
real distributed data structures in ONOS controllers; the
main ONOS Stores are presented in Table 2.

Among the distributed stores presented in Table 2, there
are those that are related to the behavior of the data plane
such as the network topology store, the flow store, and the
host store. The other distributed stores are considered appli-
cation-specific.

6. Performance Evaluation

In this section, we evaluate the performance of BMC-SDN
using the following metrics:

(1) Total Execution Time. It represents the required time
to transfer a flow through the blockchain, denoted by
(TTotal). It is the sum of three elements, relating to the
number of switches and the number of hosts in the
network, namely, (1) the consensus time, (2) the time
to send a block, and (3) the time to update data:

TTotal = TConsensus + TSent + TUpdate: ð2Þ

(2) Detection Rate (DR). It represents the ratio of the
number of detected attacks to the total number of
injected attacks.

(3) Detection Time (DT). It records the required time to
detect malicious controllers.

To assess the robustness of our BMC-SDN solution, we
inject fraudulent flows at the controller, as depicted in

Figure 6. In Figure 7, we can see that these flows are detected
as malicious and reported to the administrator by adding an
entry to the log file, containing details of the detected
anomaly.

Table 3 represents the detection rate according to the
number of injected attacks. As shown in the table, BMC-
SDN ensures the detection rate of 100%, which indicates suc-
cess in detecting all the injected attacks in the network. As the
redundant controllers have the same network view as the
master controller, any fraudulent flow that is injected by
the master is detected by the redundant ones during the block
validation.

As shown in Tables 4 and 5 and Figure 8, we can observe
that the total execution time increases as the number of
switches increases. We can also observe that the execution
time of the consensus increases when the number of switches
and hosts is increased. However, the recorded values of exe-
cution time are very low.

Figure 9 shows the detection time of the reputation
mechanism when the controller behaves maliciously under
three values of constant fading factors ω = 0:2,0:5,0:8 and
under the combined fading factor such that ω3 = 0:8, ω2 =
0:5, and ω1 = 0:2. We can observe that the reputation of the

Table 4: Execution times vs. number of switches.

Number of switches CTC (s) TTBC (s) UTBC (s) TT (s)

10 0.019 0.007 0.018 0.055

20 0.037 0.012 0.013 0.062

30 0.054 0.013 0.02 0.087

40 0.044 0.016 0.035 0.095

50 0.059 0.019 0.025 0.103

60 0.108 0.035 0.049 0.192

70 0.089 0.053 0.059 0.201

80 0.109 0.093 0.079 0.281

90 0.15 0.074 0.099 0.323

100 0.193 0.053 0.087 0.333

CTC: consensus time; TTBC: transfer time within the blockchain; UTBC:
update time from the blockchain; TT: total time.

Table 5: Execution times vs. number of hosts.

Number of hosts CTC (s) TTBC (s) UTBC (s) TT (s)

10 0.017 0.007 0.002 0.026

50 0.018 0.007 0.012 0.037

100 0.014 0.008 0.014 0.036

150 0.026 0.028 0.018 0.072

200 0.037 0.026 0.017 0.08

250 0.043 0.036 0.032 0.111

300 0.039 0.036 0.029 0.104

350 0.047 0.038 0.047 0.132

400 0.045 0.04 0.056 0.141

450 0.051 0.055 0.049 0.155

CTC: consensus time; TTBC: transfer time within the blockchain; UTBC:
update time from the blockchain; TT: total time.
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controller decreases slowly under high constant fading factor,
and hence, high detection time is achieved (i.e., ω = 0:8), and
decreases quickly under low constant fading factor, and
hence, low detection time is achieved (i.e., ω = 0:2). We can
also observe that the combined fading factor employs differ-
ent fading factors depending on the reputation of the con-
troller. When Ri ≥ 0:8, it slowly decreases when the fading
factor is high (i.e., ω = 0:8). When Ri < 0:8, it decreases at a
higher speed, and hence, lower detection time is achieved.

7. Conclusion

In this paper, we have proposed BMC-SDN, a blockchain-
based multicontroller architecture for secure software-
defined networks. In this architecture, we cluster network
devices into SDN domains. One master controller and multi-
ple redundant controllers are assigned to each SDN domain.
We have used a blockchain where the master controller cre-
ates blocks of network flow updates, and redundant control-
lers validate the blocks. After each voting operation, a
reputation mechanism is invoked to rate the controllers,
i.e., block creator and voters. The reputation mechanism
employs constant and adaptive combined fading reputation
strategies to manage and customize the detection time of
malicious controllers. The proposed security architecture
has been implemented and tested using ONOS, MultiChain,
and Mininet software platforms. The evaluation results have
reached 100% detection of flow rule injections in a short
time. In addition, the proposed combined-fading reputation
mechanism has allowed adaptive configuration of fading
parameters to reach desired detection time. As BMC-SDN

only considers the security of east-west interfaces, we plan
as future work to cover the rest of the security planes of
SDN architecture, especially the southbound interfaces.

Data Availability

We used data generated from attack scripts and simulators.
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