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This project uses Openﬁre to implement a virtual 3D animation instant messaging system, which is easier to use and more
expandable. The main work of the client is to implement the Extensible Messaging and Presence Protocol (XMPP) and use
XMPP to transmit data to the server side and receive data from the server side, while Openﬁre is built by the server side to use.
To address the problem that the current mainstream face key point localization model is less robust to complex environments,
this project adopts a deep learning-based approach to design and implement the face key point localization model, through data
preprocessing, model design, and model training, to achieve a robust model that can locate 68 face key points and complete the
migration of the model to mobile. The current video communication often suﬀers from delay and lag, so this project uses face
key point data instead of video stream data transmission to reduce the pressure on the network. This topic also uses voice
coding and decoding, noise reduction, echo cancellation, and other processing to solve the problems of noise interference and
echo interference in voice transmission. This paper also introduces the creation, import, and loading of 3D virtual models, and
explains how to use face key point association to drive 3D animation models, how to make the drive smoother and more
natural, and using individual face key points as an example.

1. Introduction
Video communication in instant messaging systems usually
requires high real time and stability; otherwise, it is prone
to data delay, playback lag, and other instability. Due to the
inﬂuence of an unstable network environment, the data are
easily disturbed by various factors during transmission,
resulting in the data not being broadcasted properly at the
receiving end [1]. The goal of this topic is to design a virtual
video chat system combined with virtual reality, which needs
to be based on application scenarios, transforming from the
original transmission of video data to the transmission of
user’s face key point data and handling transmission abnormalities [2]. At the same time, because this topic is not based
on video streaming instant messaging, but 3D virtual animation video chat, the user sees the expression animation of the
virtual animation model during the chat, so the data format
transmitted in the network is the dataset of face key points
and voice data, and this topic is based on the actual applica-

tion scenario; there are high requirements for the noise
reduction and echo cancellation of voice; the synchronization
of voice and animated expressions and speech optimization
become the urgent problems in this project [3, 4].
With the rapid development of computer network technology, the advantages of applying virtual reality technology
in the ﬁeld of instant communication have become greater
and greater [5]. In a comprehensive and detailed exploration
of the virtual reality technology applications that exist in
computer communications, virtual reality technology plays
an important role in communication networks, including
enhancing resource utilization, device redundancy, immersion, interactivity, conceptualization, and holography [6].
Research of combining instant communication with virtual
reality is still challenging due to the current problems of
poor computing power, unstable data transmission, and
large transmission delay on the mobile side. The ability to
integrate communication and computing is used in the
future 5G mobile communication network with multilevel
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computing to solve the problem of the limited computing
power of mobile terminals, eﬃcient spectrum sensing,
layered coding, and airport adaptive transmission to overcome the problem of unstable mobile channel transmission
and delay guarantee mechanism to ensure the delay of
mobile ARIVR services. However, research on the application of combining instant messaging with virtual reality
technology is relatively routed and still in the exploration
stage [7]. The system targets autistic patients and can measure patients’ gaze-related index during their interaction
with virtual companions, and this index can be mapped to
their corresponding anxiety level. At the same time, the
system can inﬂuence the patient’s task performance and
gaze-related index in response to the virtual companion’s
emotions [8]. Apple’s release of Animoji enables the
communication between users using 3D animated emesis.
The implementation principle is to use facial recognition
sensors to detect changes in user expressions and record user
speech with a microphone to generate cartoonist 3D animated demos that can be shared by users with each other
via iMessage [9]. The release of this feature has reaped a
strong response from the community, stimulating interest
and raising the interest of researchers in related ﬁelds. This
topic will combine virtual reality and instant messaging,
with the client driving 3D virtual models by parsing key
point positioning data of faces to achieve virtual animated
real-time communication [10].
In recent years, research in face key point localization has
become increasingly abundant and mature, while research in
deep learning has also made many breakthroughs, bringing
better innovative approaches and more opportunities for
other related research ﬁelds. The key point localization is
the foundation of face recognition and other research, and
the application scenarios are very broad [11]. As shown in
Figure 1, the researchers have proposed many algorithms
for face key point localization and achieved good results in
related ﬁelds, but in practical applications, faces are often
aﬀected by various internal and external factors such as
expression, posture, lighting, and occlusion, making it very
diﬃcult to achieve accurate face key point localization, which
remains a great challenge [12]. This topic will address the
design and optimization of the face key point positioning
model and its application in mobile based on the actual application scenarios.
This topic is based on the XMPP to implement an
instant messaging system combined with virtual reality.
The system includes a client and a server. The client side
realizes to build and maintain an instant communication
system: based on the basic instant communication system,
it locates the face key points in each frame of the video
stream through the face key point positioning model,
records, noise reduction, echo cancellation, encoding, and
packaging the user’s voice in real-time through the client
microphone, and transmits the face key point positioning
data and voice data to the friend user in real time. After
receiving the face key point data, the 3D animation model
is driven to enable the virtual model to make real-time accurate expressions, while decoding and playing the received
voice data.
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2. 3D Virtual Animation Key Point Model
Design and Implementation
2.1. 3D Virtual Animation Is Raw Data Preprocessing. The
design and implementation of the face key point localization
model are developed using TensorFlow, and the model training is completed before exporting the ﬁle and porting it to the
mobile application [13, 14]. The model design and implementation are divided into three parts: data preprocessing,
model building, and model training. The main purpose of
data preprocessing is to prepare data for model building,
and the eﬀect of modeling is greatly aﬀected by good or bad
data preparation; the model building is to research and
analyze relevant algorithms, design a model that meets the
subject matter, and make improvements in experimental
analysis; model training is to learn the preprocessed data
through relevant machine learning algorithms to get a model
that can be used for predicting new data, which is a process of
continuous iteration and exploration.
The data for this project is based on the 300 W challenge
data, a well-known benchmark for evaluating key point
detection algorithms. The challenge datum is a combination
of image compilation from ﬁve datasets: LFPW, HELEN,
AFW, IBUG, and the private 300 W test set. The last private
300 W dataset was originally used to evaluate eligibility for
the competition and was then privately owned by the competition organizers, hence the name. Each image in the dataset
has 68 markers with bounding boxes generated by the face
detector. In this project, the 300 W challenge data are divided
into a training set part and a test set part [15]. The training
part includes the AFW dataset, the training subset of the
LFPW dataset, and the training subset of the HELEN dataset,
containing a total of 3148 images. The test section includes
the remaining datasets: the IBUG dataset, the private 300 W
test set, the best subset of the LFPW dataset, and the best
subset of the HELEN dataset. In all datasets, each image
corresponds to a text ﬁle with the coordinates of 68 key
points of the face [16].
In the data preprocessing of this project, the dataset is
ﬁrstly expanded: combined with the speciﬁc application
scenario of this project, the dataset is ﬂipped, panned,
rotated, and scaled to improve the coupling between the
dataset and the application scenario while increasing the
number of the dataset. For each image in the dataset, we ﬁrst
ﬂip the image left and right and then ﬂip the data of 68 coordinate points corresponding to the image, and the dataset
becomes twice the original one after the ﬂip is completed.
After the ﬂip is completed, each image and its corresponding
face key point coordinates are randomly panned, rotated, and
scaled, and the ﬁnal output is 112 ∗ 112. Since the original
image is the input of the convolutional neural network in
the model, the size needs to be equal, so here the image size
is uniﬁed into 112 ∗ 112, and ﬁnally, each image is expanded
into 20 images after the above operation. For the translation
transformation, the translation is relatively simple, which is a
simple coordinate addition and subtraction process:
h

i
x ′ y ′ 1 = ½ dx

dy

1 :

ð1Þ
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Figure 1: Framework diagram of combined virtual reality instant messaging system.

Calculation with the transformation matrix is as follows:
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For the rotational transformation, the formula is calculated to obtain the following relation:
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For the scaling transformation, if the original coordinates
are scaled directly, the center point of the image will be shifted.
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If you want to keep the center point unchanged, you can
ﬁrst translate the center point to the origin, then scale it, and
then translate it back, i.e.,
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2.2. 3D Virtual Animation Key Point Model Construction
Design. The face key point localization model is based on a
cascaded convolutional neural network, which mainly
includes three parts (convolutional neural network, connection layer, and point coordinate similar inversion), and the
original image is passed through two convolutional neural
networks connected by the connection layer, and then, point
coordinate similar inversion is performed to obtain the ﬁnal
68 face key point coordinate results.
As shown in Figure 2, the convolutional neural network
used in this model includes a total of four convolutional pooling operations and two fully connected layers; each convolutional pooling operation contains two convolutional layers
and one pooling layer, the pooling layer uses the maximum
pooling method, and the fully connected layer uses ReLU as
the activation function. The key point coordinates initialized
by the key point oﬀset are summed up after the original
image passes through the convolutional neural network to
obtain the key point coordinates of the face in the ﬁrst layer
of the network.
The main purpose of the connection layer is to similarly
transform the original image and its corresponding face key
point coordinates, so that the image head pose changes to
the standard position to reduce the impact of the diﬀerent
image head poses on the model; meanwhile, the connection
layer generates the key point heat map according to the face
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Figure 2: Block diagram of face key point localization model.

key point coordinates as the input of the second layer of the
convolutional neural network; the key point heat map can
better provide the face key point information and reduce
the connection layer which mainly consists of four parts:
similar transformation parameter calculation, image similar
transformation, heat map generation, and feature map generation [17]. Among them, the similar transformation parameter calculation part calculates the parameters to similarly
transform the image and key points to the standard position
based on the initialized key point coordinates, the output
value of the ﬁrst layer, and the formula introduced in the data
preprocessing and obtains the parameters of the similar
transformation inverse transformation [18–20]. The heat
map generation section ﬁrstly transforms the key point coordinates of the face by similar transformation and then generates the key point heat map according to the transformed key
point coordinates as the second input of the second layer network. The feature map generation section takes the output of
the ﬁrst fully connected layer of the convolutional neural
network as the input and passes through a fully connected
layer to obtain the feature map as the third input of the
second layer network, which is used to add feature information to the heat map.
The three outputs of the connection layer are used as the
input of the second layer network, and after the second layer
convolutional neural network, the key point oﬀset of the
second layer network is obtained, and the result of the similar
transformation with the key point coordinate result of the
ﬁrst layer is added to obtain the face key point coordinate,
which is the result of the similar transformation; therefore,
it is necessary to use the inverse transformation parameters
obtained from the connection layer to perform the similar
inverse transformation of the point coordinates to obtain
the result of the second layer network, which is the ﬁnal face
key point coordinate result.
For model training, the two layers of networks are trained
separately, and after the training of the ﬁrst layer is
completed, the training of the second layer of networks is

continued. The error rate is calculated as the Euclidean
distance between the model prediction result and the real
68 key points divided by the distance between the two pupils
of the face of that image [21]. The training results are shown
in Figure 3. The error rate of the ﬁrst layer network is higher
and harder to converge because the ﬁrst layer network only
contains a convolutional neural network, and the separate
convolutional neural network is diﬃcult to achieve better
results for the face key point localization problem, and the
input of this model is the whole picture, which increases
the diﬃculty of key point localization; therefore, the ﬁrst
layer network is less eﬀective. The results of the second layer
network training show that the second layer network
converges faster and has a lower error rate due to the introduction of the face heat map, which again veriﬁes the eﬀectiveness of the cascade structure in the model and the
advantage of the face heat map.
2.3. 3D Virtual Animation Is a Basic Instant Module Design.
Functional requirements are the most basic conditions that
a system can meet, but a system designed only based on functional requirements usually cannot be used directly by users,
because in the process of use, users usually require the system
to meet certain performance standards. The unit learning
theme is the structured part of “association and structure”.
The goal of unit learning is to grasp the essence of knowledge.
The unit learning activity is a part of activity and experience,
transfer, and application. Therefore, the theme of unit learning is to move from “knowledge units” to “learning units”,
based on students’ learning and development, and to organize the “learning” units in a big conceptual way. The logic
of the subject reﬂects a rich, three-dimensional activity and
openness. In the past, subjects were usually closed, but now
we want to turn them into something open and unﬁnished,
with unﬁnishedness and openness, providing space for
students to explore and rediscover. We randomized the data
according to an 8 : 2 distribution. Performance requirements,
that is, nonfunctional requirements, refer to the design of the
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Figure 3: 3D virtual animation key point model training results.

system should meet some principles and functional minimum restrictions, performance indicators to be greater than
these minimum requirements, and constraints to meet the
needs of users. The good or bad performance of a system
determines the user experience of this system, that is, the
success or otherwise, so we should consider all aspects of
the system’s performance as much as possible during the
preparation of the system. For performance requirements,
the system considers a total of ﬁve major aspects, which are
the simplicity of the system, the response time of the system,
the compatibility of the system, the maintainability and
expandability of the system, and the ease of use of the system.
For the basic instant messaging module, it mainly needs
to implement a user system, buddy system, and communication system, speciﬁcally user registration, user login, buddy
management, and real-time communication with the client.
For user registration, the client ﬁlls in the user’s name information and password information and transmits them to the
server side for processing. The server side processes the
registration request, generates a unique identiﬁer on the
server side upon success, and writes this user information
to the database. When a user logs in, username and password
information are transmitted to the server side for processing,
and the server side processes the log-in request. If the user
account or password is entered incorrectly, the prompt
“Account or password error” is returned; otherwise, the user
is redirected to the client communication homepage.
Friendly management mainly includes adding friends
and friend lists [22]. After the user logs in successfully, clicking View Buddy List will request the buddy data from the
server, and when it succeeds, all the buddies will be returned,
and the client will display them in the form of a list. When
you click Add Buddy, the requested data is saved in the database, and when the other party accepts the request, the server
saves the buddy relationship and updates the data in the
client’s buddy list. In real-time communication, the client
clicks on a buddy for real-time communication and sends a
message, which is transmitted to the other buddy by the
server in real time, and similarly, if a buddy message is
received, the client receives it in real time and displays it in
the conversation interface [23]. The client saves each chat
log to the local database and loads the chat log every time it
opens a conversation with a friend. If a friend sends a mes-

sage to this client when this client is not online, the message
data is saved in the server’s oﬄine message database and the
oﬄine message is loaded immediately when this client logs
in. The design of the basic instant messaging module is
shown in Figure 4.
With the sound module, it mainly needs to realize voice
recording, voice coding and decoding, and sound playback.
For voice recording, the client collects the voice data in real
time through the microphone and decomposes the voice data
into multiple voice packets of the same size according to the
speciﬁc size. Since the actual application scenario of this topic
requires simultaneous recording and playback of voice and
the use of voice playback, it generates large noise interference
and echoes interference, so the recorded voice needs to be
coded noise reduction, echo cancellation, and other processing. In the voice coding and decoding, for the recorded voice,
each recorded voice packet needs to be coded and rewritten,
then saved as a ﬁle and transmitted; for the received voice,
each received voice packet needs to be decoded and played
back. When the voice is played, the voice packets need to
be cached and processed, and the voice needs to be played
in order, and at the same time, the synchronization process
with the animation model driver needs to be performed when
the voice is played.

3. 3D Virtual Animation Instant Network
Communication System Design and
Test Analysis
3.1. Instant Messaging System Design and Development. The
main process of user registration is ﬁrst to initialize
XMPPStream, then connect to the server, and then send
password authorization after connecting to the service successfully. In this project, the client’s registration interface is
designed with four input boxes for entering a username,
nickname, password, and password conﬁrmation, and two
button controls for canceling registration and initiating a registration request. To protect the sensitive data of passwords,
the password and password conﬁrmation input boxes are
controlled in the interface in a way that can be hidden.
The main process of user login is ﬁrst to initialize
XMPPStream, then connect to the server, and after a
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Figure 4: Basic instant messaging module ﬂow chart.
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successful connection to the service, send the password
authorization, and after successful authorization, send the
“online” message. After the connection is successfully established, the client will request oﬄine message data and buddy
data from the server, and then jump to the chat history interface and buddy list interface. In this project, the client’s
buddy management interface adopts the interface design like
the buddy list, click the expand button in the upper right corner of the interface to select the add buddy menu, click the
pop-up input box to add buddy, enter the user’s name, and
click the conﬁrmation to send the request to the server to
add buddy. The middle part of the friendly interface is
designed with a fragment, which contains a list control that
sorts the list of friends by their ﬁrst alphabetical order, and
implements a quick search by clicking on the letters on the
right side. When you click on a friend in the buddy list, a
pop-up window appears to indicate whether to initiate a chat,
and when you click to conﬁrm, you jump to the real-time
communication interface with that friend, and when you click
to cancel, the pop-up window disappears [24]. At the bottom
of the friends, the screen is two buttons that can be clicked to
switch between the friend’s screen and the chat screen.
The main process of real-time communication is that client which sends messages to the server, which forwards messages to client B. At the same time, client B can also reply to
messages to the server, which are forwarded to client A.
When client B is not online, the messages sent by client A
to client B are temporarily saved in the oﬄine message database of the server, and then when the client blogs in, it will
read the oﬄine data from the server when the client blogs
in. The chat data loading does not go to the server side to read
the data in real time but synchronizes the oﬄine data to the
client local after each successful user login (each time syn-
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Figure 5: Eﬀect of echo canceled on speech quality.

chronizing the data that is not available locally), and then,
the interface layer of the client single goes to the local
(SQLite) to read the data. As in Figure 5, in an instant
messaging system with hand-free enabled, the microphone
captures the echo of the other parts played by the ampliﬁer,
and the remote user receives it and hears his voice, creating
an echo eﬀect. The echo canceling can eliminate the echo
before it is transmitted back to the other party, thus improving the quality of the sound received by the other user.
3.2. Design and Analysis of Facial Key Point Capture and
Processing Functions. This project uses FaceTracker, an
OpenCV-based facial tracking library. Firstly, FaceTracker
needs to be integrated into the project and then tuned
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according to the actual situation. After the key facial recognition, a set of data is thrown every other frame, and the structure of the thrown data is shown in the key facial data
structure table. After receiving the fatal key point data, it is
forwarded to the key facial smoothing module for smoothing.
The SG smoothing ﬁlter has a good smoothing and denoting
eﬀect on two-dimensional points, combined with the advantages of SG smoothing ﬁlter and the application scenario of
the real-time nature of this topic; the ﬁve-point three-time
smoothing algorithm of SG ﬁlter is used for smoothing,
taking ﬁve nearby points, and determining a three-time
curve, so that the square sum of the diﬀerence between the
points on the curve and the original points’ vertical coordinates is minimized. The coeﬃcients of the cubic curve are
determined, and by continuously adjusting the coeﬃcients
of the cubic curve, the curve is made smoother and closer
to the actual situation.
In this project, diﬀerent gaps are set for diﬀerent facial
key points to ensure that the movements of the key facial
driving the model are eﬀective, to achieve the role of dejittering [25]. The 5 key points show the threshold values corresponding to the facial key points, and the thresholds need
to be constant of the adjustment by experiment, due to the
large range of motion of the corner of the mouth, so the
threshold is larger; taking the left corner of the mouth as an
example, the threshold is 0.2. As shown in Figure 6, this
paper compares whether the range of activity of a certain
frame is greater than 0.2; the displacement is valid and enters

the driving module; if not, this displacement is regarded as an
invalid displacement. The movement coeﬃcient is required
to be adjusted continuously during the driving process of
facial key points, and it plays the role of adjustment and optimization in the feature extraction and rereduction algorithm.
After the blendShape is calculated by the feature extraction
and rereduction algorithm, the driving eﬀect is optimized
by continuously adjusting the movement coeﬃcient to drive
the 3D virtual model accurately.
3.3. Design and Test Analysis of Driven 3D Virtual Animation
Models. In this paper, we calculate the current degree of
mouth opening of the user. Then, depending on the size of
the user’s open mouth, the maximum degree of mouth opening is multiplied by the movement parameter. This weight is
assigned to blendShape, and we successfully control the
opening of the character. Similarly, there are key points
around the mouth, the left eyebrow in the corner of the
mouth, the middle of the eyebrow, the opening and closing
of the eyes, and the sliding calculation, each with a diﬀerent
calculation algorithm. This algorithm traverses all resources
in the resource package. If the type of resource is a game
object type, then the bone is instantiated into the scene.
The blendShape is a masked mesh rendering property
attached to the bone; so when the bone is loaded, it is also
loaded. Then, iterating through all the bones and taking the
blendShape name can be easily invoked and a face model is
loaded into the scene.

8

Wireless Communications and Mobile Computing
Table 1: Virtual portrait key point expression reproduction degree.

1
2
3
4

Corner of the mouth

Corner of the eye

Eyes

Eyebrows

92.47
84.43
76.35
85.33

38.66
37.83
39.21
42.01

17.63
16.09
15.54
17.35

17.54
16.52
17.68
17.89

The encoding part gets data from the sound module and
the expression recognition module. Then, key facial packets
and voice packets are packaged into the basic data structure
synchronously through the key facial queue and sound queue
in the expression sound synchronization module. Since the
communication of this topic is based on XMPP, which does
not support the direct transmission of packet structures and
needs to be converted into string format ﬁrst, this part mainly
implements this serialization function. The ﬁrst thing to consider is to separate the ﬁelds into space and write them as
strings. As shown in Table 1, the approach is feasible, but
the compression rate is too low because the characters used
are too low compared to all character sets, and if ﬂoatingpoint numbers are used to express key points, only the
numeric part of the string can be used, and the alphabetic
part is wasted and the eﬀective utilization is too low.
To improve the compression ratio, we use the following
method: First, the grouped sequences are converted into
binary data, and the binary strings are converted into strings.
This topic is implemented using the Base64 algorithm.
Base64 algorithm is one of the most common encoding
methods to convert arbitrary invisible binary data into visible
text data. Usually, the algorithm is used to transmit long identiﬁcation information, such as URLs. The input to the Base64
encoding algorithm is a stream of 8-bit bytes, i.e., byte arrays
and strings. The advantage of the Base64 algorithm is that the
encoding method is simple and easy to understand and the
compression ratio is greatly improved compared to the direct
conversion method of numeric strings. Its disadvantage is
that the encoded strings are not readable, which can cause a
certain degree of inconvenience during debugging.
In the process of open-mouth check and shut-mouth
check, the user faces the camera and the facial recognition
module locates the key to the face by clicking on OpenMouthCheck, the red dot in the upper left corner of the
picture. After positioning, the user opens his mouth wide
and checks it through the button. Through this check, it is
equivalent to preprocessing the user’s face. As shown in
Figure 7, the parameters of each part are from the beginning
of the facial key point identiﬁcation and positioning, then to
the smoothing module to denoise, smoothing, and then to
the drive module of blendShape smoothing and feature
extraction and then restore algorithm drive, etc.; the 3D virtual model can restore the user’s expression more accurately.
3.4. 3D Virtual Animation Instant Network Communication
System Performance Test. Functional testing refers to the
testing of a product’s features and operable behaviors to
determine that they meet the design requirements based on
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Figure 7: Comparison of facial features before and after virtual
animation processing.

product features, operational descriptions, and user scenarios. The ultimate goal of functional testing is to ensure that
the program operates in the desired manner, so the software
should be tested according to functional requirements, by
testing all features and functions of a system to ensure compliance with requirements and speciﬁcations. Functional
testing can be divided into manual testing and automated
testing, and this system uses a manual approach to test the
main functions of the system. Since the system is divided into
ﬁve modules (user management, friend management, instant
messaging management, video management, and ﬁle storage
management, and among them), the ﬁle storage management
module can be tested by other modules.
Performance testing is the testing of performance indicators to improve the user experience when the functional
requirements of the system have been met. The purpose of
performance testing is to verify whether the software system
can meet the performance indicators proposed by the user
and to discover the performance bottlenecks in the software
system, optimize the software, and ﬁnally play the purpose
of optimizing the system. Performance testing mainly includes
compatibility, security, stress testing, and load testing.
Security testing refers to the software system in the late
stages of development to undergo rigorous security testing
to meet the security needs of users using the process. Only
products that pass the test can be put online and run. Security
testing is to protect the system and users in case of malicious
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Table 2: Priority queue for communication network packet processing.
Acceptance time (s)

Play time (s)

Loss of condition

Hold time (s)

10.45
10.66
11.32
11.21

15.32
11.32
12.69
13.42

10.65
11.32
5.67
5.45

No
No
No
No

0
0
0.22
0.12

100

1500

80

1200

60

900

40

600

Flow rate

Sending time (s)

265
266
267
268

Time (ms)

ID

20
300
0
0
0

50

100

150

200

250

300

Number of concurrent
Average
Median
90% response

Throughput
Flow rate

Figure 8: Stress test results of instant network communication system.

and wrong input. Network information security includes two
layers of meaning: one is the security of external data
exchange and the other is the security of internal LAN.
Web itself has good security monitoring measures; compared to traditional web real-time communication, users
need to install plug-ins or applications in the browser; the
process itself has potential risks, such as plug-ins and applications with their own Trojan horse virus, video transmission
when the unscripted video stream is intercepted, or plugins and applications themselves which have the function of
extracting user information, while the emergence of
WebRTC shield exists. As shown in Table 2, in the video
transmission process, the web uses secure communication
protocols such as DTLS and SRTP to provide data security
to both sides of the peer-to-peer video, which can prevent
the leakage of video data on the web and video encryption
at the sender and receiver side to encrypt video data; the
key is negotiated by the video; both sides negotiate. The overall web components are encrypted, especially the codec,
audio, and video transmission module; eliminating the video
transmission process was intercepted.
As shown in Figure 8, the results of the stress test show
that the average response time of the system can be kept
within 100 ms, which meets the performance requirements,
while when the number of concurrencies is high, a sudden
increase in error rate can be found, so the current number
of concurrency that the system can handle is around 200,
while the throughput is low compared to large websites.

Overall, the system can meet the current user requirements
and can provide stable instant messaging and video
communication.
The instant messaging management function includes
seven main functions: text message, picture message, expression message, voice message, video clip, history message
management, and text color change. The seven functions
are highly independent, so test cases are designed for each
of the seven functions to meet the testing requirements of
the instant messaging management module. The instant
messaging management module is the main module of the
system, and the communication methods such as text,
picture, expression, voice, and small video realized by the
module greatly facilitate the users to communicate in real
time, and each function is crossed and combined in the
process of use, which can express the users’ wishes
completely and clearly and meet their needs. At the same
time in the public chat room and private chat process, instant
messaging functions are reused, reducing the workload of
testing. Our method improves the accuracy by about 10.5%
and the eﬃciency by about 14% compared to other studies.

4. Conclusion
This project combines the development status of cell phone
operating systems and instant messaging software, based on
the results of end-to-end instant messaging system requirements analysis, and combined with virtual reality technology,
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basically realizes an instant messaging system based on
XMPP for virtual video chatting, using 3D virtual animation
models instead of real faces in the chat, and expression
changes are reﬂected in the model animation, making the
chat interaction more interesting and it also makes the transmission process lighter, reduces the burden on the server,
and improves the ﬂuency. In the model-driven, the subject
ﬁrst conducts in-depth research on algorithms related to face
key point localization, compares several classical algorithms
with better results, and implements a face key point localization model based on deep learning, and in the process of
model implementation, through in-depth analysis of the
actual application scenarios of the subject, proposes and
implements improvements to the model, including optimization of data preprocessing and improvement of model
algorithms, to improve the robustness of the model is
improved. After the training of the model is completed, the
migration of the model to run on mobile applications is realized, and each frame of the face video stream captured by the
camera is processed in real-time in the subject project to output the relevant face key point localization data, thus driving
the subject to further drive the 3D animation model. After
acquiring face key point localization data, the system
performs denoting and smoothing on the data, drives the
3D animation model by blendShape weight, and continuously tunes the parameters to make the model perform more
smoothly and naturally. In this system, real-time voice calls
are implemented for aiding virtual video chat. In voice processing, due to the speciﬁcity of the subject, the phone needs
to open the external playback function for voice recording
and playback, so the voice needs to be related to noise reduction, echo cancellation, and codec processing; the subject
uses the third-party speed library to realize the voice noise
reduction processing, echo cancellation, and voice codec. In
the problem of voice delay, by constantly balancing the transmission time and voice recording time as well as the smoothness of playback, the voice delay is minimized. In the future,
we will optimize and improve the model based on this.
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